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rRtsl ån àxùåd ol dât¿ in tho Nel Gôñstol¡on ldonüliølion {NGl)r that is collôlod lor tho pu,posos
àf;d;d¡no ån.ñhen@d €oâbil¡ù lo denlilv geßon3 do grosonl spoc¡¡l kglr to lho public orw
onloææñt æconnslor hd¡9h16óed hv.sl¡ôalivô ¡ntorost. RISC will l8cililâto l¿stsr.nd 6as¡0r
ssôrchoô ofNGl òysulhor¿oi| usaß n fold aolt¡ngs.

l.l.8ackg.ou¡d
tndowloDrnolho NGl, lho FBI sougñllo ÉonÙly necass¿¡y improvomanl3 rn ili biomollic colodions
¡<ã¡ ol t¡is orocess lhe FBI cân-vassed lho úsor lnd l¿ív enfotcoment coútuñilios lor lhoil ¡npul on
àãsírãi inãniós- õiirãnco@ìts. añd ñow niliôbvos lot lhs svslom Froñ Soplombot 2005 lh.ough
lrâ.ch 2006. övor î00 aroups rópr€sontno 1,000 usor ¿goncùs @re osl6d for suggesl¡ona 0ñ
iõøããi-üuiìoo Lisiís roõomritended lh-o etpan¡ion o¡ôx¡sliôg ctpabill¡e3 orlhðtowlopmontol
nlúfùncüôñå|ft tô suoooñ rto¡d biometrc sa€rchoswlh ldorlhån len fñoefþlrnl Imâ00s iñ !@'
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unkno\h oérsons whosa l¿leñt fngorprints hovo boon roÍiovod fom halions. pròpodi, ot Porsons
assæral9ð ülh cndnål acwly or rolatod lo crimnaltuSke or oulhot¿ed nôl¡onål securdy
tñvosÙgå¡ons. curonlly NGI IJLF soarcìos roquro sèparåle bþmatr¡cquorios Tho coscadêd soarch
ôlthe ULF ruv tskô con3dorâblv mao l¡mo lhûn lho RISC soarch.'ond lho r65u[swill nol be ¡olurnod
tothoR|SC3sbmlinoaooncy lñsloâd.ilsR|SCaubdssionhilsonarocordrnlhoULF,onlvlheULF
.o@rd subñllor ült rõce-v6 riotfcôlþn ol s ætonliâl rutch lo ús ULF submEsion Tho ULF ro@rd
subm¡ller my lhon ludhor dovolop lhis lood ãs il do6ms âppropriâlo, úich @ywollrncludo conlacting
and c@rdiñsl¡ng wh lho RISC submilüng 3goncy.

UgoragoñcrosHll p¿i¡cipalô h üô RISC oÞ ð purslyvoluntåry båsit. ¡ta us6r âgoncy opls to subm{
fnçorgÌint3 lor RISC choòrs, lhs agenrysil noôd lo procuro lho nocsssary3oñiaro. mbilo fngerprinl
øóluiodohcos. ond iôííostruclur. to piovido ls lâwonlofcomonlolfE€ß lhô abil¡lylo scan fngofpt¡nl
rnüôâs n f€b sottinos end uånsmdlhes6 rtuoos tolho ÊBl for @@arison aqsinsl tho Rlsc.lìa
rnloifrton kôôsmillõdwllbs ¿nwhoto lrom Ñrc lo t6n roll€d or lat fôOorp¡ñl rmgas obtainod viâ lho
mobilê fnoorod¡t câoluro dov¡co'The RISC subdss¡on Sll rncludô hosdcr lnlor@tion ldentity¡ng tho
submitndalioncy aàd s unlluo submissloñ numbe.. butwll ¡ol rndodo lho sub¡oct5 namo oiolhoÌ
bog.8pñic or ovonl inlortulbn.

RtSC subm¡ssions wdl not bo .ddod lo or otheMlso rotainsd m lho NGI dont(y rocords h rn@ñ¡ôg
Rlsc subm¡ssions súo orosonco n th6 NGI syslomwiil bo Íaôsilory. lasling only forüo limo neodod
to æmotots the eulorutsd soârch¡no. lhigütl táko oßlv 6o@nds lot lho RISC sooÌch úsolt(includrng
âny câ¡cadod NCIC ssôrch). plus ftó ôdditionsl timo re¡uú6d lor lho glovsrcåscsded soatdh ollho
ULF

lr¡ RISC subfrssioñ 16ù116 ¡n å ULF hil. NGlwill genorâto o nolilcalion to lhe ULF rocord submtlar
sdnsino lhol â ølantialtutch ñâs @curod on ùoi ULF subñission ond prow¡nolho 8g6ncy
¡dontfo-rs¡d súbdssloñ numbêr lor ho R¡SC subdgsion. NGI willgoneralo ¿nd rèta¡n chronobgrøl
tsnsction aud{rnlorrulioß lor ooch RISC submissron ¿nd rosÞnso. lla RISC aubmissio¡ rosufrs rn â
ULF h¡t. NGI will oonoråts and retsi¡ chronoloqiøl tônsaclion áudl inlortuton toqårdn0 ûa ULF hl
notbo aonl to lho-ULF subdnor Similadv. il lliô RISC cascades s soarch lo lho NC lC. lho NC lC Hll
genor¿lo and relsin dronologicsl rånsâ¿tion €udil ¡nlormt¡on rogarding lho Nclc subdission ônd
rasponsg.

socllon 1.0 - lheSy6ton ¡nd lho lnform¡t¡on Collæiod and slored w¡lh¡n lho Syolom

l.l Wh¡t lnlormâllon b lo b€ collælod?

As descÍrÒod rbvo. lhii nitiativa doot not iñvolvo ô ¡gwcolþclion olhlormalþn fomlh€ gersons
whoss roørdswilt bô plscod n lho RISC. lho RlSC anlails â s9ôciâlly cofaled subsol ol.xisliôg
rocôrdslo oârmil 6molôvm6nl ol6oeciål¿od so¿rchlôchn¡au€s. ruch lô9lor soôrcha'ot lho coilalcd
ntôrmâùo; åndmuihlósle.rosoônsosloauthor¿edu59ra lhoRlSCsúbsoldil@nsrslotNGl
recordsot in@n or ¿pproprialoli suspedod larorisls. w¿nlsd peßons. rggiilerod soxúalofondors.
and olhor soGcbl nloiosl¿aloooi¡o5 w¿ranlinq rcra rsÞid bþmgf¡c.basod rôsæñsos lo lnqüilng
use.s ¡ô timìs.critical sluålionsinvoMng horghlãnod rñvoaligålilo inl€rost or rncrðasod risk lo lho tublÈ
aôdlor lo lôw onlorcomenl porsonnol.

Tño fngorprhl rmoos ussd lo ¡nitialo o RISC chock tyPicsllyüll bo nwly co¡loclod rn f66 oncounlors
bv leãnförcoftnfotf@rs forlh€ ussrsgoncy sowri purxisés undor lhaÌ os6r ¿goncys M dtsbn
ôirlhort¡os. As ülh all bioñkic subdssiõñs ló CJIS. lho irser sgonrySll hôvo tho solo rgsPonsùilily
lor dotorm¡ninçwholh€rlo coilocl thosolnggrprinls ônd msl onsure any such aolectons ¿ñd ùsos â16
ladut aôd oorinissiblê. Sidla.ly. whothoroi nol lhe coll6ctsd fingstpt¡nlrwfl bo rolå¡n€d by lho usot
agoncy {or by olhor nsúumnláhy ollho usor agoncy 6 0ov6Jnmnlal tur¡sdiclion). w¡ll bo 6ololy
dolorfingd by lh6 uso¡ agoncy pursuantlo ils law ¿ßd pofcEg

CJIS É û¡nbinhg lnqorg¡nt ¡ruços iubmtod duûng ho prototypo €nd rotloul phåso olRISC. Por
lho MOUS. ôl üocbncfusíon otlho prolotypiñg phaso, CJ¡S ülldolôlo or deskoy âll fhgotpint rrugca
racoilod lromslato ilontiføl¡on buroôos. Oôao fullyopetol¡oñô|, RISC úngorprinl subdssionsøllnot
bo âdded lo or olhoMso r6la¡n6d in lho NGI rocorda.

Trsnsaction bqs arg croåled lor sll rncodno ond oulgoing RISC kånstdons. Iho ¡ncodng
submksion loo=3 @nla¡nlho transacþn dal¿. tho naño ollhe ofcer côplurinq the Ínoerp¡¡nls. lho
mâko. ñddãnd seri¿lnudor ollho r@gs capluro oquip@nl.lhe r€quosl lor the t¿p shoot ot
Þhotoirôph wà6n indúâtod. and lha n¡óo ollhd r€æs¡ioi lo bo sootchod. Tho oulgo¡no ksnsacl¡oñg
iêtu,n h(i aloromonlionod ncomlôo lrånsaclbn dala lolho.equoslor. å9kll ôs lho FBI number,
namo. and placo ol bidhwhon €ndrdalss.osufr from lho soôrch.

1.2. Fromwhom lr thc lnlorm¡tlon collæled?

tnlor@lon usod to Ðpu¡óto lho RISC. or lh¡lwllbô accossed eô lho RISC funcbnalilio!. úllbe
obloinod ftom oxrsûñoi{Gl and NCIC rôcords rolalinq lo lhose côlogor¡os ol porsons idanüfod in
subs€dþn I t abovo- Thb nlo¡maton sÍ hâvo boen colloclod andlubm(lod lo lho FBI by lodorô!,
slato. læal. trbel. snd 3omo loro¡gn agonc¡os and rnalrumnlaftos mcdonl lothei lawlul ritssion. Mosl
oltho blometric hlor@lþnúll hãve b6on oblainoddiodly lrom lho sub¡oct by tho subñfrino
aooncioi. bùl somo mayhavo boon oblsinod ndroclly(such 89 lalonl fngotpdnls oblånod romcrimo
sð€n€s) Relatod b¡€o¡hb ênd oveôl nlom¿l¡oñ may oilhor hsvo b6on ôbl¿inod dúodv fom lhê
sub¡ocl by tño subdnno agsncios, or oblôinod bylho subdting sggncios lomolhgr soutcos iñlhe
couiso of ¡nvosligElionsbr õlho¡ aulhorzod actMtias

Tho biomtdc ¡@go3 uaod lo nil¡alo a RISC chock lypicôlly will ba nody colloctod ftoñ pgtson3wào
åro tào sub¡oclsoffold oncounlors byolfi@ß 6nd oñployóa30lusor ôf¡oncßs incidont to oulho@od
åctMties oftho3o aEonc¡€s Tho usoiaqonqos msy lhon ôpl to loM¿rd ìhose bio@Ù¡cs lo bo NGI for
RISC chacks. ln ¿lrÞsl ¿ll iuch cðsostho biomkicawil bo oblarnod diloclly fomånd sh ü€
knM€dgoollhoÊubjocl fhocolloclionswibolowfulandParm¡ssibleuôdorapplÉôblol¿6and
policÉs óllho govornmånlal,uírsd¡dionlowhich lho usor ågoncy ¡3 subj€cl

Sællon 2.0 -¡ho Púrporooltho Systsm ¡¡d lho lñlo¡ñallon Collætod ¡nd Slored wllhln lhô
Sy.tom

2,1. Why la lho lnlormatlon bolng collætgd?

The R|SC wilt collato a 3ubsol ol oxislinq NGI idontrty rocords to porril gDloymnl olsg6ciålÈod
bþmfic-basod so¿¡ch tochniouos. muah lâslor 3oticho3 ollho collalôd nlor@lon. and ñuch fágler
rosænses lo âulhod:od !36rs iñ tmo.cdli€l silualions. Tho RISC wll pormh rå9¡d. gracliøblo.
boiEtic.bås€d s€ð¡chos n fod sannos. lho rosuing bonolls will inaludo 0ro¿lôr prolocüotr lorlhe
oublic snd law eñlorco@nl porsonnol. õñhoncod nvoslioâtfua 5upæ1. ånd ratdúced impâcl of lâw
ànlorcomnl adMlios on rnriocenl poFoniSlh biographìc srdlôril@s lo persons ol invoiligaltuo
rnl€rosl. Eoloro ths RISC. bþmetr¡¿-basod soårchoa ol NGI roquiod lhe subdss¡on ofa lull sol ofl€n
odnls- sich æ â oncl(¿l månoa could onlv bg caotured ål tho usor¿qonq's ofco, lo whhh lhe
aubiedwuld havõ to bo tronsÞled loll@in0 ôrestord€l6nl¡on. ldenliy chôcks ¡n fold sotings wore
thui lided to biq.aphic-b¿sod ch6cks (3uch¿s namo €nd datoolblft)vrhich do not unhüo¡y idonl¡ly
6 p€rson ånd co!6 bo unrolBblo duelo Íisinlormalion provrded by lhe subjsd ôñd/ot dsô3soc¡al6ñ
wfh porsons Ðlh blog.¿phic similârilieg.

Transaclbn loas aro kopl lor åudiling ¿nd ttctiûO puræsgs ând lo mool rocordk€eping añd d;sclosuro
åccounliôo rôo-Uiromenl3 undor lho Fsdorål RocoidiActand tho PírÈcvAcl. lhorov¡ll bo no nowuse
olâudil bõ rnlòrú$on gurioôñl totùo RISC mi¡â|tuo.

Frndorornl rmåoes âro h¡no coll€clôd durino lho orotofooo ohase lo allow Fgl toconducl rouo$olân
Íåí$åtoñg bylumn fingô-rpdnt spoc¡alisls-lo ôisoss ftio ¡iccuracyofrospoñsgs (sog soclþn 2 3)

2.2. wñ¡l lFlllc log¡l ¡ulhodllos, ¡.r¡ngomont!. sndror ¡g..omonls ¡ulhot¡¿o lhocollællon ot
lntorm¡tlon?

Tho slalulory eulhorly lor lhb nit¿tvo 6 20 U.S.C. SS 533 ând 534. Supploænl8l reoulålory
ôuthornß3 Íicludo 28 c.F.R S 0 85, pôl 20. 6nd 50.12 fho Allornoy Gonersl has dologaled lho
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doúq¿þd rhom to lìo FBI GrlS OMsön. Addnbñål 6ulhoril¡os mclu¿o a2 U.S.C. S 3771. lho Uñl'rg
,nd SkôñoheninoAmrÉå bv Proüdino Aooroori¿lo ¡ools Rooutrod to lnlorcoot ând Obstrud
foroirsmlusAPïRroT)Aót ol200r.-Pub'. L. 107.56. ho lnldll{snæ R€lorm snd loror¡sm
ProvontþriActol20oa flRTPAl. Pub. L f0ô458: lh€ lmdoñntñg Rocommoñdâlion6ollho 9nl
Comhs¡on Ad of200?, Pub. L. 110'53; EO 1ælr (om€ndod by ËO t3388); ÉO 13388.

Tñe Fodoral Ro@rd! Ad (FRA). cod'fod al 44 U S.C. S 3301 ol soq., prowar ¿nolhôr96ñ0rtl
slôldory basF lor ho Fglio ro{oh and prô3erv. @te¡iaß subdfrod lòl F8l checks ondlor obbin6d by
tho Fglin üo @v,so ol ôuhor¿€d ¡nvostigotiw acl¡vf¡os, ¡n ordor lo onsurg adaqù¡16 6ñd propsr
dftumnl6tioô ot Fgl aclM¡os.

Curontty. ¡n MOU is âxocutod bokoen ho FBI'CJIS ånd esch 6er agoncydur¡nglho RISC
dovolopinont. tosüñg, €nd ro[.orl. Thô MOU delôils lho præsssos. @ndilioiìs. ônd lntations rogårding
thotrsnsÍ(al. rocoiol. slorôEo. úso.8nd d¡storinsüon of nlormalion rolatng lo h¡s tnl¡ô|too.
Ewñtuôty, RISC @vorsgo vñll b incorporoted intost¿nding CJIS locurily slôndordg âñd opo6t¡ng
plic¡asrÞplÉâblôlo ô[ CJIS us66.

2.3. Prlv¿cy lmp*t Analysl.: Olvon lh6 ¡munt ¡nd tyF ol dôt. collælod, ¡a woll ¡r lhô
purpo6o, dfacoaawh¿l pilvæy rlaka wo.o ldontlÍod ând howlhoy wo.o mlllg.td.
Pdv¿d rßks lor lho Rlsc o¡¡tê fom€ny ælontiolwlñorsbillios presonlod byho nw Rlsc
prcos¡oi. Sov.r6l luch nsks havo boeh itoñlilad ånd âro ôddtossed bolow

fhoro úul(, bo ¿ nil ír3k ltho RISC mlhod(i) lor sobdn¡ñg fngorpdnls @ts lssi ollocha n
seuratoly ldonlilyina roræn¡v6 roórds. rosulüho ln ¿n unaæoplãblo p9¡cenl¿lo offilsidontfcalionr.
A ñ¡sreóùltøtioñ @uld iosul rn a fåbo poshvo or la¡so nogåwo. A lðlso posilúa mislakonly doclaros
o orobôbb oa Fss¡bþ rolch, any 6ud¡ êronaoui Inlorrulion @uld bô aolurnod lo lho aoqutslor,
thärobyrcss¡òly gubiocling lho rídviduol lo vMarô¡loal tñvoit4âlr6 acrutny. A Llso nêiâlMo
mirlålàñly docfâros lhoroir no match: lny such o(onoous úforñâl¡on @uld ba.olu.nod lo lho
roquoslo¡;tloroby æsrbv lMôdnq hÉal¡gs¡w oflods ¿nd Þos¡ñg a rafoly hå¿ard lo lho uñwarñod
¡oduoslorânüorlohs public. Racæni¿inq lhb risk, he Fgl ¡s l¿king g.oôlc6ro rô caÍbråüng ¿nd
ôdÍstino lho rod.yolw:greon lhrosñolds [o oñsuto ôeuracywhda Þrõvxting onough €clioñáblo
dec¡sbns tod ororooñ)lo bo bgnsfEiallolho olfFgrrn lho Íold.t Fortho fnôl NGI RISC solùlion, tho
NGt svst€in Reoùioñinl. Dæumntoslablishos lho lolþw¡nq crla.ion.'NGl shtlrolu¡n lho corr6cl
candidalo å dnmumol9S%otlh.l¡m. whon il oxists in lhsR|SC reÞsilory. ai å rotufi olô
fnoergrint fsat{ro s€årch h suppolol RISC rôp¡d soarchos'CJIS*ll @ntñú6 lo mnilor lhs accuracy
ol RISC searcho6 w pgriodic sômpÍn0 snd ôudils throuohoul lho 6y6loñl¡fo cyclå.

Frnqe¡pnnt subûs¡ons lo tho RISC måymwvo Lwr lhsn loo Íngslprnls. ¡nd ßy ¡ncludô'lbt'
orint6 ¡athorü¿n lolbd'odnls. Roqôrdnt donilEâl¡on bôa€d on ¿ lossor numbor ol ñngôrpriñls, th€
FBI consdo.r lhålth€ iystods fngorp¡nt lochnologyand læhn@l capacilyhðr iulfc¡€nily
prolaossod lo po¡mil oxlromely accurôlo aa3æl¿lioñ wiù ¿ñ oxbling rocord boôodoô comparison wlh
bn ãrßtinq ton:prhl 60l ås$cí¡todwilìlhs aocord. Similoily, based on rocenl poa$præ€Ésr¡g ¿nâlysis
olovor 5€0.000 subdsiions. thô FBI h¿s doloñinod Íâl prinl3 provldo sul6clonl b¡omldc le¿lu¡os lo
o..d thô rdontficaftonotâ à¡ohlv orobabla @ndidåla in tho RISC. Moroovot lils sconninç rnd
lc¿nning fM.thåß lon rngori côñùibulos to lho podabililyollhe copluro dovFos. lhir ls¡llstes ho
uso ofllio dev¡@3 n fold sôltngs lo obt€¡n lho ¿6urâcy odvanlagos otþ¡oßlrb.Þsôd so¿rch¿s n
lhasa s6llin9s

Tà€ro 6 ¿ rsk h¿t luüyoutomalod liohl6ðul rospns6¡ lo RISC subdssotrsdllnol bo os ôccurato ai
rosÐô3os lhal hôva bàon confr@d byfnoorgr¡nlcoñparisonsconductod by humn!, lhus rosu¡Ùng ¡n
an ùnacc€9tâblo porconlâgo olmisidonùfcãüons. ln an ¿tloryl lo mlioote lhis risk. durino lho RISC
rolloul. CJIS rs @nductiôolol@up r6ftw of allkansâclioñs byQu€lilcd fôoortt¡ñl slaÍ Thoso
rôvids oto boino dæuñ¡nlod. sñd åny ßsúos oro rôcordod oñd ¡opolod lo ensura accuracy ol lho
fnqorgrhlcompál¡sons. Tho resuni oflñgse roviôE ora baino slud¡ed. ånd curonl postpræoss¡ñg
snðtyab hâs not dontifod ony'lalso poslvô'0106 ¡n âutomâl€d RISC rosponsor lo subdssìona Lom
Fdoblo copluro d6*6s.
lñoro coutd bo ¡ r¡sk hatlho procoss lor âulomat¡c€lly uslng an ¡ncoñino RISC biomkicquory as lho
b¡s¡ilooonorôl€ a lol.b€sod qsory olNC|C mi¡hl nol ba iul6oonl9 rol¡abto to ptoducs an
aoÞroÞrdlo NCIC quory. làoroby siil¡grdis¡nq ròlalod records ¡n NCIC lhôl should hôvo boeñ.elumed
oiiet¡irnna ¿nothei subiods NCIC rô@rds. lô dtioalo lh¡s ûslq all câscadod NclC so¿rchas 3ro
sc@mptrsñod byusing lhoFNU lrom lho biomtic rðcord, so lh¿l ¡ny NCIC rospoñges wll bo lhkod by
a un¡oúo úonlifô.031áb¡3had kom porlsô bþmotic d6ntfÉoloô. Aìthouohlhsro romainr lho
concdv€blo r¡sftoto¡íonoous FNU linkågo rosultino ftomhutun 610r. tystoñ foiluro. ot dalô
cof0ol¡on. lh¡5 írll is cotrirdarod oÛomly 3mall bocousê olcJls lytlom mnleñånco slôndards ond
audila conduclod by Stato ¿qånc¡os 6nd th¡ CJIS oMsbn. This risk b dliçâlod bylho c¿voal provirt€d
with €tt R|SC ¡osFiior nolù¡ng llo osorthåtüo RISC 6oôrch¡sonly ¿ saorch oflho RISC ropos(ory
and doos not gr€cluda o r4ord ííom ox6tiôg ú oüor bþmot¡c or ñ!mô båtad rop¡lor¡os
Addilionalv, lh¡s dsx rs ludhor mhigalod by liu¡danco cùronlly rn MOUa ¿nd lo bo ¡nørFrôlod ñlo
slandhg CJIS sêcudly 3l¿ndsrds ánd oPoÌôlhg policiai gmphås¿¡ng lhal RISC users should nol roly
on RISC .osufis ålono pror lo l¿kn0 rny odver69 åcl¡on agôinsl o psrson

Similårt. thoro could bs o nsk lhal tho præesg for oùtotulicolly uiin0 an ¡næmino RISC bþm¿lric
ou6r a¡ lho basi3 looonar¡lo ! b¡o@iftqbased sosrch olho ULF räqhl not bo aulfcionllvral¡åbl8 lo
drdüco ¿n ¡ccur€to r_osull. üoroby oilhor m¡r6ng a rolôtod ULF rocord (lålso negåtùa)or otonoously
ielurniôo 6n unrgbtod ULF.a@rd (lålro æshùô). fho riskol fåbo nsg¿ltuos ¡s nol ô¡gnifcanl bocåuso
Rtsc.bãsodULFsoårchôstrovidsañdicagab¡ülybuldonotrùppbñtônyox¡sthgaåpâblily llâ
Rlsc seârch.€tùns â lals6 noo¿lve- ho moad llàilurolo ñôko lho ULF connectìon ba3od on a fold
cñscktwill b6 no dilloronl ííomìhg cÙronl riiuallin (inâb¡fily to tuko o ULF Íold dock), and lho ULF
connoä¡on can be made blores any sopar6lo opxidunil¡os lordiod 6oåtchas ollhô ULF lhôt mighl
ecur Tho dsk ol LLa ærittuos ß ¡it¡qaled bocàùso lho ULF rosulls aro nol roturnod to lho RISC
submn.r in thô fots lwhoro oronoous-ñlr'mi¡hl ilbi9cl lho alloctod iôdMduolg lo unwor¡nled låw
anlorcoænt resænsbs duÍrng thô rooL¡tu folä oæoúnteß). lnsload. lho ULF rosulls år€ r€lurned to
tho ULF 6ubm[õr ss polontiâl matchos. lo bo vsod ln lho fullnosr otlim as possùlo loâds lot funher
¡nvosügslivo sclMly (lo includo iubsoquonl o¡podoxomnålion lo Positùaly confrmor rulooul ony
matchoaÌ.

An sddrüonal p¡ivacywlnoro!ilfy6 proaanl to tho ôlôntlh¿ttho RISC oohancod so¿rch and rosponso
caoâbtiuoi orôwo àn ncrossod ¿biliylo læâto iñlor@l¡on åboul a spoc¡fE 9o6on lhsl Í¡ghl not
olhoMsa bà d¡scoverod ¿s auickly orà6 olfici.nlly. or mqhl nevôr be dis@vôtod €l ail. Allhough
rnfortulio¡ n NGI and NCIC will liovo boon lâwfully ¿cquied sñd sccossiblo lo ôutho@od NGI tnd
NC|C ussrs. curonlt ùôl infor@lioñ @y bo mró luñclionolly obscu.o ¡i a.esui olusors haúng to
soparôloty chôcÌ ñuìlDlo 3ysloß or oncóuntonng þngor rôspbnso lims. HMor. lh¡s risk is
mtq6tôd by ths advônlsgoa ol boiôg ablo lo ñ¿ qu¡ckly snd oeuralolylo loælo rosæn3ilo
nloim¡lioñ_aboul a sgocílïcF.son.'This €påb¡lity Dohil3 turocomplolo ônd timôly nv6stigalvo
¡nôlvsi9. includnç mro olledÛô and otrrcÉnl dontilcålbn of 9orpôlraloß and poßons úo @y
Þrosänt increasoilthroals to tho safotyoflho public and laworilorao@nl porionnol. Tho p¡Û6q írsk rs

âliomlbated byf¿cililâling s rurs râpid mo¿ns lo elñn¡le mEidontfæôlons ¿ndtot rulo oul concerns
thal @uld advorsoly mFd ¡nnoconl ps6ons.

Anoü6r privary risk@uld bo lho rng6slon ofro@rds lh¿ldo not boloñg in thg RISC roPoslory. Tho
Fssibiliti ofthã occüronco ol lhis iis* ls mdçålad by CJIS proedu¡eilh¿l on3ute thal fingorPinls ol
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oÍrâcti racor¿s basod onlhogo 1493. "
Fudhârmorô. lh6 F8¡ rs<tovolooinq ond mplomonling lho ndv RISC cap¡bililres oñlt 8n€r qilic¿l
ãõüääiäÃèãlõàiamtorc ñâvôioãncsreñilÞ speciÍrõd. 6sssÉ3.d ¿ñd aonrmed lhþugh luñclional ând
ãiiiãil oqÍrãm"ti ónãrysB ând piloùn0 ÉÍocltuonoas fâctors üll bq dwobped, @hilorod and
nioôsurod ihroughoul lhe systom l¡lo cycl6

Soctlon 3.0 -Uso! ollbeSyalom ¡nd tho lnlorm¡llon

3.t. Ooacr¡bo all urea ollhe |tlorm.llon.
Rlsc seárches wll bo aEibbb onlvto u6o6 ôulhor¿od lo nilÉlo seárchos olNGl âñd NCIç l0r
âuih;r¿âd lâw onlorømnl d nilónâl sgcudlv purÞsos Rouliño usôs for ¡nforml¡on ln NGI 610

ãJìiã.iu;ãmioàisd ¡n ih6 svslomolRacords'Noi¡co (SORN) lot lhe FBI Fin0o¡prhl ldonlif¡ølioñ
näèõiìi Si,üem'tri{s¡. ¿nì róstino use¡ lor nlormslþ; iñ ûe Nclc sro promuþôlod rn ho Nclc's

SORN.( ln åddlbn to rouüno uso d¡icloturôs. lhis rnformlþn mtybo disclosed undor othor
¿i¿uñ3ts¡c€ß âllhori2od bY lho PrÙôqAd. ncluding drsclo3uros to lhoso Dop¿dmonl olJUsrco
iOOl) por¡onnolwno noediho inlorßtìon h lho pgló.mônco ollhoil dùlios

The r€suñ6 olRlsc iosrchos ûll bo usod bv l¿w onfor@Ññl olllcoG ss loads to dolordôs lhe
rdonÛù ¿nd rolovânl hirlory ol tùo ÉuD¡ocl åñd tsko spproPdato nvdlbôlory 6clþn' ond il nocossâry'
pro€úton3 lor his or hea M safoly.

a3di$ussod ¡n SsCtion I obryo. Rlsc suÞñiss¡on¡ül¡c¡scado sôatchos againrl lho lalonl lìî96tprilt3
.ràÀe;¡À tã NCi ur¡ ll 6 RISC submbi¡oñ rostni ¡n â ULF hú. NGI üll o¡rnorato a notfF¿ùon lo lho
Lr Ê ;..ôrd ¡ùbmltâ, âdüsino lhål å ætonlÉl malch haa @cuíod onlìotr ULF ôubdstþñ ôn0
i,ä.åiñã úããoeìè",¿ãniìteiinã subm¡sson numuer lor ho Rlsc sobdss¡on Tho ULF r€co'd
¡ubmlloi my ihen funhordowlopth¡5 losd ss il dsemÉ lpprop¡iâlo to fesolvo lho pondng
rnvesligaton i6låùng lolho btenl fngg¡prinl.

Tùe ûånsådoô 10o6 aro osed bv ho CJ|SAudl Unil to@ndüd ¡oclfioñl åudfs lool3uaolho Propor
åccoss. uso. ând iÍssorûñaton ol lAFlstNGt tscords

3-2- Dær lhe rvltom ¡ñalv¿e d¡la to ¡94¡!t usort ln ldonl¡lylng prov¡ously unlnotn eao¡t of
noto.concorn, ór p¡trern?isomellmoa tolord lo ¡a dat¡ mlnlng.l

No Tho RISC oræos3 (and ânv câscâdad soarchng ol lho ULF snd Nclc) only rñvotoo bþmdrc'
iài"i i"jiõñ"írc uii.ìli podín6;i hloiruton thsl-@y relslô lo lhô sPecillc subiecls ol lhe Rlsc
chocks.

3-3. Hos w¡ll the lñlotm¡l¡on collæted lrom lÍdlvldú¡|. or dar¡vod f.om lho ayslom. l¡cludlng
lho systoñ lt¡ollbschækod for accuaey?

The NGI ând NCIC en@motss subslsnl¡al 0f@ot5e5 lo onsuro åccur¡cy of lnlorrotion fña Rlsc wfl
ãããriii¡ei ãu¡ioioi'ntôr¡iEtìónox¡ôùño rn lho parsnl NGI gyst.mond theroby sublecl loth! syslods
ôr¡stìno dâtâ ouåhN sbndtrds ¿nd otorãt¡no ætrdôs. Under lholo ox¡slng roquforeñlt Ngr ano
NC¡C ùso.3 å.'o,os'ønrblo forontui¡no üåì àcculalo ¿ndcomplolo biogråPhÈâl rôbrmåton rs

'nctuded 
in NGI €nd NCIC aùbmisloñs¡nd lhtl anv oss@ial8d bþñof¡cs mgol cJ¡s quâlny

äii'i¿-"-,;¿i. iìrãõJs ¡u¿ì Ùni rãqub¡v cnocts reóræoôlôltuo ssmplos ol NGI snd NCIC ¡úbmssions
Ë;ñãii;nd; in e¿¿ión- i¡o mõulo dou@s usoð for RlSc aubdis¡ons rusl bo opProvod by lho
Fãl ;ñd.ômolv üth lhe FBI Elodronic 8¡omeÍG Tt¿nsdss¡on SpocilléÙon (EBls) wìÉh doinôs
âi.üá.ãäiíió*¡c¡ áoo;c¡as rust ¿dhoro úån slodronc¡lv 6municalingwh cJls. helping to
eiriiÍo he accuracy. 

'núgoqual(y, 
and nlo¡opot¿bildy olRISC subds3bns (seo lubsôctoñ s l

bglow.)

3 ¿ whât lr thâ rctontlon il.lod for lho d¡l¡ ln lho avltoñ? H¡r lhe appllc¡blô r.lonllon
ic¡o¿úU Oc;n opprovø by lho N¡llon.l Arch¡vor ¡nA Ræotd. Adnlnbt.¡llon (NARA)?

Thô NâhnalArchivos ând R€cord3Admiô¡gt¿t¡oñ (MRA) hss âpprwsd lho dôsÍelion olfngorpnnl
cårds âñd øßôsoondrno ¡ndicoswhon cdmhål subþcls ¡n¿ln 99 yearsotôgo.t or seven years eier
Ããiiriaì¡ì ói¿,iót¡ NAäln¡s doteraned aulom.iod Fgl q¡rúnál donl¡f€ãlion rôcotde(råp sh€ôts)
â;d NGt ånd NCIC vånsâdion loor ¡rolo b Þot@nanllv rolainod. B¡omtncs and assocøtoó
õiöåiàãi'iã iãtôirotóñ roi b..6ñôvod romihô NGI o¿dior thôn lh6 sbñdård MRA rol.ñl¡on p.ród
iuìËuál o a ¡oquest Uytlio submn¡ng.goncy orüo ordor otô coudolcompotont¡urisdicton

RISC subm¡ssions wJl nol & ôddod lo ot oüoruso rolohod ln NGI donllt ra@rds An ncoming RISC
suomiss¡on's ¿ctve orosonco h tho NGI ryglomwill bo Íañ6¡1ory. lasliñg onlylorlho soønds neodod
óìì¡iï¡{idCsoãcir?sllitnilu¿inoanicãscoos¿lclcto¿rcht pbôtñesddnionsltm'oqúúedlor
iie slámié¿sca¿eo searèh otlho'iJlË. Chronob!¡csl rocords ótRlsc 8nd NClc sùbdssions.nd
;;;;;;;a ¡h¿tui'Ã¡ ãitÚLF hil nolicosi \dil bo p,-.manontly rola¡nod rñ lho rospoclilo NGI ond NCIC
uañsscþn logs. (Seg sobsocl¡oni 1.2 3ñd I I abovo.)

3.5. Prlvsv hpæt An¡lv.la: Ooacilbo ¡ny typêt ol coñttol. lhôt ñây Þ ln Ptaco to on3u,o lhat
lnlôrm¡tloñ h liândlod ln e@rd¡n@ w¡lh lhô abovodo.cdbd u¡st.

Ploaso s€o lho ditcussion n subaocl6n 2.3 aòovo and 5eclioô I bd@

Soctlon 4.0 - lôtorn¡l Sharlno ¡nd Olacloauro otlnlotm.llon w¡thln lho Sy6tom

¡¡.1. t{llh whlch lnlo,n¡l æmpongñll of OOJ ia tho lnlo.m¡tlon rh¡rod?

Comonenb ot DOJ tuvmoke RISC subdi3ioîstnd rocoils condidslo mlomalion in lho same
mãnÁãr ás óner st¿to. fi¿l- ¿nd lodorôl lawonlorcamnl 9alnors. Ìhbwill ptimafily onómposs tho
loliNnô OOJ @Mnonlsiñoso dssioñs tv9rcâilv nvoþe nlataclioñ3 n fed senúgs Ùlh porsons
àisoàáÍeã wrri irirän¡l ecltunv or ohogisohàunó ô hwful ovosligôfro or 

^alional 
iecurly ¡ñlorosl

uãÉäl i¡i Oruo g¡torcsmnfaddnislråÙon (OEÀ), lho gur€ôu ofAkohol, Tobaæo. Ftoams ånd
E6bsiâs laTF'i the Fedo.ôl Euroâu ot P,Éonr (8oP). tho uñiled sblol Nal¡onal coñlr¡l Euro¿u
ÑfÈ-ñÞórlan¿ ûoÙnre¿ slâte. Msrsìsts sorvìco ltJsMS). lñ oddilbn. snv ooJ @mPononl lhal hes

òäuïüsivf,uumiriso i i¿milingerpnnl lo lho NGl uÈF fb Y;illbo notiírod if ti RlsC subässbn hils oñ
lhåt låleni f ngorprint.

¡f.2, Foroach aælpþntcoñponqnl o¡omco,whal lnlormalion la aha,od ¡ñd lo.whsl purpoao?

lho resù[s ol RISC s€å.cho3üll prmsrilv bgivanlo å subñiling compononl s on'sc€ne €mpbyoos

'ñ..r1 
lim fiânavâr the sübßct õfüo Rìsc aubmissþñ @v bô å wnlod porson. rogislofoo soxÚal

ðitài¡ìár. inó*Àor ãooroo¿aiô¡v ¡u¡peaqd teno¡¡st. or olàot'trersoñ ol ñ.i¡hloned lnvostrgalvo útoresl
ãi *¡Jóiv oressnr ir'r',eeãs6d .isk td ha oubtic andior lo lôw ãnlor€mnl Þårsonnol h add¡lion. rf a
nrèCiu¡ni¡ásm resuns n o ULF hit on i lalonl fnEorpírnt proviously subränod by å OO, comtononl
th;;ubmtina coruonentwill bô ñoÙll6d ol lhð golonlíâl måld lor o5o ol å l8ôd ¡n fulho¡ng lì0
irueitilãtón Ìmving tno htonl fnoorpdnl Astliorliss lor lhoso d6closùr6s mcludo lhosg clåd m

subsection 2.2 abovo

For sdddonot discuss¡on oflho contonls ofR|SC rasponsos andthe purposes undôdying tho RISC.
pl6as6 rolor lo s6clion l. seclón 2. oñd aubsocton 3.1. abova

¿.3. 8ow la tho lnformallon Í¡n.mllloalor dltclotod?

Thê Rlsc will lvoctllv b€ qoonod on ô ø$'bv-øso bôsi6 by aulhoñz€d NGI usersllq¡dont lo 
'eâ!i;;;ncãuntoií'lôfßld solùnEs. M6nMlo lô. íhgorpdnls'ñôv bo cspturôd by ¿n Fgl{pprov¿d

üiðóld ingdiiini ¿ai¿C iñdí.a'Âimitlod wnêbssly io lå. usors'ho¡dqùslo,3 oi¡d lhon oñ to the Rlsc

usino or¡sirno NGl aomruoic¿lions nlrætßduro! fhs rasulls ofa RISC aô¿rchwÌl bo rôluJned to lho
.ii,iir'Àir ¡óa¿oìenorsus ox¡stiño NGlcomrunløüons iñííaslùclura and @y lhon ba wrolsssly
t,;;sdtdd backio ùo fold vsar lfa RISC subm6sion rosufis ln e ULF hil on o Proøusly suþmllod
iåiåTi ñÀìãrórãi. i¡,e ¡ãtóü:3¡¡'nining corÞòñoñl üll bo norrod ot tho pol€ñliâl mlch vià 6x¡sliñ9 NGI

cômmnícal¡on3 níí¿sÍuduro.
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eh¡t prþ¡éy rl¿k. w.ro l¡lonüllôd .nd ho& thoy wo.o ñltlg.tcd.

lnlormtôn rs discbsed onlv to OOJ u3orgwho håvo boon gfuon ¿tlhor¿od tcc€sslolho inlor@ton ln
ÑGi;;Jih;Ñôiõ ;;ã@iósricã n[àt àp¡¡eule las. rõsubtions, soRNs, and bns'slsnding cJrs
socurly slsndôrd! ¡nd oporål¡ng polq.s ôtpliøblt lo ¿ll ôyslom usora

Thrrá6uld bo â.bk ¡llholochnoþqvtsôd for RISC aübd3slon6wôro unroliôblo. hsscgro. or
,riðãÃã¿oGu tño niSC i@ossõí fo míl¡s¿loth¡s rßt. mbilô doücoi usod for 8lSç-subdssbns;;;i ñ;;;o€d òi lhe Fdl. Addrüonåìv. ¿u ñþbilodsvcos muet mool lho corônlCJIS Socùdy
Þãii,ïÃãúleirãÃtiinctu¿ino dåþ encryóiion ond advoncod aulhenüc.tion Tho cJls socuírty poli(y
åÈoóonlålns sla¡dord6 torúralesi råõim¡ss¡oßlhat roquko oslâbliihrunt ol usago roslnctons ônd
i'i'1"ìüiàjáiólã1ir¿Ãèeior w¡eìàss technoloq¡es ¿nd ¿oihor¿.tón, ñoniloírng. €nð conlrolhg ol
wiâþss âccêsslöinforffilion svsloG. Onco lho RISC wireloss fånsm¡ssbñs loach lio suÞmrng
iäãÁli,i n-øã,iã'iãÀ. oñ€rd ?oul¡ns of thô subm¡rslon to lho RlsC Ellbo u. onshg NGI

aõmoúñbation¡ híí¿3hcluro rnørpol¿liôg o{onilvg 6ocully saloguardt

Pt6â3e see subsed¡ons 2.3¡hvo oñd 5-4.5.5. and 5.6 bolry.

sællon 5.0 -Exlorn¡l sh¡r¡ûg ¡nd ol.cloturo

5,1. Wth whlch ertotnsl (ñonÐOJ) @lplsnl(t) l.lhc lnforñ.llon lhôrod?

Fêderâl slato- locâ|. ùibô|. loroiqn. or nla¡nslional govornmgnlal agoncios which rro ôulhor¿od accos!
toths uirdorlv¡nc hlôr@lion n h. NGlsnd lho NCìC 8nd ú¡chroquùos lho ¡ñlortulo¡ n lno
ì;;;;;;;;óñ"s d,äiiì;iiaslòn mãv roie ntsc suums3¡oni snd rócovo csndidslo nlorml¡on lhis
*¡ìiàänìàirìnèomoaìs thoso oq€Ác¡os úoso nisslon6 ¡ñvoþo lnlot¡cl¡on6 In fiots 6onings wlh
äff;;;:ñiakiJ'friÑ¿äñäÃallauÚ or roiate¡ to crim¡n.liuslice ot oulhonlod nalþn¿lsocu-rdr.
iñvâslioãüôns. ln åddilioñ. rnvNGl usoi thâl has protþuslv 6ubmll0d s lôlonl Íngorprnlto he Nol
ULF f'tãwill bo notfod ¡ta RISC submßsbn ñf3 óñthat hlont fngarpr¡nt

5.2. What lnto.millo¡ la.h¡rcd tnd lorwh.t putposo?

The resuls ofR|SC aoarche! dl Drm¿dlv bogivento authorizod NGl and NCIC Úsort l! ordorlo ålgrl
;;å;iñì;-ãààñd;ú:sCCne oriplovoós ¡n ioalt¡mowhon.ver lho subiocl olü6 Rlsc súbmission
m;v òe â t;åniod oäGon. roqislsrod sdxuål olhndst knom or ¿ppropdaloly susPoclod l0¡roÍ31 o.
ãi¡áro-,:isón oináionienöd ñvåsliqôltuo iôl€rosl orúno ffiv proiànlincro¿sod r¡sklolho pubhc ond/or
rô râw enlorcemeñio.rsonñel ln aitdilion. il a Rlsc submlsion re$il1 n â ULF hf on ô lalanl
ü"åirì.ii"ìioiã"iõuilíitiumaod bv ô low ónbrc€monl agoncr lh6 3ubmilting agoncy w¡ll bo nolifod of
ilíóóteniøt motcn lor usô os s ló¿d n furthodôo lhe rôùesÙgalion nvoMng bo Itloñl fn96rp¡¡nl
auttiortßs lor lhgao disclosürss nclùdslhoso oiodn subsoclion 2 2 sbve

5.3. Hôw lr lh6 lnlorm¡llon tr¿ntmlltod ot dlsclotod?

fho taogo¡ss¡on ol¡nlorm¡ùon ß lhô lam ås foa nlsrnslsh¿dng. dosct¡bad ñ 4 3.

5.¡. Aro lhoro åny ,er{@ntr coûco,ñlng tho aællty ¡nd Ptlv¡cy ol lho d¡la onco ¡t 13

!haþd?
Trüe28 U.S.C. ç 53{ oroudosthâl lho dis3€ûnOlronOllnformotion underils aulho.iy ¡s subjocllo
ååìiiiuiåi l iñ¡iãá fitoimãi¡òns'¿rctois¿ ouis¡¿s ino rocoMns .soncv ot rolalod sgenc¡ôs. T'üo 28
ö È.È. è ão-is oiovides iuooloæntal quid¡nce too.rding hô dissìorñnrliôn olcrimhtthislory re@rd
.ioiÁaì¡o'i nctu¿¡no Úont;/@tion ol.-ulhori¿ôd ro¡¡9¡onls €nd Þssibl. såndoñ lo, uñåulhor¿od
åìiit6i,irãi iÀãìi iãsi'iaiónioio ¡À tuio rcnoao¿ ¡ri longstondíig snd eloñsivo NGI ånd Nclc
9ôcu¡ly sloMerds €nd opersüng polic¡o3 tPPÙøbþ lo all 6yslôm uss6

ln áddi¡on tho Fgl hos onlêrod ¡nlo RISC-3Fcifc MOUS Slh ôll podic¡p¿lino sgoncios and iidbr
ôrôüslôôsSfl 6v6ntuslþ bo ¿ddad lo CJIS õDorâllnq Þlc¡o!. lhoso MOUS Eonara[y includo
ãiãrìiiãäi ålnoi¿l'lim't¡ä tho Rlsc soorch¡s ünúó lidl¡d lo ¿ulhor¿od o¡oncioa lot aulhor¿od
ãuiæsàs gn¿ i¡¿t ¿l C¡lS rsloa roa¡rdim oc€6s to and uso of CJls nlormlton ¿pply Evontu¿ly.
lhôlá ôrôvrsbns üll bo nco¡oor¿toi lnloilândina CJIS accunlv slâñd8rds 8nd opo.ol¡ng polE¡os

àp-plÈá¡io tôitiC¡lS users. Àt sulhod¿€d NGI uaots mlefôc¡n¡ v¡lh Rlsc üll bo roqultod to 8dhôre to
thdso såm CrlS rular.

Pursuantlolho RISC MOUS anal/or uFmng CJIS oP.rsl¡ôg pol¡cos, lño ndivilruôl lodorsl 6nd sþlo
åulhôrl¡es üll oslabl¡sh hN RISC roaÞñsoawdl bo di3sedñôlod ond @¡nlo¡ned For nstônco. å
ãuJni¡"¿eteimine t¡atonv.od €ñd çreon rssgonsos dll ba loru¿rdod lo on6côno usot6. or b6loro
iôMârdiío R|SC.esmnsos fo on.sconó use6 a Slalg m8v roplacolhs RISC s rod'yolw{roon
iãiminórõvu¡ som angrn¿ttoo torminoloqv grolorod bi lha Slålo (such as probáblo hd;pos3iblo hl'
Àãlni Ãåãnói¡ri¡''exàmo¡o.onostal.mvl6àdothatRlScrosæns¡süllnólborolôinod¡nlhoshl.
roiorós sbout lho ssbþci.$;horoâs onobór sl¿lo @y d.c¡do lhat RISC roaponsoswll bg.ol6¡nod ñ
lhê slato ræo.ds ôboút lho sub¡ocl

5.5, Wh¡t tyæ oll.¡lnlng la acqúkd lor u6ora f.om ¡goôclor oul.ldo OOJ prlot to tæo¡v¡ng
ecæß lô lha lnlôrmâllon?
pursuânlto bñoslôndino NGI ¿nd NCIC socurilv standards rnd opo¡ôt¡ng polEios opplicôblo loôll
I'iiaãisãrs Ci¡S Svsfom Offcors.llho silóov.rnfrnl lovols-aro rosþnsiblo lortho rolo'bâsod
i'äiàüã 

-tãüäo. 
ãã¿-órõnc¡oìiv all'rmt¡n ot ¿-umorq.d NGI rnd Nclc ùsoß dhn lhei .oôp.dilo

òrcanÉät¡on. Â¡i usor msl ba-Ùo¡nodwihin 6¡x mnlhs of oñploymnl ¿nd blonnblly dosþd
üåiáàiã'i mãn mónmniod- R¡SC Þræ.ssoswin bo rncorporâlãd as æd otüis ùdining Tho Rlsc
Pmr;mOf@ o¡oüd€r lron¡riEto ålipad¡cipsüno ågonc¡os rooôrding RISC capåbili¡es lñ0
àiiÍlliÀi¡nà ããónõtei ¡io;o¡oinsiblo ioronåudnõ üãinlng on tño usdolthefwirelos3 dovrcês and lho
ãppióóors'usäorn¡sc, ,ncdd'ôg tho Lct hål Risc rosPionsos do ñol provido tho solo JutrfEålioñ lor
lâwenlorcoruñl åcton,

5.0. Ars lhôro ¡ny provltlont ln Pl¡colot ¡ldll¡ng tho rælplonts'ure oltho lnlo.m¡tlon?

Yos. Pleâse soe subsocl¡on! 8.54ôd 8.6 boþw

5.?. Pr¡v¡cy lmpætAn¿lyrlt: Oivsn lho oxlc¡oal ah¡ilñg, whal ptlvaoy.¡.ks woro ldontillod ¡nd
how wGro {hoy mlllgstcd?

t^fôfñâÙoñ is d¡scbsod o¡ly lo oo€ncv us€rsdo hava h¿n oulhorüsd sccoss lolh6 lnformãl¡on n
Ñõiä;ïúitÑõiC añ ãaórós;co-wlhif,ôtptÉ¿blo lâ8. r.gulttioß. soRN6, ¿nd lono'sl¿ndno cJls
3ocurdyilãndârds and oporâling pofiõos appliøblo to âll systom us0r5

Thôrâ muld bâ â nsk il lho tochnolúy us€d loaR|SC iubm¡ss¡onsworg lnrôliablo. insscuro. or
,itõripei 6ìã *t¡ t¡c AISC aræoss9ï Mlgalion oflh¡s rsk 13 dttcussod rn subsocl¡on 4 4 aòove

Ploôse aoo subsoct¡ons 2.3.5.4,5-5.8nd 56 sbova

Sætloñ 0.0 -Nollco
6-l- w¡! ¡nv lorm ol nollco oaovldod to lha lndlvldu¡l Drlot to @llællon ot lnlo.m¡llon? It yot'
oia¡.o orovlde ¡ coov ofthô nollco sa ¡n ¡Þrndlx. (A hollco m¿y lncluds. poltd Pilvacy
ãåiiõ Í õ.ì;;; ñIiltìcóãÁ foim¡. or ¡ iri¡tom olræord. nolfco Þúbllrhed ln tho Fedot¡l
hsl;to, Nollco:l lf nollcowår not ptovldod;why nol?

lha ús€r åoo¡ciôs lhalconldbsto lhq undsdviñg nforñålbn lo lho NGI ônd NCIC lilely donot proudo
;;; a;; 

"iÞ;tu;tact 
slålêmonls or sfr¡la/acloalnotico lo lho ndiwu¿ß lromvñom ot ôboul dom

i¡iä,ãiôì.àiion oãn¡¡'ns. iñi3 l3 bocsue ñonJodo6l @nÍrbuloß €ro nol subjocl to lhe Prtuôc, Acl.
iäããiàiäöñú¡i,toii ôiC usu¡lv oxomptod lrom tho Pñôcv Acts indiduål colloclion not¡co provslons
iiãììãà¡6Á-witlirìm¡n¿l læ;entorc'oftôt.cù6tos. ¿nd/or prov¡sion of mdMduålnolico ¡ncdônl to
crhinal lâw onforc6ñonl lclMiós ß typic¿lly impracticåblo

Geñârár nôticâ r€oârdlno üs collocton otlnlorñal¡on n lho NGI ond NCIC hôs boen Prov¡ded tolñô
iuÏi¿-.ãtl;i'go "ìÍhtaìhsãÁd 

Ncic sORNs. Rtsc 6 a subssl ol NGl. ånd FBI has prowod nolke

http ://www.fbi. gov/foia/privacy-impact-assessments/iafis-ngi-risc
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FBI - IAFIS NGI RISC

(JUSTrc€/ÉSLOOS) (64 FR 52343. 52347; 66 fR 3!538: 70 FR 7513. 7517; 72 FRj4ro). '

Tho puùlbåtion ol thE Pnwn prov¡de gonerâl sdv¿nco not@ to lho pubtc lor åll R|Sc{elstod
colleatons thatwill @cur subs{uo¡t ló lhe pubiøloñ.

Addüonal ôolico dqht bo provdsd by tùô lodoral.6lalo. loø1. orkibål ôgoncywhrchconrùutos lho
undeny¡no NGI aîdNC|C inlormatiodandorwhbh conduds tìo RISC check.

Ewnobsont any lormal nol¡co. for lho rust t¡dlho mlormal¡on n ù€ RISC subsolHll bo based oî
oño or moro hsioncos oldioclcrimio¡ltusl¡o preesiing oltha rndduãl (sùch €s'b@kino')olwhich
tho nd¡Bduålwill bs soocil€8lv ú¿ra. S¡obily. lho fngà¡prhls ¡n a R|SC aubmittbnÚil h€vo boeû
tâkåñ rñ¿¡dent tô drôct n6vâimntülh lN eolorcemonl iñ å f6b encounler olwh¡ch lho ndMduål üU
bô sgecifcalt aøro lhoil fingerprints ar€ boiñg lâkoñ. ll rslño ro6ponsibillyofthô sübdi¡ng agoncy
lomlormth6¡ubocl. based on slôñdôrd opa¡rÙng proæduros 0ñd appropt¡alo uso gu¡dånco, ollho
roaron lor fnqoririnlcolbclþn. ln $tu iiuôliona.3uch as ho conducl olqidnal nvosl¡gâlons ot
rssuan@ of¡¡r€atwsr¿nls. theatLcled ind¡viruå|3 may nol 6kys bo ltocifEallyoworo lhatporsonol
¡nformaüo¡ ¡s boing colloctod ¿ñd dit¡odnôlod. h@ovôr. lndivËúôß plontr¡ng otbngsg¡ng lñ crßinal
adistes ñry ro$ónôbly bo chs.gdwih @nslrudso knodôd0o thal l¿w anlorcemsnlüilzoalously
sookto cotloèt and låwfulllydissodnalo all rolùânl rnlorrut¡on fo idonlily homondlodstot orPtovont
lhom lroñ comnÚting critus,

0.2. Oo lndlvldu¡lr havoen oppoiunlty ¡ndlo..lohltodællnolo Provldo ¡nlotmôllon?

8oø!so thô hfoma[on rnlho RISC sübs€l ¡s 6lloclod iñ coônodionslh lôwonforcamonl
mvosligat¡ons and/or pr@ossino. lndivituåls gonorally do nol håvo lho r8hlor oppolun¡tylo objocl lo
lho co[ocl¡o¡ ollhÉ mlorm¡l¡on by lho rourcó 8goncios, nor lo lho foMidiñ0 ol lhe @lloclåd
mforruùon torrelonlion h tho NGI ôndrorlho NCIC. norlolìo collat¡on ollha, RISC subsol ííom
úlormâlion rnlho NGl.

Wìolhor or nol indtu¡du¡b wiÍ hðvo üo.ighl otoppñonilyloobjgcl tolhe collocl¡on oflho fngorpr¡nls
ssod lo hlþto ! RISC chock. and hg ørisoquôncos forobþcling, w¡ll doDond on tào l@ôÙon 8nd
cfcuñshôcas ollho 9âl¡cùhr fold oncounlof omd¡ch lha fncerpr¡nls wsre obt6lnod Al colloclions
mu3t bo lâdullyoblåínod undorüo l¿ß, rogul¿tion6, ond plEba toMich tho 3goncy lhal obtðhod
the fnE€r9.¡nls may bo subjoct lñ ffiôy nrlãnc€s lho í¡ngorprinl6 for RISC chockr máy bo colleclod rn

conroá¡oh dù låwonlorqiænt ¡ôvos{Oôlionô and/or pr@els¡ñg iñwhich lh6 r^dMduåls gonorolly
may nol bê sæordod lho ûghl oroppodÚnilytoobþcttolho @llocl¡on. H@ve¡. n olhor¡nslancos a
submftn0 ågoncymåy bo óbli¡alod undor16 govgrn¡ng la6, rooulal¡ons, ând/orpol€res loå@rd an
rndMdual tho r0ht or oppoilunlyto ob¡ecl loths 6ll0cl6ñ: pó.sonnol olan oncounlenng 6goñcy @y.
rn theü discr€ùoì. voluñlariv ôlricl to aak ôn ¡nddu¿l lo coôsonl to tho ællecton ln so@ situelions
whoro sn ndidual doctnoa lo cons€nt lo olþct¡on. tho on@uôlor¡ng rgoñcy ruy nonolheloss bo
onttbd lo Þræodülh noæonSensuål collodion b¿sodoñ angrnôtilo aulhoriy ln olhar slúalions,
h@ow( án indviduåfs latrure to consonl mây bo conlrolling. and tho an@unlorng aggncywll håvô lo
loreoôthåcollsctbnândrêsoþ6thô.ncoùnlarMhoulthobonofloloR|SCchock Evonwhoretn
rndiüduâl ß ablo lo 3uc@ssfullydoclna lo bo 3ub¡6dlo a RISC chock, ho @n6squoncos sll vsry ln
somoc¡rcumsbnc6 3 RISC chôckwoold nol havg afoclod lha ovoñtuål oulcom ofân oncounler,60
thê docl¡¡åtonwill havo no ønsocuonco6 to ho ndilduol. ln olhoac¡rcumslancotlào resuia oftho
RISC chock could hôvo ôloþd lhooulcom olon oñcounler fhls dghl rosùll in ån ndhduals
svoidúe ludhor ls.nforcoænt nlorosl illù6 on@unlodno aooncyúota ômro otdo.og6l0ryRlSC
rnlormlio¡ (o g.. a aod'or'hit'reFnsg), but h could rôsu¡l ri an índMdusfs bo¡ng subjaclod lo
toþnged låw õñforc€monl htorosl lhol mþhl havo boon ovoided iflho on@unloring ågeñcy w0r0
àw¡roõl! nondotogâto.yRlSC rosponio(0.0.. ô'9r.6n'or'no.hil' r6sponso).

6,3. Oo lndlv¡dualr havo ¡n opFñuñlty lo conronl to p¡dlcul¡t urot ol tho lnlo.mâllon? lt 3uch
¡n oppiunlty oxbl..wh¡t k lho præôduro bywhlch an lñdlvldu¡l woúld Provldo túch

Forlà. iåm aôâsons disclisnd ¡ñ 6ubrocl¡ons 0 1 8nd 8.2 ¿bovo. rndMduolg gontrålly do nol håvo
l¡o o9ætunty ¿nd/or ri0hl lo conssnl lo pådicuh. us6s ollho rnlormalioñ rñ lho RISC aùbsol, siôco ¡t
rs obi¡inod Ííoincrmn¡fruslico sub¡ocls incidonl lo criminâljustica pr@ossês.

To lho oloñl thâl ôn rndMdual tuyñâvô So oplon þ succos3fuily dscl¡ôo to submh to 3 RISC chock
os drscusiad ¡ñ subsecton 6.2 8bwo. lho ¡ndMdualwuldtñôrqbyhôvâ lho opFfunly lo docl¡no
consoñl and lho.oby proclud€ a0ch ¡ uao olh¡sor Íño6rpr¡ô13.

6.4. P,¡vacy lmpæt An.lys¡r: Glvor Ih6 nollco provldd to lndlvldual6 ¡bove. do¡crlh wh¡t
privæy ilakr wòro ldonllflod and howyou ñlllgalod lhoñ.

Tho prtuaay issu6 prôso¡tñors MUld be odoqu¿cyofnolico lo alfaclodrndilrdu¿ls ahul hN
¡nlo.ri¡tion àbout hom ¡9 boinc @lloclsd, @iot€inãd, ¿nd us6d, ¿nd adoquacy ofoppoluniy for üo
ndMdusls lo oLctùoly obiocllo suchcollod¡on, moinloñañco. and/or usris. fhgso ritks ar6 Dtgålod
by ho gongral nol¡co tó hd public âthrgôva lh€ FIRS €nd NCIC SORNS ond by tho Publicôtio¡oflhlr
PLÂ. A¡i'y such collocüoñ. ñi¡nlgn¡nc€. ãndror u!a6 musl @mplywllh lho provsôñs ofany appl¡€blg
le. rquhlion, or plcy, ¡naluding the Priv¿cy Acl Prilôcy risks sro lulhor milrgôtod to the olonl thâl
colled'ôo aooncios n sono rudsdrcl¡ons @y in col¿¡o ¡ñslanæt Þrov¡do ¿clú01 nolþe ôndtorlho
o9Fnuriilyio dedine to subinit to RlSCched6. Afihough ovaúbility of ruch fufter dtigalionwillvory
d¡rpondin0 oñlhgJuriidiclion rnvovod. lho dlforoncos rop¡osoñl ¿n åpproprialg deforênco lo lho
princ¡plos of lodêral¡sm

Sæl¡on 7.0 -lnd¡vldu¡l Accoaa ard Rodrcôr

7.1. Wh¡t ¡.6lho prædur.awhlch ¡llow lndlvldo¡lGlhoopporlon¡tyto !æk æceartoot
r6drosr ol lhgll own lnlorñ¡llon?

Pußuônt to 3ubaoctioñ (iX2) ofùa Privôcy Acl, RISC{6lal6d ¡nlormlion ls oxsmpl ííom lhe rndiudutl
åccoss. occounling ând ôtundmnl prousions ol tho Acl dùo lo lho law onlorcemoñl nåluro oflhe
rnlo¡malion. A3 suah. 28 C.F R S 16.30{6.34 ¿nd 20.34 prødo ho only ñ¿ôs lor €cc€sl åñd
smondmonl ol c.h¡nal h¡rlory ro¡ords Under lh6se reguiôliona, a sub¡g¿l of an Fgl donlileål¡on
rocord mayoblô¡n a copyolhi! or h6a M raærd for rôviwând coroction, llafro¡ rouoyñg h¡5
dônüñcat¡¿rn rocord tho aubjæl lhoroolba[ovos lñôl il rs ln@rocl or¡ßcompl.l6 m åny rospdd ônd
w¡rhoi chanqes, coreclioñ4. or updatng, ña gholld mko ¿pplkal¡on dLocüyto lhe agoncythrl
contdbulgd lño quêstoñod lnformàtioñ. thô 6ubjacl my ¿lsõ¡iocl his ch¡llènoo lo ùo F8l cJls
oMsion. Tho FBldllhan loMrd lho ch¿[6ng€ to üo ôgeñcy lhat submiltodlho dal6 toquorling lhol
agsncyto vor¡ly or@rscl tho chsllo¡god onl.y

Tho ooødunilvloro€k accos3 lo or rodross rnlorñalioñ ln lho sourco rocords ol s conüibutino loderal.
stalg.ìócrl. or |ribol ogsñq frr bo conÍollgd by lho låE €nd præôduros opplicâbto lo lhâl aggncy. lo
lho olenl thal an ågôncylhstcontdbut6s inlortul¡oô lo lho NGI añdtot NCIC h¡s a præôss ¡ô pla@
torâccêss toor@rocl¡oñ ollho @ntdbuling €goncys sourcg ro@r(r5. ¡ndMduåß my åvail
lhemoþo3 ol ho otoæs9. ond ¡t lhis rosuna m å coÌroclion oflh€ sourco ró@¡ds. lho conldbulino
ågoncy should ln tirm @te åppropr¡.16 cor€ctioDs rn lho ¡nfom¿lion cont¡bulôd lo lhe NGI 8¡d/or
NCrC.

7,2, How ¿rGlndlvlduâla nollflad ottha ptædurca lor.æklng ¡ccoaôto or añondmonloltholt
lnlorm¡llon?

tñ âddrbn toso notþ6 o¡ovrdod lñ lho rooulol¡oñs ciled ln subroction 7 I 8bovo. nolbo 6 oroüdod m
th€ soRNs lortho FtRs and tho NC¡C. $/ñich årô ôvôilôblo on lhô Fgls hlo¡nolwob6ila. Fod.ral.
Stâts. bcâ|. ortibâl €gonc@s llal conüùule nlomãfton lo lho NGI ånd/or lho NCIC m8y håve
prowod notbo rogôróng aæoss lo ot añondmonl oflho¡ sourco rocordi.

7.3. ll no opFlunlty lo aæl ¡mondmônt b provldod. ¡ro ¡ny olhor rdaola ¡ltoanrl¡voa
¡vâll¡blo to tho lndlvlduôl?

http ://www.fbi. gov/foi al priv acy -impact-assessments/iafi s-ngi-risc
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c¡n æntoll lnlóañ¡llon éont¡lned ln thl¡'¡yö{omot scllont'laton ¡a ¡ rgåult ol.goncy rollsnce
on hforú¡tlon ln thô ryôlom.

Tàa orrscv ¡ssus orosgnl horo@utd bt ¡dequlcv oloppodunlios or Drocedurolcwhsreby lndv¡duåts
miohi¡sohaiôúial rnlormsfton ôboul lham ß mdinloinsd nlho NGI ånd tho NCIC ¿nd coroct 3ny
oróô@ui rnloam¿tion. For d¡scuss¡on ollho Ésúô ofadequâlo nolicc. ptoå30 ôoo 3ubsodon 6.4
sbv€ lh6 írst ol ôtoneoui rnlor@lþn E ntqolo¡, bôcôuso lhe F8l rocøñÈot il hås dÉcrolioñ lo
corroct ô¡.onoous inlomtion, ônd ndgod lhe Ëgl (as wll as oach ôgoncylhal contibutos ¡nlotm¿l¡oñ
lotho NGI ånd the Nlcì hâs ô aubstantal di6bn ¡o6d lo onsuro lho accuracyolinfomôlion rñ lh0s6
si3loG. rnd lo oroDÛ tako tpptoÞri¿to 6don lo colocl any êlonoous mforrulbn of which il m¿y
bäcomo €waro. Àdd¡tíontlly. lhis r¡sk ¡s dthâlod bæâuso lho @¡nlonan@ and d¡3sdnaÙon ol
rôloimation rn tña NGI ând'NCIC ñusl @mólywilh lho trov¡sþnr ot aÃy €pp[côblo lôq rôgulôtion. ot
oolb. ncludinotho P¡vscyAcl. fh¡a r¡sk 6 fudhor ñlholod lo tho €xtonl lhal ¿n åooncyuâl
¿ôntñùutß rnfoÌmhnlotho NGl and/or NCIC hô¡ ô Þlæoss n Dlôco loråæoss loo.@roclion oflhô
conldbul¡ng 39oncf3 sourco r€cor&.

Nolôwonlorcomnl adion should bolâton sololy on lho båsis olR|SC ¡ubñ¡ssioñ roiuns boøuso
thov ¡re not ønsõo¡ed æsilvo ¡doñtf@lion: lhó lôw onlorcomoñl officgr lhould su9plomnl lho
canitr(,âto ¡nlorffilionüih 8ddil¡on6l nvßlþâlotymfor@l¡on bofora toting a low snlorcomont âcüoñ.

Sællon 0O -l6hnlcâlAccoaa ¡nd Sæu.¡ty

0.1, Whlch u.cr group(t) tlll h¡vo æcott to lhe ayotom?

Usor group 6ccoss to ho RISC wn be ftdlod lo lhoso ôgoncy usorsvho hôvo tc@39 lo rôfomalion rñ
lho Nòl and lh€ NCIC. (Soa ¡adions 4 and 5 åbovo.)

8.2. W¡ll cont.ælor. lotho Dop.dñont (oOJrFgl) hâvo æco3t lo lhc.y!loñ?

8.3. Dæ8 lhs ayrtom uro "rotot" to ea.lgn Prlvlleger to ulara ol tho 3y3tom?

Yoô. Accoss tolho NGI s¡d NCIC r¡conkollodlhrough olonôv6. long.sl6nding usor donl¡fEålion âôd
aüth€nlbtbn oro@durôs. Tìo NGI {inclúdinr he RßC) 6 nol rvåilsblo to uso6 unl6sslhara hå6
boe¡ ån åoolicàton lor. and asdonmìonl ol. oacaós gornirÊ¡oñ Eâdr uôiñg oñlÍy my ont occois lho
Mor ol rnlò@ùon loilho ourgo-sos lñal h¡vo booñ solhor¿od lor tho onùly Súch aægsa rs slricfly
cãnÍôUed ând åuditsd bv rtbto sooncios rnd tho CJIS Dtoslon. lhoro rs ã s€pârôls pr@oss lor
reoù.slino åccoss lo Rlsc Tña auÞeryisory auhordv al e¿ch sgoncv wlh a cJls wAN connocùon
wdlno to-oâddoålå ¡n RISC ruaflnlialoå roquosl lor RISC 6õ6s4. For stste RISC subdsslons. lho
stålo s-conlrsl Nêl suooMsory authoÍrlydll boiño c@rdrñål¡on æ¡nl for detorñiniôo whþh slalo osers
wilt be euthorizôd lo ñiüata RfSC srbmbsioñs. lho c¡rcußtanc6i undorúicn RISC tubmissionr a¡o
oermÉsù16- snd oom¡ssiblo uao6 ofR|SC rGÞonsor Foffedorål RISC rubúissioß. thg ls(tor¿l
boancys dôs¡mâiodCJ|S Syst€mA€oñcyfrll bo tha coordinålþn poinl lor dolardning ú¡ch ogoncy
u;orsíril bâ e-uthorÞd to inf'ato RISC aúbmi3aionr. lho circuftlôincor underwhich RISC
subñis6¡on6 aro pombsiblo, ônd parñtliblo usos olR|SC.otænaas.

8.4. Whst præadúßs a.6 ln placo lo dolorñln! whlch utorô ñ9y ¡cco¡3 lho ayttsm a¡d aro
thoy dæuñañlod?

lho ¿9plbsblo sgôncysupoMsory ¿ulhorny(CJIS Sy3lom Ofcô4 oropptopriato FBI ofE6l rusl
dæuriãñt €sch aãouoillor rcøaa o€rmssþn ond rdleron4 lho stalulo, r€gulal¡on, orotdor lhål
aulho¡¿ôs such ¿cèoss. lhôsô Dro¿edvros håve boon dæumnlod in CJIS¡acùrty3lândords ond
oporatho polic¡ôs ¿pplicâblo loollNGl åñd NCIC uao.s

8.5. Xow ¡aa thô ¡ctu¡l taûlgnmanla ol rolo! ând roloa v€ilfid accordlng lo otlâbllrhed
sæúdty ånd ¡udlllng præodurot?

lho NGI Syslom OoslqnO@umnl inctudos roquilomonls lo mntan chroñologløltônsåctoñ audÍ
tds fôr âüfhodod ouóosos. Irañsoct¡on loos¡¡ro koÞl lor åudilinq ¡ôd r¿ckrñft purøsos ¡nd lo mol
.e-cordt¿oolno and.drs¿losuro åeounlha r€õoromñit undorlho Fodo.ol Rocords Acl ¿nd lho Prtuôcy
Ad Al usärsirosubrodto oorbdEon.ailo áudls conduclod bv bolh a usô/r @n ovoßiOhl ônlity €nd
lhe Fgl CJIS OMs¡odÂudil Un¡l lo ossoss ond av¡tuolo usors'¿omtüancofrh CJIS'l€chnic¡l socudty
ml¡croi. rogúlôlions. €ñd lea ¿ppl¡cablo to l¡o cr¡dnal idenlúøl¡o¡ 8nd criñnal hislory nfot@tbn h
ÑGl- ân¡ t6-rß ofhs ôoDløbl(i i,sor sqroomantsorcontrads. OofÉioncios úoñlifod dúring audils aro
roÞo'dod to tho CJIS oiúr¡io¡ P83 sndlho ComFcl counofs sânclioñs Comflôos. accè9s môy bo
teiminatad tor mDroFr acco65. u59, ordssominólionolsyslom rocords. ln ådditon, oach NGI
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Privacy Impact Assessment
Integrated Automated Fingerprint Identification System (IAFIS)Alext Generation Identification QIIGI)

Repository for Individuals of Special Concern (RISC)

I. Introduction

This Privacy Impact Assessment (PIA) addresses the Repository for Individuals of Special Concern (RISC), an

extract of data in the Next Generation Identification (NGI)I that is collated for the purposes of providing an

enhanced capability to identify persons who present special risks to the public or law enforcement personnel or
heightened investigative interest. RISC will facilitate faster and easier searches of NGI by authorized users in
field settings.

I.1. Background

In developing the NGI, the FBI sought to identify necessary improvements in its biometric collections. As part
of this process, the FBI canvassed the user and law enforcement communities for their input on desired changes,

enhancements, and new initiatives for the system. From September 2005 through March 2006, over 190 groups

representing 1,000 user agencies were asked for suggestions on upgrades. Multiple users recommended the

expansion of existing capabilities or the development of new functionality to support rapid biometric searches

with fewer than ten frngerprint images in time-critical situations involving heightened investigative interest or
increased risk to the public and/or to law enforcement personnel. After analyzing this input, a task force of the

Criminal Justice Information Services (CJIS) Advisory Policy Board (APB) suggested the RISC enhancement.

I.2. RISC Enhancement

The RISC will encompass a subset of NGI sensitive but unclassified data, consisting of records of known or
appropriately suspected teruorists, wanted persons, registered sexual offenders, and (potentially) other categories

of heightened interest wananting more rapid responses to inquiring criminal justice users. (Any additional
categories proposed for inclusion, such as missing persons or protection order subjects that have associated

biometrics currently in NGI could be considered for RISC. This PIA will be annotated to reflect the addition of
any other categories of records.)

The RISC will be queried by fingerprints (10 or fewer) electronically submitted by authorized NGI users,

typically by first responder law enforcement offlrcials in the course of their interaction with potential suspects or
similar real-time encounters. The fingerprints will be captured by a mobile fingerprint device and transmitted

wirelessly to the user agency's existing criminal justice infrastructure, then on to the RISC. The RISC will
accommodate so-called "lights-out" processing using fewer than ten fingerprints. Lights-out processing refers to

searches that are conducted entirely by ro*put.r auómation, without añy intervening involvèment by humans.2
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The submission willresult in an automated search of RISC records and lights-out generation of a response to

the requestor's criminal justice infrastructure within ten seconds of the submission. The requestor's criminal
justice infrastructure will then forward the response to the requestor's mobile device through its own

communication channels. The RISC responses will be either "red," "yellow," "green," or "reject."

Red Response. A red response is a hit, indicating identification of a highly probable candidate in the RISC.

However, a red response is not to be considered a positive identification, but rather the candidate score from the

RISC search indicates a high likelihood of identification. (The term "positive identification" currently is
reserved for the results of a cornplete ten-print search and/or confirmation of a match by trained fingerprint
examiners.) It will be incumbent on the submitting agency to supplement the RISC response with other

information to confirm whether or not the candidate retumed is indeed the person whose prints were submitted.

A red response will contain the following additional information from NGI: the category of hit (e.g., wanted

person, sexual offender registry subject, or known or appropriately suspected terrorist ), the identified subject's

FBI Number (FNU) and master frle name, and if requested by the law enforcement official, any available
photos of the subject maintained in the NGI Interstate Photo System (lPS).'

Furthermore, for red responses where underlying details of the hit may be important to officer/public safety

(e.g., wanted persons or known or appropriately suspected terrorists), the RISC will cascade an automated

inquiry of the National Crime Information Center OfCIC) person files using the matched subject's FNU. If
matching NCIC data is located, the RISC response will contain pertinent data fields from the relevant NCIC
file(s), including NCIC excerpts indicating the nature of any offenses and any applicable warnings or cautions.

Yellow Response. A yellow response is a possible hit, indicating identification of a possible candidate (or

candidates) in the RISC but one below the level of confidence established for a highly probable match (red

response). The yellow response may thus only be used as an investigative tool providing leads for further
investigative inquiries.

Yellow responses may contain the same type of supplemental information as red responses pertinent to the

person(s) identifred as a possible match (i.e., yellow responses may contain information from NGI regarding the

category of the possible hit and underlying details, narne and associated system numbers, and available photos).

This may, for instance, include photos or other biographic data of possible candidates that could assist the

requestor in ascertaining if the candidate is, or is not, a match.

Green Response. A green response indicates no hit (i.e., the search did not locate a viable candidate in the

Rrsc).

Reject Response. The RISC will return a reject response when the quality of the RISC submission is too low to

be used for a RISC search.

All red, yellow, and green RISC responses will include a caveat that the response is based solely on a search of
the RISC, and that a negative response from the RISC does not preclude the possibility of responsive records in

other biometric or name-based repositories. Additionally, RISC users are advised they are prohibited from

relying solely on RISC Rapid Search respollses as the impetus for any law enforcement action. Instead, search

responses serve as potential links between submitted images and true identities that rnust be considered with the

totality of information available to the ofÍicer or investigator. This guidance is provided in Memoranda of
Understanding (MOUs) between CJIS and RISC users and/or in CJIS system operating policies with which all

users at'e required to comply. In addition, appropriate reminders of this guidance will be included as caveats in

all red and yellow RISC responses.

A search against the RISC will cascade a search of the NGI Unsolved Latent File (ULF), relating to unknown



persons whose latent fingerprints have been retrieved from locations, property, or persons associated with
criminal activity or related to criminal justice or authorized national security investigations. Currently NGI ULF

searches require separate biometric queries. The cascaded search of the ULF may take considerably more time

than the RISC search,a and the results will not be returned to the RISC submitting agency. Instead, if a RISC

submission hits on a record in the ULF, only the ULF record submitter will receive notification of a potential

match to its ULF submission. The ULF record submitter may then further develop this lead as it deems

appropriate, which may well include contacting and coordinating with the RISC submitting agency.

User agencies will participate in the RISC on a purely voluntary basis. If a user agency opts to submit

fingerprints for RISC checks, the agency will need to procure the necessary software, mobile fingerprint capture

devices, and infrastructure to provide its law enforcement officers the ability to scan fingerprint images in field
settings and transmit these images to the FBI for comparison against the RISC. The information transmitted will
be anywhere from two to ten rolled or flat fingerprint images obtained via the mobile fingerprint capture device.

The RISC submission will include header information identifying the submitting agency and a unique

submission number, but will not include the subject's name or other biographic or event information.

RISC submissions will not be added to or otherwise retained in the NGI identity records. An incoming RISC

submission's active presence in the NGI system will be transitory, lasting only for the time needed to complete

the automated searching. This will take only seconds for the RISC search itself (including any cascaded NCIC
search), plus the additional time required for the slower cascaded search of the ULF.

If a RISC submission results in a ULF hit, NGI will genelate a notification to the ULF record submitter advising

that a potential match has occured on their ULF submission and providing the agency identifier and submission

number for the RISC submission. NGI will generate and retain chronological transaction audit information for
each RISC submission and response. If a RISC submission results in a ULF hit, NGI will generate and retain

chronological transaction audit information regarding the ULF hit notice sent to the ULF submitter. Similarly, if
the RISC cascades a search to the NCIC, the NCIC will generate and retain chronological transaction audit

information regarding the NCIC submission and response.

Section 1.0 - The System and the Information Collected and Stored within the System

l.l What information is to be collected?

As described above, this initiative does not involve a new collection of information from the persons whose

records will be placed in the RISC. The RISC entails a specially collated subset of existing records to permit

employment of specialized search techniques, much faster searches of the collated information, and much faster

responses to authorized users. The RISC subset will consist of NGI records of known or appropriately suspected

terrorists, wanted persons, registered sexual offenders, and other special interest categories warranting more

rapid biometric-based responses to inquiring users in time-critical situations involving heightened investigative

interest or increased risk to the public and/or to law enforcement personnel.

The fingerprint images used to initiate a RISC check typically will be newly collected in field encounters by law

enforcement officers for the user agency's own pulposes under the user agency's own mission authorities. As

with all biometric submissions to CJIS, the user agency will have the sole responsibility for determining

whether to collect these fingerprints and must ensure any such collections and uses are lawful and permissible.

Similarly, whether or not the collected fingerprints will be retained by the user agency (or by other

instrumentality of the user agency's governmental jurisdiction), will be solely determined by the user agency

pursuant to its laws and policies.

CJIS is maintaining fingerprint images submitted during the prototype ancl rollout phase of RISC. Per the

MOUs, at the conclusion of the prototyping phase, CJIS will delete or destroy all fingerprint images received



from state identification bureaus. Once fully operational, RISC fingerprint submissions will not be added to or

otherwise retained in the NGI records.

Transaction logs are created for all incoming and outgoing RISC transactions. The incoming submission logs

contain the transaction data, the name of the officer capturing the fingerprints, the make, model and serial

number of the image capture equipment, the request for the rap sheet or photograph when indicated, and the

name of the repository to be searched. The outgoing transactions return the aforementioned incoming

transaction data to the requester, as well as the FBI number, name, and place of birth when candidates result

from the search.

1.2. From whom is the information collected?

Information used to populate the RISC, or that will be accessed via the RISC functionalities, will be obtained

from existing NGI and NCIC records relating to those categories of persons identified in subsection I .1 above.

This information will have been collected and submitted to the FBI by federal, state, local, tribal, and some

foreign agencies and instrumentalities incident to their lawful mission. Most of the biometric information will
have been obtained directly from the subject by the submitting agencies, but some may have been obtained

indirectly (such as latent fingerprints obtained from crime scenes). Related biographic and event information

may either have been obtained directly from the subject by the submitting agencies, or obtained by the

submitting agencies from other sources in the course of investigations or other authorized activities.

The biometric images used to initiate a RISC check typically will be newly collected from persons who are the

subjects of field encounters by officers and employees of user agencies incident to authorized activities of these

agencies. The user agencies may then opt to forward these biometrics to the NGI for RISC checks. In almost all

such cases the biometrics will be obtained directly from and with the knowledge of the subject. The collections

will be lawful and permissible under applicable laws and policies of the governmental jurisdiction to which the

user agency is subject.

Section 2.0 - The Purpose of the System and the Information Collected and Stored within the System

2.1. Why is the information being collected?

The RISC will collate a subset of existing NGI identity records to permit employment of specialized biometric-

based search techniques, much faster searches of the collated information, and much faster responses to

authorized users in time-critical situations. The RISC will permit rapid, practicable, biometric-based searches in

field settings. The resulting benefits will include greater protection for the public and law enforcement

personnel, enhanced investigative support, and reduced impact of law enforcement activities on innocent

persons with biographic similarities to persons of investigative interest. Before the RISC, biometric-based

searches of NGI required the submission of a full set of ten prints, which as a practical matter could only be

captured at the user agency's office, to which the subject would have to be transported following arrest or

detention. Identity checks in field settings were thus limited to biographic-based checks (such as name and date

of birth) which do not uniquely identify a person and could be unreliable due to misinformation provided by the

subject and/or misassociation with persons with biographic similarities.

Transaction logs are kept for auditing and tracking purposes and to meet recordkeeping and disclosure

accounting requirements under the Federal Records Act and the Privacy Act. There will be no new use of audit

log information pursuant to the RISC initiative.

Fingerprint images are being collected during the prototype phase to allow FBI to conduct reviews of all

transactions by human fingerprint specialists to assess the accuracy of responses (see Section 2.3).



2.2.What specific legal authorities, arrangements, and/or agreements authorize the collection of
information?

The statutory authority for this initiative is 28 U.S.C. $$ 533 and 534. Supplemental regulatory authorities

include 28 C.F.R. $ 0.85, pafi.2},and 50.12. The Attorney General has delegated the responsibilities set forth in

28 U.S.C. 0 534 to the Director of the FBI, and the Director has further delegated them to the FBI CJIS

Division. Additional authorities include 42 U.S.C. ç 3771; the Uniting and Strengthening America by Providing

Appropriate Tools Required to Intercept and Obstruct Terrorism (USA PATRIOT) Act of 2001, Pub. L.107'56;
ttrè-lntãttigence Reform and Terrorism Prevention Act of 2004 (IRTPA), Pub. L. 108-458; the Implementing

Recommendations of the 9/11 Commission Actof 2007, Pub. L. 110-53; EO 13311 (amended by EO 13388);

EO 13388.

The Federal Records Act (FRA), codified at 44 U.S.C. $ 3301 et seq., provides another general statutory basis

for the FBI to retain and preserve materials submitted for FBI checks and/or obtained by the FBI in the course

of authorized investigative activities, in order to ensure adequate and proper documentation of FBI activities.

Currently, an MOU is executed between the FBI/CJIS and each user agency during the RISC development,

testing, and roll-out. The MOU details the processes, conditions, and limitations regarding the transmittal,

receipl, storage, use, and dissemination of information relating to this initiative. Eventually, RISC coverage will
be incorporated into standing CJIS security standards and operating policies applicable to all CJIS users.

2.3. Privacy Impact Analysis: Given the amount and type of data collected, as well as the purpose, discuss

what privacy risks were identified and how they were mitigated.

Privacy risks for the RISC arise from any potential vulnerabilities presented by the new RISC processes.

Several such risks have been identified and are addressed below.

There would be a new risk if the RISC method(s) for submitting fìngerprints were less effective in accurately

identifying responsive records, resulting in an unacceptable percentage of misidentifrcations. A
misidentification could result in a false positive or false negative. A false positive mistakenly declares a

probable or possible match; any such enoneous information could be returned to the requestor, thereby possibly

iubjecting the individual to unwarranted investigative scrutiny. A false negative mistakenly declares there is no

maich; any such erroneous information could be returned to the requestor, thereby possibly thwarting

investigative efforts and posing a safety hazardto the unwarned requestor and/or to the public. Recognizing this

risk, the FBI is taking great care in calibrating and adjusting the red-yellow-green thresholds to ensur_e accuracy

whiie providing.no,igã actionable decisionslred or green)1o be beneficial ó the officer in the field.5 For the

final ÑGI RISC solution, the NGI System Requirements Document establishes the following criterion: *NGI

shall return the conect candidate a minimum of 98% of the time, when it exists in the RISC repository, as a

result of a frngerprint feature search in support of RISC rapid searches." CJIS will continue to monitor the

accuracy of RISC searches via periodic sampling and audits throughout the system life cycle.

Furthermore, a RISC search submitted from a mobile device is not designed or expected to take the place of
customary booking procedures that utilize tenprint submissions. The FBI will emphasize via piloting MOUs and

revisions to security standards and operating policies applicable to all system users that RISC responses are not

to be considered "positive" identifications and must be used only as investigative aids together with other

investigativr pto..5.r and information. Moreover, as a counterbalancing benefit, a RISC search will make

availab-le biometric-based searches in time-sensitive situations where previously only name-based searches were

viable. These biometric-based checks can provide more accuracy than name-based checks alone, reducing the

number of erroneous identifications in these situations.

Fingerprint submissions to the RISC may involve fewer than ten fingerprints, and may include "flat" prints



rather than "rolled" prints. Regarding iclentification based on a lesser number of fingerprints, the FBI considers

that the system's fingerprint technology and technical capacity has sufficiently progressed to permit extremely

accurate association with an existing record based on comparison with an existing ten-print set associated with

the record. Similarly, based on recent post-processing analysis of over 500,000 submissions, the FBI has

determined flat prints provide sufficient biometric features to permit the identification of a highly probable

candidate in the RISC. Moreover, live scanning and scanning fewer than ten fingers contributes to the

portability of the capture devices. This facilitates the use of the devices in fielci settings to obtain the accuracy

advantages of biometric-based searches in these settings.

There is a risk that fully automated lights-out responses to RISC submissions will not be as accurate as

responses that have been confirmed by frngerprint comparisons conducted by humans, thus resulting in an

unácceptable percentage of misidentifications. In an attempt to mitigate this risk, during the RISC rollout, CJIS

is conducting follow up review of all transactions by qualified fingerprint staff. These reviews are being

documented, and any issues are recorded and reported to ensure accuracy of the fingerprint comparisons. The

results of these reviews are being studied, and current post-processing analysis has not identified any "false

positive" errors in automated RISC responses to submissions from portable capture devices.

There could be a risk that the process for automatically using an incoming RISC biometric query as the basis to

generate a text-based query of NCIC might not be suffrciently reliable to produce an appropriate NCIC query,

ihereby either missing related records in NCIC that should have been returned or returning another subject's

NCIC records. To mitigate this risk, all cascaded NCIC searches are accomplished by using the FNU from the

biometric record, so that any NCIC responses will be linked by a unique identifier established fi'om positive

biometric identification. Although there remains the conceivable risk of erroneous FNU linkage resulting from

human error, system failure, or data corruption, this risk is considered extremely small because of CJIS system

maintenance standards and audits conducted by State agencies and the CJIS Division. This risk is mitigated by

the caveat provided with all RISC responses notifying the user that the RISC search is only a search of the RISC

repository ànd does not preclude a record from existing in other biometric or name based repositories.

Aãditionally, this risk is further mitigated by guidance currently in MOUs and to be incorporated into standing

CJIS securiiy standar.ds and operating policies emphasizing that RISC users should not rely on RISC results

alone prior to taking any adverse action against a person.

Similarly, there could be a risk that the process for automatically using an incoming RISC biometric query as

the basis to generate a biometric-based search of the ULF might not be sufficiently reliable to produce an

accurate result, thereby either missing a related ULF record (false negative) or erroneously returning an

unrelated ULF record (false positive). The risk of false negatives is not significant because RISC-based ULF

searches provide a new capability but do not supplant any existing capability. If a RISC search returns a false

negative, the impact (failure to make the ULF connection based on a field check) will be no different from the

cuirent situation (inability to make a ULF freld check), and the ULF connection can be made later via any

separate opportunities for direct searches of the ULF that might occur. The risk of false positives is mitigated

because the ULF results are not returned to the RISC submitter in the field (where erroneous "hits" might

subject the affected individuals to unwarranted law enforcement responses during the real-time field

encãunters). Instead, the ULF results are returned to the ULF submitter as potential matches, to be used in the

fullness of time as possible leads for further investigative activity (to include subsequent expelt examination to

positively confirm or rule out any matches).

An additional privacy vulnerability is present to the extent that the RISC enhanced search and response

capabilities provide an increased ability to locate information about a specific person that might not otherwise

be discoverád ut quickly or as effìciently, or might never be discovered at all. Although information in NGI and

NCIC will have been lawfully acquired and accessible to authorized NGI and NCIC users, currently that

information may be more functionally obscure as a result of users having to separately check multiple systems

or encountering longer response times. However, this risk is mitigated by the advantages of being able to move



quickly and accurately to locate responsive information about a specific person. This capability permits more

Complete and timely investigative analysis, including more effective and efficient identification of perpetrators

and persons who may present increased threats to the safety of the public and law enforcement personnel. The

privácy risk is also mitigated by facilitating a more rapid means to eliminate misidentifications and/or rule out

concerns that could adversely impact innocent persons.

Another privacy risk could be the ingestion of records that do not belong in the RISC repository. The possibility

of the ocõugence of this risk is mitigated by CJIS procedures that ensure that fingerprints of wanted, KSTs, and

sex offenders are appropriately flagged as they are entered into IAFIS. RISC extracts records based on those

flags.

Furthermore, the FBI is developing and implementing the new RISC capabilities only after critical performance

parameters have been carefully specified, assessed and confirmed through functional and system requirements

ãnalysis and piloting. Effectiveness factors will be developed, monitored, and measured throughout the system

life cycle.

Section 3.0 - Uses of the System and the Information

3.1. Describe all uses of the information.

RISC searches will be available only to users authorized to initiate searches of NGI and NCIC for authorized

law enforcement or national security purposes. Routine uses for information in NGI are currently promulgated

in the System of Records Notice (SORN) for the FBI Fingerprint Identifîcation Records System (FIRS), and

routine uses for information in the NCIC are promulgated in the NCIC's SORN.. In addition to routine use

disclosures, this information may be disclosed under other circumstances authorized by the Privacy Act,

including disclosures to those Department of Justice (DOJ) personnel who need the information in the

performance of their duties.

The results of RISC searches will be used by law enforcement officers as leads to determine the identity and

relevant history ofthe subject and take appropriate investigatory action, and, ifnecessary, precautions for his or

her own safety.

As discussed in section I above, RISC submissions will cascade searches against the latent fingerprints present

in the NGI ULF. If a RISC submission results in a ULF hit, NGI will generate a notification to the ULF record

submitter advising that a potential match has occumed on their ULF submission and providing the agency

identifier and submission number for the RISC submission. The ULF record submitter may then further develop

this lead as it deems appropriate to resolve the pending investigation relating to the latent fingerprint.

The transaction logs are used by the CJIS Audit Unit to conduct recument audits to ensure the proper access,

use, and dissemination of IAFIS/NIGI records.

3.2. Does the system analyze data to assist users in identifying previously unknown areas of note, concern'

or pattern? (Sometimes referred to as data mining.)

No. The RISC process (and any cascaded searching of the ULF and NCIC) only involve biometric-based

searches to identify pertinent information that may relate to the specific subjects of the RISC checks.

3.3. How will the information collected from individuals or derived from the system, including the system

itself be checked for accuracy?

The NGI and NCIC encompass substantial processes to ensure accuracy of information. The RISC will



comprise a subset of information existing in the parent NGI system and thereby subject to the system's existing

data quality standards and operating policies. Under these existing requirements, NGI and NCIC users are

responsible for ensuring that accurate and complete biographical information is included in NGI and NCIC
submissions and that any associated biometrics meet C.IIS quality standards. The CJIS Audit Unit regularly

checks representative samples of NGI and NCIC submissions for compliance. In addition, the mobile devices

used for RISC submissions must be approved by the FBI and comply with the FBI Electronic Biometric

Transmission Specifìcation (EBTS), which defines requirements to which agencies must adhere when

electronically communicating with CJIS, helping to ensure the accuracy, image quality, and interoperability of
RISC submissions. (See subsection 9.1 below.)

3.4. What is the retention period for the data in the system? Has the applicable retention schedule been

approved by the National Archives and Records Administration (NARAX

The National Archives and Records Administration (NARA) has approved the destruction of fingerprint cards

and comesponding indices when criminal subjects attain 99 years of age,' or seven years after notification of
death. NARA has determined automated FBI criminal identification records (rap sheets) and NGI and NCIC
transaction logs are to be permanently retained. Biometrics and associated biographic information may be

removed from the NGI earlier than the standard NARA retention period pursuant to a request by the submitting

agency or the order of a court of competent jurisdiction.

RISC submissions will not be added to or otherwise retained in NGI identity records. An incoming RISC

submission's active presence in the NGI system will be transitory, lasting only for the seconds needed for the

RISC search itself (including any cascaded NCIC search), plus the additional time required for the slower

cascaded search of the ULF. Chronological records of RISC and NCIC submissions and responses (including

any ULF hit notices) will be permanently retained in the respective NGI and NCIC transaction logs. (See

subsections L2 and 1.1 above.)

3.5. Privacy Impact Analysis: Describe any types of controls that may be in place to ensure that
information is handled in accordance with the above described uses.

Please see the discussion in subsection2.3 above and section 8 below.

Section 4.0 - Internal Sharing and Disclosure of Information within the System

4.1. With which internal components of DOJ is the information shared?

Components of DOJ may make RISC submissions and receive candidate information in the same manner as

other state, local, and federal law enforcement partners. This will primarily encompass the following DOJ

components whose missions typically involve interactions in field settings with persons associated with

criminal activity or otherwise having a lawful investigative or national security interest: the FBI, the Drug

Enforcement Administration (DEA), the Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF), the

Federal Bureau of Prisons (BOP), the United States National Central Bureau INTERPOL, and the United States

Marshals Service (USMS). In addition, any DOJ component that has previously submitted a latent fingerprint to

the NGI ULF file will be notified if a RISC submission hits on that latent fingerprint.

4.2.ßor each recipient component or office, what information is shared and for what purpose?

The results of RISC searches will primarily be given to a submitting component's on-scene employees in real

time whenever the subject of the RISC submission may be a wanted person, registered sexual offender, known

or appropriately suspected terrorist, or other person of heightened investigative interest or who may present

incrèãseä risk to thepublic and/or to law enforcement personnel. In addition, if a RISC submission results in a



ULF hit on a latent fingerprint previously submitted by a DOJ component, the submitting component will be

notified of the potential match for use as a lead in furthering the investigation involving the latent fingerprint.

Authorities for these disclosures include those cited in subsection2.2 above.

For additional discussion of the contents of RISC responses and the purposes underlying the RISC, please refer

to section I, section 2, and subsection 3.1. above.

4.3. How is the information transmitted or disclosed?

The RISC will typically be queried on a case-by-case basis by authorized NGI users incident to real-time

encounters in field settings, when two to ten fingerprints may be captured by an FBl-approved mobile

fingerprint device and transmitted wirelessly to the user's headquarters and then on to the RISC using existing

NCI c-ommunications infrastructure.S The results of a RISC search will be returned to the submitting
headquarters via existing NGI communications infrastructure and may then be wirelessly transmitted back to

the field user. If a RISC submission results in a ULF hit on a previously submitted latent fingerprint, the latent-

submitting component will be notified of the potential match via existing NGI communications infrastructure.

4.4. Privacy Impact Analysis: Considering the extent of internal information sharing, discuss what
privacy risks were identifÏed and how they were mitigated.

Information is disclosed only to DOJ users who have been given authorized access to the information in NGI
and the NCIC in accordance with all applicable laws, regulations, SORNs, and long-standing CJIS security

standards and operating policies applicable to all system users.

There could be a risk if the technology used for RISC submissions were unreliable, insecure, or incompatible
with the RISC processes. To mitigate this risk, mobile devices used for RISC submissions must be approved by

the FBI. Additionally, all mobile devices must meet the current CJIS Security Policy requirements including

data encryption and advanced authentication. The CJIS Security Policy also contains standards for wireless

transmissions that require establishment of usage restrictions and implementation guidance for wireless

technologies and authorization,monitoring, and controlling of wireless access to information systems. Once the

RISC wireless transmissions reach the submitting agency's headquarters, onward routing of the submission to

the RISC will be via existing NGI communications infrastructure incorporating extensive security safeguards.

Please see subsections 2.3 above and 5.4,5.5, and 5.6 below.

Section 5.0 - External Sharing and Disclosure

5.1. With which external (non-DOJ) recipient(s) is the information shared?

Federal, state, local, tribal, foreign, or international governmental agencies which are authorized access to the

underlying information in the NGI and the NCIC and which requires the information in the furtherance of its

lawful mission may make RISC submissions and receive candidate information. This will primarily encompass

those agencies whose missions involve interactions in field settings with persons associated with criminal

activity or related to criminal justice or authorized national security investigations. In addition, any NGI user

that has previously submitted a latent fîngerprint to the NGI ULF file will be notified if a RISC submission hits

on that latent fingerprint.

5.2. What information is shared and for what purpose?

The results of RISC searches will primarily be given to authorized NGI and NCIC users in order to alert a

submitting agency's on-scene employees in real time whenever the subject of the RISC submission may be a



wanted person, registered sexual offender, known or appropriately suspected terrorist, or other person of
heightened investigative interest or who may present increased risk to the public and/or to law enforcement
personnel. In addition, if a RISC submission results in a ULF hit on a latent fingerprint previously submitted by

a law enforcement agency, the submitting agency will be notified of the potential match for use as a lead in
furthering the investigation involving the latent fingerprint. Authorities for these disclosures include those cited

in subsection 2.2 above.

5.3. How is the information transmitted or disclosed?

The transmission of information is the same as for internal sharing, described in 4.3.

5.4. Are there any agreements concerning the security and privacy of the data once it is shared?

Title 28 U.S.C. $ 534 provides that the dissemination of information under its authority is subject to

cancellation if shared information is disclosed outside the receiving agency or related agencies. Title 28 C.F.R.

$ 20.33 provides supplemental guidance regarding the dissemination of criminal history record information,
including identification of authorized recipients and possible sanctions for unauthorized disclosures. These

restrictions are in turn reflected in longstanding and extensive NGI and NCIC security standards and operating
policies applicable to all system users.

In addition, the FBI has entered into RlSC-specific MOUs with all participating agencies and similar provisions

will eventually be added to CJIS operating policies. These MOUs generally include provisions emphasizing that

the RISC searches will be limited to authorized agencies for authorized purposes and that all CJIS rules

regarding access to and use of CJIS information apply. Eventually, these provisions will be incotporated into
standing CJIS security standards and operating policies applicable to all CJIS users. All authorized NGI users

interfacing with RISC will be required to adhere to these same CJIS rules.

Pursuant to the RISC MOUs and/or upcoming CJIS operating polices, the individual federal and state

authorities will establish how RISC responses will be disseminated and maintained. For instance, a state may

determine that only red and green responses will be forwarded to on-scene users, or before forwarding RISC

responses to on-scene users a State may replace the RISC's red-yellow-green terminology with some alternative

terminology preferred by the State (such as probable hit-possible hirno hit). As another example, one state may

decide that RISC responses will not be retained in the State records about the subject, whereas another state

may decide that RISC responses will be retained in the state records about the subject.

5.5. What type of training is required for users from agencies outside DOJ prior to receiving access to the
information?

Pursuant to longstanding NGI and NCIC security standards and operating policies applicable to all system

users, CJIS Systems Officers at the all government levels are responsible for the role-based training, testing, and

proficiency affirmation of authorized NGI and NCIC users within their respective organization. All users must

be trained within six months of employment and biennially retested thereafter. V/hen implemented, RISC
processes will be incorporated as part of this training. The RISC Program Office provides training to all
participating agencies regarding RISC capabilities. The participating agencies are responsible for ensuring

training on the use of their wireless devices and the appropriate use of RISC, including the fact that RISC

responses do not provide the sole justification for law enforcement action.

5.6. Are there any provÍsions in place for auditing the recipients' use of the information?

Yes. Please see subsections 8.5 and 8.6 below.



5.7. Privacy Impact Analysis: Given the external sharing, what privacy risks were identified and how

were they mitigated?

Information is disclosed only to agency users who have been authorized access to the information in NGI and

the NCIC in accordance with all applicable laws, regulations, SORNs, and long-standing CJIS security

standards and operating policies applicable to all system users.

There would be a risk if the technology used for RISC submissions were unreliable, insecure, or incompatible
with the RISC processes. Mitigation of this risk is discussed in subsection 4.4 above.

Please see subsections 2.3, 5.4,5.5, and 5.6 above.

Section 6.0 - Notice

6.1. \ilas any form of notice provided to the individual prior to collection of information? If yes' please

provide a copy of the notice as an appendix. (A notice may include a posted privacy policy, a Privacy Act
notice on forms, or a system of records notice published in the Federal Register Notice.) If notice was not
provided, why not?

The user agencies that contribute the underlying information to the NGI and NCIC likely do not provide any

sort of Privacy Act Statements or similar actual notice to the individuals from whom or about whom the

information pertains. This is because non-federal contributors are not subject to the Privacy Act, federal

contributors are usually exempted from the Privacy Act's individual collection notice provisions in connection

with criminal law enforcement activities, and/or provision of individual notice incident to criminal law

enforcement activities is typical ly impracticable.

General notice regarding the collection of information in the NGI and NCIC has been provided to the public at

large via the FIRS and NCIC SORNs. RISC is a subset of NGI, and FBI has provided notice under the system

of records notice entitled the "Fingerprint ldentifîcation Records System" (FIRS) (JUSTICE/FBI-009) (64 FR

52343,52347;66 FR 33558; 70 FR 7513,7517;72FR 3410).

The publication of this PIA will provide general advance notice to the public for all RlSC-related collections

that will occur subsequent to the publication.

Additional notice might be provided by the federal, state, local, or tribal agency which contributes the

underlying NGI and NCIC information and/or which conducts the RISC check.

Even absent any formal notice, for the most part the information in the RISC subset will be based on one or

more instances of direct criminal justice processing of the individual (such as o'booking") of which the

individual will be specifrcally aware. Similarly, the fingerprints in a RISC submission will have been taken

incident to direct involvement with law enforcement in a field encounter of which the individual will be

specifically aware their fîngerprints are being taken. It is the responsibility of the submitting agency to inform

the subject, based on standard operating procedures and appropriate use guidance, ofthe reason for fingerprint

collection. In some situations, such as the conduct of criminal investigations or issuance of arrest warrants, the

affected individuals may not always be specifically aware that personal information is being collected and

disseminated; however, individuals planning or engaging in criminal activities may reasonably be charged with

constructive knowledge that law enforcement will zealously seek to collect and lawfully disseminate all relevant

information to identify them and to deter or prevent them from committing crimes.

6,2.Do individuals have an opportunity and/or right to decline to provide Ínformation?



Because the information in the RISC subset is collected in connection with law enforcement investigations

and/or processing, individuals generally do not have the right or opportunity to object to the collection of this

information by the source agencies, nor to the forwarding of the collected information for retention in the NGI
andlor the NCIC, nor to the collation of the RISC subset from information in the NGI.

Whether or not individuals will have the right or opportunity to object to the collection of the fingerprints used

to initiate a RISC check, and the consequences for objecting, will depend on the location and circumstances of
the particular field encounter from which the fingerprints were obtained. All collections must be lawfully
obtained under the laws, regulations, and policies to which the agency that obtained the fingerprints may be

subject. In many instances the fîngerprints for RISC checks may be collected in connection with law

enforcement investigations and/or processing in which the individuals generally may not be accorded the right

or opportunity to object to the collection. However, in other instances a submitting agency may be obligated

under its governing laws, regulations, and/or policies to accord an individual the right or opportunity to object

to the collection; personnel of an encountering agency may, in their discretion, voluntarily elect to ask an

individual to consent to the collection. In some situations where an individual declines to consent to collection,

the encountering agency may nonetheless be entitled to proceed with nonconsensual collection based on

alternative authority. In other situations, however, an individual's failure to consent may be controlling, and the

encountering agency will have to forego the collection and resolve the encounter without the benefit of a RISC

check. Even where an individual is able to successfully decline to be subject to a RISC check, the consequences

will vary. In some circumstances a RISC check would not have affected the eventual outcome of an encounter,

so the declination will have no consequences to the individual. In other circumstances the results of the RISC

check could have altered the outcome of an encounter. This might result in an individual's avoiding further law

enforcement interest if the encountering agency were aware of derogatory RISC information (e.g., a "red" or
oohit" response), but it could result in an individual's being subjected to prolonged law enforcement interest that

might have been avoided if the encountering agency wele aware of a non-derogatory RISC response (e.g., a

"green" or "no-hit" response).

6.3. Do individuals have an opportunity to consent to particular uses of the information? If such an
opportunity exists, what is the procedure by which an individual would provide such consent?

For the same reasons discussed in subsections 6.1 and 6.2 above, individuals generally do not have the

opportunity andlor right to consent to particular uses of the information in the RISC subset, since it is obtained

from criminal justice subjects incident to criminal justice processes.

To the extent that an individual may have the option to successfully decline to submit to a RISC check as

discussed in subsection 6.2 above, the individual would thereby have the opportunity to decline consent and

thereby preclude such a use of his/her fingerprints.

6.4. Privacy Impact Analysis: Given the notice provided to individuals above, describe what privacy risks
were identified and how you mitigated them.

The privacy issue present here would be adequacy of notice to affected individuals about how information about

them is being collected, maintained, and used, and adequacy of opportunity for the individuals to effectively

object to such collection, maintenance, and/or uses. These risks are mitigated by the general notice to the public

atlarge via the FIRS and NCIC SORNs and by the publication of this PIA. Any such collection, maintenance,

and/or uses must comply with the provisions of any applicable law, regulation, or policy, including the Privacy

Act. Privacy risks are further mitigated to the extent that collecting agencies in some jurisdictions may in certain

instances provide actual notice and/or the opportunity to decline to submit to RISC checks. Although

availability of such further mitigation will vary depending on the jurisdiction involved, the differences represent

an appropriate deference to the principles of federalism.



Section 7.0 - Individual Access and Redress

7.1. What are the procedures which allow individuals the opportunity to seek access to or redress of their
own information?

Pursuant to subsection (iX2) of the Privacy Act, RlSC-related information is exempt from the individual access,

accounting and amendment provisions of the Act due to the law enforcement nature of the information. As
such, 28 C.F.R. $ 16.30-16.34 and 20.34 provide the only means for access and amendment of criminal history
records. Under these regulations, a subject of an FBI identifrcation record may obtain a copy of his or her own
record for review and correction. If after reviewing his identification record the subject thereof believes that it is
incorrect or incomplete in any respect and wishes changes, corrections, or updating, he should make application
directly to the agency that contributed the questioned information. The subject may also direct his challenge to
the FBI CJIS Division. The FBI will then forward the challenge to the agency that submitted the data requesting
that agency to verify or correct the challenged entry.

The opportunity to seek access to or redress information in the source records of a contributing federal, state,

local, or tribal agency will be controlled by the laws and procedures applicable to that agency. To the extent that
an agency that contributes information to the NGI and/or NCIC has a process in place for access to or correction
of the contributing agency's source records, individuals may avail themselves of the process, and if this results
in a correction of the source records, the contributing agency should in turn make appropriate corrections in the
information contributed to the NGI and/or NCIC.

7.2. How are individuals notifïed of the procedures for seeking access to or amendment of their
information?

In addition to the notice provided in the regulations cited in subsection 7.1 above, notice is provided in the
SORNs for the FIRS and the NCIC, which are available on the FBI's Internet website. Federal, State, local, or
tribal agencies that contribute information to the NGI and/or the NCIC may have provided notice regarding
access to or amendment of their source records.

7.3.\f no opportunity to seek amendment is provided, are any other redress alternatives available to the
individual?

N/A.

7.4. Privacy Impact Analysis: Discuss any opportunities or procedures by which an individual can contest
information contained in this system or actions taken as a result of agency reliance on information in the
system.

The privacy issue present here would be adequacy of opportunities or procedurese whereby individuals might
ascertain what information about them is maintained in the NGI and the NCIC and conect any erroneous
information. For discussion of the issue of adequate notice, please see subsection 6.4 above. The risk of
erroneous information is mitigated because the FBI recognizes it has discretion to comect eroneous
information, and indeed the FBI (as well as each agency that contributes information to the NGI and the NIC)
has a substantial mission need to ensure the accuracy of information in these systems, and to promptly take

appropriate action to correct any erroneous information of which it may become aware. Additionally, this risk is
mitigated because the maintenance and dissemination of information in the NGI and NCIC must comply with
the provisions of any applicable law, regulation, or policy, including the Privacy Act. This risk is further
mitigated to the extent that an agency that contributes information to the NGI and/or NCIC has a process in
place for access to or correction ofthe contributing agency's source records.



No law enforcement action should be taken solely on the basis of RISC submission results because they are not

considered positive identification; the law enforcement officer should supplement the candidate information
with additional investigatory information before taking a law enforcement action.

Section 8.0 - Technical Access and Security

8.1. Which user group(s) will have access to the system?

User group access to the RISC will be limited to those agency users who have access to information in the NGI
and the NCIC. (See sections 4 and 5 above.)

8.2. W¡ll contractors to the Department (DOJ/FBI) have access to the system?

Yes.

8.3. Does the system use ttroles" to assign privileges to users of the system?

Yes. Access to the NGI and NCIC is controlled through extensive, long-standing user identification and

authentication procedures. The NGI (including the RISC) is not available to users unless there has been an

application for, and assignment of, access permission. Each using entity may only access the types of
information for the purposes that have been authorized for the entity. Such access is strictly controlled and

audited by state agencies and the CJIS Division. There is a separate process for requesting access to RISC. The

supervisory authority at each agency with a CJIS V/AN connection wishing to participate in RISC must initiate

a request for RISC access. For state RISC submissions, the state's central NGI supervisory authority will be the

coordination point for determining which state users will be authorized to initiate RISC submissions, the

circumstances under which RISC submissions are permissible, and permissible uses of RISC responses. For

federal RISC submissions, the federal agency's designated CJIS System Agency will be the coordination point

for determining which agency users will be authorized to initiate RISC submissions, the circumstances under

which RISC submissions are permissible, and permissible uses of RISC responses.

8.4. What procedures are in place to determine which users may access the system and are they

documented?

The applicable agency supervisory authority (CJIS System Officer) or appropriate FBI official must document

each request for access permission and reference the statute, regulation, or order that authorizes such access.

These procedures have been documented in CJIS security standards and operating policies applicable to all NGI
and NCIC users.

8.5. How are the actual assignments of roles and rules verified according to established security and

auditing procedures?

The NGI System Design Document includes requirements to maintain chronological transaction audit logs for
authorized purposes. Transaction logs are kept for auditing and tracking purposes and to meet recordkeeping

and disclosure accounting requirements under the Federal Records Act and the Privacy Act. All users are

subject to periodic on-site audits conducted by both a user's own oversight entity and the FBI CJIS Division
Audit Unit to assess and evaluate users' compliance with CJIS' technical security policies, regulations, and laws

applicable to the criminal identification and criminal history information in NGI, and terms of the applicable

user agreements or contracts. Defrciencies identified during audits are reported to the CJIS Division APB's and

the Compact Council's Sanctions Committees. Access may be terminated for improper access, use, or

dissemination of system records. In addition, each NGI Information System Security Officer (ISSO) is

responsible for ensuring that operational security is maintained on a day-to-day basis. Adherence to roles and



rules is tested as part of the security certification and accreditation process.

8.6. What auditing measures and technical safeguards are in place to prevent misuse of data?

Please see the discussion in subsection 8.5 above.

8.7. Describe what privacy training is provided to users either generally or specifically relevant to the
functionality of the program or system?

Please see subsection 5.5.

8.8. Is the data secured in accordance with FISMA requirements? If yes, when was CertifÏcation &
Accreditation last completed?

Yes. IAFIS Certification & Accreditation (C&A) under the Federal Information Security Management Act
(FISMA) was most recently completed on October 30,2009. NGI, and RISC, will fall under the IAFIS C&.A
boundaries. NCIC C&A under FISMA was most recently completed on October 6,2009.

8.9. Privacy Impact Analysis: Given the access and security controls, what privacy risks were identified
and how they were mitigated.

The RISC will be subject to the same extensive security protections, access limitations, and quality control
standards in existence for the NGI, thus presenting no new risks in these areas. The October 2009 C&A did not
identify any risks in the area of technical access and security. Previously identified risks related to potential
misuse of the system, and these risks have been addressed via training, audits, and sanctions. To further mitigate
any potential risks in these areas, NGI data and infrastructure (which will encompass the RISC) are maintained
within FBl-controlled secure, restricted areas and are accessible only by authorized personnel. V/ireless
transmissions and mobile devices outside FBI control are subject to the CJIS Security Policy. RISC mobile
devices must use the American National Standards InstituteÆrlational Institute of Standards and Technology
(ANSI/I.IIST) standardsr0 as implemented in the FBI EBTS and be approved by the FBI.

Section 9.0 - Technology

9.1. Were competing technologies evaluated to assess and compare their ability to effectively achieve
system goals?

Yes. NGI system functional and security requirements are pre-established by the FBI prior to the introduction of
new technologies. Functional system requirements are derived from end-user needs, applicable laws, and

established policy and/or guidelines. Additionally, the NGI development and integration contract includes a
series of biometric search analysis studies that will assess biometric technology and provide recommendations
for implementation. Mobile devices used for RISC submissions must be approved by the FBI. All mobile
devices must meet the cunent CJIS Security Policy requirements including data encryption and advanced

authentication.

9.2. Describe how data integrity, privacy, and securify were analyzed as part of the decisions made for
your system.

Data integrity, privacy, and security will remain a significant parl of the enhanced system and the NGI contract.
The developer will be required to follow all CJIS Division guidelines, appropriate regulations, and specific
statutes. Those agencies and entities with electronic connectivity must comply with, inter alia, requirements



contained in the CJIS Division's security standards and operating policies. (See subsection 9.3 below.)

9.3. What design choices were made to enhance privacy?

The NGI Program Office chose to develop a new system by utilizing existing channels and established security

measures. With continued input from the CJIS Division APB and participating agencies, the system is designed

to comply with the extensive privacy protection built into the existing infrastructure such as established policies,

procedures, access controls, and physical security measures that are ensured by audits.

Furthermore, the FBI is developing and implementing the new RISC capabilities only after critical performance

parameters have been carefully specified, assessed and confirmed through functional and system requirements

analysis and piloting. Effectiveness factors will be developed, monitored, and measured throughout the system

life cycle.

Conclusion

The RISC does not constitute a new collection type or collection purpose not encompassed by the NGI or
NCIC, nor does it represent any expansion of users authorized to access this information. Instead, the RISC will
merely collate a subset of existing NGI identity records to permit employment of specialized biometric-based

search techniques in field encounters, rapid searches of the collated information, and rapid responses to

authorized users. In addition, the RISC will automatically search RISC submissions against the existing NGI
ULF, and search NCIC for any existing NCIC information appropriate for inclusion in RISC responses.

As previously discussed, the RISC does present certain privacy risks. However, these risks can be appropriately

mitigated. Mitigation elements include the long-standing technology protections present in the underlying NGI
and NCIC systems, the existing eligibility limitations and careful vetting of system users, and the existing
access policies, training requirements, and audits. Privacy risks are further mitigated by the responsibility
imposed on each user agency to ensure that the collections and uses of fingerprints obtained for RISC

submissions are lawful and permissible under the laws and policies of the governmental jurisdiction to which
the user agency is subject.

As appropriately mitigated, any additional privacy impact is outweighed by the RISC advantages. These include

the added flexibility and simplicity via accommodation of searches using fewer than ten fingerprints, rapid real-

time search and response capability in time critical field encounters; enhanced investigative support and crime

solving; enhanced accuracy and privacy protection over mere name-based searching, including reduction of the

false positives; and greater protection for the public and law enforcement personnel.

Issued by James J. Landon, Chief Privacy and Civil Liberties Officer, Federal Bureau of Investigation

Reviewed by Vance E. Hitch, Chief Information Officer, Department of Justice

Approved by Nancy C. Libin, Chief Privacy and Civil Liberties Officer, Department of Justice

Approved January I B, 201 2

Endnotes

rNGI will eventually replace the Integrated Automated Fingerprint Identification System (IAFIS) and hold the

largest collection of digital representations of fingerprint images and other biometrics. IAFIS is a component of
the FBI Privacy Act system of records currently titled the "Fingerprint Identification Records System" (FIRS)

(JUSTICE/FBI-009) (64 FR 52343,52347;66 FR 33558; 70 FR 7513,7517;72FP.3410. For purposes of this

PIA and to minimize confusion, we are referring to the current system as NGI, even though its development will



be incremental and currently the fingerprint images are paft of IAFIS. Information about IAFIS can be found at

http://www.fbi.gov/about-us/cjis/fingerprints-biometrics/iafis, and about NGI at http://www.fbi.gov/about-

us/cj is/fin gerpri nts-biometrics/ngi.

2ln 
a typical fingerprint analysis, once the system has identifîed a match, a CJIS fingerprint examiner actually

looks at the records to determine if there is, in fact, a match.

3 The IPS is an NGI component with the capacity for retaining, managing, and searching photographic images

associated with NGI records. For additional information, see the NGI/IPS PIA dated June 9, 2008, available on

the FBI Internet website.

o ULF searches consume significantly more system resources than RISC searches, and ULF search times will
vary depending on system loads and priorities.

s In November 2007,the FBI CJIS Division began piloting the RISC rapid search capability with selected State

and local law enforcement agencies. Over 500,000 requests have been processed since the inception of the

RISC pilot with post-processing analysis completed on all responses. This analysis determined there were no

(0%) false positives within the top two candidates selected by the system. This same analysis determined 90%

of the yellow responses returned included valid identifrcations.

6 Both SORNs are available on the FBI's Internet website at http://www.fbi.gov/foia/privacy-act/systems-
records.

t The FBI is seeking NARA's approval to increase this to I 10 years of age.

I This telecommunications infrastructure includes the CJIS Wide Area Network (CJIS WAN). The CJIS V/AN

connects authorized user agencies to the FBI's host computer systems, via a collection of Virtual Private

Network (VPN) links and near point-to-point T-1 and higher class data lines connecting the FBI CJIS Data

Center in West Virginia to selected points throughout the United States and Canada. This infrastructure includes

the International Justice and Public Information Sharing Network (Nl-ets, previously known as the National

Law Enforcement Telecommunications System (NLETS). Nlets is a not-for-profit law enforcement

communications channel owned and governed by the States and available throughout the United States. This

infrastructure includes the respective regional, State, and local networks of the participating agencies.

e Applicable opportunities and procedures are discussed in subsections 7 .l and 7 .2 above.

'0 The ANSIAIIST standards define the content, format and units of measurements for the exchange of
information that may be used in the fingerprint identification of a subject. These standards are intended for use

i¡ the interchange between criminal justice administrations or organizations that use an Automated Fingerprint

Identification System (AFIS) and to provide a common interface for other AFIS and related systems worldwide.


