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I Introduction

This Privacy irpact Assessmem (PIA) the Reps y bor 1adi of Special Concern
{RISC), an extract of data i the Next Generation [gentification (NG} thal s colfated for the purposes

of providitg an enhanced capability lo idenlily persons who gcscnl_spccrm hsks to the puble or low
] igh d interest. RISC will facilitate faster and easier

of fie i
seatghes of NG| by author@ed users i field ?cuimgs.

11. Background

in gevelaping the NEI, the £ sought lo dealily imp 1s In s

#is par of thas process, the FBI canvassed the User and law enforcemem communities, for thow input on
desited changes, enhancements, and new ndiatives for the systam From September 2005 thiough
tAzrch 2006, over 190 groups representing 1.000 usar sgencias were asked {of suggestions on
upgtades, Muiliple users recammended the expansion of existing capabilties of the development of
nev fuactionably 1o supnorl (apid biometic searches wilh fewer than ten hngernnnt mangs ia .
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unknown persons whose katont fingerprints hove been relrigved from focations, proporty, of parions
associated with craminal activity o1 relaled 1o crimingl justee of authorized nakonal securdy
investgations. Currently NGEULF searchos require separate biometnc queories The caseaded search
ot tha ULF may take considorably mare lime than the RISC search.” and o results will rot be retunied
to tha RISC submitting agency Instead, i a RISC submission hils on a record in the ULE, onty the ULF
1ecord subnitler wili ieceivd notiticatian of a potentiat matck W its ULF submission. The ULF fecord
submitler paay then further develop Lhis lead as i deems appropriate, which ay well include contacking
and ing with the RISC ency.

Uzer agencies will participate i the RISC on a purely vomnlar{ basis. if o uses agency opts to subind
lingargrints for RISC checks, the agency will need 1o procure the necossary safbware, mohile kngetgiiat
caplure dovreas, and infiastruciure 1o provide ds law entorcement officers (he abikty ta scan fingerpint
images i field sellings and ransmdl thesg wnages to the FBI for comparison against the RISC. The
infermation transmiited will be anywhere frorm two o o rotlod of llat hngarprint images obtained via the
mobile fingerprint caplure device The RISC subnvssion will include header miormalion identilying the
sulimitng agency and 4 enigue submission number, bulwil notinclude the subsct's nemge or other
biographic of event information

RISC submissions will not be added to of othenwise refained s the RGT dontity records. An incoming
RISC submission's aclive prescace m the NG| systam wilt bo transitory, lasting only for the time needed
to coraplate the automalccfsearching This will take only seconds for the RISC search itsell {including
any eascatled NCIC search), plug be additional time required for the slowar cascadod seareh of the
ULk

i a RISC submission resulls in a ULF hit, MG will generale a notification o the ULF record submitlar
adwising that a potontial maich has occuried on their ULE submission and providing the agency
idenlifics and submussion nwnber los the RISC subimission, NG witl generate aad rotain chrenclogca
{ransaclion sdil informalion for each RISC submisston ard rosponse, if a RISC subrmission rasults In a
ULF hit, NGEwill ganerate and retain chronological transaction auditinformation regarding the ULF hit
notice sent to the ULF submilter. Simitarly, if the RESC cascades a scarch o the NCIC, the HCIC will
generale and relain 1 tion audit regarding the NCIC submission and
response

Section 1.0 - The System and the information Collected and Stored within the System

1.4 Wizt information Is ta be collected?

As descrbed above, this italive dens nol involva 3 new collection of infermation from the porsons
whose records will be ptaced in (he RISC. The FISC ontails o specrlly collated subsel of oxisting
rocords to perait of sp ¢ search lechniques, much faster searchos of the colialed
miormatien, and much Taster responsos Lo avihorized users. The RISC subset will consist of NGt
records of known or appiofriately suspected terrorists, wanted persons, tegistered sexual offenders,
and other special interesl categaries warranling maore fapid biomelic-based responses 1o nquirng
users m time-critical Involving igalive intrast or increased tisk to the public
wndfor 10 law enforcement personngl

The hagerprml images used te indliate a RISC check lypicaly vwil be newly coloclad in fiold cacounters
by Iaw enforcoment officers for the user agency’s own purposes undes Ihe user agency’s ovn RS Sion
authorilies, As with all biomatric subnussions fo CJIS, the user agency will have the sole responsibitity
for deteimining whather b ¢ollect these (ingerprints and must easwie any such colleclions and uses are
tavelul and permissihie. Sindrarly, whether or not the coliecled ¥ngerprints wil b relainnd by the user
agency {of by olher islramentality of the user agency's governmental jursdickion], witt ba solely
delormaned Dy the usee agency purseant o its kaws and poticios,

C.HS 15 maintaining Iin?orpliru imnages submitted during the prototype and rotiout phase of RISC. Per
Ihe MOUs, at the conclusion of Ing protetyping phase, CHS will dojete or desiroy all fiagermnint images
tecoived froms stale identification bureaus. Once fully operational, RESC lingerprint submissions will Aot
be added 10 o olherwse relained in the NGT rcords.

Transoelion logs are created for alt ingoming and oulgoing RISC kansactions. The incarring
submission legs contain he liansaction data, the name ol the ofiicer caplurmg the lingerponts, tha
make, model and serial iumbar of the iImage caplure equipment, the request Tor the rap shoct of
phctograph when indicated, and Whe name ¢f the reposilery 10 be scarched. The oulgoing iansactions
tetuin the alorementioned incaming lrangaction data to the requester, as wet as o G numboy,
pame, and place of birth whon candidates resut from the search

1.2. From whem Is the infermation collecied?

Information used to poputata the RISC, or thal will be accessed via e RISC lunclionalitios, wit by
oblained rom exsting NGI and NCIC records refating to Ihose catogories of persons identinied in
subsecton 1.1 sliove. This infarmation will have baeh collocled and submitied lo Lhe FBI by federas,
slate, fotal, tribal, and some foreign agancies and mstrumentakiies ineident to their lawidl mission. Most
of the biotnelrc information will have been obtaned direclly from the subject by the Submiting
agoncies, bul some may have been oblained indicectly {such as laleal fingerpials oblained from crime
scenes} Related biographic and avent information miay either have been obtained direcily from thy
subjoct by the subnuiting agencies, or oblained by tha submilting agancies from other sources in the
coulse of investigations or other autherized aclivilies

Tho Biomatric images used Lo mitiate a RISC eheck typicalty will e newly callagled lom persons whe
are the subjocts of fisld encounters by officers and empicydas of user agencies incident to authorized
aclivities of Ihese agencics. The user af};‘enmes may then opt to fonvard these biometrics to the NGI for
RISC checks. in almost all such casos the biometrics will be obtained directly from ang vath the
knowledgo of Ihe subjest. The coliections will be lavdul and permissible under applicable faws and
palicies of tha governtmental juesdiction to which the user agency 15 subject

gcc!lon 2.0 - The Purpose of {he Syslem and the Information Coflected 2nd $tored within the
yaiem

2.1, Why is the information belng collected?

The RISC vall collale 3 subset of existing NG identity records lo permit employment of specialized
viemetic-basad seareh technigues, much laster searches of the colfated inlformation, and much faster
rgsponses o authotizad usars in lene-crtical situations. Tha RISC witl pennil rapid, practicabile,
piometric-based searches in field seltings. Tha rosuliing benekits will include greater protection for the
public and [aw enfarcement parsonnel, enhanced iInvasligative suppor, and raduced impact of v
antoreoment activilies on innocent persoas with biographic similarties Lo parsons of investigalive
fterast. Before the RISC, bomeltic-based searchos of NG! required Ine subnission of a full st of lan
prints, which as a practicet malter could only be capluted al tha user agency's olfice, 1o which the
subject would have Lo be lransported toflowing arrest or datontion. identity checks 1n field seltings wore
s limited Lo bigraphic-based checks {such as name and dale of bithywhich do not uniquety ideatify
a person and could be unrelable dug lo misintormation provided by the subjset andfor misassociation
with persens with biographie simitatities.

Transaciion logs are kep! for audding and racking purpesos and 1o meet fecordkeeping and disclasure
accoinling requirements under the Federal Records Act and tho Privacy Act. Theta vill be no new use
of audil log information gursuant Lo the RISC witiative.

Fagerprint images are being cqliecled during the protalype phase to allew FE| lo condugt taviews of all

by human lngép P 16 255655 Ihe aeturacy of responses (see Seclion 2.3}
2.2, Whal specltic legal aulhoritios, arr andior ag 1 the colteclon ot
informalion?

The statitary authorily fof this iniliative 1s 20 U.8.C. §§ 533 and 534. Supplenental :egu!alo?
aulhoriies melude 28 CFR § 0.85, pant 20, and 5012 The Alloraey Geneial has defegated the
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defogated them to the FB1 CIS Divsion. Additional authoritios inciude 42 US.C. § 3171, Iha tniting
and Stangtheding America by Providing Appropriste Tools Required Lo intgreept and Obstiuct
Tcrmusm%usn BATRIOT}ACL of 2001, Pub L. 107-56. tho intelligence Reform and Terrgrism
Fravention Act of 2004 (IRTPA), Pub, L 1008-458; Iha Implemanting Recommendations of the 911
Commission Act of 2007, Pub. L. 110-53. EO 13311 {amended by BO 13388), GO 13388,

The Federal Records Acl {FRA), codified at 44 U.S.C. § 3301 st scq., provides anothar genmial
stalutory bases for the FBEe rolain and preserve matenials submitted for FBI checks andlar obtained by
the FEl'm the coursa of authorized investigative aclivities, in erder to ensure adequato and preper
documgntalion of FBI aclivities.

Curentiy, en MOU is meecoled between the FBUHCJES and each user agency during fhe RISC
development, esling, and ¢e-out, The MOU details the processas, conditions, and linulatians regarding
the transmittal, (eceipt, storage, use, and dissemination ol information rolatng 10 this initigtive.
Eventually, RISC coverags will be incorporated mie slanding CJi$ secualy standards and operating
policies applicabls 1o all CJIS users.

2.3. Privacy Impact Analyeds: Slven the ameunt and type of datz collected, as well as the
purpose, discuss what privacy tsks wero identified and how they were mitigated.

Privacy nsks for the RISC arise from any polential volnorabiitias presented by the new RISC
processes. Several such risks hav been identilied and afe addiessed below.

There would be a new nsk i the RISC d{s} for subimitting £ P wara igss offective
accurately identifying rosponsive records, resulting in an ur P of misk = .
A nwsidentihcalion could resull i 2 false posilive o lalse negalive. A (sise posilive mistakenly declares
a proboable or possible match: any such erroneous informaton coutd bg returacd to the roquestos,
{Bereby possibly subjecting the individual Lo unwarranted mveshigetive scruliny, A false negatve
mistakenly dseclaras {h&m 1s no maleh, any such cusradus mnformalion could be relemed o tha
taquestor, thofcb{ posssb!gtilwamng mvesligfalnve efforts and posing o saloly haiard 1o (e unwained
tequesion andfor 1o the public Rccogmzin this nisk, the FBl s laking greal ¢are in calibrating and
adusting Ihe red-yeltow-green thresholds fo ensure accuracy while providing enough actionable
decisions {red or green) to be benoficial to the officor i the Nigld.” For the tnal NG| RISC sotulion, the
NG Syslem Regquiremants Document establishes the !nllowin%crituninn‘ “NGI shalk reluin the corroct
candidate a minimurm of 98% of the lime, when it exists in the RISC reposilory, as aresult of a
fingerprnt feature search in support ol RISC rapid searches * CJIS will conlinug Lo monitor the accuracy
of RISC searches via poriadic sampling and audits throughout the system iife cycle,

Furlheimore, @ RISC search subniitad iom a mebite device is not designed of expected Lo lake the
place of customary booking procedures thal ulilize lenpeinl subnii: . The FBIwit hasize via
pitoting MOUs and 1evisions Lo security standards and operaling polictos applicable to all systum usess

that RISC responses are nol de be considered 'posilive’ identficalions and must be used only as

invostigative aids together with othet investigative proce and Inl i , 353
counlerbalancing benell, o RISC search will make avaitable b based searches in | ki
i Whett p iy only i d sparches wers viable. These biometi¢-based cheeks can

provide alore accuracy than name-based checks alone, raduging the number of eronecus
rdentikcalions in thosg situahions.

Fingerprnt subrmssions to e RISC may involve feveer than 1o fingeiprints, and may include ~flat”
EZ"’“S rather han ‘tofied” prints. Regarding wontiticalzon basad on & lesser number of fingarprints, the
FH1 considers that Ihe systern's ingerprint lochnology and technical capacdy has sutfictantly
progressed to permil exiremely accurale association with an gxisling record based on comparison with
an exisling len-print sel associsled with Iho recerd. Similarly, based on recent posl-processing analysis
of over 500,000 i the FBI has frat prints provida sutficient biomedrc featueos o
permil the identification of a kighly probable condidale in the RISC. Morcover, Ive seanning and
scannng lewer than ten lingers contribules to the portability of the capture dovices. This facitales the
use of tho devices m fiold setlings to obtain the accuracy advantages of biometric-based searches m
these sellings.

Thero s & fisk thal (ully aulomated lights-out responsos o RISC submissions will 0ol Lo a3 accurate as
responses thal have boen confirmed by fingelprint comparisons conducted by humans. thws roeselling in
E] p ge o Inan attemp! 1o mikgals this iisk, during the RISC
rofiout, IS 15 conducting follow up review of all fransactions by qualified fingarpnal stall Those
roviews 3o being docuniented, and any 155ues ara rocorded and fepoted 16 ensure accuracy of the
fingorprinl comparisons, The results of lheso reviews are baing sludiad, and current pos!—pro:ess‘m?
analysis has nol identilied any “false positva® errars in RIS to subinissi frorm
portable caplure doviges

Thete could be a risk thal the process for using an i ing RISC bi ic quary as the
basis to general a text-based query of NCIC might not be sulficiently reliable to produce an
appiopugte NCIC quer hefehéeimm imissing retated records in NCIC thatl shoutd have been elumed
or telursng another subjset's NCIC records, To mitigato 1his visk, ait cascaded NCIC searches aro
secomplished Ly using Lhe FNU fram the Biomelric recard, sa thal an}' NCIC rgsponsos will be fiakod by
a unigue Wenliker estabtished from positive bigmateic entificalion. Although there remains the
conceivabie (15K ol erroneous FHNU tinkage rosulling frony hunian errol, syslom failure, or dsta

. this sisk is di 4 arat 1y small becauss of CHS systom manlenance standasds and
aydits conducted by Slate ngnncins and the CJIS Diwision. This risk 15 mitigated by he caveal provided
with all RISC responsas nolr yin? the user thal the RISC search is only a search of tho RISC repositary
and does not preciude a record om oxsting i other b or nanie based rep
Additionally, this fisk 15 further mitigated by %u»dance cmrenlly n MOUS and to be incorporatedt into
slanding CJIS security slandards and operating policies emphasiziag that RISC users should not redy
¢n RISC resulls alone prior to taking eny adverse action against 4 possun

Simifarly, there could be 8 nsk thal the process for automatically using an Incoming RISC biomelric
query a5 the basis 10 genarale a biomotic-based search of the ULF might not be suffciently reliable (o
produca an accwale resull, thereby gither missing a redatled ULF record {false negabive) or erroneously
returiing on unrelated ULF recerd (false positive). The risk of false negalives is nol significant because
RISC-based ULF soarchos provide a new capatulity bul do not supplant any existing capability Ha
RISC search returns 2 false negalive, the impacl (fatlura to make the LULF connoclion based on a keld
check)will be o different from he currgnt sityation (inab o make 3 ULF field check), and the ULE
connoection can be made laler via any separale opportunitics for direct searches of the ULF (hat mighl
ogeur The risk of false chilivcs is mutigated becavse 1he ULE 1esulis are nol returned lo e RISC
subnuiter in the keld {whera erraneods “hits™ might subject tha afteciod indiiduals 1o unwatranted law
enforcement responses durm? the real-ame field encounters). Instead, the ULF resolts aro roturned Lo
the ULF submittor a5 petential malches, 1 be used in the lulness of kme as pessible leads for lurthor
investhgalwe aclivity {to include subsequent expen examination (o positively confiom or role out any
malches).

An arditional privacy vulnesobilty 15 presont o tho axtant that tha RISC enhanced soarch and responsg
capabiites provide an increased ability 1o focate informalion abowt 8 spacific person that might not
othiervise be discovered a5 quickly or as emcienl\r. or mught never be discovered at all, Althaugh
infarmiation In NGE and NCIC wilt have been tawlully acquired and accessible 1o aulhorized NGl and
NCIC usars, currently that i may be more k ionally obseura as a resuil of usors having to
separately check muitiple sysloms of gagountening lRGer response times. Howover, this fisk s
mitigated by the advanlages of Deinqrable o move quickly and accwrately to locsls responsive
information about a specific person, This capability peinits more complele and limely Inves!
analysis, mclsdng more olfeclive and olicient identiication of perpeteatoss and porsons who may
present increased Ihroots to the safaly of Iho public and law enforcemant persennel. The prvacy sk is
olso mitigated by facilitating a more rapid means Lo ekminate misidentiticalions andfor ruls out concens
1hat could adversely impacl iMnocent persons.

Ancthor privacy risk could be the ingestion of records Ihat do not belong in ine RISC epositery. The
possibiily of the occutrenco of this fisk is mitigaled by CHS procedures that easuce that fingerprnts ol

http://www.bi.gov/foia/privacy-impact-assessments/iafis-ngi-rise
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exltacts records based on hose flags. i :

Furthermore, Whe FBI 1s ping and i the new RISC b anty after clical
peitormance parameters have boen catelully specified, sssessed and conkmied threugh functional and
system lequirements analysis and pilaling Gffactiveness factors witl be developed, monilored, and
moasured throughiout the system lile eyele

Section 3.0 - Uses of the System and the Information

3.1. Descrlbue all uses of the intormation,

RISC saaiches vll be available only Lo usars suthorizad to niate searchas of NGH and NCIC for
authorized law anforeamant of natidnal security purposes Fowting uses for informalion m NG| ate
currently grcmmgamd in tho System of Records Notice (SORN} for the FB1 Fingedprin idenlitication
Racords Systont (FIRS), and 1ouling uses fot information in the NCIC are promuagated i the NCIS
SORNS tn addition ko roubne ust disclosures, this nformation may be disclosed under ofher
circumslancas aulharized by the Privacy Ac, including disclosurs ko those Depanmont of Justice
{DOJ) personnat who need fe informalion in the performance of orr duties.

The results of RISC soarches wil be used by law enforcament officers us leads Lo delorming The
wdentity and rotevant history of lhe subjoct and take appropriate wvesligatory aclon, and, if necossary,
procaslions for his of her own safely

Ab discussed m saclion | abave, RISC submissions wit cascade searchas agains! tha latent fingesprinls
sesent in the NG ULF H 3 RISC subntisston rasults in & ULF A, MGI will generate a notiticalion 1 the
1 F recarg submiller advising That 2 potential match hos occuttod on thir ULF sumission and

prouiging the agency weritifier and submission number for the RISC submission. The ULF record

subretles miay hen further dovelop this fead as q deems appropriale lo 1esalve the pendig
nvestigaton felating 1o the atent Gagorprint

The vransaclion legs ara used by the CHS Audit Unit to condudt recusent audits te gasute tha proper
access, use, and dissenination of IAFISING] tecards.

3.2. Does tho system analyze data 1o 3gsist users in identifying proviovsly unknown arcas of
nate, gencern, or patters? (Somelimes referrod to s dala minlng.)

Ne. The RISC process (and any cascaded searching of the ULF and NCIC) only mnvolve biomelic-
based searches to identity partment information that may reiate to lhe specific subjects ofthe RIEC
cheeks,

4.3, How will the information callected trom individuals or derived from tho system, iheluding
tho system itsolf be checked for accuracy?

The NG and NCIC encompass substantial processes 10 ensure accuracir of nformalion. The RISC will
corprisn a subsel of information oxisling In the fnrem NG| systam and thoceby subjedl lo the system’s
exishng dals qualty standards and aperating policies. Undar these exastmg tequirements, NG and
WCIC osees are respansiple for ensuring hat accurate and complele bisgraphital mformation 1s
incisded in NG| and NGEG submissions and thal any assecialed Dienselics meet CJIS quatity
standards, The CJIS Audit Unit requiarly checks raprasealative samptes of NGE and HCIC simissions.
for compiance tn addition, the mobile devices usod for RISC submissions nwst be appioved b?' the
FBEand comply with the FBI Electronic Biometnt Transmission Specikestion (EBTS), which deflines
requirements 1o which ageacies must adhere when alecironicaily communicaling with CJIS, helping
ensure the aceuracy. mage quakty, and intareparabilily of RISC subnissions. (See subsaclion 9.1
Bolove)

3.4. Whal Is the relention period for the data in tha system? Has (lie applicable retention
schedulo bean approved by Ihe Nalionat Archivos and Records Administration (NARA)?

Tive Mational Archives and Records Admisistration {NARA) has app the of fingerp
cards ang corresponding indicas when crininal subjects aliain 89 years of aga_r or Seven years atter
natification of daath NA%A has delermiined awlomaled FBI crivénal ealificalion records (1ap sheats)
and NG and NCAC fransaction kgs are lo be ly retainad. Bi and ted
hipgeaphic infarmation may be removed fron the NGE parlier than Lhe standard NARA relantisn perod
pursuant o a request by e submitling ageacy or the order of & courl of competent jurisdiction,

480 submissions will not be added 1o of pihenvise relaingd in NG| identily rocards. An incoming RISC
subnission's aclive presence in tho NGI system will ba transilory, lasting only for the seconds necded
for thay RISC search dsell {inchuding any cascaded NCIC soarch), plus the addionad ime required far
the stower castaded search of tha ULF Ghronologicat records of RISC and NCIC subn¥issions and
responses (including any ULF hit notices) will e permanently relained in iha tespattive NGl and NCIC
tansaction fogs. (See subseclions 1.2 and 1 1 above.}

3.5, Privacy impact Annlysis: Daseribe any lypes of controls that may bo In placa to ensure that
information is handied In sccordance with the above described uses.

Please see the discussion in subsochan 2.3 abova and seclion 8 below
Section 4.0 ~ Internal Shartng and Disclosuro of informalion within the System
4.4, Wilh which internal of DOJ s the ion shared?

Componants of DOJ may make RISC submissions and receive candidato formation m the same
raonncr 26 other slate, focat, and federat 18w enfarcemant partners. This will primarily encompass the
following DOJ compononts whose nussions lypically Involve intoractions in field seltings with persons
associaled wilh crimmat activity or otherwise hawing a lawhib ivesligalive or natwnal securily interest
{he £BL the Drug Entorcement Administration (DEA), the Bureau of Alconol, Tebacco, Firearms and
Explosives {ATF), the Federal Bureau of Pisons {BOP), the United States Nationa! Central Bureay
INTERBGL, and 1he United Slates Marshals Seovice {USMS). In addition, any 0QJ componant that has
previously submitied a latant fingerprint Lo the NGIULF lie witl be aotilied if 3 RISC submission hils on
that latent fingergiint

4.2. For each reciplent componant or office, whal information ts ehared and for what purpose?

The results of RISC searches wili pnmaril{l bo giventoa i 's ON-5CanE mploy

In real lime whenover the subject of the RISC submission may be 3 wanted person, registated sexual
offender, kaown of appropriataly suspected teironst, of other porsen of heighlened investigative nerest
or who may prosent incieased sk 1o he public and/ar lo law anforcanment personnel, tn additon, if a
RISC submissian results in a ULF hit on 2 fatent Iingerpant p Iy itted by comp t,
the submitting componant will be nolifed of the potential match for use as a icad it turthering the
investigaton invelding the latent fingerprint, Autherities for these disclosures include lhose citad i
subseclion 2.2 above

Far addgdional discussion of the contents of RISC raspenses and the puposes underlying the RiSC,
please reler 1o section |, section 2. and subsegtion 3.1. above,

4.3, How is the Infermalion transmilted or disclosed?

The RISC witl lypmatl}' be queried on 2 case-by-case basis by authorized NGI users mcident to reak
lime eacounters in Lietd sotlings, when two 10 16A Iigerprints may be caplured by an F8kappraved
molile fingespfint device and fransmilted wirelzssly to e user's headquarters and Whon onla the RISC
wsing exisling MG communications infrastruciure. £ The rosuits of a RISC search will be returned Lo the
submitting headquartecs wa existing NGE communications infiastructurg and may then be wirelessly
transmitted beck (o the feld user. If a RISC subnvission results in 3 ULF hit on a preveously submitled
tatgnt , the latent i P 1t will be nolified of the polential match via existing NGI
commumications Infastiuctuce,

hitp://www.fbi.gov/foia/privacy-impact-assessments/iafis-ngi-risc
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wihat privady risks were identilied and holt thoey wora miligatad.

Informiation is drsclosed enly 1o D) users who hava been given sulhienized accoss 1o the informaton in
NGt and the NCIC in d with 2ii applicable laws, lations, SGFNS, and long-standing CJIS
securily standards and operaling policies applicable to all system users

There could be a risk if the tachnaotagy used for RISC submissions were unroliablo, Insecyre, of
meampatible with the RISC processes. To miligate this risk, mobile devices used for RISC submissions
fmiutst be approved by the FBIL Additionally, af mabile devices must meet the guerent CIIS Securdy
Policy requirements metuding data encryplion and advanced aulhantication. The CAS Security Policy
also containg slandards for wirsless lraismissions Ihat reguire @stablishreal ol usage resinclions and
phptementation guigance Tor wirgloss leclmo\o%ies and aulhorizalion, manitaring, and comraling of
witeless access 1o information systems. Onea the RISC wireless lansmissions 1each the submilting
agency’s headquaiars, onward routing of he submission 1o the RISC will be via existing NGH

tions. e sacurily saleguards.

Please sen subsections 2.3 above and 5.4, 5.5, and 5.8 below,
Soction 5.0 - External Sharing and Bisclosure
5.1. Wilh whieh extornal {non-DOJ) reciptent{s) is the information shared?

Federal, stole, local, lribal, foteign, of :nternational governmental agencies which ate avthonzed access
to lhe underlying informalion 1n fiie NG! and the NGIC and which raguires the information in the
turtheranca O its fawlul mission may make RiSC i and recane i ion. This
vaill grimarily eNcorpass those agencies whose missions invoelve inlaraclions in field seilings with.
persons associtod with criminal activity of relalod lo ctiminal justice or uthorized national securit
investigatians. In addtkion, angNG\ user that has previously submitied a ialent fingerprint 1o thy NGI
ULF Kip will be netilied if & RISC submission nits on that lalen! fingarprial

5.2, What informalion ls shared and for what purpose?

The results of RISG searches will prismadily be given Lo authorized NGY and NCIC wsers in order 10 aler
a Submitting agency’s on-scene @mployees in feal e whengver the subject of the RISC submission
miay be a wanlod person, registered sexual olfender, known or appropriately suspeciod toirorist, of
other persen of hizightenad mnvestigative interesl of who may present feieased fisk 1o (he public andior
1o law enloreement persannel. in addition, if 5 RISC submission results 1 a ULF hil on 2 latent
fingerprint previous? submitted by 4 kaw enforcoment agency, the submitling @gency vaill be notiked of
the potential malch for use as o load in furtheting the INvestigation involwing (he tatant fingorprin
Authorilios for these disclosures inghede those cited i subseelion 2.2 above.

5.3, How is the information transmilted or disclosed?
The lranstvssion of informiation is the same as for iMernal shamng, deseribed in 4.3

5.4, Adrg there any agreements concorning the seeurily and privacy of the data once it is
Ehare

“Tite 28 U5.C. § 534 provides thal the dissemination of infermation undar &s authority is subject to

ion if shared 18 di d oulsida (he receiving agoncy of related agencis. Title 20
CF 1% § 20.33 provides supplomantal guidancd regarding the dissemunation of srminal histary tecord
sntormalion, including identication of authorizad recipients and possible sanclions lor unauthorized
disclosures, Thess testictions ate in turn reBacled in longstanding and extensive NGI and NCGIC
security standards and ling pelicies applicalie lo all syslem users
In addition, the FBI has entered into RISC-specibc MOUs with alf participaling agencies and similar
provisions will evanluatly bs added lo CJIS operating policies, Thase MOUs generally melude
provisions emiphasizing hat the RISC seaiches will be imited to authorizod agencios fof authorzed
purposas and thal ali CHIS ruls rogarding socess te and uso of CIS miormation apply. Evertually,
these provisions will be Incorperated into standing CHIS securily standards ang operating policies
applicable to alt CJIS usors. Al authorized NGEusers miariacing vath RISC will be roquifed to adhere to
those same CHS rulos.

Pursuant (o the RISC MOUs andior upcoming GJIS epaeating polices, the individual federal and slate
aulhontics witl establish how RISC responses will be o ted and mai d. For mslaco, a
stale may deternsine thal onty red and green responsas will be (orwarded to on-scene users, ar before
forwarding RISC fa5p0N508 10 GN-5CENE UsErs 8 State may seplace e RISC's reg-yellow-green

y with same af i inolegy pretemed by the State (such as probable hit-possitle hil-
no hit), AS another oxamplo, ona stala may decide tat RISC responses will not be retained in the State
tecords about {ie subjecl, whereas another stath may decide that RISC responses will be retainad in
the state records about the subject

5.5. What type of trainlng is required for users from agencies outeide DOJ prior lo recoiving
aceess to the information

Pursuant to longstanding NGI and NCIC secunty slandatds and op policies applicable Lo all
system users, CUIS Systoms Officers al the all govemment lovels aro rosponsitla {of the rote-based
Vtaining, testing, and profizioncy airmation of authorized NG and NGIC users vithin theil respective
arganization. All 4sars must be Irained within siv manths of employment and tionninlly retested
thereafer When inp! d. RISC p will be in d as part of lhis Iraining[, The RISC
Program Oftice providos Haining (o all participating agencies rogarding RISC capablit he

p ing gencies are itte tor onsuring raining on the use of their wirgless devices and the
appropriate use of RISC, ingluding the fact that RISC responses do nel provide the sole Justification for
1aw enforeement aclion.

5.6, Arg there any provieions In place Tor auditing the recipients® use of the Informalion?

Yos. Pleaso soo subseclions 8.5 and 8.6 below

5.7, Prlvacy Fmpact Analyeis: Given the oxlernal sharlng, what privacy risks wors identified and
how were they mitigated

Infarmation is disclosed only 1o agency users who have been aulhorized access 1o the mformation
NG and the NCIC i 2 wrilty att WS, rog . SORNS, and long-standing CHS
secunly standards and epaiating polcies 2pplicable o all system users

There would be a sk il Ihe logy used for RISC i wore unrekable, ISecurs, oF
" with the RISC Mitigation of this risk is discussed m subsoction 4.4 above

Picase see subsections 2.3, 5.4, 6.5, and 5.6 above
Sectlon 8.0 - Notice

6.5, Was any form of notlce provided 1o the indlvidual prior to collecti of Inf tion? il yes,

please provida a copy of the notlce as an appendix, (A nolice may include a posted privacy

f‘olicy‘ a Privacy Act nolice on ferms, or a system ol rocords nelice pubHshed in the Federal
egister Nolico.) If notice was not provided, why not?

The usel ag’cncies (hat ibuta the ying ¥ te the NG| and NCIC Iikely do net provide
any st of Privacy Act Stalements of similar aciual nolice 1o the individuals fromm whom or about wihoam
thé information perains. This is because non-fedoral contributors are nol subject 1o the Privacy Act,
iederal conrigutors afe usually exempted from the Privacy Act's individual calleelion notice provisions
In conection with criminal Taw enforcaméent aclivites, andfor provision of mdividugl notice ingidenl o
criring vy eaforcemanl activities 18 typicatly rnpraciicable

General notice legnrdm%lha collection of information in the NGI and NGIC has boen provided (o Ihe
public a1 large via the FIRS and NCIG SORNs. RISG 15 a subset of NGl and F B bas previded nolice

hitp://www.bi.gov/foia/privacy-impact-assessments/ iafig-ngi-risc
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(JUSTICEFBI.G0S} (B4 FR §2343, $2047, 66 PR 35586, 70 FR 7513, 7617, 72 FR 34100,

The puttication of this PIA will provide goneral agvance notice to the poblic for @il RISC related
colteciions thal will eeur subseguent ta the publication

Additional nslice might be provided by {he faderal, slate, local, or tribal agency whith contnibutes the
undesying NGE and NCIC information andfor which conduets the RISC check

Ewven absent any formal notice, far the most podt the information m the RISC subset vl bo brased on
2ne of more instancos of ditact crininal gustice pracessing of W individual {such as “booking™) of which
e indivdeat will be specilnatly avars. wmirar\y, the fingerprints in & RISC submigsion will have bean
taken incident to direct myal it veith ke @ held of which the mcividual will
bo specifically aware their ingerprints are being taken. |tis lho sasponsibilly of the subnBlling agency
10 snform o subject, based on stendard operaling procedures and appropriate use guidance, of the

reasan for . n some situalions, such as the conduct of criminal ivesligolions of
Issuance of arrest waants, the alfecled individuals may not ahways be specilically aware [al personal
intarmation i being cotlected and di inalad, howover, individuals planning of G 40 Copvingl

activiies may reasonably be charged with conslruclove knowledge thal law enforcementd vait zealousty
seck Lo collect and lawully disseminate all relevant nformation fo idenlity thein and to doter of proveni
hem liom comniitting crimes.

0.2, Do tndividuats have an opportunity andfor right to decting to provide information?

Becsuse W information i the RISC subsel is coliectod in connoction with law enforcement

andiorn [ , individuals g 1ly do net have {he right of ofpo:lumly {0 object 1o
1he collection of (s information by 1he sourcd agancies, her 1o the forvatding of the collected
snformatean for retention in the NGI andfer the NCIC, nor Lo the collation of the RISC subsal fram
snformatien im the NGH

Whethet of nel individuals will have the right or oppartunily lo object 10 Iha cellection of the fingerprints
used to initiate a RISC cheek, and the consequences for objecling, will depend on the lacalion and
circurmistances of the pasticular fatd enceuntar from which the ngorprinls wero oblained All coltections
must be lawtuily obtained under the taws, regulations, and policies to which the agency that eblained
the fingerprinls may be subject in many instances the ingesprints for RISC checks may bo colletled in
conneetion with iaw enfereement i fons 3 o ing in which the generally
may no! be accorded the rght of opportunily 10 object to the collection, However, in other mslances a
submiliing agency may be obligoted under its goveming lawis, regulations, andfor policies 10 accard an
I

ividual thé nght or epporunily 1o object to te colleckon; persennel of an encounlenng agency may,
1 {veir discrelion, voluntariy eloct to ask an individual to consent to the callection. In soma tiuations
where an mdividuat declines to consent to collection, the encounlering sgency may nonetheless be
entilted to proceed with nerconsonsual colection based on alternative authorily In other silvations,
however, an individuals failure Lo consent may bo controling, and the encountaling agenty wilt have to
forego the colleclion and resolve tho encounter without the Benefil of a RISC check Evenwhere an
indovidual 15 able 1o successfully decline to be subject to a RISC chock, ha consequentces will vary. in
some ciccumstances @ RISC cheek would net have affected the eventual outcome of an eacaunter, so

d will hava na cor to the idual. In othar gire {he results of the
RISC check could have alterad the outcome of an encounter. This niight resalt in an dividual's
anediding futther law enforcement inlorest il the encountening agency were avware of derogatory RISC
informalion {0.9., a “red” o1 *hit” tesponse), bul it could resull n an individuals bicing subjecied Lo
protonged iaw enfarcamant inlarost Ihat might have been avoided if the encountering agency vwore
aveare of & non-derogalory RISC respoase {6.4.. 3 "graen” or "ao-hit” response)

6,3, Do Individuals have an opporiunity to consent to particutar uses of the information? If 6uch
an epportunily existe, whal s the procedure by which an individual waould provide such
consent?

For the sanie (easons discussed 1n subsections 6.1 and 6.2 above, individuals gonerally de nol nave
the opporunity andfol tight lo consenl Lo panticular uses of the informiation i the RISC subset, since it
15 obtained from criminal peskco subjects mcident Lo criminal pustice processes

To the extent that an mdividual may hava tha oplion 10 succasslully decline to submi 1o a RISC check
35 drcussed in subsection 6.2 above, the individual woidd thareby have: ihe opponunity 10 decling
consent and {hereby proclude such a usg of hisfher ingerprints.

6.4. Privacy Impact Analysis; Glven (he notice | to individuals above,
privacy riske wore [dentificd and how you miligated them.

The privacy issug prasonl hers would be adequacy of nolice Lo affected individuzls about how
informalion dlout tham is baing collected, maintaingd, and used, ang adequacr of opportunity for the
sndividuals to elfectivoly ohject 1o such collagtion, maintenanca, and/or uses. These fisks are mitigated
by Ihe Geneeal nolice 16 ine public 3t large via the FIRS and NCIC SORNs and by Lhe publication of this
PIA. Any such collection, mainlenance, anglor uses must comﬁy with {he prowisions of any applicable
faw, regutation, of policy, inc\udlng the Privacy Act Privacy risks are further mitigaled lo tire extent that
collecting agencits In $OMa jui may it cettain provide actuad notice andior the
opportunily to decling lo submit lo RISC checks. Aithough avaitability of such further mitigation wilk vary

mwvolved, the ¢iffi an ap iste deference lo Iho

what

7 g on the
priaciples of federatism
Seation 7.0 - Individual Accoss and Redress

2.1. What are tho procedures which allow Individualg {he opportunily to seck access o or
redress of thelr cwn information?

Pursusnd 1o subsection ()42) of the Privacy Act, RISC-retated information is exempt from the individuat
ACCRES, ang armend [: ns of ha Act due to dhe taw enforcenent ralure of the
infoemation. As such, 28 CF R § 16.30-16.34 and 20 34 prowide Ihi only means for access and
amandment of crinunat kistory 1ecords {inder these regulations,  subject of an FBI idontifkcalion
record may obtain a copy of Ris or her own record lor review and coerrection. If aftor revigving his
identificalion record the subject tharaof believas (hal it 15 incorract er incomplete 1 any respecl and
wishes changes, corraclions, of updaling, he should make application directly 1o the agency thal

the d inf: The subject may also direct hig cha\lengelu the FEICJIS
Diwsion. The FBEwill then forvard the chatlenge Lo the ageacy that submilted the data requesting thal
agency lo veiify or ¢corrge! the challenged entry.

The oppartunily 1 seek aceess to of fedress information in the source records of a conlributing federal,
stale, tocal, of ribal agency will he conlrolied by tha faws and piocedures n?gicabto to that agency. To
(he oxtent that an agency thal contibutes information to the NGI andfor NCIC has a procoss in placa
{or access 10 of cofrection of Ihe conldbuting agencey's source moords, indwiduals may avail
Ihemsolves of the process, and if this resuits ina correction of the source rocords, the centributing

agency sitould in un make i e 10 the NG andfor
HCIC,

7.2, Bow are indi notitied of the for seeking sccess 1o of smendment of thelr
information?

I addition 16 the notice provided in the ragulations cfied in subsection 7 1 abova, notice i provided m
the SORNSs for the FIRS and the NCIC, which ate avaitable on the FBI's Inteinel websio, Fodoral,
Slate, local, of ribal agoncies thal conlnbute infermation 1o the NGY andior the NCIC may have
provided nolice ragarding access ko of amendmsnt of their scurce recards.

7.3. it no opporunily te sook amandment is provided, ara any other redress altematives
available to the individual?

NIA

http://www.Tbi.gov/fola/privacy-impact-assessments/iafis-ngi-risc
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can contesi {nfdrmation Sontalned in this syifem or aclions laken as a reGull of agency reliance
on informatlon in the system.

The privacy issue present 1ore would be adequacy of opporlunitics o1 pfcteduws" whereby individuals
imight as¢ortain what informalion about them is maintained m the NGI and the NCIC and conred! any
HONpouS INforMation For discussion of the ssue of adequate notice, haasa see subsection 6.4
above Tha risk of erroneows nforntation 1s mitigated because e FBI recognizes il ns distretion Lo
correct eroneous idformalion, shd indoed the FBF (as well as cach agenty that contribulos information
to Ihe WG] and the MIC) has a substantiol mission deed to ansuio e accuracy of infermalion in these
systems, and te promplly take appropriate action lo carrgct any efronesus information of which i may
bocemp aware. Addikonatly, 1his risk is mitigated because the maintenance and disseminabion of
informiation it Iha NGY and NCIC must conply wih the provisions of any epplicable law, tegulation, of
policy, ingluding the Privanr Act This tisk 5 funther mitigated 1o the extent 1hat an agency that
contnbulos micrmation to the NGE andior NCIC has & process in place for access to of correction of he
conuibuling 3gency’s SOUICY records.

Na law enforcement achion should be taken solely on the basis of RISC subnvission resulls because

they arg ot posilo m; the law | afficor should supplomenl the
cand:dale informalion with additionat ivestigatory information before taking 8 12w entorcement action
Seclion 8.0 - Technleal Aceess and Security

B.1. Which usar group{s) wili have aecoss to the system?

Usir group aceess 1o the RISC will be insited to those agency users who have access to miermation M
the NGl and the NCIC {Soe stetions § and 5 above )

B.2. Will conlracters to Lhe Depantment {DOMFBI} have sccess Lo the system?

Yes.

8.3. Does the system uso “rales” to ssign privileges 1o vsers of the systom?

Yos Access lo the NGl and NCIC 15 ¢ led {hrough . Tang-st 0 USal i and
. The NGl ding the RiSC} 1s not avaitable to users unless Ihece has

P
been 2t app tor, and I, access p Each using enfity may only accoss the
types of miormation for Ihe purpeses thal have been authorized for the enlily Such aceess s shictly
conlrolled and auditad by stalo agencies and the CJIS Division. There is & separate process for
requesting aceess to RISC. Tha supanvisoty authority at each agency with 2 CJIS WAN cannacton
wishing 1o palhcgale in RISC must intiale & raquost ler RISC access. For state RISC subinissions, the
slate's central NGI sepervisory autherily will be (he coorcinalion poinl for determining which state users
will be authorized [0 initiate RISC submissions, the creumsiances undes which RISC submissions are
p . 8nd paimissible uses of RISC n For fedaral RISC submissions, the fedaral
agency's dosignaled CJIS System Aguney wili be the coordination point far delermining which agency
users will be authorized {0 intizte RESC submissions, Ihe circumstances under which RISC

i an Issivle, and permissible uses of RISC responses.

6.4, What procedures are in placo to delormbne which users may accoss the syelem and are
they decumented?

Tha appticable ageacy supervisory authoriy (CHS System Ofticor) o appropriate £81 efficiat must
document each request for access pormission end teferonce the statule, reguiation, or order that
aulbarizes such access. These procedures have been documented in CJIS security standards and
operating policies applicable to a8 NG and NCIC users

8.5, How are the actual assignmants of reles and rules vorified according to eslablished

secutity and auditing procedures?

The NG| Systom Design Document mcludes req ¢ mgistain ch jogical ion audi
feys for aulhorzed purposes. Transaclion Iogs are kept for audilng and tracking puiposes and to meet

ping & ing requirements under the Fedecal Recards Act and tha Privacy
AgL Altusers are subject lo pateadic on-5ite sudits conducled by both a usor's own pvarsight enlily and
the Fit CIS Divgion Audit Unit lo assess and ovaluals users' compliance with CJIS' tochnical sécurily
policies, reguiations, and laws app 1o the criminol i ication and ennwnal history informateon n
NGE and terms of the appheabla User agreements or contracts, Deficiencies ontied during audils ate
reportad to the CJIS Division APB's and the Compact Council's Sanclions Commitlens. Access may be
{erniinaled for IMprofer access, use, 4r dissemination of system records. In addlion, each NGI
Infarmation System gecunly Qficer {ISS0} 15 responsible tor ensutmg that operational socunly is
maintanad on 2 day-to-day basis. Adherence 1o toles and rules 1S tesled as part of the security
certification and accroditalion process.

8.8. Whal auditing measures and lechnicat safeguards are in place to provent misuse of data?
Please spe ke discussion in subsection 8.5 above.

&.7. Describe what privacy tralning is provided te users oilher generally or spocifically refevant
to the functionafily of tha program of yslem

Please see subsaclion 5.5,

§.3, 15 the data socured in accordance with FISMA requitoments? If yes, when was Certification
& Accreditalion fast completed?

Yes. 1AFIS Cortificalion & Accreditation (CAA) under the Federal tnformation Secunly Managoment At
{FISKAY was most recentiy completed on Oclober 30, 2009, NG, and RISC, will fall under the IAFIS
CEA boundanes. MCIC CEA vador FISAA was mos! cecently completed on Gelober 6, 2000

8.9, Privacy impact Analysis: Glven The aceoss and socurity conlroig, what privacy risks were
identilied and how they wera miligated.

The RISC wilf be subjoct 1o the same extensive secunily protoctions, access limitalions, and guality
conlrol slandards i existanca for the NG thus presenting no new risks in these 26628 The Oclober
2009 CZA did not dentiy any nsks i the area of technical setess and secwrily Previously denlifiod
risks felatod to potontiat misuse of Ihe syston, and these nsks hove been addrossed vie training,
audits, and sanctions. To furthor mitigals any potential isks in Ihese areas, NG! dala and mirastiuctere
{which will encampass the RISC) are maintained within FEEcontrolled secure, restricled areas and are
accessible only by authorized personnel. Wirctess transmissions sad mokila devices outside FB
conirod aie subjedt Lo the CJIS Secuiy Palicy. FESC mobilo devices must uso the American National
Standards Institute/National Institute of Standards and Technolegy (ANSIIST} stendards™ as
implemented in the FBEEBTS and e approved by the FBL

Scction 9.0 - Technology

9.1. Woro compr.'linF teehnologles evalualed to asgess and para thelr abilty to
achieve system goals?

Yes, NGi systen functtonal and securily requirerments are pre-estzblished by 1ha FBI prios 1o the
Intreduction of new tochnolegios. Funcliional syslam raquisements are denved lram ond-user needs,
applicabla faws, and estabiished policy andfor the NG p d
integration conlract includes a sefies 8 biomelnie search analysis studies thal wilf 3ssess biomatric
technology and provide dations for ion. Mobile deviees used for RISC
subMis$ioNs MUst be approved by the FBI All mobile devices must mect he curient GIS Securily
Polgy raguirements meluding dalg encryplion and advancad awthenlication

Doscribe how dala Integrity, privacy, and securly ware analyzed as part of the degisions
for yaur system.

http://www.ibi.gov/foia/privacy-impact-assessments/iafis-ngi-risc
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condracl. Thé devalopas will be required (o follow all CHS Division guidelines, appropriate rogulations,
and specite slatules, These agencies and entities with electronic connectivity mus| comply with, inter
abia, requaements contaned m the CJES Division's security stangards and operaling policies. (See
subsoclion 9.3 below.)

9.3. What design cholces were made to eahance privacy?

The NG| Program Qliice chose to deve\of) @ new sgslem by umzzm%exlsling channels and estabhished
socurity maasuras. With canlinued input fiom the CJIiS Drasion APD and partipipating agencies, the
systemis designed Lo comply wilh Ihe extensive privecy protection built into the existing infrastiucture
such s ostablished policies, procedures, aceess conlrols, and physical securily measures thal e
ensuiod by audils

Furlhermors, the FBI is developing and implermenting he new RESC capabilities only alter crilical
petlotmance paramelers havo boen carolully specified, assessed and confirmed through funclional and
System requraments analysis and Pu\oung Efoctiveness faclors witf be devalopad, monitored, and
measyred ihroughout the system life cycle

Conclusion

The RISC does not a now { éz poso not er By the NGE
ar NCIG, nor does & represent any expansion ¢ users authocized Io agcess s information. Inslvad
tho RISC wu\l meicly col\a\e a subset of existing NG| sdentity recoids to permil employment of
biorr b, sonrch i fmld encounters, rapid sparches of the coltated

and rapid usors. In addition, (ke RISC will avlomatically search
RISC submissions agalus't the emstmg MG ULF, nnd search NCIC for any exisling WCIC information
appropeiate for inclusien i RISC iesponsos.

As previously discussed, the RISC does present cerain privacy risks, Howaver, these risks can be
approptately mitigatad. I.’,;t-%atmn elements include the long-standing technology pratactions prasant in
Ite undedying NGl and NCIC systems, the axisting aligibitily limitalions and careful velling of system
users, and the existing access palicies, raining requiraments, and audits. Privacy fisks are futher
mmga!cd by the responsi wm o5ed 0n each user agency 16 ensure Lkal the cofactions and uses of
fingesprints eblained for RIS riissions are lawlo! and permissible under the taws and policies of
the goveinmental jutisdiction !o \Jhncn {he useor ageney is subject.

As appropsiately retigated, any additional privacy impact 15 oubweighad by the RISC advanmagas These
nelube Ihe added fexibility and simplicity via gecommeodalion of seaichas using fower than tea
fngerprints, rapid realtimg soaich and rosponse capabilty in time critical field encounters; enhanced
1nvestigative suppod and crime solving; enhanced accuracy and privacy prolection over medd name-
based searching, including reduction of the false postives, and greater protection for the public and faw
enlorcemnent personnal.

1ssued by Jamss J. Lanton, Chied Pivacy and Cvil Libsitfas Otficer, Fodorsl Buraou of irvestigation
Reviewad by Vonce €. Hileh, Chisl Infermation Offcer, Daparimant of Justico

Approvad by Nancy C. Libi, Chiof Privacy and Civit Liborties Officer, Doportmont of Justice
Approvad Jaauary 18, 2012

Endnolas
NG wal i rep ace the | Fingarprint k Systom [AFIS) and
ho!d lhe largest col of digitat of images and otiies biometrics. IAFIS 18

a comnponont of the FBI Privacy Act systcm of locords cu:renl\g Gtted the "Fingorprint identilicalion
Records Systor® (FIRS) (JUSTICENB!-009) (64 FR 52343, 62347, 66 FR 33558; 70 FR 7513, 747,
T2FR 3415 For purposes of s PlA and o Mininkiza ccn!us»an wo are rolarrmg o the sutront syslom
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Integrated Automated Fingerprint Identification System (IAFIS)/Next Generation Identification (NGI)
Repository for Individuals of Special Concern (RISC)

Privacy Impact Assessment
Integrated Automated Fingerprint Identification System (IAFIS)/Next Generation Identification (NGI)
Repository for Individuals of Special Concern (RISC)

L. Intreduction

This Privacy Impact Assessment (PIA) addresses the Repository for Individuals of Special Concern (RISC), an
extract of data in the Next Generation Identification (NGI)' that is collated for the purposes of providing an
enhanced capability to identify persons who present special risks to the public or law enforcement personnel or
heightened investigative interest. RISC will facilitate faster and easier searches of NGI by authorized users in
field settings.

I.1. Background

In developing the NGI, the FBI sought to identify necessary improvements in its biometric collections. As part
of this process, the FBI canvassed the user and law enforcement communities for their input on desired changes,
enhancements, and new initiatives for the system. From September 2005 through March 2006, over 190 groups
representing 1,000 user agencies were asked for suggestions on upgrades. Multiple users recommended the
expansion of existing capabilities or the development of new functionality to support rapid biometric searches
with fewer than ten fingerprint images in time-critical situations involving heightened investigative interest or
increased risk to the public and/or to law enforcement personnel. After analyzing this input, a task force of the
Criminal Justice Information Services (CJIS) Advisory Policy Board (APB) suggested the RISC enhancement.

1.2. RISC Enhancement

The RISC will encompass a subset of NGI sensitive but unclassified data, consisting of records of known or
appropriately suspected terrorists, wanted persons, registered sexual offenders, and (potentially) other categories
of heightened interest warranting more rapid responses to inquiring criminal justice users. (Any additional
categories proposed for inclusion, such as missing persons or protection order subjects that have associated
biometrics currently in NGI could be considered for RISC. This PIA will be annotated to reflect the addition of
any other categories of records.)

The RISC will be queried by fingerprints (10 or fewer) electronically submitted by authorized NGT users,
typically by first responder law enforcement officials in the course of their interaction with potential suspects or
similar real-time encounters. The fingerprints will be captured by a mobile fingerprint device and transmitted
wirelessly to the user agency’s existing criminal justice infrastructure, then on to the RISC. The RISC will
accommodate so-called “lights-out” processing using fewer than ten fingerprints. Lights-out processing refers o
searches that are conducted entirely by computer automation, without any intervening involvement by humans.”
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The submission will result in an automated search of RISC records and lights-out generation of a response to
the requestor’s criminal justice infrastructure within ten seconds of the submission. The requestor’s criminal
justice infrastructure will then forward the response to the requestor’s mobile device through its own
communication channels. The RISC responses will be either “red,” “yellow,” “green,” or *reject.”

Red Response. A red response is a hit, indicating identification of a highly probable candidate in the RISC.
However, a red response is not to be considered a positive identification, but rather the candidate score from the
RISC search indicates a high likelihood of identification. (The term “positive identification” currently is
reserved for the results of a complete ten-print search and/or confirmation of a match by trained fingerprint
examiners.) It will be incumbent on the submitting agency to supplement the RISC response with other
information to confirm whether or not the candidate returned is indeed the person whose prints were submitted.

A red response will contain the following additional information from NGI: the category of hit (¢.g., wanted
person, sexual offender registry subject, or known or appropriately suspected terrorist ), the identified subject’s
FBI Number (FNU) and master file name, and if requested by the law enforcement official, any available
photos of the subject maintained in the NGI Interstate Photo System (apsy.?

Furthermore, for red responses where underlying details of the hit may be important to officer/public safety
(e.g., wanted persons or known or appropriately suspected terrorists), the RISC will cascade an automated
inquiry of the National Crime Information Center (NCIC) person files using the matched subject’s FNU. If
matching NCIC data is located, the RISC response will contain pertinent data fields from the relevant NCIC
file(s), including NCIC excerpts indicating the nature of any offenses and any applicable warnings or cautions.

Yeliow Response. A yellow response is a possible hit, indicating identification of a possible candidate (or
candidates) in the RISC but one below the level of confidence established for a highly probable match (red
response). The yellow response may thus only be used as an investigative tool providing leads for further
investigative inquiries.

Yeliow responses may contain the same type of supplemental information as red responses pertinent to the
person(s) identified as a possible match (i.e., yellow responses may contain information from NGI regarding the
category of the possible hit and underlying details, name and associated system numbers, and available photos).
This may, for instance, include photos or other biographic data of possible candidates that could assist the
requestor in ascertaining if the candidate is, or is not, a match.

Green Response. A green response indicates no hit (1.e., the search did not locate a viable candidate in the
RISC).

Reject Response. The RISC will return a reject response when the quality of the RISC submission is too low to
be used for a RISC search.

All red, yellow, and green RISC responses will include a caveat that the response is based solely on a search of
the RISC, and that a negative response from the RISC does not preclude the possibility of responsive records in
other biometric or name-based repositories. Additionally, RISC users are advised they are prohibited from
relying solely on RISC Rapid Search responses as the impetus for any law enforcement action. Instead, search
responses serve as potential links between submitted images and true identities that must be considered with the
totality of information available to the officer or investigator. This guidance is provided in Memoranda of
Understanding (MOUs) between CHIS and RISC users and/or in CJIS system operating policies with which all
users are required to comply. In addition, appropriate reminders of this guidance will be included as caveats in
all red and yellow RISC responses.

A search against the RISC will cascade a search of the NGI Unsolved Latent File (ULI), relating to unknown



persons whose latent fingerprinis have been retrieved from locations, property, or persons associated with
criminal activity or related to criminal justice or authorized national security investigations. Currently NGI ULF
searches require separate biometric queries. The cascaded search of the ULF may take considerably more time
than the RISC search,” and the results will not be returned to the RISC submitting agency. Instead, if a RISC
submission hits on a record in the ULF, only the ULF record submitter will receive notification of a potential
match to its ULF submission. The ULF record submitter may then further develop this lead as it deems
appropriate, which may well include contacting and coordinating with the RISC submitting agency.

User agencies will participate in the RISC on a purely voluntary basis. If a user agency opts o submit
fingerprints for RISC checks, the agency will need to procure the necessary software, mobile fingerprint capture
devices, and infrastructure to provide its law enforcement officers the ability to scan fingerprint images in field
settings and transmit these images 1o the FBI for comparison against the RISC. The information transmitted will
be anywhere from two to ten rolled or flat fingerprint images obtained via the mobile fingerprint capture device.
The RISC submission will include header information identifying the submitting agency and a unique
submission number, but will not include the subject’s name or other biographic or event information.

RISC submissions will not be added to or otherwise retained in the NGI identity records. An incoming RISC
submission’s active presence in the NGI system will be transitory, lasting only for the time needed to complete
the automated searching. This will take only seconds for the RISC search itself (including any cascaded NCIC
search), plus the additional time required for the slower cascaded search of the ULF.

If a RISC submission results in a ULF hit, NGT will generate a notification to the ULF record submitter advising
that a potential match has occurred on their ULF submission and providing the agency identifier and submission
number for the RISC submission. NGI will generate and retain chronological transaction audit information for
each RISC submission and response. If a RISC submission results in a ULF hit, NGI will generate and retain
chronological transaction audit information regarding the ULF hit notice sent to the ULF submitter. Similarly, if
the RISC cascades a search to the NCIC, the NCIC will generate and retain chronological transaction audit
information regarding the NCIC submission and response.

Section 1.0 — The System and the Information Collected and Stored within the System

1.1 What information is to be collected?

As described above, this initiative does not involve a new collection of information from the persons whose
records will be placed in the RISC. The RISC entails a specially collated subset of existing records to permit
employment of specialized scarch techniques, much faster searches of the collated information, and much faster
responses to authorized users, The RISC subset will consist of NGI records of known or appropriately suspected
{errotists, wanted persons, registered sexual offenders, and other special interest categories warranting more
rapid biometric-based responses to inquiring users in time-critical situations involving heightened investigative
interest or increased risk to the public and/or o law enforcement personnel.

The fingerprint images used to initiate a RISC check typically will be newly collected in field encounters by law
enforcement officers for the user agency’s own purposes under the user agency’s own mission authorities. As
with all biometric submissions to CJIS, the user agency will have the sole responsibility for determining
whether to collect these fingerprints and must ensure any such collections and uses are lawful and permissible.
Similarly, whether or not the collected fingerprints will be retained by the user agency (or by other
instrumentality of the user agency’s governmental jurisdiction), will be solely determined by the user agency
pursuant to its laws and policies.

CJIS is maintaining fingerprint images submitted during the prototype and rollout phase of RISC. Per the
MOUs, at the conclusion of the prototyping phase, CIIS will delete or destroy all fingerprint images received



from state identification bureaus. Once fully operational, RISC fingerprint submissions will not be added to or
otherwise retained in the NGI records.

Transaction logs are created for all incoming and outgoing RISC transactions. The incoming submission logs
contain the transaction data, the name of the officer capturing the fingerprints, the make, model and serial
number of the image capture equipment, the request for the rap sheet or photograph when indicated, and the
name of the repository to be searched. The outgoing transactions return the aforementioned incoming
transaction data to the requester, as well as the FBI number, name, and place of birth when candidates result
from the search.

1.2. From whom is the information collected?

Information used to populate the RISC, or that will be accessed via the RISC functionalities, will be obtained
from existing NGI and NCIC records relating to those categories of persons identified in subsection 1.1 above.
This information will have been collected and submitted to the FBI by federal, state, local, tribal, and some
foreign agencies and instrumentalities incident to their lawful mission. Most of the biometric information will
have been obtained directly from the subject by the submilting agencies, but some may have been obtained
indirectly (such as latent fingerprints obtained from crime scenes). Related biographic and event information
may either have been obtained directly from the subject by the submitting agencies, or obtained by the
submitting agencies from other sources in the course of investigations or other authorized activities.

The biometric images used to initiate a RISC check typically will be newly collected from persons who are the
subjects of field encounters by officers and employees of user agencies incident to authorized activities of these
agencies. The user agencies may then opt (o forward these biometrics to the NGI for RISC checks. In almost all
such cases the biometrics will be obtained directly from and with the knowledge of the subject. The collections
will be lawful and permissible under applicable laws and policies of the governmental jurisdiction to which the
user agency is subject.

Section 2.0 — The Purpose of the System and the Information Collected and Stored within the System

2.1. Why is the information being collected?

The RISC will collate a subset of existing NGI identity records to permit employment of specialized biometric-
based search techniques, much faster searches of the collated information, and much faster responses to
authorized users in time-critical situations. The RISC will permit rapid, practicable, biometric-based searches in
field settings. The resulting benefits will include greater protection for the public and law enforcement
personnel, enhanced investigative support, and reduced impact of law enforcement activities on innocent
persons with biographic similarities to persons of investigative interest. Before the RISC, biometric-based
searches of NGI required the submission of a full set of ten prints, which as a practical matter could only be
captured at the user agency’s office, to which the subject would have to be transported {ollowing arrest or
detention. Identity checks in field settings were thus limited to biographic-based checks (such as name and date
of birth) which do not uniquely identify a person and could be unreliable due to misinformation provided by the
subject and/or misassociation with persons with biographic similarities,

Transaction logs are kept for auditing and tracking purposes and to meet recordkeeping and disclosure
accounting requirements under the Federal Records Act and the Privacy Act. There will be no new use of audit
log information pursuant to the RISC initiative.

Fingerprint images are being collected during the prototype phase to allow FBI to conduct reviews of all
transactions by human fingerprint specialists to assess the accuracy of responses (see Section 2.3).



2.2. What specific legal authoritics, arrangements, and/or agreements authorize the coliection of
information?

The statutory authority for this initiative is 28 U.S.C. §§ 533 and 534. Supplemental regulatory authorities
include 28 C.I.R. § 0.85, part 20, and 50.12. The Attorney General has delegated the responsibilities set forth in
28 U.S.C. § 534 to the Director of the FBI, and the Director has further delegated them to the FBI CIIS
Division. Additional authorities include 42 U.S.C. § 3771; the Uniting and Strengthening America by Providing
Appropriate Tools Required to Intercept and Obstruct Terrorism (USA PATRIOT) Act of 2001, Pub. L. 107-56;
the Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA), Pub. L. 108-458; the Implementing
Recommendations of the 9/11 Commission Act of 2007, Pub. L. 110-53; EO 13311 (amended by EO 13388);
EO 13388.

The Federal Records Act (FRA), codified at 44 U.S.C. § 3301 et seq., provides another general statutory basis
for the FBI to retain and preserve materials submitted for FBI checks and/or obtained by the FBI in the course
of authorized investigative activities, in order to ensure adequate and proper documentation of FBI activities.

Currently, an MOU is executed between the FBI/CJIS and each user agency during the RISC development,
testing, and roli-out. The MOU details the processes, conditions, and limitations regarding the transmittal,
receipt, storage, use, and dissemination of information relating to this initiative. Eventually, RISC coverage will
be incorporated into standing CJIS security standards and operating policies applicable to all CJIS users.

2.3. Privacy Impact Analysis: Given the amount and type of data collected, as well as the purpose, discuss
what privacy risks were identified and how they were mitigated.

Privacy risks for the RISC arise from any potential vulnerabilities presented by the new RISC processes.
Several such risks have been identified and are addressed below.

There would be a new risk if the RISC method(s) for submitting fingerprints were less effective in accurately
identifying responsive records, resulting in an unacceptable percentage of misidentifications. A
misidentification could result in a false positive or false negative. A false positive mistakenly declares a
probable or possible match; any such erroneous information could be returned to the requestor, thereby possibly
subjecting the individual to unwarranted investigative scrutiny. A false negative mistakenly declares there is no
match; any such erroneous information could be returned to the requestor, thereby possibly thwarting
investigative efforts and posing a safety hazard to the unwarned requestor and/or 1o the public. Recognizing this
risk, the FBI is taking great care in calibrating and adjusting the red-yellow-green thresholds to ensure accuracy
while providing enough actionable decisions (red or green) to be beneficial to the officer in the field.> For the
final NGI RISC solution, the NGI System Requirements Document establishes the following criterion: “NGI
shall return the correct candidate a minimum of 98% of the time, when it exists in the RISC repository, as a
result of a fingerprint feature search in support of RISC rapid searches.” CJIS will continue to monitor the
accuracy of RISC searches via periodic sampling and audits throughout the system life cycle.

Furthermore, a RISC search submitied from a mobile device is not designed or expected to take the place of
customary booking procedures that utilize tenprint submissions. The FBI will emphasize via piloting MOUs and
revisions to security standards and operating policies applicable to all system users that RISC responses are not
to be considered “positive” identifications and must be used only as investigative aids together with other
investigative processes and information, Moreover, as a counterbalancing benefit, a RISC search will make
available biometric-based searches in time-sensitive situations where previously only name-based searches were
viable. These biometric-based checks can provide more accuracy than name-based checks alone, reducing the
number of erroneous identifications in these situations.

Fingerprint submissions to the RISC may involve fewer than ten fingerprints, and may include “flat” prints



rather than “rolled” prints. Regarding identification based on a lesser number of fingerprints, the FBI considers
that the system’s fingerprint technology and technical capacity has sufficiently progressed to permit extremely
accurate association with an existing record based on comparison with an existing ten-print set associated with
the record. Similarly, based on recent post-processing analysis of over 500,000 submissions, the F BI has
determined flat prints provide sufficient biometric features to permit the identification of a highly probable
candidate in the RISC. Moreover, live scanning and scanning fewer than ten fingers contributes to the
portability of the capture devices. This facilitates the use of the devices in field settings to obtain the accuracy
advantages of biometric-based searches in these settings.

There is a risk that fully automated lights-out responses to RISC submissions will not be as accurate as
responses that have been confirmed by fingerprint comparisons conducted by humans, thus resulting in an
unacceptable percentage of misidentifications. In an attempt to mitigate this risk, during the RISC rollout, CJIS
is conducting follow up review of all transactions by qualified fingerprint staff. These reviews are being
documented, and any issues are recorded and reported to ensure accuracy of the fingerprint comparisons. The
results of these reviews are being studied, and current post-processing analysis has not identified any “false
positive” errors in automated RISC responses to submissions from portable capture devices.

There could be a risk that the process for automatically using an incoming RISC biometric query as the basis to
generate a text-based query of NCIC might not be sufficiently reliable to produce an appropriate NCIC query,
thereby either missing related records in NCIC that should have been returned or returning another subject’s
NCIC records. To mitigate this risk, all cascaded NCIC searches are accomplished by using the FNU from the
biometric record, so that any NCIC responses will be linked by a unique identifier established from positive
biometric identification, Although there remains the conceivable risk of erroneous FNU linkage resulting from
human error, system failure, or data corruption, this risk is considered extremely small because of CJIS system
maintenance standards and audits conducted by State agencies and the CJIS Division. This risk is mitigated by
the caveat provided with all RISC responses notifying the user that the RISC search is only a search of the RISC
repository and does not preclude a record from existing in other biometric or name based repositories.
Additionally, this risk is further mitigated by guidance currently in MOUs and to be incorporated into standing
CJIS security standards and operating policies emphasizing that RISC users should not rely on RISC results
alone prior to taking any adverse action against a person.

Similarly, there could be a risk that the process for automatically using an incoming RISC biometric query as
the basis to generate a biometric-based search of the ULF might not be sufficiently reliable to produce an
accurate result, thereby either missing a related ULE record (false negative) or erroneously returning an
unrelated ULF record (false positive). The risk of false negatives is not significant because RISC-based ULF
searches provide a new capability but do not supplant any existing capability. If a RISC search returns a false
negative, the impact (failure to make the ULF connection based on a field check) will be no different from the
current situation (inability to make a ULF field check), and the ULF connection can be made later via any
separate opportunities for direct searches of the ULF that might occur. The risk of false positives is mitigated
because the ULF results are not returned to the RISC submitter in the field (where erroneous “hits” might
subject the affected individuals to unwarranted law enforcement responses during the real-time field
encounters). Instead, the ULF results are returned to the ULF submitter as potential matches, to be used in the
fullness of time as possible leads for further investigative activity (o include subsequent expert examination to
positively confirm or rule out any matches).

An additional privacy vulnerability is present to the extent that the RISC enhanced scarch and response
capabilities provide an increased ability to locate information about a specific person that might not otherwise
be discovered as quickly or as efficiently, or might never be discovered at all. Although information in NGI and
NCIC will have been lawfully acquired and accessible to authorized NGI and NCIC users, currently that
information may be more functionally obscure as a result of users having to separately check multiple systems
or encountering fonger response times. However, this risk is mitigated by the advantages of being able to move



quickly and accurately to locate responsive information about a specific person. This capability permits more
complete and timely investigative analysis, including more effective and efficient identification of perpetrators
and persons who may present increased threats to the safety of the public and law enforcement personnel. The
privacy risk is also mitigated by facilitating a more rapid means to eliminate misidentifications and/or rule out
concerns that could adversely impact innocent persons.

Another privacy risk could be the ingestion of records that do not belong in the RISC repository. The possibility
of the occurrence of this risk is mitigated by CJIS procedures that ensure that fingerprints of wanted, KSTs, and
sex offenders are appropriately flagged as they are entered into JAFIS. RISC extracts records based on those
flags.

Furthermore, the FBI is developing and implementing the new RISC capabilities only after critical performance
parameters have been carefully specified, assessed and confirmed through functional and system requirements
analysis and piloting, Effectiveness factors will be developed, monitored, and measured throughout the system
life cycle.

Section 3.0 — Uses of the System and the Information
3.1. Describe all uses of the information.

RISC searches will be available only to users authorized to initiate searches of NGI and NCIC for authorized
law enforcement or national security purposes. Routine uses for information in NGI are currently promulgated
in the System of Records Notice (SORN) for the FBI Fingerprint Identification Records System (FIRS), and
routine uses for information in the NCIC are promulgated in the NCIC’s SORN.® In addition to routine use
disclosures, this information may be disclosed under other circumstances authorized by the Privacy Act,
including disclosures to those Department of Justice (DOJ) personnel who need the information in the
performance of their duties.

The results of RISC searches will be used by law enforcement officers as leads to determine the identity and
relevant history of the subject and take appropriate investigatory action, and, if necessary, precautions for his or
her own safety.

As discussed in section [ above, RISC submissions will cascade searches against the latent fingerprints present
in the NGI ULF. If a RISC submission results in a ULF hit, NGI will generate a notification to the ULF record
submitter advising that a potential match has occurred on their ULF submission and providing the agency
identifier and submission number for the RISC submission. The ULF record submitter may then further develop
this lead as it deems appropriate to resolve the pending investigation relating to the latent fingerprint.

The transaction logs are used by the CJIS Audit Unit to conduct recurrent audits to ensure the proper access,
use, and dissemination of IAFIS/NGI records.

3.2. Does the system analyze data to assist users in identifying previously unknown areas of note, concern,
or pattern? (Sometimes referred to as data mining.)

No. The RISC process (and any cascaded searching of the ULF and NCIC) only involve biometric-based
searches to identify pertinent information that may relate to the specific subjects of the RISC checks.

3.3. How will the information collected from individuals or derived from the system, including the system
itself be checked for accuracy?

The NGI and NCIC encompass substantial processes to ensure accuracy of information. The RISC will



comprise a subset of information existing in the parent NGI system and thereby subject to the system’s existing
data quality standards and operating policies. Under these existing requirements, NGI and NCIC users are
responsible for ensuring that accurate and complete biographical information is included in NGI and NCIC
submissions and that any associated biometrics meet CIIS quality standards. The CJIS Audit Unit regularly
checks representative samples of NGI and NCIC submissions for compliance. In addition, the mobile devices
used for RISC submissions must be approved by the FBI and comply with the FBI Electronic Biometric
Transmission Specification (EBTS), which defines requirements to which agencies must adhere when
electronically communicating with CJIS, helping to ensure the accuracy, image quality, and interoperability of
RISC submissions. (See subsection 9.1 below.)

3.4. What is the retention period for the data in the system? Has the applicable retention schedule been
approved by the National Archives and Records Administration (NARA)?

The National Archives and Records Administration (NARA) has approved the destruction of fingerprint cards
and corresponding indices when criminal subjects attain 99 years of age,’ or seven years after notification of
death. NARA has determined automated FBI criminal identification records (rap sheets) and NGI and NCIC
transaction fogs are to be permanently retained. Biometrics and associated biographic information may be
removed from the NGI earlier than the standard NARA retention period pursuant to a request by the submitting
agency or the order of a court of competent jurisdiction,

RISC submissions will not be added to or otherwise retained in NGI identity records. An incoming RISC
submission’s active presence in the NGI system will be transitory, lasting only for the seconds needed for the
RISC search itself (including any cascaded NCIC search), plus the additional time required for the slower
cascaded search of the ULF. Chronological records of RISC and NCIC submissions and responses (including
any ULF hit notices) will be permanently retained in the respective NGI and NCIC transaction logs. (See
subsections 1.2 and 1.1 above.)

3.5, Privacy Impact Analysis: Describe any types of controls that may be in place to ensure that
information is handled in accordance with the above described uses.

lease see the discussion in subsection 2.3 above and section & below.
Section 4.0 — Internal Sharing and Disclosure of Information within the System
4.1, With which internal components of DOJ is the information shared?

Components of DOJ may make RISC submissions and receive candidate information in the same manner as
other state, local, and federal law enforcement partners. This will primarily encompass the following DOJ
components whose missions typically involve interactions in field settings with persons associated with
criminal activity or otherwise having a lawful investigative or national security interest: the FBI, the Drug
Enforcement Administration (DEA), the Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF), the
Federal Bureau of Prisons (BOP), the United States National Central Bureau INTERPOL, and the United States
Marshals Service (USMS). In addition, any DOJ component that has previously submitted a latent fingerprint to
the NGI ULF file will be notified if a RISC submission hits on that latent fingerprint.

4.2. For each recipient component or office, what information is shared and for what purpose?

The results of RISC searches will primarily be given to a submitting component’s on-scene employees in real
time whenever the subject of the RISC submission may be a wanted person, registered sexual offender, known
or appropriately suspected terrorist, or other person of heightened investigative interest or who may present
increased risk to the public and/or to law enforcement personnel. In addition, if a RISC submission results ina



ULF hit on a latent fingerprint previously submitted by a DOJ component, the submitting component will be
notified of the potential match for use as a lead in furthering the investigation involving the latent fingerprint.
Authorities for these disclosures include those cited in subsection 2.2 above.

For additional discussion of the contents of RISC responses and the purposes underlying the RISC, please refer
to section I, section 2, and subsection 3.1. above,

4.3, How is the information transmitted or disclosed?

The RISC will typically be queried on a case-by-case basis by authorized NGI users incident to real-time
encounters in field settings, when two to ten fingerprints may be captured by an FBI-approved mobile
fingerprint device and transmitted wirelessly to the user’s headquarters and then on to the RISC using existing
NGI communications infrastructure.? The results of a RISC search will be returned to the submitting
headquarters via existing NGI communications infrastructure and may then be wirelessly transmitted back to
the field user. If a RISC submission results in a ULF hit on a previously submitted latent fingerprint, the latent-
submitting component will be notified of the potential match via existing NGI communications infrastructure.

4.4, Privacy Impact Analysis: Considering the extent of internal information sharing, discuss what
privacy risks were identified and how they were mitigated.

Information is disclosed only to DOJ users who have been given authorized access to the information in NGI
and the NCIC in accordance with all applicable laws, regulations, SORNSs, and long-standing CJIS security
standards and operating policies applicable to all system users.

There could be a risk if the technology used for RISC submissions were unreliable, insecure, or incompatible
with the RISC processes. To mitigate this risk, mobile devices used for RISC submissions must be approved by
the FBI. Additionally, all mobile devices must meet the current CJIS Security Policy requirements including
data encryption and advanced authentication. The CJIS Security Policy also contains standards for wireless
transmissions that require establishment of usage restrictions and implementation guidance for wireless
technologies and authorization, monitoring, and controlling of wireless access to information systems. Once the
RISC wireless transmissions reach the submitting agency’s headquarters, onward routing of the submission to
the RISC will be via existing NGl communications infrastructure incorporating extensive security safeguards.

Please see subsections 2.3 above and 5.4, 5.5, and 5.6 below.
Section 5.0 — External Sharing and Disclosure
5.1. With which external (non-DOQJ) recipient(s) is the information shared?

Federal, state, local, tribal, foreign, or international governmental agencies which are authorized access to the
underlying information in the NGI and the NCIC and which requires the information in the furtherance of its
lawful mission may make RISC submissions and receive candidate information. This will primarily encompass
those agencies whose missions involve interactions in field settings with persons associated with criminal
activity or related to criminal justice or authorized national security investigations. In addition, any NG user
that has previously submitted a latent fingerprint to the NGI ULF file will be notified if a RISC submission hits
on that latent fingerprint.

5.2. What information is shared and for what purpose?

The results of RISC searches will primarily be given to authorized NGI and NCIC users in order to alert a
submitting agency’s on-scene employees in real time whenever the subject of the RISC submission may be a



wanted person, registered sexual offender, known or appropriately suspected terrorist, or other person of
heightened investigative interest or who may present increased risk to the public and/or to law enforcement
personnel. In addition, if a RISC submission results in a ULF hit on a latent fingerprint previously submitted by
a law enforcement agency, the submitting agency will be notified of the potential match for use as a lead in
furthering the investigation involving the latent fingerprint. Authorities for these disclosures include those cited
in subsection 2.2 above.

5.3. How is the information transmitted or disclosed?
The transmission of information is the same as for internal sharing, described in 4.3.
5.4. Are there any agreements concerning the security and privacy of the data once it is shared?

Title 28 U.S.C. § 534 provides that the dissemination of information under its authority 1s subject to
cancellation if shared information is disclosed outside the receiving agency or related agencies. Title 28 C.F.R.
§ 20.33 provides supplemental guidance regarding the dissemination of criminal history record information,
including identification of authorized recipients and possible sanctions for unauthorized disclosures. These
restrictions are in turn reflected in longstanding and extensive NGI and NCIC security standards and operating
policies applicable to all system users.

In addition, the FBI has entered into RISC-specific MOUs with all participating agencies and similar provisions
will eventually be added to CJIS operating policies. These MOUs generally include provisions emphasizing that
the RISC searches will be limited to authorized agencies for authorized purposes and that all CJIS rules
regarding access to and use of CJIS information apply. Eventually, these provisions will be incorporated into
standing CJIS security standards and operating policies applicable to all CJIS users. All authorized NGI users
interfacing with RISC will be required to adhere to these same CIIS rules.

Pursuant to the RISC MOUs and/or upcoming CJIS operating polices, the individual federal and state
authorities will establish how RISC responses will be disseminated and maintained. For instance, a state may
determine that only red and green responses will be forwarded to on-scene users, or before forwarding RISC
responses to on-scene users a State may replace the RISC’s red-yellow-green terminology with some alternative
terminology preferred by the State (such as probable hit-possible hit-no hit). As another example, one state may
decide that RISC responses will not be retained in the State records about the subject, whereas another state
may decide that RISC responses will be retained in the state records about the subject.

5.5. What type of training is required for users from agencies outside DOJ prior to receiving access to the
information?

Pursuant to fongstanding NGI and NCIC security standards and operating policies applicable to all system
users, CJIS Systems Officers at the all government levels are responsible for the role-based training, testing, and
proficiency affirmation of authorized NGI and NCIC users within their respective organization. All users must
be trained within six months of employment and biennially retested thereafter. When implemented, RISC
processes will be incorporated as part of this training. The RISC Program Office provides training to all
participating agencies regarding RISC capabilities. The participating agencies are responsible for ensuring
training on the use of their wireless devices and the appropriate use of RISC, including the fact that RISC
responses do not provide the sole justification for law enforcement action.

5.6. Are there any provisions in place for auditing the recipients’ use of the information?

Yes. Please see subsections 8.5 and 8.6 below.



5.7. Privacy Impact Analysis: Given the external sharing, what privacy risks were identified and how
were they mitigated?

Information is disclosed only to agency users who have been authorized access to the information in NGl and
the NCIC in accordance with all applicable laws, regulations, SORNs, and long-standing CHS security
standards and operating policies applicable to all system users.

There would be a risk if the technology used for RISC submissions were unreliable, insecure, or incompatible
with the RISC processes. Mitigation of this risk is discussed in subsection 4.4 above.

Please see subsections 2.3, 5.4, 5.5, and 5.6 above.

Section 6.0 — Nofice

6.1. Was any form of notice provided to the individual prior to collection of information? If yes, please
provide a copy of the notice as an appendix. (A notice may include a posted privacy policy, a Privacy Act
notice on forms, or a system of records notice published in the Federal Register Notice.) If notice was not
provided, why not?

The user agencies that contribute the underlying information to the NGI and NCIC likely do not provide any
sort of Privacy Act Statements or similar actual notice to the individuals from whom or about whom the
information pertains. This is because non-federal contributors are not subject to the Privacy Act, federal
contributors are usually exempted from the Privacy Act’s individual collection notice provisions in connection
with criminal law enforcement activities, and/or provision of individual notice incident to criminal law
enforcement activities is typically impracticable.

General notice regarding the collection of information in the NGI and NCIC has been provided to the public at
large via the FIRS and NCIC SORNs. RISC is a subset of NGI, and FBI has provided notice under the system
of records notice entitled the “Fingerprint Identification Records System” (FIRS) (JUSTICE/FBI-009) (64 FR
52343, 52347, 66 FR 33558, 70 FR 7513, 7517; 72 FR 3410).

The publication of this PIA will provide general advance notice to the public for all RISC-related collections
that will occur subsequent to the publication.

Additiona) notice might be provided by the federal, state, local, or tribal agency which contributes the
underlying NGI and NCIC information and/or which conducts the RISC check.

Even absent any formal notice, for the most part the information in the RISC subset will be based on one or
more instances of direct criminal justice processing of the individual (such as “booking™) of which the
individual will be specifically aware. Similarly, the fingerprints in a RISC submission will have been taken
incident to direct involvement with law enforcement in a field encounter of which the individual will be
specifically aware their fingerprints are being taken. It is the responsibility of the submitting agency to inform
the subject, based on standard operating procedures and appropriate use guidance, of the reason for fingerprint
collection. In some situations, such as the conduct of criminal investigations or issuance of arrest warrants, the
affected individuals may not always be specifically aware that personal information is being collected and
disseminated; however, individuals planning or engaging in criminal activities may reasonably be charged with
constructive knowledge that law enforcement will zealously seek to collect and lawfully disseminate all relevant
information to identify them and to deter or prevent them from committing crimes.

6.2. Do individuals have an opportunity and/or right to decline to provide information?



Because the information in the RISC subset is collected in connection with law enforcement investigations
and/or processing, individuals generally do not have the right or opportunity to object to the collection of this
information by the source agencies, nor to the forwarding of the collected information for retention in the NGI
and/or the NCIC, nor to the collation of the RISC subset from information in the NGI.

Whether or not individuals will have the right or opportunity to object to the collection of the fingerprints used
to initiate a RISC check, and the consequences for objecting, will depend on the location and circumstances of
the particular ficld encounter from which the fingerprints were obtained. All collections must be lawfully
obtained under the laws, regulations, and policies to which the agency that obtained the fingerprints may be
subject. In many instances the {ingerprints for RISC checks may be collected in connection with [aw
enforcement investigations and/or processing in which the individuals generally may not be accorded the right
or opportunity to object to the collection. However, in other instances a submitting agency may be obligated
under its governing laws, regulations, and/or policies to accord an individual the right or opportunity to object
to the collection; personnel of an encountering agency may, in their discretion, voluntarily elect to ask an
individual to consent to the collection. In some situations where an individual declines to consent to collection,
the encountering agency may nonetheless be entitled to proceed with nonconsensual collection based on
alternative authority. In other situations, however, an individual's failure to consent may be controlling, and the
encountering agency will have to forego the collection and resolve the encounter without the benefit of a RISC
check. Even where an individual is able to successfully decline to be subject to a RISC check, the consequences
will vary. In some circumstances a RISC check would not have affected the eventual outcome of an encounter,
so the declination will have no conscquences to the individual. In other circumstances the results of the RISC
check could have altered the outcome of an encounter. This might result in an individual’s avoiding further law
enforcement interest if the encountering agency were aware of derogatory RISC information (e.g., a “red” or
“hit” response), but it could result in an individual’s being subjected to prolonged law enforcement interest that
might have been avoided if the encountering agency were aware of a non-derogatory RISC response (¢.g., a
“green” or “no-hit” response).

6.3. Do individuals have an opportunity to consent to particular uses of the information? If such an
opportunity exists, what is the procedure by which an individual would provide such consent?

For the same reasons discussed in subsections 6.1 and 6.2 above, individuals generally do not have the
opportunity and/or right to consent to particular uses of the information in the RISC subset, since it is obtained
from criminal justice subjects incident to criminal justice processes.

To the extent that an individual may have the option to successfully decline to submit to a RISC check as
discussed in subsection 6.2 above, the individual would thereby have the opportunity to decline consent and
thercby preclude such a use of his/her fingerprints.

6.4. Privacy Impact Analysis: Given the notice provided to individuals above, describe what privacy risks
were identified and how you mitigated them,

The privacy issue present here would be adequacy of notice to affected individuals about how information about
them is being collected, maintained, and used, and adequacy of opportunity for the individuals to effectively
object to such collection, maintenance, and/or uses. These risks are mitigated by the general notice to the public
at large via the FIRS and NCIC SORNs and by the publication of this PIA. Any such collection, maintenance,
and/or uses must comply with the provisions of any applicable law, regulation, or policy, including the Privacy
Act. Privacy risks are further mitigated to the extent that collecting agencies in some jurisdictions may in certain
instances provide actual notice and/or the opportunity to decline to submit to RISC checks. Although
availability of such further mitigation will vary depending on the jurisdiction involved, the differences represent
an appropriate deference to the principles of federalism.



Section 7.0 — Individual Access and Redress

7.1. What are the procedures which allow individuals the opportunity to seek access to or redress of ¢heir
own information?

Pursuant to subsection (j)(2) of the Privacy Act, RISC-related information is exempt from the individual access,
accounting and amendment provisions of the Act due to the law enforcement nature of the information. As
such, 28 C.F.R. § 16.30-16.34 and 20.34 provide the only means for access and amendment of criminal history
records. Under these regulations, a subject of an FBI identification record may obtain a copy of his or her own
record for review and correction. If after reviewing his identification record the subject thercof believes that it is
incorrect or incomplete in any respect and wishes changes, corrections, or updating, he should malke application
directly to the agency that contributed the questioned information. The subject may also direct his challenge to
the FBI CJIS Division. The FBI will then forward the challenge to the agency that submitted the data requesting
that agency to verify or correct the challenged entry.

The opportunity to seek access 10 or redress information in the source records of a contributing federal, state,
local, or tribal agency will be controlled by the laws and procedures applicable to that agency. To the extent that
an agency that contributes information to the NGI and/or NCIC has a process in place for access to or correction
of the contributing agency’s source records, individuals may avail themselves of the process, and if this results
in a correction of the source records, the contributing agency should in turn make appropriate corrections in the
information contributed to the NGI and/or NCIC.

7.2. How are individuals notified of the procedures for seeking access to or amendment of their
information?

In addition to the notice provided in the regulations cited in subsection 7.1 above, notice is provided in the
SORNSs for the FIRS and the NCIC, which are available on the FBE's Internet website. Federal, State, local, or
tribal agencies that contribute information to the NGI and/or the NCIC may have provided notice regarding
access to or amendment of their source records.

7.3. If no opportunity to seek amendment is provided, are any other redress alternatives available to the
individual?

N/A.

7.4. Privacy Impact Analysis: Discuss any opportunities or procedures by which an individual can contest
information contained in this system or actions taken as a result of agency reliance on information in the
system.

The privacy issue present here would be adequacy of opportunities or procedures’ whereby individuals might
ascertain what information about them is maintamned in the NGI and the NCIC and correct any erroneous
information. For discussion of the issue of adequate notice, please see subsection 6.4 above. The risk of
erroneous information is mitigated because the FBI recognizes 1t has discretion to correct erroneous
information, and indeed the FBI (as well as each agency that contributes information to the NGI and the NIC)
has a substantial mission need to ensure the accuracy of information in these systems, and to promptly take
appropriate action to correct any erroneous information of which it may become aware. Additionally, this risk is
mitigated because the maintenance and dissemination of information in the NGI and NCIC must comply with
the provisions of any applicable law, regulation, or policy, including the Privacy Act. This risk is further
mitigated to the extent that an agency that contributes information to the NGI and/or NCIC has a process in
place for access to or correction of the confributing agency’s source records.



No law enforcement action should be taken solely on the basis of RISC submission results because they are not
considered positive identification; the law enforcement officer should supplement the candidate information
with additional investigatory information before taking a law enforcement action.

Section 8.0 — Technical Access and Secarity
8.1. Which user group(s) will have access to the system?

User group access to the RISC will be limited to those agency users who have access 1o information in the NGI
and the NCIC. (See sections 4 and 5 above,)

8.2. Will contractors to the Department (DOJ/FBI) have access to the system?
Yes.
8.3. Does the system use “roles” to assign privileges to users of the system?

Yes. Access to the NGI and NCIC is controlled through extensive, long-standing user identification and
authentication procedures. The NGI (including the RISC) is not available to users unless there has been an
application for, and assignment of, access permission. Each using entity may only access the types of
information for the purposes that have been authorized for the entity. Such access is strictly controlled and
audited by state agencies and the CJIS Division. There is a separate process for requesting access to RISC. The
supervisory authority at each agency with a CJIS WAN connection wishing to participate in RISC must initiate
a request for RISC access. For state RISC submissions, the state’s central NGI supervisory authority will be the
coordination point for determining which state users will be authorized to initiate RISC submissions, the
circumstances under which RISC submissions are permissible, and permissible uses of RISC responses. For
federal RISC submissions, the federal agency’s designated CJIS System Agency will be the coordination point
for determining which agency users will be authorized to initiate RISC submissions, the circumstances under
which RISC submissions are permissible, and permissible uses of RISC responses.

8.4. What procedures are in place to determine which users may access the system and are they
documented?

The applicable agency supervisory authority (CIIS System Officer) or appropriate FBI official must document
each request for access permission and reference the statute, regulation, or order that authorizes such access.
These procedures have been documented in CIIS security standards and operating policies applicable to all NGI
and NCIC users.

8.5. How are the actual assignments of roles and rules verified according to established security and
auditing procedures?

The NGI System Design Document includes requirements to maintain chronological transaction audit logs for
authorized purposes. Transaction logs are kept for auditing and tracking purposes and to meet recordkeeping
and disclosure accounting requirements under the Federal Records Act and the Privacy Act. All users are
subject to periodic on-site audits conducted by both a user’s own oversight entity and the FBI CJIS Division
Audit Unit to assess and evaluate users’ compliance with CIIS’ technical security policies, regulations, and laws
applicable fo the eriminal identification and criminal history information in NGI, and terms of the applicable
user agreements or contracts. Deficiencies identified during audits are reported to the CJIS Division APB’s and
the Compact Council’s Sanctions Committees. Access may be terminated for improper access, use, or
dissemination of system records. In addition, each NGI Information System Security Officer (ISSO) is
responsible for ensuring that operational security is raintained on a day-to-day basis. Adherence to roles and



rules is tested as part of the security certification and accreditation process.
8.6. What auditing measures and technical safeguards are in place to prevent misuse of data?
Please see the discussion in subsection 8.5 above.

8.7. Describe what privacy training is provided to users either generally or specifically relevant to the
functionality of the program or system?

Please sce subsection 5.5.

8.8. Is the data secured in accordance with FISMA requirements? If yes, when was Certification &
Accreditation last completed?

Yes. IAFIS Certification & Accreditation (C&A) under the Federal Information Security Management Act
(FISMA) was most recently completed on October 30, 2009. NGI, and RISC, will fall under the IAFIS C&A
boundaries. NCIC C&A under FISMA was most recently completed on October 6, 2009,

8.9. Privacy Impact Analysis: Given the access and security contrels, what privacy risks were identified
and how they were mitigated.

The RISC will be subject to the same extensive security protections, access limitations, and quality control
standards in existence for the NGI, thus presenting no new risks in these areas. The October 2009 C&A did not
identify any risks in the area of technical access and security. Previously identified risks related to potential
misuse of the system, and these risks have been addressed via training, audits, and sanctions. To further mitigate
any potential risks in these areas, NGI data and infrastructure (which will encompass the RISC) are maintained
within FBI-controlled secure, restricted areas and are accessible only by authorized personnel. Wireless
transmissions and mobile devices outside FBI control are subject to the CIIS Security Policy. RISC mobile
devices must use the American National Standards Institute/National Institute of Standards and Technology
(ANSI/NIST) standards'® as implemented in the FBI EBTS and be approved by the FBI.

Section 9.0 — Technology

9.1. Were competing technologies evaluated to assess and compare their ability to effectively achieve
system goals?

Yes. NGI system functional and security requirements are pre-established by the FBI prior to the infroduction of
new technologies. Functional system requirements are derived from end-user needs, applicable laws, and
established policy and/or guidelines. Additionally, the NGI development and integration contract includes a
series of biometric search analysis studies that will assess biometric technology and provide recommendations
for implementation. Mobile devices used for RISC submissions must be approved by the FBI. All mobile
devices must meet the current CJIS Security Policy requirements including data encryption and advanced
authentication.

9.2. Describe how data integrity, privacy, and security were analyzed as part of the decisions made for
your system.,

Data integrity, privacy, and security will remain a significant part of the enhanced system and the NGI contract.
The developer will be required to follow all CJIS Division guidelines, appropriate regulations, and specific
statutes. Those agencies and entities with electronic connectivity must comply with, inter alia, requirements



contained in the CJI18 Division’s security standards and operating policies. (See subsection 9.3 below.)
9.3. What design choices were made to enhance privacy?

The NGI Program Office chose to develop a new system by utilizing existing channels and established security
measures. With continued input from the CJIS Division APB and participating agencies, the system is designed
to comply with the extensive privacy protection built into the existing infrastructure such as established policies,
procedures, access controls, and physical security measures that are ensured by audits.

Furthermore, the FBI is developing and implementing the new RISC capabilities only after critical performance
parameters have been carefully specified, assessed and confirmed through functional and system requirements
analysis and piloting, Effectiveness factors will be developed, monitored, and measured throughout the system
life cycle.

Conclusion

The RISC does not constitute a new collection type or collection purpose not encompassed by the NGI or
NCIC, nor does it represent any expansion of users authorized to access this information. Instead, the RISC will
merely collate a subset of existing NGI identity records to permit employment of specialized biometric-based
search techniques in field encounters, rapid searches of the collated information, and rapid responses 1o
authorized users. In addition, the RISC will automatically search RISC submissions against the existing NGI
ULF, and search NCIC for any existing NCIC information appropriate for inclusion in RISC responses.

As previously discussed, the RISC does present certain privacy risks. However, these risks can be appropriately
mitigated. Mitigation elements include the long-standing technology protections present in the underlying NGI
and NCIC systems, the existing eligibility limitations and careful vetting of system users, and the existing
access policies, {raining requirements, and audits. Privacy risks are further mitigated by the responsibility
imposed on each user agency to ensure that the collections and uses of fingerprints obtained for RISC
submissions are lawful and permissible under the faws and policies of the governmental jurisdiction to which
the user agency is subject.

As appropriately mitigated, any additional privacy impact is outweighed by the RISC advantages. These include
the added flexibility and simplicity via accommodation of searches using fewer than ten fingerprints, rapid real-
time search and response capability in time critical field encounters; enhanced investigative support and crime
solving; enhanced accuracy and privacy protection over mere name-based searching, including reduction of the
false positives; and greater protection for the public and law enforcement personnel.

Issued by James J. Landon, Chief Privacy and Civil Liberties Officer, Federal Bureau of Investigation
Reviewed by Vance E. Hitch, Chief Information Officer, Department of Justice

Approved by Nancy C. Libin, Chief Privacy and Civil Liberties Officer, Department of Justice
Approved January 18, 2012

Endnotes

'NGI will eventually replace the Integrated Automated Fingerprint Identification System (IAFIS) and hold the
largest collection of digital representations of fingerprint images and other biometrics. IAFIS is a component of
the FBI Privacy Act system of records currently titled the “Fingerprint Identification Records System” (FIRS)
(JUSTICE/FBI-009) (64 FR 52343, 52347; 66 FR 33558; 70 FR 7513, 7517; 72 FR 3410, For purposes of this
PIA and to minimize confusion, we are referring to the current system as NGI, even though its development will



be incremental and currently the fingerprint images are part of JAFIS, Information about IAFIS can be found at
http://www. fbi.gov/about-us/ciis/fingerprints_biometrics/iafis, and about NGl at http://www. tbi.gov/about-
us/ejis/fingerprints_biometrics/ngl.

?In a typical fingerprint analysis, once the system has identified a match, a CIIS fingerprint examiner actually
looks at the records to determine if there is, in fact, a match.

3 The IPS is an NGI component with the capacity for retaining, managing, and searching photographic images
associated with NGI records. For additional information, see the NGI/IPS PIA dated June 9, 2008, avaitable on
the IFBI Internet website.

* ULF searches consume significantly more system resources than RISC searches, and ULF search times will
vary depending on system loads and priorities.

* Tn November 2007, the FBI CJIS Division began piloting the RISC rapid search capability with selected State
and local faw enforcement agencies. Over 500,000 requests have been processed since the inception of the
RISC pilot with post-processing analysis completed on all responses. This analysis determined there were no
(0%) false positives within the top two candidates selected by the system. This same analysis determined 90%
of the vellow responses returned included valid identifications.

¢ Both SORNSs are available on the FBI’s Internet website at http://www.fbi.gov/foia/privacy-act/systems-
records.

"The IBI is seeking NARA’s approval to increase this to 110 years of age.

8 This telecommunications infrastructure includes the CJIS Wide Area Network (CJIS WAN). The CJIS WAN
connects authorized user agencies to the FBI’s host computer systems, via a collection of Virtual Private
Network (VPN) links and near point-to-point T-1 and higher class data lines connecting the FBI CIIS Data
Center in West Virginia to selected points throughout the United States and Canada. This infrastructure includes
the International Justice and Public Information Sharing Network (NLets, previously known as the National
Law Enforcement Telecommunications System (NLETS)). NLets is a not-for-profit law enforcement
communications channel owned and governed by the States and available throughout the United States. This
infrastructure includes the respective regional, State, and local networks of the participating agencics.

7 Applicable opportunities and procedures are discussed in subsections 7.1 and 7.2 above.

10 The ANSI/NIST standards define the content, format and units of measurements for the exchange of
information that may be used in the fingerprint identification of a subject. These standards are intended for use
in the interchange between criminal justice administrations or organizations that use an Automated Fingerprint
Identification System (AFIS) and to provide a common interface for other AFIS and related systems worldwide.



