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Before WILLIAM PRYOR, Chief  Judge, and JORDAN and BRASHER, Cir-
cuit Judges. 

BRASHER, Circuit Judge: 

The main question in this appeal is an issue of first impres-
sion about Fourth Amendment standing to challenge a geofence 
warrant. Johnnie Davis was convicted under 18 U.S.C. § 2119 of 
committing a string of carjackings in the Montgomery, Alabama, 
area. Before trial, Davis moved to suppress two pieces of evidence 
(1) the location of his girlfriend’s phone that the police obtained
from Google through a geofence warrant and (2) inculpatory state-
ments Davis made after being arrested on state charges. At trial,
Davis moved for a judgment of acquittal on the grounds that the
government failed to prove his intent to cause death or serious
harm to his victims. The district court denied these motions.

Davis raises the same three arguments on appeal. He argues 
that the geofence warrant that led the police to identify his girl-
friend’s phone did not adequately define the places and things to be 
searched. He argues that he should have been presented to a 
United States magistrate judge before being interviewed, even 
though he was in state custody. And he argues that his use of a gun 
to commit the carjackings was insufficient to establish the intent 
element of the crime. 

We reject these arguments. We agree with the district court 
that Davis lacks Fourth Amendment standing to challenge the 
geofence warrant because the search did not disclose any infor-
mation about the data on his own electronic device, reflected only 
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his limited movements in public areas, and did not encompass his 
home. Because we cannot say the district court clearly erred in find-
ing that federal law enforcement did not improperly collude with 
state law enforcement in arresting and interviewing Davis, we like-
wise agree with the district court that the federal presentment re-
quirements set out in Federal Rule of Criminal Procedure 5(a) and 
18 U.S.C. § 3501(c) did not apply when Davis was in state custody. 
Finally, we agree with the district court that Davis’s use of a gun 
during the carjackings sufficiently established Davis’s intent to 
cause death or serious harm.  

Accordingly, we affirm. 

I. 

The Montgomery Police Department began investigating a 
string of carjackings and robberies that occurred between 2014 and 
2017 in the Montgomery, Alabama, area. In 2017, the MPD sought 
assistance from the FBI to seek warrants for cell tower location in-
formation to further the investigation. Nathan Faggert, who served 
as a Sergeant with the MPD and as a task force officer with the FBI, 
initiated an FBI investigation into thirty-five incidents he believed 
were committed by the same suspect. Faggert worked the investi-
gation in a dual capacity, and the MPD and the FBI collaborated 
through him and another MPD detective. Faggert regularly up-
dated his supervisors at the MPD and the FBI about the progress of 
the investigation and how the FBI could best support the MPD—
the FBI primarily focused on digital information gathering while 
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the MPD responded to robberies, interviewed witnesses, and de-
veloped leads. 

During the ongoing investigation, four more robberies and 
three more carjackings occurred on January 23, 2020, October 30, 
2020, and November 11, 2020. Law enforcement suspected that the 
same person responsible for the crimes under investigation also 
committed the three new offenses.  

The carjacking and robbery on January 23, 2020, involved a 
masked man who approached a vehicle, gestured toward a gun in 
his waistband, and demanded the vehicle, telling the driver not to 
move and that he wanted her car. The victim testified that she be-
lieved the robber would have shot her had she not complied. Later 
that night, a masked man used the stolen car to rob a gas station in 
the area. The MPD obtained video surveillance of the area where 
the suspect dumped the stolen vehicle, and the video showed the 
suspect get into another car to make his escape. The getaway vehi-
cle’s license plate was registered to Stacey Gilbert, the sister of Da-
vis’s girlfriend, Portia Gilbert.  

Faggert prepared and presented a geofence warrant to 
Google, seeking information on Google devices and accounts lo-
cated within forty to one hundred meters of six locations on Janu-
ary 23 and 24, around the time of the carjacking and robbery oc-
curred. The times and locations corresponded with video surveil-
lance that captured the suspect in action. 

Google responded to the warrant by providing an anony-
mized list of devices and accounts that connected to its services at 
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the times and locations designated in the warrant. Faggert analyzed 
this data and identified three devices relevant to the investigation. 
Google “unmasked” those devices, i.e., disclosed the identifying in-
formation, and Faggert determined that only one device appeared 
to be related. Specifically, Google identified a Gmail account open 
on a device in the getaway car as it was captured by video surveil-
lance at the areas of the carjacking, business store robbery, and 
where the carjacked vehicle was abandoned. The device belonged 
to Portia Gilbert, and the Gmail account was registered to Gilbert’s 
daughter.  

Another carjacking and robbery occurred in the Montgom-
ery area on October 30, 2020. A man and his fifteen-year-old son, 
who had pulled over to switch drivers, were approached by a 
masked man, who put two pistols in the son’s face and told them 
to run. The father later testified that the man probably would have 
shot his son if they had not given up the car. That same night, the 
stolen car was used in a robbery at a nearby Dollar General.  

MPD obtained video surveillance from the night of October 
30 that showed a man exit a vehicle in the area of the carjacking 
and walk towards the scene of the carjacking. MPD obtained other 
video surveillance that showed the same vehicle at a gas station. 
MPD determined that the vehicle was rented to Davis, pulled the 
GPS data for the vehicle, and discovered that it was near the car-
jacking on October 30. The police used the cell phone number Da-
vis listed in the rental agreement to obtain a warrant that allowed 
police to track the phone in real time. 
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A final carjacking and robbery took place on November 11, 
2020. A masked man approached the victim’s vehicle, stuck a gun 
through the window, and told the driver, “don’t think about it.” 
The perpetrator stole the car, and the victim later said that he be-
lieved he could have been shot. Later that night, a masked man 
used the car to rob a Fresh Market and a Dollar General store in 
the area. Upon learning of these new crimes, law enforcement 
checked the status of Davis’s phone and discovered that it was pre-
sent at both the Fresh Market and the Dollar General during the 
crimes. 

The next day, Faggert and another Montgomery Police De-
tective sought and executed state search and arrest warrants for 
Davis and residences he was known to frequent. Faggert arrested 
Davis on eight state charges related to the string of robberies and 
carjackings. The MPD took Davis into custody and placed him in a 
holding cell. He was provided lunch, waived his Miranda rights, 
and gave a statement to Faggert and an FBI special agent about 
eight hours after he was initially detained. He confessed to the Oc-
tober 30 and November 11 crimes but denied involvement in the 
January 23 crimes.  

Faggert initiated this federal case by filing a complaint 
against Davis on December 3, 2020. A grand jury of the Middle Dis-
trict of Alabama returned a 10-count indictment against Davis and 
later returned a 14-count superseding indictment. Davis was tried 
on the superseding indictment, which alleged three counts of car-
jacking in violation of 18 U.S.C. § 2119; four counts of Hobbs Act 
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robbery in violation of 18 U.S.C. § 1951; and seven counts of bran-
dishing a firearm during those crimes of violence in violation of 18 
U.S.C. § 924(c)(1)(A). 

Davis moved to suppress his post-arrest inculpatory state-
ments admitting to two of the carjackings and three of the rob-
beries. He argued that they were obtained in violation of his right 
to presentment under Federal Rule of Criminal Procedure 5(a) and 
18 U.S.C. § 3501(c) because the investigation and his arrests were 
federal in nature and his statements took place about eight hours 
after he was detained. The magistrate judge found that Davis was 
in custody only on state charges at the time he gave the statements 
and that state law enforcement did not improperly collude with 
federal law enforcement to deny his presentment rights. The dis-
trict court adopted the magistrate judge’s report and recommenda-
tion to the extent that it found Davis lacked a federal right to pre-
sentment. 

Davis also moved to suppress the evidence that the govern-
ment obtained via the geofence warrant. He argued that the war-
rant was invalid, and the Leon good faith exception did not apply. 
The magistrate judge held two hearings on the motion and recom-
mended that the district court deny it, concluding that Davis lacked 
Fourth Amendment standing to challenge the warrant because he 
had no privacy interest in the search of his girlfriend’s phone or her 
daughter’s Google account. It also concluded that even if Davis had 
Fourth Amendment standing, his challenges to the warrant failed 
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because the Leon good faith exception applied. The district court 
adopted the magistrate judge’s recommendation. 

At the end of trial, the district court dismissed the Hobbs Act 
robbery counts and accompanying brandishing counts because the 
government did not establish an interstate nexus for those crimes. 
The jury convicted Davis on the remaining counts, and Davis was 
sentenced to 315 months of imprisonment. This timely appeal fol-
lowed.  

II. 

We review a district court’s denial of a motion to suppress 
under a mixed standard, reviewing the district court’s findings of 
fact for clear error and its application of law to those facts de novo. 
See United States v. McCall, 84 F.4th 1317, 1322 (11th Cir. 2023). We 
review challenges to the sufficiency of the evidence de novo but 
“view[] the evidence in the light most favorable to the government 
and draw[] all reasonable inferences and credibility choices in favor 
of the jury’s verdict.” United States v. Taylor, 480 F.3d 1025, 1026 
(11th Cir. 2007).  

III. 

Davis raises three issues in his appeal. First, he argues the 
district court erred in allowing the evidence obtained from the 
geofence warrant. He says that he has Fourth Amendment stand-
ing to challenge the geofence warrant because the search invaded 
his reasonable expectation of privacy. He also challenges the merits 
of the warrant and says the Leon good faith exception does not 
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apply. Second, he argues the district court erred in denying his mo-
tion to suppress the inculpatory statements he made to law en-
forcement after his arrest because the government violated his 
right to presentment under Federal Rule of Criminal Procedure 
5(a) and 18 U.S.C. § 3501(c). He says that the federal presentment 
rules apply even though he was arrested on state charges and taken 
into state custody because the investigation and his arrest were fed-
eral in nature due to improper collusion between federal and state 
authorities. Third, Davis argues the district court should have 
granted his motion for judgment of acquittal because the govern-
ment did not present sufficient evidence of his intent to kill or seri-
ously harm his victims under 18 U.S.C. § 2119. We address each 
argument in turn.  

A. 

We begin with Davis’s argument that the district court erred 
in denying his motion to suppress the information law enforce-
ment discovered via the geofence warrant. His argument is two-
part. First, he says that the district court erred in concluding that 
he lacked Fourth Amendment standing to challenge the warrant. 
Second, he says the warrant was invalid and that the Leon good 
faith exception does not apply to excuse the lack of a valid warrant. 
We agree with the district court that Davis lacks Fourth Amend-
ment standing to challenge the geofence warrant, so we need not 
consider whether the warrant was defective or if the Leon good 
faith exception applies.  
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The Fourth Amendment protects “[t]he right of the people 
to be secure in their persons, houses, papers, and effects, against 
unreasonable searches and seizures.” U.S. Const. amend. IV. The 
basic purpose of the Fourth Amendment “is to safeguard the pri-
vacy and security of individuals against arbitrary invasions by gov-
ernment officials.” Camara v. Mun. Ct. of City and Cnty. of S.F., 387 
U.S. 523, 528 (1967). Thus, Fourth Amendment protection “ex-
tend[s] to any thing or place with respect to which a person has a 
‘reasonable expectation of privacy.’” United States v. Ross, 963 F.3d 
1056, 1062 (11th Cir. 2020) (en banc) (quoting California v. Ciraolo, 
476 U.S. 207, 211 (1986)). Conversely, “an individual’s Fourth 
Amendment rights are not infringed—or even implicated—by a 
search of a thing or place in which he has no reasonable expectation 
of privacy.” Id. 

We refer to “whether an individual has a reasonable expec-
tation of privacy in the object of the challenged search” as Fourth 
Amendment standing. Id. But Fourth Amendment standing is 
nothing more than “a useful shorthand for capturing the idea that 
a person must have a cognizable Fourth Amendment interest in 
the place searched before seeking relief for an unconstitutional 
search.” Byrd v. United States, 584 U.S. 395, 410–11 (2018). It “should 
not be confused with Article III standing, which is jurisdictional and 
must be assessed before reaching the merits.” Id.  

Whether and when a geofence warrant affects a person’s 
reasonable expectation of privacy is an issue of first impression for 
our circuit. See, e.g., United States v. Davis, 2022 WL 3009240, at *7 
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(M.D. Ala. July 1, 2022) (explaining that district courts in our circuit 
are “in unchartered territory in light of the paucity of decisions” 
from the Eleventh Circuit on geofence warrants (internal quota-
tion marks omitted)), report and recommendation adopted, 2022 WL 
3007744 (M.D. Ala. July 28, 2022). So we will first explain how a 
geofence warrant generally operates and then consider the Fourth 
Amendment implications. 

1. 

A geofence warrant is a specific type of warrant used to col-
lect information on the presence of a cell phone or other device 
within a specific area during a set time frame, typically correspond-
ing with the timing and location of a crime. See, e.g., Matter of Search 
of Info. That is Stored at Premises Controlled by Google LLC, 579 F. 
Supp. 3d 62, 69 (D.D.C. 2021). These warrants seek data from a 
company, like Google, that has access to device location through 
the company’s users. See United States v. Rhine, 2023 WL 372044, at 
*66–67 (D.D.C. Jan. 24, 2023). Geofence warrants are particularly
useful when investigators know the location and time of a crime
but cannot identify a suspect. Id. at *66.

Although a court may order a company to turn over data in 
other ways, geofence warrants served on Google have typically fol-
lowed a three-step process. See, e.g., United States v. Chatrie, No. 22-
4489, ___ F. 4th ___, 2024 WL 3335653, at *2–3 (4th Cir. July 9, 
2024). First, law enforcement specifies the geographic area and 
timeframe for the search, directing the company where and when 
to gather data. Second, the company provides law enforcement 
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with an anonymized list of users or devices that match the war-
rant’s temporal and geographical criteria. At this point, law en-
forcement may seek additional information about specific users 
outside of the initial search parameters. Third, law enforcement 
analyzes that information and requests that the company “un-
mask” certain users and release further identifying information. 
Law enforcement then uses that identifying information to deter-
mine whether any of the users may be connected to the crime.  

Law enforcement and Google followed that process here. 
The geofence warrant directed Google to gather user information 
within fifteen to forty minutes, and within a forty-to-one-hundred-
meter radius of six specified locations. These times and locations 
corresponded to video surveillance and other evidence from the 
January 23, 2020, robbery and carjacking, and each location was a 
section of a public road the suspect travelled on in carrying out the 
crimes. Google provided an anonymized list of users present at the 
specified times and locations. Law enforcement identified three de-
vices on the list that appeared to be connected to the investigation, 
and Google “unmasked” the identifying information for those de-
vices. 

A Gmail account on one of those devices was open in the 
getaway car when video surveillance captured the suspect entering 
the car. The device belonged to Davis’s girlfriend, and the Gmail 
account on the device was registered to her daughter. Law enforce-
ment later determined that the device was in the areas where the 
January 23 carjacking and robbery occurred, as well as in the area 
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where the stolen car was later recovered. This is the evidence that 
Davis seeks to suppress. 

2. 

We now turn to whether Davis has Fourth Amendment 
standing to challenge the search of Google’s records. The Fourth 
Amendment’s protections “extend to any thing or place with re-
spect to which a person has a ‘reasonable expectation of privacy[.]’” 
Ross, 963 F.3d at 1062 (quoting Ciraolo, 476 U.S. at 211). We thus 
answer the standing question by deciding whether Davis has a cog-
nizable Fourth Amendment privacy interest in the place, items, or 
property searched under the geofence warrant. We hold that he 
does not. 

We will start with the third-party doctrine. A geofence war-
rant authorizes the government to search information in the data-
base of a communications company, not in the possession of the 
user. Ordinarily, a person cannot challenge the search of a third 
party, even if it divulges “information he voluntarily turn[ed] over 
to [that] third part[y].” Smith v. Maryland, 442 U.S. 735, 743–44 
(1979); see Alderman v. United States, 394 U.S. 165, 174 (1969) 
(“Fourth Amendment rights are personal rights which . . . may not 
be vicariously asserted.”). The government routinely makes infor-
mal requests and issues subpoenas to businesses to get information 
about their customers, such as bank records. The background pre-
sumption in our law is that the government may access voluntarily 
disclosed electronic data in the same way without implicating an 
individual’s privacy interest. See United States v. Trader, 981 F.3d 
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961, 967–68 (11th Cir. 2020) (third-party doctrine allows govern-
ment to find email address and internet protocol address that were 
disclosed to Kik); United States v. Adkinson, 916 F.3d 605, 610 (7th 
Cir. 2019) (no Fourth Amendment “search” when T-Mobile volun-
tarily shared cell-site data). In other words, we start from the pre-
sumption that an individual like Davis cannot challenge a search of 
Google’s records.  

Davis argues that, notwithstanding Google’s status as a third 
party, he has a privacy interest that allows him to challenge this 
geofence warrant. Specifically, he argues that he “possessed a pri-
vacy interest in the tracking of his movements through the move-
ments of” his girlfriend’s phone. We disagree. We consider the ap-
plicability of three individual privacy interests and hold that none 
of them apply to the geofence search at issue in this appeal.  

First, and most obviously, the third-party doctrine does not 
apply to a search of a person’s private information in the possession 
of a third party if that person did not voluntarily disclose that infor-
mation to the third party. The Supreme Court has recognized that 
we have a privacy interest in the “digital content on cell phones.” 
Riley v. California, 573 U.S. 373, 385 (2014). But, under the third-
party doctrine, this interest is not protectible if the individual vol-
untarily disclosed that information to the third party that is the tar-
get of the search.  

In the usual case, we would need to assess whether the in-
formation in Google’s possession was voluntarily disclosed. But we 
need not address that question here because the geofence warrant 
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revealed a third party’s Gmail account registered in someone else’s 
name on a phone that Davis did not own or exclusively use. Even 
if a person has a privacy interest in the data on his own phone, he 
does not have that interest in the data on someone else’s phone. 
Because the geofence revealed the location of an open program 
that was not Davis’s and was not on a phone in his exclusive pos-
session or control, he cannot argue that he had a privacy interest in 
this data that gives him Fourth Amendment standing to challenge 
the search. In other words, because the information that Google 
disclosed wasn’t Davis’s to begin with, it doesn’t matter whether 
the information was voluntarily or involuntarily provided to 
Google. 

Second, Davis argues that a geofence warrant may invade 
an individual’s reasonable expectation of privacy if it effectively 
tracks that individual’s movements over an extended period of 
time. The Supreme Court has held that a person has a reasonable 
expectation of privacy in the whole of his physical movements that 
may be implicated by near-constant electronic surveillance. See 
Carpenter v. United States, 585 U.S. 296, 310–13 (2018); United States 
v. Jones, 565 U.S. 400, 415 (2012) (Sotomayor, J., concurring), 430
(Alito, J., concurring in judgment). Because we are so attached to
our cell phones, “when the Government tracks the location of a
cell phone” for an extended period, “it achieves near perfect sur-
veillance, as if it had attached an ankle monitor to the phone’s
user.” Carpenter, 585 U.S. at 311–12.
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Again, however, this geofence warrant doesn’t implicate 
those Fourth Amendment concerns. As the district court explained, 
the scope of this search was far more restricted than “near perfect 
surveillance.” That is, the geofence warrant captured only infor-
mation within one hundred meters of specific locations for fifteen 
to forty minutes at each location. Cf. Carpenter, 585 U.S. at 316 (de-
clining to address “tower dumps” or “a download of information 
on all the devices that connected to a particular cell site during a 
particular interval”). One of our sister circuits recently agreed that 
a limited search via a geofence warrant served on Google that seeks 
a user’s location history does not implicate the same privacy con-
cerns raised in Carpenter. See Chatrie, 2024 WL 3335653.  

Moreover, this warrant did not track Davis’s personal move-
ments because the information it returned was not linked to his 
own cell phone, an account in his name, or something he exclu-
sively used. Instead, the location of Davis’s girlfriend’s phone could 
“be translated” into Davis’s location “only indirectly,” and Davis 
lacks a privacy interest in this kind of indirect location data in the 
records of a third party. Trader, 981 F.3d at 968.  

Third, it is axiomatic that a person has a reasonable expecta-
tion of privacy in his home. See Kyllo v. United States, 533 U.S. 27, 33 
(2001). And that reasonable expectation of privacy generally pre-
vents the government from using new technology “to explore de-
tails of the home that would previously have been unknowable 
without physical intrusion.” Id. at 40.  
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Of course, the geofence warrant here did not seek data from 
Davis’s home or any other area in which Davis had a reasonable 
expectation of privacy. The warrant sought Google user location 
information for six public locations and up to one hundred meters 
around those areas. To the extent the warrant returned infor-
mation about someone’s private property, it was not Davis’s. Ac-
cordingly, Davis cannot establish that he had a reasonable expecta-
tion of privacy based on the areas searched via the geofence war-
rant. 

Although Davis lacks any of these interests, he argues that 
he has Fourth Amendment standing to challenge the search be-
cause he has a Google account, even though it was not the account 
that Google identified and disclosed to law enforcement. Davis’s 
theory is that Google’s initial search of its internal data touched all 
Google accounts that exist, as it culled that data for accounts within 
the geofence parameters. Even though only a subset of that data 
was turned over to law enforcement, Davis argues that every 
Google account holder has Fourth Amendment standing to chal-
lenge the geofence warrant that caused Google to look at its data. 
We disagree for two reasons. 

First, there is no evidence in the record to support Davis’s 
claim that the geofence warrant required Google to search every 
existing Google account. The warrant requested information only 
for devices and accounts present within certain areas and during 
specific times. The record does not establish how Google compiled 
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that information, so Davis’s assertion that his account must have 
been implicated is speculative.  

Second, even if Google did have to search every single ac-
count when it sought to determine which devices were subject to 
the warrant, that search would not implicate Davis’s Fourth 
Amendment rights. The Constitution is not concerned with a pri-
vate party’s search of its own records. See, e.g., Walter v. United 
States, 447 U.S. 649, 656 (1980); Chatrie, 2024 WL 3335653, at *8, 
n.16 (explaining that “Carpenter . . . held that a search only occurs
once the government accesses the requested information.”). It is un-
disputed that no information related to Davis’s device or account
was divulged to the government. The initial trove of data that
Google released was not only anonymous but also limited to the
areas and times specified in the warrant. Nothing in the record sug-
gests that Davis had a Google account or device within the
searched locations, and even if he did, neither Davis’s devices nor
his account were later “unmasked.” Even if Davis’s Google account
was swept up in Google’s preliminary review, the government’s
search did not touch on a privacy interest because the government
never received any information about his account.

To sum up, Davis lacks standing to challenge this geofence 
warrant. The background presumption is that an individual has no 
standing to challenge the search of records that he voluntarily gave 
to a third party. And no arguable exception to that presumption 
applies here. The mere fact that Google may have reviewed Davis’s 
Google account is irrelevant if Google did not disclose information 
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about that account to law enforcement. Because the geofence war-
rant did not implicate Davis’s expectation of privacy in anything, 
he lacks Fourth Amendment standing to challenge it.  

B. 

Davis next argues that his inculpatory statements to law en-
forcement after his arrest should be suppressed because the gov-
ernment violated his right to timely presentment under Federal 
Rule of Criminal Procedure 5(a) and 18 U.S.C. § 3501(c).  

Rule 5(a) imposes a duty on law enforcement to present a 
person to a federal magistrate “without unnecessary delay” when 
the person is arrested for a federal offense. Corley v. United States, 
556 U.S. 303, 308 (2009). Section 3501(c) operates as a six-hour “safe 
harbor” period following a person’s arrest or detention, wherein 
statements made “shall not be inadmissible solely because of delay 
in bringing such person before a magistrate judge.” 
18 U.S.C. § 3501(c). That period may extend beyond six hours if the 
delay in presentment to a judicial officer is “reasonable considering 
the means of transportation and the distance to be traveled to the 
nearest available such magistrate judge or other officer.” Id. Thus, 
if a defendant makes incriminating statements beyond the safe har-
bor period and before presentment to the magistrate judge, those 
statements must be suppressed if the delay was unreasonable or 
unnecessary. See Corley, 556 U.S. at 322.  

The general rule is that the presentment requirements of 
Section 3501(c) and Rule 5(a) do not apply “[u]ntil a person is ar-
rested or detained for a federal crime.” United States v. Alvarez-

USCA11 Case: 23-10184     Document: 47-1     Date Filed: 07/30/2024     Page: 19 of 40 

19



Sanchez, 511 U.S. 350, 358 (1994) (emphasis added). This is true 
even when the person is arrested and held on state charges but of-
ficers “believe or have cause to believe that the person also may 
have violated federal law.” Id. Indeed, “[a]s long as a person is ar-
rested and held only on state charges by state or local authorities,” 
Section 3501(c) and Rule 5(a) are not triggered. Id.  

An exception to this general rule “might” exist “if the de-
fendant [can] demonstrate the existence of improper collusion be-
tween federal and state or local officers.” Id. at 359 (citing Anderson 
v. United States, 318 U.S. 350 (1943)). Such a situation may arise “if
state or local authorities, acting in collusion with federal officers,
were to arrest and detain someone in order to allow the federal
agents to interrogate him in violation of his right to a prompt fed-
eral presentment.” Id. But “routine cooperation between local and
federal authorities” does not rise to this standard because “[o]nly
by such an interchange of information can society be adequately
protected against crime.” Id. at 360 (internal quotations omitted).
We have explained that “[t]he necessary inquiry is whether the co-
operation between state and federal officials had as its purpose a
mere interchange of information and resources between two legit-
imate investigations, one state and the other federal, or to permit
in-custody investigation and interrogation by federal officials with-
out compliance with Rule 5(a).” Barnett v. United States, 384 F.2d
848, 858 (5th Cir. 1967). That purpose is to be “determined objec-
tively from all surrounding circumstances,” and neither “[a] high
degree of cooperation by state officials in making the subjects avail-
able for interrogation by federal officers” nor the fact “that the
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individuals were taken into state custody because of information 
furnished to state officials by federal officers” is conclusive. Id. The 
burden is on the defendant to prove a violation of Rule 5(a). Id. at 
859. 

About eight hours after he was detained, Davis made incul-
patory statements admitting to two of the three carjackings. Alt-
hough he was arrested by state law enforcement officers for state 
law offenses, he alleges that there was improper collusion between 
state and federal officials, such that Rule 5(a) and Section 3501(c) 
make his statements inadmissible. Davis points to federal and state 
officials working together on the investigation; state law enforce-
ment obtaining federal warrants from a federal judge; Faggert, who 
led the investigation, working as a state officer and an FBI agent, 
aware of potential federal prosecution; and the case ultimately pro-
ceeding on federal charges instead of state charges. Thus, Davis 
says that the federal presentment rules apply, that law enforcement 
violated those rules in obtaining his inculpatory statements, and 
the statements should therefore be suppressed. We disagree.  

The district court adopted the magistrate judge’s findings 
that there was no evidence of improper collusion between federal 
and local authorities. We cannot say that these findings were 
clearly erroneous. The magistrate judge found that in 2014 the lo-
cal authorities began to investigate the robberies and carjackings 
Davis committed and the FBI did not begin its investigation until 
three years later. It also found that the testimony established that it 
was routine for local law enforcement to arrive at crime scenes, 
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gather evidence, and interview witnesses before involving the FBI, 
so there was no evidence the FBI initiated the state investigation. 
Additionally, the magistrate judge noted that Davis was arrested 
and detained for state offenses at the time he made his inculpatory 
statements. Thus, the magistrate judge concluded that Davis did 
not establish that the FBI manipulated its collaborative relationship 
with local law enforcement, a collusion between local and federal 
authorities to cause his confession, or that he would not have been 
arrested had the FBI not assisted the investigation. 

On these facts, we agree with the district court that this is an 
investigation and prosecution where there was “routine coopera-
tion between local and federal authorities” that should be encour-
aged to “adequately protect[] [society] against crime.” Alvarez-
Sanchez, 511 U.S. at 360. State law enforcement began its investiga-
tion into the string of carjackings and robberies three years before 
any federal involvement. When federal law enforcement did be-
come involved, it was to provide additional resources to supple-
ment the state investigation. True, Faggert played a large role act-
ing both as a state and a federal law enforcement officer. Yet the 
federal and state authorities maintained different responsibilities 
throughout the investigation—state authorities focused on re-
sponding to the crimes, interviewing witnesses, and developing 
leads, and federal authorities focused on gathering digital infor-
mation. Thus, although the federal resources played a key role in 
Davis’s arrest, there is no evidence suggesting that the state would 
not have pursued Davis but-for the federal investigators’ efforts. 
The record establishes the opposite: Davis was arrested by state 
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authorities on state warrants for state crimes and held in state cus-
tody. That federal authorities could have and did bring federal 
charges is of no consequence. See id. at 358.  

Davis has not satisfied his burden to establish that federal 
and state law enforcement improperly colluded in the investiga-
tion. Accordingly, we affirm the district court’s denial of his motion 
to suppress his inculpatory statements made to law enforcement 
after his arrest.  

C. 

Finally, we turn to Davis’s argument that the district court 
should have acquitted him of carjacking. A federal carjacking con-
viction under 18 U.S.C. § 2119 requires the government to prove 
the defendant “(1) with intent to cause death or serious bodily 
harm (2) took a motor vehicle (3) that had been transported, 
shipped or received in interstate or foreign commerce (4) from the 
person or presence of another (5) by force and violence or intimi-
dation.” United States v. Diaz, 248 F.3d 1065, 1096 (11th Cir. 2001). 
Section 2119’s intent element is objective: “[t]he intent of the de-
fendant . . . is to be judged objectively from the visible conduct of 
the actor and what one in the position of the victim might reason-
ably conclude.” United States v. Guilbert, 692 F.2d 1340, 1344 (11th 
Cir. 1982). 

Davis says the government did not meet this burden for the 
three carjacking counts because the evidence does not support the 
inference that the victims could have reasonably believed Davis 
would kill or seriously harm them. We disagree. We have held that 
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Section 2119’s intent element is satisfied when the government pre-
sents evidence that the defendant put a gun to a victim’s face and 
told the victim to get out of the car, and the victim testified that he 
feared for his life. See United States v. Fulford, 267 F.3d 1241, 1244 
(11th Cir. 2001). The government presented similar evidence here 
for each of the carjackings. During the January 23, 2020, carjacking, 
Davis gestured towards a gun in his waistband and demanded the 
vehicle. The victim testified that she believed that if she did not 
comply, Davis would have shot her. During the October 30, 2020, 
carjacking, Davis pointed two pistols at the 15-year-old victim’s 
face and demanded the car. The victim’s father was at the scene 
and testified that, if they had not given up the car, Davis probably 
would have shot his son. During the November 11, 2020, carjack-
ing, Davis pointed a gun at the victim’s head and told him, “don’t 
think about it.” The victim testified that he thought he would have 
been shot if he did not comply. 

This evidence is sufficient for a reasonable jury to conclude 
that Davis had the intent to kill or seriously harm each of the vic-
tims of the three carjackings. 

IV. 

 The district court is AFFIRMED. 
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JORDAN, Circuit Judge, Concurring: 

I join all of the court’s opinion except for Part III.A.  As to 
Part III.A, I concur in the judgment.  Although I agree that Mr. Da-
vis lacks an enforceable Fourth Amendment expectation of privacy 
that entitles him to suppression of the evidence at issue, my rea-
soning differs somewhat from that of the court.   

I 

Geofence warrants present difficult constitutional issues, as 
evidenced by the Fourth Circuit’s recent 2-1 ruling that such a war-
rant does not result in a Fourth Amendment search.  See United 
States v. Chatrie, No. 22-4489, ___ F. 4th ___, 2024 WL 3335653 (4th 
Cir. July 9, 2024).  If a challenge to a geofence warrant reaches this 
court in the future, we need to be precise in describing the technol-
ogy on the ground and the way companies respond. 

Let’s start with the basics.  “A geofence warrant is based on 
the concept of a selected virtual perimeter along with the tradi-
tional notion of a search warrant.  It seeks cell phone location in-
formation that is stored by third-party companies and identifies 
everyone at a location (provided that they have a cell phone and it 
is turned on) during a particular time.  In other words, law enforce-
ment officials use a geofence search warrant to target a crime scene 
instead of a specific suspect, striving to work backwards in the 
hopes of developing a suspect[.]” Brian L. Owsley, The Best Offense 
is a Good Defense: Fourth Amendment Implications of Geofence War-
rants, 50 Hofstra L. Rev. 829, 833 (2022). 
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A 

Geofence warrants served on Google follow a three-step 
process, but that’s only because Google has required law enforce-
ment to follow its own three-step internal procedures.  See United 
States v. Chatrie, 590 F. Supp. 3d 901, 914 (E.D. Va. 2022).  See also 
Haley Amster & Brett Diehl, Against Geofences, 74 Stan. L. Rev. 385, 
389 (2022) (“In response to increasing government requests for in-
formation, Google has crafted a three-step, self-directed process for 
law-enforcement officials trying to obtain user data.”).  A former 
Google legal specialist explained in the Chatrie case that the com-
pany “instituted a policy of objecting to any warrant that failed to 
include deidentification and narrowing measures”—e.g., the com-
pany’s own three-step process.  See Declaration of Sarah Rodriguez, 
D.E. 96-2 at ¶ 5, United States v. Chatrie, No. 3:19cr130 (E.D. Va.). 

Google’s ability to comply with geofence warrants has his-
torically relied on a feature called Location History (LH). Google 
developed the three-step “narrowing protocol” to comply with 
geofence warrants reliant on LH data “[i]n light of the significant 
differences between [cell site location information (CSLI)] and 
Google LH data”—namely that LH data “can be considerably more 
precise” than CSLI.  See Brief for Google LLC as Amicus Curiae Sup-
porting Neither Party Concerning Defendant’s Motion to Suppress 
Evidence from a “Geofence” General Warrant, 2019 WL 8227162, 
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at 15, 17, filed in United States v. Chatrie, No. 3:19cr130 (E.D. Va.) 
(Google Amicus Brief).1 

As described in Chatrie, 590 F. Supp. 3d at 914–16, here’s how 
Google’s three-step process works.  At step one, “law enforcement 
obtains legal process compelling Google to disclose an anonymized 
list of all Google user accounts for which there is saved LH infor-
mation indicating that their mobile devices were present in a de-
fined geographic area during a defined timeframe.”  Google Amicus 
Brief at 17.  Once Google returns the anonymized list, “the govern-
ment reviews the anonymized production version to identify the 
anonymized device numbers of interest.”  Id.  At step two, law en-
forcement can compel the company to provide additional infor-
mation outside the initial search parameters.  See id.  See also Chatrie, 
2024 WL 3335653, at *3 (explaining that at step two, “the original 
geographical and temporal limits no longer apply,” and “for any 
user identified at [s]tep [o]ne, law enforcement can request infor-
mation about his movements inside and outside the geofence over 
a broader period”).  At step three, “the government can compel 
Google to provide account-identifying information for the anony-
mized device numbers that it determines are relevant to the inves-
tigation”—typically, Gmail address and the first and last name pro-
vided on the account.  See Google Amicus Brief at 19. 

 

1 CSLI is the data that was at issue in Carpenter v. United States, 585 U.S. 296 
(2018). 
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B 

It may be true, as some noted, that “Google’s process has 
effectively become the current way geofence warrants are carried 
out.”  Orin Kerr, The Fourth Amendment and Geofence Warrants: A 
Critical Look at United States v. Chatrie, The Volokh Conspiracy 
(Mar. 11, 2022), https://reason.com/volokh/2022/03/11/the-
fourth-amendment--and-geofence-warrants-a-critical-look-at-
united-states-v-chatrie.  But there are at least three reasons why the 
Google paradigm cannot generally describe how law enforcement 
authorities will seek, or how judges will word, geofence warrants 
for other providers or how those other providers will respond to 
such warrants. 

First, we only know how Google processes geofence war-
rants and how many it receives because Google has chosen to share 
process details and related data.  One recent law review article sum-
marized Google’s publicly available data this way: 

According to data released by Google, geofence war-
rants “recently constitut[ed] more than 25% of all 
[U.S.] warrants” received by the company. Google 
disclosed that it received 982 geofence-warrant re-
quests in 2018. . . . In 2019, the number of geofence 
warrants received by Google increased by a further 
755% over the previous year to 8,396.14 In 2020, the 
last year for which specific statistics are publicly avail-
able at the time of writing, Google received 11,554 
geofence warrants. 
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Amster & Diehl, Against Geofences, 74 Stan. L. Rev. at 389–
90. 

There is some data available regarding other companies, but 
it is marginal.  For example, Apple publishes some data on how 
many geofence warrants it receives, but also states that it “does not 
have any data to provide” in response to them.  See Apple Transpar-
ency Report: Government and Private Party Requests, January 1–June 30, 
2023 at 17–18 (last accessed Jul. 15, 2024), www.apple.com/le-
gal/transparency/pdf/requests-2023-H1-en.pdf (reporting that Ap-
ple received 16 geofence warrant requests in the first half of 2023). 

No other company’s processes or data is as well-known or 
well-understood as Google’s.  We know that companies like Apple, 
Uber, Lyft, Microsoft, and Yahoo have received geofence warrants, 
but the details about how they respond are sketchy.  See generally 
Emily Brodner, Navigating the Terrain of Geofence Warrants, 7 Ariz. 
L.J. Emerging Tech. 2, 4–5 (2024) (describing what is known about 
Uber, Lyft, Microsoft, and Yahoo).  We also don’t know if any fed-
eral or state enforcement authorities adhere to any specific proto-
col(s) when they serve geofence warrants on companies other than 
Google.  In short, we don’t have enough information to say that 
there is a standard or across-the-board paradigm for geofence war-
rants. 

Second, in December of 2023 Google limited its ability to 
comply with geofence warrants by changing the way location data 
is stored.  See Marlo McGriff, Updates to Location History and New 
Controls Coming Soon to Maps, Google: The Keyword (Dec. 12, 2023) 
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(explaining that Google users’ location history data will now be 
stored on each user’s device and, when backed up on the cloud, 
will be encrypted “so no one can read it, including Google”); Cha-
trie, WL 3335653, at *43 (Wynn, J., dissenting) (“Ironically, court 
decisions like this one could also hinder legitimate law enforce-
ment efforts.  Shortly after oral arguments in this case, Google—
apparently predicting the majority opinion's flawed reading of Car-
penter—shut down the technology that permits geofence intru-
sions, thereby reducing the potential for legitimate investigatory 
uses of this innovative technology, even with a warrant.”).  But it 
is unclear whether this change will prevent Google from comply-
ing with geofence warrants going forward.  See Brodner, Navigating 
the Terrain of Geofence Warrants, 7 Ariz. L.J. Emerging Tech. at 3–4 
(“Google continues to collect and store substantial amounts of lo-
cation data through other means and will likely still be able to re-
spond to geofence warrants.   For instance, even if Location History 
is saved on the user’s device, Google’s privacy policy states: ‘Loca-
tion History doesn’t impact how location information is saved or 
used by Web & App Activity or other Google products, e.g., based 
on your IP address.  You may still have other settings that save lo-
cation information.’ Despite the policy change, Google is likely still 
equipped to respond to geofence warrants.”). 

Third, Google’s three-step process may guide some 
geofence responses, but there is no meaningful guarantee that this 
process will always be followed.  Though “all geofence warrants 
provide a search radius and time period, they otherwise vary 
greatly.”  Note, Geofence Warrants and the Fourth Amendment, 134 
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Harv. L. Rev. 2508, 2514 (2021).  And even Google noted in its ami-
cus brief in Chatrie that at step two it may be compelled to provide 
additional information outside the initial search parameters.  See 
Google Amicus Brief at 18 (“[L]aw enforcement can compel Google 
to provide additional contextual location coordinates beyond the 
time and geographic scope of the original request.”).  Bounds, 
therefore, are sometimes pushed: 

Some, for example, will expand the search area by 
asking for devices located “outside the search parame-
ters but within a ‘margin of error.’” They also vary in 
the evidence that they request. Some ask for an initial 
anonymized list of accounts, which law enforcement 
will whittle down and eventually deanonymize. Oth-
ers ask for lists of all implicated users, their phone 
numbers, IP addresses, and more. 

Note, Geofence Warrants, 134 Harv. L. Rev. at 2514–15.  “Google 
purports to ‘always push back on overly broad requests,” but it is 
“unclear how Google determines whether a request is ‘overly 
broad.’”  Id. at 2515 & n.67.2 

2 In at least one case where a geofence warrant was issued to Google, law 
enforcement authorities devised a modified two-step process to narrow the 
list of individuals whose data they would obtain.  See In re Search of Information 
that is Stored at the Premises Controlled by Google LLC, 579 F. Supp. 3d 62, 87 
(D.D.C. 2021) (“[A]ny overbreadth concerns raised by the requested geofence 
are further addressed by the warrant’s two-step search procedure, which en-
sures identifying information associated with devices found within the 
geofence will be produced only pursuant to a further directive from the 
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In sum, geofence warrants do not typically play out in a cer-
tain way. 

C 

The court says that “there is no evidence in the record to 
support [Mr. Davis’] claim that the geofence warrant required 
Google to search every existing Google account.”  But the court is 
mistaken on this point.  As the Fourth Circuit recognized, Google 
does have to search every one of its accounts in order to comply 
with a geofence warrant for a particular location during a specific 
time window.  See Chatrie, 2024 WL 3335653, at *2 (“Google does 
not keep any lists like this on-hand.  So it must first comb through 
its entire Location History repository to identify users who were 
present in the geofence.”).   

Indeed, that Google has to look at all of its accounts is a mat-
ter of public record—one that Google has explained in detail in 
court filings.  See Google Amicus Brief at 19 (“Google has no way to 
identify which of its users were present in the area of interest with-
out searching the LH information stored by every Google user who 
has chosen to store that information with Google.”) (emphasis 
added).  See also Rodriguez Declaration at ¶ 7 (“Google must con-
duct the search across all LH data to identify users with LH data 
during the relevant timeframe, and run a computation against 
every set of stored LH coordinates to determine which records 

Court.”).  So even for Google geofence warrants the three-step process is not 
always followed.   
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match the geographic parameters in the warrant. Google does not 
know which users may have such saved LH data before conducting 
the search and running the computations.”).  The literature on 
geofence warrants also demonstrates that Mr. Davis’ assertion is 
correct.  See, e.g., Note, Geofence Warrants, 134 Harv. L. Rev. at 2515 
(“[B]ecause it has no way of knowing which accounts will produce 
responsive data, Google searches the entirety of Sensorvault, its lo-
cation history database, to produce an anonymized list of the ac-
counts—along with relevant coordinate, timestamp, and source in-
formation—present during the specified timeframe in one or more 
areas delineated by law enforcement.”);  Amster & Diehl, Against 
Geofences, 74 Stan. L. Rev. at 401 n.74 (“Geofence warrants do not 
necessarily limit the data searched to the subset of users actually 
present in the geofence.  Depending on how a corporation indexes 
data, all accounts may need to be queried to identify records that 
match the warrant’s specified place and time.  This is the case for 
Google, which has stated that its database is structured such that it 
requires a search of all users to produce the initial data dump.”). 

Sgt. Faggert, who requested the geofence warrant in this 
case, seemed to understand the breadth of his requested search.  As 
the magistrate judge explained, “[Sgt.] Faggert testified that this 
first set of results could have included anyone within the specified 
geographical coordinates and timeframe who possessed a cellular 
device enabled with Google’s location capabilities.”  D.E. 138 at 7.  
Specifically, Sgt. Faggert recognized that “the warrant ask[ed] 
Google to search its database for users that are identified in that 
area with the established parameters for information,” and agreed 
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that “the reason a geofence warrant is requested is because law en-
forcement cannot identify a suspect at the time of the investiga-
tion.”  D.E. 120 at 12. 

Finally, the magistrate judge’s report, which was adopted by 
the district court, details the three-step process as it was explained 
in the warrant.  See D.E. 138 at 5–6.  Step one, mirroring Google’s 
own language, provides that “Google shall query location history 
data based on the Initial Search Parameters.”  D.E. 138 at 5.  Based 
on what we know, it is not clear to me how Google could be ex-
pected to comply with step one—to find which accounts (and 
thereby potentially which users) were present within the geofence 
during the specified time period—without searching all accounts 
to see which ones fell into the “Initial Search Parameters.”  After 
all, Google cannot know, without first reviewing all of its accounts, 
which ones satisfy the search parameters.   

In sum, Mr. Davis is correct in asserting that Google 
searches all of its accounts in order to respond at step one to a 
geofence warrant which seeks to learn which users were within a 
particular geographic location during a specific period of time.  

D 

The court characterizes the six searched areas as “public lo-
cations.”  I’m not sure this is completely accurate.  It is true that 
there is no evidence in the record that any of Mr. Davis’ own pri-
vate spaces (such as a business or home) was electronically 
searched, but at least some of the six searched areas included 
homes and private businesses.  Sgt. Faggert acknowledged as much 
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at the evidentiary hearing on the motion to suppress.  See D.E. 120 
at 22–24 (testifying that homes are present in some of the specified 
areas).  For example, Location 3 covered the following geographic 
area, which clearly and visibly included houses: 

 

D.E. 131-14 at 3, 7 (warrant requesting a geofence with the initial 
parameters of the third location as “[b]etween 01/23/2020 at 2106 
hours Central Time or 01/24/2020 at 0306 hours UTC and 
01/23/2020 at 2146 hours Central Time or 01/24/2020 at 0346 
hours UTC located within the geographical region bounded by and 
within the geographical radius of 100 meters of (32.350394, -
86.234718)”). 

So, though the geofence warrant here may not have impli-
cated Mr. Davis’ dwelling—the “first among equals” for purposes 
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of the Fourth Amendment, Florida v. Jardines, 569 U.S. 1, 6 (2013)—
the record shows that some people’s homes and businesses were 
within the geographic areas that were the subject of the warrant.  I 
leave for another day the constitutional implications of this reality, 
but I do not think it is correct to characterize the areas targeted 
here as purely public.  Cf. Elizabeth N. Jones, Crim Pro, Rewired: 
Why Current Police Practices Require Candor in the Classroom, 21 Seat-
tle J. Social Justice 541, 562 (2023) (“If one’s home is within a police-
generated geofence location, can the data from a cell phone inside 
the house be gathered?”). 

II 

The magistrate judge concluded that Mr. Davis had not 
shown that “any of his data was in the parameters” of the search 
undertaken by Google in response to the geofence warrant.  See 
D.E. 138 at 19.  That statement, however, is only partly correct.  
Nevertheless, I conclude that the geofence warrant here did not 
cause an invasion of Mr. Davis’ privacy in the Fourth Amendment 
sense so as to warrant suppression. 

A 

As a general matter, a defendant seeking to suppress evi-
dence under the Fourth Amendment must show that he had an ex-
pectation of privacy in the place searched.  See Rawlings v. Kentucky, 
448 U.S. 98, 104 (1980) (“Petitioner, of course, bears the burden of 
proving not only that the search of Cox’s purse was illegal, but also 
that he had a legitimate expectation of privacy in that purse.”); 
United States v. Harris, 526 F.3d 1334, 1338 (11th Cir. 2008) (“The 
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accused bears the burden of demonstrating a legitimate expecta-
tion of privacy in the area searched.”).  For Mr. Davis, that required 
some evidence that he had a Google account such that Google’s 
step one search would have required a review of his account. 

In the district court, Mr. Davis claimed that he possessed a 
Google account, but that assertion was made only in his reply to 
the government’s response to his motion to suppress, see D.E. 110 
at 1, or by his counsel to the magistrate judge, see D.E. 135 at 58, 
and was not supported by any testimony of his own.  “[A]bsent a 
stipulation or agreement, unsupported factual statements in a 
memorandum of law do not constitute evidence[.]” McKenny v. 
United States, 973 F.3d 1291, 1302 (11th Cir. 2020).  The same goes 
for counsel’s “factual assertions at a . . . hearing.”  United States v. 
Washington, 714 F.3d 1358, 1361 (11th Cir. 2013). 

Mr. Davis did not take the stand at the suppression hearing.  
And because there was no testimony from him that he had a 
Google account, the magistrate judge concluded that he did not 
show “that any of his data was in the parameters of the Google . . . 
search” or that “a device that was associated with his data was 
somehow searched or seized.”  D.E. 138 at 19. 

This conclusion, however, was only partially correct.  At the 
suppression hearing, Sgt. Faggert testified that he had requested a 
search warrant for multiple Gmail accounts belonging to Mr. Da-
vis.  See D.E. 120 at 46 (testimony); D.E. 131-11 (FBI 302 report ex-
plaining that a search warrant was issued for several Gmail ac-
counts).  And he confirmed that “Mr. Davis was a Google 
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subscriber or account holder.”  D.E. 120 at 46–47.  This testimony 
was sufficient to establish that Mr. Davis had one or more Google 
accounts and that, as a result, his accounts were reviewed by 
Google at step one of its response to the geofence warrant.  Those 
accounts, though, were not the subject of Mr. Davis’ motion to 
suppress.   

B 

Under the exclusionary rule, “evidence seized as the result 
of an illegal search may not be used by the government in a subse-
quent criminal prosecution.”  United States v. Martin, 297 F.3d 1308, 
1312 (11th Cir. 2002).  The evidence that Mr. Davis sought to sup-
press was not information related to or gleaned from his own 
Gmail accounts with Google.  Instead, Mr. Davis asked the district 
court to suppress the evidence obtained from Google at step three 
of the geofence warrant showing that a device with an accessed 
Gmail account—described as the “Yonna Gmail account—that he 
was not associated with was located in a sedan that the suspect  
used to depart the area of a robbery on January 23, 2020.  See D.E. 
138 at 8–9 & n.11. 

In order for Mr. Davis to successfully mount a Fourth 
Amendment challenge based on a protected expectation of privacy, 
he had to at least show that he owned or used the “Yonna Gmail 
account” or that he borrowed or used the cellphone which had that  
account open within the time periods specified in the geofence 
warrant.   See Rawlings, 448 U.S. at 104.  But Mr. Davis did not tes-
tify to either of these matters at the suppression hearing, and 
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therefore failed to carry his burden on expectation of privacy.  Cf. 
United States v. Gibson, 996 F.3d 451, 462 (7th Cir. 2021) (expressing 
skepticism that the defendants had a Fourth Amendment expecta-
tion of privacy given that “[t]here was no evidence . . . that either 
defendant personally possessed or used the -5822 phone during the 
90-day tracking period” or “ever used the phone for personal, ra-
ther than commercial, purposes”); United States v. Beaudion, 979
F.3d 1092, 1099 (5th Cir. 2020) (explaining a defendant’s assertion
that he sometimes used his girlfriend’s phone for personal activities
did not confer a reasonable expectation of privacy when “[t]here
[wa]s no indication that [he] ever used or possessed the phone out-
side of [his girlfriend’s] presence”); United States v. Dore, 586 F.
App’x 42, 46 (2d Cir. 2014) (“As Dore conceded below, he did not
submit an affidavit establishing that the cell phones in question be-
longed to him or that he had a subjective expectation of privacy in
them. Nor did Dore assert a privacy interest in the cell phones in
some other manner. Consequently, Dore does not have standing
to assert Fourth Amendment rights in those phone records.”).

The court goes further and says that “[e]ven if a person has 
a privacy interest in the data on his own phone, he does not have 
that interest in the data on someone else’s phone.”  I’m not sure 
this dicta is correct.  A person can open up his or her own data (say, 
for example, a Gmail account or an app) using a cellphone bor-
rowed from someone else, and it seems to me that such a person 
may maintain an expectation of privacy in the data.  In any event, 
because Mr. Davis presented no evidence suggesting that he used 
the “Yonna Gmail account” or borrowed the cellphone which had 
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the account open, there is no need to discuss any other aspects of 
the privacy question. 

C 

I have concerns about the lack of particularity in the 
geofence warrant issued in this case, largely for the reasons set out 
in Chatrie, 590 F. Supp. 3d at 927–36, and in In re Search of Infor-
mation Stored at Premises Controlled by Google, 481 F. Supp. 3d 730, 
740–56 (N.D. Ill. 2020).  I also have concerns about the fact that the 
geofence warrant that was filed with the clerk of court was not the 
same version that Sgt. Faggert served on Google.  See D.E. 138 at 
11. But because Mr. Davis lacks a protected expectation of privacy
in the “Yonna Gmail account” and in the cellphone which accessed
that account, I do not reach these issues.

III 

I concur in the judgment as to Part III.A and join the rest of 
the court’s opinion. 
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United States Court of Appeals 
For the Eleventh Circuit 

____________________ 

No. 23-10184 

____________________ 

UNITED STATES OF AMERICA, 

 Plaintiff-Appellee, 

versus 

JOHNNIE LEEANOZG DAVIS, 

 Defendant- Appellant. 

____________________ 

Appeal from the United States District Court 
for the Middle District of  Alabama 

D.C. Docket No. 2:21-cr-00101-MHT-JTA-1
____________________ 

ON PETITION(S) FOR REHEARING AND PETITION(S) FOR 
REHEARING EN BANC 
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Before WILLIAM PRYOR, Chief  Judge, and JORDAN and BRASHER, Cir-
cuit Judges. 

PER CURIAM: 

The Petition for Rehearing En Banc is DENIED, no judge in 
regular active service on the Court having requested that the Court 
be polled on rehearing en banc. FRAP 35. The Petition for Rehear-
ing En Banc is also treated as a Petition for Rehearing before the 
panel and is DENIED. FRAP 35, IOP 2. 
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  1 EXAMINATION INDEX

  2 NATHAN M. FAGGERT

  3 DIRECT BY MR. DUFFEY   7
CROSS BY MR. DAVIDSON  49

  4 REDIRECT BY MR. DUFFEY  62

  5 * * * * * * * * * * * * * *

  6 (The following proceedings were heard before the Honorable 

  7 Jerusha T. Adams, United States Magistrate Judge, at  

  8 Montgomery, Alabama, on Tuesday, May 3, 2022, commencing at 

  9 9:06 a.m.)

 10 (Call to Order of the Court) 

 11 THE COURT:  Good morning.  The Court calls the case of 

 12 United States versus Davis, case number 2:21cr101-MHT-JTA.  

 13 We are here this morning for a suppression hearing on 

 14 defendant's motion to suppress evidence, which is document 

 15 number 110.  

 16 Let's start by confirming the appearance of counsel, 

 17 starting with the government.

 18 MR. DAVIDSON:  Kevin Davidson for the United States.

 19 THE COURT:  Good morning, Mr. Davidson.

 20 MR. DAVIDSON:  Good morning, Your Honor.

 21 MR. DUFFEY:  Jeff Duffey for defendant Johnnie Davis.

 22 THE COURT:  Good morning, Mr. Duffey.

 23 MR. DUFFEY:  Good morning, Your Honor.

 24 THE COURT:  And good morning, Mr. Davis.

 25 THE DEFENDANT:  Good morning, Your Honor.
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  1 THE COURT:  Mr. Davis, I want to remind you that if at 

  2 any point you need to speak with your attorney during this 

  3 hearing, you are, of course, entitled to do so.  So please say 

  4 so or wave your hand so that I can recognize you and you can be 

  5 placed in a breakout room with Mr. Duffey and you can speak to 

  6 him in confidence.  Do you understand, sir?

  7 THE DEFENDANT:  Yes, ma'am.

  8 THE COURT:  I don't want you to forget that you have 

  9 the ability to speak with Mr. Duffey privately.

 10 THE DEFENDANT:  Yes, ma'am.

 11 THE COURT:  Now, I need to take up a housekeeping 

 12 matter, which I have discussed with counsel previously, but I 

 13 need to raise it again today.  And that is the fact that this 

 14 matter is set for trial before Judge Thompson for June 30th, 

 15 2022.  

 16 I have read all of the briefs and case law in this 

 17 case.  It is a very interesting issue, which as all counsel are 

 18 aware, is a novel issue in this circuit, and it's complex, and 

 19 so it's going to require time.  

 20 I've talked to Judge Thompson about this trial being 

 21 continued, and he has informed me that he will consider a motion 

 22 to continue and urges the parties to file the motion as soon as 

 23 possible.  So we need to ensure that the parties are going to 

 24 give the Court plenty of time to consider this novel issue.  

 25 I'll hear response from you, Mr. Duffey.
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  1 MR. DUFFEY:  Yes, Your Honor.  I would need to consult 

  2 with my client, but I think we would be okay with that.  But I 

  3 just need to double check.

  4 THE COURT:  Mr. Davidson, I know you indicated 

  5 previously that the government is interested in filing a motion 

  6 to continue.

  7 MR. DAVIDSON:  Potentially, Your Honor.  Certainly I 

  8 would have no objection to a motion from defense counsel, but 

  9 certainly I understand the time line and how I think it's 

 10 problematic to fully go through an analysis from yourself and 

 11 later Judge Thompson on this issue in a manner where the parties 

 12 are able to know, in sufficient advance of trial, what evidence 

 13 we're going to be allowed to present at trial.  

 14 So I certainly have no objection.  Then I'll talk with 

 15 Mr. Duffey about who's filing the motion, but I would have no 

 16 objection.

 17 THE COURT:  Thank you, Mr. Davidson.  Thank you for 

 18 stating you would talk to Mr. Duffey.  I encourage the parties 

 19 to talk with each other.  The motion to continue trial needs to 

 20 be filed this week.  

 21 I want to remind you all as well that with the trial 

 22 being set for June 13th, that means that a plea deadline under 

 23 Rules 11(c)(1)(A) or (c)(1)(C) would be quickly approaching, and 

 24 Mr. Davis would not have the benefit of a ruling on the 

 25 suppression motion before the plea deadline expired.
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  1 MR. DUFFEY:  Your Honor, may I?  I've got -- I really 

  2 need to talk to Mr. Davis before -- I think we're okay, but I 

  3 don't know if I can do that through a breakout room now.  

  4  Let me tell the Court my situation.  I have some 

  5 medical issues going on.  And it turns out I have got to have 

  6 surgery tomorrow, and I've got to go to the hospital this 

  7 afternoon after this hearing to have some tests done.  So I'm -- 

  8 I understand that it may give me some physical limitations for a 

  9 few days.  I'm not sure I can get to the jail and see him by 

 10 Friday.  If I could consult with him in a breakout room now, I 

 11 think I could get something done in the late afternoon, but I'm 

 12 not sure I can go see him prior to Monday.

 13 THE COURT:  Well, first of all, Mr. Duffey, I'm sorry 

 14 to hear that you are having some physical and medical 

 15 challenges.  And certainly I'm going to give you time now to 

 16 talk to Mr. Davis in a breakout room because this is a 

 17 significant issue for the Court.  This is a complex issue of a 

 18 constitutional challenge to a geofence search warrant.  That has 

 19 not been addressed in the Eleventh Circuit or in this Court or 

 20 in many courts at all, so it's something that requires a lot of 

 21 time and consideration and is a priority for me.  

 22 So I'm going to give you some time to speak with 

 23 Mr. Davis before we proceed with the hearing, and then you can 

 24 come back and hopefully advise me as to what you're going to do 

 25 so that we can proceed.
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  1 MR. DUFFEY:  Yes, Your Honor.  Thank you.

  2 THE COURT:  Court will be in recess while Mr. Davis and 

  3 Mr. Duffey are placed in a breakout room.

  4 (Recess was taken from 9:12 a.m. until 9:19 a.m., after 

  5 which proceedings continued, as follows:)

  6 THE COURT:  Court is back in session.  

  7 Mr. Duffey, are you ready to proceed?

  8 MR. DUFFEY:  Yes, Your Honor.  And I have consulted 

  9 with Mr. Davis, and he is okay with me filing a motion to 

 10 continue, and I will get that done.

 11 THE COURT:  Thank you, Mr. Duffey.  Thank you, 

 12 Mr. Davis.  

 13 Now, Mr. Davidson, are you ready to proceed on the 

 14 motion to suppress?

 15 MR. DAVIDSON:  I am, Your Honor.

 16 THE COURT:  Please proceed.

 17 MR. DUFFEY:  Your Honor, I believe it's my burden.  May 

 18 I call my first witness?

 19 THE COURT:  Yes, Mr. Duffey.  Please call your first 

 20 witness.

 21 MR. DUFFEY:  We would call Agent Faggert.  And I 

 22 believe the government's providing him.  

 23 NATHAN M. FAGGERT

 24 The witness, having first been duly sworn to speak the 

 25 truth, the whole truth and nothing but the truth, testified as 
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  1 follows:

  2 DIRECT EXAMINATION

  3 BY MR. DUFFEY:

  4 Q. Agent Faggert, YOU testified at the February 10, 2022,

  5 hearing in this case; is that correct?

  6 A. Yes, sir.

  7 Q. All right.  I just want to ask a couple of things about your

  8 background I've probably asked you before, but I just need to do 

  9 it for this record also.  

 10 A. Yes, sir.

 11 Q. What is your current employment?

 12 A. I currently work for the Alabama Securities Commission as a

 13 special agent.

 14 Q. Is that a law enforcement agency?

 15 A. Yes, sir.

 16 Q. And prior to that, where did you work?

 17 A. I worked for the Montgomery Police Department as a task

 18 force officer.

 19 Q. Okay.  And as a task force officer, would that be with the

 20 FBI?

 21 A. Yes, sir.

 22 Q. And is it correct you've been an FBI task force officer

 23 since about 2017?

 24 A. 2016.

 25 Q. 2016.  And you've been working on this investigation
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  1 involving Mr. Davis since that time frame; is that correct?

  2 A. Actively I began working on it approximately -- I believe it 

  3 was 2018 time frame, but I was aware of the investigation that 

  4 was going on prior to that.

  5 Q. And, in fact, up until the time that you left the service as 

  6 a task force agent and got your new job, you were the case agent 

  7 in Mr. Davis's case; is that correct?

  8 A. Yes, sir.

  9 Q. And the case agent, would you define what that is.

 10 A. The agent that's assigned all investigative responsibilities 

 11 of an incident.

 12 Q. Okay.  I want to ask you about some search warrants that you 

 13 obtained as case agent for this case.  Okay?

 14 A. Okay.

 15 Q. Would it be correct to say that during the course of this 

 16 investigation, you probably applied for or received close to 25 

 17 different search warrants or orders to produce information?

 18 A. I'm not sure on the exact number of warrants, but I do 

 19 realize it was a significant amount.

 20 Q. Okay.  I want to -- I gave some exhibits to the prosecution.  

 21 Do they have those exhibits in front you now?

 22 A. Yes, sir.

 23 MR. DUFFEY:  Your Honor, if I may, I don't think the 

 24 government objects.  Could I go ahead and ask that Defendant's 

 25 Exhibits 1 through 8 be admitted?
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  1 MR. DAVIDSON:  No objection.

  2 THE COURT:  Mr. Davidson, did you say you have no 

  3 objection?

  4 MR. DAVIDSON:  Yes, Your Honor.  No objection.

  5 THE COURT:  Thank you.  Defense Exhibits 1 through 8 

  6 are admitted.

  7 Q. (Mr. Duffey, continuing:)  Agent Faggert, let me turn your 

  8 attention to Defendant's Exhibit Number 1.  Could you look at 

  9 that, please.

 10 A. Could you tell me the exhibit, what -- kind of what the 

 11 title of the exhibit is so I know which one it is, sir?

 12 Q. That is the December 4th, 2018, application for search 

 13 warrant.

 14 A. Okay.  I have it, sir.

 15 Q. Okay.  And is that an application for search warrant that 

 16 you applied for in the Middle District of Alabama?

 17 A. Yes, sir, it is.

 18 Q. And then as a result of that application, if you would look 

 19 at Defendant's Exhibit Number 2, which is the actual search 

 20 warrant for December the 4th of 2018, is that the search warrant 

 21 that was issued?

 22 A. Yes, sir, it is.

 23 Q. Okay.  Now, before I get into details about Exhibits 1 and 

 24 2, which is the application for search warrant and the search 

 25 warrant, it's my understanding now that the government or you 
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  1 did not gain any relevant information as a result of that search 

  2 warrant; is that correct?

  3 A. That's correct.

  4 Q. Okay.  So I just want to confirm that any materials -- did

  5 you actually receive materials from Google regarding that search 

  6 warrant and application?

  7 A. Yes, sir, I did.

  8 Q. But your testimony is -- and correct me if I'm wrong -- you

  9 didn't receive anything that was relevant to this case, 

 10 Mr. Davis's case?

 11 A. Could I rephrase my last answer, sir, in reference to not

 12 receiving anything useful?

 13 Q. Yes, sir.

 14 A. I don't remember exactly if we didn't receive any

 15 information at all or if we received information that was not 

 16 useful.  I know at one point during these warrants Google sent 

 17 me a return stating that there were no common devices amongst 

 18 the same location.  But out of this warrant issued on December 

 19 the 4th, there's no information received of investigative value.

 20 Q. Okay.  In other words, any information you received did not

 21 lead to any other information that gave you probable cause to 

 22 arrest Mr. Davis.

 23 A. No, sir, it did not.

 24 Q. Then I'm not going to ask you any other questions about that

 25 particular search warrant and application, and I want to turn 
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  1 now to Defendant's Exhibit 3, which is the application for 

  2 search warrant to Google dated March 9, 2020.  Do you have that 

  3 in front of you?

  4 A. Yes, sir, I do.

  5 Q. And are you familiar with that application?

  6 A. Yes, sir.

  7 Q. And you are the affiant on that application; is that 

  8 correct?

  9 A. Yes, sir.

 10 Q. Now, this application for search warrant went before a 

 11 different judge than Exhibit 1; is that correct?

 12 A. That's correct.

 13 Q. Now, as far as this application for search warrant -- and 

 14 then I will refer you to Exhibit 4, which is the actual search 

 15 warrant that was issued based on that application.  Do you see 

 16 that?

 17 A. Yes, sir.

 18 Q. And do you agree that's the search warrant that was issued 

 19 on March 9, 2020?

 20 A. Yes, sir.

 21 Q. So let me go back to Defendant's Exhibit 3, which is the 

 22 application for the search warrant.

 23 A. Okay.

 24 Q. Now, this appears to be an application for information on 

 25 subscribers to Google; is that correct?
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  1 A. Yes, sir.

  2 Q. Is this what's called a geofence search warrant?

  3 A. Yes, sir.

  4 Q. And can you explain to the Court what a geofence search

  5 warrant is.

  6 A. A geofence search warrant is a tool utilized by law

  7 enforcement to identify Google users in a specific area.  It is 

  8 identified by providing latitude and longitude coordinates to 

  9 Google as well as a radius and as well as a time frame for 

 10 parameters.  Google -- the warrant asks Google to search its 

 11 database for users that are identified in that area with the 

 12 established parameters for information.

 13 Q. Okay.  Is it correct that the reason a geofence warrant is

 14 requested is because law enforcement cannot identify a suspect 

 15 at the time of the investigation?

 16 A. That would be a good statement.  Yes, sir.

 17 Q. Okay.  And would it also be a correct statement that

 18 Defendant's Exhibits 1 and 2 were also a geofence application 

 19 for search warrant and search warrant?

 20 A. Yes, sir.

 21 Q. Was the December 4, 2018, application for search warrant the

 22 first time you had ever applied for a geofence search warrant?

 23 A. Yes, sir, I believe so.

 24 Q. Okay.  And was the March 9, 2020, search warrant

 25 application, was that the second time you had ever applied for a 
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  1 geofence search warrant?

  2 A. Yes, sir, it would have been.

  3 Q. Now, how did you know about a geofence search warrant?  It's 

  4 kind of a novel type of search warrant.  How did you know it 

  5 personally?  How did you know about this?

  6 A. Just through training and being in the law enforcement 

  7 community.  You know, as law enforcement investigators, we talk 

  8 amongst each other.  We talk about new techniques.  We get 

  9 updates.  We know about new rulings and whatnot, new techniques 

 10 that are out there.  And when we see a new technique we may 

 11 like, we want to reach out to that person that has experience 

 12 utilizing that technique, and they'll tell us about it.

 13 Q. Okay.  Did you actually talk to anyone at Google prior to 

 14 requesting the geofence search warrant in this case?

 15 A. No, sir.

 16 Q. If you will look at Defendant's Exhibit 3, page 2, I believe 

 17 that's where your affidavit starts; is that correct?

 18 A. Yes, sir.

 19 Q. In the first paragraph you reference Title 18 USC 2703; is 

 20 that correct?

 21 A. Yes, sir.

 22 Q. That's part of the Stored Communications Act?

 23 A. I would have to get out the criminal code and look.  I would 

 24 assume it is if I quoted it like this in here.

 25 Q. Well, you've requested a 2703 order before without a search 
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  1 warrant, haven't you?

  2 A. Without a search warrant?

  3 Q. Yes.  You've just requested just a basic 2703 order rather 

  4 than getting a search warrant before, haven't you?

  5 A. Yes, sir, I believe I have.

  6 Q. Okay.  Was it your understanding that the reason that you 

  7 had to apply for a search warrant in a geofence case is that 

  8 Google notified law enforcement that they would not cooperate 

  9 with any 2703 orders; that it must be a search warrant rather 

 10 than a 2703 order.  Is that correct?

 11 A. I would assume so, because this is the template we were 

 12 given at the direction of FBI headquarters if we're searching -- 

 13 if we're going for this type of warrant.  And if we're looking 

 14 for this type of information, we have templates that we go off 

 15 of that have already been used in the past.  So this is what I 

 16 was recommended to use to present to the courts for the warrant.

 17 Q. Okay.  Now, if you turn over to page 2 and 3 of Exhibit 3, 

 18 Defendant's Exhibit 3, I believe you give some background 

 19 information about what type of information Google has.  Can you 

 20 kind of summarize that?  I'm not asking you to read it, but just 

 21 kind of summarize why you are asking a court to allow you to get 

 22 information from Google in this case.

 23 A. Well, essentially, it's summed up in the last sentence:  

 24 That I know subjects utilize electronics and media storage to 

 25 communicate with coconspirators and to store information which 
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  1 can further show elements of planning criminal acts.  So we were 

  2 seeking information from Google to try to determine who the 

  3 perpetrators were.

  4 Q. Okay.  Well, Google is an internet company, isn't it?

  5 A. Yes, sir.

  6 Q. Google provides all types of services for its subscribers;

  7 is that correct?

  8 A. Yes, sir.

  9 THE COURT:  Mr. Duffey, I just want to remind you that 

 10 this is a direct examination.

 11 MR. DUFFEY:  Yes, Your Honor.

 12 Q. So how does one obtain an account with Google?

 13 A. Well, based on my own personal experience, you know, with

 14 Google, you just go to Google's www.gmail.com and fill out the 

 15 account application form like you do on many email web sites or 

 16 any other type of internet service web site that's free of 

 17 charge.  You type in your name, email, phone number, the email 

 18 address you want it to be or user name, then you type in a 

 19 password to create an account.

 20 Q. And what kind of email accounts does Google have?  In other

 21 words, what's it called?

 22 A. I don't understand your question, sir.  Could you rephrase?

 23 Q. I'm just referring to page 3 of your affidavit.  Is that a

 24 Gmail account?  Is that a Google account?

 25 A. Oh, yes, sir.  Yes, sir.  So it would end with @gmail.com.
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  1 That is one type of Gmail account -- one time of Google account.

  2 Q. Would anyone that has a Gmail account be a subscriber to

  3 Google?

  4 A. Yes, sir.  That's correct.

  5 Q. And at page 5 of your affidavit, of Exhibit 3, you reference

  6 a cellular phone known as an Android.  What do you mean by an 

  7 Android phone?

  8 A. So they're used -- most common, there are two types of

  9 phones in the United States.  There's an iPhone, which is 

 10 produced by Apple, and then there's an Android device, which 

 11 operates off the Android operating system.  So, for example, 

 12 Apple operates off the IOS operating system, and the Android 

 13 device utilizes Google services to operate.

 14 Q. If a person was using an Android telephone, would they have

 15 a Google account?

 16 A. They may not necessarily have a Google account assigned to

 17 them, but they would have Google information on that phone 

 18 because an Android phone requires Google to operate because it 

 19 utilizes Google applications.  So the simple answer would be 

 20 most likely they would have a Google account because when they 

 21 buy that phone or receive that phone and set the phone up, 

 22 during the activation process they may input their information 

 23 to Google.

 24 Q. Would Google actually monitor or collect information from an

 25 Android phone?
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  1 A. I don't know exactly what Google does.  But based on this

  2 warrant that I issued, knowing that Google does track certain 

  3 services that subscribers use, depending on the services they 

  4 use and depending on the settings they have set on their phone, 

  5 they could.

  6 Q. Now, in this particular case, did you have any information

  7 that the suspect -- I'm getting ahead of myself.  

  8 What was your other probable cause for getting the search 

  9 warrant in this case?  Was it based upon some federal crimes 

 10 that were being committed?  

 11 A. Yes, sir.  There were car jackings and business robberies

 12 being committed.

 13 Q. Did you have any information that the suspect or suspects in

 14 that case were using cellular telephones?

 15 A. Let me review my first paragraph on my probable cause

 16 statement real quick.  At the time, I did not know if they were 

 17 utilizing cellular phones.  

 18 Q. Now let me refer you to attachment A to Exhibit 3.

 19 A. Okay.

 20 Q. Can you tell the Court what that is in relation to what you

 21 were requesting in your application.  

 22 A. So based on the investigation and a review of video

 23 surveillance from the crimes, we were able to establish six 

 24 different locations where the suspect was located at during the 

 25 crimes based on video surveillance that was captured from LPRs 
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  1 and red light cameras and things of that nature and business 

  2 video surveillance and residential video surveillance.  

  3 We then established a time line, and then we established a 

  4 route in which the individual traveled.  So these six locations 

  5 are -- three of them are locations where the car jacking 

  6 occurred.  Location two is the business robbery location, and 

  7 location three is the location where the vehicle that was car 

  8 jacked was dumped after the car jacking.  Locations four, five, 

  9 and six is the route that the perpetrator took from the location 

 10 of the car jacking to the business robbery and to the site of 

 11 the dumped vehicle location.  

 12 So we split it up into six different locations because of 

 13 the different parameters and the different geographical 

 14 locations throughout town for Google so they would better 

 15 understand what we were actually looking for.

 16 Q. And I want to ask you about the time frames that you put in

 17 these locations.  What was the average time frame in number of 

 18 hours were you looking for?

 19 A. So, for example, location number one, I stated from 2057

 20 hours Central Time to 2127 hours Central Time.  So that would be 

 21 30 minutes.  Location two was 30 minutes.  Location three 

 22 appeared to be 40 minutes.  Location four was 15 minutes, 

 23 location five was 15 minutes, and location six was 30 minutes.  

 24 So anywhere between 15 minutes to 40 minutes.

 25 Q. Let's look at location one.  You said 2057 hours; is that
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  1 correct?

  2 A. Yes, sir.

  3 Q. In regular time, what time is that?

  4 A. 8:57 p.m.

  5 Q. And then you say or 0257 hours.  What is regular time for

  6 that?  

  7 A. It should be 8:57 p.m., because that's UTC time.

  8 Q. Okay.  And then you have similar time frames also in that

  9 same paragraph of location one.  That appears to compute to a 

 10 six-hour time frame.  Am I wrong on that?

 11 A. It says from 2057 hours Central Time to 2127 hours Central

 12 Time.  That's only 30 minutes.  So we were providing Google both 

 13 Central Time and UTC time.

 14 Q. Okay.

 15 A. So we're not going from Central Time to UTC time.  We're

 16 going from Central Time to Central Time.  We provided both 

 17 time -- both time zones and both formats.

 18 Q. Okay.  And so each one of these locations would have a

 19 geographic area; is that correct?

 20 A. Yes, sir.

 21 Q. And I believe -- for example, location one, you put 100

 22 meters.

 23 A. It was -- well, the geographical area is the one outlined by

 24 the latitude coordinate ending in 32 and the -- I mean, 

 25 beginning in 32, and the longitude coordinate beginning in 
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  1 negative 86, with a radius around that of 100 meters.

  2 Q. Okay.  So turn to --

  3 THE DEFENDANT:  I would like to consult with my 

  4 attorney for one second, one moment.

  5 THE COURT:  Mr. Davis, are you requesting to speak to 

  6 your attorney in private?

  7 THE DEFENDANT:  Yes, ma'am.

  8 THE COURT:  Thank you.  Court will be in recess so that 

  9 Mr. Davis can speak privately to Mr. Duffey.

 10 (Recess was taken from 9:42 a.m. until 9:45 a.m., after 

 11 which proceedings continued, as follows:) 

 12 THE COURT:  We're ready to proceed, Mr. Duffey?

 13 MR. DUFFEY:  Yes, Your Honor.

 14 THE COURT:  Thank you.  Court is back in session.  

 15 Please proceed.

 16 Q. (Mr. Duffey, continuing:)  Okay.  Agent Faggert, if you

 17 would go to attachment B to Defendant's Exhibit 3.  Do you see 

 18 that?

 19 A. Yes, sir.

 20 Q. Would you tell us what that is.

 21 A. What I'm looking at on attachment B is a map of the Ann

 22 Street area in the city of Montgomery.

 23 Q. Does that have any -- attachment B, does it have any

 24 relation to any of the locations in attachment A?

 25 A. Yes, sir.  It should be -- let me take a look.  It's either
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  1 going to be location four, five, or six.  

  2 What we also did for Google to help them understand and give 

  3 them a visual representation, a general idea of where we're 

  4 looking at that are outlined by the latitude and longitude 

  5 coordinates of the polygon, we provided them a map with a 

  6 rectangle around the road to ensure that they were searching the 

  7 right area.  So the latitude-longitude coordinates, they would 

  8 probably be location number four since that's the first time 

  9 zone -- or that's the earliest time, and we know that that was 

 10 the route that the suspect took immediately following the car 

 11 jack.  So that would have been our first geographical area of a 

 12 route that we were searching.

 13 Q. So if you look back at attachment A, there are no references 

 14 to attachment B or C in locations one through four -- or one 

 15 through three; is that correct?

 16 A. Not on one through three, there's no reference to  

 17 attachment B.

 18 Q. Okay.  So if we go back to attachment B, that would be -- 

 19 for lack of a better term, is that a neighborhood in Montgomery, 

 20 Alabama?

 21 A. No, sir.  That is Ann Street.  That is a commercial area 

 22 where Walmart, Chick-Fil-A, Popeye's Chicken, several gas 

 23 stations.  If you notice, there's a rectangle around Ann Street 

 24 from the site of -- from the intersection of Highland Avenue and 

 25 Ann Street southward all the way to the intersection of 
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  1 Interstate 85 and Ann Street.  And I've noticed here in 

  2 attachment A that on location four, attachment B is for location 

  3 four.  That's the last sentence in that paragraph, sir.

  4 Q. Okay.  All right.  So it's your testimony there are no 

  5 residential areas within attachment B, within that location; is 

  6 that correct?

  7 A. Well, just broadly looking at attachment B, according to the 

  8 rectangle, it is the business area.  We did not veer very far 

  9 off because we only asked for a 40-meter radius.  So there may 

 10 be a house or two, maybe more, located along Ann Street, but it 

 11 is not in a neighborhood.  It is along Ann Street.

 12 Q. So what are you asking in your affidavit for the Court to 

 13 allow you to do in relation to attachment B?

 14 A. To search for Google users along Ann Street during that 

 15 specific time frame.

 16 Q. Would that include anyone who is driving in a car or sitting 

 17 in an office building?

 18 A. Yes, sir.

 19 Q. Would it include anyone sitting in a motel room or 

 20 apartment?

 21 A. Yes, sir.

 22 Q. Let me reference you to attachment C, which I believe is the 

 23 next page to Exhibit 3.  And I believe you stated that's another 

 24 location that you listed?

 25 A. Yes, sir.
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  1 Q. What is that area?  Is that a residential area or a business 

  2 area?

  3 A. Neither.  It is the interstate.  It is Interstate 85 that 

  4 stretches from Ann Street all the way to Perry Hill Road.

  5 Q. Okay.  This area that you're asking Google to search, does 

  6 it include areas other than just the interstate highway itself?

  7 A. The radius we included on that one as well was 40 meters.  

  8 So it may pick up some devices that are along neighborhoods that 

  9 back up to the interstate, or it may not.  I am not sure how 

 10 close Google actually searched in reference to that 40 meters 

 11 because the interstate curves, and depending on exactly how 

 12 Google wrote their algorithm to search that area, it may pick up 

 13 a few houses along the interstate that back up.  

 14 Does that answer your question, sir?

 15 Q. Yes.  

 16 Could Google also pick up devices or subscribers outside 

 17 that specific area that you designated in attachment C?

 18 A. I do not know the answer to that.

 19 Q. Okay.  But attachment C would also indicate that Google 

 20 could pick up information from whatever was within that area, 

 21 which could include -- it could be a house, it could be an 

 22 apartment, it could be a hotel or a vehicle; is that correct?

 23 A. Yes, sir.

 24 Q. And then attachment D.  Can you tell us what that is.

 25 A. It is a route as well along Alderpoint Drive, which is the 
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  1 route that the suspect took after fleeing the business robbery 

  2 to the site of the dump location, and it goes through a 

  3 residential neighborhood.  

  4 Q. So would that be mainly a residential neighborhood?

  5 A. Yes, sir, it is.

  6 Q. So anything that Google would pick up from subscribers would

  7 be from anyone that's in that residential neighborhood; is that 

  8 correct?

  9 A. I wouldn't say within that neighborhood, but within the

 10 radius prescribed -- within the radius that was listed in the 

 11 warrant along that route.

 12 Q. Would it pick up anyone walking down the street if they were

 13 within that radius?

 14 A. Yes, sir, if they were -- if they had the settings on their

 15 phone to where Google could access that.

 16 Q. Would they have to be a Google account holder for Google to

 17 pick up that information?

 18 A. Yes, sir.

 19 Q. Now let's go to attachment E, which is the next page.  Do

 20 you see that in Exhibit 3?

 21 A. Yes, sir.

 22 Q. Can you explain what that is.

 23 A. It is the items to be seized and searched by Google.

 24 Q. Okay.  Can you go -- essentially, there are four paragraphs;

 25 right?

PATRICIA G. STARKIE, RDR, CRR, OFFICIAL COURT REPORTER
U.S. District Court, Middle District of Alabama

One Church Street, Montgomery, AL  36104    334.322.8053

24

Case 2:21-cr-00101-MHT-JTA   Document 120   Filed 05/05/22   Page 24 of 72

68



  1 A. Yes, sir.

  2 Q. Could you just go through each paragraph and explain what 

  3 that means.  In other words, what does paragraph one mean?

  4 A. So we're asking Google to query their location history data 

  5 based on the search parameters that we provided them in the 

  6 attachment A, the search warrant.  

  7 And then for number two --

  8 Q. Let me stop you there.  So are you relying on Google to make 

  9 that query, or is there some way that you can check to make sure 

 10 they're making that query?

 11 A. Google has to do it.  I don't have access to Google's 

 12 systems.

 13 Q. What about number two?

 14 A. For each location point recorded within the initial search 

 15 parameters, Google should produce anonymized information 

 16 specifying the corresponding unique device ID with a time stamp, 

 17 coordinates, display radius, and data source.  

 18 So they're providing -- they should provide law enforcement 

 19 an anonymized number for each -- or they should provide us an 

 20 anonymized list containing numbers for each account that are 

 21 within those search parameters.

 22 Q. And how does Google provide that anonymized list?

 23 A. They send it to us in an Excel sheet, and it is just a long 

 24 list of numbers.  The numbers do not -- law enforcement does not 

 25 know what the numbers mean.  Each individual number is a 
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  1 different user that Google labels.  

  2 For example, if -- I'll use myself as an example.  Let's say 

  3 I have a Google account, and I was in that search area.  

  4 Google's not going to provide law enforcement my Google user ID.  

  5 Google provides just a random number that only Google knows that 

  6 that belongs to me.  So Google provides law enforcement a list 

  7 of numbers that are in no way, shape, or form related to the 

  8 user that law enforcement or the public knows.  So from that 

  9 list, law enforcement then proceeds to step number three.

 10 Q. Well --

 11 A. We --

 12 Q. I'm sorry.  I interrupted you.

 13 A. I think I'm going to jump ahead.  I'll let you go ahead, 

 14 Mr. Duffey.

 15 Q. Okay.  Correct me if I'm wrong, but is that particularized 

 16 to any specific person, or is it -- is this just everyone they 

 17 see in that area?

 18 A. It's everyone they see in that area with a Google account.  

 19 But the number that Google provides law enforcement for that 

 20 user is not the user ID that law enforcement can just go online, 

 21 the public web, and look up.  So, for example, you know, each 

 22 individual Google user has a user ID.  You can use open source 

 23 research to figure out who has user IDs.  Google does not 

 24 provide the actual user ID.  They provide an anonymized number 

 25 to law enforcement.
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  1 Q. So what happens to that anonymized list that you receive 

  2 from Google pursuant to the search warrant?

  3 A. So law enforcement then starts their investigation from the 

  4 data they receive from Google, and we narrow down the accounts 

  5 or the anonymized numbers that we're interested in.  

  6 What we are interested in in this case is the same user 

  7 being at more than one location; for example, we're looking for 

  8 a user that was at the car jacking location there during the 

  9 time of the robbery, traveling along the suspect's route, being 

 10 at the business location, traveling along the route that the 

 11 suspect took after the robbery, and then being at the location 

 12 of where the car jacked vehicle was recovered.  In other words, 

 13 the dump location.  

 14 So we were looking for the same user at all of these 

 15 locations during the prescribed time.  That would produce 

 16 another lead for law enforcement to investigate.

 17 Q. Look at the second sentence of paragraph three.

 18 A. Yes, sir.

 19 Q. And tell me what that means.  Because it indicates that you 

 20 may request additional information or additional location 

 21 coordinates for a time period that falls outside your target 

 22 location.  Tell us what that means.

 23 A. Well, it was exactly as you stated, sir.  So if additional 

 24 information for a given device ID is needed, in order to 

 25 determine whether that device is relevant to the investigation, 
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  1 we as law enforcement could request to Google to provide 

  2 additional location coordinates for that time period that fall 

  3 outside of that location.

  4 Q. Does that mean that you can ask for additional information 

  5 that's outside these coordinates that you've already submitted 

  6 to Google?

  7 A. Yes, sir.  That's what it states in the warrant.

  8 Q. And you get to make that decision yourself?  You don't have 

  9 to go to a judge and ask the judge to expand the location area?

 10 A. Not at the time of when this warrant was issued.

 11 Q. Did you, in fact, do that in this case involving Mr. Davis 

 12 in step three?

 13 A. I believe we did, sir.

 14 Q. And let's look at paragraph four.  What does that mean?

 15 A. So once we identify our user account that we're interested 

 16 in, following up on a lead, what paragraph four allows us to do 

 17 is request subscriber information from Google.  And that is the 

 18 step in which Google actually identifies who the individual is 

 19 that registered that account.  

 20 So nobody's known or tied to any of the accounts in steps 

 21 one, two, or three, until we narrow it down to such a small 

 22 field of people that -- or small field of accounts that Google 

 23 will provide us the subscriber information to identify 

 24 individuals.

 25 Q. Does that mean that you're not going to go back to a judge 
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  1 and ask for a search warrant to get that identifying 

  2 information?  That you can do that yourself without a judge 

  3 ordering it?

  4 A. Well, it's part of the warrant.  It's part of the items to 

  5 be seized and searched as the process.

  6 Q. So it's your opinion the warrant just gave you the authority 

  7 to do that?  Is that what you're saying?  And I don't want to 

  8 put words in your mouth, but I'm just asking.

  9 A. Yes, sir.  As outlined in the warrant, when we reach the 

 10 part of the investigation to identify an account, we request 

 11 that subscriber information from Google.

 12 Q. Let's turn to Defendant's Exhibit 4, which is the actual 

 13 search warrant that was issued in this case.  And that was a 

 14 search warrant I believe for March 9, 2020; is that correct?

 15 A. Yes, sir.

 16 Q. So let me refer you to the -- I guess the search and seizure 

 17 warrant itself.  Does it reference any attachments?

 18 A. Yes, sir.  Attachment A and attachment B.

 19 Q. All right.  And did you serve the search warrant once it was 

 20 signed and issued to you?

 21 A. Yes, sir.

 22 Q. And how did you serve the search warrant?

 23 A. It would have been through the Google LERS system, the law 

 24 enforcement -- I don't remember what the R stands for, but I 

 25 think it's relationships -- system.  It's a portal set up for 
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  1 law enforcement to where you serve subpoenas, search warrants, 

  2 and things of that nature to Google.

  3 Q. If you will look at the attachments referenced on Exhibit 4, 

  4 I believe it says attachment A; is that correct?

  5 A. Yes, sir.

  6 Q. And, again, what was attachment A?

  7 A. It should be the property to be searched.  Is that what 

  8 you're showing, sir?

  9 Q. If you go back and look at Defendant's Exhibit 3, attachment 

 10 A, is that property to be searched?

 11 A. Yes, sir.

 12 Q. Would that be the same attachments that's referenced on the 

 13 search and seizure warrant, attachment A?

 14 A. Yes, sir, it should be.

 15 Q. The search and seizure warrant also references attachment B.  

 16 And what was attachment B, again?

 17 A. Attachment B is the route along Ann Street.  Well, that's 

 18 attachment B on Exhibit 3.  I do not have a copy of attachment B 

 19 with the search and seizure warrant in front of me, sir.

 20 Q. Are there any attachments to the Defendant's Exhibit 4, 

 21 which is the search and seizure warrant?

 22 A. I do not have any in front of me, sir.

 23 Q. Well, there's not any attached to Exhibit 4, are there?

 24 A. No, sir.

 25 Q. Do you know whether or not those attachments were actually 
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  1 part of the search warrant that you sent to Google?

  2 A. Yes, sir, they would have been, because I wouldn't have been 

  3 able to serve the warrant through the LERS database if I didn't 

  4 provide the attachments.  They would not have provided a 

  5 response within my parameters if I would not have.

  6 Q. And let me represent to you, this is the only copy of the 

  7 search warrant I have, and my copy that you are looking at, 

  8 Exhibit 4, does not have any attachments attached to it.  Is 

  9 there any explanation for that?

 10 A. I do not know, sir.

 11 Q. Okay.  In looking at Exhibit 4, is there any reference to 

 12 attachments C, D, or E?

 13 A. No, sir.

 14 Q. So those attachments would not have been served with the 

 15 search warrant; is that correct?

 16 A. I would have to go back and look at the documentation I have 

 17 in the case file to see exactly what was served to Google.  But 

 18 according to attachment four, it only says see attachment B.

 19 Q. Well, if it's not listed in the search warrant, you couldn't 

 20 serve it with the search warrant, could you?

 21 A. Could you restate your question, sir?

 22 Q. If an attachment is not referenced in the search warrant 

 23 itself, then you could not serve that attachment legally with 

 24 the search warrant, could you?

 25 A. If it's not listed.  But I'm not sure what exactly 
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  1 attachment B is in Exhibit 4, because I do not have it in front 

  2 of me.

  3 Q. Okay.  Well, would it be different from attachment A or B 

  4 that's in the application for search warrant in Exhibit 3?

  5 A. I do not know.  I would be guessing right now.

  6 Q. Okay.  At this point, do you recall exactly what you served 

  7 on Google?

  8 A. No, sir.  I do not recall exactly what I served on Google.

  9 Q. Do you recall whether or not you served attachment E to 

 10 Exhibit 3, which are the items to be seized and searched?

 11 A. I do not recall.  I only have page 1 and page 2 of Exhibit 4 

 12 in front of me, showing what I executed.

 13 Q. Do you have a copy of the one that you actually executed?

 14 A. There should be one in the case file.

 15 Q. Okay.

 16 MR. DUFFEY:  Your Honor, could we ask that he provide 

 17 through the prosecutor us a copy of that?

 18 THE COURT:  Mr. Davidson?

 19 MR. DAVIDSON:  Your Honor, certainly I will, the first 

 20 chance I get, look and find what Mr. Duffey's requesting and get 

 21 it to him.

 22 THE COURT:  Thank you.

 23 Q. (Mr. Duffey, continuing:)  Agent Faggert, let me refer 

 24 you -- do you also have the government exhibits in front of you?

 25 A. Yes, sir.
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  1 Q. Can you look at Exhibit 2, Government Exhibit Number 2?

  2 A. Yes, sir.

  3 Q. Can you look at Exhibit 2, Government Exhibit 2, and compare 

  4 that to Defendant's Exhibit 4?  Would you look at both of those, 

  5 please.

  6 A. Yes, sir.  I've got them in front of me.

  7 Q. Do those appear to be the exact same search warrants?

  8 A. They're the same format to an extent.  So, for example, on 

  9 Exhibit 2, the one labeled -- 

 10 You're referencing Exhibit 2; is that correct, Mr. Duffey?

 11 Q. I'm sorry.  I'm referencing Exhibit 4, Defendant's Exhibit 

 12 4, if you would compare that to Government Exhibit 2.

 13 A. Right.  Okay.

 14 MR. DUFFEY:  Your Honor, while he's looking at that, I 

 15 just realized, I don't think Exhibit 2 is into evidence.  May I 

 16 ask that it be admitted into evidence, Government Exhibit 2?  

 17 THE COURT:  Well, it's the government's exhibit, 

 18 Mr. Duffey, not yours.  But also, even though it's not admitted 

 19 into evidence, of course, you can compare them.

 20 MR. DUFFEY:  I just didn't want to cross a line and 

 21 talk about something that I wasn't allowed to, so I was just 

 22 checking.

 23 THE COURT:  I understand.  Of course, if Mr. Davidson 

 24 wants to have his exhibits preadmitted at this time, we can do 

 25 that, but that would be up to Mr. Davidson.
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  1 MR. DAVIDSON:  Your Honor, the government would offer 

  2 Exhibits 1 and 2 into evidence.

  3 THE COURT:  Any objection, Mr. Duffey?

  4 MR. DUFFEY:  No, Your Honor.

  5 THE COURT:  Government's Exhibits 1 and 2 are so 

  6 admitted.

  7 Q. (Mr. Duffey, continuing:)  Agent Faggert, have you now 

  8 compared Defendant's Exhibit 4 with Government Exhibit 2?

  9 A. Let me make sure I know what I'm looking -- let me make sure 

 10 we're on the same sheet of music, Mr. Duffey.  Could you tell me 

 11 what your Exhibit 2 is, like, which search and seizure warrant?  

 12 Which judge signed it and on what date?  That way I can make 

 13 sure I'm looking at the right one.

 14 Q. The Government Exhibit 2 I have is issued on March 9, 2020, 

 15 at 11:23 a.m., it looks like by Magistrate Judge Walker.

 16 A. Okay.  All right.  Got that one.  All right.  And what's 

 17 Exhibit 4 for you?

 18 Q. Okay.  Defendant's Exhibit 4 has the same date, time, and 

 19 signature; is that correct?

 20 A. And is it a search and seizure warrant as well?

 21 Q. Do you have it in front of you?

 22 A. Yes, sir.  I'm looking at a search and seizure warrant 

 23 issued on March 9, 2020, by Judge Walker.

 24 Q. Yes.

 25 A. And that's Exhibit 4?
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  1 Q. Yes.

  2 A. Okay.  And what's Exhibit 2 for you, Mr. Duffey?

  3 Q. Well -- 

  4 THE COURT:  Be clear for the record, please.  Defense 

  5 Exhibit 4 and Government Exhibit 2.  Please identify the 

  6 parties' exhibit when referring to the exhibits.

  7 MR. DAVIDSON:  Your Honor, if I may for a second.  I 

  8 have in front of Agent Faggert what is Government Exhibit 2.  I 

  9 don't have a sticker on it, which I think is causing the 

 10 confusion.  But I have in front of him the same thing that I 

 11 sent across as Government Exhibit 2.  Then I have pulled up on 

 12 the computer in front of him Mr. Duffey's emailed exhibit, 

 13 Defense Exhibit 4.

 14 THE COURT:  Thank you, Mr. Davidson.

 15 THE WITNESS:  That clears it up, Your Honor.  Sorry for 

 16 the confusion.

 17 Q. Okay.  So my question is, are those the same documents?

 18 A. Yes.

 19 Q. Exhibit -- okay.

 20 A. Yes, sir, they appear to be the same documents.

 21 Q. Just to be clear, Defendant's Exhibit 4 and Government 

 22 Exhibit 2 are the same documents; is that correct?

 23 A. Yes, sir.

 24 Q. All right.  Does Government Exhibit 2 that you have before 

 25 you have any attachments attached to it?
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  1 A. No, sir.

  2 Q. Let me go back to Defendant's Exhibit 3, which is the 

  3 application for search warrant.  And I'm going to reference you 

  4 to attachment E.  Do you see that?

  5 A. Yes, sir.

  6 Q. Now, if attachment E was not served on Google, how would 

  7 they know how to respond to the search warrant?

  8 A. It may have been served to them through the LERS system, and 

  9 it may not have been listed on attachment B, or it could have 

 10 been relabeled in the actual search warrant as something else.  

 11 I would have to go back and look at the actual search warrant in 

 12 the case file to decipher that.

 13 Q. Did you have any conversations with anyone at Google when 

 14 you served the search warrant?

 15 A. No, sir.  Google will not answer the telephone to anybody 

 16 hardly.  I've tried multiple times in my career to contact 

 17 somebody at Google, and they will only communicate with you via 

 18 email.

 19 Q. Did you get any returns from Google as a result of the 

 20 search warrant being served on Google for March 9, 2020?

 21 A. Yes, sir.

 22 Q. Let me refer you to Defendant's Exhibit Number 5.  Do you 

 23 have that in front of you?

 24 A. Not yet, Mr. Duffey.  We're locating it.

 25 MR. DAVIDSON:  Mr. Duffey, would you remind me what 
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  1 Exhibit 5 is?

  2 MR. DUFFEY:  That is the return from Google on the 

  3 search warrant, and there's a 302 that begins the exhibit, June 

  4 18, 2020.

  5 MR. DAVIDSON:  All right.  I'm trying to pull it up on 

  6 my computer.

  7 A. All right, sir.  I have it in front of me.  

  8 Q. Okay.  Let me refer you to the first page of Defendant's 

  9 Exhibit 5.  Can you tell us what that is?

 10 A. It's the -- the very first page is labeled as a -- it's an 

 11 FBI 302 dated June 18, 2020.  It states that on March 10, 2020, 

 12 I served a search warrant to Google through the LERS portal, and 

 13 that they provided returns to me in a three-step process via the 

 14 Google LERS portal.  And then it outlines when I received 

 15 returns through step one, step two, and then step three.  And 

 16 then there's an attachment and what's called a 1-A that contains 

 17 all the returns from Google.

 18 Q. Okay.  And the FBI 302, is that a form that you authored or 

 19 you created?

 20 A. It should have been.  Let me scroll down and take a look.  

 21 Yes, sir, it is.

 22 Q. Let me refer you to the paragraph that says step one returns 

 23 received that you just testified about.  Do you see that?

 24 A. Yes, sir.

 25 Q. And then it says a step two request was sent through Google 
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  1 by email.  What does that mean?

  2 A. So if you go back to the warrant to -- let me find the 

  3 appropriate page number and attachment.  I believe it's   

  4 Exhibit 4.  If you go to the page attachment E -- and we 

  5 referenced this earlier in my testimony -- there's four steps or 

  6 there's four paragraphs here.

  7 Q. Let me stop you just a second.  Could you look at that 

  8 again?  Could that be Exhibit 3 instead of Exhibit 4?

  9 A. It's the application for the search warrant signed by Judge 

 10 Walker dated March 9, 2020, sir.

 11 Q. Okay.  Go ahead.  I'm sorry to interrupt you.

 12 A. So if you go to attachment E, and there's four paragraphs 

 13 there, this would be between paragraphs two and three.

 14 Q. So what would you have put in that step two request to 

 15 Google?

 16 A. Let me take a look.  There should be an email in here that 

 17 states exactly what I sent them.

 18 Q. When you say "in here," you're not talking about Exhibit 5, 

 19 are you?

 20 A. I don't know if it's in this Exhibit 5 or if it would have 

 21 just been in the case file.  Essentially, what would have been 

 22 in step -- a step two request would have been after we narrowed 

 23 down the large pool of accounts that we received back from 

 24 Google, we sent back another list requesting more specific 

 25 information for the geographical locations of that data.
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  1 Q. When you say a list, is that a list of identifying 

  2 information or what kind of list?

  3 A. It's just the random number Google assigns -- assigns to the 

  4 user that still prevents law enforcement from knowing who the 

  5 user actually is.  It is still an unknown number.  It's just a 

  6 number that's internally tracked by Google.

  7 Q. Is that a list that is prepared by you and submitted to 

  8 Google?

  9 A. It would have been Special Agent J. Berni.  So he would have 

 10 created the list.  And I don't recall if -- either he sent it or 

 11 I sent it, or I sent it and he was cc'd on it.  J. Berni is the 

 12 analyst that -- he's the agent that's trained to analyze all of 

 13 this data when it comes in.

 14 Q. If you look on down again at the 302, which is page 1 of 

 15 Defendant Exhibit 5, the next paragraph indicates a step three 

 16 request was sent at some point.  What does that mean?

 17 A. Step three would have probably been the point at which we 

 18 request the subscriber information for the accounts that we're 

 19 interested in to produce law enforcement leads for the 

 20 investigation.

 21 Q. How many different subscriber informations did you receive?

 22 A. Three.  

 23 Q. And were all three of those relevant to your investigation?

 24 A. At that time, they were.

 25 Q. Okay.  And did you investigate information regarding those 
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  1 three subscribers?

  2 A. Yes, sir.

  3 Q. And did that information lead you to focus on Mr. Davis in 

  4 this case?

  5 A. Well, at that time we were also reviewing LPR footage from 

  6 neighborhood cameras, and that's how we were able to develop 

  7 Mr. Davis as a suspect based on the LPR camera or based on the 

  8 Google account being in the same location as the LPR device that 

  9 captured the tag number.

 10 Q. Did you get an email -- and I believe it was yanna@gmail, 

 11 Y-A-N-N-A.  Was that one of the emails -- identifying emails you 

 12 received?

 13 A. Yes, sir.  It would have been Yanna, and there would have 

 14 been some numbers after Yanna, and then @gmail.com. 

 15 Q. Did you investigate that email and determine whether that 

 16 was relevant to your case?

 17 A. Yes, sir.

 18 Q. Is that email a reason how you developed Mr. Davis as a 

 19 suspect in this case?

 20 A. It led to the development of him as a suspect at that time.

 21 Q. What about the other two identifying information you 

 22 received?  Did those lead you to a suspect in this case?

 23 A. No, sir.

 24 Q. Did you determine that those people had nothing at all to do 

 25 with any of the crimes you were investigating?
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  1 A. Once we determined a link to Mr. Davis with a tag number 

  2 that coincided with the LPRs around the parameters of the crime, 

  3 we no longer looked into the other two email accounts.

  4 Q. But you had the identifying information for those two email 

  5 accounts; is that correct?

  6 A. Yes, sir.

  7 Q. Then we come to the next page of Defendant's Exhibit 5.  Can 

  8 you tell us what that is.  

  9 A. It's essentially a cover letter from Google, stating that 

 10 they did their search according to the specifications in the  

 11 warrant, and -- right.  It's just a cover letter stating that 

 12 Google completed the search warrant request.

 13 Q. Okay.  And what is that particular response dated and who is 

 14 it from, which is the second page of Defendant's Exhibit 5?  

 15 A. It's dated June 2nd, 2020, and it's from Catalina, last 

 16 named spelled I-B-A-R-G-U-E-N.

 17 Q. With what company?

 18 A. Google.

 19 Q. Okay.  If you'll look at that particular page that you just 

 20 testified about, the June 2nd, 2020, letter, is that a letter to 

 21 you?

 22 A. Yes, sir, it is.

 23 Q. The second paragraph indicates that this letter is 

 24 responsive information.  What does that mean to you?

 25 A. It's responsive to the search warrant that was issued.
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  1 Q. In looking at that, does it indicate -- there's also a 

  2 certificate of authenticity attached to it; is that correct?

  3 A. That's correct.

  4 Q. And there is attachment A to that certificate.  What is 

  5 that?  We're looking at the fourth page of that letter.

  6 A. Those are hash values for production files.  It essentially 

  7 states that when Google provided the files and when they moved 

  8 them from their computer into the portal, that that value -- 

  9 that hash value dictates that the file format -- not the format, 

 10 but the file data has not changed.

 11 THE COURT:  One second, Mr. Duffey.  

 12 Mr. Davis, you had your hand up?

 13 THE DEFENDANT:  I would like to talk to Mr. Duffey one 

 14 second.  I'm sorry.  I mean --

 15 THE COURT:  Very well.  Court will be in recess so that 

 16 Mr. Davis may speak with his attorney.

 17 MR. DAVIDSON:  Your Honor, can I ask that it just be at 

 18 least long enough for me to run and get a drink of water, just a 

 19 minute or two?  

 20 THE COURT:  We will not resume until everyone has 

 21 returned.  Thank you, Mr. Davidson.

 22 MR. DAVIDSON:  Thank you, Your Honor.

 23 (Recess was taken from 10:24 a.m. until 10:37 a.m., after 

 24 which proceedings continued, as follows:) 

 25 THE COURT:  Okay.  Court is back in session.  
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  1 Mr. Duffey, please proceed.

  2 MR. DUFFEY:  Yes, Your Honor.  I don't see 

  3 Mr. Davidson.  

  4 MR. DAVIDSON:  I'm right here.

  5 MR. DUFFEY:  Okay.

  6 Q. (Mr. Duffey, continuing:)  Agent Faggert, I was asking you 

  7 about Defendant's Exhibit 5.

  8 A. Yes, sir.

  9 Q. And if you will look, I think I was asking you about 

 10 attachment A to the June 2nd, 2020, letter, Exhibit 5; is that 

 11 correct?

 12 A. That's correct.

 13 Q. In looking at attachment A, how many different locations did 

 14 they respond to you to regarding the search warrant?

 15 A. There were nine, sir.

 16 Q. Didn't you testify earlier that you only specified six 

 17 locations in your application for the search warrant?

 18 A. Yes, sir.  What Google had to do was since some of those 

 19 locations were very long in nature -- for example, all the way 

 20 along Interstate 85 -- in order for Google to search that area, 

 21 they, themselves, had to break that location up into smaller 

 22 locations so they could establish that search and conduct it.  

 23 So when they sent the response back, they sent it back in nine 

 24 different locations.

 25 Q. Is Exhibit 5 the only responses you got from Google 
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  1 regarding this search warrant?

  2 A. Let me take a look, sir.  It appears to be that way, sir.

  3 Q. Okay.  Agent Faggert, I don't see anything in Exhibit 5 that

  4 explains why the locations are different from what was 

  5 requested.  So is there another document somewhere where that 

  6 was explained?

  7 A. It may have been within the portal system, and when we

  8 exported this it may have -- it may have not been on there.  

  9 They could have put it on there.  It's like a note.

 10 Q. What do you mean by -- I'm sorry.

 11 A. I'm reviewing the exhibit right now, sir, just to make sure

 12 it's not in here or to see if it is in here.  

 13 Yes, sir.  I do not see it in here, stating that they split 

 14 it up into nine different locations; but just working with the 

 15 task agent, Special Agent J. Berni, that's common practice for 

 16 them to do that when you have a larger area.

 17 Q. Who gave Google the authority to change the terms of the

 18 search warrant?

 19 A. We weren't giving Google the authority to change the terms.

 20 They were just changing the way they had to search those areas.  

 21 For example, if we had a large rectangular area, which we do 

 22 here, they split that rectangle up into three smaller rectangles 

 23 so they could search it within their system.  Because if they 

 24 searched one huge, large area, their systems may not be able to 

 25 handle that search, and their systems could crash.  
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  1 I do know, based on past experience, when you run large 

  2 search parameters of that nature, the system crashes.  It's 

  3 essentially like when you're trying to go to multiple web sites 

  4 all at one time on your computer, the computer cannot handle it, 

  5 so you have to narrow your search down and then do multiple 

  6 searches until you get the entire parameter searched.

  7 Q. But didn't you testify you've only done one of these kind of 

  8 geofence warrants before?

  9 A. Right.  And I remember when I did that warrant, I remember 

 10 Google called me.  There was an attorney from Google at one 

 11 point, they called me, asking exactly what I was looking for, 

 12 and they asked me to narrow that area down because their 

 13 computers could not handle that search.  So when we got this 

 14 return, we knew that that's probably what had occurred.  And 

 15 when I consulted with Special Agent Berni, he concurred.  

 16 And there may -- there may have been a note inside of the 

 17 Google portal that we received information from stating this.  

 18 I'm not sure at this time.

 19 Q. But you didn't go back to a judge and get -- seek a judge's 

 20 permission to do that; is that correct?

 21 A. No, sir, because we're not searching outside the parameters.  

 22 We're still searching within that radius and within that zone.  

 23 Google is making it smaller.  They're doing smaller batch 

 24 searches to be able to facilitate the search of all of that 

 25 area.
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  1 Q. Aren't you relying on Google to tell you that?

  2 A. Could you repeat that, sir?  I couldn't hear you.

  3 Q. Aren't you relying on Google to tell you that, though?

  4 A. Possibly.  I don't remember.

  5 Q. I mean, you're not the one who's actually doing that search 

  6 of that area.  It's Google doing that search for you, isn't it?

  7 A. That's correct.

  8 Q. And they're doing that, I guess, at your direction or with 

  9 cooperation for the warrant; is that correct?

 10 A. That's correct.

 11 Q. And they are not a law enforcement agency, are they?

 12 A. No, sir.

 13 Q. Are they doing that search at your direction as a law 

 14 enforcement agent?

 15 A. They're doing the search in accordance with the warrant.

 16 Q. Okay.  Let me go now to Defendant's Exhibit 6.  Do you have 

 17 that in front of you?

 18 A. Mr. Davidson's pulling it up now, sir.

 19 Q. When you see that, if you could tell us what it is.

 20 A. It's a 302 documenting myself issuing a search warrant for 

 21 multiple Gmail accounts.

 22 Q. Okay.  And would those be multiple Gmail accounts of the 

 23 defendant, Mr. Davis?

 24 A. Yes, sir.

 25 Q. And does that indicate to you that Mr. Davis was a Google 
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  1 subscriber or account holder?

  2 A. Yes, sir.

  3 Q. Let's go to Defendant's Exhibit 7.  Can you tell us what 

  4 that is.

  5 A. That's a Montgomery Police Department Narcotics and 

  6 Intelligence Bureau evidence property inventory on what was 

  7 taken or what was seized from 2312 Cottingham Drive on November 

  8 the 12th, 2020.

  9 Q. Is that the -- an inventory of property seized during a 

 10 search warrant executed at that Cottingham Drive residence?

 11 A. Yes, sir.

 12 Q. And that is the residence that Mr. Davis was arrested at 

 13 prior to that search; is that correct?

 14 A. Yes, sir.

 15 Q. Do you see on that inventory, it's got number five and six?

 16 A. Yes, sir.

 17 Q. And can you identify what five and six are on the inventory.

 18 A. Number five is an LG phone, cell phone, and number six is an 

 19 LG cell phone.

 20 Q. Okay.  And those LG cell phones are run on the Android 

 21 system; is that correct?

 22 A. I believe so, sir.

 23 Q. And you did testify before, I believe -- and correct me if 

 24 I'm wrong -- that the Android system is picked up by Google as 

 25 far as location information, things of that nature; is that 

PATRICIA G. STARKIE, RDR, CRR, OFFICIAL COURT REPORTER
U.S. District Court, Middle District of Alabama

One Church Street, Montgomery, AL  36104    334.322.8053

47

Case 2:21-cr-00101-MHT-JTA   Document 120   Filed 05/05/22   Page 47 of 72

91



  1 correct?

  2 A. That's correct.

  3 Q. And those were phones of Mr. Davis; is that correct?

  4 A. I don't have a way to distinguish if these were Mr. Davis's 

  5 phones just by looking at this document.  I do not know just by 

  6 looking at this document.

  7 Q. You did seize Mr. Davis's phone; is that correct?

  8 A. Yes, sir.

  9 Q. Okay.  And these are the -- I think there's one other phone 

 10 listed on that list, Exhibit 7; is that correct?

 11 A. Yes, sir.

 12 Q. And these are the phones seized from the residence that you 

 13 had information he was staying at?

 14 A. Yes, sir.

 15 Q. Okay.  Let's turn to Exhibit 8.  If you could look at that, 

 16 please.

 17 A. Okay.

 18 Q. And can you tell us what that is.

 19 A. It's page 1 of an interview transcript that was transcribed 

 20 by staff at Montgomery Police Department.

 21 Q. Was that an interview of Mr. Davis?

 22 A. Yes, sir.

 23 Q. And that was sometime after he was arrested at the 

 24 Cottingham address; correct?

 25 A. Yes, sir.
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  1 Q. And his phone number is listed on that sheet, correct, at

  2 the top?

  3 A. Yes, sir.  I see it now.

  4 Q. And what would that phone number be?

  5 A. 425-1197.

  6 Q. And at some point, that phone number was connected to one of

  7 the Android phones that you investigated; is that correct?

  8 A. I do not know the answer to that off the top of my head.

  9 That analysis was done after I left the FBI.

 10 Q. Okay.

 11 MR. DUFFEY:  Judge, those are all the questions I have.

 12 THE COURT:  Thank you.  Mr. Davidson, 

 13 cross-examination?  

 14 MR. DAVIDSON:  Thank you, Your Honor.

 15 CROSS-EXAMINATION

 16 BY MR. DAVIDSON:

 17 Q. Agent Faggert, if Mr. Davis had a Google enabled device, a

 18 Google account, or an Android device, and it was in -- 

 19 Well, do you know whether it was located within the 2020 

 20 geofence?

 21 A. Yes, sir.

 22 Q. All right.  Do you know whether Google found an account

 23 belonging to Mr. Davis within the geofence?

 24 A. No.  I have no knowledge of Google finding an account that

 25 belonged to Mr. Davis.
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  1 Q. Do you know whether Mr. Davis had a device which had a 

  2 Google account connected to it in some way with him during the 

  3 time he was within the geofence?

  4 (The court reporter interrupted for clarification.)

  5 A. I do not know was the answer.

  6 Q. Now, do you know how -- well, do you know whether Google is 

  7 able to access location information for every Google account in 

  8 the United States?

  9 A. It would depend on the user's settings for their device.

 10 Q. Can you expand on that a little bit.

 11 A. I'm not an expert on Google devices, but I do know that you 

 12 can disable and enable your account settings for Google devices 

 13 to track your location history or to not track your location.

 14 Q. You have an understanding that in order for a Google account 

 15 to ever initially be able to be tracked by Google, that the 

 16 default is that it's not tracked, and that the user has to 

 17 affirmatively click on something within the account to enable 

 18 tracking by Google?

 19 A. Yes.

 20 MR. DUFFEY:  Your Honor, we object unless this is 

 21 within his personal knowledge.

 22 THE COURT:  I'm sorry.  Say that again, Mr. Duffey.  

 23 MR. DUFFEY:  We object unless this is within his 

 24 personal knowledge.  I think he just said he's not an expert on 

 25 these phones, so I don't know if he's guessing or what, so 
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  1 that's why I made that objection.

  2 THE COURT:  Your response, Mr. Davidson?

  3 MR. DAVIDSON:  Your Honor, I don't think it takes 

  4 expert knowledge.  Certainly Officer Faggert can answer the 

  5 question, explaining the extent of his knowledge.

  6 THE COURT:  Objection overruled, Mr. Duffey.  Please 

  7 proceed, Mr. Davidson.

  8 Q. (Mr. Davidson, continuing:)  You can go ahead and answer.

  9 A. While setting up a Google account, there are terms of use in

 10 the user agreement that you must go through.  And within those 

 11 terms of use and in that user agreement, in the fine print there 

 12 should be wording that talks about tracking your location.

 13 Q. Earlier you mentioned Agent Berni with the FBI.  Can you

 14 tell us a little more about what it is Agent Berni does for the 

 15 FBI, or at the time of the 2020 geofence warrant, what he did 

 16 then.

 17 A. So Agent Berni is an agent that is specifically assigned to

 18 do what's called CAST analysis.  That's spelled C-A-S-T.  And 

 19 what that involves is him analyzing cell phone data received 

 20 from search warrants, as well as Google data received from 

 21 search warrants.  A CAST agent is the expert for the FBI that is 

 22 trained in that field to do that analysis, and it is their job 

 23 to assist the case agents in analyzing that data.

 24 Q. Prior to obtaining the 2020 geofence warrant, did you

 25 consult with Agent Berni?
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  1 A. Yes.

  2 Q. Did he have more expertise in the area than you did?

  3 A. Yes.

  4 Q. Based on your conversations with Agent Berni, was Agent

  5 Berni familiar with geofence warrants?

  6 A. Yes.

  7 Q. Did you talk to him about the application that you were

  8 preparing to submit for the 2020 warrant?

  9 A. Yes.

 10 Q. Did he review your draft at some point prior to it going

 11 over to Judge Walker?

 12 A. Yes.

 13 Q. What you sent over to Judge Walker, was that deemed

 14 appropriate by Agent Berni, the CAST team member, prior to you 

 15 sending it over?

 16 A. Yes.

 17 THE COURT:  Mr. Faggert or Agent Faggert, please ensure 

 18 that you speak up.  You seem to be further away from the 

 19 microphone, so we can barely hear you.  Thank you.

 20 Q. Was that last question answer a yes?

 21 A. Yes.  The last response was yes.

 22 Q. All right.  And after consulting Agent Berni, did you

 23 consult the U.S. Attorney's office about seeking the 2020 

 24 geofence warrant?

 25 A. Yes.
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  1 Q. And was there back and forth between yourself and myself

  2 about the warrant prior to it going over to Judge Walker?

  3 A. Yes.

  4 Q. In drafting the affidavit, not only did you consult with

  5 Agent Berni, did you also base your affidavit -- the format of 

  6 it on a go-by that was produced by the Department of Justice?

  7 A. I believe so.  I believe those go-by's would be on the DOJ

  8 web site.  I do know now that's where they are.  I don't recall 

  9 exactly at that time where I received that go-by at.

 10 Q. All right.  So although this was your first -- or the 2018

 11 was your first geofence warrant, for the 2020 warrant you also 

 12 consulted with Agent Berni, and both times you consulted with 

 13 the U.S. Attorney's office; is that right?

 14 A. Yes.

 15 Q. Now, when you got the 2018 warrant, I think you testified

 16 earlier that was Magistrate Judge Borden who signed that 

 17 warrant; is that right?

 18 A. That's correct.

 19 Q. Was there any discussion in obtaining that warrant between

 20 yourself and Judge Borden about any push back at all about the 

 21 procedure that you were proposing in your application to be 

 22 ordered by the judge?

 23 A. No.

 24 Q. So when you applied to Judge Walker in 2020 for another

 25 geofence warrant, was there any push back from Judge Walker at 
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  1 that time about the process you were proposing for the warrant?

  2 A. No.

  3 Q. Was the process essentially the same in the 2020 warrant as

  4 you had already had judicially approved in 2018?

  5 A. Yes.

  6 Q. Were you aware as to whether, prior to the 2020 warrant

  7 being signed, other FBI agents in other investigations around 

  8 the country had obtained geofence warrants?

  9 A. Yes.

 10 Q. So you are aware?  Had they done so?

 11 A. Yes, I was aware they had done so in the past.

 12 Q. Is there anything in your mind that would have given you

 13 reason, at the time of the signing of the 2020 warrant, to doubt 

 14 the validity of the -- the legal validity of the process that 

 15 was being employed in the warrant?

 16 A. No.

 17 Q. Now, Mr. Duffey went through the process.  I'm not going to

 18 go through all that again, but I do want to let you give a 

 19 little more detail as to why you picked the locations that you 

 20 did.  Can you kind of go back to the offense conduct, the 

 21 specific offense conduct you're investigating, and explain why 

 22 you had a geofence that covered the length of the route that you 

 23 did.

 24 A. If you want to get into the specific locations we requested,

 25 location one was the site of the car jacking where an unknown 
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  1 individual produced a firearm and took a victim's vehicle.  So 

  2 that is site one.  We wanted to know which users were in that 

  3 area.  

  4 Location two was the location of the business robbery where 

  5 an unknown individual walked into a gas station, jumped over the 

  6 counter, and produced two firearms and took U.S. currency from 

  7 the business, along with the cashier's wallet that was tucked 

  8 behind the counter.

  9 Q. Let me stop you there for a second and ask.  At the time you 

 10 requested approval for the warrant, did you have any reason to 

 11 believe that the car jacking and the business robbery were 

 12 linked together?  

 13 A. Yes.

 14 Q. And what reason?

 15 A. The vehicle that was stolen from Miriam Street that was car 

 16 jacked is the same vehicle that appeared on video surveillance 

 17 at the gas station during the business robbery.  You can see 

 18 that it's the same vehicle because it's backed into a parking 

 19 spot with a camera that captures the tag number of the vehicle.

 20 Q. Do you recall approximately how much time elapsed between 

 21 the car jacking and the business robbery?

 22 A. Approximately ten minutes.

 23 Q. And how long have you worked and/or lived in the Montgomery 

 24 area?

 25 A. (Inaudible.)
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  1 THE COURT:  Mr. Davidson, I did not hear Agent 

  2 Faggert's response.

  3 A. Approximately 10 years.

  4 Q. Do you have an estimate as to the distance between the car 

  5 jacking and the business robbery?

  6 A. It would be approximately four miles, give or take a little 

  7 bit.  About a seven- to 10-minute drive during traffic.

  8 Q. So we had the same car-jacked vehicle at the business 

  9 robbery.  All right.  Is there anything else you want to add to 

 10 the answer to my question about why you selected the route that 

 11 you did for the geofence?

 12 A. Yes.  So there's video surveillance that captures the 

 13 car-jacked vehicle driving down Ann Street and then turning 

 14 northbound onto Interstate 85.  So that is why we chose the 

 15 parameters for Ann Street and the parameters for Interstate 85.  

 16 We chose location three within that residential 

 17 neighborhood, because that is where the car-jacked vehicle was 

 18 recovered from.

 19 Q. Do you recall when the recovery occurred in relationship to 

 20 the business robbery?

 21 A. Within ten minutes after the business robbery.  Maybe 15.  

 22 Because very shortly after the business robbery, the car was 

 23 located in the middle of the street.

 24 Q. Now, earlier you testified that the amount of time you're 

 25 looking for for each of the locations was as short as 15 minutes 
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  1 and as long as 40 minutes.  Why did you choose those time 

  2 amounts?

  3 A. Well, those were -- during my investigation, those were the

  4 only times that were really needed, that I knew that the suspect 

  5 would be in that location, because that vehicle was spotted -- 

  6 that car-jacked vehicle was spotted along that route.  And we 

  7 knew the exact time that the car jacking occurred, so we went a 

  8 few minutes before the crime occurred to a few minutes after, 

  9 and we did that for each location where we had a video that 

 10 captured whatever is taking place.  That way we could align the 

 11 video surveillance and the crime with what we were actually 

 12 searching for.

 13 Q. Why would it be important to know whether -- to be able to

 14 find devices that were at the car jacking location a few minutes 

 15 prior to the car jacking?

 16 A. To find out who was in that area.  And if that individual

 17 leaves immediately following the car jacking, that would be an 

 18 investigative lead that we need to follow up on to determine if 

 19 they were involved in the crime or not.  So if you have a device 

 20 that's appearing for ten minutes consistently at that location 

 21 of where the car jacking occurred, and then the minute the 

 22 victim calls 911 to report the car jacking, that device is no 

 23 longer in that area, that is a clue for us to follow up on that 

 24 lead.

 25 Q. After Google provided you a list of -- I have trouble saying
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  1 the word, I'll say anonymous numbers that only they have the 

  2 master list to know what Google account goes with each of those 

  3 numbers, can you talk through generally what you do to then 

  4 narrow that list down to a more workable amount of numbers?

  5 A. Sure.  We plot every number -- we plot every account number

  6 along with the geo coordinates where it's located on a map.  And 

  7 each one of them is different, and we look for consistencies 

  8 that coincide with the crime that took place.  

  9 So we're looking for devices that are at the location of the 

 10 car jacking, that are then at the same location, traveling along 

 11 the routes, and then at the location of the business robbery, at 

 12 the location of where the vehicle was recovered.  We're looking 

 13 for a common device at each one.  

 14 When you plot every one of those accounts on a map, their 

 15 latitude, longitude coordinates that Google provided at those 

 16 times, we can create a time line of devices that we need to look 

 17 a little bit further into and follow up on investigative leads.

 18 Q. And once you completed that process, you determined that

 19 there were three accounts that you still believe might be 

 20 relevant to the investigation; is that right?

 21 A. That's correct.

 22 Q. And then you requested and obtained subscriber information

 23 for those three accounts?

 24 A. That's correct.

 25 Q. One of them you said was a Yanna and then some numbers you
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  1 didn't recall off the top of your head @Gmail.com.

  2 A. That's correct.

  3 Q. Do you know who that account was subscribed to?

  4 A. We believe it to be prescribed to Portia Gilbert's daughter.

  5 Q. All right.  Now, the device, did it show up along this 

  6 entire route or only part of the route once you plotted what 

  7 Google gave you back on the locations?

  8 A. The device appeared in the area of Miriam Street prior to 

  9 the car jacking.  It then went and sat at a gas station at 

 10 Highland Avenue and Ann Street.  After the car jacking, the 

 11 device then left and proceeded southbound on Ann Street and then 

 12 proceeded down Interstate 85.  The device then appeared at the 

 13 site of where the car jacked vehicle was dumped after the 

 14 business robbery.

 15 Q. Do I understand that to say that the device connected to 

 16 this Yanna Gmail account did not go to the location of the 

 17 business robbery at the time of the business robbery?

 18 A. That is correct.

 19 Q. But it would coincide with a getaway vehicle that was 

 20 prepositioned for whoever robbed the business?

 21 A. Yes.

 22 Q. Do you have any information as to whether the person who 

 23 robbed the business entered the vehicle that had a device 

 24 connected to this Gmail account?

 25 A. Yes.  There is a video camera located where the vehicle that 
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  1 was car jacked was dumped after the business robbery.  The 

  2 suspect exits the vehicle, runs down the street, and enters the 

  3 front passenger side door of the getaway vehicle.  At that time 

  4 the Google account then starts to ping or show location data 

  5 traveling south down Alderpoint Drive, which coincides with 

  6 video surveillance.

  7 Q. All right.  Did Google give you back any information that 

  8 law enforcement was able to tie in any way directly to 

  9 Mr. Davis?

 10 A. No.  

 11 Q. Essentially, what you gleaned was that a Google account 

 12 which appeared to be connected to the getaway car for the 

 13 robbery was connected to, seemingly, Portia Gilbert?

 14 A. Yes.

 15 Q. Potentially through her daughter; is that right?

 16 A. Yes.

 17 Q. Mr. Duffey asked you about the search warrant that he had 

 18 did not have Exhibits A or B attached.  Do you recall that?

 19 A. Yes, I do.

 20 Q. Now, Mr. Duffey showed you Defense Exhibit 5, which was 

 21 the -- essentially, the returns from Google.  Do you recall 

 22 that?

 23 A. Yes.

 24 Q. Am I correct that within Defense Exhibit 5, Google talks 

 25 about responding to step one, step two, step three of the search 
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  1 warrant?  

  2 A. Yes.

  3 Q. Because step one, step two, step three are not detailed in 

  4 the actual warrant that Mr. Duffey showed you; is that correct?

  5 A. That's correct.

  6 Q. So necessarily, they would have had to have been identified 

  7 in an attachment; is that correct?

  8 A. That's correct.

  9 Q. And I think you testified previously that Exhibit -- I think 

 10 it was E in your application for the 2020 search warrant 

 11 detailed the steps that you were requesting to be used for 

 12 Google to identify the information.

 13 A. Yes.

 14 Q. All right.  And I'm almost done.  

 15 Regarding the nine locations Google sent back returns on, 

 16 you asked for six locations and they came back with nine; 

 17 correct?

 18 A. Correct.

 19 Q. However, your six were based on very specific latitude 

 20 longitude coordinates; correct?

 21 A. Yes.

 22 Q. Google's response, although it was broken into nine parts, 

 23 tracked those same latitude longitude coordinates; correct?

 24 A. Correct.

 25 THE COURT:  I'm sorry.  I did not hear the response 
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  1 from Agent Faggert.

  2 A. Correct.

  3 Q. Google did not provide you with information beyond the 

  4 latitude longitude coordinates detailed in the application for 

  5 the search warrant and then subsequently in the search warrant; 

  6 correct?

  7 A. That's correct.

  8 Q. Just a different way of looking at the data.

  9 A. Yes.

 10 MR. DAVIDSON:  Your Honor, I think that is all the 

 11 questions I have of Agent Faggert.

 12 THE COURT:  Mr. Duffey, any redirect?

 13 MR. DUFFEY:  Yes, ma'am, if I may.

 14 THE COURT:  You may.

 15 REDIRECT EXAMINATION

 16 BY MR. DUFFEY:

 17 Q. Agent Faggert, you were asked whether or not Judge Walker 

 18 gave you any push back on the March 9, 2020, application for the 

 19 search warrant.  Do you remember that question?

 20 A. Yes, sir.

 21 Q. Did you inform Judge Walker that you had previously obtained 

 22 in 2018 a similar geofence warrant from a different judge, and 

 23 that you did not get any relevant information as a result of 

 24 that search warrant being executed?

 25 A. We may have spoken about doing a warrant in the past, but I 
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  1 don't recall the exact conversation I had with her two years 

  2 ago.

  3 Q. You were asked about the -- I believe the word used was 

  4 device for the Yanna Gmail account.  Do you correct that -- is 

  5 that correct?

  6 A. What was the question?

  7 Q. You were asked a question about the Yanna Gmail, and I 

  8 believe you said that you had tracked the device at certain 

  9 locations.

 10 A. Yes, sir.

 11 Q. Okay.  Was that a telephone, cell phone device, or what kind 

 12 of device are you talking about?

 13 A. It should have been a cell phone device.  I believe -- if we 

 14 can go in and look at the returns, I believe Google provides 

 15 what type of device it is on the return that they provide us.  

 16 Q. So that should be in Exhibit 5, Defendant's Exhibit 5?

 17 A. Take a look at Exhibit 5 and see if it was in there.  If 

 18 it's not in there, it may have been in one of the spreadsheets 

 19 that Google provided.

 20 Q. Can you look at Exhibit 5 and see if it's in there?

 21 A. Yes, sir.  We're pulling it up right now.  

 22 No, sir, it's not going to be in Exhibit 5.  It's going to 

 23 be in the spreadsheets that accompanied Google's search warrant 

 24 return.

 25 Q. So would that be attached to the letters that are contained 
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  1 in Defendant's Exhibit 5, is that what you're talking about, or 

  2 is it a separate communication that you received from Google?

  3 A. Well, for example, if you look at -- I'm going to look in 

  4 this exhibit and see where it states it, sir.  

  5 So if you look at the last page on Exhibit 5, attachment A, 

  6 hash values for production files, it's going to be provided in 

  7 one of those production files.  

  8 For example, there are one, two, three zip files.  Inside 

  9 those zip files are these letters, as well as all the Excel 

 10 documents that contain the data.  It's going to be located in 

 11 one of those Excel files.  

 12 Q. So all this information would have been e-mailed to you, or 

 13 was it sent to you on a jump drive or how was it sent?

 14 A. Through the Google LERS portal.  Once you get a link, you 

 15 then download it.

 16 Q. You were asked about whether or not the Yanna Gmail account 

 17 led you to Mr. Davis.  Do you remember that question?

 18 A. Yes, sir.

 19 Q. Isn't it true that that email address led you to search a 

 20 law enforcement database, and that's what led you to Mr. Davis 

 21 initially?

 22 A. Yes, sir.

 23 Q. You were asked about the step process.  Toward the end, I 

 24 believe Mr. Davidson asked you about did Google respond to the 

 25 step process.
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  1 A. Yes, sir.

  2 Q. Okay.  That step process was actually created by Google, 

  3 wasn't it?

  4 A. I believe so.  I would have to defer to Special Agent 

  5 Berni, because it is a process that's different, and he's very 

  6 familiar with it.  That's why I looked towards him for guidance 

  7 on how to issue this warrant and analyze the returns.

  8 Q. Well, I asked you early on today, I believe, sometime ago, 

  9 about the geofence warrants, and I believe you said you had had 

 10 some training through DOJ about the geofence warrants; is that 

 11 correct?

 12 A. No, sir.  I've never received any training through DOJ for 

 13 geofence warrants.  I've just learned about geofence warrants 

 14 through co-workers, through webinars on line, through hearing 

 15 other law enforcement personnel speak about different techniques 

 16 used.  But I've never been to specific training by DOJ on 

 17 geofence warrants.

 18 Q. Did you learn that Google is the author of this step 

 19 process?

 20 A. No, sir.  I've never been to any training where Google -- 

 21 where I've learned Google is the author of this process.

 22 Q. Did you set up this step process yourself?

 23 A. No, sir.

 24 Q. Where did you get it from?

 25 A. I got it from a template.  I don't recall if it was from DOJ 
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  1 or if it was from Agent Berni.  I don't recall.

  2 MR. DUFFEY:  Those are all my questions, Judge.

  3 THE COURT:  Thank you.  

  4 Mr. Davidson, do you have any additional questions?

  5 MR. DAVIDSON:  No, Your Honor.

  6 THE COURT:  Thank you.  

  7 Mr. Duffey, do you have another witness?

  8 MR. DUFFEY:  No, Your Honor.  That's the only witness 

  9 we called.  Nothing further to submit.

 10 THE COURT:  I understand that we have questions 

 11 regarding some documents for -- from this witness, particularly 

 12 the step two and step three requests that were made to Google 

 13 that are not contained in Defendant's Exhibit 5.  Is there a 

 14 plan or proposal to obtain these documents, Mr. Duffey?  How is 

 15 it you plan to address this issue?  

 16 MR. DUFFEY:  Well, I was going to formally request the 

 17 prosecutor produce those documents by letter.

 18 THE COURT:  Does that also relate to the attachments 

 19 for the search warrant that you do not have a copy of?  

 20 MR. DUFFEY:  Yes, Your Honor.

 21 THE COURT:  And then is it your intent to, once you 

 22 obtain those documents, rely on them for the purpose of your 

 23 motion, Mr. Duffey?

 24 MR. DUFFEY:  Yes, Your Honor.  I may, depending on what 

 25 they show.  I certainly may.  

PATRICIA G. STARKIE, RDR, CRR, OFFICIAL COURT REPORTER
U.S. District Court, Middle District of Alabama

One Church Street, Montgomery, AL  36104    334.322.8053

66

Case 2:21-cr-00101-MHT-JTA   Document 120   Filed 05/05/22   Page 66 of 72

110



  1 And I'll represent to the Court, when I moved to unseal 

  2 the search warrants, the clerk's office sent me those search 

  3 warrants.  And what I have -- I'll represent to the Court, what 

  4 I placed in there is what I received from the clerk's office.  

  5 And I've looked at discovery, and I don't see anything else.  So 

  6 that's why I asked the questions.

  7 THE COURT:  Okay.  Mr. Davidson, I'll hear your 

  8 response.

  9 MR. DAVIDSON:  Your Honor, certainly the government 

 10 will start the process today of tracking down each of those 

 11 documents.  I wouldn't think it would be too difficult to find 

 12 attachments A and B to the search warrant, but I will start the 

 13 process today with the FBI to find those.  

 14 As was testified, Officer Faggert is no longer with 

 15 FBI, so it will have to be other people I have to go through to 

 16 have them search their system while I search my system and paper 

 17 files.  But certainly I will keep in contact with Mr. Duffey on 

 18 where we stand on locating those documents.  And as soon as I 

 19 have them in hand, I will email them to Mr. Duffey and call him 

 20 to let him know they're on their way.

 21 THE COURT:  Mr. Davidson, it appears that we also need 

 22 to know how Google obtained the other attachments which are not 

 23 mentioned in that search warrant, attachments C, D, and E.  I 

 24 believe E provides the steps.

 25 MR. DAVIDSON:  Yes, Your Honor.  I will get to the 
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  1 bottom of that also.

  2 THE COURT:  As well as the step requests that were 

  3 provided to Google that Google clearly responded to in Defense 

  4 Exhibit Number 5.

  5 MR. DAVIDSON:  Yes, Your Honor.

  6 THE COURT:  So my next question at this point, 

  7 Mr. Duffey, is would you like to proceed to argument, or do you 

  8 want to suspend the hearing until you are able to obtain those 

  9 documents and possibly ask Agent Faggert some questions on  

 10 them?

 11 MR. DUFFEY:  My preference would be to suspend the 

 12 hearing, if that's okay.

 13 THE COURT:  I think that's the wisest decision.  

 14 Mr. Davidson, do you have any opposition to that?

 15 MR. DAVIDSON:  No, Your Honor, although I don't know 

 16 whether Your Honor would want to go ahead and hear any argument 

 17 on standing, because I think there is an issue as to whether 

 18 Mr. Davis has standing to contest any of this.  We're ready 

 19 whenever the Court wishes to proceed on anything.

 20 THE COURT:  I would like to hear the arguments that are 

 21 proffered by the attorneys all at one time, Mr. Davidson.

 22 MR. DAVIDSON:  Yes, Your Honor.

 23 THE COURT:  That does trigger a note that I have, 

 24 Mr. Duffey.  So since we've heard testimony in regard to the 

 25 Google one warrant, Mr. Duffey -- I think that's how you 
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  1 designate the warrants --

  2 MR. DUFFEY:  Yes, ma'am.

  3 THE COURT:  And you designated the 2018 warrant as a 

  4 Google one warrant.  And since you've received information that 

  5 no helpful information or no information of investigative value 

  6 was provided by Google to law enforcement, is it your intent to 

  7 withdraw your challenge to that warrant?

  8 MR. DUFFEY:  Well, I think that makes the issue moot, 

  9 in my opinion.  I may be wrong.  I would like to look at that, 

 10 but I don't think that's an issue anymore, the way I look at it.

 11 THE COURT:  So would you like to consider that issue 

 12 and then let us know the next time we resume the hearing?

 13 MR. DUFFEY:  Yes, Your Honor, if I may.

 14 THE COURT:  Mr. Davidson, I know you indicated you 

 15 don't think it will take much time to obtain documents, but we 

 16 also have the issue of Mr. Duffey and his medical issue that 

 17 he's facing.  So I'm going to ask counsel to discuss the next 

 18 day for us to resume this hearing and to propose some dates to 

 19 the Court by email in my proposed order box.  

 20 I don't want to set it and Mr. Duffey is still dealing 

 21 with his medical circumstance, and I don't want to set it and, 

 22 Mr. Davidson, you're still searching for the documents.  So if 

 23 counsel could discuss proposed dates and provide them to me as 

 24 soon as possible.  And that's fine if you don't even provide 

 25 them until next week because, Mr. Davidson, I understand that 
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  1 you have to search for these documents.  But I'm not going to 

  2 set a date to resume this hearing until I receive three proposed 

  3 dates from counsel.  

  4 Is that understood, Mr. Duffey?

  5 MR. DUFFEY:  Yes.  Yes, Your Honor.

  6 THE COURT:  Is that understood, Mr. Davidson?

  7 MR. DAVIDSON:  Yes, Your Honor.  

  8 When we propose, do you want that in a formal filing or 

  9 contacting somebody in your chambers?

 10 THE COURT:  You can send it to my proposed order box by 

 11 email, and that email address is available on the web site if 

 12 counsel does not have that address.

 13 Mr. Davis, is everything okay?

 14 THE DEFENDANT:  Yes, ma'am.

 15 THE COURT:  Mr. Duffey, is there anything further at 

 16 this time?

 17 MR. DUFFEY:  No, Your Honor.

 18 THE COURT:  Mr. Davidson, anything further?

 19 MR. DAVIDSON:  No, Your Honor.  

 20 (Reporter interrupts for clarification.)

 21 THE COURT:  That reminds me of something else.  I 

 22 stated in a prior order that if the parties were going to rely 

 23 on any of the testimony that was provided at the February 

 24 suppression hearing, that they should cite it in a brief and 

 25 state the pages of the transcript, and I have not received 
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  1 anything.  

  2 So does that mean, Mr. Duffey, that you are not relying 

  3 on any testimony from Agent Faggert from the February 

  4 suppression hearing?  

  5 MR. DUFFEY:  That is correct.

  6 THE COURT:  Mr. Davidson, is that your position as 

  7 well?

  8 MR. DAVIDSON:  Yes, Your Honor.

  9 THE COURT:  Okay.  Excellent.  

 10 So I'm going to suspend the hearing, the suppression 

 11 hearing on document number 110, at this time, and we will resume 

 12 at a later date.  I thank you all for your time this morning, 

 13 and Mr. Davis, I hope that you remain well.  

 14 Court is adjourned.  

 15 (Proceedings concluded at 11:26 a.m.)

 16 * * * * * * * * * * * * * 

 17

 18

 19

 20

 21

 22

 23

 24

 25
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  1 EXAMINATION INDEX

  2 NATHAN MILES FAGGERT

  3 DIRECT BY MR. DUFFEY   5
CROSS BY MR. DAVIDSON  27

  4 REDIRECT BY MR. DUFFEY  35

  5 * * * * * * * * * * * * * * *

  6 (The following proceedings were heard before the Honorable 

  7 Jerusha T. Adams, United States Magistrate Judge, at  

  8 Montgomery, Alabama, on Wednesday, May 25, 2022, commencing 

  9 at 10:09 a.m.)

 10 (Call to Order of the Court.)  

 11 THE COURT:  The Court calls the case of United States 

 12 versus Davis, case number 2:21cr101-MHT-JTA.  We are here to 

 13 resume our hearing on the defendant's motion to suppress 

 14 evidence, which is document number 110.  Let's begin by 

 15 confirming the appearance of counsel, starting with the 

 16 government.

 17 MR. DAVIDSON:  Kevin Davidson and John Geer for the 

 18 United States.

 19 THE COURT:  Good morning, Mr. Davidson, and good 

 20 morning, Mr. Geer.  I cannot see Mr. Geer.

 21 MR. GEER:  Good morning, Your Honor.

 22 THE COURT:  Good morning, Mr. Geer.  

 23 And for the defendant?

 24 MR. DUFFEY:  Jeff Duffey for Mr. Davis.

 25 THE COURT:  Good morning, Mr. Duffey.
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  1 MR. DUFFEY:  Good morning.

  2 THE COURT:  Good morning, Mr. Davis.

  3 THE DEFENDANT:  Good morning.

  4 THE COURT:  Now, Mr. Davis, I know that you're well 

  5 aware, I simply want to remind you that if you want to speak in 

  6 private with Mr. Duffey at any time during this hearing, you 

  7 know all you have to do is ask.  We can place you in a separate 

  8 breakout room where you could speak to your attorney in 

  9 confidence.  Do you understand, sir?

 10 THE DEFENDANT:  Yes, ma'am.

 11 THE COURT:  Thank you.  So, Mr. Duffey, let's take up a 

 12 few housekeeping matters.

 13 MR. DUFFEY:  Yes, Your Honor.

 14 THE COURT:  At the last portion of this hearing, I 

 15 asked you if you were going to withdraw your challenge to the 

 16 Google one warrant, and you said you had to think about it and 

 17 that you would let me know today.

 18 MR. DUFFEY:  Yes, Your Honor.  Based on the testimony 

 19 that there was no information gathered, we think that's a moot 

 20 point at this time, so I would withdraw that.

 21 THE COURT:  Mr. Davidson, do you have any objection to 

 22 this withdrawal?

 23 MR. DAVIDSON:  No, Your Honor.

 24 THE COURT:  Thank you.  The withdrawal is granted.  

 25 My understanding is that Mr. Davidson was going to 
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  1 provide some additional exhibits to Mr. Duffey.  Did that occur, 

  2 Mr. Davidson?

  3 MR. DAVIDSON:  It did, Your Honor.  To my knowledge, 

  4 I've given Mr. Duffey everything that he had indicated during 

  5 the last hearing that he was in need of.

  6 THE COURT:  Thank you.  Mr. Duffey, are you satisfied 

  7 with the documents you received from the government?

  8 MR. DUFFEY:  Yes, Your Honor, I am. 

  9 THE COURT:  Are you ready to proceed, Mr. Duffey?  

 10 MR. DUFFEY:  Yes, Your Honor.  If I may.

 11 THE COURT:  Let's proceed, please.

 12 MR. DUFFEY:  Your Honor, the government provided me 

 13 some documents that I have marked now as additional exhibits 

 14 from the other hearing, which would be Exhibits 9 through 12.  

 15 And so I would ask that those documents be admitted at this 

 16 point before the testimony starts.  I don't believe the 

 17 government objects to it.

 18 THE COURT:  Mr. Davidson, do you have any objection to 

 19 Defense Exhibits 9 through 12?

 20 MR. DAVIDSON:  No, Your Honor.

 21 THE COURT:  The exhibits are admitted.

 22 MR. DUFFEY:  All right, Your Honor.  We would request 

 23 that we resume the testimony of Agent Faggert.

 24 THE COURT:  Thank you.  You may proceed.  

 25 Ms. Ruffin, will you please swear in Mr. Faggert?  It's 
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  1 been a few weeks since he was testifying, so let's go ahead and 

  2 put him under oath again.

  3 NATHAN MILES FAGGERT

  4 The witness, having first been duly sworn to speak the 

  5 truth, the whole truth and nothing but the truth, testified as 

  6 follows:

  7 DIRECT-EXAMINATION

  8 BY MR. DUFFEY:

  9 Q. Agent Faggert, at the last hearing I believe I had asked you 

 10 some questions about the search warrant at issue in this case, 

 11 which is Government Exhibit 2, and also Defendant Exhibit 4.  Do 

 12 you recall that?

 13 A. Yes, sir.

 14 Q. Okay.  And that was the March 9, 2020, search warrant; 

 15 correct?

 16 A. Yes, sir.

 17 Q. Okay.  Now, if you will look at Defendant's Exhibit 9.  Do 

 18 you have that in front of you?

 19 A. I do.

 20 Q. Can you identify what those documents are?

 21 A. There's a search and seizure warrant signed by Judge Walker 

 22 on March 9th, 2020.

 23 Q. All right.  And is that the search and seizure warrant that 

 24 we've been talking about and you've been testifying about 

 25 previously?
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  1 A. Yes, it is.

  2 Q. Okay.  Now, there are some other documents attached to that.

  3 Can you identify what those documents are.

  4 A. There's Attachments A, B, C, D, and E, along with an order

  5 for seal.  And that's all.

  6 Q. Now, would it be correct that you've previously testified

  7 about those attachments in relation to Defendant's Exhibit 3 and 

  8 Government Exhibit 1; is that correct?

  9 A. Yes.

 10 Q. Okay.  Now, as to Defendant's Exhibit 9, if you will look at

 11 the search and seizure warrant itself.  That warrant is 

 12 different from the search and seizure warrant in Government 

 13 Exhibit 2 and Defendant Exhibit 4, isn't it?

 14 A. Yes, it is.

 15 Q. And would you explain to the Court how it is different.

 16 A. It is different under the person or property to be searched.

 17 And under "See Attachment B," there's a line through Attachment 

 18 B and it's written E with my three initials next to it.

 19 Q. Okay.  Are you testifying that you are the one who made that

 20 change to the search warrant?

 21 A. Yes.  Those are my initials next to that change.

 22 Q. Okay.  Now, the previous exhibit I asked you about, the

 23 search warrant in Government Exhibit 2, does not have that 

 24 change; is that correct?  

 25 A. That is correct.
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  1 Q. When was that change made?

  2 A. I'm not sure exactly when that change was made.

  3 Q. But the judge did not approve that change, the magistrate

  4 judge who signed the warrant, did she?

  5 A. I only make changes to warrants or applications when I'm in

  6 the presence of a judge.  For example, in the past when I've had 

  7 applications or warrants that needed changes to them, like if 

  8 there's like a wrong word in there or something that the judge 

  9 wants us to add, or if there's something that we see in there as 

 10 an error that we need to mark out, we'll initial it in front of 

 11 the presence of a judge.  

 12 Q. Okay.  Well, how do you explain the fact that Government

 13 Exhibit 2, which is the search warrant that was officially filed 

 14 in this case, does not have your initials?

 15 A. I can't explain that.  I do not remember the exact process

 16 when we had this search warrant signed.  I can just -- I can 

 17 only tell you that in the past, my practice has always been if 

 18 there is a change that needs to be made to anything, it's done 

 19 in the presence of a judge.

 20 Q. Okay.  But let me ask you specifically about this case.  Was

 21 this done -- was your initial made in the presence of the judge?

 22 A. Mr. Duffey, I do not remember.  I can only tell you that in

 23 the past when I have always made a change to a warrant or 

 24 application, I've always done it in front of a judge.  I cannot 

 25 recall an incident where I've made a change to a warrant or 
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  1 application not in the presence of a judge.  

  2 I do not remember this specific warrant.  As we've stated 

  3 earlier in testimony, this warrant had, I believe you stated, 

  4 roughly 25 warrants for this case, and I cannot remember this 

  5 exact specific warrant at that specific time.

  6 Q. If you will go back and look at Defendant's Exhibit 3, which 

  7 is in evidence, which I believe is your application and 

  8 affidavit for this particular warrant.  

  9 A. Could you give us one minutes, let us get that record?  

 10 Q. Yes.  If you've got it in front of you instead, you can look 

 11 at Government Exhibit 1.  That's the same thing as Defendant's 

 12 Exhibit 3.

 13 A. Okay.  Go ahead, Mr. Duffey.

 14 Q. So which one are you looking at?  Defendant's Exhibit 3?

 15 A. Yes, sir.

 16 Q. Okay.  So if you will turn to page 6 of the affidavit.  

 17 A. Yes, sir.

 18 Q. Would it be correct that there are initial changes by you on 

 19 page 6?

 20 A. Yes, sir.  Those are my initials as well.

 21 Q. How many changes were there on that page?

 22 A. There are two, one in paragraph 15 and one in paragraph 16.

 23 Q. And would you look at page 7 and tell me if there are any 

 24 changes to page 7.

 25 A. Yes, sir.  There's one on page 7 -- there's one on page 7 at 
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  1 paragraph 17.

  2 Q. Okay.  And then look at page 9 and tell us what that is.

  3 A. That is the judge's signature page.

  4 Q. And so the judge's signature appears on Defendant's

  5 Exhibit 3 where you made changes; is that correct?

  6 A. Could you restate that one more time, make sure I

  7 understand?

  8 Q. I'm sorry.  Would it be correct, based upon what you just

  9 testified to, that it appears that you made changes in the 

 10 presence of the judge on the affidavit?

 11 A. Yes.  That's the way it appears, because this is the -- this

 12 is the signature page that follows the affidavit.

 13 Q. Okay.  And then that same change occurred on Government

 14 Exhibit 1, which is the application affidavit.

 15 A. Yes, sir.  That's what I would have to assume happened,

 16 because that's my best practice.  

 17 Q. Okay.  And that would be the official copy that was filed;

 18 is that correct?

 19 A. Which exhibit, sir?

 20 Q. Government Exhibit 1.  And I'll represent to you,

 21 Defendant's Exhibit 3 is a copy of Government Exhibit 1.

 22 A. Yes, sir.  That's correct.

 23 Q. Okay.  But yet the official copy of the search warrant

 24 filed, which is Government Exhibit 2, does not have your 

 25 initials on where there was a change, but the judge's signature 
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  1 is on there, isn't it?

  2 A. That's correct.

  3 Q. So wouldn't that be an indication that you did not initial

  4 that in front of the judge?

  5 A. No, sir.  I can't explain that.  I cannot recall exactly

  6 what transpired on that day.  I don't understand it either 

  7 because I don't understand how that would occur, but I can just 

  8 speak to it's my best practice that those are always done in 

  9 front of a judge.

 10 Q. Okay.  Where did Defendant's Exhibit 9, these documents that

 11 I've asked you about today, where did they come from?  In other 

 12 words, did you give those documents to the government?

 13 A. Did I -- define -- what do you mean, did I give them to the

 14 government?

 15 Q. Well, the government provided these documents to me at my

 16 request.

 17 A. They're in the discovery for the case file.  All of these

 18 documents were in the case file that was provided at discovery.

 19 Q. Okay.  And I'll represent to you I've look at discovery, and

 20 I didn't see this particular document in discovery.  

 21 A. It will be in -- it should be in there, because we pulled it

 22 from the FBI -- the case file system.

 23 Q. Okay.  Well, what I'm asking you is, did you have a copy of

 24 this in your presence at some point?

 25 A. A copy of which document?
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  1 Q. The search warrant.  

  2 I'm sorry.  I'm confusing you.  That's a bad question.  I 

  3 think you testified -- and you correct me if I'm wrong.  You 

  4 testified previously you served the search warrant on Google; is 

  5 that correct?

  6 A. That's correct.

  7 Q. So which search warrant did you serve on Google?  Was it 

  8 Defendant's Exhibit 9 or was it Government Exhibit 2?

  9 A. Defendant's Exhibit 9, the one with my initials on it, is 

 10 what was served to Google.  

 11 And the way we determined that, that was a question that you 

 12 had following the last suppression hearing, sir.  So since I no 

 13 longer have access to the Google LEAR system, the law 

 14 enforcement system where we submit warrants, since Agent Berni, 

 15 the analyst on the case that did this, he still has access to it 

 16 because he is still an employee with FBI, he went in and looked 

 17 at the request to see exactly which warrant we sent to Google, 

 18 and that's where we discovered this.

 19 Q. Okay.  And can you tell me whether or not the attachments to 

 20 Defendant Exhibit 9 -- were those also served on Google?

 21 A. Yes, sir.  Yes, sir.

 22 Q. And when I say attachments, I'm referring to Attachments A 

 23 through E, which is attached to Exhibit 9.

 24 A. Yes, sir.

 25 Q. Okay.  Can you explain why those attachments were not 
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  1 attached to the search warrant in Government Exhibit 2?

  2 A. Now, that I do not have -- could you elaborate on -- 

  3 Let me ask you to restate your question to make sure I 

  4 answer it correctly.

  5 Q. Okay.  I believe you just -- correct me if I'm wrong, but I 

  6 believe you just testified that Attachments A through E were 

  7 served with a search warrant on Google; correct?

  8 A. Yes, sir.

  9 Q. And I'm referring to the attachments in Defendant's   

 10 Exhibit 9; is that right?

 11 A. Yes, sir.

 12 Q. So what I'm asking you is when you look at Government 

 13 Exhibit 2, which is the search warrant, the official search 

 14 warrant that was filed in this case with the Court, why were 

 15 there no Attachments A through E to that particular search 

 16 warrant?

 17 A. Now, that I do not know.  That would -- whenever we secure a 

 18 search warrant from the judge, we then go down to the clerk's 

 19 office.  The clerk's office makes copies of everything, and then 

 20 I served the search warrant.  

 21 If I recall correctly, on this day we served five search 

 22 warrants on this specific date, if I recall correctly, because 

 23 there were additional cell tower warrants we were doing as well.  

 24 So that is a large stack of paper.  I don't know if the clerk's 

 25 office made a mistake or if they were just never provided that.  
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  1 But I can tell you that Exhibits A through E were served on 

  2 Google.

  3 Q. Okay.  If you will look at the search warrant -- and I'm 

  4 referencing Defendant's Exhibit 9 at this point --

  5 A. Okay.

  6 Q. -- how many attachments does that search warrant reference?

  7 A. It says "See Attachment A" and "See Attachment E."

  8 Q. So you served Attachments B, C, and D that were not 

  9 referenced in the search warrant?

 10 A. That's correct.  Yes, sir.

 11 Q. Did you also serve the application and the affidavit in 

 12 support of the search warrant on Google?

 13 A. No, sir.

 14 Q. Did you request permission from the magistrate judge who 

 15 signed the search warrant to serve those other attachments?

 16 A. No, sir.

 17 Q. Do you have an FBI 302 form that references exactly what you 

 18 served on Google?

 19 A. There should be some type of 302 in the case file that 

 20 states, on this day I served the search warrant to Google for 

 21 this.  I would have to go through the case file to find the 

 22 exact 302.

 23 Q. The application and affidavit that you submitted to Judge 

 24 Walker in support of the search warrant, are you the one who 

 25 prepared that application and affidavit for the judge?
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  1 A. Yes, sir.

  2 Q. Okay.  And would you have also prepared the form for the

  3 search warrant that was submitted for the judge to sign along 

  4 with that application and affidavit?

  5 A. I would have forwarded it to the paralegal working at the

  6 U.S. Attorney's office.  They would have put it in that format 

  7 and printed it off for us to carry to the judge.

  8 Q. And that would have been submitted along with the

  9 application and affidavit?

 10 A. Yes, sir.

 11 Q. Okay.  Now, let me ask you about Defendant's Exhibit 10.  Do

 12 you have that in front of you?

 13 A. Yes, sir, I do.

 14 Q. And these are also items that the government has provided

 15 since the May 3rd, 2022, hearing.  So can you tell us what 

 16 Defendant's Exhibit 10 is.  Identify that, please.

 17 A. Defendant's Exhibit 10 are the step one returns from Google.

 18 Q. Okay.  And explain, in relation to step one, what does that

 19 relate to?  

 20 A. The search warrant that was issued that we're speaking about

 21 in this matter to Google for geolocation data.  So step one -- 

 22 the step one returns are multiple Excel sheets that provide -- 

 23 that Google provided the unique IDs for.

 24 Q. Would step one relate to the Attachment E in Defendant's

 25 Exhibit 9?
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  1 A. It would really relate to A, B, C, D, and E, not just E, but 

  2 all of them.  Because in order for Google to provide this data, 

  3 they would have to have all of those.

  4 Q. All right.  So there appears to be a letter dated June 2nd, 

  5 2020, in Defendant's Exhibit 10.  Can you tell us what that is.

  6 A. It is essentially a cover letter from Google stating that 

  7 they provided the returns, and it states the returns that they 

  8 provided in reference to the geographical boundaries that we 

  9 provided them.  And it states that they did a diligent search 

 10 and reasonable inquiry; that there were no records to be found.  

 11 They stated there were no records to be found at certain 

 12 locations.  Then it talks about that there's an attachment or 

 13 another file that's accompanying this letter with all of the 

 14 data.  So it's essentially them saying, hey, here's your 

 15 response, and all the data is attached.  

 16 Q. How many different locations did Google respond to you in 

 17 step one with?

 18 A. It's hard to decipher just on this letter, because Google 

 19 provided every latitude and longitude coordinate for -- it 

 20 appears to be every corner of the polygons that were created in 

 21 Attachments B, C, and D.  But according to the cover letter -- I 

 22 would have to count all of these latitude, longitude 

 23 coordinates.  If you'll give me a moment, I'll count them all.  

 24 Q. Let me refer you, if I could -- it may help you to refresh 

 25 your recollection.  If you'll look at the next to the last page 
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  1 of the letter, I believe it's in Attachment A in Defendant's 

  2 Exhibit 10.  Do you see that?  It says Attachment A, hash 

  3 values, et cetera.

  4 A. Oh, okay.

  5 Q. Are you on that page?

  6 A. Yes, sir.  Okay.  I am.

  7 Q. Okay.  So, now, does that page and the following page

  8 indicate how many different locations that information was 

  9 submitted to you on?

 10 A. Nine locations, sir.  That refreshed my memory.  Thank you.

 11 Nine locations.

 12 Q. All right.  So if you go back through Defendant's Exhibit 9,

 13 Attachment A, how many locations did you request information on?

 14 A. Six locations, sir.

 15 Q. How do you explain that Google responded with nine locations

 16 when you only requested six?

 17 A. We requested six locations, but if you refer to Attachments

 18 B, C, and D, those are actual routes that we requested location 

 19 information on.  And since there was so much data from Google 

 20 along those routes, one of them being Ann Street and Interstate 

 21 85 running through Montgomery, that's a lot of data for Google 

 22 to run through their system, so they break those individual 

 23 routes up into smaller sections.  That way they can run their 

 24 algorithms or however they filter through their data at a more 

 25 expedient pace so their system doesn't crash.  
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  1 So when they gave us the information back, it came back in 

  2 nine different location.  But if you take all of that 

  3 information and put it back together, it will cover that 

  4 geographical area that we requested the information on.

  5 Q. Okay.  Where do you get your information that explains  

  6 that?

  7 A. I just know that from working with J. Berni, the analyst.  

  8 He was the one that explained it to me whenever he got the 

  9 returns.

 10 Q. Well, did you have any conversations with anyone at Google, 

 11 either by telephone or in writing or any other form or fashion, 

 12 regarding these locations?

 13 A. I do not remember having a conversation with them.  I've 

 14 heard of that happening with Google, just being in the field of 

 15 serving these warrants and hearing stories from other law 

 16 enforcement officers, so I relied on J. Berni's experience to do 

 17 the analysis and -- I based my interpretation on his 

 18 interpretation and his experience on the analysis of these 

 19 returns.

 20 Q. Well, is Agent Berni the one who had contact with Google 

 21 regarding this search warrant?  

 22 A. I was the one that served the warrant, but since he was the 

 23 analyst on the case, he's cc'd on everything.  So, for example, 

 24 the Google LEARs portal, you can add additional agents on there 

 25 or additional investigators to be copied in on all the traffic.  
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  1 And since he was the one doing the analysis, he sees all the 

  2 communication going back and forth.  And when returns come in, 

  3 he gets an email stating, hey, Agent Berni, Google returns are 

  4 in for this search warrant.  Go check your LEARs account for the 

  5 data.

  6 Q. Is there anything in writing as to why Google responded with 

  7 nine locations rather than six?

  8 A. I'll have to look.  If you would just give me a minute to 

  9 run through these exhibits, I will look.  

 10 I do not see anything in writing from Google in this exhibit 

 11 that states that.

 12 Q. Okay.  All right.  If you will return to the data portions 

 13 of Defendant's Exhibit 10.  And that's going to be the page 

 14 right after the two pages I just referred you to on the location 

 15 a few minutes ago.

 16 A. Yes, sir.

 17 Q. Are you on that page?

 18 A. Yes, sir.

 19 Q. Okay.  And so which location is this data that begins on 

 20 page 1?  What does that refer to?

 21 A. I would assume it would be location one that's outlined in 

 22 the warrant; but for me to tell you specifically, I would have 

 23 to type those latitude and longitude coordinates into a mapping 

 24 program and see where it hits real quick, just to double check.  

 25 But I can only assume that it's going to be location one, since 
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  1 it says location one at the top.  So what we do when we receive 

  2 these records, we plot every single one of these data points.

  3 Q. Would it be correct that page one has location one at the 

  4 top of the page?

  5 A. Yes, sir.  That's what's written on the page.

  6 Q. Okay.  And would you agree that there are nine different 

  7 locations, beginning with page 1 through page -- well, they all 

  8 start again with one at each location.  Nine different locations 

  9 in this exhibit; is that correct?

 10 A. Yes, sir, there are.

 11 Q. Let's look at location one.  It's on page 1 you were at.  

 12 Can you explain -- let's just take the top line and go across to 

 13 the right.  Can you explain what these numbers mean?

 14 A. So the first column is device ID.  That's the unique ID that 

 15 Google uses to identify whoever that user is.  That's only known 

 16 to Google.  The next column is the date.  The next column is the 

 17 time.  The next column is the latitude and then longitude and 

 18 then source, which is such as if it's Wi-Fi or through a GPS 

 19 system.  Then the next one is maps display radius, which tells 

 20 the approximate distance from that point that that device is 

 21 located.

 22 Q. Okay.  In looking at the device ID, what does device mean?  

 23 In other words, does that mean it's a cell phone or a computer 

 24 or something of that nature?

 25 A. It's an account.  That is the account that Google has.  So 
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  1 there would be some type of cell phone -- anything with GPS type 

  2 capabilities on it that has a Google account, and those 

  3 capabilities are activated, Google creates this device ID 

  4 internally for them in response to our warrant.  

  5 So it doesn't tell us who that individual is.  All we know 

  6 is that there's a number.  We would have to go back to Google to 

  7 get more information on who that individual is.

  8 Q. Could it be a cell phone?

  9 A. No, sir.  These are not cell phone numbers.

 10 Q. I'm not talking about cell phone numbers, but the device, 

 11 could it be a computer or a cell phone or -- it has to be some 

 12 sort of device, doesn't it?

 13 A. Yes, sir.  It could be any type of device with GPS 

 14 capabilities.

 15 Q. For example, it could have been someone who was riding a 

 16 bicycle, talking on their cell phone, who was in that location; 

 17 is that correct?

 18 A. If they had a Google account on their cell phone with 

 19 location capabilities enabled.

 20 Q. Okay.  Now, it looks like, when you're looking at device ID, 

 21 that entire page has the same ID; is that correct?

 22 A. Yes, sir, that's correct.

 23 Q. And if you go to the next page, it has the same ID about 

 24 probably -- about three quarters down the page?  

 25 A. Yes, sir.
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  1 Q. Is that correct?

  2 A. Yes, sir.

  3 Q. And then the ID number changes; correct?

  4 A. That's correct.

  5 Q. So that's a different device.

  6 A. That's correct.

  7 Q. Okay.  So if you look at the first device on page 1, I 

  8 believe it says the time is 20:57:28.  What is that in regular 

  9 time?

 10 A. Here it appears to be -- it says it's in Chicago time, which 

 11 I'm not good with time zones.  I always have to look them up 

 12 every time I'm converting time.  So do you want it like our 

 13 central time or local time we're in now, or do you just want -- 

 14 according to Google and the way they have their column headers, 

 15 it says it's in America/Chicago time.

 16 Q. Okay.  So that's -- 20:57 is military time, isn't it?

 17 A. Oh, yes, sir.  It is.

 18 Q. So 20:57 in regular time would be 8:57 p.m.; right?

 19 A. Right.  I'm sorry, Mr. Duffey.  I misunderstood you.  I 

 20 thought you wanted me to convert it to central time.  You're 

 21 going to have to give me a minute.  Yes, sir.  20:57 hours is 

 22 8:57 p.m.

 23 Q. And so if you look at the next page, that device number ends 

 24 about three fourths of the page down.  It ends at 21:26 military 

 25 time; is that correct?
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  1 A. Yes, sir.

  2 Q. Which is about 9:26 p.m. regular time?

  3 A. Yes, sir.

  4 Q. So that's, what, about a 29 period -- time period?

  5 A. Yes, sir.  Yes, sir, it is.

  6 Q. Okay.  And then if you go through location one, which is --

  7 I'll represent to you it's page 1 through 10, would it be 

  8 correct that Google captured 23 separate devices during those 

  9 time periods for location one?

 10 A. Let me count them, Mr. Duffey.  Mr. Duffey, I got roughly 27

 11 different devices.

 12 Q. Okay.  Now, after page 10, you come to another page 1.  And

 13 what location is that?

 14 A. Location two.

 15 Q. And then so on and so forth, all the way through Exhibit 10,

 16 it goes all the way through nine different locations; is that 

 17 correct?

 18 A. Yes, sir.

 19 Q. And your testimony about device IDs and interpreting what

 20 these numbers mean would apply to the same?

 21 A. Yes, sir, it would.

 22 Q. Let's look at Defendant's Exhibit 11.  Can you tell us what

 23 that is.

 24 A. These are the step two returns from Google.

 25 Q. And what's the date on those returns?
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  1 A. June 9th, 2020.

  2 Q. And, again, do the step two returns relate back to the

  3 attachments that you served on Google with the search warrant?

  4 A. Yes, sir, they do.

  5 Q. And does it relate to all of those Attachments A through E?

  6 A. Yes, sir, it would.

  7 Q. And if you go through the next to the last page on the

  8 letter where it says Attachment A, can you tell us how many 

  9 locations were submitted in step two?

 10 A. Nine.

 11 Q. And are those locations, the details and device IDs and

 12 times also attached to that Exhibit 11?

 13 A. Yes, sir, there are.

 14 Q. Okay.  And so let's go through Defendant's Exhibit 12.  Can

 15 you tell us what that is.

 16 A. Those are step three returns from Google.

 17 Q. And, again, does that relate back to the -- all of the

 18 attachments that were served with the search warrant?

 19 A. Yes, sir, it does.

 20 Q. And what's the date on this one?

 21 A. June 15th, 2020.

 22 Q. Okay.  Now, what was the -- explain what the step three

 23 process is.

 24 A. The step three process is completed after we do an analysis

 25 of all the unique IDs that we responded from -- that we -- that 
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  1 were received from Google in step one and step two.  Step three 

  2 requests the subscriber information for that small list of IDs 

  3 that we're interested in.

  4 Q. And is that subscriber information contained in Exhibit 12,

  5 Defendant's 12?

  6 A. The actual subscriber information isn't listed here, but

  7 it's -- if you look in Attachment A of the actual Google letter, 

  8 which is the second to last page on that letter, I believe, it 

  9 says that each one of those zip files that was received, it says 

 10 the Google account subscriber information, so it would be 

 11 contained within those zip files.

 12 Q. Okay.  And so what kind of information would have been

 13 within those zip files?

 14 A. It would have been the Google account user name; a sign-in

 15 phone number if they had one; a backup program if they had one; 

 16 alternate email if they had one; an SMS text message number to 

 17 recover your Google account if you put one in, things of that 

 18 nature.

 19 Q. Okay.  And so if you look at the last page of Defendant's

 20 Exhibit 12, can you explain what that is.

 21 A. It's just labeled as 3564217.key.  Looking at it with the

 22 naked eye just on a sheet of paper, I don't recall exactly what 

 23 it is.  I don't know exactly where that file was -- what that 

 24 came from.  I would have to explore that more.  But it appears 

 25 to be the three ID numbers that we requested subscriber 
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  1 information for.

  2 Q. And so there are three subscriber devices that you received

  3 information on for the search warrant; is that correct?

  4 A. That's correct, sir.

  5 Q. And would it be correct that two of those you deemed not to

  6 be relevant -- 

  7 A. That's correct.

  8 Q. -- through your case; is that correct?

  9 A. Yes, sir.

 10 Q. And then one you deemed to be relevant, and that's what you

 11 used to get further information in this case; is that correct?

 12 A. That's correct.

 13 Q. And, again, I think I asked you.  I just want to make sure I

 14 did.  Did you get the magistrate judge's approval to add all of 

 15 those attachments that you served with the search warrant?

 16 A. All of the attachments were -- should have been placed in

 17 front of the magistrate whenever we do the signing for the 

 18 warrant.  All the attachments were there.  But if you reference 

 19 Attachment A in the search warrant, Attachment A talks about 

 20 Attachments B, C, and D within the warrant.  So, for example, if 

 21 you refer back to Defendant Exhibit 9, and if you flip to 

 22 Attachment A in Defendant's Exhibit 9, if you go to location 

 23 four, that paragraph references Attachment B for further 

 24 information, location five references Attachment C, and  

 25 location six references Attachment D.  And what those 

PATRICIA G. STARKIE, RDR, CRR, OFFICIAL COURT REPORTER
U.S. District Court, Middle District of Alabama

One Church Street, Montgomery, AL  36104    334.322.8053

25

Case 2:21-cr-00101-MHT-JTA   Document 135   Filed 06/02/22   Page 25 of 60

141



  1 attachments are is just a visual -- a visual image of that 

  2 polygon that was created in Google Earth.  And that's done to 

  3 make it simpler for Google whenever they type in the latitude 

  4 longitude coordinates that we put in there for a polygon to make 

  5 sure that they had the right area.

  6 Q. Agent Faggert, would it be correct that Government Exhibit 2

  7 only referenced Attachments A and B in the search warrant?

  8 A. Let me pull Government Exhibit 2, Mr. Duffey.  Isn't that

  9 the same as one of the defense exhibits, Mr. Duffey?

 10 Q. I'll represent to you it's the same as Defendant's

 11 Exhibit 4.

 12 A. I think I've got it right here.  Okay.  Could you restate

 13 your question?  I've got Defendant's Exhibit 4 in front of me 

 14 now.

 15 Q. Okay.  Isn't it true that Defendant's Exhibit 4, which is

 16 the search warrant, only references Attachments A and B?

 17 A. Yes, that's correct.

 18 Q. And then if you look at Defendant's Exhibit 9, which is the

 19 search and seizure warrant with your initials on it, it 

 20 references Attachment A.  Then Attachment B is crossed out, and 

 21 you have written in Attachment E; is that correct?

 22 A. That's correct.

 23 Q. And those are the only attachments referenced in that

 24 warrant; correct?

 25 A. On the warrant cover sheet.  Yes, sir.
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  1 Q. Okay.

  2 MR. DUFFEY:  Your Honor, those are all the questions I 

  3 have.

  4 THE COURT:  Thank you, Mr. Duffey.  

  5 Mr. Davidson, please proceed with cross-examination.

  6 CROSS-EXAMINATION

  7 BY MR. DAVIDSON:  

  8 Q. Agent Faggert, am I correct that the warrant signing was

  9 done in person with Judge Walker?

 10 A. To the best of my knowledge, yes.

 11 Q. All right.  And this was on March the 9th of 2020?

 12 A. That's correct.

 13 Q. All right.  And pretty soon after March 9th, we started

 14 doing warrants by video.  Is that your understanding?

 15 A. Yes, that's correct.

 16 Q. Now, when you did in-person search warrants, you would have

 17 gone over with the AUSA to the judge's chambers; correct?

 18 A. Correct.

 19 Q. And in this case, the AUSA was myself?

 20 A. That's correct.

 21 Q. And you and I would have gone over to Judge Walker's

 22 chambers and been directed to her library; is that right?

 23 A. Yes.  That's typically what transpires.

 24 Q. All right.  And when we go over there, the judge will have

 25 already had sent to them the proposed warrant application, 
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  1 affidavit, and attachments; correct?

  2 A. That's correct.

  3 Q. Am I also correct that when you and I would have been in the

  4 judge's library, we would have had physical copies of each of 

  5 those documents with us?  

  6 A. Yes.

  7 Q. And we would have had those laid out on the table in

  8 preparation for Judge Walker to come in and go through the 

  9 signing process?  

 10 A. Yes.

 11 Q. And the documents would have included the application for

 12 search warrant; is that right?

 13 A. Yes.

 14 Q. The actual one-page search warrant?

 15 A. True.

 16 Q. The affidavit which you would have prepared?

 17 A. Yes.

 18 Q. And attachments?

 19 A. Yes.

 20 Q. Here the attachments would have been A through E; correct?

 21 A. Yes.

 22 Q. If Attachment A is referenced in one of the documents, those

 23 being the search warrant, the application, or the affidavit, if 

 24 Attachment A is referenced in more than one of those documents, 

 25 it's the same Attachment A for each of those documents; correct?
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  1 A. It is.

  2 Q. So we wouldn't have had two different Attachment A's.

  3 A. No.

  4 Q. Now, do you recall exactly how many copies of Attachments A

  5 through E were laid out for Judge Walker's review?

  6 A. No, I don't recall how many copies, but typically we have

  7 usually just one set.  That way the judge doesn't have to look 

  8 through the same attachments over and over.

  9 Q. So if there was one set of attachments A through E laid out

 10 for Judge Walker, is it your testimony that that set of 

 11 attachments A through E would apply to any of the documents that 

 12 were referenced, Attachments A, B, C, D, or E?  

 13 A. Yes.  The attachment headers would have stayed the same

 14 throughout the duration of a warrant and the application.

 15 Q. And then Judge Walker would have walked in, we would have

 16 had some discussion, and the warrant was signed.

 17 A. Correct.

 18 Q. Now, I think Mr. Duffey asked you about a change in the

 19 affidavit where you hand wrote in the word Montgomery a couple 

 20 of times.

 21 A. Yes.

 22 Q. Do you recall that?

 23 A. Yes.

 24 Q. All right.  Now, a document that had those changes was, just

 25 to your understanding, filed with the clerk's office?

PATRICIA G. STARKIE, RDR, CRR, OFFICIAL COURT REPORTER
U.S. District Court, Middle District of Alabama

One Church Street, Montgomery, AL  36104    334.322.8053

29

Case 2:21-cr-00101-MHT-JTA   Document 135   Filed 06/02/22   Page 29 of 60

145



  1 A. Yes.

  2 Q. But you initialed those changes?

  3 A. That's correct.

  4 Q. Did Judge Walker initial those changes?

  5 A. I don't think so.  I would have to -- hold on.  No, Judge

  6 Walker did not initial those changes.

  7 Q. Those were made in her presence; correct?

  8 A. Yes.  That would have been the practice that I've always

  9 followed.

 10 Q. So when we left Judge Walker's chambers with the signed

 11 search warrant, you testified we would have gone to the clerk's 

 12 office.

 13 A. Yes.

 14 Q. Do you know why we go to the clerk's office?

 15 A. To file the warrant and the affidavit with the clerk's

 16 office.

 17 Q. And when we go to the clerk's office, am I correct that one

 18 of us hands the stack of documents that now have original 

 19 signatures to somebody in the clerk's office?

 20 A. That's correct.

 21 Q. They then take them, do something with them, and return back

 22 with a set -- sometimes one for each of us, but sometimes just 

 23 one set -- to hand back to us.

 24 A. Right.

 25 Q. And at that point, what they have done is added a case

PATRICIA G. STARKIE, RDR, CRR, OFFICIAL COURT REPORTER
U.S. District Court, Middle District of Alabama

One Church Street, Montgomery, AL  36104    334.322.8053

30

Case 2:21-cr-00101-MHT-JTA   Document 135   Filed 06/02/22   Page 30 of 60

146



  1 number to the top of the documents.

  2 A. Yes.  There's usually one handwritten in at the top

  3 right-hand corner.

  4 Q. Do you have any involvement in the process of -- if, in

  5 fact, there is only one set of attachments handed to them, 

  6 whether they're filed, so to speak, with the affidavit versus 

  7 the search warrant versus the application?

  8 A. No.  We just hand a stack -- we hand all the documents to

  9 the clerk's office.  The clerk goes back, sometimes it takes 15 

 10 minutes, sometimes it takes 30 or 45 minutes, depending on how 

 11 many documents we have, and then they come back with all the 

 12 documents in a big stack.

 13 Q. The only change to the documents is they now have a case

 14 number assigned?

 15 A. Yes.

 16 Q. Regardless of what happens at the clerk's office, when we

 17 left Judge Walker's chambers, did you have a signed geofence 

 18 search warrant?  

 19 A. Yes.

 20 Q. When Judge Walker signed the search warrant, did she have in

 21 front of her Attachments A through E for her review?

 22 A. Yes.

 23 Q. And you were there to answer any follow-up questions she may

 24 have had about the documents in front of her; correct?

 25 A. Yes.
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  1 Q. All right.  I think between last time we had this hearing

  2 and today, you've basically said you know the process.  You 

  3 don't remember, more than two years later, the exact details of 

  4 this search warrant signing.

  5 A. Right.  I mean, I've been to the court system many times to

  6 have warrants signed, and I do not remember this specific 

  7 warrant.

  8 Q. Let me ask you a little bit about the geofence itself.  The

  9 locations that you requested a warrant for and which you 

 10 received a warrant for, you have it listed as six different 

 11 locations, but can you talk about would this mapped out be one 

 12 continuous, contiguous geofence, or would it have been multiple 

 13 distinct locations?

 14 A. For example, one location could have been broken down into

 15 two smaller groups, essentially cutting the area in half.  So if 

 16 you map it all out, it would still cover the one large area that 

 17 we requested information for.

 18 Q. Okay.  Let me kind of just end with this, agent.  Based on

 19 the process that was used, along with your experience, when 

 20 Judge Walker signed the search warrant, at least in your mind 

 21 when you left the room, would it have been your belief that she 

 22 approved the process detailed in Exhibit E for how items would 

 23 be seized, how information would be seized?

 24 A. Yes.

 25 Q. Was there a process in any other documents laying out how
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  1 information would be seized?

  2 A. Not that I'm aware of, but could you restate your question

  3 better?

  4 Q. Clearly there was a mistake made in the paperwork initially

  5 indicating that the process to be used would be found in Exhibit 

  6 B; correct?

  7 A. Correct.

  8 Q. And that was changed to be Exhibit E; correct?

  9 A. Right.

 10 Q. When Judge Walker signed the search warrant, was she

 11 approving a process other than that laid out in Exhibit E?

 12 A. I understand now.  No, there's no other process that -- the

 13 process would have stayed exactly the same, no matter what the 

 14 attachment was labeled.  

 15 For example, we spoke about -- we'll call it the Google one 

 16 warrant that we spoke about earlier in the hearing today.  If 

 17 you look in the Google one warrant, Attachment B is items to be 

 18 seized.  And that's the same format, the same request nature, 

 19 the same steps used as what's outlined in Attachment E.

 20 Q. Essentially what happened, am I correct, is that the Google

 21 two warrant at issue largely followed the format of the Google 

 22 one warrant, but the Google one warrant only had an A and a B.

 23 A. Correct.

 24 Q. So in preparing the documents for the Google two warrant,

 25 looking back at the Google one warrant, a mistake was made to 
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  1 say A and B instead of A and E.

  2 A. Correct.  So the process stayed exactly the same, as long as

  3 you take into account the change of the dates requested, the 

  4 locations requested.  And in this one, we included a map since 

  5 we had a route to go with, and that's where Attachments B, C, 

  6 and D came into play.

  7 Q. But basically including additional information to assist the

  8 Court and Google led to a series of events wherein we ended up 

  9 mistakenly saying B instead of E?

 10 A. Correct.

 11 Q. But just to be clear, there was no process before Judge

 12 Walker for her to consider other than what is laid out in 

 13 Exhibit E.

 14 A. Right.

 15 MR. DAVIDSON:  That's all the questions I have, Your 

 16 Honor.

 17 THE COURT:  Any further questions, Mr. Duffey?

 18 MR. DUFFEY:  Yes, Your Honor.

 19 THE DEFENDANT:  May I speak with Mr. Duffey for one 

 20 moment?

 21 THE COURT:  Yes.  Mr. Davis, for the record, you are 

 22 asking to speak to your attorney; is that correct?

 23 THE DEFENDANT:  Yes, ma'am.

 24 THE COURT:  Okay.  Court will be in recess while 

 25 Mr. Davis speaks with his attorney.  
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  1 (Recess taken from 11:06 a.m. until 11:11 a.m., at which 

  2 time the proceedings reconvened, as follows:)

  3 THE COURT:  Court is back in session.  Mr. Duffey, are 

  4 you ready to proceed?  

  5 MR. DUFFEY:  Yes, Your Honor.

  6 THE COURT:  Mr. Davidson, are you ready to proceed?

  7 MR. DAVIDSON:  Yes, Your Honor.

  8 THE COURT:  Mr. Davis, the defendant, are you ready to 

  9 proceed?

 10 THE DEFENDANT:  Yes, ma'am.  Sorry.  Thank you.

 11 THE COURT:  Wanted to make sure since you requested an 

 12 opportunity to talk with your counsel.  

 13 So, Mr. Duffey, would you like to call your next 

 14 witness?

 15 MR. DUFFEY:  I have -- may I have a couple more 

 16 questions for Agent Faggert?

 17 THE COURT:  Yes.  Yes.  Absolutely.

 18 REDIRECT EXAMINATION

 19 BY MR. DUFFEY:  

 20 Q. Agent, I believe you just testified that a mistake was made.

 21 Could you explain that a little bit?  Who made the mistake?  I 

 22 think you drafted the warrant --

 23 A. On the search warrant, whenever the warrant was drafted, it

 24 said Attachment B, and it should have said Attachment E.  So on 

 25 the cover sheet, whenever the actual warrant is typed up, it's 
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  1 typed up by the paralegal at the U.S. Attorney's office.  I 

  2 never type that up.  I send over my probable cause affidavit, 

  3 they put it all in the format, and from there it goes to the 

  4 judge's office, a copy is made, and then we meet in the judge's 

  5 chambers, or in the library in this case, I believe, and we're 

  6 doing signing.

  7 Q. But you're saying you didn't prepare the form for the search

  8 warrant; is that correct?

  9 A. Right.  I never -- as agent, I never prepare the cover

 10 sheet.  I prepare just the probable cause statement.

 11 Q. And the last thing, I believed you testified that you picked

 12 up the warrant from the clerk's office, is that correct, after 

 13 it was filed?

 14 A. Yes, sir.  I should have.

 15 Q. And when did you actually serve the search warrant on

 16 Google?

 17 A. Let me refer to some of the exhibits and see if we have that

 18 anywhere.  It's -- traditionally I like to do it the same day I 

 19 get the warrant signed, but sometimes if the warrant's signed 

 20 late in the afternoon -- because it's a process.  It takes a 

 21 while to scan all these documents in.  According to the FBI 302, 

 22 it was served on March the 10th, 2020.

 23 MR. DUFFEY:  Those are all my questions, Your Honor.

 24 THE COURT:  Mr. Davidson, do you have any further 

 25 questions based upon Mr. Duffey's redirect?
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  1 MR. DAVIDSON:  No, Your Honor.

  2 THE COURT:  Thank you.  Mr. Duffey, does this conclude 

  3 Mr. Faggert's testimony?

  4 MR. DUFFEY:  Yes, Your Honor.

  5 THE COURT:  Do you have any further witnesses?

  6 MR. DUFFEY:  And we have no further witness.  That's 

  7 all the testimony we have to present.

  8 THE COURT:  Okay.  Mr. Davidson, do you have any 

  9 evidence to present?

 10 MR. DAVIDSON:  No, Your Honor.

 11 THE COURT:  Are we ready to proceed to argument, 

 12 Mr. Duffey?

 13 MR. DUFFEY:  Yes, Your Honor.

 14 THE COURT:  Mr. Davidson, are you ready to proceed to 

 15 argument?

 16 MR. DAVIDSON:  Yes, Your Honor.

 17 THE COURT:  All right.  Mr. Duffey, you may proceed.

 18 MR. DUFFEY:  Your Honor, as far as the motion to 

 19 suppress goes toward whether or not the search warrant in this 

 20 case -- and here we're talking about the Google two search 

 21 warrant now that the Google one has been withdrawn.  So the 

 22 Google two search warrant that was issued on March 9th, 2020, 

 23 it's our contention that it is an unlawful, overbroad, general 

 24 search warrant that's lacking in particularity.  And we have 

 25 based that for the most part on the Chatrie case from Virginia 
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  1 that we attached.  It's a very lengthy case.  We've submitted a 

  2 memorandum on that also.  

  3 Essentially, it's our argument that this type of 

  4 warrant is the type of general warrant that the Constitution 

  5 forbids, and it's the reason that we have the Fourth Amendment 

  6 to the United States Constitution.  And I liken it to a general 

  7 search.  For example, if we're looking at one of the locations 

  8 in one of the attachments to the search warrant -- let's say 

  9 it's a location near Ann Street.  And I think I asked 

 10 Mr. Faggert about this.  It's like going into every house and 

 11 business on that street and searching for a suspect that they 

 12 don't have identification on.  And so here they're going in, and 

 13 it's just a broad sweep of data from Google where they're 

 14 getting private information from a number of innocent people.  

 15 And we've submitted evidence that Mr. Davis has a 

 16 Google account and had the Android type cell phone that they're 

 17 looking at.  And so they're going in and, just with a fell sweep 

 18 of a pen, they go in and they can search all of these things 

 19 without any particular particularity as to the person they are 

 20 alleging who committed this offense and without specific 

 21 particularity as to exactly specifically what they're targeting.  

 22 They're just -- they're targeting everyone.  And then it leaves 

 23 it up to the discretion of the officers to decide what he 

 24 believes is relevant.  

 25 And to add to that, in this particular case it's now 
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  1 come out, at least through the testimony today, that the actual 

  2 search warrant that appears to be the official search warrant 

  3 that's in the file referenced an Attachment A and B, which was 

  4 not attached, and is different from the search warrant in 

  5 Exhibit 9 where Mr. Faggert, Agent Faggert, has changed and 

  6 changed Attachment B to be Attachment E.  

  7 And so it's our contention that because that search 

  8 warrant that was served is different from the official search 

  9 warrant, it has been changed, and that is not the same search 

 10 warrant that Judge Walker signed.  I know Agent Faggert 

 11 testified he doesn't know how that happened and he doesn't 

 12 remember how it happened, but the fact is the official search 

 13 warrant is signed by a judge, and the actual search warrant that 

 14 was served has changes on it that's not in that official search 

 15 warrant.  We would liken that to being an invalid search 

 16 warrant.

 17 THE COURT:  Mr. Duffey, I'm confused by your argument, 

 18 because you're saying -- you're saying that the document -- or 

 19 the search warrant is not the one signed by Judge Walker.  But 

 20 from my review of the exhibits, both exhibits contain Judge 

 21 Walker's signature.  So what do you mean, it's not the one 

 22 signed by Judge Walker?

 23 MR. DUFFEY:  Well, what I mean is the exhibit that's -- 

 24 let's take, for example, Government Exhibit 2.  That is, my 

 25 understanding, the official search warrant that's in the Court 
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  1 file.  That is signed by Judge Walker, and it references 

  2 Attachments A and B.  

  3 Defendant's Exhibit 9 is also a search warrant signed 

  4 by Judge Walker, but there appears to be a change made to the 

  5 search warrant that was signed by Judge Walker, and that change 

  6 was made by the agent.  And the agent can't remember when that 

  7 change occurred.  It just appears to be logical that if that 

  8 change was made in the presence of Judge Walker, it would be in 

  9 the official file, and here it's not.  

 10 And so it's our contention, because the actual search 

 11 warrant that was served -- even though it was signed by Judge 

 12 Walker, it's our contention that it was altered, and that voided 

 13 that warrant.  That is not the warrant that Judge Walker signed 

 14 in her presence.  It appears to have been changed.  

 15 The only logical inference I can argue is it was 

 16 changed after the fact since the agent doesn't remember how that 

 17 change was made, and it doesn't appear in the official file.  I 

 18 mean, that's really an additional issue from what we filed in 

 19 our original motion to suppress.  So it's an additional argument 

 20 that we contend that they're -- essentially, the warrant that 

 21 was served was invalid because it was changed.

 22 THE COURT:  And you are arguing that it was changed 

 23 outside the presence of Judge Walker?

 24 MR. DUFFEY:  Yes.  Yes, Your Honor.

 25 THE COURT:  You're not relying on her signature or 
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  1 absence of her signature on the exhibits, you're relying on the 

  2 argument that you believe it was done outside her presence and 

  3 without her approval; is that correct?  

  4 MR. DUFFEY:  Yes, Your Honor.  That's what I'm arguing.  

  5 That's my argument.  

  6 And I would ask, since I did not -- that was not part 

  7 of my original motion to suppress, since it came up during the 

  8 hearing, may I -- may I have permission to file a supplement to 

  9 my motion to suppress to add that argument?  And I can do that 

 10 in writing by Friday if that's permissible with the Court.  I 

 11 would like to cite some cases on that.

 12 THE COURT:  That would be helpful to the Court.  

 13 Mr. Davidson, do you have any opposition to that?

 14 MR. DAVIDSON:  Your Honor, only the same opposition I 

 15 had to just the entire motion we're on as being 11 months after 

 16 the deadline, and the government now believing he's shown good 

 17 cause.  That -- just rely on that same argument.

 18 THE COURT:  Good cause to file a supplemental brief?

 19 MR. DAVIDSON:  Well, for -- you know, it's an 

 20 additional issue 11 months after the motion to suppress.

 21 THE COURT:  Mr. Davidson, you're treading on some 

 22 delicate water here, because he just received these documents 

 23 from the government; isn't that correct?  

 24 MR. DAVIDSON:  I think Agent Faggert's testimony -- I 

 25 can't say for sure.  Agent Faggert testified this morning that 
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  1 FBI pulled it from the FBI case file, which should be the case 

  2 file that Mr. Duffey has.  I haven't gone back to -- since this 

  3 just came up this morning, that particular point -- to double 

  4 check exactly what was given to Mr. Duffey.  So it may be that 

  5 it was already in Mr. Duffey's possession.  

  6 But the government -- if Mr. Duffey were to file 

  7 something, we would just ask for a few days to file a response 

  8 with its on selection of case law.

  9 THE COURT:  How much time do you need, Mr. Davidson?

 10 MR. DAVIDSON:  If he files something by Friday, the 

 11 government would ask -- Monday is a holiday -- by next Thursday.

 12 THE COURT:  Okay.  So, Mr. Duffey, I'm going to grant 

 13 your request to file a supplemental brief on this issue, and 

 14 your brief is due by midnight on May 27th.  Then, Mr. Davidson, 

 15 the government has an opportunity to respond by midnight on June 

 16 3rd, which is Friday, June 3rd.

 17     So, Mr. Duffey, you argued that the geofence search 

 18 warrant is equivalent to a search of individuals' homes, but 

 19 following these steps, step one and step two are not a search of 

 20 content of individuals' devices.  How is that equivalent to a 

 21 search of someone's home?

 22 MR. DUFFEY:  Well, it was just the closest analogy that 

 23 I could come up with.  But when you're looking at the digital -- 

 24 I don't know how to explain the -- all the information that is 

 25 out in the digital world, which I would say is Google in this 
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  1 place, the Google world, it appears that these steps gave law 

  2 enforcement the authority to go in and speak and communicate 

  3 back and forth with Google as to how they want -- what 

  4 information they want exactly and how they're going to pare this 

  5 down.  

  6 It appears to give them so much discretion because I 

  7 believe Agent Faggert testified the warrant was served the next 

  8 day, I believe, or within a few days, and we are here we get the 

  9 first response back, according to Exhibit 10, June 2nd and went 

 10 through June 15th.  And according to Agent Faggert, there was 

 11 back and forth between Google and FBI Agent Berni about these 

 12 items.  The location numbers changed.  There were six locations 

 13 requested in the attachment, and they got nine locations.  

 14 And so it appears that law enforcement had too much 

 15 discretion in deciding what they were going to tell Google that 

 16 we want; in other words, to pare it down.  It appears that in a 

 17 situation like that, they should have gone back to the judge and 

 18 got the judge's permission about how to communicate back and 

 19 forth with Google to do this.  

 20 You know, the digital world is so much different than 

 21 going into a home, because you serve the warrant on the home, 

 22 you walk in, and everything's there.  This is totally different.  

 23 We are really in uncharted territory about how to treat these 

 24 kinds of things.  

 25 But I think that because the digital world is so wide 
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  1 open, it's got to be more specific.  It's our contention that 

  2 the particularity requirement of the Fourth Amendment states 

  3 that it should be more specific than that.  Law enforcement 

  4 shouldn't have that discretion to go through these steps and 

  5 tell Google, this is what we want and this is how we want you to 

  6 do it.

  7 THE COURT:  Are you taking the position, Mr. Duffey, 

  8 that law enforcement should not be able to use discretion when 

  9 executing search warrants?

 10 MR. DUFFEY:  Well, no, Your Honor, I'm not.  Because I 

 11 know when they go into houses, they can seize things that are in 

 12 plain view.  They can seize things that are a danger.  But when 

 13 we're looking at this, it's a totally different atmosphere 

 14 because they're getting private information from a number of 

 15 other people.  And as it turned out, they had private 

 16 information on at least two innocent parties in this case that 

 17 they -- that these two innocent parties probably to this day 

 18 don't know that they looked through all their records.  

 19 So it's just our contention that it just makes it such 

 20 a general request, and that it's just overbroad in how this went 

 21 about.  It's not like getting a search warrant for a house or a 

 22 car, and it should be treated more specific when you get into 

 23 the digital world.  It's our contention it wasn't specific 

 24 enough in how they went about getting this warrant.

 25 THE COURT:  Mr. Davis, you had your finger raised.  Did 
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  1 you need to speak to Mr. Duffey?  

  2 THE DEFENDANT:  Yes, ma'am, for one moment, please.

  3 THE COURT:  Okay.  Court will be in recess so the 

  4 defendant can speak to his attorney privately.

  5 (Brief recess was taken from 11:27 a.m. until 11:29 a.m., 

  6 after which proceedings continued, as follows:)

  7 THE COURT:  Court is back in session.  

  8 So Mr. Duffey, you were completing your argument.  And 

  9 I feel like this issue is a very complex issue, so it's 

 10 unhelpful to use terms loosely.  So when you say things like 

 11 this violates people's privacy rights and it's different than a 

 12 search of a home but equivalent to a search of a home, it's very 

 13 hard for me to really understand your argument.  

 14 It's my understanding that through the process of this 

 15 geofence search warrant, steps one and steps two did not search 

 16 content of any individual's electronic device, merely location.  

 17 How is location a violation of someone's privacy?  How is that 

 18 any different than law enforcement obtaining surveillance video 

 19 of a Walmart parking lot, which has vehicles of many different 

 20 individuals which show their location at Walmart, and through 

 21 other investigative steps, law enforcement may determine that my 

 22 vehicle is actually in that parking lot?  How is that a 

 23 violation of my privacy right to merely determine my location?

 24 MR. DUFFEY:  Well, my argument on that would be that 

 25 that location can tell a lot of things about people's privacy 
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  1 interests.  It tells where you are, who you're associating with, 

  2 what you're doing, and things of that nature.  

  3 And I believe that was discussed in -- on a limited 

  4 basis in the Carpenter case.  That involved cell phone location 

  5 where the Court said that in that particular case, there was a 

  6 privacy interest in their location.  

  7 But even more important than that, if I can make it 

  8 more specific in my argument about what I'm going at in this, 

  9 this particular warrant did not specify that a particular person 

 10 had committed a crime.  They didn't identify any particular 

 11 person that had committed a crime.  They did not even identify 

 12 whether or not the suspect in this case even possessed a cell 

 13 phone or had a Google account.  They just went in and did a wide 

 14 sweep of Google, saying, well, let's search all of these 

 15 accounts and see if we can find somebody that was there, and 

 16 through the location we'll try to connect it to them.  

 17 So it's -- when I go back to a search of a house or a 

 18 car where someone gets a search warrant from a judge, you 

 19 normally are particular as to, well, we have information that a 

 20 crime was committed and that the person in this house committed 

 21 that crime, or there's evidence of drugs being sold against 

 22 federal law or some nature like that.  So they're focusing on 

 23 something specific and in particular.  

 24 In this case, they were not because they had no -- even 

 25 in the affidavit, they don't even know if this suspect had a 
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  1 Google account or a cell phone, and they said in there if they 

  2 had one, then we might be able to find something on this person.  

  3 So it's -- that's how my argument goes into whether or not this 

  4 was a general warrant, and it was not particular enough under 

  5 the Fourth Amendment.  

  6 And it is complicated.  And it's more difficult for me 

  7 to explain verbally than it is in writing, but -- because it 

  8 gets confusing.  

  9 So what I am getting at, I think, and because of the 

 10 way this affidavit in support of the warrant was worded, they 

 11 had no specific suspect.  They didn't even know if they had a 

 12 Google account.  They didn't know if they had a phone.  They 

 13 just went in and did a fell sweep.

 14 THE COURT:  So you're stating you're relying on 

 15 Chatrie -- how I'm going to pronounce that case name -- when in 

 16 Chatrie the Court relied on Leon good faith.  So why shouldn't I 

 17 rely on Leon good faith for this search warrant?  

 18 MR. DUFFEY:  Well, it's our contention, because we are 

 19 alleging that the warrant lacked particularity in the way these 

 20 attachments were made and also in the affidavit, that 

 21 particularity is set out specifically in the Fourth Amendment.  

 22 And it is -- it is something that a reasonable officer would 

 23 have known about.  I mean, everyone knows that requirement, that 

 24 general warrants are not required.  And so while we agree with 

 25 the Chatrie case -- and I'm probably not pronouncing it 
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  1 correctly myself.  While we agree with the portion that they 

  2 held that it was a general warrant and was unconstitutional, we 

  3 do disagree that the good faith should be applied based upon the 

  4 reasons that I set forth in my prior submission.  

  5 What I intended to do Friday when I submit a case about 

  6 whether or not this was a valid warrant, I intended to also 

  7 discuss good faith in that also in relation to that issue, which 

  8 I think would be applicable to this.  But I think particularity 

  9 is established in the Constitution and in past cases, and that 

 10 the officer should have been aware of that.  And I will make the 

 11 same argument that the officer should have been aware that no 

 12 changes could be made to a warrant when it's served.  

 13 THE COURT:  Thank you, Mr. Duffey.  Mr. Davidson?

 14 MR. DAVIDSON:  Your Honor, let me start with the 

 15 warrant itself.  As I read the Chatrie case, the Court there had 

 16 several concerns that seemed specific to that case which are 

 17 different from the facts of this case.  There, there's a 

 18 footnote on -- I think it was page 47, or at least on my printed 

 19 off, 47, where the Court talked about that there was one 

 20 location.  There, there was one main location they were looking 

 21 at.  Here we have a car jacking location and a business robbery 

 22 location.  

 23 The chance of the same device being in both 

 24 locations -- which Officer Faggert testified at the last hearing 

 25 the distance between those two locations.  It's not like they 
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  1 were just down the street.  It's a pretty small chance that the 

  2 same device is going to be in the area of both locations in the 

  3 small time period that the warrant covered.  That is different 

  4 from the one location that the Chatrie court was looking at.  

  5 Additionally, there they had permission under the 

  6 warrant for I think generally -- it was about two hours of data.  

  7 Here Officer Faggert testified that it was between 15 minutes to 

  8 40 minutes for each location.  The Chatrie court had testimony 

  9 that based on that two-hour window, a witness actually testified 

 10 they could track the movement of some of the devices from one 

 11 location actually in theory back to a residence.  Here we don't 

 12 have two hours.  Much more limited; much less of a concern about 

 13 law enforcement being able to use the limited information they 

 14 had from steps one and two to track people.  

 15 And there was no testimony of any of that happening, 

 16 regardless.  The Chatrie court had a discussion about the back 

 17 and forth between law enforcement and Google and how in that 

 18 case they seemed to have a problem with the specifics of the 

 19 back and forth.  Google seemed to have a problem with some of 

 20 the back and forth and was, I think, denying some of the 

 21 requests of what law enforcement was asking for as part of the 

 22 process.  

 23 Here we don't have that.  There was some back and 

 24 forth.  There was limited testimony on it.  There's nothing in 

 25 the evidence about the back and forth that to me seems 
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  1 problematic; that was going outside the bounds of the warrant.  

  2 So I think while the process in the Chatrie court is 

  3 similar to the process used now, the particulars are different.  

  4 I'm not sure the Chatrie Court would have the same concerns 

  5 about this warrant.  

  6 But regardless, this warrant is a valid warrant.  

  7 Geofence warrants have been used across the country.  They have 

  8 been used in this district.  This was the second geofence 

  9 warrant used in this specific case which employed the same 

 10 process.  

 11 Now, I would tell the Court that it's my understanding 

 12 from the FBI that the current basically go-by that the FBI is 

 13 using for geofence warrants changed to address some of the 

 14 concerns pointed out by the Chatrie Court.  So I'm not sure, at 

 15 least as far as new geofence warrants, at least in this 

 16 district, that some of these concerns will be continuing 

 17 concerns in the future.  

 18 But the government would submit that there is nothing 

 19 unconstitutional about this warrant, about the processes it 

 20 allowed for, and the way the processes ultimately were 

 21 implemented.  Mr. Duffey mentioned Carpenter.  I don't have it 

 22 in front of me, but my recollection is the Carpenter court had a 

 23 concern about what was essentially continuous monitoring of a 

 24 person's location through the use of their cell phone.  It 

 25 wasn't a 15- to 40-minute, you know, period that we have here.  
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  1 It was a continuous monitoring.  So I think that Carpenter is 

  2 different in that respect.

  3 And if I could, now that I've talked about the 

  4 warrant, can I talk about what I think the Court should look at 

  5 initially, which is standing.  Mr. Davis has no standing to 

  6 challenge this warrant.  

  7 Officer Faggert testified at the last portion of the 

  8 hearing that the warrant -- you know, we had the step one where 

  9 a fairly large number of -- we get unique identifiers.  No idea 

 10 who they apply to.  There's a narrow down, and at the end of the 

 11 day we get specific information about three identifiers, two of 

 12 which have nothing to do with Mr. Davis or this case.  The third 

 13 one is a Gmail account which begins Y-O-N-N-A, so I'll call it 

 14 the Yonna Gmail account.  That was connected to a Miranda 

 15 Gilbert, who was related to a Portia Gilbert, who is not 

 16 Mr. Davis.  

 17 And it's not like this -- the device that had the 

 18 Gmail account open was somebody else's cell phone, but it was in 

 19 Mr. Davis's pocket where maybe he could somehow argue standing 

 20 based on that.  The device which had the Gmail account on it was 

 21 in the getaway car.  It wasn't on Mr. Davis.  It wasn't 

 22 connected to the car jacked vehicle.  It was just the getaway 

 23 car, which we allege Mr. Davis jumped into the passenger seat of 

 24 after the business robbery.  

 25 Ms. Gilbert potentially would have standing, whether 
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  1 it be registered to her or Yonna.  Seems to be maybe a minor 

  2 child, so it could very well be this is some sort of school 

  3 email or something.  So a guardian of this person who has this 

  4 Gmail account would perhaps have standing.  Mr. Davis is, from 

  5 the evidence, just a guy who was in the area who jumped in the 

  6 car that had this device.  That does not give him any subjective 

  7 or objective reasonable expectation of privacy.  

  8 If the government gets a search warrant for my house 

  9 to look for, say, drug evidence, if they find evidence of 

 10 criminal activity of John Geer, he has no expectation of 

 11 privacy.  He doesn't get to challenge that search warrant if 

 12 he's not, you know, a resident of that house.  If he's just -- 

 13 you know, had shown up one day -- 

 14 Which is all Mr. Davis is doing.  He showed up in a 

 15 car that had a device that was the subject of a search warrant.  

 16 He has no subjective expectation of privacy.  He has no 

 17 reasonable expectation of privacy.  And the government believes 

 18 that should really be the end of the discussion.  

 19 As the Court noted, geofence warrants can get 

 20 complicated.  You know, sometimes there's close calls in 

 21 standing.  I've heard nothing that in any legal world in this 

 22 country gets Mr. Davis standing to challenge a search warrant 

 23 which wasn't directed at him and which the result -- didn't 

 24 result in anything of his being searched.

 25 THE COURT:  Do you have a case that's directly on 
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  1 point?

  2 MR. DAVIDSON:  Your Honor, give me one second.  No, I 

  3 do not have one directly on point, especially in this context.  

  4 The Chatrie case discussed standing very briefly and pretty much 

  5 glossed over standing.  But there, there was more of a belief to 

  6 believe that Chatrie had standing certainly than Mr. Davis.  

  7 But I did -- just in my response to the motion to 

  8 suppress, discussed standing on page 6, just basically going 

  9 through the general principles of standing, which is subjective 

 10 and an objective component.  And Mr. Davis has neither.

 11 THE COURT:  But standing is also complex considering 

 12 the posture of this case, geofence search warrants.  This is a 

 13 novel issue.  Not many courts have addressed it.  So that, to 

 14 me, is not an easier route to resolve this issue.  Would you 

 15 agree, Mr. Davidson?

 16 MR. DAVIDSON:  I understand the Court's position.  I 

 17 still think it's fairly straightforward based on Mr. Davis's -- 

 18 there's nothing in the record to even connect him to Ms. Gilbert 

 19 other than there may have been testimony, I don't recall, at 

 20 some point that they were in a romantic relationship, not 

 21 married, and that's it.  

 22 So, first, no standing.  Second, geofence warrant is 

 23 legal.  But as the Court got at briefly with Mr. Duffey, the 

 24 government would assert a Leon good faith defense.  

 25 If the Court were to determine that the geofence 
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  1 warrant was not constitutional, Officer Faggert testified he's 

  2 aware -- he was aware of geofence warrants through discussions 

  3 with other law enforcement officers, other law enforcement 

  4 officers, other FBI agents, having done geofence warrants 

  5 throughout the country.  I think he testified last time, he used 

  6 a go-by in drafting his affidavit, which is further evidence 

  7 that this is something that the law enforcement community 

  8 believed was a legitimate type of warrant.  

  9 He previously got a geofence warrant approved in this 

 10 case.  He consulted with the U.S. Attorney's office, 

 11 specifically myself, about getting the warrants and had no 

 12 reason to believe, based on those discussions, there was a legal 

 13 problem.  And a federal magistrate judge, who has been on the 

 14 bench, I believe, more than 20 years, signed the warrant.  

 15 So I think there is nothing to undercut a Leon good 

 16 faith defense.  There is nothing in the evidence to suggest that 

 17 Mr. Faggert should have had any belief that Judge Walker was 

 18 signing an illegitimate warrant.  

 19 Even the Chatrie court, which as I detailed, numerous 

 20 things with the warrant that the Court had problems with, still 

 21 found the agent in that case had a good faith basis for 

 22 believing, when a federal judge signs a warrant, it's a 

 23 legitimate warrant.  So we would certainly assert a good faith 

 24 defense if it comes down to that.  

 25 I think, lastly, just to briefly touch on the affidavit 
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  1 issue.  Mr. Duffey's mentioned a couple of times about 

  2 Attachments B, C, and D not being referenced in the search 

  3 warrant.  Officer Faggert testified that Attachment A 

  4 specifically talks about B, C, and D.  So in that respect, 

  5 Attachments B, C, and D are included in the search warrant by 

  6 reference through Attachment A.  

  7 On Attachment E, Officer Faggert testified he made a 

  8 change.  Two and a half years later, he doesn't remember the 

  9 details.  The testimony, which is the only testimony on the 

 10 subject in the record from Officer Faggert, was that his 

 11 practice would have been to do that in the presence of the 

 12 magistrate judge.  

 13 Here there was a change made in the affidavit, which is 

 14 Defense Exhibit 3.  There's a couple of places where Montgomery, 

 15 Alabama, is handwritten in with Officer Faggert's initials next 

 16 to it, not Judge Walker's.  So there's an instance of -- not 

 17 disputed -- that change was made before Judge Walker.  Judge 

 18 Walker did not initial that.  So the fact that she did not 

 19 initial the change on the warrant I don't think can be taken as 

 20 meaning in any way that she was not present during the change on 

 21 that warrant.  

 22 As to why the one filed in the clerk's office is the 

 23 version without the change, I can't really speak to that.  It 

 24 would seem that the change to the warrant was simply made at 

 25 some point, could have been minutes after, but at some point 
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  1 after the signed warrant was filed with the clerk's office.  

  2 There would have been a realization that there was an error, and 

  3 then it was changed, presumably, based on the evidence, before 

  4 Judge Walker.  

  5 Based on that, there's no reason to believe that 

  6 anything untoward was done in this case.  The evidence will be 

  7 that it was changed before Judge Walker, although the government 

  8 would submit even if it -- well, I'll get into that in my 

  9 response to Mr. Duffey's future filings, but I'll just preview 

 10 and say that based on what I've researched so far, I don't think 

 11 that it would be legally problematic and fatal to the warrant.  

 12 But I'll go into further discussion in my brief next week.

 13 THE COURT:  So are you saying, Mr. Davidson, that the 

 14 modification to the search warrant form, which was not part of 

 15 the actual filed search warrant, does not invalidate the search 

 16 warrant?  I mean, doesn't that mean that that actual document is 

 17 not the true document?

 18 MR. DAVIDSON:  No, Your Honor -- well, if it was not 

 19 done with -- in conjunction with Judge Walker, yes.  That would, 

 20 I think, by definition, not be what was signature approved by 

 21 Judge Walker.  

 22 However, you know, that would be the same case if -- 

 23 you know, there's cases where an agent has changed the date 

 24 without judicial involvement.  That's a problem, it shouldn't 

 25 happen, and technically what's served is not the warrant signed 
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  1 by the judge.  Courts have found it shouldn't happen, but 

  2 invalidation of the warrant is not an appropriate remedy in that 

  3 case.  The changing of the dates just wasn't important enough.  

  4 Same thing with the address which has been -- was 

  5 incorrect and changed.  There the Court found that the issue is 

  6 the officers executing the warrant, was there enough in the 

  7 documents, in the attachments, to know the proper place to 

  8 search and the proper things to search for based on what was 

  9 approved by the judge?  So there, even though there was an 

 10 improper alteration to the search warrant, the Court did not 

 11 exclude any evidence based on the search warrant.  

 12 I think this would be similar, based on the testimony 

 13 that clearly the process approved by Judge Walker was the 

 14 process in Attachment E, which was before her when she signed 

 15 the warrant.  Would have been reviewed by her.  It was the only 

 16 document that set forth any process.  There's no other process 

 17 she could have been approving but for Attachment E.  

 18 So changing Attachments B, E, although we say it was 

 19 done, based on the evidence, with Judge Walker's involvement and 

 20 approval, even if it wasn't, doesn't change whether probable 

 21 cause existed to execute the warrant in the manner that it was 

 22 executed.  And it only, you know, makes more clear what would 

 23 have been the clear intent of Judge Walker in signing the 

 24 warrant.  

 25 The only case I've found so far where the Court had a 
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  1 big problem with the extrajudicial change to the warrant was 

  2 when the warrant did not authorize the execution of a search of 

  3 a premises.  The officer who -- one of the officers who was 

  4 going to execute the warrant basically thought, no, we're going 

  5 to search the premises, that's the whole point here, and added 

  6 authorization to search a premises to the warrant, when that was 

  7 clearly not what was discussed and approved by the judge.  So 

  8 that one hundred percent changed the search warrant, and the 

  9 Court rightly suppressed that warrant and excluded the evidence 

 10 directly resulting from it.  

 11 That's not this case.  This is more akin to changing an 

 12 address to be more clearly reflective of what clearly the judge 

 13 had authorized.  However, we don't believe that there is any 

 14 evidence that it was done without judicial involvement, based on 

 15 Officer Faggert's testimony.

 16 THE COURT:  Thank you, Mr. Davidson.  

 17 Mr. Duffey, do you have a reply to any of the arguments 

 18 provided by Mr. Davidson?

 19 MR. DUFFEY:  Your Honor, we filed document 116, was our 

 20 reply on the standing issue, and we do stand by that.  We think, 

 21 because he was a Google account holder, he had a reasonable 

 22 expectation of privacy in the Google search.  And we intend to 

 23 address the issue about the warrant in our filing Friday.  

 24 It will mainly be based on the case of I believe it's 

 25 Groh, G-R-O-H, v. Ramirez, 540 U.S. 551.  And I think in that 
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  1 case there was an issue about whether or not a search warrant 

  2 was served and documents were served with a search warrant that 

  3 were not incorporated specifically into the search warrant.  And 

  4 the court there said that unless it's part of the search 

  5 warrant, it couldn't have been served that way.  And it was a 

  6 facially invalid warrant, essentially, the way they did that.  

  7 But I will address that in my writing.  

  8 THE COURT:  Mr. Davis, you have your hand raised?

  9 THE DEFENDANT:  Yes, ma'am.  I would like to speak to 

 10 my attorney one time.

 11 THE COURT:  Very well.  Court will be in recess so the 

 12 defendant can speak to his attorney.

 13 (Recess was taken from 11:58 a.m. until 12:03 p.m., after 

 14 which proceedings continued, as follows:) 

 15 THE COURT:  Court is back in session.  

 16 Mr. Duffey, are you ready to proceed?

 17 MR. DUFFEY:  Yes, Your Honor.  That's all we have.

 18 THE COURT:  Okay.  I want to thank you all for your 

 19 time this morning, the evidence that was presented, as well as 

 20 the arguments.  I'm going to take the evidence and arguments 

 21 under advisement and await Mr. Duffey's supplemental brief, 

 22 which will be responded to by the government by next Friday.  

 23 Court is adjourned.  

 24 (Proceedings concluded at 12:04 p.m.)

 25 * * * * * * * * * * * * * 
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