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APPENDIX A

UNITED STATES COURT OF APPEALS
FOR THE DISTRICT OF COLUMBIA CIRCUIT

Argued March 24, 2025 Decided August 15, 2025
No. 24-1224

SPRINT CORPORATION,
PETITIONER

V.

FEDERAL COMMUNICATIONS COMMISSION AND
UNITED STATES OF AMERICA,
RESPONDENTS

Consolidated with 24-1225

On Petitions for Review of Orders of the Federal
Communications Commission

Helgi C. Walker argued the cause for petition-
ers. With her on the briefs were Russell B. Balikian,
Zachary E. Tyree, and Nathaniel J. Tisa.

Joshua S. Turner, Sara M. Baxenberg, Boyd
Garriott, and Stephen J. Conley were on the brief for
amicus curiae CTIA — The Wireless Association in
support of petitioners.
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Mariel A. Brookins was on the brief for amicus
curiae the Chamber of Commerce of the United States
of America in support of petitioners.

John R. Grimm, Counsel, Federal Communica-
tions Commission, argued the cause for respondents.
With him on the brief were Robert B. Nicholson and
Matthew A. Waring, Attorneys, U.S. Department of
Justice, Jacob M. Lewis, Deputy General Counsel,
Federal Communications Commission, and Sarah E.
Citrin, Deputy Associate General Counsel. Robert «J.
Wiggers, Attorney, U.S. Department of Justice, and
Adam Sorensen, Attorney, Federal Communications
Commission, entered appearances.

Alan Butler, Christopher Frascella, Samir
Jain, Eric Null, and Aaron Mackey were on the brief
for amici curiae the Electronic Privacy Information
Center, et al. in support of respondents.

Before: HENDERSON, PAN, and GARCIA, Circuit
Judges.

Opinion for the Court filed by Circuit Judge
PAN.

PAN, Circuit Judge: Every cell phone is a track-
ing device. To receive service, a cell phone must peri-
odically connect with the nearest tower in a wireless
carrier’s network. Each time it does, it sends the car-
rier a record of the phone’s location and, by extension,
the location of the customer who owns it. Over time,
this information becomes an exhaustive history of a
customer’s whereabouts and “provides an intimate
window into [that] person’s life.” Carpenter v. United
States, 585 U.S. 296, 311 (2018).
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Congress recognized the highly sensitive na-
ture of this data. In 1999, it amended the Communi-
cations Act to impose on telecommunications carriers
“a duty to protect the confidentiality” of customer lo-
cation information (CLI). 47 U.S.C. § 222(a); see also
Wireless Communications and Public Safety Act of
1999, Pub. L. No. 106-81, 113 Stat. 1286. The Act for-
bids carriers, in most circumstances, from sharing
that information with third parties absent affirmative
customer consent. 47 U.S.C. § 222(c)(2). An imple-
menting regulation further requires carriers to take
“reasonable measures” to protect CLI from unauthor-
ized access by third parties. 47 C.F.R. § 64.2010(a).

This case concerns whether two carriers —
Sprint Corporation and T-Mobile USA, Inc. — vio-
lated their “duty to protect the confidentiality” of CLI.
47 U.S.C. § 222(a). For years, Sprint and T-Mobile
sold CLI to third parties. In theory, Sprint and T-Mo-
bile required those third parties to obtain customer
consent. But in practice, the third parties did not al-
ways do so, and Sprint and T-Mobile provided the CLI
without verifying compliance. Several bad actors
abused Sprint and T-Mobile’s programs to illicitly ac-
cess CLI without the customers’ knowledge, let alone
consent. And even after Sprint and T-Mobile became
aware of those abuses, they continued to sell CLI for
some time without adopting new safeguards. Based on
those facts, the Federal Communications Commission
concluded that Sprint and T-Mobile violated the Com-
munications Act and fined them a combined $92 mil-
lion.

Sprint and T-Mobile (collectively, “the Carri-
ers”) now petition for our review. Neither denies what
happened. Instead, they argue that the undisputed
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facts do not amount to a violation of the law. The Car-
riers also argue that the Commission misinterpreted
the Communications Act, miscalculated the penalties,
and violated the Seventh Amendment by not affording
them a jury trial. Because the Carriers’ arguments
lack merit, we deny the petitions for review.

L
A.

The Communications Act requires telecommu-
nications carriers to “protect the confidentiality” of
“customer proprietary network information,” or
CPNI. 47 U.S.C. § 222(a), (c)(1). The Act defines CPNI
to include certain customer location information —
the data at issue in this case. See id. § 222(h)(1)(A).
Subject to a handful of exceptions, carriers must ob-
tain affirmative customer consent before disclosing
CPNI to third parties. Id. § 222(c); see also 47 C.F.R.
§ 64.2007(b). And “carriers must take reasonable
measures to discover and protect against attempts to
gain unauthorized access to CPNI.” 47 C.F.R.
§ 64.2010(a). If a carrier “willfully or repeatedly fail[s]
to comply” with its duty to protect CPNI, the carrier
“shall be liable to the United States for a forfeiture
penalty.” 47 U.S.C. § 503(b)(1)(B).

When the Commission suspects that a carrier
has committed a violation, it can initiate an investiga-
tion by sending a letter of inquiry to the carrier, which
asks the carrier to “answer questions and produce doc-
uments relevant to evaluating whether a violation has
occurred.” Fed. Commc’ns Comm’n, Enforcement Pri-
mer, https://perma.cc/V7BS-8QGN.

If, following an investigation, the Commission
thinks a violation was committed, the Commission
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has two procedural options for pursuing a forfeiture
penalty. Under the first option, it may issue a “notice
of opportunity” for “a formal hearing” “conducted by
an administrative law judge.” 47 C.F.R. § 1.80(h); see
also 47 U.S.C. § 503(b)(3)(A). In such a proceeding, the
ALJ hears evidence from the Commission and the car-
rier, and then issues an initial decision, which can be
appealed to the Commission. 47 C.F.R. § 1.80(h)(1);
see also id. §§ 1.243, 1.250-82. The Commission’s rul-
ing, in turn, is subject to direct review in a court of
appeals. 47 U.S.C. § 503(b)(3)(A); see also id. § 402(a).

Under the second option, the Commission may
issue a “notice of apparent liability” (NAL) to the car-
rier. 47 U.S.C. § 503(b)(4). The NAL must, among
other things, identify the provisions of law alleged to
have been violated, set forth the facts underlying the
violation, and propose a penalty amount. Id.; see also
47 C.F.R. § 1.80(g)(1). The carrier is then afforded a
reasonable opportunity to submit affidavits and “to
show, in writing, . . . why no such forfeiture penalty
should be imposed” or why the proposed penalty
amount should be reduced. 47 U.S.C. § 503(b)(4); see
also 47 C.F.R. § 1.80(g)(3). The Commission then de-
cides, “upon considering all relevant information
available to it,” whether to affirm, cancel, or modify
the NAL. 47 C.F.R. § 1.80(g)(4). If the Commission af-
firms the NAL, the carrier has two options: It may ei-
ther pay the penalty and seek direct review in a court
of appeals, see AT&T Corp. v. FCC, 323 F.3d 1081,
1083-84 (D.C. Cir. 2003); or it can “do nothing at all
until it is served with a complaint, at which point it is
entitled,” by statute, “to a trial de novo in district
court,” Action for Children’s Television v. FCC, 59
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F.3d 1249, 1261 (D.C. Cir. 1995); see also 47 U.S.C.
§ 504(a).

If the Commission assesses a penalty, it first
determines a base amount and then evaluates
whether an upward or downward adjustment is war-
ranted. In making those determinations, the Act di-
rects the Commission to consider “the nature, circum-
stances, extent, and gravity of the violation and, with
respect to the violator, the degree of culpability, any
history of prior offenses, ability to pay, and such other
matters as justice may require.” 47 U.S.C.
§ 503(b)(2)(E). Applicable regulations provide that an
upward variance may be warranted based on consid-
erations such as the carrier’s “ability to pay,” whether
the carrier committed “egregious misconduct,”
whether the violation was “repeated or continuous,”
and whether the violation caused “substantial harm.”
47 C.F.R. § 1.80(b)(11) Table 3 (cleaned up). A down-
ward variance may be appropriate if, for example, the
violation was “minor”; the carrier acted in “good
faith”; or the carrier’s ability to pay is limited, such
that a smaller penalty could provide adequate disin-
centive. Id. (cleaned up).

B.

Sprint and T-Mobile are wireless carriers that
provide both voice and data services to customers
throughout the United States. Customer devices must
stay connected to a carrier’s network by periodically
registering with the nearest cell tower in the network.
That enables the devices to send and receive calls, and
to transmit data. In re T-Mobile USA, Inc., FCC 24-
43, at 10 | 23 (Apr. 29, 2024), https:/perma.cc/B4JF-
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5BE4 [hereinafter T-Mobile Order].! Each time a de-
vice registers, it provides the carrier with information
regarding the customer’s real-time location. Id.

Until 2019, Sprint and T-Mobile operated loca-
tion-based service (LBS) programs, through which
they sold CLI to two third-party “location information
aggregators,” LocationSmart and Zumigo. T-Mobile
Order, at 4 | 8. Those aggregators, in turn, resold the
CLI — either directly or through “sub-aggregators” —
to third-party “service providers” that used the infor-
mation to deliver location-based services, like road-
side assistance and bank-fraud prevention. Id. at 4-5
M9 8-9. Neither Sprint nor T-Mobile directly con-
tracted with the sub-aggregators or service providers
who participated in their LBS programs. See id.

To protect CLI, Sprint and T-Mobile largely re-
lied on their contracts with the aggregators. The ag-
gregators agreed to ensure that sub-aggregators and
service providers obtained customer consent and
abided by certain industry standards before accessing
CLI. T-Mobile Order, at 5 I 9-10; see also In re
Sprint Corp., FCC 24-42, at 5 {f 9-10,
https://perma.cc/5ZL8-SJFN [hereinafter Sprint Or-
der]. But T-Mobile “did not independently verify the
customers’ consent before providing access to the loca-
tion data.” T-Mobile Order, at 5 I 9. And Sprint simi-
larly did not “notify customers and collect affirmative
customer consent” before disclosing CLI. Sprint Or-
der,at 5 | 9.

I The Commission issued separate orders against Sprint and
T-Mobile. Those orders are substantially similar, and we cite pri-
marily to the order against T-Mobile, except where indicated.
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T-Mobile also required participants in its LBS
program to submit information about their privacy
policies and how they proposed to use the customer
location data. T-Mobile referred to each proposed use
of CLI as a “campaign” and assigned each approved
campaign an ID number. T-Mobile Order, at 5 ] 10.
The provider included the ID number on every infor-
mation request, which theoretically allowed T-Mobile
to monitor all the campaigns. Id. Similarly, Sprint re-
quired the aggregators to certify that sub-aggregators
and providers abided by Sprint’s data privacy and se-
curity requirements. Sprint Order, at 5 q 10.

Under their contracts with the aggregators, the
Carriers had “broad authority” to terminate any third
party’s access to CLI if they “believed [the party] was
not complying with its obligations.” T-Mobile Order,
at 5  11. They also had authority to audit the aggre-
gators. Id. at 6 J 12. The Commission found “no evi-
dence,” however, that Sprint ever conducted an audit
prior to 2018. Sprint Order, at 6 | 12. T-Mobile, on the
other hand, conducted two “risk assessments” — one
in 2016 and one in 2018. T-Mobile Order, at 6 q 12.
But those assessments apparently failed to detect
abuses committed by several third parties participat-
ing in T-Mobile’s LBS program. See id. at 21 | 48.

C.

Around July 2017, T-Mobile “learned through a
third party” that an unidentified service provider was
misusing its customer location data. T-Mobile Order,
at 6 I 13. After an investigation, T-Mobile identified
the culprit as LocateUrCell. Id. T-Mobile had ap-
proved LocateUrCell for one campaign — helping cus-
tomers find their missing devices. Id. But
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LocateUrCell had been misusing its approved-cam-
paign ID to provide location data — without customer
consent — to companies in the bail-bonds industry. Id.
In September 2017, T-Mobile informed the relevant
aggregator, LocationSmart, of LocateUrCell’s abuses.
Id. LocationSmart told T-Mobile that it had termi-
nated LocateUrCell’s access to T-Mobile’s customer lo-
cation data earlier that month. Id. Because LocateUr-
Cell had used its approved-campaign ID for all infor-
mation requests, T-Mobile was unable to differentiate

between authorized and unauthorized requests for
CLI. Id.

In May 2018, the New York Times reported that
another service provider, Securus Technologies, was
abusing its access to the LBS programs of Sprint, T-
Mobile, and several other wireless carriers. See Jen-
nifer Valentino-DeVries, Service Meant to Monitor In-
mates’ Calls Could Track You, Too, N.Y. TIMES (May
10, 2018), https:/perma.cc/SBBBU-XWMQ. Both
Sprint and T-Mobile had authorized Securus to access
their CLI — through aggregator LocationSmart and
sub-aggregator 3Cinteractive — for the purpose of
monitoring prisoner phone calls and ensuring that the
caller was not located in the immediate vicinity of the
prison. But Securus began using its access for an un-
approved purpose: providing law enforcement with
CLI without customer knowledge or consent. T-Mobile
Order, at 7 q 14. Ostensibly, Securus required law en-
forcement to submit “legal authorization,” such as a
warrant, for any request. Id. But Securus did not ver-
ify the validity of the uploaded documents. This al-
lowed a sheriffs’ deputy in Missouri to access CLI “for
non-law enforcement purposes.” Id. The deputy would
upload irrelevant documents like his car-insurance
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policy as the “legal authorization” for the information
request. Id. at 7 { 15. Neither Sprint nor T-Mobile had
any safeguards that alerted them to the Securus
breach.

The day after the New York Times published
the Securus article, T-Mobile terminated Securus and
3Cinteractive’s access to CLI. T-Mobile Order, at 8 {
16. Five months later, in October 2018, T-Mobile noti-
fied its aggregators, LocationSmart and Zumigo, that
it would let their contracts expire in another five
months, which would effectively end T-Mobile’s LBS
program by March 2019. Id.

Sprint, for its part, terminated Securus’s access
within a week of the New York Times article. Sprint
Order, at 8 { 15. Another week later, Sprint sus-
pended LocationSmart from its LBS program. Id. And
within a month, in June 2018, Sprint notified Zumigo
that its access would end in September. Id.

But Sprint planned a relaunch of its LBS pro-
gram. Sprint Order, at 8 q 16. It devised new proce-
dures to “complement” its existing contractual provi-
sions. Id. Under the new procedures, aggregators
would be required to commission third-party audits
and to submit more detailed reports to Sprint. Sprint
relaunched its LBS program in August 2018, restor-
ing LocationSmart’s access for two preapproved ser-
vice providers. Id. at 9 { 17. In October 2018, Sprint
fully restored Zumigo’s access, which Sprint had ter-
minated the prior month. Id.

Not long after, in January 2019, another breach
came to light. Vice News reported that a service pro-
vider called Microbilt had sold CLI from Sprint and T-
Mobile to bounty hunters without customer consent.
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See Joseph Cox, I Gave a Bounty Hunter $300. Then
He Located Our Phone, VICE NEWS (Jan. 8, 2019),
https://perma.cc/259D-ZNZU. Sprint was entirely un-
aware that Zumigo had given Microbilt access to
Sprint customer location data. Sprint Order, at 9 q 18.
And although T-Mobile had authorized Microbilt to
access T-Mobile data, T-Mobile did not know that Mi-
crobilt was sharing the data with additional third par-
ties. See T-Mobile Order, at 8 { 17.

Sprint canceled its contract with Zumigo in
January 2019 and its remaining contract with Loca-
tionSmart in May 2019, ending its LBS program.
Sprint Order, at 9 ] 18-19. T-Mobile suspended Mi-
crobilt’s access to its data in January 2019 and shut-
tered its entire LBS program in February 2019. T-Mo-
bile Order, at 8 ] 17-18.

D.

The Commission sent letters of inquiry to
Sprint and T-Mobile and investigated the apparent
misuse of CLI in their LBS programs. Then, in Febru-
ary 2020, the Commission issued NALs to Sprint and
T-Mobile. The NALs alleged that both carriers vio-
lated the Communications Act by failing to take rea-
sonable measures to safeguard customer location data
against attempts to gain unauthorized access. The
NALs also proposed to levy forfeiture penalties
against Sprint and T-Mobile.

The Carriers filed written responses, arguing
that the NALs should not be affirmed. Among other
things, they claimed that the customer location data
at issue was not CPNI under the Communications Act
and therefore was not subject to CPNI regulation. The
Carriers also insisted that, even if the information
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was CPNI, they satisfied their duty to take reasonable
measures to protect it.

The Commission disagreed. In April 2024, it is-
sued orders that affirmed the notices of apparent lia-
bility. In the orders, the Commission determined that
customer location data “falls squarely within” the
statutory definition of CPNI; that Sprint and T-Mobile
violated the Communications Act by not properly han-
dling CPNI; and that the Carriers should be assessed
forfeiture penalties. T-Mobile Order, at 9-10 J 21—
22.

The Commission concluded that Sprint and T-
Mobile not only failed to take reasonable measures to
protect CPNI but also failed “to promptly address”
their “demonstrably inadequate CPNI safeguards”
once the Securus breach came to light. T-Mobile Or-
der, at 20 | 45. The Commission explained that the
Carriers’ safeguards “relied almost entirely upon con-
tractual agreement[s]” with the aggregators, which
were “passed on to” the “providers through an attenu-
ated chain of downstream contracts.” Id. at 20  47.
“To enforce these safeguards,” the Commission rea-
soned, the Carriers “would have needed to take steps
to determine whether they were actually being fol-
lowed.” Id. at 21 | 48. But the Carriers did not do that
and instead unreasonably relied on “the honor sys-
tem.” Id. at 22 { 51. In other words, Sprint and T-Mo-
bile trusted the third parties participating in their
LBS programs, and did not verify whether those third
parties were keeping their promises to obtain cus-
tomer consent for the use of CLI. Nor did either car-
rier have an effective mechanism for “distinguishing
between a legitimate request for customer location in-
formation” and “an illegitimate one.” Id. at 21 ] 48.
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The Commission also faulted Sprint and T-Mo-
bile for failing to quickly implement effective safe-
guards after learning of the Securus breach. T-Mobile
Order, at 22 q 53. Although the carriers promptly ter-
minated Securus’s access to CLI, both continued to op-
erate their LBS programs “under [effectively] the
same system that was exploited by Securus.” Id. (em-
phasis in original). And although Sprint suspended
LocationSmart’s contract and eventually imple-
mented some new procedures under its relaunched
program, the Commission deemed those steps inade-
quate: The temporary suspension of LocationSmart
did not improve protections for consumers whose loca-
tion information still could be disclosed under the LBS
program that otherwise remained in place. Sprint Or-
der, at 22 q 51. Moreover, Sprint’s new procedures
still relied on the aggregators’ compliance with con-
tractual obligations and there was “little evidence”
that Sprint took steps to ensure that compliance. Id.

After finding the Carriers liable for violating
the Act, the Commission assessed an $80,080,000 for-
feiture penalty against T-Mobile and a $12,240,000
penalty against Sprint. T-Mobile Order, at 33 | 74;
Sprint Order, at 27 q 62.

As relevant here, the Communications Act au-
thorizes a penalty of up to $2,048,915 for each viola-
tion committed by a common carrier. See 47 U.S.C.
§ 503(b)(2)(B); see also In re Adjustment of Civil Mon-
etary Penalties to Reflect Inflation, 34 FCC Rcd.
12824, 12828 (2019) (establishing 2020 inflation-ad-
justed statutory maximum at $2,048,915). The Com-
mission rejected the Carriers’ argument that they
could be fined no more than $2,048,915 each because
they each committed, at most, only one violation of the
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Act by operating a single LBS program without ade-
quate safeguards. Instead, the Commission deter-
mined that Sprint and T-Mobile committed “separate
continuing violations” for each third party that they
allowed to access CLI in the absence of reasonable
safeguards after the Carriers learned of the Securus
breach. T-Mobile Order, at 34 { 77-78. “[E]ach
unique relationship” between a carrier and a third
party, the Commission reasoned, “represented a dis-
tinct failure to reasonably protect” CPNI. Id. at 35 ]
79. And notably, each relationship “relied upon a dis-
tinct and unique contractual chain.” Id.

The Commission calculated the penalties as fol-
lows: It started the penalty period thirty days after
the Carriers were put on notice of the Securus breach,
thereby allowing the Carriers a grace period within
which they could have implemented a reasonable re-
sponse. After the thirtieth day, the Commission as-
sessed penalties for each third-party aggregator, sub-
aggregator, and service provider, consisting of
$40,000 for the first day and $2,500 for each subse-
quent day until the carrier canceled the third party’s
access to CLI. T-Mobile Order, at 33-35 {q 74, 78, 81.
Because Sprint terminated, within the grace period,
the access of several third parties that partnered with
aggregator LocationSmart, the Commission assessed
penalties against Sprint for only 11 violations. See
Sprint Order, at 27  62. T-Mobile did not terminate
access on a similar scale, so the Commission assessed
penalties against T-Mobile for 73 violations. T-Mobile
Order, at 33 | 74; see also id. at 39—40 { 93-94. The
Commission applied a 75 percent upward variance to
T-Mobile’s assessed penalties and a 100 percent
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upward variance to Sprint’s. See T-Mobile Order, at
33 q 74; Sprint Order, at 27 | 62.

The Commission reasoned that the Carriers’
conduct was “egregious.” T-Mobile Order, at 39 | 92;
see also Sprint Order, at 30  72. As the Commission
put it, “even after highly publicized incidents put”
Sprint and T-Mobile “on notice that [their] safeguards
.. . were inadequate,” the Carriers “continued to sell
access” to CLI without implementing reasonable
measures to protect that data. T-Mobile Order, at 36
q 84 (cleaned up). Those violations, the Commission
explained, were “continuous over an extended period
of time.” Id. at 39  92. And the Carriers’ “protracted”
failure to protect CPNI “caused substantial harm by
making it possible for malicious persons to identify
the exact locations” of their unsuspecting customers.
Id. (cleaned up). The Commission also “took into ac-
count” the Carriers’ “status as . . . major telecommu-
nications provider[s]” to devise a penalty that would
meaningfully deter similar misconduct in the future.

Id.

Two members of the Commission dissented.
Commissioner Carr agreed with the Carriers that the
information at issue is not CPNI. Commissioner Sim-
ington disputed the Commission’s conclusion that “a
single, systemic failure” could be subdivided into
“many separate and continuing violations.” Sprint Or-
der, at 44.

Sprint and T-Mobile paid the assessed penal-
ties and timely petitioned for our review. 47 U.S.C.
§ 402(c). We have jurisdiction under 47 U.S.C. § 402(a)
and 28 U.S.C. § 2342(1).
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II.

This “court will deny a petition for review of an
order by the Commission unless it is ‘arbitrary, capri-
cious, an abuse of discretion, or otherwise not in ac-
cordance with law.” Star Wireless, LLC v. FCC, 522
F.3d 469, 473 (D.C. Cir. 2008) (quoting 5 U.S.C.
§ 706(2)(A)). We resolve issues of constitutional law
and statutory interpretation de novo. See Nat'l Life-
line Ass’n v. FCC, 983 F.3d 498, 507 (D.C. Cir. 2020)
(cleaned up); Loper Bright Enters. v. Raimondo, 603
U.S. 369, 394 (2024). But in determining whether
agency action is arbitrary and capricious, our review
is “highly deferential.” Nat’l Lifeline Ass’n, 983 F.3d
at 507. We “presume|] the validity of agency action
and must affirm unless the Commission failed to con-
sider relevant factors or made a clear error in judg-
ment.” Id. (quoting Cellco P’ship v. FCC, 357 F.3d 88,
93-94 (D.C. Cir. 2004)).

II1.

Sprint and T-Mobile raise a slew of challenges
to the orders that found them in violation of the Com-
munications Act and levied hefty fines on them. The
Carriers claim that: (1) the Commission violated the
Seventh Amendment by assessing civil penalties
against them without affording them a jury trial; (2)
the Commission incorrectly interpreted the Commu-
nications Act; (3) even if the Commission’s interpreta-
tion were correct, regulated parties lacked fair notice
of it; (4) the Commission’s liability determinations
were arbitrary and capricious; and (5) the Commis-
sion assessed penalties that were unlawfully exces-
sive. We are unpersuaded.
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A
1.

We start with the Carriers’ claim that the Com-
mission violated their right to a jury trial under the
Seventh Amendment. But we need not resolve that
claim. That is because the statutory procedure at is-
sue allowed the Carriers to obtain a jury trial before
suffering any legal consequences. Thus, regardless of
whether it was constitutionally guaranteed, the Car-
riers had the right to a jury trial. They chose not to
wait for such a trial and therefore waived that right.?

Under the statutory framework for assessing
penalties under the Communications Act, the Com-
mission issued to each carrier a notice of apparent li-
ability. 47 U.S.C. § 503(b)(4). Both carriers had the
option of responding to the notices by either (1) paying

? The Seventh Amendment provides that in “Suits at com-

mon law,” “the right of trial by jury shall be preserved.” U.S.
Const. amend. VII. The Supreme Court has clarified that this
right “is not limited to” claims that were recognized at common
law “when the Seventh Amendment was ratified.” SEC v.
Jarkesy, 603 U.S. 109, 122 (2024). Instead, it extends to all
claims that are “legal in nature” — as opposed to claims sounding
in equity or admiralty. Id. (quoting Granfinanciera, S.A. v. Nord-
berg, 492 U.S. 33, 53 (1989)). Although both parties make sub-
stantial arguments, we need not decide whether the claims at
issue here are “legal in nature,” nor whether the public-rights
exception to the Seventh Amendment’s jury-trial guarantee
should apply. See id. at 127 (recognizing that “Congress may as-
sign” matters involving public rights “for decision to an agency
without a jury”). Even if the Seventh Amendment applies, it was
not violated because the Carriers had the opportunity to put
their case before a jury before any “legal rights” would have been
“determined” or any “legal relief” awarded. Lorillard v. Pons, 434
U.S. 575, 583 (1978).
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the penalty and seeking direct review in a court of ap-
peals, see AT&T Corp., 323 F.3d at 1083—-84; or (2)
“do[ing] nothing at all until [they were] served with a
complaint,” at which point they would have been “en-
titled to a trial de novo in district court,” Action for
Children’s Television, 59 F.3d at 1261. The Carriers
chose to pay their fines and to seek direct review in
this court. They thereby “waived” the jury trial that
was “available” to them. Ill. Citizens Comm. For
Broad. v. FCC, 515 F.2d 397, 405-06 (D.C. Cir. 1974).
The Carriers may not now complain that they were
denied a right they voluntarily surrendered.

The Carriers offer two reasons why the option
for a jury trial under section 504(a) was insufficient to
vindicate their Seventh Amendment rights. Neither
holds up.

First, the Carriers note that the government
could have brought the enforcement action under sec-
tion 504(a) in one of the small handful of jurisdictions
where defendants in these types of cases are “limited”
to factual defenses and barred from challenging an
“order’s ‘legal validity.” Opening Br. 35 (quoting
United States v. Stevens, 691 F.3d 620, 622-23 (5th
Cir. 2012)). But the Carriers concede, as they must,
that this court has not adopted the rule that troubles
them. To the contrary, we have held that “all issues of
fact and law” are “subject to the trial de novo” in dis-
trict court under section 504(a), with a subsequent
“right of appeal to the court of appeals.” Pleasant
Broad. Co. v. FCC, 564 F.2d 496, 501-02 (D.C. Cir.
1977); see also AT&T Corp., 323 F.3d at 1085. Thus,
the Carriers identify no problem with the Communi-
cations Act’s enforcement scheme as we have inter-
preted it.
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Although it is possible that the Commission
could have brought an enforcement action against the
Carriers in a jurisdiction where defendants are not
permitted to present legal defenses, “[w]e cannot . . .
strike down” the enforcement scheme of the Commu-
nications Act “on the basis of a hypothetical.” Tilton v.
Richardson, 403 U.S. 672, 682 (1971); see also Wash.
State Grange v. Wash. State Republican Party, 552
U.S. 442, 449-50 (2008) (“In determining whether a
law is facially invalid, we must be careful not to go
beyond the statute’s facial requirements and specu-
late about ‘hypothetical’ or ‘imaginary’ cases.”). Here,
no complaint was filed because the Carriers chose to
pay the penalties and pursue a direct appeal to this
court. Had the Carriers exercised their statutory right
to a jury trial and had the government brought an en-
forcement action in a jurisdiction with the unfavora-
ble rule, the Carriers could have raised as-applied
challenges in those proceedings. See Cutter v. Wil-
kinson, 544 U.S. 709, 726 (2005).2 But we cannot “in-
validate legislation on the basis of . . . hypothetical . . .
situations not before” us. Nat’l Endowment for the
Arts v. Finley, 524 U.S. 569, 584 (1998) (cleaned up).

Second, the Carriers complain about the op-
tions with which they were presented. They note that
if they had exercised their right to “do nothing at all”
until the government brought an enforcement action,
they would not have been guaranteed a trial de novo,

3 The Commission contends that the Fifth Circuit decision
that worries the Carriers — United States v. Stevens, 691 F.3d
620 (5th Cir. 2012) — has been abrogated by the Supreme Court’s
recent decision in McLaughlin Chiropractic Associates, Inc. v.
McKesson Corp., 145 S. Ct. 2006 (June 20, 2025). That issue is
not properly before us.
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and they would have given up their option under the
statute to pay the penalties and pursue a direct review
of the Commission’s orders in a court of appeals. Ac-
tion for Children’s Television, 59 F.3d at 1261. The
Carriers correctly acknowledge that if they had
waited for enforcement, they would have had the right
to appeal the outcome of a trial de novo. See AT&T
Corp., 323 F.3d at 1085. But the Carriers worry that
the government might not have brought an enforce-
ment action within the five-year statute of limitations.
In that scenario, the Carriers assert, the Commis-
sion’s public findings of liability against them would
have stayed on the books, never to be reviewed by an
Article III court. The Carriers cite a Fifth Circuit case
similar to this one, in which the court held that such
findings of liability could “cause reputational harm to
carriers” and could be used by the Commission as
“prior adjudicated offenses in imposing future penal-
ties.” AT&T Corp. v. FCC, 135 F.4th 230, 241-42 (5th
Cir. 2025).

We are unconvinced that the possibility of non-
enforcement renders the jury-trial option insufficient
to protect the interests of alleged violators. The Sev-
enth Amendment right to a jury trial is a procedural
protection that must be honored before “legal rights
are determined” and “legal relief” is awarded. Lo-
rillard v. Pons, 434 U.S. 575, 583 (1978). But no legal
rights are determined and no legal relief is awarded if
the Commission declines to enforce an order affirming
a NAL.

First, it is hard to credit the Carriers’ concern
that they would have suffered injury if the Commis-
sion never sought to enforce its orders: If that hap-
pened, the Carriers would not be required to pay a
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dime — the $92 million in proposed penalties would
never be collected. That undoubtedly is a positive out-
come for the Carriers.

Second, it is plainly incorrect that, absent an
enforcement proceeding, the Commission could have
used its orders affirming the NALs against the Carri-
ers in future proceedings. Under the Communications
Act, the NAL has no legal effect unless and until the
defendant either pays the penalty or a court enters a
final judgment enforcing the Commission’s order. See
47 U.S.C. § 504(c) (If the Commission issues a NAL, it
is prohibited from using “that fact . . . in any other
proceeding . . . to the prejudice of the person to whom
such notice was issued, unless (i) the forfeiture has
been paid, or (ii) a court of competent jurisdiction has
ordered payment of such forfeiture, and such order
has become final.”).*

As for the remote risk of reputational harm,
that is a thin reed on which to rest a claim that the
statutory scheme before us violates the Seventh
Amendment. To start, it is far from clear that unen-
forced orders — never litigated in court or reviewed
on appeal — would reflect so poorly on the Carriers
that the risk of nonenforcement renders the statutory
scheme unconstitutional. Moreover, this argument re-
lies on the road not taken: Although the Carriers
chose direct appellate review under section 402(a),

4 The Commission “does not use the mere issuance or failure
to pay [a] NAL to the prejudice of the subject.” Forfeiture Policy
Statement, 12 FCC Red. 17087, 17103 (1997). True, the Commis-
sion maintains the right to “use the facts underlying a violation
in a subsequent proceeding.” Id. at 17102 (emphasis added). But
that would be allowed regardless of whether the Commission
ever issued a NAL.
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they contend that if they had “do[ne] nothing at all”
and no enforcement occurred, they would have had no
opportunity to use a court proceeding to cure the sup-
posed reputational injury stemming from the NALs.
Action for Children’s Television, 59 F.3d at 1261. It is
difficult to follow how that argument implicates a con-
stitutional right. Lorillard, 434 U.S. at 583 (explain-
ing that the Seventh Amendment is implicated when
legal rights are to be determined, and legal relief
awarded). Not surprisingly, the Carriers cite no au-
thority that supports their unusual theory.’

2.

The Carriers’ remaining constitutional argu-
ments fare no better.

First, the Carriers claim it “offends separation-
of-powers principles and due process” for the Commis-
sion to act “as rule-maker, investigator, prosecutor,
judge, and jury.” Opening Br. 37-38. But as the

5 The only case that they do rely on, FCC v. Fox Television

Stations, Inc., 567 U.S. 239 (2012), is inapposite. There, the Com-
mission argued that Fox’s challenge to an order finding Fox in
violation of a different Communications Act provision was moot
because the Commission had exercised forbearance and declined
to impose any penalty. The Court held that Fox’s challenge was
not moot because the order both inflicted reputational harm on
Fox and caused an alteration of legal status — the Commission
could use the order to enhance penalties in the future. See id. at
255-56. But here, the Communications Act specifically prevents
the Commission from using the NALs in question against carri-
ers in future proceedings unless and until they are either paid or
enforced following a jury trial. 47 U.S.C. § 504(c). And in any
event, the Court’s analysis of mootness in Fox has no bearing on
the Carriers’ claim that the option to pursue a jury trial under
the present statutory scheme is inadequate due to the possibility
that it carries a risk of reputational harm.
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Carriers largely concede, precedents from the Su-
preme Court and this court confirm that an agency
can both prosecute and adjudicate an enforcement ac-
tion. See Withrow v. Larkin, 421 U.S. 35, 58 (1975);
see also In re Zdravkovich, 634 F.3d 574, 579 (D.C.
Cir. 2011). Although the Carriers assert that those
cases are “ripe for reconsideration,” Opening Br. 38,
only the Supreme Court can overrule its own prece-
dents, see Agostini v. Felton, 521 U.S. 203, 237 (1997).

Next, the Carriers contend that two members
of the Commission’s majority “made statements sug-
gesting that they had prejudged the issues.” Opening
Br. 38. An agency decisionmaker is deemed to have
prejudged a case “only where he has demonstrably
made up his mind about important and specific fac-
tual questions and is impervious to contrary evi-
dence.” Fogo de Chao (Holdings), Inc. v. DHS, 769
F.3d 1127, 1148 (D.C. Cir. 2014) (quoting Power v.
FLRA, 146 F.3d 995, 1001-02 (D.C. Cir. 1998)). Nei-
ther example of alleged prejudgment satisfies that
“high burden.” Id. First, the Carriers point to Com-
missioner Starks’s statement in the New York Times
that “wireless carriers have been selling our data in
ways that . . . appear to violate the law.” Geoffrey
Starks, Opinion, Why It’s So Easy for a Bounty Hunter
to Find You, N.Y. TIMES (Apr. 2, 2019) (emphasis
added), https://perma.cc/3H3D-GLYR. That does not
indicate that Commissioner Starks had come to a
fixed conclusion that any carrier had broken the law,
let alone the conclusion that Sprint or T-Mobile’s spe-
cific conduct violated the Communications Act. Sec-
ond, the Carriers cite Commissioner Rosenworcel’s
statement accompanying the NALs that the “collec-
tion and distribution or sale” of CLI “without
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[customer] permission or without reasonable safe-
guards in place” is “a violation of the law.” J.A. 156.
That is an unremarkable and true statement of what
the Communications Act requires, not a fixed conclu-
sion about any “factual questions” relevant to either
Sprint or T-Mobile’s case. Fogo de Chao, 769 F.3d at
1148 (cleaned up).

Finally, the Carriers suggest in a footnote that
the Communications Act violates the nondelegation
doctrine by giving the Commission two paths for pur-
suing a forfeiture penalty without articulating an in-
telligible principle to guide the Commission’s decision
about which path to pursue. The Carriers do not de-
velop that argument and make no effort to grapple
with our prior statements that touch upon this issue.
See Meta Platforms, Inc. v. FTC, No. 24-5054, 2024
WL 1549732, at *3 (D.C. Cir. Mar. 29, 2024) (per cu-
riam) (holding that the Executive Branch’s Article 11
power to enforce the law encompasses the “preroga-
tive to choose where and how to enforce” a statute
within the enforcement options created by Congress).
We therefore decline to address this cursory argu-
ment. See Hutchins v. District of Columbia, 188 F.3d
531, 539 n.3 (D.C. Cir. 1999) (en banc) (“We need not
consider cursory arguments made only in a foot-
note.”).

B.

We turn now to the Carriers’ argument that the
Commission misinterpreted the Communications Act.
Section 222 of the Act requires telecommunications
carriers to safeguard CPNI, 47 U.S.C. § 222(a), and an
implementing regulation further requires carriers to
take reasonable measures to protect against
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unauthorized access to CPNI, 47 C.F.R. § 64.2010(a).
The Commission determined that Sprint and T-Mo-
bile violated those provisions. Sprint and T-Mobile ar-
gue, however, that the CLI they shared with third par-
ties is not CPNI within the meaning of the Act and is
therefore not subject to CPNI regulation. We disagree.

As relevant here, information qualifies as CPNI
under the Communications Act if it satisfies two stat-
utory requirements. First, it must “relate[] to the
quantity, technical configuration, type, destination,
location, and amount of use of a telecommunications
service subscribed to by any customer.” 47 U.S.C.
§ 222(h)(1) (emphasis added). Second, it must be
“made available to the carrier by the customer solely
by virtue of the carrier-customer relationship.” Id.

The Communications Act provides that a “tele-
communications carrier shall be treated as a common
carrier under this chapter only to the extent that it is
engaged in providing telecommunications services.”
Id. § 153(51); see also 47 C.F.R. § 54.5. Telecommuni-
cations service includes voice services (e.g., phone
calls) but not data services (e.g., web browsing). See
Mozilla Corp. v. FCC, 940 F.3d 1, 17-18 (D.C. Cir.
2019) (per curiam). At all times relevant to this case,
data services were classified as information services,
which are not subject to CPNI regulations under the
Communications Act. Id.

The CLI collected by Sprint and T-Mobile fits
the statutory definition of CPNI and therefore is sub-
ject to regulation. To start, the CLI at issue plainly
“relates to the . .. location . .. of a telecommunications
service.” 47 U.S.C. § 222(h)(1). The location infor-
mation was generated when customer devices
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connected to the nearest cell tower in Sprint or T-Mo-
bile’s networks to gain access to a telecommunications
service — i.e., the ability to send and receive calls. T-
Mobile Order, at 10 | 23. Each time a customer’s de-
vice connected to a cell tower in the Carriers’ net-
works, the Carriers were able to discern the device’s
approximate location. Thus, the CLI “relates” to the
“location” where a “telecommunications service” was
made possible. That satisfies the first statutory re-
quirement.

Next, the CLI was “made available” to the Car-
riers “solely by virtue of the carrier-customer relation-
ship.” 47 U.S.C. § 222(h)(1). Sprint and T-Mobile ob-
tained the location information because their wire-
less-service customers utilized the Carriers’ cell tow-
ers to be able to make and receive phone calls, and the
cell towers tracked the location of the customers’ de-
vices. The CLI was the product of the Carriers’ rela-
tionship with their customers — it did not come from
a third party or through some other means. The infor-
mation at issue thus plainly satisfies the second ele-
ment of the CPNI definition.

Sprint and T-Mobile try to resist those straight-
forward conclusions. First, they parse the definition of
CPNI to argue that it includes only the location infor-
mation of a customer device that is actively on a call.
Second, they claim that they did not obtain location
information solely by virtue of the “carrier-customer
relationship” because they provide data services as
well as voice services, which means they do not oper-
ate purely as “carriers.” These strained interpreta-
tions find no support in the text, context, or regulatory
history of the Communications Act.



27a

1.

The Carriers assert that the CLI at issue does
not relate to the location of a telecommunications ser-
vice (and therefore does not qualify as location CPNI)
unless it was generated when the customer was ac-
tively on a voice call. They reason that only voice ser-
vices qualify as “telecommunications service,” and the
service is used only when the customer is sending or
receiving a call. That is wrong on several different lev-
els.

We begin with the text. The Communications
Act refers to the “location . . . of a telecommunications
service,” not the location of a voice call. 47 U.S.C.
§ 222(h)(1). And it defines “telecommunications ser-
vice” as “the offering of telecommunications.” Id.
§ 153(53). Recall that cell phones connect periodically
to cell towers, and that is what enables the devices to
send and receive calls at any moment. Thus, whenever
a device connects to the network, the carrier is making
telecommunications available. The CLI is generated
as a by-product of the interaction between the device
and the tower. That information therefore “relates to
the . . . location . . . of a telecommunications service,”
regardless of whether the device is actively engaged

in a call. Id. § 222(h)(1).

To support their alternative interpretation, the
Carriers urge an unnatural reading of the require-
ment that CPI must be “relate[d] to the quantity, tech-
nical configuration, type, destination, location, and
amount of use of a telecommunications service sub-
scribed to by any customer.” 47 U.S.C. § 222(h)(1).
They contend that the term “of use” modifies not just
the word “amount,” but also every preceding noun in
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subsection 222(h)(1)’s list. Thus, according to the Car-
riers, the relevant phrase we must interpret is infor-
mation that “relates to” the “location . . . of use of a
telecommunications service.” Id. (emphasis added).
But even if this were true, it would not alter our con-
clusion. In our view, a customer “uses” a telecommu-
nications service whenever his or her device connects
to the carrier’s network for the purpose of being able
to send and receive calls. And the Carriers’ reading
therefore does not narrow “location . . . of use” to times
when the customer is actively on a voice call. Because
the Carriers’ reading does not change the bottom line,
we need not decide whether “of use” modifies every
noun in section 222(h)(1)’s list or just “amount.”

Turning to statutory context, the Carriers point
out that section 222 twice uses the term “call location
information.” See 47 U.S.C. § 222(d)(4), (f)(1). Con-
gress added the references to “call location infor-
mation” when it amended the definition of CPNI to in-
clude the word “location.” See Wireless Communica-
tions and Public Safety Act of 1999, Pub. L. No. 106-
81, 113 Stat. 1286. According to the Carriers, the “fact
that Congress simultaneously added ‘location’ infor-
mation to the definition of CPNI” and two references
to “call location information” to section 222 shows that
Congress intended “location” CPNI to “refer specifi-
cally to call location information.” Opening Br. 44
(cleaned up). We think the opposite inference is more
appropriate.

“Where words differ as they differ here,” “we
normally presume that . . . Congress act[ed] intention-
ally.” Burlington N. & Santa Fe. Ry. Co. v. White, 548
U.S. 53, 63 (2006) (cleaned up). That presumption is
especially warranted in this case because “there is
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strong reason to believe that Congress intended the
differences that its language suggests.” Id. Section
222 provides that “[i]ln general” “[e]very telecommuni-
cations carrier has a duty to protect the confidential-
ity” of CPNI against unauthorized disclosure. 47
U.S.C. § 222(a). In crafting the definition of CPNI,
Congress used the broad term “location . . . of a tele-
communications service.” Id. § 222(h)(1). Congress, by
contrast, used the narrower term “call location infor-
mation” when describing a limited exception to a car-
rier’s general duty to protect CPNI. See id. § 222(d)(4).
It provided that in certain emergency situations, car-
riers could disclose a customer’s call location infor-
mation without the customer’s consent to emergency
responders and certain other persons. Id. And Con-
gress clarified that such call location information may
not be used or disclosed for purposes “other than in
accordance with subsection (d)(4)” without the cus-
tomer’s consent. Id. § 222(f). Thus, Congress imposed
on carriers a general duty to protect all customer lo-
cation information, regardless of whether the cus-
tomer is on a call. But when a customer calls 911, a
carrier may disclose that “call location information” to
emergency responders without obtaining the cus-
tomer’s consent. In sum, Congress used the broad
term “location” in the definition of CPNI and used the
narrower term “call location information” to fashion a
limited exception to the general prohibition on unau-
thorized CPNI disclosure. That disproves, rather than
supports, the Carriers’ interpretation.

Finally, we are not persuaded by the Carriers’
resort to regulatory history. The Carriers make much
of the fact that in guidance from 2013, the Commis-
sion listed some examples of CPNI and, with respect
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to location CPNI, limited its examples to call location
information — e.g., “the location of the device at the
time of the calls” and “the location, date, and time a
handset experiences a network event, such as a dialed
or received telephone call.” In re Implementation of the
Telecommunications Act of 1996, 28 FCC Rcd. 9609,
9616-17 (2013) (emphases added). The Carriers em-
phasize that the Commission did not specify that lo-
cation information other than call location infor-
mation could qualify as CPNI. But the Commission
made clear that its examples were illustrative, not ex-
haustive. In fact, the Commission explicitly declined
to “set out a comprehensive list” of what constitutes
CPNI and what does not. Id. at 9617 n.54. Regulatory
history therefore cannot rescue the Carriers’ strained
interpretation. Under the best reading of the statute,
location CPNI is not limited to call location infor-
mation.

2.

Nor is there any merit to the Carriers’ argu-
ment that the information at issue fails to satisfy the
second element of the CPNI definition because it was
not “made available to the carrier by the customer
solely by virtue of the carrier-customer relationship.”
47 U.S.C. § 222(h)(1). Although Sprint and T-Mobile
concede that they obtained their customers’ location
information solely because of their relationship with
those customers, they contend that the relationship
was not solely a “carrier-customer” relationship. As
Sprint and T-Mobile put it, they “wear two hats.” Re-
ply Br. 24. They act as both telecommunications car-
riers and information-service providers. That is, they
package together and provide customers with both tel-
ecommunications service (voice calls) and information
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service (internet data). See T-Mobile Order, at 13 | 30.
Thus, in Sprint and T-Mobile’s view, because they
were acting as both a carrier and an information-ser-
vice provider when they obtained their customers’ lo-
cation information, they did not obtain the infor-

mation “solely by virtue of the carrier-customer rela-
tionship.” 47 U.S.C. § 222(h)(1) (emphases added).

We are not persuaded. True, a company is a car-
rier “only to the extent that it is engaged in providing
telecommunications services.” 47 U.S.C. § 153(51).
But Sprint and T-Mobile do not dispute that they were
providing telecommunications service and were there-
fore acting as carriers for the purposes of their rela-
tionship with their customers. See T-Mobile Order, at
13 9 30. The fact that Sprint and T-Mobile also pro-
vided information service to customers did not “take|]
the resulting relationship outside the scope of the ‘car-
rier-customer’ relationship.” Id. at 14 | 32 (cleaned
up). In other words, the Carriers did not stop being
carriers because they were also information-service
providers.

Notably, the Carriers do not suggest that they
had two separate relationships with each customer —
one as a carrier and one as an information-service pro-
vider. To the contrary, the Commission indicated that
customers enter a single contract with Sprint and T-
Mobile for both telecommunications and information
service. See T-Mobile Order, at 13 { 30. Sprint and T-
Mobile obtained customer location information solely
because of this integrated relationship. And because
Sprint and T-Mobile were engaged in providing cus-
tomers with telecommunications services, they were
acting as carriers for the purpose of the relationship.
In sum, under the best reading of the statute, the
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information at issue qualifies as CPNI. We therefore
reject the Carriers’ statutory arguments.

C.

The Carriers have a back-up argument. They
claim that even if the Commission correctly inter-
preted CPNI to include the information at issue here,
regulated parties lacked fair notice of that “novel” in-
terpretation. Opening Br. 53.

Under the Due Process Clause of the Fifth
Amendment, “laws which regulate persons or entities
must give fair notice of conduct that is forbidden or
required.” FCC v. Fox Television Stations, Inc., 567
U.S. 239, 253 (2012). “This requirement is implicated
whenever the government imposes civil penalties.”
Bello v. Gacki, 94 F.4th 1067, 1074 (D.C. Cir. 2024)
(cleaned up). To determine whether a regulated party
had fair notice, “we ask ‘whether the law or regulation
provides a discernible standard when legally con-
strued.” Id. (cleaned up) (quoting Fed. Express Corp.
v. Dep’t of Com., 39 F.4th 756, 773 (D.C. Cir. 2022)).
Because “[e]ven trained lawyers may find it necessary
to consult legal dictionaries, treatises, and judicial
opinions” to ascertain what a statute means, a statute
“is considered unconstitutionally vague only if, ‘apply-
ing the rules for interpreting legal texts, its meaning
specifies no standard of conduct at all.” Fed. Express,
39 F.4th at 773 (quoting United States v. Bronstein,
849 F.3d 1101, 1107 (D.C. Cir. 2017)). Critically, “[w]e
have never applied the fair notice doctrine in a case
where the agency’s interpretation is the most natural
one.” NetworkIP, LLC v. FCC, 548 F.3d 116, 123 (D.C.
Cir. 2008). To the contrary, the requirement of fair no-
tice is generally “satisfied” whenever the agency’s
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“interpretation . . . is the most natural” reading of the
statute. Id. at 125.

That is the case here. As we have explained, see
supra Part II1.B, the Commission’s interpretation is
the best and most straightforward interpretation of
the Communications Act: The location information at
issue plainly constitutes CPNI. The Carriers cannot
manufacture a Due Process problem merely by offer-
ing a conceivable but less natural alternative reading
of the statute. See NetworklIP, 548 F.3d at 124-25.

To be sure, in some cases, an agency’s interpre-
tation may still pose fair-notice problems even when
it is the most natural reading of the law. The Supreme
Court explained in Fox Television that the Commis-
sion violated fair notice by abruptly changing its prior
policy and retroactively applying a new, inconsistent
policy. See 567 U.S. at 246-49, 254. And we similarly
held in Trinity Broadcasting of Florida, Inc. v. FCC
that the Commission violated fair notice when it
adopted an interpretation of a regulation that, alt-
hough reasonable, was in direct conflict with the Com-
mission’s “prior interpretation of a nearly identical
regulation.” 211 F.3d 618, 629-30 (D.C. Cir. 2000).

But this is not a case where the agency changed
its interpretation. As we have explained, see supra
Part II1.B.1, nothing in the Commission’s prior guid-
ance conflicts with the interpretation the Commission
adopted in this case. And although the Commission
had not previously stated that location CPNI encom-
passes more than just call location information, fair
notice does not require agencies to give advance warn-
ing of a statute’s every possible application. Cf. FDA
v. Wages & White Lion Inv., LLC, 145 S. Ct. 898, 925
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(2025). Agencies, like courts, routinely interpret stat-
utes in the context of a case of first impression. See
Neustar, Inc. v. FCC, 857 F.3d 886, 895 (D.C. Cir.
2017). And “[e]very case of first impression has a ret-
roactive effect, whether the new principle is an-
nounced by a court or by an administrative agency.”
NetworkIP, 548 F.3d at 123 (quoting SEC v. Chenery
Corp., 332 U.S. 194, 203 (1947)). Accordingly, we find
no merit to the Carriers’ fair-notice argument.

D.

Next, the Carriers challenge the Commission’s
liability determinations. The Commission concluded
that the Carriers violated the Communications Act by
not only failing to take reasonable measures to protect
CPNI, but also by failing “to promptly address” their
inadequate safeguards following news of the Securus
breach. T-Mobile Order, at 20 { 45; see also 47 C.F.R.
§ 64.2010(a) (requiring carriers to “take reasonable
measures to discover and protect against attempts to
gain unauthorized access to CPNI”). The Carriers at-
tack the Commission’s determinations as arbitrary
and capricious.

Arbitrary-and-capricious review is “highly def-
erential.” Nat’l Lifeline Ass’n, 983 F.3d at 507 (cleaned
up). We may not substitute our judgment for that of
the agency. Motor Vehicle Mfrs. Ass’n v. State Farm
Mut. Auto. Ins. Co., 463 U.S. 29, 43 (1983). Thus, we
must affirm the Commission’s decision if it “made fac-
tual findings supported by substantial evidence, con-
sidered the relevant factors, and articulated a rational
connection between the facts found and the choice
made.” EchoStar Commc’ns Corp. v. FCC, 292 F.3d
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749, 752 (D.C. Cir. 2002) (cleaned up). The Commis-
sion’s liability determinations readily clear the bar.

To start, the Commission reasonably concluded
that the Carriers’ LBS programs lacked adequate
safeguards. T-Mobile Order, at 20 | 45. The Carriers
emphasize that they “required both aggregators and
LBS providers to comply with” industry standards re-
garding customer consent and data privacy. Opening
Br. 58. But as the Commission explained, the Carriers
merely relied on the honor system. In other words, the
Carriers trusted the aggregators and providers “to
honor their contractual commitments” to protect cus-
tomer location data and failed to take meaningful
steps to verify that these commitments “were actually
being followed.” T-Mobile Order, at 20-21 q 47-48;
see also Sprint Order, at 18, 20 (] 41, 48. The Carriers
also lacked any mechanism for distinguishing be-
tween authorized and unauthorized information re-
quests. The Commission thus rationally con-
cluded that Sprint and T-Mobile’s safeguards for
CPNI were unreasonable.

The Carriers next contest the Commission’s de-
termination that their response to the Securus breach
was unreasonable. T-Mobile Order, at 20 | 45. They
emphasize that they both acted quickly to cut off Se-
curus’s access to CLI once its abuses came to light.
Sprint went a step further and temporarily halted Lo-
cationSmart’s access as well. But the Commission ex-
plained that this response was inadequate because
both Carriers otherwise “continued to sell access” to
CLI under “the same system that was exploited by Se-
curus.” Id. at 22 q 53 (emphasis in original). Sprint
also “undermined” its decision to suspend Loca-
tionSmart by “reinstating LocationSmart (and two of
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its customers)” a few months later without meaning-
fully improved safeguards. Sprint Order, at 22 q 51.
Although Sprint had implemented some new proce-
dures, the Commission found “little evidence that
Sprint actually followed through with these policies in
a way that had any meaningful impact.” Id. On ap-
peal, Sprint offers no reason to doubt that finding.
Further, the Commission explained that Sprint’s de-
cision to “cut|] off” access for “some” third parties “did
not improve the safeguards for consumers whose loca-
tion information could be disclosed” under the LBS
program that otherwise remained in place. Id. Thus,
the Commission’s reasoning was not arbitrary and ca-
pricious.

E.

Finally, the Carriers raise two challenges to the
penalties imposed by the Commission, but neither
succeeds.

First, the Carriers argue that the Commission
exceeded the statutory maximum penalty of
$2,048,915 for “any single act or failure to act.” 47
U.S.C. § 503(b)(2)(B); see also In re Adjustment of Civil
Monetary Penalties, 34 FCC Red. at 12828. The Carri-
ers renew their claim that “each Company committed,
at most, a single” violation by continuing to operate
their LBS programs without improved safeguards fol-
lowing the news of the Securus breach. Opening Br.
65.
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The Commission saw things differently, and its
approach was reasonable.® The Commission deter-
mined that the Carriers committed separate viola-
tions for each third party that accessed their CPNI in
the absence of adequate safeguards. That determina-
tion was aligned with the Carriers’ own certification
procedures, which imposed contractual obligations on
third parties to safeguard CPNI on a relationship-by-
relationship basis. The Carriers’ practice was to pro-
tect CPNI by vetting, or requiring the aggregators to
vet, each sub-aggregator or provider to ensure that
their data privacy and customer-consent procedures
would include securing customer consent for the

6 In the orders under review, the Commission interpreted

section 503(b) as giving it “discretion” to determine “the number
of violations” represented by a carrier’s conduct “in the CPNI
[and] data security context.” See T-Mobile Order, at 34—35 ] 78—
79. The Commission then concluded that it was “rational and
properly within the Commission’s discretion” to regard each
third-party relationship as conduct constituting a separate vio-
lation. Id. at 35 [ 79. The thrust of the Carriers’ challenge is that
the way the Commission viewed the facts was unreasonable. Alt-
hough the Carriers gesture at an argument that their conduct
amounted to only a single “failure to act” within the meaning of
the statute, they do so in only “a cursory fashion, without” real
analysis of the “relevant statutory text” or any “references to rel-
evant case law or other authority.” Indep. Producers Grp. v. Libr.
of Cong., 792 F.3d 132, 141 (D.C. Cir. 2015). The Carriers there-
fore forfeited any statutory challenge to the Commission’s deter-
mination and “[w]e take the dispute as the parties [have actu-
ally] frameld] it,” i.e., as whether the Commission reasonably ex-
ercised its discretion. Creighton Ltd. v. Qatar, 181 F.3d 118, 125
(D.C. Cir. 1999); Nat’l Ass’n of Realtors v. United States, 97 F.4th
951, 957 (D.C. Cir. 2024) (“We adopt the framing of the dispute
that is advanced by the parties because in our adversarial system
of adjudication, we follow the principle of party presentation.”
(cleaned up)).
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disclosure of CLI. See Opening Br. 58 (“T-Mobile itself
preapproved each LBS campaign after reviewing de-
tailed information about the LBS provider, including
clear depictions of the process by which it secured cus-
tomers’ consent.”); id. at 59 (“Sprint likewise imple-
mented a certification process . . . through which ag-
gregators tested sub-aggregators’ and LBS providers’
applications to ensure they met Sprint’s notice, pri-
vacy, and data security requirements.”). That process
implicitly recognized that every sub-aggregator or ser-
vice provider that accessed customer data in the ab-
sence of reasonable safeguards posed an independent
danger of CPNI misuse. Thus, it was reasonable for
the Commission to conclude that each third-party re-
lationship in which the Carriers provided CLI without
adequate safeguards formed the basis of a distinct vi-
olation.

Second, the Carriers argue that the penalties
imposed by the Commission were arbitrary and capri-
cious because the underlying conduct was at most a
failure to fulfill “statutory or regulatory duties” and
did not involve “intentional efforts to defraud or to
harm or mislead consumers.” Opening Br. 67-68. The
Carriers note that the Commission previously had im-
posed such large fines only in cases involving fraud or
intentional efforts to mislead consumers, and they are
guilty of neither form of misconduct. The Commission
reasonably explained, however, that the Carriers’ con-
duct was “egregious”: Even after the Securus breach
exposed Sprint and T-Mobile’s safeguards as inade-
quate, both carriers continued to sell access to CLI un-
der a broken system. See T-Mobile Order, at 36, 39
84, 92. The Commission further explained that the
Carriers’ violations were continuous over an extended
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period of time. See id. at 39 { 92. Moreover, both the
Communications Act and the relevant regulations di-
rect the Commission to take into account an offender’s
ability to pay. See 47 U.S.C. § 503(b)(2)(E); 47 C.F.R.
§ 1.80(b)(11) Table 3. Here, the Commission explicitly
considered the Carriers’ status as leading telecommu-
nications companies with the ability to pay large
amounts when calculating penalties meaningful
enough to deter future misconduct. See T-Mobile Or-
der, at 39  92. Thus, the Commission adequately ex-
plained and reasonably supported its imposition of
large penalties in this case.

& sk ook

As the Commission correctly determined, cus-
tomer location information is CPNI under the Com-
munications Act. The Carriers therefore had a duty to
protect such information from misuse by third parties.
The Commission reasonably concluded that the Car-
riers violated that duty by failing to take reasonable
measures to prevent bad actors from abusing access
to CLI. Indeed, the Carriers failed to promptly take
such measures even after they became aware of seri-
ous abuses. The penalties assessed by the Commission
were lawful and reasonably accounted for the Carri-
ers’ ability to pay and the egregiousness of their con-
duct. And because the Carriers were provided a stat-
utory right to a jury trial before they would have been
required to pay any penalties, their Seventh Amend-
ment claim is without merit. We therefore deny the
petitions for review.

So ordered.
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APPENDIX B

United States Court of Appeals
FoOR THE DISTRICT OF COLUMBIA CIRCUIT
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JUDGMENT

These causes came to be heard on the petitions
for review of orders of the Federal Communications
Commission and were argued by counsel. On consid-
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ORDERED and ADJUDGED that the
petitions for review be denied, in accordance
with the opinion of the court filed herein this
date.

Per Curiam
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Clifton B. Cislak,
Clerk

BY /s/

Daniel J. Reidy
Deputy Clerk

Date: August 15, 2025
Opinion for the court filed by Circuit Judge Pan.




42a

APPENDIX C

Before the
Federal Communications Commission
Washington, D.C. 20554

In the Matter of )
)
T-Mobile USA, Inc. ) File No.: EB-TCD-18-
00027702
) NAL/Acct. No.:
202032170003

) FRN: 0006945950

FORFEITURE ORDER
Adopted: April 17, 2024 Released: April 29,
2024

By the Commission: Chairwoman Rosenworcel issu-
ing a statement; Commissioners Carr and Simington
dissenting and issuing separate statements.

TABLE OF CONTENTS

Heading Paragraph #
I. INTRODUCTION oo 1
II. BACKGROUND. 2
A. Legal Background . 2
B. Factual Background 8

ITI.DISCUSSION 21



43a

A. Location Information is CPNI 22

B. T-Mobile Had Fair Notice That Its LBS Prac-
tices Were Subject to Enforcement Under the
Communications Act 33

C. T-Mobile Failed to Take Reasonable Steps to
Protect CPNI 41

1. T-Mobile’s Customer Location Disclosures
to Securus Were Unauthorized and Vio-
lated Section 222 42

2. T-Mobile’s Protection of Customer Location
Information Was Unreasonable Both Be-
fore and After the Securus/Hutcheson Dis-
closures 45

3. T-Mobile Bore the Burden of Production 67

D. The Forfeiture Amount is Lawful and Con-
sistent with FCC Precedent 74

2. The Forfeiture is not Excessive, Dispropor-
tionate, or Unconstitutional 83

3. The Forfeiture Comports with the Commis-
sion’s Forfeiture Policy Statement 88

4. The Upward Adjustment is Permissible
and Warranted 90



44a

5. The Commission Will Reduce the Forfei-

ture Amount by $11,550,000 . 93

E. Section 503(b) Is Employed Here Consistent
With the Constitution 96
IV.CONCLUSION oo 108
V. ORDERING CLAUSES 109

L INTRODUCTION

1. On February 28, 2020, the Commission
issued a Notice of Apparent Liability for Forfeiture
and Admonishment (NAL) against T-Mobile USA, Inc.
(T-Mobile or Company).! In the NAL, the Commission
admonished T-Mobile for apparently disclosing its
customers’ location information, without their con-
sent, to a third party who was not authorized to re-
ceive it, and proposed to fine T-Mobile $91,630,000 for
failing to take reasonable steps to protect its custom-
ers’ location information. After reviewing the Com-
pany’s response to the NAL,? we find no reason to can-
cel or withdraw the proposed penalty. However, pur-
suant to additional factual evidence provided in T-Mo-
bile’s NAL Response relevant to the forfeiture calcu-
lation, we reduce the proposed penalty by

L T-Mobile USA, Inc., Notice of Apparent Liability for Forfei-
ture and Admonishment, 35 FCC Red 1785 (2020) (NAL).

2 T-Mobile USA, Inc., Response to Notice of Apparent Liabil-
ity for Forfeiture and Admonishment (filed May 7, 2020) (on file
in EB-TCD-18-00027702) (NAL Response or Response).
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$11,550,000, and therefore impose a penalty of
$80,080,000 against T-Mobile.

II. BACKGROUND
A. Legal Background

2. As set forth fully in the NAL,2? carriers
are required to protect the confidentiality of certain
customer data related to the provision of telecommu-
nications service. This includes location information,
which is customer proprietary network information
(CPNI) pursuant to section 222 of the Communica-
tions Act (Act).* The Commission has advised carriers
that this duty requires them to take “every reasonable
precaution” to safeguard their customers’ infor-
mation.” Section 222(a) of the Act imposes a general
duty on telecommunications carriers to “protect the
confidentiality of proprietary information” of “custom-
ers.”® Section 222(c) establishes specific privacy re-
quirements for “customer proprietary network infor-
mation” or CPNI, namely information relating to the
“quantity, technical configuration, type, destination,
location, and amount of use of a telecommunications
service subscribed to by any customer of a telecommu-
nications carrier” and that is “made available to the
carrier by the customer solely by virtue of the carrier-

3 See generally NAL.
4 47U.S.C. § 222.

5 Implementation of the Telecommunications Act of 1996:
Telecommunications Carriers’ Use of Customer Proprietary Net-
work Information and Other Customer Information, Report and
Order and Further Notice of Proposed Rulemaking, 22 FCC Rcd
6927, 6959, para. 64 (2007) (2007 CPNI Order).

6 47 U.S.C. § 222(a).
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customer relationship.”” The Commission has promul-
gated regulations implementing section 222 (CPNI
Rules), which require, among other things, that carri-
ers employ “reasonable measures to discover and pro-
tect against attempts to gain unauthorized access to
CPNIL.™®

3. Customer Consent to Disclose CPNI.
With limited exceptions, a carrier may only use, dis-
close, or permit access to CPNI with customer ap-
proval.? Generally, carriers must obtain a customer’s
“opt-in approval” before disclosing that customer’s
CPNIL." This means that a carrier must obtain the
customer’s “affirmative, express consent allowing the
requested CPNI usage, disclosure, or access after the

" 47 U.S.C. § 222(c), (h)(1)(A) (emphasis added). “Telecom-
munications service” is defined as “the offering of telecommuni-
cations for a fee directly to the public, or to such classes of users
as to be effectively available directly to the public, regardless of
the facilities used.” 47 U.S.C. § 153(53). The mobile voice services
provided by TMobile are “telecommunications services.” See 47
U.S.C. § 332(c)(1); H.R. Conf. Rep. No. 104-458 at 125 (1996)
(“This definition [of ‘telecommunications service’] is intended to
include commercial mobile service.”).

8 See 47 CFR § 64.2001 et seq.; id. § 64.2010(a). The CPNI
Rules are a subset of, and are thus included within, the Commis-
sion’s rules.

9 47 U.S.C. § 222(c)(1) (“Except as required by law or with
the approval of the customer, a telecommunications carrier that
receives or obtains [CPNI] by virtue of its provision of a telecom-
munications service shall only use, disclose, or permit access to
individually identifiable [CPNI] in its provision of (A) the tele-
communications service from which such information is derived,
or (B) services necessary to, or used in, the provision of such tel-
ecommunications service, including the publishing of directo-
ries.”) (emphasis added).

1047 CFR § 64.2007(b).



47a

customer is provided appropriate notification of the
carrier’s request . . . .”!

4, This opt-in requirement has been in
place since 2007, when the Commission amended its
rules in the 2007 CPNI Order after finding that once
carriers disclosed CPNI to third parties, including
joint venturers and independent contractors, that in-
formation was out of the control of the carrier and had
a higher risk of being improperly disclosed.'? Accord-
ingly, among other things, this opt-in requirement
was meant to allow individual consumers to deter-
mine if they wanted to bear the increased risk associ-
ated with sharing CPNI with such third parties.'® In
the Commission’s view, obtaining a customer’s ex-
press consent in these circumstances is particularly
important, because a carrier cannot simply rectify the
harms resulting from a breach by terminating its
agreement with such a third party, “nor can the Com-
mission completely alleviate a customer’s concerns
about the privacy invasion through an enforcement
proceeding.”** The Commission further concluded that
contractual safeguards between a carrier and such a
third party do not obviate the need for explicit cus-
tomer consent, as such safeguards do not eliminate
the increased risk of unauthorized CPNI disclosures

11 47 CFR § 64.2003(k).

122007 CPNI Order, 22 FCC Red at 6947-53, paras. 37-49.
Prior to the 2007 CPNI Order the Commission’s rules had al-
lowed carriers to share CPNI with joint venture partners and in-
dependent contractors on an opt-out basis for the purpose of mar-

keting communications-related services to customers. Id. at
6931-32, para. 8.

132007 CPNI Order, 22 FCC Red at 6950, para. 45.
14 2007 CPNI Order, 22 FCC Red at 6949, para. 42.
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that accompany information that is provided by a car-
rier to such a third party.'® Thus, the Commission de-
termined that, with limited exceptions, a carrier may
only use, disclose, or permit access to CPNI with the
customer’s opt-in approval.'®

5. Reasonable Measures to Safeguard
CPNI. The Commission has also recognized that an
opt-in requirement alone is not enough to protect cus-
tomer CPNI, especially in light of tactics like “pre-
texting,” where a party pretends to be a particular
customer or other authorized person in order to ille-
gally obtain access to that customer’s information
(thus circumventing opt-in requirements).’” There-
fore, the Commission adopted rules requiring carriers
to “take reasonable measures to discover and protect
against attempts to gain unauthorized access to
CPNI.”*® To provide some direction on how carriers
should protect against tactics like pretexting, the
Commission included in its amended rules customer
authentication requirements tailored to whether a
customer is seeking in-person, online, or over-the-
phone access to CPNI.* It also adopted password and
account notification requirements.?

6. The Commission made clear that the
specific customer authentication requirements it
adopted were “minimum standards” and emphasized

-

5 2007 CPNI Order, 22 FCC Red at 6952, para. 49.

16 See 47 CFR § 64.2007(b).

" See 2007 CPNI Order, 22 FCC Red at 6928, para. 1 & n.1.
8 47 CFR § 64.2010(a) (emphasis added).

9 See 47 CFR § 64.2010(b)-(d).

20 See 47 CFR § 64.2010(e)-(f).

[

—

-
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the Commission’s commitment “to taking resolute en-
forcement action to ensure that the goals of section
222 [were] achieved.”” Although carriers are not ex-
pected to eliminate every vulnerability to the security
of CPNI, they must employ “reasonable measures to
discover and protect against attempts to gain unau-
thorized access to CPNI.”*? They must also take rea-
sonable measures to protect the confidentiality of
CPNI—a permanent and ongoing obligation to police
disclosures and ensure proper functioning of security
measures.” As the Commission stated in the NAL,
several government entities provide guidance and
publish best practices that are intended to help com-
panies evaluate the strength of their information se-
curity measures.?*

21 2007 CPNI Order, 22 FCC Rcd at 6959-60, para. 65.
22 47 CFR § 64.2010(a).

2 See 2007 CPNI Order, 22 FCC Red at 6959, para. 64 (“We
fully expect carriers to take every reasonable precaution to pro-
tect the confidentiality of proprietary or personal customer infor-
mation.”).

24 For example, the National Institute of Standards and
Technology (NIST) is responsible for developing information se-
curity standards and guidelines, including minimum require-
ments for federal information systems. NIST publishes cyberse-
curity and privacy frameworks which feature instructive prac-
tices and guidelines for organizations to reference. The publica-
tions can be useful in determining whether particular cybersecu-
rity or privacy practices are reasonable by comparison. The
model practices identified in the NIST and other frameworks,
however, are not legally binding rules, and we do not consider
them as such here. The Federal Trade Commission (FTC), the
FCC’s Communications Security, Reliability, and Interoperabil-
ity Council (CSRIC), and the Cybersecurity & Infrastructure Se-
curity Agency (CISA) also offer guidance related to managing
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7. Section 217. Finally, the Act makes clear
that carriers cannot disclaim their statutory obliga-
tions to protect their customers’ CPNI by delegating
such obligations to third parties. Section 217 of the
Act provides that “the act, omission, or failure of any
officer, agent, or other person acting for or employed
by any common carrier or user, acting within the
scope of his employment, shall in every case be also
deemed to be the act, omission, or failure of such car-
rier or user as well as that of the person.”®

B. Factual Background

8. Customer Location Information and T-
Mobile’s Location-Based Services Business Model. T-
Mobile provides mobile voice and data services to con-
sumers throughout the United States by enabling con-
sumer mobile phones to make and receive calls or

data security risks. See NIST, Framework for Improving Critical
Infrastructure Cybersecurity, Version 1.1 (Apr. 16, 2018),
https:/mvl-
pubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf (NIST
Cybersecurity Framework); NIST, The NIST Privacy Frame-
work: A Tool for Improving Privacy Through Enterprise Risk
Management, Version 1.0 (Jan. 16, 2020), https:/nvl-
pubs.nist.gov/nistpubs/CSWP/NIST.CSWP.01162020.pdf; FTC,
Start with Security: A Guide for Business, Lessons Learned from
FTC Cases (June 2015), https://www.ftc.gov/system/files/docu-
ments/plainlanguage/pdf0205-startwithsecurity.pdf, Communi-
cations Security, Reliability and Interoperability Council, CSRIC
Best Practices, https:/opendata.fcc.gov/Public-Safety/CSRIC-
Best-Practices/qb45-rw2t/data; CISA, Cross-Sector Cybersecu-
rity Performance Goals and Objectives (last visited Aug. 17,
2022), https://www.cisa.gov/cpgs.

% 47U.S.C. § 217.
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transmit data on T-Mobile’s wireless network.?® As
part of its business, T-Mobile ran a Location-Based
Services (LBS) program until February 8, 2019.
Through the LBS program, T-Mobile sold access to its
customers’ location information to companies known
as “location information aggregators,” who then resold
access to such information to third-party location-
based service providers or, in some cases, to interme-
diary companies who then resold access to such infor-
mation to location-based service providers.?” T-Mobile
had arrangements with two location information ag-
gregators: LocationSmart and Zumigo (the Aggrega-
tors).?® Each Aggregator, in turn, had arrangements
with location-based service providers. In total, T-Mo-
bile sold access to its customers’ location information
(directly or indirectly) to 75 third-party entities (in-
cluding the two Aggregators).?

9. The T-Mobile LBS program was largely
governed via contractual provisions that vested T-Mo-
bile with oversight authority over the Aggregators.
The Aggregators then entered into their own contracts

% See T-Mobile US, Inc., 2021 Annual Report,
https://s29.q4cdn.com/310188824/files/doc_finan-
cials/2021/ar/TMUS-2021-Annual-Report.pdf.

2T The NAL includes a more complete discussion of the facts
and history of this case and is incorporated herein by reference.
See NAL, 35 FCC Red at 1790-99, paras. 12-38.

28 T-Mobile does not contend that its customers consented to
these arrangements with the Aggregators.

2 See NAL Response at 57. The NAL Response identified fac-
tual errors in the NAL related to the number of entities involved
in T-Mobile’s LBS program; the NAL listed 83 total entities (in-
cluding the two Aggregators), but the NAL Response provided
clarification that eight entities were counted twice. See NAL, 35
FCC Red at 1792, para. 14; NAL Response at 57.
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with various LBS providers. This arrangement meant
that it was LBS providers who were obligated “to no-
tify [customers] and collect affirmative customer con-
sent for any use of location information™ — not the
Aggregators or T-Mobile. T-Mobile asserts that its
LBS program was subject to a number of safeguards
and that the LBS providers and Aggregators had to
satisfy various requirements, which were memorial-
ized in and governed by contract provisions with the
Aggregators.?! The contracts obligated the Aggrega-
tors to monitor the practices of the location-based ser-
vice providers—including by making sure the LBS
providers notified customers and collected affirmative
customer consent for any use of location information.?
As a result, T-Mobile did not independently verify the
customers’ consent before providing access to the loca-
tion data. T-Mobile explained that there were various
acceptable mechanisms for the LBS providers and Ag-
gregators to obtain consent, including via text mes-
sage (with consumer responding with their consent),
website interaction, and implicit consent “where the
consumer is requesting a service that quite clearly

30 See NAL, 35 FCC Red at 1793, para. 16 (citing Response to
Letter of Inquiry from T-Mobile USA, Inc., to Kristi Thompson,
Chief, Telecommunications Consumers Division, FCC Enforce-
ment Bureau at 10, Introduction (Nov. 30, 2018) (on file in EB-
TCD-18-00037702 (LOI Response)).

31 See NAL, 35 FCC Recd at 1792-94, paras. 16-19.

32 See NAL, 35 FCC Red at 1793, para. 16 (citing LOI Re-
sponse at 10, Introduction).
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relies on location data, such as roadside assistance
services.”

10.  According to T-Mobile, in order to partic-
ipate in the LBS program and access consumers’ loca-
tion information, “the Aggregator was required to sub-
mit to T-Mobile a completed questionnaire that pro-
vided information about the location-based service
provider and the proposed use case or ‘campaign.”?* T-
Mobile explains that using the questionnaires, the
Company would receive a “detailed description” of the
LBS provider’s “notice and consent process, data secu-
rity mechanisms and data retention policies,”® which
was reviewed and then (if it met certain standards)
approved by T-Mobile.?®* Once approved, T-Mobile as-
serts that it would assign a “campaign-specific ID.”"
That ID was to be used by the LBS provider for every
location information request it submitted to the Ag-
gregator, and then likewise transmitted from the

33 NAL, 35 FCC Red at 1793, para. 17 (citing E-mail from Da-
vid Solomon, Wilkinson Barker Knauer, LL.C, Counsel for T-Mo-
bile USA, Inc., to Michael Epshteyn, Assistant Division Chief,
Telecommunications Consumers Division, FCC Enforcement Bu-
reau (Jan. 28, 2019, 18:27 ET) (on file in EB-TCD-18-00027702)
(T-Mobile E-mail)).

3¢ NAL, 35 FCC Red at 1793, para. 17 (citing LOI Response
at 7-8, 11, Response to Question 1).

3 NAL, 35 FCC Red at 1793, para. 17 (citing LOI Response
at 7-8, 11, Response to Question 1).

3 NAL, 35 FCC Red at 1793, para. 17 (citing LOI Response
at 7-8, Introduction).

3T NAL, 35 FCC Red at 1793, para. 18 (citing LOI Response
at 11, Response to Question 1).
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Aggregator to T-Mobile, which T-Mobile asserts al-
lowed the Company “to track each campaign.”®

11. T-Mobile had broad authority under its
contracts with the Aggregators to quickly terminate
access to customer location information and to “sus-
pend the transmission of location information” to any
LBS provider the Company “believed was not comply-
ing with its obligations.”® In addition, T-Mobile “had
the right to terminate its relationship with each Ag-
gregator, for any reason, upon 30 days’ prior written
notice, or immediately upon the Aggregator’s breach
of the contract’s confidentiality and data security
terms.”*

12. T-Mobile also had the authority to con-
duct audits and other internal reviews of the LBS pro-
gram. According to T-Mobile, it conducted two risk as-
sessments of its Aggregators (in 2016 and 2018) to

38 NAL, 35 FCC Red at 1793, para. 18 (citing LOI Response
at 11, Response to Question 1).

3 NAL, 35 FCC Red at 1793-94, para. 19 (citing LOI Re-
sponse at T-MOBILE00013594, Response to Request for Docu-
ments No. 3, 2014 Location Aggregator License Agreement be-
tween T-Mobile and TechnoCom Corporation d/b/a Loca-
tionSmart (executed on May 20, 2014, by Stephen Leptich, Sr.,
Corporate Counsel, for T-Mobile USA, Inc., and by Mario
Proietti, CEO for LocationSmart), Sections 7.2-3 (T-Mobile-Loca-
tionSmart Agreement); LOI Response at TMOBILE0001230, Re-
sponse to Request for Documents No. 3, 2014 Location Aggrega-
tor License Agreement between T-Mobile and Zumigo, Inc. (exe-
cuted on Feb. 11, 2014, by Stephen Leptich, Sr., Corporate Coun-
sel, for T-Mobile USA, Inc., and by Chirag Bakshi, CEO for Zu-
migo), Sections 7.2-3 (T-Mobile-Zumigo Agreement)).

40 NAL, 35 FCC Red at 1794, para. 19 (T-Mobile-Loca-
tionSmart Agreement, Sections 7.2-3; T-Mobile-Zumigo Agree-
ment, Sections 7.2-3).
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confirm, among other things, whether they “were fol-
lowing the policies and procedures set forth in their
contracts with T-Mobile.”! T-Mobile asserts that both
assessments found that “the Aggregators were
properly obtaining consent before accessing T-Mobile
customer location information.”? However, T-Mobile
also admits that both assessments identified “recom-
mendations to enhance program governance” — with
the questionnaire used to assess LBS providers the re-
sult of a recommendation from the 2016 assessment.*®
T-Mobile did not describe any of the recommendations
from the 2018 assessment.* Finally, T-Mobile claims
that both the Company and the Aggregators “re-
viewed consent records” as part of “periodic assess-
ments,” but T-Mobile did not provide any further in-
formation about the results of such periodic assess-
ments.*

13.  T-Mobile’s Discovery of Potential Misuse
of Customers’ Location Information in 2017. On or
around July 2017, T-Mobile “learned through a third
party that an unidentified location-based service pro-
vider was using an obfuscated website domain to pro-
vide wireless device-tracking services to bail bond and
similar companies without the wireless customer’s

4 NAL, 35 FCC Red at 1794, para. 20 (citing LOI Response
at 18, Response to Question 11).

2 NAL, 35 FCC Red at 1794, paras. 21-22 (citing LOI Re-
sponse at 18, Response to Question 11).

4 NAL, 35 FCC Recd at 1794, paras. 21-22 (citing LOI Re-
sponse at 18, Response to Question 11).

4 See NAL, 35 FCC Recd at 1794, para. 22.

4 NAL, 35 FCC Red at 1794, para. 23 (citing LOI Response
at 14, Response to Question 5.e.).
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authorization.”® T-Mobile investigated the allegation
and eventually identified LocateUrCell as the LBS
provider misusing customer location information.*’
LocateUrCell was only approved to receive T-Mobile
customer location information for its approved cam-
paign (providing customers the ability to locate their
missing phones); LocateUrCell worked with the Ag-
gregator LocationSmart.*® T-Mobile contacted Loca-
tionSmart in September 2017, informing the Aggrega-
tor that its access to customer location information
would be suspended unless it provided a satisfactory
response to T-Mobile’s inquiry about LocateUrCell
within 24 hours.* It was only then that T-Mobile
learned LocationSmart had “terminated its contract
with LocateUrCell and permanently disabled Loca-
teUrCell’s access to T-Mobile customer location data
on September 12, 2017, after LocateUrCell failed to
respond to LocationSmart’s request for records
demonstrating customer consent.”® T-Mobile con-
cedes that LocateUrCell’s unauthorized disclosures
were made possible and remained hidden because the
unauthorized requests were “hosted on the same sys-
tem” and “used the same campaign ID” as the author-
ized requests.” Thus, “T-Mobile could not

46 NAL Response at 52; see also NAL, 35 FCC Rcd at 1794-
95, para. 24.

47 NAL Response at 52.
48 See NAL, 35 FCC Red at 1794-95, para. 24.

19 See NAL, 35 FCC Red at 1795, para. 25 (citing LOI Re-
sponse at 17, Response to Question 10).

50 NAL, 35 FCC Red at 1795, para. 25 (quoting LOI Response
at 17-18, Response to Question 10).

51 NAL, 35 FCC Red at 1795, para. 26 (quoting LOI Response
at 18, Response to Question 10).



57a

differentiate between location information requests
for the authorized LocateUrCell phone-finding service
from location information requests for the unauthor-
ized . . . tracking service.”” Following this incident,
“T-Mobile ‘sought assurances’ from LocationSmart re-
garding its monitoring of location-based service pro-
viders and ‘reminded’ LocationSmart about its con-
tractual obligations to notify T-Mobile of any non-com-
pliance it detected.”?

14.  Unauthorized Access and Use of Cus-
tomer Location Information. On May 10, 2018, the
New York Times published an article that detailed se-
curity breaches involving T-Mobile’s (and other carri-
ers’) practice of selling access to customer location in-
formation.”* The NAL includes a more detailed sum-
mary of the article and its findings, but essentially the
breaches involved a location-based service provider
(Securus Technologies, Inc., or Securus) that offered a
location-finding service to law enforcement and cor-
rections officials that allowed such officials to access
customer mobile device location without that device
owner’s knowledge or consent.®® Not only was

52 NAL, 35 FCC Red at 1795, para. 26 (citing LOI Response
at 18, Response to Question 10).

5 NAL, 35 FCC Red at 1795, para 25 (quoting LOI Response
at 17, Response to Question 10).

5 See Jennifer Valentino-DeVries, Service Meant to Monitor
Inmates’ Calls Could Track You, Too, N.Y. Times (May 10, 2018),
https://www.nytimes.com/2018/05/10/technology/cellphone-
tracking-law-enforcement.html.

% See NAL, 35 FCC Red at 1795-1796, paras. 27-28 (citing
Jennifer Valentino-DeVries, Service Meant to Monitor Inmates’
Calls Could Track You, Too, N.Y. Times (May 10, 2018)
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Securus’s location-finding service outside the scope of
its approved “campaign” or any agreement with either
Aggregator (and thus had not been reviewed by T-Mo-
bile), but despite Securus’s claims that the program
required appropriate “legal authorization,” it did not
verify such authorizations and its program was used
and abused by a (now former) Missouri Sheriff (Cory
Hutcheson) for non-law enforcement purposes and in
the absence of any such legal authorization.’® Securus
obtained location services from a company called
3Cinteractive, and 3Cinterative obtained T-Mobile’s
consumers’ location information pursuant to a con-
tract with the Aggregator LocationSmart.”” Similar to
the 2017 LocateUrCell incident, T-Mobile again con-
ceded that it had “no way” to distinguish requests that
were unrelated to the authorized campaign (which in-
volved an inmate collect-calling service) from valid,
campaign-related requests because “Securus offered
this [unauthorized] service using the [same] campaign
ID that T-Mobile had assigned” to the approved cam-
paign.’®

https://www.nytimes.com/2018/05/10/technology/cellphone-
tracking-law-enforcement.html).

5 See NAL, 35 FCC Red at 1795-96, paras. 27-28 (citing Jen-
nifer Valentino-DeVries, Service Meant to Monitor Inmates’ Calls
Could Track You, Too, N.Y. Times (May 10, 2018)
https://www.nytimes.com/2018/05/10/technology/cellphone-
tracking-law-enforcement.html; Doyle Murphy, Ex- Missouri
Sheriff Cory Hutcheson Sentenced to 6 Months in Prison, River-
front Times (Apr. 29, 2019), https://www.river-
fronttimes.com/newsblog/2019/04/29/ex-missouri-sheriff-cory-
hutcheson-sentenced-to-6-monthsin-prison).

57 See NAL, 35 FCC Red at 1796, para. 29.

% See NAL, 35 FCC Red at 1796-97, para. 30 (citing LOI Re-
sponse at 10, 19, Introduction, Response to Question 12).
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15. The Department of Justice’s U.S. Attor-
ney’s Office for the Eastern District of Missouri
charged Hutcheson with, among other things, wire
fraud and illegally possessing and transferring the
means of identification of others, and Hutcheson
pleaded guilty on November 20, 2018.5%° The Depart-
ment of Justice’s investigation of Hutcheson’s actions
included an examination of how the Securus location-
finding service operated. Once Hutcheson became an
authorized user of Securus’s LBS software, he was
able to obtain the location of specific mobile telephone
devices.®® In order to do so, users (including Hutche-
son) were required to input the telephone number of
the device they wanted to locate, and then “upload a
document manually checking a box, the text of which
stated, ‘[bly checking this box, I hereby certify the at-
tached document is an official document giving per-
mission to look up the location on this phone number
requested.”® As soon as Hutcheson (or any other au-
thorized user) submitted his request and uploaded a
document, the Securus LBS platform would immedi-
ately provide the requested location information

% See Press Release, U.S. Attorney’s Office Eastern District
of Missouri, Mississippi County Sheriff Pleads Guilty to Fraud
and Identity Theft, Agrees to Resign (Nov. 20, 2018),
https:.//www.justice.gov/usao-edmo/pr/mississippicounty-sheriff-
pleads-guilty-fraud-and-identity-theft-agrees-resign.

60 See Government’s Sentencing Memorandum at 3, United
States v. Corey Hutcheson, Case No. 1:18-CR-00041 JAR, Doc.
No. 65 (E.D. Mo. Apr. 23, 2019) (Hutcheson Sentencing Memo),
https://storage.courtlistener.com/re-
cap/gov.uscourts.moed.160663/gov.uscourts.moed.160663.65.0.p
df; see also NAL, 35 FCC Rcd at 1795-96, paras. 27-28.

61 Hutcheson Sentencing Memo at 3; see also NAL, 35 FCC
Red at 1795-96, para. 27.
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(regardless of the adequacy of the uploaded docu-
ment).®? Rather than “uploading the required legal
process,” Hutcheson instead “routinely uploaded false
and fraudulent documents . . ., each time representing
that the uploaded documents were valid legal process
authorizing the location requests the defendant
made.”® Those “false and fraudulent documents” in-
cluded “his health insurance policy, his auto insur-
ance policy, and pages selected from Sheriff training
materials.”®* Hutcheson “submitted thousands of Se-
curus LBS requests and obtained the location data of
hundreds of individual phone subscribers without
valid legal authorization.”®

16. T-Mobile’s Response to the Securus Dis-
closures. T-Mobile terminated Securus’s and 3Cinter-
active’s access to T-Mobile customer location infor-
mation on May 11, 2018, following the New York
Times article.®® Later, on October 26, 2018, T-Mobile
notified the Aggregators that their existing contracts
would not be renewed once they expired on March 9,

62 See Hutcheson Sentencing Memo at 3-4; see also NAL, 35
FCC Rcd at 1795-96, para. 27.

6 Hutcheson Sentencing Memo at 4; see also NAL, 35 FCC
Red at 1796, para. 28.

64 Hutcheson Sentencing Memo at 4; see also NAL, 35 FCC
Red at 1796, para. 28.

6 Hutcheson Sentencing Memo at 4; see also NAL, 35 FCC
Red at 1796, para. 28.

66 See NAL, 35 FCC Red at 1797, para. 31 (citing LOI Re-
sponse at 9-10, Introduction).
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2019, which would effectively end T-Mobile’s LBS pro-
gram.®’

17. More than seven months after the New
York Times article revealing the Securus disclosures,
T-Mobile was made aware of a similar incident involv-
ing one of the Company’s LBS providers, MicroBilt. In
a January 8, 2019, Motherboard article, it was re-
ported that access to customer location information
was sold and resold, with little or no oversight, within
the bail bonds industry, and that this led to consum-
ers being tracked without their knowledge or con-
sent—including by MicroBilt.%® T-Mobile first learned
of this from a Motherboard reporter on January 3,
2019.%° According to T-Mobile, “the MicroBilt applica-
tion that T-Mobile had received [in 2016] did not indi-
cate that ‘Microbilt would disclose the location infor-
mation to any third party.””® Thus, on January 4,
2019, MicroBilt’s Aggregator in the LBS program (Zu-
migo) informed T-Mobile that it had “suspended
transmission of any T-Mobile customer location

67 See NAL, 35 FCC Red at 1797, para. 32 (citing LOI Re-
sponse at 15, Response to Question 6, Supplemental LOI Re-
sponse at 6, Response to Question 1).

6 See NAL, 35 FCC Red at 1798, para. 35 (citing Joseph Cox,
I Gave a Bounty Hunter $300. Then He Located Our Phone, Moth-
erboard (Jan. 8. 2019), https://motherboard.vice.com/en_us/arti-
cle/nepxbz/i-gave-a-bounty-hunter-300-dollars-located-phone-
MicroBilt-zumigo-tmobile).

69 See NAL, 35 FCC Red at 1797, para. 33 (citing T-Mobile E-
mail).

"0 NAL, 35 FCC Red at 1797, para. 33 (quoting T-Mobile E-
mail).
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information to MicroBilt”* and T-Mobile itself (as a
“duplicative technical measure”) “permanently disa-
bled access to its customers’ location information by
Zumigo for the purpose of transmitting it to Micro-
Bilt.”™ In a repeat of the aftermath following both the
LocateUrCell incident and the Securus disclosure, “T-
Mobile was again unable to differentiate requests for
customer location information that were made for
purposes authorized by T-Mobile from those that were
not”” because MicroBilt’s malfeasance “was masked
as a permissible use.”™

18. It was not until February 8, 2019, that T-
Mobile’s LBS program (and the sharing of the Com-
pany’s customers’ location information) finally
ceased—in other words, 275 days from when the New
York Times first reported on the Securus location-
finding service, as well as the abuse of that service by
Hutcheson.”™

" See NAL, 35 FCC Red at 1797, paras. 34 (citing T-Mobile
E-mail; Response to Supplemental Letter of Inquiry, from T-Mo-
bile USA, Inc., to Kristi Thompson, Chief, Telecommunications
Consumers Division, FCC Enforcement Bureau, at 12, Response
to Question 5.c. (June 7, 2019) (on file in EB-TCD-18-00027702
(Supplemental LOI Response)).

2 NAL, 35 FCC Red at 1797-98, para. 34 (quoting Supple-
mental LOI Response at 12, Response to Question 5.c.)

3 NAL, 35 FCC Recd at 1798, para 34.

™ NAL, 35 FCC Rcd at 1798, para 34 (quoting Supplemental
LOI Response at 12, Response to Question 5.c.).

" See NAL, 35 FCC Red at 1798, para. 37 (citing Supple-
mental LOI Response at 7, Response to Question 1.d); NAL Re-
sponse at 34. T-Mobile did not accelerate the expiration of its
agreements with the Aggregators, which terminated on March 9,
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19.  Notice of Apparent Liability. On Febru-
ary 28, 2020, the Commission issued the T-Mobile
NAL proposing a $91,630,000 fine against T-Mobile
for its apparent willful and repeated violation of sec-
tion 222 of the Act and section 64.2010 of the Commis-
sion’s CPNI Rules for failing to have reasonable pro-
tections in place to prevent unauthorized access to
customer location information. In the NAL, the Com-
mission also admonished T-Mobile for apparently dis-
closing its customers’ location information, without
their consent, to a third party who was not authorized
to receive it.

20. On May 7, 2020, T-Mobile filed a re-
sponse to the NAL.” T-Mobile makes a number of ar-
guments as to why the NAL should be withdrawn and
cancelled. T-Mobile argues that location information
is not CPNI and thus is not subject to the Act and the
Commission’s rules, and that even if it was, the Com-
pany did not have fair notice that location information
would be classified as CPNIL."” T-Mobile also argues
that it acted reasonably both pre- and post-publication
of the New York Times article. The Company claims
that the LBS program had reasonable protections in
place before the New York Times article, and that the
Company’s response to the article, including its
months-long continuation of the LBS program, was
likewise reasonable.” T-Mobile argues that the

2019. See Supplemental LLOI Response at 7, Response to Ques-
tion 1.d.

"6 See NAL Response.
"7 NAL Response at 10-16.
8 NAL Response at 22-38.
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forfeiture amount is arbitrary and capricious.” Fi-
nally, T-Mobile contends that the forfeiture amount is
incorrect insofar as the NAL either miscounts the
number of LBS providers and/or their termination
dates from the LBS program in the forfeiture calcula-
tion.®

III. DISCUSSION

21. The Commission proposed a forfeiture in
this case in accordance with section 503(b) of the Com-
munications Act of 1934, as amended (Act),?! section
1.80 of the Commission’s rules,®> and the Commis-
sion’s Forfeiture Policy Statement.®® When we assess
forfeitures, section 503(b)(2)(E) requires that the
Commission take into account the “nature, circum-
stances, extent, and gravity of the violation and, with
respect to the violator, the degree of culpability, any
history of prior offenses, ability to pay, and such other
matters as justice may require.”® We have fully con-
sidered T-Mobile’s NAL Response, which includes a
variety of legal and factual arguments. With one ex-
ception, we find none of T-Mobile’s arguments

™ NAL Response at 35-40.
80 NAL Response at 57-60.
81 47 U.S.C. § 503(b).

82 47 CFR § 1.80.

8 The Commission’s Forfeiture Policy Statement and
Amendment of Section 1.80 of the Rules to Incorporate the For-
feiture Guidelines, Report and Order, 12 FCC Red 17087 (1997)
(Forfeiture Policy Statement), recons. denied, Memorandum
Opinion and Order, 15 FCC Red 303 (1999).

8 47 U.S.C. § 503(b)(2)(E).
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persuasive. Upon review of T-Mobile’s NAL Re-
sponse® and a further review of the evidence in the
record, we will adjust the forfeiture calculation to ac-
count for updated evidence related to (1) the termina-
tion dates for various entities in the LBS Program and
(2) eight entities that were each counted twice in the
original forfeiture calculation. We therefore reduce
the $91,630,000 forfeiture proposed in the NAL by
$11,550,000, and impose a penalty of $80,080,000.

A, Location Information is CPNI

22.  Asthe NAL explained in more detail, the
customer location information disclosed in T-Mobile’s
LBS program is CPNI under the Act and our rules.®
Section 222 defines CPNI as “information that relates
to the quantity, technical configuration, type, destina-
tion, location, and amount of use of a telecommunica-
tions service subscribed to by any customer of a tele-
communications carrier, and that is made available to
the carrier by the customer solely by virtue of the car-
rier-customer relationship.”” The customer location
information used in T-Mobile’s LBS program falls
squarely within this definition. T-Mobile’s arguments
to the contrary®® are largely reiterations of arguments
the Commission considered and found unpersuasive
in the NAL. Consistent with the analysis of location

8 See NAL Response at 57 (noting that T-Mobile had inad-
vertently submitted duplicate entries for various LBS providers
in its response to a letter of inquiry).

86 See NAL, 35 FCC Red at 1799-1801, paras. 41-48.
87 47 U.S.C. § 222(h)(1)(A) (emphasis added).
8 See NAL Response at 2-3, 10-16.
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data found in the NAL, we remain persuaded that the
location data at issue here constitute CPNI.

23.  First, the customer location information
at issue here relates to the location of a telecommuni-
cations service—i.e., T-Mobile’s commercial mobile
service.® As fully explained in the NAL:

A wireless mobile device undergoes an authen-
tication and attachment process to the carrier’s
network, via the closest towers. After a mobile
device is authenticated and logically attached
to a wireless network, it may be (1) connected
(sending/receiving data/voice) or (2) idle. In ei-
ther state, the carrier must be aware of and use
the device’s location in order for it to enable cus-
tomers to send and receive calls. T-Mobile is
therefore providing telecommunications service
to these customers whenever it is enabling the
customer’s device to send and receive calls—re-
gardless of whether the device is actively in use
for a call.®

24. We conclude that the location infor-
mation at issue here meets the first prong of the CPNI
definition under either of two alternative interpreta-
tions. For one, we believe that the relevant statutory
language is best read as referring to “information that
relates to the . . . location, . . . of a telecommunications

89 See 47 U.S.C. § 332(c)(1) (providing that “a person engaged
in the provision of a service that is a commercial mobile service
shall, insofar as such person is so engaged, be treated as a com-
mon carrier for purposes of this chapter”), (d)(1) (defining “com-
mercial mobile service”).

% See NAL, 35 FCC Recd at 1800, para. 43.
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service . . . .” That interpretation accords with the
“rule of the last antecedent,” which suggests that the
term “of use” in section 222(h)(1)(A) modifies only
“amount,” as opposed to the preceding terms such as
“location.” Our interpretation also better squares
with the broader operation of section 222. If the lan-
guage “of use” modified every term in the preceding
list, it would lead to apparently anomalous results.
For instance, although the phrase “amount of use of a
telecommunications service” plainly refers at least to
the number and length of telephone calls, it is not
clear what “technical configuration of use” would
mean.” And our interpretation squares more readily
with section 222(d)(1), which preserves -carriers’

91 47 U.S.C. § 222(h)(1)(A).

92 See, e.g., Lockhart v. United States, 577 U.S. 347, 351
(2016) (the rule of the last antecedent “provides that ‘a limiting
clause or phrase . . . should ordinarily be read as modifying only
the noun or phrase that it immediately follows™).

9 We are unpersuaded by T-Mobile’s claim that interpreting
“of use” to modify only “amount” would lead to anomalies because
“information relating to the ‘quantity, technical configuration,
[or] type . . . of a telecommunications service’ . . . would relate to
the network itself, not the information of individual customers.”
NAL Response at 12 (emphasis omitted). Even if the information
relates in part to the network, it also relates to an individual cus-
tomer by identifying characteristics of the telecommunications
service subscribed to by that customer. See, e.g., Implementation
of the Telecommunications Act of 1996: Telecommunications Car-
riers’ Use of Customer Proprietary Network Information and
Other Customer Information, Second Report and Order and Fur-
ther Notice of Proposed Rulemaking, 13 FCC Red 8061, 8064-65,
para. 2 (1998) (“CPNI includes information that is extremely per-
sonal to customers as well as commercially valuable to carriers,”
including “the types of service offerings to which the customer
subscribes”).
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ability to use CPNI to “initiate” service®*—an event
that, aspects of which, ordinarily occur before the ser-
vice is in “use.”

25.  The location information at issue here
readily fits within that interpretation of the first
prong of the CPNI definition. T-Mobile’s customers
can access the commercial mobile service to which
they subscribe over a broad geographic area, and their
location at a given point in time—and the fact of T-
Mobile’s ability to use its network to determinate that
location—is reasonably understood as associated with
or a reference to the location of the T-Mobile telecom-
munications service.” Consequently, consistent with
our assessment in the NAL,” we find this to be infor-
mation that “relates to” the location of T-Mobile’s tel-
ecommunications service within the meaning of the
first prong of the CPNI definition.””

9 47 U.S.C. § 222(d)(D).

% See, e.g., NAL, 35 FCC Red at 1790, para. 12 (“T-Mobile
provides mobile voice and data services to consumers throughout
the United States by enabling consumer mobile phones to make
and receive calls or transmit data on T-Mobile’s wireless net-
work.”).

% See, e.g., NAL, 35 FCC Red at 1799-1801, paras. 43, 46.

9 See, e.g., Collins Concise Dictionary, Third Ed., at 1129
(HarperCollins Pub. 1995) (defining “relate” as, among other
things, “establishing association (between two or more things) or
(of something) to have relation or reference (to something else)”);
American Heritage Dictionary, Third Ed., at 695 (Dell Pub. 1994)
(defining “relate” as, among other things, “To bring into logical
or natural association,” “To establish or demonstrate a connec-
tion between,” or “To have connection, relation, or reference”);
Merriam-Webster’s Collegiate Dictionary, Tenth Ed., at 987 (Mer-
riam-Webster Pub. 1994) (defining “relate” as, among other
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26. In the alternative, even if the term “of
use” modified “location,” we still conclude the infor-
mation at issue fits within the first prong of the defi-
nition of CPNI. T-Mobile does not dispute the NAL’s
explanation that customers’ devices and T-Mobile’s
network regularly exchange information as necessary
for customers to send and receive calls.”® To the extent
that T-Mobile contends that this does not represent
use of the telecommunications service because it
merely enables the provision of that service, T-Mobile
does not demonstrate why that is a fair characteriza-
tion or why it would represent a meaningful distinc-
tion in any case. Consistent with the reasoning of the
NAL,” we believe that T-Mobile’s customers subscribe
to its commercial mobile service to enable them to re-
ceive and transmit calls, and when customers’ devices
are exchanging communications with T-Mobile’s net-
work, and thereby ensuring that they can receive in-
coming calls and place outgoing calls, we think that is
a clear case of using the service to which they have
subscribed, even outside the moments in time when
they are engaged in calls.!®

things, “to show or establish logical or causal connection be-
tween”); The Oxford Paperback Dictionary & Thesaurus, at 636
(Oxford Univ. Press 1997) (defining “relate” as, among other
things, “connect in thought or meaning” or “have reference to”).

% NAL, 35 FCC Red at 1799-1800, para. 43.
9 See, e.g., NAL, 35 FCC Red at 1799-1801, paras. 43, 46.

100 Definitions of “use” appear sufficiently broad to encompass
our understanding of the term in this scenario. See, e.g., Collins
Concise Dictionary, Third Ed., at 1483 (HarperCollins Pub. 1995)
(defining “use,” among other things, to mean “to put into service
or action; employ for a given purpose”); American Heritage Dic-
tionary, Third Ed., at 884 (Dell Pub. 1994) (defining “use,” among
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27. We also are unpersuaded by T-Mobile’s
arguments that the location information covered by
the first prong of the definition of CPNI is limited to
call location information for voice calls based on what
T-Mobile gleans from other language in section 222.'%
In addition to the NAL’s responses in this regard,'*
we conclude that the use of “location” in (h)(1)(A) as
opposed to “call location information” in (d)(4) and
(f)(1) must be given some significance:'* All location
information is protected as CPNI under (h)(1)(A). But
carriers can disclose call location information for 911
purposes under (d)(4), which makes sense because 911

other things, to mean “T'o put into service; employ” and “To avail
oneself of; practice”); Merriam-Webster’s Collegiate Dictionary,
Tenth Ed., at 1301 (Merriam-Webster Pub. 1994) (defining “use,”
among other things, to mean “to put into action or service: avail
oneself of”); The Oxford Paperback Dictionary & Thesaurus, at
853 (Oxford Univ. Press 1997) (defining “use,” among other
things, to mean “cause to act or serve for purpose; bring into ser-
vice” and “exploit for one’s own ends”).

101 See, e.g., NAL Response at 13-15.
102 NAL, 35 FCC Red at 1800, para. 45.

103 This interpretive approach is consistent with how the Com-
mission has approached the interpretation of section 222 in other
contexts in the past. See, e.g., Implementation of the Telecommu-
nications Act of 1996: Telecommunications Carriers’ Use of Cus-
tomer Proprietary Network Information and Other Customer In-
formation, Second Report and Order and Further Notice of Pro-
posed Rulemaking, 13 FCC Red 8061, 8084-85, para 32 (1998)
(distinguishing the interpretation of different language in sec-
tion 222(a), (c)(1), and (d)(1), given that, “[ulnder well-estab-
lished principles of statutory construction, ‘wWhere Congress has
chosen different language in proximate subsections of the same
statute,” we are ‘obligated to give that choice effect”). Particu-
larly given that T-Mobile neglects this textual distinction in its
attempts to rely on legislative history or the rule of lenity, we
reject its claims in that regard. See NAL Response at 14 n.30.
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calls are calls.'®* Nor would it have been irrational for
Congress to expressly require opt-in consent for call
location information in section 222(f)(1) if the defini-
tion of CPNI encompasses other forms of location in-
formation, as well. At the time the provision was en-
acted in 1999, Congress might reasonably have
viewed call location information as obviously suffi-
ciently sensitive to necessitate opt-in approval re-
quirements while leaving it to the Commission’s dis-
cretion whether to require opt-in approval for other
location information, just as for other information fall-
ing within the definition of CPNI more generally. In
addition, the Commission’s references to “calls” in a
prior order that was focused in significant part on
data regarding customers’ calls—and which did not
purport to exhaustively address the application of sec-
tion 222 to mobile wireless service—cannot reasona-
bly be read as setting forth the outer bounds of the
Commission’s understanding of section 222.1%

28.  Second, the location information at issue
was obtained by T-Mobile solely by virtue of its cus-
tomer-carrier relationship. The NAL explains this in
more detail, but the crux of the matter is that:

104 Given this predominant—but not exclusive—focus of the
1999 amendments to section 222, the references to call location
information in the legislative history cited by T-Mobile is not sur-
prising. See NAL Response at 14 n.30. But nothing in the legis-
lative history persuades us that Congress meant to exclude non-
call location data from the definition of CPNI.

105 See generally Implementation of the Telecommunications
Act of 1996; Telecommunications Carriers’ Use of Customer Pro-
prietary Network Information and Other Customer Information,
CC Docket No. 96-115, Declaratory Ruling, 28 FCC Red 9609
(2013) (2013 CPNI Declaratory Ruling).
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T-Mobile provides wireless telephony services
to the affected customers because they have
chosen T-Mobile to be their provider of telecom-
munications service—in other words, they have
a carrier-customer relationship. . . . T-Mobile’s
customers provided their wireless location data
to T-Mobile because of their customer-carrier
relationship with T-Mobile, . . . .1%

29. The NAL did not specify with precision
the standard for applying the second prong of the
CPNI definition, and although we elaborate further
on some of its contours here, we likewise need not re-
solve that question with specificity because we find
that prong met here under a range of possible ap-
proaches. We begin by observing that the second
prong of the CPNI definition is focused on a “relation-
ship”—namely, the “carrier-customer relationship.”%’
A relationship presumes associations involving at
least two parties, and we conclude that it must be un-
derstood with that context in mind, rather than fo-
cused single-mindedly on one side of the relationship.
Our accounting for the customer’s viewpoint is also
supported by the statutory text’s focus on whether the
information “is made available to the carrier by the
customer”—rather than “obtained by the carrier”—
“solely by virtue of the carrier-customer relation-
ship.”’® Thus, we reject any suggestion by T-Mobile
that the location information at issue here is not CPNI
and does not depend exclusively on the carrier-

106 See NAL, 35 FCC Red at 1800, para. 44.
10747 U.S.C. § 222(h)(1)(A).
108 47 U.S.C. § 222(h)(1)(A).
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customer relationship'®—we find that suggestion be-
lied by the technical and marketplace realities here,
as experienced by T-Mobile customers.

30. Finally, we also note that when a cus-
tomer subscribes to T-Mobile’s commercial mobile ser-
vice, T-Mobile “must be aware of and use the device’s
location in order for [the Company] to enable custom-
ers to send and receive calls,”!® and the customer has
no choice but to reveal that location to T-Mobile. T-
Mobile does not dispute that the carrier-customer re-
lationship fully enables T-Mobile to obtain the loca-
tion data at issue here. Likewise, T-Mobile does not
claim that a customer, having subscribed to its com-
mercial mobile service, entered a separate agreement
with T-Mobile for the provision of that location infor-
mation—or that T-Mobile’s voice customers had any
way to avoid providing that information if they
wanted to subscribe to T-Mobile’s commercial mobile
service. Under circumstances such as these, we con-
clude that the location information at issue from T-
Mobile’s commercial mobile service customers was
“made available to the carrier by the customer solely
by virtue of the carrier-customer relationship.”'!!

31.  Although we find that reasoning suffi-
cient to resolve the application of the second prong of
the CPNI definition, we independently conclude that
the same decision is warranted even if we parse the
matter more finely. For example, T-Mobile has sought

109 See, e.g., NAL Response at 10-11 (claiming that because it
may be acquired from an “idle device or a device used for a data
session” the location information is not CPNI).

110 NAL, 35 FCC Red at 1800, para. 43.
1147 U.S.C. § 222(h)(1)(A).
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to rely on the theory that location information can be
associated with a data session for a non-telecommuni-
cations service, taking such location information out-
side the purview of “CPNI.”''> But we are not per-
suaded that the fact that location information can be
associated with a non-telecommunications service the
carrier also provides takes the resulting relationship
outside the scope of the “carrier-customer” relation-
ship for the specific purposes of the CPNI definition.
Nothing dissuades us that the purchase of telecommu-
nications service alone was sufficient to obligate T-
Mobile’s customers to make their location data avail-
able to T-Mobile,'? and in evaluating the second prong
of the CPNI definition in the past, the Commission
has noted that a carrier’s “unique position with re-
spect to its customers” when the carrier pre-config-
ures a mobile device to collect information can satisfy
“the ‘carrier-customer relationship’ element of the

12 See, e.g., NAL Response at 10 (“An idle device or a device
used for a data session . . . is not being used for a ‘telecommuni-
cations service,” and location information regarding such a device
does not fall within the definition of CPNI.”).

13 Consequently, this is not a situation where we are relying
on a theory that the carrier-customer relationship was merely
one of a “confluence of multiple factors”—including relationships
beyond the carrier-customer relationship itself—that collectively
were required for T-Mobile to obtain the location information at
issue here. Bostock v. Clayton Cty., 140 S. Ct. 1731, 1739 (2019)
(In contrast to the statute at issue there, Congress “could have
added ‘solely’ to indicate that actions taken ‘because of ‘the con-
fluence of multiple factors do not violate the law.”); cf. id. (observ-
ing that “[o]ften, events have multiple but-for causes”). By con-
trast, information that carriers obtain independently from public
records, for example, would not be information that the customer
provided to the carrier solely by virtue of the carrier-customer
relationship.
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definition of CPNIL”"* We recognize that section
153(51) of the Act provides that “[a] telecommunica-
tions carrier shall be treated as a common carrier un-
der [the Act] only to the extent that it is engaged in
providing telecommunications services.”''* But we are
far from that scenario here, given the many necessary
links to T-Mobile’s telecommunications services for
the CPNI definition to apply. For one, the protections
of section 222(c) only apply with respect to “infor-
mation that relates to” certain characteristics of “a tel-
ecommunications service subscribed to by any cus-
tomer of” T-Mobile.''® And the information must have
been provided by consumers in a manner that reflects
the statutorily required nexus to T-Mobile’s telecom-
munications service.!’” Our interpretation and appli-
cation of section 222 thus accords with the text of both
section 222 and section 153 of the Act, even if it does
not reflect the policy that T-Mobile would prefer.

32. The Commission therefore affirms its
finding from the NAL that the location information at
issue in the LBS program is CPNI.

B. T-Mobile Had Fair Notice That Its
LBS Practices Were Subject to En-
forcement Under the Communica-
tions Act

33. We reject T-Mobile’s claim that it lacked
fair notice that its practices involving customer

114 2013 CPNI Declaratory Ruling, 28 FCC Red at 9616, para
23.

1547 U.S.C. § 153(51).
116 47 U.S.C. § 222(h)(1)(A).
1747 U.S.C. § 222(h)(1)(A).
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location information were subject to the Communica-
tions Act and potential penalties thereunder.!’® The
language of section 222 demonstrates that customer
location information is CPNI; T-Mobile’s practices in-
volving CPNI, including customer location infor-
mation, therefore unquestionably are regulated under
the Act and the CPNI Rules; T-Mobile’s failure to com-
ply with the requirements of the Act and the CPNI
Rules, including the “reasonable measures” mandate
of section 64.2010, foreseeably makes the Company li-
able for a forfeiture penalty under section 503 of the
Act.

34. T-Mobile argues that the “the duties and
requirements set forth in the NAL have never been
articulated before and cannot, consistent with the fun-
damental principles of fair notice and due process,
serve as a basis for holding T-Mobile liable for conduct
that occurred in the past.”''® T-Mobile is mistaken. To
the extent these arguments relate to T-Mobile’s ac-
tions addressing the shortcomings in its LBS pro-
gram, they will be discussed in section III.C, below.'*
With regard to T-Mobile’s argument that it did not

118 See NAL Response at 16, 38-43.
119 NAL Response at 38.

120 Among such arguments, T-Mobile argues that “nowhere
had the Commission stated that implied consent . . . would not
be deemed ‘express authorization’ under Section 222(f).” See NAL
Response at 39. For the reasons discussed below in paragraphs
60-66, we reject T-Mobile's argument. Pursuant to the CPNI
Rules and the Commission’s interpretation of section 222(f) it-
self, it is clear that explicit consent is required for the use, disclo-
sure, and provision of access to call location information under
section 222(f). Accordingly, T-Mobile was on notice that implied
consent would not be deemed “express authorization” under sec-
tion 222(f).
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have fair notice of what it describes as a “30-day clock”
to respond to the Securus incident, T-Mobile is mis-
taken.'?! The 30-day period cited in NAL was not a
deadline for which T-Mobile required fair notice, but
rather a grace period during which the Commission
used its discretion and did not assess a fine.'??

35. T-Mobile also argues that before the
Commission imposes what the Company mischarac-
terizes as a “new interpretation” of CPNI, the Com-
mission must first “ensure that it has statutory au-
thority to do so and amend its regulations . . . .”'?* But
the Commission is not limited to this option. When, as
in this case, a carrier’s conduct falls within an area
subject to regulation by the Commission, it is well es-
tablished that enforcement action is a proper vehicle
to adjudicate the specific bounds of what is lawful and
what is not, subject to principles of fair notice.'**

121 See NAL Response at 39 (asserting that fair notice was not
provided because the “Commission had never stated that a car-
rier would have just 30 days to fully investigate and implement
its response to information about a misappropriation of location
data—much less specified that this 30-day clock would begin to
run upon the publication of allegations in a media report.”).

122 However, T-Mobile’s existing data security practices were
unreasonable both before and after the May 2018 article—the ar-
ticle merely exposed those unreasonable practices. As such, the
Commission could have assessed a fine for every single day such
unreasonable practices were in place (both before and after the
Securus/Hutcheson disclosures)—the 30 days provided T-Mobile
with a grace period to either end the program or reform its prac-
tices.

128 See NAL Response at 16.

124 See, e.g., City of Arlington, Texas v. FCC, 569 U.S. 290, 307
(2013) (affirmatively stating that “Congress has unambiguously
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36. Contrary to T-Mobile’s assertion, the
Commission is not required by principles of fair notice
to announce that LBS data, in particular, meets the
definition of CPNI under section 222 of the Act or the
CPNI Rules before enforcing that statute and those
rules with respect to those data.'®® As the D.C. Circuit
has said, “[t]he fair notice doctrine, which is couched
in terms of due process, provides redress only if an
agency’s interpretation is ‘so far from a reasonable
person’s understanding of the regulations that they
could not have fairly informed the regulated party of
the agency’s perspective.”’? And, in general, fair

vested the FCC with general authority to administer the Com-
munications Act through rulemaking and adjudication”);
Neustar, Inc. v. FCC, 857 F.3d 886, 894 (D.C. Cir. 2017);
Chisholm v. FCC, 538 F.2d 349, 365 (D.C. Cir. 1976) (reiterating
that “the choice whether to proceed by rulemaking or adjudica-
tion is primarily one for the agency regardless of whether the de-
cision may affect agency policy and have general prospective ap-
plication”) (citing N.L.R.B. v. Bell Aerospace Co., 416 U.S. 267,
291-95 (1974); SEC v. Chenery Corp., 332 U.S. 194, 203 (1947)
(stating that “the choice made between proceeding by general
rule or by individual, ad hoc litigation is one that lies primarily
in the informed discretion of the administrative agency”).

125 See NAL Response at 16 (claiming that this is a new inter-
pretation of CPNI ). However, this is not a “new interpretation”
and, in any event, absolute specificity is not a prerequisite for
enforcing a statute or regulation. See, e.g., Lachman, 387 F.3d at
56-57 (stating the “mere fact that a statute or regulation requires
interpretation does not render it unconstitutionally vague,” and
that case law “doles] not stand for the proposition that any am-
biguity in a regulation bars punishment”).

126 Mississippi Comm’n on Envtl. Quality v. EPA, 790 F.3d
138, 186 (D.C. Cir. 2015) (quoting United States v. Chrysler
Corp., 158 F.3d 1350, 1354 (D.C. Cir. 1998)); see also United
States v. Thomas, 864 F.2d 188, 195 (D.C. Cir. 1988) (“statutes
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notice principles require that a regulated party be
able to identify, with ascertainable certainty, the
standards with which the agency expects parties to
conform.'??

37. Here, the Commission previously ex-
plained in the 2013 Declaratory Ruling that it would
not “set out a comprehensive list of data elements that
pertain to a telecommunications service and satisfy
the definition of CPNI and those data elements that
do not.”'?® Thus, T-Mobile cannot reasonably have as-
sumed that the fact a given scenario had not been ex-
pressly addressed by Commission rules and precedent
meant it fell outside the scope of CPNI and the asso-
ciated protections of section 222 and the Commission’s
implementing rules. To the contrary, the Commission
has stated that “implicit in section 222 is a rebuttable
presumption that information that fits the definition
of CPNI contained in section 222([h])(1) is in fact
CPNIL.”'* Moreover, even while declining to

cannot, in reason, define proscribed behavior exhaustively or
with consummate precision”).

127 Star Wireless, LLC v. FCC, 522 F.3d 469, 473 (D.C. Cir.
2008) (“In assessing forfeitures against regulated entities, the
Commission is required to provide adequate notice of the sub-
stance of the rule. . . . The court must consider whether by re-
viewing the regulation and other public statements issued by the
agency, a regulated party acting in good faith would be able to
identify, with ascertainable certainty, the standards with which
the agency expects parties to conform.”) (internal quotations and
citations omitted).

128 2013 CPNI Declaratory Ruling, 28 FCC Red at 9617, para.
24 n.54.

129 Implementation of the Telecommunications Act of 1996:
Telecommunications Carriers’ Use of Customer Proprietary
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comprehensively identify CPNI, including in the case
of location information, the Commission emphasized
that “location information in particular can be very
sensitive customer information.”’®® In addition, not-
withstanding its instant fair notice claims, T-Mobile
previously asserted to the Commission that it treated
all customer location information in the same way—

whether T-Mobile classified it as CPNI or not.™!

38.  Further, our conclusion that the location
data at issue here fall within the definition of CPNI

Network Information and Other Customer Information, et al.,
Order on Reconsideration and Petitions for Forbearance, 14 FCC
Red 14409, 14495-96, para. 167 (1999). Although the Commis-
sion was responding, in part, to a request for clarification from
MCI regarding “laundering” of CPNI by virtue of transfers to af-
filiated or unaffiliated entities, it was not limited just to that sce-
nario alone. See, e.g., id. at 14495, para. 166 (describing the MCI
request for clarification being addressed as, among other things,
“seek[ing] clarification that there is a rebuttable presumption
that customer-specific information in a carrier’s files was re-
ceived on a confidential basis or through a service relationship
governed by section 222”).

130 2013 CPNI Declaratory Ruling, 28 FCC Red at 9617, para.
24 n.54.

131 See NAL, 35 FCC Red at 1800, para. 45 n.126 (quoting Sup-
plemental LOI Response at 9 n.33, Response to Question 2) (“T-
Mobile emphasized that it ‘follows the same policies and prac-
tices—and provides the same level of protection—for Customer
Location Information’ that it claims is not CPNI ‘as it does for
Customer Location Information that is CPNI.””). See also LOI Re-
sponse at 2-6, Introduction. T-Mobile stated that its Location Ag-
gregator program “is based upon customer consent and complies
with the standards and requirements of Section 222(f) of the Act
and the voluntary CTIA Guidelines.” Id. at 2. As T-Mobile
pointed out in its LOI Response, section 222(f) governs the use,
disclosure, and access to Call Location CPNI. Id.; see also 47
U.S.C. 222(f).



8la

flows from the text of section 222 is consistent with
the Commission’s approach to interpreting that provi-
sion in prior precedent. As noted, CPNI is defined by
statute, in relevant part, to include “information that
relates to . . . the location . . . of a telecommunications
service.”'® That definition further directs us to evalu-
ate whether the relevant information “is made availa-
ble to the carrier by the customer solely by virtue of
the carrier-customer relationship.”'®®* Our interpreta-
tion of those provisions above relies on the statutory
text, interpreted consistent with ordinary tools of stat-
utory interpretation, and is consistent with prior
Commission precedent.

39. Finally, T-Mobile had fair notice of its
obligations with respect to CPNI under section
64.2010 of the Commission’s rules. In pertinent part,
that rule provides that “[t]elecommunications carriers
must take reasonable measures to discover and pro-
tect against attempts to gain unauthorized access to
CPNI.”3* Beyond “requir[ing] carriers to implement
the specific minimum requirements set forth in the
Commission’s rules,” to comply with section 64.2010,
the Commission “further expect|s] carriers to take ad-
ditional steps to protect the privacy of CPNI to the ex-
tent such additional measures are feasible for a par-
ticular carrier.”® Rather than Ilisting “specific

18247 U.S.C. § 222(h)(1)(A); see also, e.g., 2013 CPNI Declara-
tory Ruling, 28 FCC Rcd at 9616, para. 22 n.48 (citing section
222(h)(1)(A) as “defining CPNI to include ‘information that re-
lates to the . . . location . . . of a telecommunications service sub-
scribed to by any customer of a telecommunications carrier™).

13347 U.S.C. § 222(h)(1)(A).
134 47 CFR § 64.2010(a).
135 2007 CPNI Order, 22 FCC Red at 6959, para. 64.



82a

measures must implement to avoid fraudulent misap-
propriation of [location] data” as T-Mobile suggests,*
the Commission granted carriers flexibility to incor-
porate the specific measures and practices that are
consistent with their otherwise-existing “technologi-
cal choices.”’® In the 2007 CPNI Order, the Commis-
sion also explained, for example, that “a carrier that
practices willful blindness” regarding unauthorized
disclosure of CPNI likely “would not be able to demon-
strate that it has taken sufficient measures” to dis-
cover and protect against such conduct.®® And in the
same order, the Commission likewise identified the
limitations of relying on “contractual safeguards” to
address risks once CPNI has been disclosed outside
the covered carrier.’® Ultimately, while providing
guidance regarding compliance with section 64.2010,
the Commission also recognized that it was necessary
to guard against providing bad actors “a ‘roadmap’ of
how to obtain CPNI without authorization.”*® Con-
trary to T-Mobile’s argument otherwise,'*! this guid-
ance provides sufficient direction for T-Mobile to

136 See NAL Response at 39.

137 2007 CPNI Order, 22 FCC Red at 6959-60, para. 65; see
also, e.g., id. at 6945-46, para. 34 (“we permit carriers to weigh
the benefits and burdens of particular methods of possibly de-
tecting pretexting,” which “will allow carriers to improve the se-
curity of CPNI in the most efficient manner”).

138 2007 CPNI Order, 22 FCC Red at 6946, para. 35.

139 2007 CPNI Order, 22 FCC Red at 6952-53, para. 49.
140 2007 CPNI Order, 22 FCC Red at 6959-60, para. 65.
141 See NAL Response at 41-43.
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understand its obligations under the rule as relevant
here.'*?

40. Thus, T-Mobile could reasonably have
ascertained that (1) any enumeration of CPNI data el-
ements set out by the agency was not exhaustive; (2)
the customer location information at issue would be
found to meet the definition of CPNI; and (3) T-Mobile
would be subject to forfeiture penalties for failing to
protect that customer location information as re-
quired under section 222 and the CPNI Rules.

142 Accordingly, we reject T-Mobile’s argument that “[s]ection
64.2010(a) is too general a standard to support the NAL’s conclu-
sion that T-Mobile’s actions in this case were unreasonable.” Id.
at 43. T-Mobile cites LabMD, Inc. v. FTC, 894 F.3d 1221, 1235-
36 (11th Cir. 2018), but we are not persuaded that case calls for
more here. For one, that case deals specifically with require-
ments for cease-and-desist orders and injunctions. See, e.g.,
LabMD, 894 F.3d at 1234-35. Further, the requirements at issue
in that case lacked the supplementing guidance providing
greater clarity that we find present in the case of section 64.2010
of the Commission’s rules. See, e.g., LabMD, 894 F.3d at 1236
(explaining that the proposed court order “is devoid of any mean-
ingful standard informing the court of what constitutes a ‘rea-
sonably designed’ data-security program”). Separately, T-Mo-
bile’s reliance on contractual safeguards and its failure to inves-
tigate key details that would ensure LBS providers only were en-
gaging in authorized uses and disclosures of CPNI appears di-
rectly at odds with guidance the Commission has provided. Even
where a regulation is amenable to different interpretations,
courts have rejected ‘fair notice’ claims where the regulated en-
tity did not comply with at least some viable interpretation of the
requirement. See, e.g., 21st Century Telesis Joint Venture v. FCC,
318 F.3d 192, 202 (D.C. Cir. 2003).
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C. T-Mobile Failed to Take Reasonable
Steps to Protect CPNI

41. T-Mobile violated section 222 of the Act
and section 64.2010 of the Commission’s rules by fail-
ing to take reasonable measures to discover and pro-
tect against attempts to gain unauthorized access to
its customers’ location information.'*® While the Com-
mission’s rules recognize that companies cannot pre-
vent all data breaches, they require carriers to take
reasonable steps to safeguard their customers’ CPNI
and discover attempts to gain access to their custom-
ers’ CPNI. Further, as noted below, where an unau-
thorized disclosure has occurred—as here—the bur-
den of production shifts to the carrier to offer evidence
that it did have reasonable measures in place. Once
the carrier offers some evidence of those safeguards,
the rebuttable presumption falls away, and the Com-
mission bears the burden of persuasion and must find
by a preponderance of the evidence that the carrier’s
safeguards were unreasonable in order to find a viola-
tion of 47 CFR § 64.2010(a). T-Mobile contends that
the Securus disclosures to Hutcheson did not consti-
tute legal violations of section 222 for which T-Mobile
can be held responsible.’** T-Mobile then claims that
it acted reasonably to protect its customers’ location
information both before and after the Securus disclo-
sure came to light.'*® T-Mobile also argues that the

143 47 CFR § 64.2010(a); see also 2007 CPNI Order, 22 FCC
Red at 6959, para. 64 (“We fully expect carriers to take every rea-
sonable precaution to protect the confidentiality of proprietary or
personal customer information.”).

144 See NAL Response at 31.
145 See NAL Response at 23-38.



85a

Commission improperly shifted the burden of proving
that such protections were reasonable to T-Mobile.!*6
We find T-Mobile’s arguments unpersuasive.

1. T-Mobile’s Customer Location
Disclosures to Securus Were
Unauthorized and Violated
Section 222

42.  As an initial matter, we conclude that it
was not just disclosures to Hutcheson that were un-
authorized. Rather, Securus’s entire location-finding
service' (as detailed in paragraphs 14-15, above) was
predicated on unauthorized disclosures. Consistent
with T-Mobile’s own description of events, the pro-
gram was outside the scope of not only its approved
use case, but also beyond any agreement with either
Aggregator (and thus had not been reviewed by T-Mo-
bile).*® T-Mobile conceded that it was unable to dis-
tinguish location requests unrelated to the authorized
use case (which involved an inmate collect-calling ser-
vice).'*® And, to be clear, none of the records submitted
in connection with the location-finding service evinced
a consumer’s actual opt-in consent. Therefore, every
time Securus submitted a request for location infor-
mation under the guise of its approved use case (a use

146 See NAL Response at 18-21.

147 See NAL, 35 FCC Red at 1795-96, paras. 27-28 (citing Jen-
nifer Valentino-DeVries, Service Meant to Monitor Inmates’ Calls
Could Track You, Too, N.Y. Times (May 10, 2018)
https://www.nytimes.com/2018/05/10/technology/cellphone-
tracking-law-enforcement.html).

148 See LOI Response at 9-10, Introduction; NAL, 35 FCC Red
at 1796-97, paras. 29-30; see also, e.g., NAL Response at 17, 31.

149 See NAL, 35 FCC Red at 1797-98, para. 34.



86a

case that required consumer consent) and T-Mobile
provided the requested location information, a sepa-
rate, unauthorized disclosure occurred. Separately
and independently, there is no indication that the law
enforcement requests were properly reviewed by Se-
curus, as evidenced by the ready success of Hutche-
son’s thinly veiled ruse.'®® Thus, the disclosures made
to Hutcheson were doubly unauthorized under section
222(c)(1). First, Securus used the facade of their ap-
proved use case to hide the true purpose and destina-
tion of the request, resulting in T-Mobile’s unauthor-
ized disclosure of location information to Securus. Sec-
ond, Hutcheson likewise submitted blatantly fake

150 See Hutcheson Sentencing Memo at 3-4 (explaining that
after uploading documents that were blatantly not legal author-
izations, location information was immediately transmitted with
no intervening time for any documents to be reviewed for valid-
ity); NAL, 35 FCC Red at 1796, para. 28 (describing Hutcheson’s
uploading of documents that were blatantly not legal authoriza-
tions in order to obtain location information). As the NAL ex-
plained, “T-Mobile does not deny the existence of what it de-
scribes as the Securus ‘Real Time Location Service,” nor does T-
Mobile “deny the abuse of that service by Hutcheson.” NAL, 35
FCC Red at 1796, para. 29. T-Mobile likewise does not dispute
here that Hutcheson was able to access location data by provid-
ing documents that were blatantly not legal authorizations as
described in the NAL and confirmed in the Hutcheson Sentenc-
ing Memo, and also does not provide any reason to believe that
Securus (let alone T-Mobile) could have or would have made that
assessment before providing the location data. While T-Mobile
states in its NAL Response that entries in a spreadsheet relied
upon in the NAL “contain no information demonstrating . . . that
any CPNI was disclosed without lawful authorization,” NAL Re-
sponse at 9, it does not elaborate on any theory of how T-Mobile
possibly could have obtained the authorization it was required to
obtain under section 222(c)(1) and section 64.2007(b) of the rules
under the circumstances here. We thus are unpersuaded by that
cursory assertion.
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requests to Securus under the guise of law enforce-
ment, resulting in Securus’s unauthorized disclosure
of location information to Hutcheson.!

43. T-Mobile attempts to avoid this conclu-
sion by contending that it cannot be held responsible
for the unauthorized disclosures because “Securus
and other third-party location-based service providers
can neither be deemed ‘agent[s]’ of T-Mobile nor ‘per-
son[s] acting for’ T-Mobile within the meaning of Sec-
tion 217, at least when they misappropriate infor-
mation provided by T-Mobile.”** But as the NAL ex-
plained, “[t]o the extent that the third parties were not
acting on behalf of the carrier, the carrier itself would
have provided those third parties with access to its
customers’ CPNI without obtaining for themselves the
approval required by section 222(c)(1)—thus violating
federal law.”**® Although the NAL noted that “T-Mo-
bile does not appear to argue that situation is present
here,”’** the totality of the record persuades us that
this is, in fact, the import of the facts and T-Mobile’s
arguments here.

44. In making these arguments, T-Mobile
appears to conflate distinct obligations it is subject to
under section 222 of the Act and the Commission’s

151 See Hutcheson Sentencing Memo at 3-4 (Hutcheson “up-
loaded legally defective search warrants that either did not au-
thorize the acquisition of location data, were unsigned, or had no
connection to the targeted phone user” and in “most of these in-
stances . . . even notarized his own signature.”); see also NAL, 35
FCC Red at 1796, para. 28.

152 NAL Response at 31.
153 NAL, 35 FCC Red at 1803, para. 54 n.145.
154 NAL, 35 FCC Red at 1803, para. 54 n.145.
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rules. In particular, T-Mobile contends that “the NAL
suggests that Section 217 of the Act would allow it to
hold T-Mobile strictly liable for the acts of the third-
party location-based service providers, even if T-Mo-
bile’s program reasonably protected customer location
information.”"®® Even setting aside T-Mobile’s errone-
ous assumption about the reasonableness of its safe-
guards, carriers’ legal duty to “take reasonable
measures to discover and protect against attempts to
gain unauthorized access to CPNI” under section
64.2010(a) of the rules is separate from the additional
restriction on unauthorized use or disclosure in sec-
tion 222(c)(1) of the Act and section 64.2007(b) of the
Commission’s rules.’® Rather than incorporating
some kind of de minimis exception or reasonableness
standard, section 222(c)(1)’s statutory restriction on
use and disclosure is unequivocal, as likewise re-
flected in section 64.2007(b) of the Commission’s
rules.’ And as the NAL further explained, “the obli-
gation to protect CPNI falls on telecommunications
carriers; the carrier must obtain customer approval to
use, disclose, or permit someone else to access the
CPNI for any purpose not strictly related to the pur-
pose for which it was provided to the carrier.”**® “If T-
Mobile was relying on third parties to satisfy its obli-
gations to obtain consent, then it is [as] liable for those
third parties’ failures as it would be if they had been

155 NAL Response at 31.
156 47 U.S.C. § 222(c)(1); 47 CFR § 64.2007(b).

157 We note that T-Mobile does not contend that it literally
would not have been possible to avoid the disclosures, so our in-
terpretation does not demand the impossible of T-Mobile or any
other carrier.

158 NAL, 35 FCC Red at 1802, para. 52.
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the failures of T-Mobile itself. If not, then T-Mobile ef-
fectively granted those third parties the capability to
access the CPNI of its customers without customer ap-
proval.”®® T-Mobile does not contend that it directly
obtained the required approval from the customers
whose location information it was sharing—nor could
it, given that its entire location-based services pro-
gram was premised on the LBS providers obtaining
customer authorization.’®® And T-Mobile now con-
tends that under the circumstances at issue here, “Se-
curus and other third-party location-based service
providers can neither be deemed ‘agent[s]’ of T-Mobile
nor ‘person[s] acting for’ T-Mobile within the meaning
of Section 217.”'%! Therefore, consistent with the NAL,
we find that the Securus disclosures, including those
made to Hutcheson, were unauthorized and T-Mobile
was appropriately admonished in relation to such dis-
closures.

2. T-Mobile’s Protection of Cus-
tomer Location Information
Was Unreasonable Both Be-
fore and After the Se-
curus/Hutcheson Disclosures

45. The Commission affirms the NAL and
finds that T-Mobile failed to take reasonable
measures to discover and protect against attempts to
gain unauthorized access to its customers’ location in-
formation. As fully laid out in the NAL, the record not
only shows that T-Mobile did not have reasonable

159 NAL, 35 FCC Red at 1803, para. 56.

160 See, e.g., NAL, 35 FCC Red at 1792-93, paras. 16-17; NAL
Response at 24-26.

161 NAL Response at 31.
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protections in place prior to the 2018 New York Times
article detailing the Securus/Hutcheson breaches,®?
but also that T-Mobile failed to promptly address its
demonstrably inadequate CPNI safeguards after the
Securus/Hutcheson disclosures.'®?

46. T-Mobile attempts to excuse its unrea-
sonable practices by cataloging the steps it did take
before and after the New York Times article. T-Mobile
argues that, prior to the Securus disclosure, its efforts
conformed to the CTIA Guidelines for ensuring cus-
tomer consent to the use of location data.'®* Specifi-
cally, T-Mobile states that its safeguards included:
“numerous contractual, procedural, and technical
safeguards designed to protect the privacy of customer
location data; to ensure that customer consent was ob-
tained; and to limit uses of the data to comply with the
Act and industry best practices established in the
CTIA LBS Guidelines.”'%

47. The safeguards that T-Mobile had in
place before the Securus disclosure were not reasona-
ble. As fully explained in the NAL:

[The CTIA] guidelines focus on best practices
for notice and consent by location-based service
providers. But they do not include best prac-
tices recommendations for carriers that sell ac-
cess to their customers’ location information to
location-based service providers. For example,
they do not offer guidance to carriers on how to

162 See NAL, 35 FCC Red at 1804-07, paras. 58-68.

163 See NAL, 35 FCC Red at 1807-10, paras. 69-78.

164 See NAL Response at 7, 23, 24, 25, 27, 28-29, 42, 54, 55.
165 NAL Response at 23.
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assure that location-based service providers
comply with a contractual obligation to access
location information only after furnishing
proper notice and receiving customer con-
sent. %

As for the other safeguards that T-Mobile imple-
mented to protect its customers’ location information
against unauthorized access, these safeguards relied
almost entirely upon contractual agreement, passed
on to location-based service providers through an at-
tenuated chain of downstream contracts.’®” To the ex-
tent that T-Mobile’s safeguards relied on trusting Ag-
gregators and location-based service providers to
honor their contractual commitments, consistent with
the NAL we find that “such trust alone was” not “a
reasonable safeguard here,” particularly in light of the
regulatory history regarding attempts to obtain unau-
thorized access to CPNI in general and in the case of
T-Mobile location-based data in particular.'®®

166 NAL, 35 FCC Red at 1806, para. 65 n.170.
167 See NAL, 35 FCC Red at 1804-06, paras. 61-65.

168 NAL, 35 FCC Red at 1807, para. 68. T-Mobile contends that
“it is the Commission’s burden to show that T-Mobile did not take
steps to ensure that its contracts were being followed.” NAL Re-
sponse at 24-25. But our analysis does not turn on the theory
that T-Mobile did not take any steps to ensure that its contracts
were being followed. Setting aside broader questions regarding
burden shifting that we address in the following section, see infra
section III.C, the regulatory history, bolstered by the facts and
our analysis of the contractual protections employed here, leads
us to conclude that T-Mobile’s attempt to rely on such measures
fall short of what is required under section 64.2010(a), at least
absent a strong showing regarding T-Mobile enforcement of
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48. To enforce these safeguards, T-Mobile
would have needed to take steps to determine whether
they were actually being followed. Further, T-Mobile
would have had to have a way of distinguishing be-
tween a legitimate request for customer location infor-
mation (i.e., made pursuant to valid consumer con-
sent) and an illegitimate one (e.g., the Securus/Hut-
cheson requests absent valid customer consent). Alt-
hough the Commission requested that T-Mobile de-
scribe its efforts to verify that LBS providers obtained
valid customer consent for related location requests,'’
nothing that T-Mobile has provided shows that it
made any meaningful efforts or that it could effec-
tively distinguish between valid and unauthorized re-
quests for location information. To the extent that T-
Mobile seeks to rely on certain risk assessments con-
ducted in 2016 and 2018, as the NAL explained, T-
Mobile “withheld the results of those assessments as
privileged,” and even while conceding “that both re-
ports made recommendations to ‘enhance program
governance,” it only provided “vague assertions”
about the underlying concerns and any changes it
made, rendering it “impossible for us to conclude that
T-Mobile took meaningful steps to protect customer
location information among the [75] entities to which

those provisions that would overcome the contrary evidence. As
explained below, the record does not include such a showing here.

169 See Letter of Inquiry from Kristi Thompson, Chief, Tele-
communications Consumers Division, FCC Enforcement Bu-
reau, to Luisa Lancetti, Director, Federal Regulatory, T-Mobile
USA, Inc. at 3, Question 5.e (Sept. 13, 2018) (on file in EB-TCD-
18-00027702).



93a

it sold such access.”'™ Further, the LocateUrCell, Se-
curus, and MicroBilt breaches persuade us that the
assessments either were not designed to detect vul-
nerabilities in the consent mechanism or failed mean-
ingfully to do so. And while T-Mobile cites those risk
assessments again in response to the NAL, it did not
provide new information that would enable a different
assessment on the record before us.'™

49. T-Mobile also argues that it “took deci-
sive action” after the New York Times article, and that
the Company’s actions were preferable to taking the
steps suggested in the NAL, as those steps would have
resulted in “[d]isrupting and even jeopardizing peo-
ple’s lives by immediately interfering with . . . valua-
ble [LBS] services.”'”> We disagree. The issue here is
not whether there are any beneficial services offered
by LBS providers, but whether T-Mobile reasonably
protected its customers’ location information. And
even under T-Mobile’s reasoning, the Company would
have no excuse for its failure to promptly terminate

170 NAL, 35 FCC Red at 1806, para. 67; see also id. at 1808,
para. 73 (discussing other grounds for discounting the risk as-
sessments).

171 See NAL Response at 26, 32. Without meaningful details
about the risk assessments, the Commission cannot rationally
conclude that they either helped render T-Mobile’s safeguards
reasonable or otherwise demonstrated that those safeguards
were reasonable either before or after the May 2018 New York
Times article, particularly in light of the multiple breaches dis-
cussed in the NAL. See, e.g., NAL, 35 FCC Rcd at 1794-98, paras.
24-36. We thus reject T-Mobile’s claim that our failure to give
more weight to the risk assessments effectively imposes a higher
standard than the reasonableness standard imposed under sec-
tion 64.2010(a) of the Commission’s rules. NAL Response at 26.

172 NAL Response at 32-35.
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every other non-critical LBS provider. In any event,
because of the sensitive personal information in-
volved, the benefits of LBS must be weighed against
the risks; here, the risks were grave, particularly be-
cause T-Mobile did not have a reliable way of confirm-
ing customer consent. The Commission considered T-
Mobile’s arguments, but finds they are outweighed by
these risks.

50. And any further claim by T-Mobile that
its contractual safeguards were effective are under-
mined by the inexorable fact that after the Securus
disclosure, T-Mobile was unable to determine the uni-
verse of affected customers because it “claims that Se-
curus has denied its request to identify the individu-
als whose customer location information may have
been obtained without consent”" As the Commission
said in the NAL, “[i]f T-Mobile cannot compel Se-
curus’s cooperation with its investigation into unau-
thorized access to its customers’ location information,
it cannot say that the same contract-based system ac-
tually protects such information from unauthorized
access by other entities. Whatever Securus’s justifica-
tion for denying T-Mobile’s request, its refusal to co-
operate is further evidence of the fact that T-Mobile
disclosed CPNI to a third party over which it had little
or no control or authority.”™

51. We also are unpersuaded by T-Mobile’s
efforts to tout perceived benefits of aspects of its loca-
tion-based services safeguards. For example, T-Mobile
notes that it restricted the number of entities with di-
rect access to its customers’ location information and

173 NAL, 35 FCC Red at 1808, para. 72.
174 NAL, 35 FCC Red at 1808, para. 72.
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criticizes what it sees as “[t]he NAL’s casual dismissal
of this important security measure.”'” T-Mobile also
asserts benefits from “[gliving location-based service
providers the freedom to tailor notice to be most suited
for their respective services.”'”® But T-Mobile fails to
appreciate that these approaches do not yield unqual-
ified benefits, but carry with them various risks—
risks that T-Mobile ineffectually sought to address
largely “through provisions passed down through an
attenuated chain of downstream contracts.””” And as
the NAL explained, T-Mobile’s assignment of a cam-
paign-specific ID for access to its Location APIs (a type
of software) was “simply a technology-based variant of
the honor system on which T-Mobile’s other safe-
guards depended. As T-Mobile learned with the Loca-
teUrCell incident in July 2017, where authorized and
unauthorized services used the same campaign-spe-
cific ID, “T-Mobile was not able to readily distinguish
the unauthorized data requests from the authorized
ones.”'"®

52. Nor are we persuaded that information
about location sharing on T-Mobile’s website renders

175 NAL Response at 24.
176 NAL Response at 25.

17T NAL, 35 FCC Red at 1804-05, para. 61; see also, e.g., id. at
1085-86, para. 64 (“This arrangement, in other words, depended
on T-Mobile trusting that the Aggregators obtained the appro-
priate consent and the Aggregators, in turn, relying on the seem-
ingly unverified assertions of the location-based service provid-
ers to whom they sold access to customer location data.”).

178 NAL, 35 FCC Red at 1806, para. 66. This flaw was again
exploited after the Securus/Hutcheson breach by MicroBilt. See,
e.g., NAL, 35 FCC Rcd at 1807, para. 71.
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its safeguards reasonable.'™ None of the cited infor-
mation would have made T-Mobile customers aware
of the risk that their location information would be
shared without their knowledge—let alone without
their consent—as occurred in the Securus and Hut-
cheson breaches. Nor does it empower consumers to
do anything to guard against such risk themselves
(even assuming arguendo that could be a component
of meeting the carrier’s obligation to take reasonable
measures to discover and protect against attempts to
gain unauthorized access to CPNI under section
64.2010(a)).

53. Likewise, T-Mobile’s safeguards after
the Securus disclosure were also unreasonable. T-Mo-
bile became keenly aware of the inadequacy of its safe-
guards after the May 2018 New York Times article,
and again after Securus’s resistance to T-Mobile’s sub-
sequent investigation. Nonetheless, T-Mobile did not
and cannot demonstrate that its safeguards were
made reasonable in the months that followed the 2018
New York Times article. In fact, rather than promptly
implementing reasonable safeguards, T-Mobile con-
tinued to sell access to its customers’ location infor-
mation under (for all intents and purposes) the same
system that was exploited by Securus and Hutche-
son. '8

54. We reject T-Mobile’s attempt to dispute
that the reports of the Securus and Hutcheson
breaches should have made T-Mobile aware of the
need for greater safeguards.'® T-Mobile observes that

179 See NAL Response at 27.
180 See NAL, 35 FCC Red at 1806, para.69.
181 See NAL Response at 21-22, 35-36, 39-40.
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media reports are not always completely accurate and
are treated as inadmissible hearsay under the Federal
Rules of Evidence and likewise have at times been re-
jected as reliable evidence by the Commission.'® But
whatever one might say about media reports in other
contexts, T-Mobile did, in fact, view the May 2018 New
York Times article as sufficiently reliable to call for
some response, explaining that “T-Mobile took deci-
sive action within 24 hours of the New York Times ar-
ticle to eliminate the ability of Securus to obtain loca-
tion information for any purpose.”'® Nor are we per-
suaded that evidentiary standards governing admis-
sibility in federal court or the statutory standard re-
quired for showings in Commission licensing proceed-
ings should govern whether material provides a suffi-
cient basis for a carrier to be on notice of vulnerabili-
ties in its measures to discover and protect against un-
authorized disclosures of CPNI.'** Nothing in the 2007
CPNI Order that adopted section 64.2010(a) of the

182 See NAL Response at 21-22.

183 NAL Response at 32. Likewise, T-Mobile found the media
reliable enough to provide sufficient grounds to act in other situ-
ations, as well. See, e.g., NAL, 35 FCC Rcd at 1797-98, paras. 33-
34 (explaining that “[o]n January 3, 2019, T-Mobile learned from
a Motherboard reporter that MicroBilt, a credit reporting and
consumer finance company, may have been accessing and dis-
closing customer location information in a manner inconsistent
with the approval that T-Mobile had given to access T-Mobile’s
customers’ location information,” and that the next day T-Mobile
confirmed that Zumigo “had suspended transmission of any T-
Mobile customer location information to MicroBilt,” while T-Mo-
bile also “permanently disabled access to its customers’ location
information by Zumigo for the purpose of transmitting it to Mi-
croBilt”).

184 See NAL Response at 21-22 (citing cases applying the Fed-
eral Rules of Evidence and Commission licensing decisions).
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Commission’s rules suggests that the reasonableness
standard was intended to be interpreted based on
those other legal frameworks. Indeed, newspaper ar-
ticles were among the sources of evidence relied upon
by the Commission in that proceeding.'®® The case for
T-Mobile’s ability to ignore the May 2018 New York
Times article despite its obligations under section
64.2010(a) to discover and protect against breaches is
especially weak here, where the New York Times arti-
cle was based in part on charges filed against Hutche-
son in state and federal court.'®

185 See, e.g., Implementation of the Telecommunications Act of
1996: Telecommunications Carriers’ Use of Customer Proprietary
Network Information and Other Customer Information, Report
and Order and Further Notice of Proposed Rulemaking, 22 FCC
Red 6927, 6933-35, para. 12 & n.31 (2007) (2007 CPNI Order)
(stating that “[t]he carriers’ record on protecting CPNI demon-
strates that the Commission must take additional steps to pro-
tect customers from carriers that have failed to adequately pro-
tect CPNI,” and citing, among other things, Frank Main, Anyone
Can Buy Cell Phone Records: Online Services Raise Security Con-
cerns for Law Enforcement, Chi. Sun Times, Jan. 5, 2006, at A3;
Frank Main, Cell Call Lists Reveal Your Location: Anybody Can
Pay to Track Where You Used Phone, Chi. Sun Times, Jan. 19,
2006, at A3; and Frank Main, Blogger Buys Presidential Candi-
date’s Call List: “Nobody’s Records Are Untouchable,” as $90 Pur-
chase Online Shows, Chi. Sun-Times, January 13, 2006, at A10.);
id. at 6933-35, para. 12 & n.37 (stating that “companies have
sued dozens of people whom they accuse of fraudulently obtain-
ing phone records,” and citing, among other things, Matt Richtel
and Miguel Helft, An Industry Is Based on a Simple Masquerade,
N.Y. Times, Sept. 11, 2006, at C1).

186 See, e.g., Jennifer Valentino-DeVries, Service Meant to
Monitor Inmates’ Calls Could Track You, Too, N.Y. Times (May
10, 2018), https:/www.nytimes.com/2018/05/10/technology/cell-
phone-tracking-law-enforcement.html (“Thousands of jails and
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55.  Although T-Mobile worked towards im-
plementing an enhanced notice and consent mecha-
nism, this mechanism was never deployed.'®” Accord-
ing to T-Mobile, the mechanism was never deployed
because the Aggregators were unable to create the
platform T-Mobile’s approach would have relied upon,
and T-Mobile “could not readily develop a process to
obtain customer authorization directly from its cus-
tomers.”'®® But the mere fact that T-Mobile was work-
ing on new processes is not sufficient to satisfy its ob-
ligation to “take reasonable measures to discover and
protect against attempts to gain unauthorized access
to CPNI.”**® Until the new measures actually are in
place, they cannot enable a carrier to “discover and
protect against” the harms that are the target of that
rule—and thus, they cannot be relied upon to satisfy
that rule. Nor does the time and effort involved in T-
Mobile’s work on new processes render the procedures
that remained in place in the meantime “reasonable”
under that rule, given their glaring weaknesses. Thus
after considering all of the data security measures
that T-Mobile implemented in response to the Securus
disclosure'® we conclude that these measures were in-
adequate.

prisons across the United States use a company called Securus
Technologies to provide and monitor calls to inmates. But the
former sheriff of Mississippi County, Mo., used a lesser-known
Securus service to track people’s cellphones, including those of
other officers, without court orders, according to charges filed
against him in state and federal court. . . .”).

187 See NAL Response at 32-33.
188 See NAL Response at 33.
18947 CFR § 64.2010(a).

190 See NAL Response at 31-37.
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56. T-Mobile further argues that the Com-
mission fails to appropriately account for the fact that
the LBS providers “were offering valuable services.”'*!
We disagree. The issue here is not whether there are
any beneficial services offered by LBS providers, but
whether T-Mobile reasonably protected its customers’
location information. The decision to continue operat-
ing under its faulty safeguards after the Securus/Hut-
cheson breach came to light is all the more dubious
given that it was preceded by the LocateUrCell inci-
dent, that apparently also “involved a location-based
service provider customer of LocationSmart that had
been authorized to access T-Mobile customer location
information misusing that access to obtain the infor-
mation for a different purpose, contrary to its ap-
proved use case, without customer consent, and with-
out T-Mobile’s knowledge or approval.”***> And there is
no question of the risks that remained in T-Mobile’s
measures after the May 2018 New York Times article,
given the subsequent MicroBilt breach, as discussed
in the NAL. As already noted in paragraph 49 and

191 NAL Response at 35. T-Mobile further asserts that these
other companies both “were offering valuable services and . . .
were not implicated in any way by the Securus incident.” NAL
Response at 35. Notably, however, T-Mobile’s measures were not
what identified the unauthorized disclosures in the case of Se-
curus and Hutcheson. Thus, in the face of what we see as the
failing in a fundamental aspect of T-Mobile’s safeguards, we re-
ject the theory that the reasonableness of those measures can be
inferred from the fact that even more unauthorized disclosures
have not been publicly identified.

192 NAL, 35 FCC Red at 1807, para. 70.

198 NAL, 35 FCC Red at 1808-09, para. 74. T-Mobile argues
that in the MicroBilt breach “the owner of the phone there
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note 171, above, because of the sensitive personal in-
formation involved, the risks were grave, particularly
because T-Mobile demonstrably did not have a relia-
ble way of confirming customer consent.

57. The NAL listed numerous steps that
could have been taken to squarely address the proven
vulnerability, up to and including deploying enhanced
measures to verify consumer consent (even directly
verifying consumer consent) and shutting down the
LBS program.'® T-Mobile contends that the option
identified in the NAL of learning the full scope of the
breach is at odds with the suggestion that providers
should have acted within 30 days, but T-Mobile offers
no explanation of why that would be the case.' It also

actually consented to the activity at issue.” NAL Response at 50.
But that conflates the consent the customers provided to the au-
thor of the Motherboard article to test the protection of their lo-
cation information with the opt-in consent T-Mobile was obli-
gated to obtain (either directly or through its agents) before us-
ing, disclosing, or permitting access to that information—the lat-
ter of which was absent. See NAL, 35 FCC Rcd at 1797-98, paras.
33-36. The MicroBilt breach further highlights the flaw in T-Mo-
bile’s emphasis that it “completely terminated Securus’s ability
to access customer location information one day after the New
York Times article was published, and it also terminated 3CIn-
teractive’s access in support of Securus.” NAL Response at 18.
Those actions did not improve the safeguards for consumers
whose location information could be disclosed under the location
data sharing arrangements that remained in place.

194 See NAL, 35 FCC Red at 1807-10, paras. 70-78.

195 See NAL Response at 35-36. T-Mobile argues that “[p]rior
to this NAL, the Commission had never stated that a carrier
would have just 30 days to fully investigate and implement its
response to information about a misappropriation of location
data.” Id. at 39. As explained in note 121, above, the 30-day
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contends that the Commission has not adequately ex-
plained why the investigatory efforts that T-Mobile
did undertake were inadequate.’® But insofar as
those efforts involve T-Mobile’s review of a risk as-
sessment that was commissioned and initiated before
it became aware of the Securus breach,'®” the details
of which it also has not disclosed,'”® we are not per-
suaded that they were likely to—or did—meaning-
fully illuminate the steps T-Mobile needed to take in
response to the specific vulnerabilities laid bare by the
Securus and Hutcheson breaches. Nor are we per-
suaded of the adequacy of discussions that T-Mobile
states that it had with Securus, given evidence that T-
Mobile was unable to get Securus to cooperate fully in

period cited in NAL was not a deadline but a grace period. The
Commission could have, but chose not to, assess a fine during
that 30-day interim. However, because T-Mobile’s existing data
security practices were unreasonable both before and after the
May 2018 article (the article having merely exposed those unrea-
sonable practices), the Commission could have assessed a fine for
every single day (both before and after the Securus/Hutcheson
disclosures) such unreasonable practices were in place. Instead,
the Commission used its discretion and gave T-Mobile a grace
period to either end the program or reform its practices.

196 See NAL Response at 35-36.
197 See NAL, 35 FCC Red at 1794, para. 22.

198 See supra para. 48. In connection with the NAL’s identified
option of taking steps to determine whether the Securus incident
was indicative of a broader vulnerability, T-Mobile also states
that “it immediately began considering ways to limit the scope of
the program and streamline the customer-consent process.” NAL
Response at 36. But those are measures that might have been
better informed by an assessment of whether the Securus inci-
dent was indicative of a broader vulnerability—not steps that
could have enabled an assessment of the nature of that vulnera-
bility in the first instance.
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its investigations.’ We also are unpersuaded by T-
Mobile’s argument that it was not a potentially viable
option for it to expeditiously implement enhanced
measures to verify consent, such as a direct verifica-
tion system.?”” The grounds for that claim are not
demonstrated by the document it cites regarding its
efforts to implement a direct consent verification sys-
tem.?! This is underscored by T-Mobile’s decision to
continue its LBS program and only eventually (and
belatedly) expedited cutting off services, and even
then it reserved “services such as roadside assistance
and medical-alert services” until the end.?** T-Mobile
could have decided to cut off the other services from
the start, which would appear to have made the task
of taking on direct verification much more discrete
and manageable. But ultimately, as the NAL ob-
serves, “the surest safeguard to protect its customers’
CPNI would have been for T-Mobile to expeditiously
terminate its location-based service program.”?%

58. Rather than taking definitive steps to
remedy the obvious LBS program issues, T-Mobile in-
stead took piecemeal steps. Moreover, the steps T-Mo-
bile took did not rectify the systemic vulnerabilities at
the heart of its LBS program—including relying on
third parties to obtain customer consent for the disclo-
sure of location information and failing to verify the
validity of that consent.

199 NAL, 35 FCC Red at 1808, para. 72.

200 See NAL Response at 36-37.

201 See NAL Response at 33 & n.97.

202 NAL Response at 34.

203 NAL, 35 FCC Red at 1809-10, para. 77.
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59. T-Mobile’s attempts to characterize the
Commission as relying on a strict liability-type ap-
proach fall short, as well.?* Section 64.2010 of the
rules requires only reasonable measures—not perfect
ones—but that is not enough to help T-Mobile here.
Contrary to T-Mobile’s suggestion, this is not a situa-
tion where the Commission is relying on 20/20 hind-
sight after a breach to find a violation of section
64.2010(a) of the rules based on any shortcoming in a
carrier’s measures, no matter how small, that results
in a strict liability approach which is contrary to the
reasonableness standard reflected in that rule.?”® Ra-
ther, we have carefully examined T-Mobile’s proce-
dures, including the fundamental flaws in those safe-
guards, such as the fact that across two Aggregators
and three different LBS providers (LocateUrCell, Se-
curus, and MicroBilt) T-Mobile was “unable to differ-
entiate requests for customer location information
that were made for purposes authorized by T-Mobile
from those that were not.”? Our assessment under
section 64.2010(a) thus is a straightforward evalua-
tion of reasonableness, consistent with the text of the
rule.

60. We also reject T-Mobile’s arguments re-
garding the validity of its use of an approach that re-
lied in part on implicit consent. Section 222(c)(1) pro-
vides in pertinent part that, absent one of the excep-
tions specified in that provision, a carrier may not
“use, disclose, or permit access to individually identi-
fiable” CPNI “[e]xcept . . . with the approval of the

204 See NAL Response at 22, 32, 34.
205 See NAL Response at 22-23.
206 NAL, 35 FCC Red at 1720, para. 70.
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customer.”®’ Section 64.2007(b) of the Commission’s
rules specifies what customer approval is required to
comply with section 222(c)(1).2°® In particular, where
customer approval is required, it generally must take
the form of “opt-in approval” unless the carrier is us-
ing individually identifiable CPNI “for the purpose of
marketing communications-related services to that
customer” or is “disclos[ing] its customer’s individu-
ally identifiable CPNI, for the purpose of marketing
communications-related services to that customer, to
its agents and its affiliates that provide communica-
tions-related services.””” Because the location infor-
mation at issue here does not fall within the scenarios
where opt-out customer approval is allowed, as ex-
plained in the NAL opt-in approval is required here
under section 64.2007(b) of the Commission’s rules.?*
And as the NAL also explained, “[pJursuant to our
rules, opt-in consent means that the customer has
given ‘affirmative, express consent’ after being given
appropriate notice of the carrier’s request.” This
does not allow for the use of implicit consent.

61. Commission precedent reinforces our un-
derstanding that implicit consent is not a valid option
for obtaining opt-in consent. Where the Commission
has referred to the notion of implicit or implied con-
sent in connection with CPNI, it has done so in con-
texts that are very distinct from opt-in approval

20747 U.S.C. § 222(c)(1).
208 47 CFR § 64.2007(b).
209 47 CFR § 64.2007(b).
210 NAL, 35 FCC Red at 1805, para. 63.

2L NAL, 35 FCC Red at 1805, para. 63 (citing 47 CFR
§§ 64.2003(k), 64.2008).
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processes. In some cases, the Commission has referred
to consent as implicit or implied where it is addressing
the scope of provisions in section 222(c)(1) identifying
situations where customer approval is not required. In
that context, the Commission has stated, for example,
that “the language of section 222(c)(1)(A) and (B) re-
flects Congress’ judgment that customer approval for
carriers to use, disclose, and permit access to CPNI
can be inferred in the context of an existing customer-
carrier relationship” insofar as those provisions are
concerned.?’> Where the Commission referred to im-
plicit or implied approval in connection with a cus-
tomer approval process, it did so in connection with
opt-out—rather than opt-in—approval.?’® Thus,

212 Implementation of the Telecommunications Act of 1996, et
al., Second Report and Order and Further Notice of Proposed
Rulemaking, 13 FCC Red 8061, 8080, para. 23 (1998) (CPNI Sec-
ond Report and Order); see also, e.g., id. at 8080, para. 24 (“inso-
far as the customer consent in sections 222(c)(1)(A) and (B) is in-
ferred rather than based on express customer direction, we con-
clude that Congress intended that implied customer approval be
restricted solely to what customers reasonably understand their
telecommunications service to include”); 2007 CPNI Order, 22
FCC Red at 6931-32, para. 8 n.16 (“As the Commission discussed
in the CPNI Order, ‘the language of section 222(c)(1)(A) and (B)
reflects Congress’ judgment that customer approval for carriers
to use, disclose, and permit access to CPNI can be inferred in the
context of an existing customer-carrier relationship. This is so
because the customer is aware that its carrier has access to
CPNI, and, through subscription to the carrier's service, has im-
plicitly approved the carrier's use of CPNI within that existing
relationship.”).

213 See, e.g., Implementation of the Telecommunications Act of
1996, et al., Clarification Order and Second Further Notice of
Proposed Rulemaking, 16 FCC Red 16506, 16511, para. 11 (2001)

(1154

(referring to “implicit approval’ (through opt-out)”); CPNI
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Commission precedent supports our view that implicit
approval is not consistent with the Commission’s re-
quirement of opt-in approval under section 64.2007(b)
of the rules.

62. Section 222(f) of the Act likewise sup-
ports this conclusion. As the Commission explained in
the NAL, “[i]n the Wireless Communications and Pub-
lic Safety Act of 1999, Congress amended section 222
to expressly allow carriers to provide call location in-
formation to 911 call centers, to expressly include lo-
cation information in the definition of CPNI, and to
require a user’s express prior authorization before lo-
cation information could be used for commercial pur-
poses.”* Among those amendments was the enact-
ment of section 222(f)(1), which, as relevant here,
specifies that “[flor purposes of subsection (c)(1) [of
section 222], without the express prior authorization
of the customer, a customer shall not be considered to
have approved the use or disclosure of or access to”
call location information (as subset of CPNI location
information).?®® Section 222(f)(1) requires that cus-
tomer authorization be both “express” and “prior,” and
thus narrows the scope of customer authorization that
can permissibly serve as a prerequisite for a carrier’s
use, disclosure, or permitting access to call location

Second Report and Order, 13 FCC Rcd at 8165, para. 142 (“be-
cause carriers generally were not subject to an express prior ap-
proval requirement for the use of CPNI under Computer II1, but
rather, were permitted to share CPNI based only on notice and
opt-out, the approval that was implied under such an approach
was based largely on a customer's notification of his or her CPNI
rights”).

214 NAL, 35 FCC Red at 1787, para. 6 (footnote omitted).
21547 U.S.C. § 222(1)(1).
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information under section 222(c)(1). As explained in
the NAL, although the Commission did not initially
adopt rules to implement the newly-enacted section
222(f), it “found that section 222(f)’s requirement of
‘express prior authorization’ left ‘no doubt that a cus-
tomer must explicitly articulate approval before a car-
rier can use that customer’s location information.”?'6
Further, as the NAL observed, “[flive years later, the
Commission found that the provisions of section 222,
without implementing regulations, were inadequate
to protect consumers—hence the adoption of new
rules in the 2007 CPNI Order. And nothing in that or-
der suggests that the Commission intended to carve
out location-based CPNI (let alone the ‘call location in-
formation’ discussed in section 222(f)) from those pro-
tections” based on the 2002 decision that rules had not

216 NAL, 35 FCC Red at 1787, para. 6 (quoting Request by Cel-
lular Telecommunications and Internet Association to Com-
mence Rulemaking to Establish Fair Location Information Prac-
tices, Order, 17 FCC Red 14832, 14834, para. 5 (2002) (2002 Or-
der Denying Petition for Rulemaking)). In support of this inter-
pretation, the Commission cited the provision’s legislative his-
tory. 2002 Order Denying Petition for Rulemaking, 17 FCC Red
at 14834, para. 5 n.16. We note that this accords with common
dictionary definitions of “express,” as well. See, e.g., The Ameri-
can Heritage Dictionary, Fourth Ed., at 303 (Bantam Dell Pub.
2001) (defining “express,” among other things, to mean “Defi-
nitely and clearly stated. See Syns at explicit.”); Collins English
Dictionary, Millennium Ed., at 544 (HarperCollins Pub. 1998)
(defining “express,” among other things, to mean “clearly indi-
cated or shown; explicitly stated”); Merriam-Webster’s Deluxe
Dictionary, Tenth Collegiate Ed., at 645 (Merriam-Webster Pub.
1998) (defining “express,” among other things, to mean “directly,
firmly, and explicitly stated”); The Oxford Paperback Dictionary
& Thesaurus, at 263 (Oxford Univ. Press 1997) (defining “ex-
press,” among other things, to mean “definitely stated”).
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been needed at that time.?'” In sum, whether under
the Commission’s rules or the Commission’s interpre-
tation of section 222(f) itself, explicit consent is

21" NAL, 35 FCC Red at 1801, para. 48. T-Mobile states that
call location information was not covered by the CPNI rules en-
acted in 2002. See NAL Response at 5 n.7, 40 n.118. However,
the Notice of Proposed Rulemaking that led to the 2007 CPNI
Order observed when discussing the section 222(c)(1) require-
ment of customer consent that Congress subsequently enacted
section 222(f) adopting a express prior consent requirement for
call location information under section 222(c)(1). Implementation
of the Telecommunications Act of 1996: Telecommunications Car-
riers’ Use of Customer Proprietary Network Information and
Other Customer Information, et al, Notice of Proposed Rulemak-
ing, 21 FCC Red 1782, 1784, para. 4 n.8 (2006). The Commission
included a similar statement in the 2007 CPNI Order. 2007
CPNI Order, 22 FCC Rcd at 6931, para. 6 n.11. Consequently, we
conclude that the opt-in rules governing customer consent en-
acted in the 2007 CPNI Order are best understood as applying to
the full range of scenarios where section 222(c)(1) applies, includ-
ing to call location information covered by section 222(f)(1). Even
assuming arguendo that customer authorization requirements
for call location information are governed by section 222(f)(1) of
the Act rather than the specific opt-in requirements specified in
section 64.2007(b) of the rules, the functional result is the same
for T-Mobile. The 2002 precedent was clear that “section 222(f)’s
requirement of ‘express prior authorization’ left ‘no doubt that a
customer must explicitly articulate approval before a carrier can
use that customer’s location information.” 2002 Order Denying
Petition for Rulemaking, 17 FCC Red at 14834, para. 5. And the
Commission’s precedent—describing “implicit” consent as al-
lowed only in scenarios like section 222(c)(1)(A) and (B) where
consent is not required at all, or in scenarios where the Commis-
sion has allowed opt-out consent—demonstrates that “explicitly
articulat[ing] approval” only is incompatible with implicit con-
sent. See supra para. 61. Finally, we reiterate that section
222(f)(1) only applies to a subset of CPNI location information—
namely, call location information.
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required for the use, disclosure, and provision of ac-
cess to call location information under section 222(f).

63. We are unpersuaded by T-Mobile’s ef-
forts to justify its interpretation of its obligations un-
der section 222 of the Act and the Commission’s im-
plementing rules by drawing from sources outside
that legal framework. For example, T-Mobile cites
2012 recommendations from the FTC regarding pri-
vacy.?’® Not only is the FTC’s legal regime governing
privacy distinct from that applicable to CPNIL,?* but
the 2012 recommendations did not even purport to de-
scribe the state of existing law. Instead, the 2012 rec-
ommendations were “intended to articulate best prac-
tices” that “can be useful to companies as they develop

218 See NAL Response at 29-30 (citing FTC, Protecting Con-
sumer Privacy in an Era of Rapid Change, Recommendations for
Businesses and Policymakers, at 36-48 (Mar. 2012) (FTC Privacy
Recommendations), available at https://www.ftc.gov/sites/de-
fault/files/documents/reports/federal-trade-commission-re-
portprotectingconsumer-privacy-era-rapid-change-recommenda-
tions/120326privacyreport.pdf) .

29 The aspirational statement of individual members of
multi-member agencies regarding FCC-FTC coordination on pri-
vacy does not give rise to any binding legal obligation governing
the Commission’s interpretation of section 222 and the imple-
menting rules in a manner that accords with policies under the
FTC’s privacy authority. See NAL Response at 30 n.92 (citing
Press Release, FTC, Joint Statement of FCC Chairman Ajit Pai
and Acting FTC Chairman Maureen K. Ohlhausen on Protecting
American’s Online Privacy, (rel. Mar. 1, 2017), available at
https://www.fce.gov/document/fec-chairman-fte-chairman-pro-
tecting-americans-online-privacy). In any event, we are not per-
suaded to assume that the decade-old FTC Privacy Recommen-
dations document (or another decade-old privacy document is-
sued by the White House and cited by T-Mobile) continues to re-
flect the FTC’s—or any federal entity’s—current views regarding
privacy. See NAL Response at 30-31 & n.93.
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and maintain processes and systems to operationalize
privacy and data security practices within their busi-
nesses,” to “assist Congress as it considers privacy leg-
islation,” and “[t]o the extent the framework goes be-
yond existing legal requirements, the framework is
not intended to serve as a template for law enforce-
ment actions or regulations under laws currently en-
forced by the FTC.”?> Whatever the possible pros and
cons of those principles as a policy matter (at least in
the marketplace as it existed in 2012), we do not find
them instructive in interpreting the language of sec-
tion 222 of the Act and the Commission’s implement-
ing rules.

64. We also reject T-Mobile’s attempts to de-
fend its reliance on implicit consent based on “the
CTIA LBS Guidelines and industry practice.””* Even
beyond the fact that those are not binding on the Com-
mission’s interpretation of section 222 of the Act and
the implementing rules, T-Mobile cites nothing in
support of its claim regarding “industry practice” re-
garding the CTIA Guidelines themselves.?” Further-
more, as already explained, those guidelines “focus on
best practices for notice and consent by location-based
service providers.”””® Where the carrier’s CPNI is at
issue, the carrier bears the responsibility of ensuring
compliance with its obligations under section 222 of
the Act and the Commission’s implementing rules be-
fore that CPNI is used or disclosed or access to it is
permitted. The CTIA Guidelines do not speak to that

220 FTC Privacy Recommendations at iii.

221 NAL Response at 28.
22 NAL Response at 28.
223 NAL, 35 FCC Red at 1806, para. 65 n.170.
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question, and thus even by their terms do not address
the legal question at issue here.?**

224 In addition to the fact that the CTIA Guidelines do not ex-
pressly address how carriers satisfy their duties under section
222 and the implementing Commission rules, the Guidelines also
do not implicitly do so through their statement that “[c]onsent
may be implicit, such as when users request a service that obvi-
ously relies on the location of their device.” NAL Response at 29
(citing CTIA Guidelines at 5). Building on a concept suggested by
T-Mobile’s arguments here—that aggregators or LBS providers
might better be viewed simply as recipients of CPNI, at least in
some cases—that would mean that when CPNI flows to an ag-
gregator or LBS provider, the carrier is “us[ing], disclos[ing], or
permit[ting] access” to that CPNI within the meaning of section
222(c)(1). 47 U.S.C. § 222(c)(1). That would require the carrier to
obtain customer consent—namely, opt-in consent under section
64.2007(b) of the Commission’s rules—before providing those
consumers’ CPNI to aggregators or LBS providers. The carrier
thus would have to have obtained opt-in consent from all custom-
ers whose CPNI the carrier would use, disclose, or permit access
to in its location-based services initiative. In that scenario, and
depending on the details, that opt-in consent could satisfy the
carrier’s obligations under section 222(c)(1) and section
64.2007(b) of the rules, such that the carrier need not ensure that
the aggregator and LBS provider itself obtain customer consent
on the carrier’s behalf to ensure compliance with section 222. In
that case, the LBS provider, consistent with the CTIA Guide-
lines, still might find it prudent, as a “best practice,” to obtain
customer consent—and might elect to do so through implicit con-
sent under some circumstances (and subject to any other legal
constraints that might apply to the LBS provider). We provide
this as an illustrative example of how the CTIA Guidelines still
could operate as useful guidance regarding best practices for LBS
providers even where what it describes would not be sufficient to
satisfy section 222(c)(1) of the Act and section 64.2007(b) of our
rules. Because the NAL was not premised on that explanation of
section 222(c)(1) and section 64.2007(b) of our rules, we make
clear that our finding of liability is not predicated on that basis,
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65. Further, T-Mobile cites three Commis-
sion decisions that T-Mobile alleges demonstrate that
the Commission has allowed implicit consent as a way
to satisfy the obligation of “prior express consent” un-
der the Telephone Consumer Protection Act
(TCPA).??> However, in one of those decisions the Com-
mission was focused on assessing the scope of prior ex-
press consent—as opposed to determining whether
prior express consent had been provided in the first
instance (which would be more analogous to the oper-
ative question here).?”® The remaining two decisions
turn on the Commission’s analysis in the 1992 TCPA
Order.?®" That analysis turned entirely on the

and we instead describe it only for purposes of this illustrative
example of the potential operation of the CTIA Guidelines.

225 See NAL Response at 29-30 (citing Rules and Regulations
Implementing the Telephone Consumer Protection Act of 1991,
Report and Order, 7 FCC Red 8752, 8769, para. 31 (1992) (1992
TCPA Order); Rules and Regulations Implementing the Tele-
phone Consumer Protection Act of 1991; Request of ACA Inter-
national for Clarification and Declaratory Ruling, Declaratory
Ruling, 23 FCC Red 559, 564, para. 9 (2008) (ACA Declaratory
Ruling); Rules and Regulations Implementing the Telephone
Consumer Protection Act of 1991; SoundBite Communications,
Inc. Petition for Expedited Declaratory Ruling, 27 FCC Rcd
15391, 15392, 15394, paras. 2, 7 (2012) (SoundBite Declaratory
Ruling)).

226 See SoundBite Declaratory Ruling, 27 FCC Red at 15394,
para. 7 (“For confirmation texts of the type SoundBite describes,
we conclude that a consumer’s prior express consent to receive
text messages from an entity can be reasonably construed to in-
clude consent to receive a final, one-time text message confirm-
ing that such consent is being revoked at the request of that con-
sumer.”).

27 See ACA Declaratory Ruling, 23 FCC Red at 564, para. 9
(relying on the Commission’s prior decision in the 1992 TCPA
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Commission’s assessment of the legislative history of
the TCPA, thus further undercutting any grounds to
rely on it by analogy in this distinct legal context.??®

66. As discussed in the NAL, moreover, even
under T-Mobile’s theory that implicit consent can be
permissible, there were many practical problems that
plagued in any implementation of such an approach
in its LBS program. Consistent with the NAL, we are
unpersuaded that “a location-based service provider
could comply with T-Mobile’s alleged requirement
that each provider ‘produce a clear visual depiction’ of
an implicit ‘consent capture process.”*?® As also ex-
plained in the NAL, the legal regime governing CPNI
requires that consent occur only after notice is pro-
vided to the consumer.?®* Several of these concerns are
echoed in the Commission’s approach in the TCPA
context. Namely, in concluding that “persons who
knowingly release their phone numbers have in effect
given their invitation or permission to be called at the
number which they have given, absent instructions to
the contrary,” the Commission was careful to distin-
guish that scenario from one where “a caller’s number
is ‘captured’ by a Caller ID or an ANI device without
notice to the residential telephone subscriber.”?*!
Whether or not one could characterize the Commis-
sion’s approach in the TCPA context as relying on

Order, including the legislative history that the Commission had
relied upon in that decision).

228 1992 TCPA Order, 7T FCC Red at 8769, para. 31.
229 NAL, 35 FCC Red at 1805, para. 64.
20 NAL, 35 FCC Rcd at 1805, para. 64.
21 1992 TCPA Order, 7T FCC Red at 8769, para. 31.
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“implicit” or “implied” consent in some manner,*? the
context distinguishes it sharply from the regime gov-
erning disclosure of CPNI. In the 1992 TCPA Order,
the Commission approved calls in a scenario where
the consumers provided their phone numbers with a
chance to provide “instructions to the contrary” and
where the consumer, by virtue of some explicit, voli-
tional action, would have notice that they were open-
ing themselves up to calls at the number they pro-
vided. We find those characteristics lacking in T-Mo-
bile’s approach here, particularly insofar as vulnera-
bilities like the Securus and Hutcheson breaches are
concerned. Thus, even if we were to give some weight
to the Commission’s TCPA precedent in this context,
it simply reinforces our assessment, consistent with
the NAL, that T-Mobile’s reliance on implicit consent
in its LBS program was unreasonable even under T-
Mobile’s own views regarding the permissibility of im-
plicit consent as a theoretical matter.

3. T-Mobile Bore the Burden of
Production

67. As an initial matter, the Commission
notes that for the reasons discussed above and the
analysis contained in the NAL, the preponderance of
the evidence shows that T-Mobile did not use reason-
able safeguards throughout the period of the

232 T-Mobile cites Baisden v. Credit Adjustments, Inc, 813 F.3d
338, 342 (6th Cir. 2016) as stating that the “FCC has “interpreted
‘prior express consent’ to include a form of ‘implied consent™).
NAL Response at 29 & n.88. But the colloquial description of the
Commission’s 1992 TCPA Order does not persuade us that the
Commission has adopted any general approach to “implicit” or
“implied” consent in the TCPA context, let alone that it should
be applied in the CPNI context.
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violation.?®® As such, while the NAL discussed T-Mo-
bile’s burden of production to demonstrate that its
protection of customer CPNI was reasonable,?®* that
burden-shifting is not necessary given the preponder-
ance of the evidence. Nonetheless, even if unnecessary
to prove T-Mobile’s violations in this matter, the NAL
properly shifted the burden of production to T-Mobile.

68.  First, as the NAL explained®® and con-
sistent with the 2007 CPNI Order, where there is evi-
dence of an unauthorized disclosure, the Commission
will infer from that evidence that a carrier’s practices
were unreasonable unless the carrier offers evidence
demonstrating that its practices were reasonable.?¢
In the NAL, the Commission found that T-Mobile
failed to demonstrate that its safeguards were reason-
able following the disclosure of Securus’s unauthor-
ized location-finding service in May 2018.%%"

69. T-Mobile acknowledges that the NAL
based its approach on the 2007 CPNI Order,*®

233 See NAL, 35 FCC Recd at 1804-10, paras. 58-78.
234 See NAL, 35 FCC Red at 1788-89, 1804, paras. 9, 59-60.
25 See NAL, 35 FCC Red at 1788-89, para. 9.

236 See 2007 CPNI Order, 22 FCC Red at 6959, para. 63 (noting
that where there is evidence of an unauthorized disclosure, the
Commission “will infer . . . that the carrier did not sufficiently
protect that customer’s CPNI” and that “[a] carrier then must
demonstrate that the steps it has taken to protect CPNI from
unauthorized disclosure, including the carrier’s policies and pro-
cedures, are reasonable in light of the threat posed by pretexting
and the sensitivity of the customer information at issue”).

27 See NAL, 35 FCC Rcd at 1807-10, paras. 69-78.

238 See NAL Response at 19 (citing Implementation of the Tel-
ecommunications Act of 1996: Telecommunications Carriers’ Use
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explaining that “where an unauthorized disclosure
has occurred . . . the responsible carrier then shoul-
ders the burden of proving the reasonableness of its
measures to protect consumer data.””® However, T-
Mobile is incorrect when it asserts that the 2007 CPNI
Order cannot support the burden-shifting approach in
cases outside of the pretexting context.?* The 2007
CPNI Order afforded adequate notice of the applica-
tion of burden-shifting in this case. The order did not
expressly limit burden-shifting to the pretexting con-
text, instead applying more broadly to unauthorized
disclosures of CPNIL.?** The rationale applies with
equal force to the kind of disclosure at issue here,
where a fundamental issue is whether T-Mobile had
reasonable measures to ensure that its customers had
in fact consented to the disclosure of their CPNI. In-
deed, the breach in the instant case is analogous to
pretexting in that it involved fraud in order to obtain

of Customer Proprietary Network Information and Other Cus-
tomer Information, Report and Order and Further Notice of Pro-
posed Rulemaking, 22 FCC Red 6927 (2007) (2007 CPNI Order)).

29 NAL, 35 FCC Red at 1804, para. 59.
240 NAL Response at 19.

241 We thus reject T-Mobile’s claim that “the Commission is
attempting to expand the approach” to burden shifting under the
2007 CPNI Order “without ever having grappled with” petitions
seeking reconsideration of that aspect of the 2007 CPNI Order.
NAL Response at 19 n.50. Burden shifting here falls within the
scope of what was provided for in the 2007 CPNI Order, which
was not stayed pending action on those petitions for reconsider-
ation. And in any case, T-Mobile has availed itself of the oppor-
tunity to contest the substantive merits of burden shifting in this
enforcement proceeding.
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access to CPNI1.2*? Broadly, in relation to Securus’s en-
tire unauthorized location-finding service, Securus
used the pretext that it was requesting location infor-
mation from T-Mobile for its approved use case and
that it had explicit customer opt-in consent for the dis-
closure. Likewise, Hutcheson used the pretext that he
had legal authorization or consumer consent when re-
questing location information from Securus.?*® There-
fore, applying the burden-shifting to this case is ap-
propriate even to the extent that the disclosures here
could be said not to have been pretexting of the same
form described in the 2007 CPNI Order.

70.  Second, T-Mobile recognizes that an evi-
dentiary presumption is valid if the circumstances
(here, a breach of CPNI) giving rise to that presump-
tion make it more likely than not that the presumed
fact (here, that CPNI safeguards were unreasonable)
exists.?** The Commission finds that the unauthorized
disclosure in this case gave rise to a rebuttable pre-
sumption that T-Mobile did not reasonably protect
customer location information from unlawful

242 The breach at issue here arguably falls within the letter of
criminal pretexting. See 18 U.S.C. § 1039.

243 As explained in the NAL, “Hutcheson submitted thousands
of unauthorized location requests via the Securus service be-
tween 2014 and 2017, in some cases ‘upload[ing] entirely irrele-
vant documents including his health insurance policy, his auto
insurance policy, and pages selected from Sheriff training man-
uals” in lieu of genuine legal process.” NAL, 35 FCC Rcd at1796,
para. 28; see also supra para. 15.

244 See NAL Response at 20 n.52.
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access.’ As already discussed, the entire Securus lo-
cation-finding program was based upon unauthorized
disclosures. Though the disclosures to Hutcheson
were particularly egregious (given they were essen-
tially doubly unauthorized), all of the Securus re-
quests made under the false guise of the approved use
case and T-Mobile’s resultant disclosures of consumer
location information were unauthorized. T-Mobile’s
existing safeguards and oversight failed to notice and
(absent the New York Times article) may have never
realized that the unauthorized Securus location-find-
ing program existed. Nonetheless, T-Mobile argues
that the Commission cannot use the Securus and Hut-
cheson breaches to support shifting the burden of pro-
duction to T-Mobile to provide evidence of the reason-
ableness of their post-May 2018 security practices.?*¢
Specifically, T-Mobile asserts that because no pro-
vider can achieve perfection and the appropriate
measures to employ can vary by carrier and circum-
stance, that undercuts the reasonableness of any bur-
den shifting here.?” We disagree.

245 See 2007 CPNI Order, 22 FCC Red at 6929, 6959, paras. 3,
63. A presumption is only permissible if there is “a sound and
rational connection between the proved and inferred facts,” and
when “proof of one fact renders the existence of another fact so
probable that it is sensible and timesaving to assume the truth
of [the inferred] fact . . . until the adversary disproves it.” Chem-
ical Mfrs. Ass’n v. Department of Transp., 105 F.3d 702, 705 (D.C.
Cir. 1997) (quoting NLRB v. Curtin Matheson Scientific, Inc., 494
U.S. 775, 788-89 (1990)) (internal citation and quotation marks
removed).

246 See NAL Response at 18-21.
247 See NAL Response at 20-21.



120a

71. In the NAL, we found that T-Mobile ap-
parently violated section 222(c) of the Act and section
64.2007(b) of our Rules in connection with its unau-
thorized disclosures of CPNI to Hutcheson.?*® This is
further bolstered by the Department of Justice’s case
against Hutcheson.?*® And though the Commission
opted to admonish T-Mobile only for the unauthorized
disclosures made to Hutcheson, it would have been
appropriate to admonish T-Mobile for all the disclo-
sures it made to Securus in relation to the unauthor-
ized location-finding service.?® In the NAL, we clearly
explained that, pursuant to section 217 of the Act,**
carriers cannot disclaim their obligations to protect

248 See NAL, 35 FCC Red at 1801-04, paras. 49-57. “The evi-
dence reflects that Hutcheson used the Securus service to obtain
the location information of T-Mobile customers. T-Mobile shared
the information with LocationSmart, which the shared it with
3Cinteractive, which then shared it with Securus.” Id. at 1801-
02, para. 50.

249 See, e.g., Hutcheson Sentencing Memo.

250 T-Mobile seeks to analogize the circumstances here to a
court that “allows an attorney to access confidential information
and the attorney subsequently leaks it.” NAL Response at 20.
But that analogy in inapt. Implicit in T-Mobile’s hypothetical is
the notion that the court made a legally sound decision in its
original action allowing the attorney access to confidential infor-
mation, and the attorney, having validly obtained access to that
information, then misused it. Here, by contrast, we find that the
disclosure of the relevant location information in the Se-
curus/Hutcheson breach was not legally permissible in the first
instance under section 222(c)(1) and section 64.2007(b) of the
rules. And it is that threshold action for which we hold T-Mobile
accountable—not some subsequent abuse or misuse of infor-
mation by a party whose initial access to the information was
entirely lawful.

»147U.S.C. § 217.
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customer CPNI by delegating those obligations to
third parties.?® We reiterate here that “T-Mobile is
not absolved from liability simply because it was not
directly responsible for operating the programs under
which unauthorized disclosures occurred.””® And as
the NAL explained, “[t]o the extent that the third par-
ties were not acting on behalf of the carrier, the carrier
itself would have provided those third parties with ac-
cess to its customers’ CPNI without obtaining for
themselves the approval required by section
222(c)(1)—thus violating federal law.”** Further, sec-
tion 222(c)(1) of the Act**® makes the responsibility for
avoiding unauthorized disclosures a carrier obligation
and prohibits use and disclosure except in certain nar-
row circumstances, without any reasonableness crite-
rion. T-Mobile should, therefore, be able to justify any
unauthorized disclosure. Given that multiple
breaches occurred here and that the “reasonable
measures” obligation is a continuing obligation, the
Commission’s application of an evidentiary presump-
tion based upon the disclosures involving Hutcheson
and the imposition of a burden to produce evidence of
reasonable protections during the later violations pe-
riod was reasonable—particularly because, as

%2 See NAL, 35 FCC Red at 1790, para. 10. Under section 217,
“the act, omission, or failure of any officer, agent, or other person
acting for or employed by any common carrier or user, acting
within the scope of his employment, shall in every case be also
deemed to be the act, omission, or failure of such carrier or user
as well as that of the person.” 47 U.S.C § 217.

253 See NAL, 35 FCC Red at 1802, para. 52.
%4 NAL, 35 FCC Recd at 1803, para. 54 n.145.
25 47 U.S.C. § 222(c)(1).
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discussed, those safeguards did not materially change
in the interim timeframe.

72. The unauthorized disclosure at issue
gave rise to a rebuttable presumption that T-Mobile
did not adequately protect customer information from
unlawful access. The burden of production then
shifted to T-Mobile to offer evidence that it had rea-
sonable safeguards in place.?®

73. Rather than taking reasonable steps to
safeguard its customers’ location information after the
Securus/Hutcheson disclosures were reported,?” T-
Mobile placed its customers’ location information at
continuing risk of unauthorized access through its
failure to terminate its program or impose reasonable
safeguards to protect its customers’ location infor-
mation. For these reasons, we conclude that T-Mobile
failed in its obligation under section 222 and our rules
to have reasonable measures in place to discover and
protect against attempts to gain unauthorized access
to its customers’ CPNI.

D. The Forfeiture Amount is Lawful
and Consistent with FCC Precedent

74.  After considering the evidence in the rec-
ord, the relevant statutory factors, the Commission’s
Forfeiture Policy Statement, and the arguments ad-
vanced by T-Mobile in the NAL Response, we find that

256 We note that in some instances—most notably with regard
to various audits that implicated the LBS program and over
which T-Mobile asserted privilege—T-Mobile claimed to have
taken certain reasonable steps, but did not produce documentary
evidence of those steps. See NAL, 35 FCC Red at 1806, para. 67.

257 Many of the possible reasonable steps were enumerated in
the NAL. See NAL, 35 FCC Rcd at 1807-10, paras. 69-78.
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T-Mobile is liable for a total forfeiture of $80,080,000
for its violations of section 222 of the Act and section
64.2010 of the Commission’s rules—a reduction of
$11,550,000 from the $91,630,000 forfeiture proposed
in the NAL.*® As explained in the NAL, this figure re-
sulted from applying a base forfeiture of $40,000 for
the first day of each such violation and a $2,500 for-
feiture for the second and each successive day the vi-
olations continued (excluding the 30-day grace period
granted by the Commission).?® The Commission
found in the NAL that T-Mobile apparently engaged
in 81 continuing violations—one for each ongoing re-
lationship with a third-party LBS provider or aggre-
gator that had access to T-Mobile customer location
information more than 30 days after publication of the
New York Times report—and that each violation con-
tinued until T-Mobile terminated the corresponding
entity’s access to customer location information.?® Us-
ing this methodology, the Commission found T-Mobile
apparently liable for a total base forfeiture of
$52,360,000. Upon considering the nature of the vio-
lations and the risk of harm they posed to consumers,
the Commission then applied a 75% upward adjust-
ment to the base forfeiture amount, resulting in a to-
tal proposed forfeiture of $91,630,000.2*

28 Any entity that is a “Small Business Concern” as defined
in the Small Business Act (Pub. L. 85-536, as amended) may
avail itself of rights set forth in that Act, including rights set
forth in 15 U.S.C. § 657, “Oversight of Regulatory Enforcement,”
in addition to other rights set forth herein.

259 NAL, 35 FCC Red at 1811, para. 83.
260 NAL, 35 FCC Rcd at 1812, para. 84.
261 NAL, 35 FCC Red at 1813-1814, paras. 87-91.
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75.  T-Mobile challenges these forfeiture cal-
culations with five principal arguments. First, T-Mo-
bile argues that the NAL describes at most a single
continuing violation, not a separate violation for each
of the 81 entities participating in T-Mobile’s LBS pro-
gram. As such, according to T-Mobile, the forfeiture
exceeds the applicable statutory maximum.*? Second,
T-Mobile contends that the forfeiture is disproportion-
ate to the alleged violation, inconsistent with other
forfeitures imposed by the Commission, and so exces-
sive as to be unconstitutional.?® Third, T-Mobile ar-
gues that the proposed forfeiture is not in accordance
with the Commission’s own Forfeiture Policy State-
ment.?®* Fourth, T-Mobile challenges the Commis-
sion’s application of a 75% upward adjustment to the
base forfeiture, disputing both the factors cited in cal-
culating the upward adjustment and arguing that the
Commission impermissibly cited to the same factors
used for determining the base forfeiture amount.?®®
Fifth and finally, T-Mobile argues that even if the
Commission could calculate the forfeiture based upon
the number of LBS providers and how long they had
access to customer location information, the proposed
forfeiture relies upon incorrect facts and therefore is
calculated incorrectly. Specifically, T-Mobile asserts
that the NAL overcounted the number of LBS pro-
gram participants by listing several duplicate entities.
T-Mobile also states that it terminated certain LBS

262 NAL Response at 44-46.
263 NAL Response at 46-50.
26¢ NAL Response at 50-51.
265 NAL Response at 52-56.
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providers’ access to customer location information
prior to the two termination dates listed in the NAL.?%

76. As we discuss below, to account for addi-
tional information provided by T-Mobile about the
number of participants in its LBs program and when
it terminated those participants’ access to customer
location information, we reduce the forfeiture pro-
posed in the NAL by $11,550,000. However, we are not
persuaded by any of T-Mobile’s other arguments and
decline to cancel or further reduce the forfeiture pro-
posed in the NAL.

1. The Commission Reasonably
Found that T-Mobile Engaged
in 81 Continuing Violations

77. Section 503(b) of the Act authorizes the
Commission to impose a forfeiture against T-Mobile of
up to $204,892 for each day of a continuing violation,
up to a statutory maximum of $2,048,915 “for any sin-
gle act or failure to act.”®” The Commission found
that, because T-Mobile permitted 81 separate entities
to access its customers’ location information in the ap-
parent absence of reasonable safeguards, the Com-
pany engaged in 81 continuing violations of section
222 of the Act and section 64.2010 of the Commission’s
rules. T-Mobile challenges this methodology, arguing

266 NAL Response at 57-58.

267 See 47 U.S.C. § 503(b)(2)(B); 47 CFR § 1.80(b)(2). These
amounts reflect inflation adjustments to the forfeitures specified
in section 503(b)(2)(B) ($100,000 per violation or per day of a con-
tinuing violation and $1,000,000 per any single act or failure to
act). See Amendment of Section 1.80(b) of the Commission’s
Rules, Adjustment of Civil Monetary Penalties to Reflect Infla-
tion, Order, DA 19-1325 (EB 2019).
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that “[n]one of the 81 entities included in this calcula-
tion was accused of misappropriating data” and that
to the extent T-Mobile violated section 64.2010 by al-
lowing them to continue operating, it “did not have
any reason or occasion to make 81 separate deci-
sions.”®®® T-Mobile therefore asserts that there could
have been at most one continuing violation (subject to
the $2,048,915 penalty cap) and the NAL’s finding of
81 separate continuing violations (one for each LBS
provider or Aggregator) constitutes an impermissible
attempt to circumvent the statutory maximum.?%

78. We reject this argument. Neither section
503(b) nor the forfeiture guidelines in section 1.80 of
the Commission’s rules speak to the application of the
phrase “single act or failure to act,” or otherwise to the
calculation of the number of violations, in the CPNI or
data security context.?’® Moreover, in calculating a
proposed penalty under section 222, the Commission
previously applied a methodology under which a sys-
temic failure to protect customer information consti-
tuted significantly more than a single violation. In
TerraCom, the Commission stated that “[e]lach docu-
ment containing [proprietary information] that the
Companies failed to protect constitutes a separate vi-
olation for which a forfeiture may be assessed.”” The
Commission further observed that “[e]lach unpro-
tected document constitutes a continuing violation

268 NAL Response at 45.

269 NAL Response at 44-45.

21047 U.S.C. § 503(b); 47 CFR § 1.80(b).

21 TerraCom, 29 FCC Red at 13343, para. 50.
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that occurred on each of the 81 days [until] the date
that the Companies remedied the failure . . ..” 2"

79. The Commission in TerraCom elected to
ground its forfeiture calculation in the number of un-
protected documents (which it “conservatively esti-
mate[ed]” as more than 300,000),2” but that approach
was not mandated under section 503, section 222, or
the Commission’s rules. Similarly, in this case, the
Commission reasonably exercised its authority to find
that each unique relationship between T-Mobile and
an LBS provider or aggregator represented a distinct
failure to reasonably protect customer CPNI and
therefore a separate violation of section 222 of the Act
and section 64.2010 of the Commission’s rules. Each
such relationship relied upon a distinct and unique
contractual chain (from T-Mobile to the Aggregator,
then from the Aggregator to the LBS provider) and
was premised to involve a specific, individually-ap-
proved “Use Case” that had been reviewed and au-
thorized by T-Mobile. Treating these separate chan-
nels for the disclosure of location information—each of
which, although unique, suffered from the same fun-
damental vulnerabilities discussed in the NAL and
above—as separate violations was thus rational and
properly within the Commission’s discretion.

212 TerraCom, 29 FCC Red at 13343, para. 50.

218 TerraCom, 29 FCC Red at 13343, para. 52. The Commis-
sion’s investigation into apparent violations of consumer privacy
requirements in TerraCom was resolved by a consent decree in
which the companies admitted to violating sections 201(b) and
222(a) of the Act. See TerraCom, Inc. and YourTel America, Inc.,
Order and Consent Decree, 30 FCC Red 7075, 7084, at para. 20
(EB 2015).
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80. The approach taken in the NAL was not
only reasonable, it was—contrary to T-Mobile’s claim
that it exceeded the statutory maximum—eminently
conservative. As described in the NAL, T-Mobile’s
practices placed the sensitive location information of
all of its customers at unreasonable risk of unauthor-
ized disclosure. As such, the Commission could well
have chosen to look to the total number of T-Mobile
subscribers when determining the number of viola-
tions (and under that analysis, the violations presum-
ably would have continued until the very last LBS
provider’s access to customer location information was
cut off).?™ Using that methodology—and taking into
account the tens of millions of consumers whose
highly sensitive location information was made vul-
nerable by T-Mobile—would have resulted in a signif-
icantly higher forfeiture than what was proposed in
the NAL.

81. Furthermore, even under the framework
applied in the NAL, the Commission could have calcu-
lated the proposed forfeiture based upon every single
entity with access to T-Mobile customer location infor-
mation up to the statutory maximum ($204,892 per
day up to $2,048,915 for each and every LBS pro-
vider). That would have resulted in a far higher fine
than the approach that was taken (applying a $40,000
forfeiture for the first day of the violation and a $2,500

21 Although it involved a data breach—and not, as in this
case, an ongoing failure to maintain reasonable safeguards such
that customer data was placed at unreasonable risk of unauthor-
ized disclosure—7TerraCom supports applying a customer-centric
forfeiture calculation that takes into account the number of cus-
tomers whose data was inadequately protected. See TerraCom,
29 FCC Rcd at 13343, para. 50.
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forfeiture for each successive day the violation contin-
ued). Instead, the Commission took a conservative ap-
proach, giving T-Mobile a 30-day grace period with no
fines assessed, limiting the number of continuing vio-
lations to every day that each related LBS provider
operated in the apparent absence of reasonable
measures to protect CPNI and therefore left T-Mobile
customers’ CPNI vulnerable to unlawful disclosure,
and assessing a far lower fine per day for the continu-
ing violations than it could have. This approach recog-
nized the Commission’s need to show that such viola-
tions are serious and ensured the proposed forfeiture
amounts act as a powerful deterrent for future fail-
ures to reasonably protect CPNI.

82. We also reject any claim that T-Mobile’s
due process rights were violated because it lacked fair
notice that its LBS practices would potentially make
it liable for a penalty in excess of the $2,048,915 stat-
utory maximum for a single continuing violation. Con-
sistent with our earlier discussion of T-Mobile’s fair
notice claims,”” we find that this argument lacks
merit. Customer location information is CPNI that is
subject to protection under section 222 of the Act and
section 64.2010 of the Commission’s rules. T-Mobile
knew, or should have known, that failing to reasona-
bly protect CPNI carries with it significant potential
penalties that may be associated with more than one
violation. Indeed, the Commission has in the past pro-
posed penalties for what could be viewed as a system-
wide violation on a more granular basis that would
yield higher penalties that would result from treating

215 See supra B.
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the violation as a single continuing violation.?”® Inde-
pendently, we observe that the penalties at issue here
are governed by section 503 of the Act, with which we
fully comply in our decision.?”” As the D.C. Circuit has
recognized, where a statute specifies maximum pen-
alties, the statute itself provides fair notice of all pen-
alties within that limit.?”®

2. The Forfeiture is not Excessive,
Disproportionate, or Unconstitu-
tional

83.  T-Mobile contends that the proposed for-
feiture “is grossly disproportionate to the conduct at
issue and reflects a startling departure from prior for-
feitures.”” T-Mobile points to other significant forfei-
tures proposed or levied by the Commission—such as
the $120 million and $82.1 forfeitures imposed in the
Abramovich and Roesel spoofed illegal robocall
cases—and notes that they generally involved fraud,
efforts to mislead consumers, intent to harm consum-
ers, and the reaping of financial benefits from unlaw-
ful conduct.?®° T-Mobile maintains that, by contrast, it

716 See, e.g., TerraCom, 29 FCC Red at 13343, paras. 51-52.
21747 U.S.C. § 503.

218 Pharon v. Bd. of Gov. of the Fed. Reserve, 135 F.3d 148, 157
(D.C. Cir. 1998) (applying BMW of North Am. v. Gore, 517 U.S.
559 (1996), to a penalty assessed by the Board and concluding
that the relevant statutory maximum penalty provisions pro-
vided adequate notice).

21 NAL Response at 46.

280 NAL Response at 46-47 (citing Adrian Abramovich, Mar-
keting Strategy Leaders, Inc., and Marketing Leaders, Inc., 33
FCC Red 4663, 4667-68 para. 14, 4668 para. 15, 4677 para. 38
(2018); Best Insurance Contracts, Inc., and Philip Roesel, dba
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did not engage in behavior “even remotely approach-
ing the malfeasance present in these matters” and its
conduct did not result in any comparable harm.?®!

84. T-Mobile may not have engaged in fraud
or otherwise sought to mislead or harm consumers,
but that does not mean that its actions in this case
were not egregious or worthy of a significant monetary
penalty. As stated in the NAL, “even after highly pub-
licized incidents put the Company on notice that its
safeguards for protecting customer location infor-
mation were inadequate, T-Mobile apparently contin-
ued to sell access to its customers’ location infor-
mation for the better part of a year without putting in
place reasonable safeguards—leaving its customers’
data at unreasonable risk of unauthorized disclo-
sure.””? As further explained in the NAL, the poten-
tial exposure of their location information put those
customers “at significant risk of harm—physical, eco-
nomic, or psychological.”??

85.  The base forfeiture amounts selected in
the NAL properly took these risks to T-Mobile’s cus-
tomers into account. Moreover, they reflected the
Commission’s careful consideration of the relevant
statutory factors. Section 503 of the Act requires the
Commission to “. . . take into account the nature, cir-
cumstances, extent, and gravity of the violation and,
with respect to the violator, the degree of culpability,
any history of prior offenses, ability to pay, and such

Wilmington Insurance Quotes, 33 FCC Red 9204, 9211 para. 17,
9212 para. 22, 9214 para. 28 (2018)).

281 NAL Response at 48.
22 NAL, 35 FCC Red at 1786, para. 3.
283 NAL, 35 FCC Red at 1811, para. 81.
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other matters as justice may require.””®* The plain
language of the statute provides the Commission with
broad discretion to assess proposed penalties based on
the statutory factors, up to the statutory maximum.

86. In selecting the base forfeitures that it
did, the Commission explained that the chosen
amounts “(1) . . . provide a meaningful distinction be-
tween the violations in this case and those of other
cases involving less egregious facts; and (2) . . . provide
consistency with other consumer protection cases in-
volving serious harm to consumers.””® The Commis-
sion also found that “this base forfeiture appropriately
deters wrongful conduct and reflects the increased
risk consumers face when their information is not se-
cured in a timely manner.”?®® Given the broad discre-
tion afforded to the Commission under section 503, as
well as the NAL’s examination of how the relevant
statutory factors intersected with the facts of this
case, we reject T-Mobile’s claim that the forfeiture
amount is excessive or disproportionate.

87. We also reject T-Mobile’s argument that
the proposed forfeiture is “so grossly excessive” as to
violate basic principles of due process and the Eight
Amendment’s prohibition against excessive fines.?®" In
evaluating a claim that a forfeiture is excessive under
the Eighth Amendment, one especially probative fac-
tor is whether the fine is within the prescribed

8447 U.S.C. § 503(b).

285 NAL, 35 FCC Red at 1812, para. 83.
286 NAL, 35 FCC Rcd at 1812, para. 83.
28" NAL Response at 48.
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statutory maximum for the underlying offense.?®®
Here, as discussed, the forfeiture falls well below the
statutory limit.?®® Further, T-Mobile, as a telecommu-
nications carrier, falls squarely within the class of en-
tities section 222 of the Act and the Commission’s im-
plemented rules was designed to address.?® And as
discussed in this section,?! the nature of the harm
from T-Mobile’s conduct was very serious notwith-
standing T-Mobile’s attempts to claim otherwise.?*?
Thus, we find there is no merit to T-Mobile’s challenge
to the constitutionality of the forfeiture amount.

288 See Newell Recycling Co. v. EPA, 231 F.3d 204, 210 (5th
Cir. 2000) (internal quotation marks omitted). Similarly, the
D.C. Circuit readily upheld the Commission’s imposition of the
maximum statutory penalty (adjusted for inflation) against an
unlicensed radio operator who challenged that penalty as exces-
sive. See Grid Radio v. FCC, 278 F.3d 1314, 1322 (D.C. Cir. 2002)
(noting that the statutory amount was “neither indefinite nor un-
limited,” and that it did not “seem excessive in view of the [peti-
tioner’s] continued and willful violation of the licensing require-
ment”). See also Scott Malcolm, Order on Reconsideration, 33
FCC Red 2410, 2413-14, para. 11 (2018) (“Because the forfeiture
was within the statutory limits, there is a strong indication that
it was not excessive.”).

29 See supra I11.D.1.

290 See, e.g., Scott Malcolm, 33 FCC Red at 2413, para. 10 (not-
ing that an additional consideration under Eighth Amendment
analysis is “whether the person fined is within the class of per-
sons for whom the authorizing statute was principally de-
signed”).

81 See generally I1I1.D.

22 See, e.g., Scott Malcolm, 33 FCC Red at 2413, para. 10 (not-
ing that an additional consideration under Eighth Amendment

analysis is “the nature of the harm caused by the sanctioned per-
son’s conduct”).



134a

3. The Forfeiture Comports with
the Commission’s Forfeiture
Policy Statement

88. T-Mobile also claims the proposed base
forfeiture amount is “wildly inconsistent” with the
Commission’s own rules.?*® Specifically, T-Mobile cites
to the Commission’s Forfeiture Policy Statement®
and section 1.80 of the Commission’s Rules*® (into
which the terms of the Forfeiture Policy Statement
were codified), which reserve the highest base penalty
(the statutory maximum) for violations involving mis-
representation/lack of candor. According to T-Mobile,
there is an unjustifiable discrepancy between that
base forfeiture amount (approximately $200,000) and
the base forfeitures proposed in the NAL, which T-Mo-
bile calculates to be more than three times as much,
or approximately $650,000.2% T-Mobile contends that,
because its alleged violations were much less egre-
gious than ones involving misrepresentation/lack of
candor, it should be subject to lower base forfeiture
amounts.

89. We disagree with T-Mobile’s reasoning
and calculations. In drawing the distinction that it
does, T-Mobile fails to compare apples to apples. Ra-
ther than the $204,892 statutory maximum for a sin-
gle violation or each day of a continuing violation that
is cited by T-Mobile, the relevant point of comparison

293 NAL Response at 50.
294 Forfeiture Policy Statement, 12 FCC Red 17087.
295 47 CFR § 1.80.

296 NAL Response at 50-51. T-Mobile derives this figure by di-
viding the total base forfeiture of $52,360,000 by the number of
alleged violations (81), for a per-violation amount of $646,419.75.
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is the $2,048,915 overall statutory maximum for any
single act or failure to act involving a continuing vio-
lation. As explained in the NAL, the “violations in this
case were continuing in nature, extending each day
that the Company’s location-based services operated
in the apparent absence of reasonable measures to
protect CPNI.”*" Thus, even total base forfeitures of
approximately $650,000 (as T-Mobile calculates the
number) are well under the approximately $2 million
statutory maximum that is applicable to each contin-
uing violation in this case and that would potentially
have been proposed, as the base forfeitures, if the vio-
lations had involved misrepresentation/lack of candor.

4, The Upward Adjustment is
Permissible and Warranted

90. T-Mobile argues that the Commission
failed to properly justify the 75% upward adjustment
to the forfeiture amount proposed in the NAL. T-Mo-
bile contends that two of the factors cited by the Com-
mission in connection with the upward adjustment—
the 2017 LocateUrCell incident and T-Mobile’s ac-
ceptance of implied consent for certain LBS services—
do not involve wrongful or egregious conduct and thus
cannot rationally serve as aggravating factors.?®® T-
Mobile also claims that the third factor cited in the
NAL—the duration of the violation and the risk of
harm it posed to consumers—was already considered
in setting the base forfeiture amount and therefore
constitutes arbitrary double counting.?

27 NAL, 35 FCC Red at 1811, para. 83.
298 NAL Response at 52-55.
299 NAL Response at 55-56.
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91. Wereject these arguments and maintain
the 75% upward adjustment proposed in the NAL.
With regard to the upward adjustment, section 503 of
the Act requires the Commission to “. . . take into ac-
count the nature, circumstances, extent, and gravity
of the violation and, with respect to the violator, the
degree of culpability, any history of prior offenses,
ability to pay, and such other matters as justice may
require.”” The plain language of the statute provides
the Commission with broad discretion to assess pro-
posed penalties based on the statutory factors, up to
the statutory maximum. Moreover, section 1.80 of the
FCC’s rules provides a list of possible factors the Com-
mission may use when making a determination to ad-
just upward or adjust downward the base forfeiture.?"
These factors include, importantly, “egregious miscon-
duct,” “substantial harm,” “repeated or continuous vi-
olation,” and “ability to pay/relative disincentive,”
among others.3%

92. The Commission weighed these factors
when making the determination that the base forfei-
ture in this case merited a substantial upward adjust-
ment. T-Mobile’s conduct was egregious; the NAL de-
tailed how T-Mobile failed to respond reasonably to
the 2017 LocateUrCell incident and how it showed
reckless disregard for CPNI requirements by relying
on “implicit consent” for the disclosure of location

30047 U.S.C. § 503(b).
30147 CFR § 1.80(b)(10), Table 3.
302 Id
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information.?®® Further, revelations in the press about
Securus’s hidden location information program led to
a public outcry and prompted inquiries from members
of Congress concerned about carriers’ apparent lack of
control over highly sensitive location information.?**
Its failure to adequately protect CPNI for a protracted

303 NAL, 35 FCC Red at 1813-14, paras. 87-88. For the reasons
discussed earlier, we reject T-Mobile’s claim that the Commis-
sion drew the wrong conclusions from the LocateUrCell incident
and T-Mobile’s use of “implied consent” for the disclosure of loca-
tion information. See supra I11.C.1-2.

304 See e.g., Letter from Sen. Ronald L. Wyden, Senator, U.S
Senate, et al., to Joseph J. Simons, Chairman, Federal Trade
Commission, and Ajit Pai, Chairman, Federal Communications
Commission (Jan. 24, 2019) (on file in EB-TCD-18-00027704)
(this letter was signed by 15 United States senators); Letter from
Rep. Frank J. Pallone, Jr., Chairman, U.S. House of Represent-
atives Committee on Energy and Commerce, to Ajit Pai, Chair-
man, Federal Communications Commission (Jan. 11. 2019) (on
file in EB-TCD-18-00027704); Maria Dinzeo, Class Claims AT&T
Sold Their Real-Time Locations to Bounty Hunters, Courthouse
News Service (July 16, 2019), https://www.courthouse-
news.com/class-claims-att-sold-their-real-time-locations-to-
bounty-hunters/; Brian Barrett, A Location-Sharing Disaster
Shows How Exposed You Really Are, Wired (May 19, 2018),
https://www.wired.com/story/locationsmart-securus-location-
data-privacy/; Press Release, New America’s Open Technology
Institute, Privacy Advocates Call on FCC to Hold Wireless Carri-
ers Accountable for Selling Customer Location Information to
Third  Parties  Without Consent (June 14, 2019),
https://www.newamerica.org/oti/press-releases/privacy-advo-
cates-call-fec-hold-wireless-carriers-accountable-selling-cus-
tomer-location-information-third-parties-without-consent/ (an-
nouncing that New America’s Open Technology Institute, the
Center on Privacy & Technology at Georgetown Law, and Free
Press had filed a complaint with the FCC regarding the sale and
disclosure of customer location information by T-Mobile, AT&T,
Verizon, and Sprint).
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amount of time caused substantial harm by making it
possible for “malicious persons to identify the exact lo-
cations of T-Mobile subscribers who belong to law en-
forcement, military, government, or other highly sen-
sitive positions—thereby threatening national secu-
rity and public safety”—a threat illustrated by reports
that Hutcheson used location information to obtain
the precise location of multiple Missouri State High-
way Patrol officers on numerous occasions.?*” The vio-
lations were continuous over an extended period of
time and repeated with two Aggregators and multiple
LBS providers. Finally, the Commission took into ac-
count T-Mobile’s status as a major telecommunica-
tions provider to determine what penalty, when ap-
plied, would adequately provide T-Mobile with the
necessary disincentive to engage in similar conduct
again in the future. These considerations, taken into
account as the Commission lawfully exercised its stat-
utory authority to weigh the relevant factors, justify
the resulting upward adjustment. T-Mobile’s argu-
ments to the contrary do not defeat Congress’s deci-
sion to grant the FCC the power to weigh the factors
and make such adjustments “as justice may re-
quire.” Nor do T-Mobile’s arguments persuade us
that the 75% upward adjustment, which is in line with
upward adjustments in other cases involving con-
sumer harms,?*” was unwarranted.

305 NAL, 35 FCC Red at 1814, para. 89.
306 47 U.S.C. § 503(b).

307 See, e.g., Scott Rhodes, Forfeiture Order, 36 FCC Red 705,
728, at para. 54 (2021) (upward adjustment equaling 100% of
base forfeiture amount on robocaller/spoofer who made targeted
robocalls designed to harass victims); John C. Spiller, et al.,
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5. The Commission Will Reduce
the Forfeiture Amount by
$11,550,000

93. T-Mobile asserts that even if the Com-
mission’s forfeiture methodology is permissible, the
calculations in the NAL are based on incorrect facts.
Specifically, for the 81 entities whose ongoing access
to customer location information factored into the for-
feiture amount, the NAL cites two separate termina-
tion dates (one for MicroBilt and the other for the re-
maining 80 entities).?”® According to T-Mobile, many
of the LBS program participants’ access to customer
location information actually was terminated before
the listed date.?” T-Mobile also claims that the num-
ber of LBS providers listed in the NAL (81) reflects
duplicates of certain entities and the number of
unique participants was in fact 73.31°

94. In developing the NAL, the Commission
relied upon the information furnished to it by T-Mo-
bile, including a listing of LBS program participants
and when their access to customer location infor-
mation was terminated, and reasonably expected that

Forfeiture Order, 36 FCC Red 6225, 6257, at para. 59 (2021) (up-
ward adjustment equaling 50% of base forfeiture amount im-
posed on robocaller who engaged in illegal spoofing for robocall
telemarketing activities); Adrian Abramovich, Forfeiture Order,
33 FCC Rcd 4663, 4671, at para. 25, 4674, at para. 33 (2018) (up-
ward adjustment equaling 50% of base forfeiture amount im-
posed on robocaller who engaged in illegal spoofing for robocall
telemarketing activities).

308 NAL, 35 FCC Red at 1812, para. 84.
309 NAL Response at 58-59.
310 NAL Response at 57.
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information to be accurate and complete.?’! Nonethe-
less, in light of the additional details provided by T-
Mobile in the NAL Response, we now exercise our dis-
cretion to reduce the forfeiture amount to reflect the
correct number of continuing violations and the
length of time those violations continued.

95. Based upon the information provided by
T-Mobile, we reduce the base forfeiture by $6,600,000,
from $52,360,000 to $45,760,000. This reduction re-
flects both the double-counting of eight entities in the
original NAL, as well as the termination dates of cer-
tain LBS program participants’ access to T-Mobile
customer location information. We continue to apply a
75% upward adjustment, or $34,320,000, resulting in
a new total forfeiture of $80,080,000 (a reduction of
$11,550,000 from the $91,630,000 proposed in the
NAL).

E. Section 503(b) Is Employed Here
Consistent With the Constitution

96. We reject T-Mobile’s supplemental con-
stitutional objections that: (1) the FCC combines in-
vestigatory, prosecutorial, and adjudicative roles in
violation of constitutional due process and separation
of powers requirements;*'? (2) the issuance of a

311 T-Mobile “acknowledges” that the Commission provided it
with an opportunity to supplement the record to correct these
errors, but discounts this offer as having been made “at the elev-
enth hour.” NAL Response at 57 n.181.

312 Letter from Helgi C. Walker and Russell B. Balikian, coun-
sel to T-Mobile/Sprint, to Michael Epshteyn and Rosemary Ca-
bral,, Enforcement Bureau, FCC, EB-TCD-18-00027702 and EB-
TCD-18-00027700, at 2-3 (filed June 22, 2023) (T-Mobile/Sprint
June 22, 2023 Supplemental NAL Response).
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forfeiture order by the Commission would violate Ar-
ticle III and the Seventh Amendment;*'? and (3) the
Commission’s ability to choose a procedural approach
to enforcement under section 503(b) of the Act is an
unconstitutional delegation of legislative power.?'* T-
Mobile’s arguments are premised on misunderstand-
ings regarding the relevant statutory framework, the
nature of the Commission’s actions, and relevant prec-
edent.

97.  As athreshold matter, T-Mobile neglects
key aspects of the statutorily-mandated enforcement
process applicable here. Pursuant to section 504 of the
Act, after the Commission issues a forfeiture order, T-
Mobile is entitled to a trial de novo in federal district
court before it can be required to pay the forfeiture.?'®
T-Mobile’s objection to the combination of investiga-
tory, prosecutorial, and adjudicative roles in the FCC
ignores that statutory entitlement to a trial de novo in
federal district court to ultimately adjudicate its obli-
gation to pay a forfeiture.®'® Likewise, T-Mobile’s

313 T-Mobile/Sprint June 22, 2023 Supplemental NAL Re-
sponse at 2.

314 T-Mobile/Sprint June 22, 2023 Supplemental NAL Re-
sponse at 3-4.

31547 U.S.C. § 504(a); see also, e.g., Ill. Citizens Comm. for
Broadcasting v. FCC, 515 F.2d 397, 405 (D.C. Cir. 1974) (noting
that “a jury trial was available” in an action to collect a forfei-
ture). That T-Mobile theoretically might elect to pay the forfei-
ture voluntarily does not diminish its statutory right to a trial de
novo in federal district court.

316 See, e.g., Concrete Pipe & Prods. of Cal. v. Construction
Lab. Pension Trust for S. Cal., 508 U.S. 602, 618 (1993) (“Where
an initial determination is made by a party acting in an enforce-
ment capacity, due process may be satisfied by providing for a
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claim that a forfeiture order issued under section
503(b) of the Act does not provide it a decision by an
Article III court, including via a trial by jury, ignores
T-Mobile’s statutory right to a trial de novo before it
can be required to pay the forfeiture.?’” The statutory
right to a trial de novo provided for by section 504 of
the Act is itself sufficient grounds to reject those two
constitutional claims.

98. Independently, there are sufficient
grounds to reject T-Mobile’s arguments for other rea-
sons, as well. We discuss each of these in turn below.

99. Combination of Functions. With respect
to T-Mobile’s claimed due process violation,*® T-

neutral adjudicator to ‘conduct a de novo review of all factual and
legal issues.”).

317 Cf. Executive Benefits Insurance Agency v. Arkinson, 573
U.S. 25, 38-40 (2014) (where a claim raised before a bankruptcy
court implicates the judicial power under Article III of the con-
stitution, the bankruptcy court can make proposed findings of
fact and conclusions of law for de novo review by a federal district
court, and even if a bankruptcy court adjudicates such a claim
itself, de novo review of that decision by a federal district court
resolved any Article IIT concern); Crowell v. Benson, 285 U.S. 22,
50-65 (1932) (even in the case of private rights, an agency can
make factual findings and render an initial decision of law sub-
ject to de novo review of issues of jurisdictional fact and of law in
an Article III court).

318 T_Mobile/Sprint June 22, 2023 Supplemental NAL Re-
sponse at 2-3. T-Mobile contends that the combination of func-
tions in the FCC “violates due process and the separation of pow-
ers under the circumstances presented in this case,” T-Mo-
bile/Sprint June 22, 2023 Supplemental NAL Response at 2, but
does not develop the separation of powers argument or explain
why the combination of functions in the Commission violates ex-
isting separation of powers precedent. Consequently, we do not
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Mobile fails to demonstrate sufficient grounds for con-
cluding that a combination of functions in the Com-
mission’s enforcement process here renders it consti-
tutionally suspect, even apart from T-Mobile’s failure
to account for the trial de novo under section 504 of
the Act. It is true that “a ‘fair trial in a fair tribunal is
a basic requirement of due process,” but objections in
that regard premised on the combination of functions
in an agency “must overcome a presumption of hon-
esty and integrity in those serving as adjudicators.”!?

find that a basis to alter our approach in this forfeiture order,
and instead focus on those arguments that T-Mobile does de-
velop.

319 Withrow v. Larkin, 421 U.S. 35, 46, 47 (1975); see also, e.g.,
id. at 47-48 (discussing FTC v. Cement Institute, 333 U.S. 683
(1948), where the Court found no due process violation based on
the adjudicators’ prior investigations, including stated opinions
about the legality of certain pricing systems, because “[t]he fact
that the Commission had entertained such views as the result of
its prior ex parte investigations did not necessarily mean that
the minds of its members were irrevocably closed on the subject
of the respondents’ basing point practice” and in the adjudication
at issue “members of the cement industry were legally author-
ized participants in the hearings” and submit evidence and argu-
ments in defense of their positions); In re Zdravkovich, 634 F.3d
574, 579 (D.C. Cir. 2011) (“In Withrow v. Larkin, the Supreme
Court expressly rejected the claim that due process is violated
where ‘[t]he initial charge or determination of probable cause
and the ultimate adjudication’ are made by the same agency.”);
Ethicon Endo-Surgery v. Covidien, 812 F.3d 1023, 1029-30 (Fed.
Cir. 2016) (observing that “[l]lower courts have also rejected due
process challenges to systems of adjudication combining func-
tions in an agency,” and collecting illustrative cases).

To the extent that T-Mobile argues that the Supreme Court’s
decision in “Withrow is ripe for overruling,” T-Mobile/Sprint
June 22, 2023 Supplemental NAL Response at 3, doing so would
be a matter for the Supreme Court itself, and we are not per-
suaded to chart a different approach on our own.
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To overcome that presumption requires “a showing of
conflict of interest or some other specific reason for
disqualification.”?

100. T-Mobile fails to demonstrate a concern
specific to the Commission’s forfeiture order here suf-
ficient to overcome the presumption of honesty and in-
tegrity. Insofar as T-Mobile notes the existence of
pending due process claims premised on the combina-
tion of functions involving another agency, we are not
persuaded to treat those still-pending unadjudicated
arguments as warranting the conclusion that there is
a genuine due process concern here.?*!

101. T-Mobile also expresses concern that
“the Commission performed its own investigations of
alleged violations of the Communications Act (based
on newspaper articles), prosecuted them by issuing
NALs, and plans to resolve any challenges to these
NALs itself by imposing forfeitures directly.”®?* But
these broad-brush objections do not identify specific
reasons that a reasonable adjudicator in the Commis-
sion’s position would be biased in this proceeding—
certainly not one sufficient to overcome the back-
ground presumption of honesty and integrity on the

320 Schweiker v. McClure, 456 U.S. 188, 195 (1982); see also,
e.g., Caperton v. A.T. Massey Coal, 556 U.S. 868, 881 (2009) (the
due process inquiry is “whether the average judge in his position
is ‘likely’ to be neutral, or whether there is an unconstitutional
‘potential for bias™).

321 See T-Mobile/Sprint June 22, 2023 Supplemental NAL Re-
sponse at 2 (citing the pending constitutional challenge involving
the FTC underlying Axon Enterprise v. FTC, 143 S. Ct. 890
(2023)).

322 T-Mobile/Sprint June 22, 2023 Supplemental NAL Re-
sponse at 3.
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part of agency adjudicators. To the contrary, finding a
due process violation based simply on those concerns
would, in large part, turn that background presump-
tion on its head by a requiring a presumption of bias
whenever the Commission issued an NAL. Such an
understanding would be at odds with the range of sce-
narios where courts have found no due process con-
cerns with adjudication by individuals despite earlier
involvement in a matter.?*

102. Nor do the “[s]pecial facts and circum-
stances” that T-Mobile alleges are present persuade
us that due process concerns are present here.?** T-
Mobile criticizes the magnitude of the proposed forfei-
ture and the methodology used to calculate them as
reflecting a “break from precedent and policy,” that
“reflects animosity toward the parties and an unwill-
ingness to neutrally consider the legal and factual

323 For example, the Supreme Court in Withrow v. Larkin ob-
served that “judges frequently try the same case more than once
and decide identical issues each time, although these issues in-
volve questions both of law and fact,” and “the Federal Trade
Commission cannot possibly be under stronger constitutional
compulsions in this respect than a court,” noting also that “a
hearing examiner who has recommended findings of fact after
rejecting certain evidence as not being probative was not disqual-
ified to preside at further hearings that were required when re-
viewing courts held that the evidence had been erroneously ex-
cluded.” Withrow v. Larkin, 421 U.S. at 48-49 (internal quotation
marks omitted). The Court’s willingness to accept continued ad-
judicator participation even where final—not merely prelimi-
nary—decisions previously had been made by the adjudicators
strongly supports our analysis here.

324 T-Mobile/Sprint June 22, 2023 Supplemental NAL Re-
sponse at 3.
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arguments that [T-Mobile] raised.”®® The potential to
adopt forfeitures—even substantial forfeitures— that
would be paid into the U.S. Treasury does not create
a risk of financial bias on the part of reasonable adju-
dicators in the Commission’s position.?*® We also are
not persuaded that the Commission’s decision to issue
an NAL proposing even a significant forfeiture is
likely to create the risk of bias in the Commission’s
subsequent decision regarding a forfeiture order. Alt-
hough the Supreme Court has stated in the context of
criminal prosecutions that “there is an impermissible
risk of actual bias when a judge earlier had signifi-
cant, personal involvement as a prosecutor in a criti-
cal decision regarding the defendant’s case,” we find
even a significant proposed forfeiture materially dis-
tinguishable from the imposition of criminal

325 T-Mobile/Sprint June 22, 2023 Supplemental NAL Re-
sponse at 3.

326 See, e.g., Ward v. Village of Monroeville, 409 U.S. 57, 59-61
(1972) (“[TThe test is whether the [decisionmaker’s] situation is
one ‘which would offer a possible temptation to the average man
as a judge to forget the burden of proof required to convict the
defendant, or which might lead him not to hold the balance nice,
clear, and true between the state and the accused . . .,” and due
process was violated where a mayor acted as an adjudicator and
also obtained a portion of the fees and costs he imposed in that
role, whereas due process was not violated where a mayor acted
as an adjudicator but “the Mayor’s relationship to the finances
and financial policy of the city was too remote to warrant a pre-
sumption of bias toward conviction in prosecutions before him as
judge.”); Brucker v. City of Doraville, 38 F.4th 876, 884 (11th Cir.
2022) (“The fact that a judge works for a government, which gets
a significant portion of its revenues from fines and fees, is not
enough to establish an unconstitutional risk of bias on the part
of the judge.”).
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penalties—particularly the death penalty.?*” For ex-
ample, we are not persuaded that the Commission’s
decision to propose a forfeiture in an NAL creates the
same degree of risk of an adjudicator becoming “psy-
chologically wedded” to that proposal as in the case of
a prosecutor’s decision to authorize prosecutors to
seek the death penalty, nor does T-Mobile provide ev-
idence that is the case here.?”® We also do not find that
the NAL-initiated enforcement process presents the
risk of adjudicators acting on the basis of extra-record
information or impressions of the respondent that the
Court found of concern in the case of a criminal pros-
ecutor then serving as a judge.?® In particular, section
503(b) requires a Commission NAL to “set forth the
nature of the act or omission charged . . . and the facts
upon which such charge is based,”* and T-Mobile has
not identified concerns about the decision here being
premised on extra-record evidence obtained by the

327" Williams v. Pennsylvania, 579 U.S. 1, 8 (2016) (finding a
due process violation where the judge previously had been in-
volved as a prosecutor in authorizing the prosecution to seek the
death penalty).

328 See Williams v. Pennsylvania, 579 U.S. at 9 (identifying
this concern in the case of a prosecutor that authorized the pros-
ecution to seek the death penalty).

329 See Williams v. Pennsylvania, 579 U.S. at 9-10 (identifying
this concern in the case of a prosecutor that authorized the pros-
ecution to seek the death penalty and also citing In re Murchison,
349 U.S. 133, 138 (1955), which involved an individual acting in
the role of both a grand jury and judge where similar concerns
arose); see also, e.g., Withrow v. Larkin, 421 U.S. at 54 (explain-
ing that “Murchison has not been understood to stand for the
broad rule that the members of an administrative agency may
not investigate the facts, institute proceedings, and then make
the necessary adjudications”).

330 47 U.S.C. § 503(b)(4).
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Commission or commissioners in the development of
the NAL.

103. Instead, the “[s]pecial facts and circum-
stances” raised by T-Mobile amount to little more
than differences of opinion regarding legal interpreta-
tions or the gravity of the violations.?® We are not per-
suaded that such differences of opinion—which can
arise in virtually every Commission enforcement ac-
tion—inherently provide any reason to question the
Commission’s neutrality as an adjudicator. The main
thrust of T-Mobile’s argument seems to be that “the
penalties would be among the largest in the Commis-
sion’s history and impose penalty amounts typically
reserved for fraud or deliberate misconduct” in what
T-Mobile characterizes as a “break from precedent
and policy.”** But T-Mobile provides no basis to ex-
pect that only fraud or deliberate misconduct can jus-
tify penalties of the magnitude at issue here, and we
already have explained our rationale for both the
methodology for calculating the forfeiture and its ulti-
mate magnitude.?*® Both the Communications Act and
Commission rules direct the agency, when deciding on
a forfeiture amount, to “take into account the nature,
circumstances, extent, and gravity of the violation
and, with respect to the violator, the degree of culpa-
bility, any history of prior offenses, ability to pay, and
such other matters as justice may require,” and that

331 T-Mobile/Sprint June 22, 2023 Supplemental NAL Re-
sponse at 3.

332 T-Mobile/Sprint June 22, 2023 Supplemental NAL Re-
sponse at 3.

333 See supra Section II1.D.
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is precisely what the Commission did here.?** It is not
surprising that the private company that potentially
will be subject to a forfeiture might assess the nature
and gravity of its violations differently than the Com-
mission, but those differing views are not grounds for
finding a likelihood of bias on the part of the Commis-
sion. We thus reject T-Mobile’s claims of a due process
violation through our implementation of the section
503(b) NAL-based process here.

104. Trial By Jury. We also reject T-Mobile’s
contention that adjudication of the violations at issue
here may not constitutionally be assigned to a federal
agency.’® The Seventh Amendment preserves “the
right of trial by jury” in “Suits at common law, where
the value in controversy shall exceed twenty dol-
lars,”*® but the Seventh Amendment applies only to
suits litigated in Article III courts, not to administra-
tive adjudications conducted by federal agencies.?" In
determining whether an adjudication involves an ex-
ercise of judicial power vested in the federal courts un-
der Article III of the constitution, the Supreme Court
has distinguished between “public rights” and “pri-
vate rights.”?®® Congress has broad authority to “as-
sign adjudication of public rights to entities other

334 47 U.S.C. § 503(b)(2)(E); 47 CFR § 1.80(b)(10).

335 T-Mobile/Sprint June 22, 2023 Supplemental NAL Re-
sponse at 2.

336 U.S. Const. amend. VII.

337 See, e.g., Oil States Energy Services v. Greene’s Energy
Group, 138 S. Ct. 1365, 1379 (2018); Atlas Roofing Co. v. Occu-
pational Safety & Health Review Commission, 430 U.S. 442, 455
(1977).

338 01l States, 138 S. Ct. at 1373 (citation omitted).
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than Article III courts.”* Examples of “public rights”
litigation involving “cases in which the Government
sues in its sovereign capacity to enforce public rights
created by statutes within the power of Congress to
enact” include enforcement of federal workplace
safety requirements,?*’ “adjudicating violations of the
customs and immigration laws and assessing penal-
ties based thereon,”*! adjudicating “whether an un-
fair labor practice had been committed and of ordering
backpay where appropriate,”*? and the grant or re-
consideration of a grant of a patent.?*? That precedent
confirms the constitutionality validity of FCC adjudi-
cation of violations of the Communications Act, even
setting aside the reality that T-Mobile does, in fact,
have the right of a trial de novo under section 504 of
the Act here. Through section 222 of the Communica-
tions Act, Congress “created new statutory obliga-
tions™* designed to protect consumer privacy even as
the communications marketplace became more open
to competition,®> analogous to those previously

339 Id

340 Atlas Roofing, 430 U.S. at 450, 461
341 1d. at 451.

342 Id. at 453.

343 0il States, 138 S. Ct. at 1373.

344 Atlas Roofing, 430 U.S. at 450.

345 See, e.g., Implementation of the Telecommunications Act of
1996: Telecommunications Carriers’ Use of Customer Proprietary
Network Information and Other Customer Information, Second
Report and Order and Further Notice of Proposed Rulemaking,
13 FCC Red 8061, 8064, para 1 (1998) (“Congress recognized, . .
. that the new competitive market forces and technology ushered
in by the 1996 Act had the potential to threaten consumer
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identified as involving public rights. Congress further
“provided for civil penalties” for violations of those ob-
ligations, and constitutionally could entrust to the
Commission “the function of deciding whether a viola-
tion has in fact occurred” when deciding whether to
issue a forfeiture order, bringing it well within the
“public rights” framework of existing Supreme Court
precedent.?*¢

105. Relying principally on the Supreme
Court’s decision in Tull v. United States and the Fifth
Circuit’s decision in Jarkesy, T-Mobile contends that
the forfeiture at issue here should fall within the “pri-
vate rights” framework—requiring adjudication in an
Article III court, with the right to a trial by jury—Dbe-
cause the violations allegedly are analogous to a com-
mon law action in debt.?*" In Tull, the government was
pursuing a claim in federal district court seeking pen-
alties and an injunction under the Clean Water Act
and the district court had denied the defendant’s

privacy interests. Congress, therefore, enacted section 222 to pre-
vent consumer privacy protections from being inadvertently
swept away along with the prior limits on competition.”).

346 Atlas Roofing, 430 U.S. at 450.

347 T-Mobile/Sprint June 22, 2023 Supplemental NAL Re-
sponse at 2 (citing Tull v. United States, 481 U.S. 412 (1987) and
Jarkesy v. SEC, 34 F.4th 446 (5th Cir. 2022)). T-Mobile also cites
Justice Thomas’ concurrence in Axon. Id. (citing Axon, 143 S. Ct.
at 911 (Thomas, J., concurring)). However, as relevant here, Jus-
tice Thomas was critiquing existing Supreme Court precedent
insofar as it had allowed agency adjudication subject to only def-
erential appellate court review. Axon, 143 S. Ct. at 906-09
(Thomas, J., concurring). We are not persuaded to alter our anal-
ysis based on one Justice’s non-controlling opinion, and we there-
fore continue to apply existing Supreme Court precedent as it
bears on our analysis here.
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request for a jury trial.**® But as the Supreme Court
also has made clear, Congress can assign matters in-
volving public rights to adjudication by an adminis-
trative agency “even if the Seventh Amendment would
have required a jury where the adjudication of those
rights is assigned to a federal court of law instead.”**’
Thus, Tull does not address the question of whether
Congress can assign the adjudication of a given mat-
ter to an administrative agency—it speaks only to the
Seventh Amendment implications of a matter that is
assigned to an Article III court. To the extent that the
Fifth Circuit in Jarkesy treated Tull as standing for
the proposition that causes of action analogous to com-
mon-law claims would, as a general matter, need to be
adjudicated in Article III courts with a right to trial
by jury, we are unpersuaded.**® As the Supreme Court
has held in a post-Tull decision, “Congress may fash-
ion causes of action that are closely analogous to com-
mon-law claims and place them beyond the ambit of
the Seventh Amendment by assigning their resolution
to a forum in which jury trials are unavailable.”**! We

348 Tull, 481 U.S. at 414-15.
39 Atlas Roofing, 430 U.S. at 455.

350 T-Mobile also cites Burgess v. FDIC, but in pertinent part
that district court decision simply applied the binding circuit
precedent of Jarkesy. T-Mobile/Sprint June 22, 2023 Supple-
mental NAL Response at 2 (citing Burgess v. FDIC, 2022 WL
17173893, at ¥10-11 (N.D. Tex. Nov. 6, 2022)).

351 Granfinanciera v. Nordberg, 492 U.S. 33, 52 (1989) (em-
phasis omitted). We also are unpersuaded by the Fifth Circuit’s
decision in Jarkesy insofar as it interpreted Granfinanciera as
establishing an additional prerequisite for a public right—
namely, “when Congress passes a statute under its constitu-
tional authority that creates a right so closely integrated with a
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thus are unpersuaded by T-Mobile’s reliance on Tull
and Jarkesy.3%?

106. Nondelegation. Finally, contrary to T-
Mobile’s contention,?? the choice of enforcement pro-
cesses in section 503(b) of the Act does not constitute
an unconstitutional delegation of legislative power.
Section 503(b)(3) and (4) of the Act gives the Commis-
sion a choice of two procedural paths when pursuing
forfeitures: either the NAL-based path most com-
monly employed by the Commission—which we have
used here—or a formal adjudication in accordance
with section 554 of the Administrative Procedure Act
before the Commission or an administrative law

comprehensive regulatory scheme that the right is appropriate
for agency resolution.” Jarkesy, 34 F.4th at 453. But Granfinan-
ciera involved a dispute between two private parties, rather than
an enforcement action commenced by the government. Granfi-
nanctera, 492 U.S. at 51. The Granfinanciera Court explained
that it had previously applied the public-rights doctrine to sus-
tain “administrative factfinding” in cases “where the Govern-
ment is involved in its sovereign capacity,” but the Court distin-
guished such cases from “[w]holly private” disputes. Id. (citation
omitted). It was in the context of private disputes—i.e., “in cases
not involving the Federal Government”—where the Court con-
sidered whether Congress “has created a seemingly ‘private’
right that is so closely integrated into a public regulatory scheme
as to be a matter appropriate for agency resolution.” Granfinan-
ciera, 492 U.S. at 54. The Fifth Circuit in Jarkesy thus took that
holding out of context when it applied it to claims where (as here)
the government is involved in its sovereign capacity.

32 The government has petitioned for certiorari in the Jarkesy
case. Petition for a Writ of Certiorari, SEC v. Jarkesy, No. 22-859
(filed Mar. 8, 2023).

353 T-Mobile/Sprint June 22, 2023 Supplemental NAL Re-
sponse at 3-4.
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judge.?** Contrary to T-Mobile’s suggestion, this choice
involves the exercise not of legislative power but of ex-
ecutive power. The choice of enforcement process re-
flected in section 503(b) does not require the Commis-
sion to establish general rules governing private con-
duct of the sort that might implicate potential con-
cerns about unauthorized lawmaking, but instead in-
volves the exercise of enforcement discretion that is a
classic executive power.3*

107. We also are unpersuaded by T-Mobile’s
reliance on the Fifth Circuit decision in Jarkesy to
support its nondelegation concerns. In addition to
questions about the merits of the Fifth Circuit’s ap-
proach in that regard,®® even on its own terms,

#4147 U.S.C. § 503(b)(3), (4).

355 See, e.g., TransUnion LLC v. Ramirez, 141 S. Ct. 2190,
2207 (2021) (“[TThe choice of how to prioritize and how aggres-
sively to pursue legal actions against defendants who violate the
law falls within the discretion of the Executive Branch.”); cf.
Heckler v. Chaney, 470 U.S. 821, 832 (1985) (noting that a federal
prosecutor’s decision not to indict a particular defendant “has
long been regarded as the special province of the Executive
Branch, inasmuch as it is the Executive who is charged by the
Constitution to ‘take Care that the Laws be faithfully executed™)
(citation omitted); United States v. Batchelder, 442 U.S. 114, 121,
124, 126 (1979) (no violation of the nondelegation doctrine when
Congress enacted two criminal statutes with “different penalties
for essentially the same conduct” and gave prosecutors “discre-
tion to choose between” the two statutes given that Congress had
“informed the courts, prosecutors, and defendants of the permis-
sible punishment alternatives available under each [statute],”
and thereby “fulfilled its duty”).

356 As discussed above, Supreme Court precedent supports our
contrary analysis here, and as previously noted, the government
has petitioned for certiorari in the Jarkesy case. See supra note
352.
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Jarkesy involved a scenario where the court found
that “Congress offered no guidance whatsoever” re-
garding the statutory decision at issue.®” That is not
the case here, however. Although section 503(b) alone
does not expressly provide guidance regarding the
choice of enforcement process, section 4(j) of the Act
directs as a general matter that “[tlhe Commission
may conduct its proceedings in such manner as will
best conduce to the proper dispatch of business and to
the ends of justice.”®® Nothing in section 503(b) pre-
cludes the applicability of these considerations to
guide the Commission’s choice of enforcement process
there, and the Commission has interpreted section 4(j)
as informing its decision regarding the procedural
protections required in adjudicatory proceedings in
other contexts in the past.?® The circumstances here
therefore are distinct from those in Jarkesy where
“Congress offered no guidance whatsoever.”®

IV. CONCLUSION

108. Based on the record before us and in
light of the applicable statutory factors, we conclude
that T-Mobile willfully and repeatedly violated section

37 Jarkesy, 34 F.4th at 462.
38 47 U.S.C. § 154().

359 See, e.g., Procedural Streamlining of Administrative Hear-
ings, EB Docket No. 19-214, Report and Order, 35 FCC Rcd
10729, 10734, para. 14 (2020) (looking to the standards in section
4(j) to guide the decision regarding the conduct of adjudicatory
proceedings on the basis of a written record without live testi-
mony); id. at 10735-36, para. 18 (looking to the standards in sec-
tion 4(j) to guide the decision regarding whether an adjudication
should be heard by the Commission, one or more commissioners,
or an ALJ).

360 Jarkesy, 34 F.4th at 462.
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222 of the Act®*! as well as section 64.2010 of the Com-
mission’s rules®? by disclosing its customers’ location
information, without their consent, to a third party
who was not authorized to receive it and for failing to
take reasonable steps to protect its customers’ loca-
tion information. We decline to withdraw the Admon-
ishment and, having already reduced the forfeiture by
$11,550,000 to account for eight entities that were
each counted twice in the original forfeiture calcula-
tion, decline to further reduce or to cancel the forfei-
ture amount of $80,080,000.

V. ORDERING CLAUSES

109. Accordingly, IT IS ORDERED that,
pursuant to section 503(b) of the Act, 47 U.S.C.
§ 503(b) and section 1.80 of the Commission’s rules, 47
CFR § 1.80, T-Mobile USA, Inc., IS LIABLE FOR A
MONETARY FORFEITURE in the amount of
eighty million and eighty thousand ($80,080,000) for
willfully and repeatedly violating section 222 of the
Act and section 64.2010 of the Commission’s rules.

110. Payment of the forfeiture shall be made
in the manner provided for in section 1.80 of the Com-
mission’s rules within thirty (30) calendar days after
the release of this Forfeiture Order.?%® T-Mobile USA,
Inc., shall send electronic notification of payment to
Shana Yates, Kimbarly Taylor, and Michael Epsht-
eyn, Enforcement Bureau, Federal Communications
Commission, at shana.yates@fcc.gov, kimbarly.tay-
lor@fcc.gov, and michael.epshteyn@fcc.gov on the date

36147 U.S.C. § 222.
362 47 CFR § 64.2010.
363 Id



157a

said payment is made. If the forfeiture is not paid
within the period specified, the case may be referred
to the U.S. Department of Justice for enforcement of
the forfeiture pursuant to section 504(a) of the Act.¢*

111. In order for T-Mobile USA, Inc. to pay
the proposed forfeiture, T-Mobile USA, Inc. shall no-
tify Shana Yates at Shana.Yates@fcc.gov of its intent
to pay, whereupon an invoice will be posted in the
Commission’s Registration System (CORES) at
https://apps.fcc.gov/cores/userLogin.do. Payment of
the forfeiture must be made by credit card using
CORES at https://apps.fcc.gov/cores/userLogin.do,
ACH (Automated Clearing House) debit from a bank
account, or by wire transfer from a bank account. The
Commission no longer accepts forfeiture payments by
check or money order. Below are instructions that
payors should follow based on the form of payment se-
lected:?%

. Payment by wire transfer must be made to ABA
Number 021030004, receiving bank TREAS/NYC, and
Account Number 27000001. In the OBI field, enter the
FRN(s) captioned above and the letters “FORF”. In
addition, a completed Form 159%¢¢ or printed CORES
form?®®” must be faxed to the Federal Communications

36447 U.S.C. § 504(a).

365 For questions regarding payment procedures, please con-
tact the Financial Operations Group Help Desk by phone at 1-
877-480-3201 (option #1).

366 FCC Form 159 is accessible at https://www.fcc.gov/licens-
ing-databases/fees/fcc-remittance-advice-form-159.

367 Information completed using the Commission’s Registra-
tion System (CORES) does not require the submission of an FCC
Form 159. CORES is accessible at https://apps.fcc.gov/cores/us-
erLogin.do.
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Commission at 202-418-2843 or e-mailed to RROG-
WireFaxes@fcc.gov on the same business day the wire
transfer is initiated. Failure to provide all required in-
formation in Form 159 or CORES may result in pay-
ment not being recognized as having been received.
When completing FCC Form 159 or CORES, enter the
Account Number in block number 23A (call sign/other
ID), enter the letters “FORF” in block number 24A
(payment type code), and enter in block number 11 the
FRN(s) captioned above (Payor FRN).2® For addi-
tional detail and wire transfer instructions, go to
https://www.fcc.gov/licensing-databases/fees/wire-
transfer.

. Payment by credit card must be made by using
CORES at https://apps.fcc.gov/cores/userLogin.do. To
pay by credit card, log-in using the FCC Username as-
sociated to the FRN captioned above. If payment must
be split across FRNs, complete this process for each
FRN. Next, select “Manage Existing FRNs | FRN Fi-
nancial | Bills & Fees” from the CORES Menu, then
select FRN Financial and the view/make payments
option next to the FRN. Select the “Open Bills” tab
and find the bill number associated with the NAL
Acct. No. The bill number is the NAL Acct. No. with
the first two digits excluded (e.g., NAL 1912345678
would be associated with FCC Bill Number
12345678). After selecting the bill for payment, choose
the “Pay by Credit Card” option. Please note that
there is a $24,999.99 limit on credit card transactions.

. Payment by ACH must be made by using
CORES at https://apps.fcc.gov/cores/userLogin.do. To
pay by ACH, log in using the FCC Username

368 Instructions for completing the form may be obtained at
http://www.fce.gov/Forms/Form159/159.pdf.
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associated to the FRN captioned above. If payment
must be split across FRNs, complete this process for
each FRN. Next, select “Manage Existing FRNs |
FRN Financial | Bills & Fees” on the CORES Menu,
then select FRN Financial and the view/make pay-
ments option next to the FRN. Select the “Open Bills”
tab and find the bill number associated with the NAL
Acct. No. The bill number is the NAL Acct. No. with
the first two digits excluded (e.g., NAL 1912345678
would be associated with FCC Bill Number
12345678). Finally, choose the “Pay from Bank Ac-
count” option. Please contact the appropriate financial
institution to confirm the correct Routing Number and
the correct account number from which payment will
be made and verify with that financial institution that
the designated account has authorization to accept
ACH transactions.

112. Any request for making full payment
over time under an installment plan should be sent to:
Chief Financial Officer — Financial Operations, Fed-
eral Communications Commission, 45 L Street NE,
Washington, D.C. 20554. Questions regarding pay-
ment procedures should be directed to the Financial
Operations Group Help Desk by telephone, 1-877-480-
3201, or by e-mail, ARINQUIRIES@fcc.gov.

113. IT IS FURTHER ORDERED that a
copy of this Forfeiture Order shall be sent by first
class mail and certified mail, return receipt requested,
to Edward H. Smith, Senior Vice President of Public
Policy and Government Affairs, and Christopher
Koegel, Director, Federal Regulatory Affairs, T-Mo-
bile USA, Inc., c/o J. Wade Lindsay, Esq., Wilkinson
Barker Knauer, LLP, 1800 M Street, N.W., Suite
800N, Washington, DC 20036, and Helgi C. Walker,



160a

Esq., and Russell B. Balikian, Esq., Gibson, Dunn &
Crutcher LLP, 1050 Connecticut Ave., N.W., Wash-
ington, DC 20036.

FEDERAL COMMUNICATIONS COMMISSION

Marlene H. Dortch
Secretary
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STATEMENT OF
CHAIRWOMAN JESSICA ROSENWORCEL

Re: In the Matter of T-Mobile USA, Inc., Forfeiture
Order, File No.: EB-TCD-18-00027702 (April
17, 2024)

Our smartphones are always with us, and as a
result these devices know where we are at any given
moment. This geolocation data is especially sensitive.
It is a reflection of who we are and where we go. In the
wrong hands, it can provide those who wish to do us
harm the ability to locate us with pinpoint accuracy.
That is exactly what happened when news reports re-
vealed that the largest wireless carriers in the country
were selling our real-time location information to data
aggregators, allowing this highly sensitive data to
wind up in the hands of bail-bond companies, bounty
hunters, and other shady actors. This ugly practice vi-
olates the law—specifically Section 222 of the Com-
munications Act, which protects the privacy of con-
sumer data. The Commission has long recognized the
importance of ensuring that information about who
we call and where we go is not for sale. In fact, these
enforcement actions— leading to $200 million in
fines—were first proposed by the last Administration.
By following through with this order, we once again
make clear that wireless carriers have a duty to keep
our geolocation information private and secure.
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DISSENTING STATEMENT OF
COMMISSIONER BRENDAN CARR

Re: In the Matter of T-Mobile USA, Inc., Forfeiture
Order, File No.: EB-TCD-18-00027702 (April
17, 2024)

For more than a decade, location-based service
(LBS) providers have offered valuable services to con-
sumers, like emergency medical response and road-
side assistance. Up until the initiation of the above-
captioned enforcement actions, LBS providers did so
by obtaining access to certain location information
from mobile wireless carriers like AT&T, Verizon, and
T-Mobile. Then, in 2018, a news report revealed that
a local sheriff had misused access to an LBS provider’s
services. That sheriff was rightly prosecuted for his
unlawful actions and served jail time. Subsequently,
all of the participating carriers ended their LBS pro-
grams. So our decision today does not address any on-
going practice.

This is not to say that LBS providers have
ended their operations. They have simply shifted to
obtaining this same type of location information from
other types of entities. That is why I encouraged my
FCC colleagues to examine ways that we could use
these proceedings to address that ongoing practice.
But my view did not prevail.

That brings us to the final Forfeiture Orders
that the FCC approves today. Back in 2020, after the
mobile wireless carriers exited the LBS line of busi-
ness, the FCC unanimously voted to approve Notices
of Apparent Liability (NALs) against the carriers.
Even then, it was clear that at least one LBS provider
had acted improperly. So I voted for the NALs so we
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could investigate the facts and determine whether or
not the carriers had violated any provisions of the
Communications Act.

Now that the investigations are complete, I
cannot support today’s Orders. This is not to say that
the carriers’ past conduct should escape scrutiny by a
federal agency. Rather, given the nature of the ser-
vices at issue, the Federal Trade Commission, not the
FCC, would have been the right entity to take a final
enforcement action, to the extent the FTC determined
that one was warranted.

Here’s why. Unlike the FTC, Congress has pro-
vided the FCC with both limited and circumscribed
authority over privacy. Congress delineated the nar-
row contours of our authority in section 222 of the
Communications Act. The services at issue in these
cases plainly fall outside the scope of the FCC’s section
222 authority. Indeed, today’s FCC Orders rest on a
newfound definition of customer proprietary network
information (CPNI) that finds no support in the Com-
munications Act or FCC precedent. And without
providing advance notice of the new legal duties ex-
pected of carriers (to the extent we could adopt those
new duties at all), the FCC retroactively announces
eye-popping forfeitures totaling nearly $200,000,000.
These actions are inconsistent with the law and basic
fairness. The FCC has reached beyond its authority in
these cases.

According to the Orders, our CPNI rules now
apply whenever a carrier handles a customer’s loca-
tion information—whether or not it relates to the cus-
tomer’s use of a “telecommunications service” under
Title II of the Communications Act. Here, the location
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information was unrelated to a Title II service. The
customer did not need to make a call to convey his or
her location. In fact, the carrier could have obtained
the customer’s location even if the customer had a
data-only plan for tablets. Yet the Order concludes
that the carriers mishandled CPNI.

That cannot be right. Start with the definition
of CPNI, which section 222 of the Communications
Act defines as:

information that relates to the quantity, tech-
nical configuration, type, destination, location,
and amount of use of a telecommunications ser-
vice subscribed to by any customer of a telecom-
munications carrier, and that is made available
to the carrier by the customer solely by virtue
of the carrier-customer relationship.’

That definition has two key limitations. First,
the information must be of a specific type. As relevant
here, CPNI must “relate to” the “location ... of use of a
telecommunications service.” Second, the information
must have been obtained in a specific way. The cus-
tomer must have made his or her location “available
to carrier” and “solely by virtue of the carrier-cus-
tomer relationship.”

Take the first limitation. By requiring that the
location “relate” to the “use of a telecommunications
service,” the statute covers a particular type of data
known as “call location information”—namely, the
customer’s location while making or receiving a voice
call. Section 222 confirms this commonsense reading
elsewhere when it expressly refers to “call location

1 47 U.S.C. § 222(h)(1)(A).
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information.”” These statutory references to “call loca-
tion information” would make no sense if Congress in-
tended for CPNI to cover all location information col-
lected by a carrier, irrespective of particular calls.

The FCC confirmed that “straightforward” in-
terpretation in a 2013 Declaratory Ruling.? The defi-
nition of CPNI, this agency held, encompassed “tele-
phone numbers of calls dialed and received and the
location of the device at the time of the calls.” The
FCC also clarified that CPNI included “the location,
date, and time a handset experiences a network event,
such as a dialed or received telephone call [or] a
dropped call.”

Although the Orders claim CPNI was at play,
they do not contend that “call location information”
was disclosed. Nor could they. As the Orders concede,
the carriers obtained their customers’ location when-
ever a customer’s device pinged the carrier’s cell site,
even when the device was otherwise idle. No voice call
was necessary for the carrier to obtain the customer’s
location. In fact, the carrier could gather the cus-
tomer’s location even if the customer did not have a
voice plan. So, the “location” did not “relate to” the

2

47 U.S.C. § 222(f)(1) (ordinarily requiring “express prior
authorization of the customer” for carrier disclosure of “call loca-
tion information”); 47 U.S.C. § 222(d)(4) (allowing, however, car-
rier disclosure of “call location information” in certain emergency
situations).

3 Telecommunications Carriers’ Use of Customer Proprietary

Network Information and Other Customer Information, Declar-
atory Ruling, 28 FCC Red 9609, para. 22 (2013).

4 Id. at para. 22.
5 Id. at para. 25.
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“use” of a “telecommunications service” in any mean-
ingful sense.

Turning to the second limitation, it seems im-
plausible to conclude that the carrier obtained the cus-
tomer’s location “solely by virtue of the carrier-cus-
tomer relationship,” as section 222 requires. True,
many of these customers might have had voice plans,
thereby creating a “carrier-customer relationship.”
But any Title II relationship was, at most, coinci-
dental. The carrier could have obtained the customer’s
location even in the absence of a call, and even in the
absence of a voice plan.

The massive forfeitures imposed in these Or-
ders offend basic principles of fair notice. The FCC has
never held that location information other than “call
location information” constitutes CPNI. Nor has the
FCC stated that a carrier might be liable under our
CPNI rules for location information unrelated to a Ti-
tle Il service and collected outside the Title II relation-
ship. So, even if we could proscribe the conduct at is-
sue here through a rulemaking (and I am dubious that
we could), it would be inappropriate and unlawful to
impose the retroactive liability that these Orders do.
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In the end, these matters should have been
handled by the FTC. Our CPNI rules are narrow and
do not cover every piece of data collected by an FCC-
regulated entity. Besides, as the Communications Act
makes clear, carriers are regulated under Title II only
when they are engaged in offering Title II services.! In
situations where an FCC-regulated entity offers a Ti-
tle I service, such as mobile broadband, the FTC is the
proper agency to enforce privacy and data security
practices under generally applicable rules of the road.
I respectfully dissent.

1 470U.S.C. §153(51) (“A telecommunications carrier shall be
treated as a common carrier under this chapter only to the extent
that it is engaged in providing telecommunications services ...”);
see also FTC v. AT&T Mobility LLC, 883 F. 3d 848, 863-64 (9th
Cir. 2018) (holding that the FTC’s “common carrier” exemption
to Section 5 of the FTC Act “bars the FTC from regulating ‘com-
mon carriers’ only to the extent that they engage in common-car-
riage activity”).
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DISSENTING STATEMENT OF
COMMISSIONER NATHAN SIMINGTON

Re: In the Matter of T-Mobile USA, Inc., Forfeiture
Order, File No.: EB-TCD-18-00027702 (April
17, 2024)

Today, each of the major national mobile net-
work operators faces a forfeiture for its purported fail-
ure to secure the confidentiality of its customer pro-
prietary network information (‘CPNTI’) as it relates to
location information of network user devices. While
the facts of each alleged violation are somewhat dif-
ferent, the enforcement calculation methodology used
to arrive at the forfeitures is shared. Because I am
concerned principally with that issue, together with
what I view as a significant and undesirable policy up-
shot common across the actions that the Commission
takes today, I will draft one dissent.

There is no valid basis for the arbitrary and ca-
pricious finding—enunciated in the Commission’s er-
roneous rationale in TerraCom Inc. and YourTel
America, Inc., Notice of Apparent Liability for Forfei-
ture, 29 FCC Red 13325 (2014) (‘TerraCom’) and relied
upon today—that a single, systemic failure to follow
the Commission’s rules (in that case, violations of sec-
tions 201(b) and 222(a) of the Act; here, a violation of
section 64.2010 of the Rules) may constitute however
many separate and continuing violations the Commis-
sion chooses to find on the basis of the whole-cloth cre-
ation of a novel legal ontology. In TerraCom—which
was resolved by consent decree and never proceeded
to a forfeiture order—the Commission found that each
customer record exposed by a single insecure data pro-
tection method (some 305,065 records) could be
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treated as having formed a separate and continuing
violation. Here, the Commission purports to count in-
dividual location-based services providers (‘LBS’) and
aggregators relied upon by each mobile network oper-
ator to arrive at its separate and distinct continuing
violations.

Whether counting individual exposed customer
records or LBS providers and aggregators, the clear
effect of the Commission’s arbitrary selection of a vio-
lation class used to increase the number violations
emerging from a single act or failure to act of a regu-
latee alleged to be in violation of our rules is to exceed
our section 503 statutory authority. Here it cannot
credibly be argued that any of the mobile network op-
erators, in operating an LBS/aggregator program,
committed more than one act relevant for the pur-
poses of forfeiture calculation. It is simply not plausi-
ble that Congress intended that the Commission may
arrive at forfeitures of any size simply by disaggregat-
ing an “act” into its individual constituent parts,
counting the members of whatever class of objects
may be related to the alleged violation to arrive at
whatever forfeiture amount suits a preordained out-
come. In this case we exceed our statutory maximum
forfeiture by a factor of, in some cases, dozens; in Ter-
raCom, we asserted the right to exceed it by thou-
sands.

What’s more, the Commission ought to act pru-
dentially here: even assuming, purely arguendo, that
location-based CPNI were illicitly exposed, let us not
forget that, at every moment, any of thousands of un-
regulated apps may pull GPS location information,
Wi-Fi and Bluetooth signal strength, and other frag-
ments of data indicating location from customer
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handsets at every moment the device is on. Indeed,
this can be, and routinely is, accomplished even with-
out consumer permission. By sending a strong market
signal that any alleged violation of Commission rules
regarding CPNI safekeeping (whether or not the rules
actually were violated) can and will result in an out-
size fine, we have effectively choked off one of the only
ways that valid and legal users of consent-based loca-
tion data services had to access location data for which
legal safeguards and oversight actually exist.

It was available for the Commission to work
with the carriers to issue consent decrees to promote
best practices to develop further safeguards around lo-
cation-based and aggregation services, and to actively
monitor ongoing compliance in an effort to vouchsafe
a regulated means of consensually sharing handset lo-
cation data with legitimate users of the same. We opt,
instead, to appear “tough on crime” in a way that ac-
tually reduces consumer data privacy by pushing le-
gitimate users of location data toward unregulated
data brokerage. Accordingly, I dissent.
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I. INTRODUCTION

1. On February 28, 2020, the Commission
issued a Notice of Apparent Liability for Forfeiture
and Admonishment (INAL)?* against Sprint Corpora-
tion (Sprint or Company).? In the NAL, the Commis-
sion admonished Sprint for apparently disclosing its
customers’ location information, without their con-
sent, to a third party who was not authorized to re-
ceive it, and proposed to fine Sprint $12,240,000 for
failing to take reasonable steps to protect its custom-
ers’ location information. After reviewing the Com-
pany’s response to the NAL,* we find no reason to can-
cel, withdraw, or reduce the proposed penalty, and im-
pose a penalty of $12,240,000 against Sprint.5

2 Sprint Corporation, Notice of Apparent Liability for Forfei-

ture and Admonishment, 35 FCC Red 1655 (2020) (NAL).

3

On April 1, 2020, a merger between Sprint Corporation and
T-Mobile US, Inc. (T-Mobile), closed. As a result, Sprint became
a wholly owned subsidiary of T-Mobile, with the combined com-
panies operating under the name of T-Mobile. Prior to the mer-
ger, the Commission issued notices of apparent liability against
the then-separate companies of Sprint and T-Mobile in relation
to each company’s respective location-based service programs. In
order to avoid confusion, and as this Forfeiture Order resolves
the NAL for the actions of Sprint pre-merger, we will continue to
refer to Sprint in this Order to avoid confusion.

4 Sprint Corporation, Response to Notice of Apparent Liabil-

ity for Forfeiture and Admonishment (filed May 7, 2020) (on file
in EB-TCD-18-00027700) (NAL Response or Response).

5 Prior to the T-Mobile/Sprint merger, the two companies

filed applications seeking, among other things, “Commission con-
sent to the transfer of control of the licenses, authorizations, and
spectrum leases” from Sprint to T-Mobile. Applications of T-Mo-
bile US, Inc., and Sprint Corporation, et al., Consent to Transfer
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II. BACKGROUND
A. Factual Background

2. As set forth fully in the NAL,® carriers
are required to protect the confidentiality of certain
customer data related to the provision of telecommu-
nications service. This includes location information,
which is customer proprietary network information
(CPNI) pursuant to section 222 of the Communica-
tions Act (Act).” The Commission has advised carriers
that this duty requires them to take “every reasonable
precaution” to safeguard their customers’ infor-
mation.® Section 222(a) of the Act imposes a general
duty on telecommunications carriers to “protect the

Control of Licenses and Authorizations, WT Docket No. 18-197,
Memorandum Opinion and Order, Declaratory Ruling, and Or-
der of Proposed Modification, 34 FCC Red 10578, 10580, para. 1
(2019) (T-Mobile Sprint Order). We note that the T-Mobile Sprint
Order stated that Commission’s “grant of the Applications is
without prejudice to any enforcement actions the Commis-
sion . . . may deem appropriate in light of any facts uncovered in
any investigations of possible violations of law.” T-Mobile Sprint
Order, 34 FCC Rcd at 10598, para. 46. The Commission explicitly
conditioned the grant of the Applications “on New T-Mobile (how-
ever structured, whether through merger, consolidation, or oth-
erwise), and its successors, assigns, and transferees, assuming
liability for any forfeitures or restitutions that may be imposed
by the Commission on Sprint Corporation and its subsidiar-
ies . ...” Id. Therefore T-Mobile is liable for the penalty imposed
in this Order.

6 See generally NAL.
" 47U.S.C. § 222.

8 Implementation of the Telecommunications Act of 1996:
Telecommunications Carriers’ Use of Customer Proprietary Net-
work Information and Other Customer Information, Report and
Order and Further Notice of Proposed Rulemaking, 22 FCC Red
6927, 6959, para. 64 (2007) (2007 CPNI Order).
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confidentiality of proprietary information” of “custom-
ers.”™ Section 222(c) establishes specific privacy re-
quirements for “customer proprietary network infor-
mation” or CPNI, namely information relating to the
“quantity, technical configuration, type, destination,
location, and amount of use of a telecommunications
service subscribed to by any customer of a telecommu-
nications carrier” and that is “made available to the
carrier by the customer solely by virtue of the carrier-
customer relationship.”® The Commission has prom-
ulgated regulations implementing section 222 (CPNI
Rules), which require, among other things, that carri-
ers employ “reasonable measures to discover and pro-
tect against attempts to gain unauthorized access to
CPNI.” 1

3. Customer Consent to Disclose CPNIL.
With limited exceptions, a carrier may only use, dis-
close, or permit access to CPNI with customer ap-
proval.’? Generally, carriers must obtain a customer’s

% 47U.S.C. § 222(a).

1047 U.S.C. § 222(c), (h)(1)(A) (emphasis added). “Telecom-
munications service” is defined as “the offering of telecommuni-
cations for a fee directly to the public, or to such classes of users
as to be effectively available directly to the public, regardless of
the facilities used.” 47 U.S.C. § 153(53). The mobile voice services
provided by Sprint are “telecommunications services.” See 47
U.S.C. § 332(c)(1); H.R. Conf. Rep. No. 104-458 at 125 (1996)
(“This definition [of ‘telecommunications service’] is intended to
include commercial mobile service.”).

1 See 47 CFR § 64.2001 et seq.; id. § 64.2010(a). The CPNI
Rules are a subset of, and are thus included within, the Commis-
sion’s rules.

1247 U.S.C. § 222(c)(1) (“Except as required by law or with
the approval of the customer, a telecommunications carrier that
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“opt-in approval” before disclosing that customer’s
CPNI. This means that a carrier must obtain the cus-
tomer’s “affirmative, express consent allowing the re-
quested CPNI usage, disclosure, or access after the
customer is provided appropriate notification of the
carrier’s request . .. .”

4, This opt-in requirement has been in
place since 2007, when the Commission amended its
rules in the 2007 CPNI Order after finding that once
carriers disclosed CPNI to third parties, including
joint venturers and independent contractors, that in-
formation was out of the control of the carrier and had
a higher risk of being improperly disclosed.’® Accord-
ingly, among other things, this opt-in requirement
was meant to allow individual consumers to deter-
mine if they wanted to bear the increased risk associ-
ated with sharing CPNI with such third parties.’® In
the Commission’s view, obtaining a customer’s ex-
press consent in these circumstances is particularly

receives or obtains [CPNI] by virtue of its provision of a telecom-
munications service shall only use, disclose, or permit access to
individually identifiable [CPNI] in its provision of (A) the tele-
communications service from which such information is derived,
or (B) services necessary to, or used in, the provision of such tel-
ecommunications service, including the publishing of directo-
ries.”) (emphasis added).

1347 CFR § 64.2007(b).
14 47 CFR § 64.2003(k).

152007 CPNI Order, 22 FCC Red at 6947-53, paras. 37-49.
Prior to the 2007 CPNI Order the Commission’s rules had al-
lowed carriers to share CPNI with joint venture partners and in-
dependent contractors on an opt-out basis for the purpose of mar-
keting communications-related services to customers. Id. at
6931-32, para. 8.

162007 CPNI Order, 22 FCC Red at 6950, para. 45.
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important, because a carrier cannot simply rectify the
harms resulting from a breach by terminating its
agreement with such a third party, “nor can the Com-
mission completely alleviate a customer’s concerns
about the privacy invasion through an enforcement
proceeding.”” The Commission further concluded that
contractual safeguards between a carrier and such a
third party do not obviate the need for explicit cus-
tomer consent, as such safeguards do not eliminate
the increased risk of unauthorized CPNI disclosures
that accompany information that is provided by a car-
rier to such a third party.'® Thus, the Commission de-
termined that, with limited exceptions, a carrier may
only use, disclose, or permit access to CPNI with the
customer’s opt-in approval.®

5. Reasonable Measures to Safeguard
CPNI. The Commission has also recognized that an
opt-in requirement alone is not enough to protect cus-
tomer CPNI, especially in light of tactics like “pre-
texting,” where a party pretends to be a particular
customer or other authorized person in order to ille-
gally obtain access to that customer’s information
(thus circumventing opt-in requirements).* There-
fore, the Commission adopted rules requiring carriers
to “take reasonable measures to discover and protect
against attempts to gain unauthorized access to
CPNI.”"To provide some direction on how carriers
should protect against tactics like pretexting, the

172007 CPNI Order, 22 FCC Red at 6949, para. 42.

182007 CPNI Order, 22 FCC Red at 6952, para. 49.

9 See 47 CFR § 64.2007(b).

20 See 2007 CPNI Order, 22 FCC Red at 6928, para. 1 & n.1.
21 47 CFR § 64.2010(a) (emphasis added).

—
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Commission included in its amended rules customer
authentication requirements tailored to whether a
customer is seeking in-person, online, or over-the-
phone access to CPNI.2 It also adopted password and
account notification requirements.?

6. The Commission made clear that the
specific customer authentication requirements it
adopted were “minimum standards” and emphasized
the Commission’s commitment “to taking resolute en-
forcement action to ensure that the goals of section
222 [were] achieved.”* Although carriers are not ex-
pected to eliminate every vulnerability to the security
of CPNI, they must employ “reasonable measures to
discover and protect against attempts to gain unau-
thorized access to CPNIL.”» They must also take rea-
sonable measures to protect the confidentiality of
CPNI—a permanent and ongoing obligation to police
disclosures and ensure proper functioning of security
measures. As the Commission stated in the NAL,
several government entities provide guidance and
publish best practices that are intended to help

2 See 47 CFR § 64.2010(b)-(d).

% See 47 CFR § 64.2010(e)-(D).

24 2007 CPNI Order, 22 FCC Rcd at 6959-60, para. 65.
% 47 CFR § 64.2010(a).

%6 See 2007 CPNI Order, 22 FCC Red at 6959, para. 64 (“We
fully expect carriers to take every reasonable precaution to pro-
tect the confidentiality of proprietary or personal customer infor-
mation.”).
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companies evaluate the strength of their information
security measures.”

7. Section 217. Finally, the Act makes clear
that carriers cannot disclaim their statutory obliga-
tions to protect their customers’ CPNI by delegating
such obligations to third parties. Section 217 of the
Act provides that “the act, omission, or failure of any
officer, agent, or other person acting for or employed
by any common carrier or user, acting within the

2T For example, the National Institute of Standards and
Technology (NIST) is responsible for developing information se-
curity standards and guidelines, including minimum require-
ments for federal information systems. NIST publishes cyberse-
curity and privacy frameworks which feature instructive prac-
tices and guidelines for organizations to reference. The publica-
tions can be useful in determining whether particular cybersecu-
rity or privacy practices are reasonable by comparison. The
model practices identified in the NIST and other frameworks,
however, are not legally binding rules, and we do not consider
them as such here. The Federal Trade Commission (FTC), the
FCC’s Communications Security, Reliability, and Interoperabil-
ity Council (CSRIC), and the Cybersecurity & Infrastructure Se-
curity Agency (CISA) also offer guidance related to managing
data security risks. See NIST, Framework for Improving Critical
Infrastructure Cybersecurity, Version 1.1 (Apr. 16, 2018), https:/
nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
(NIST Cybersecurity Framework); NIST, The NIST Privacy
Framework: A Tool for Improving Privacy Through Enterprise
Risk Management, Version 1.0 (Jan. 16, 2020), https:/nvl-
pubs.nist.gov/nistpubs/CSWP/NIST.CSWP.01162020.pdf; FTC,
Start with Security: A Guide for Business, Lessons Learned from
FTC Cases (June 2015), https://www.ftc.gov/system/files/docu-
ments/plain-language/pdf0205-startwithsecurity.pdf; Communi-
cations Security, Reliability and Interoperability Council, CSRIC
Best Practices, https:/opendata.fcc.gov/Public-Safety/CSRIC-
Best-Practices/qb45-rw2t/data; CISA, Cross-Sector Cybersecu-
rity Performance Goals and Objectives (last visited Aug. 17,
2022), https://www.cisa.gov/cpgs.
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scope of his employment, shall in every case be also
deemed to be the act, omission, or failure of such car-
rier or user as well as that of the person.”®

B. Factual Background

8. Customer Location Information and
Sprint’s Location-Based Services Business Model.
Sprint (now T-Mobile)* provides mobile voice and
data services to consumers throughout the United
States by enabling consumer mobile phones to make
and receive calls or transmit data on T-Mobile’s wire-
less network.*® As part of its pre-merger business,
Sprint ran a Location-Based Services (LBS) program
until May 31, 2019. Through the LBS program, Sprint
sold access to its customers’ location information to
companies known as “location information aggrega-
tors,” who then resold access to such information to
third-party location-based service providers or in
some cases to “sub-aggregators” or intermediary com-
panies who then resold access to such information to
location-based service providers.’’ Sprint had

2 47U.S.C. § 217.

2 As explained in notes 2 and 4, supra, the merger of Sprint
and T-Mobile closed on April 1, 2020. That merger was approved
by the Commission 2019. See T-Mobile Sprint Order, 34 FCC Red
10578. As a result, Sprint is a wholly owned subsidiary of T-Mo-
bile, and operates under the name of T-Mobile.

30 See T-Mobile US, Inc., 2021 Annual Report,
https://s29.q4cdn.com/310188824/files/doc_finan-
cials/2021/ar/TMUS-2021-Annual-Report.pdf (Sprint merged
with T-Mobile USA, Inc., on April 1, 2020, after the NAL in this
matter was issued).

31 The NAL includes a more complete discussion of the facts
and history of this case and is incorporated herein by reference.
See NAL, 35 FCC Rcd at 1660-68, paras. 11-31.
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arrangements with two location information aggrega-
tors: LocationSmart and Zumigo (the Aggregators).
Each Aggregator, in turn, had arrangements with lo-
cation-based service providers. In total, Sprint sold ac-
cess to its customers’ location information (directly or
indirectly) to 86 third-party entities (including the
two Aggregators).*

9. The Sprint LBS program was largely
governed via contractual provisions that vested Sprint
with oversight authority over the Aggregators. The
Aggregators then entered into their own contracts
with various LBS providers, sub-aggregators, and
third-party developers.?® As explained in the NAL,
“Sprint did not contract directly with the third-party
developers but instead delegated all responsibility to
the Aggregators to ensure that the sub-aggregators
and application developers complied with ‘the Aggre-
gator and Third Party Developer obligations’ con-
tained in Sprint’s contracts with the Aggregators.”
According to Sprint, the Company “required customer

32 See NAL, 35 FCC Red at 1661-62, paras. 12-13 (citations
omitted).

33 See NAL, 35 FCC Red at 1662, para. 15 (citing Response to
Letter of Inquiry from Sprint Corp. to Kristi Thompson, Chief,
Telecommunications Consumer Division, FCC Enforcement Bu-
reau, at RD03-000096, Response to Request for Documents No.
3 at Section 2, Sprint LocationSmart Agreement; LOI at RD03-
000134, Response Request for Documents No. 3 at Section 2,
Sprint Zumigo Agreement (Oct. 16, 2018) (on file in EB-TCD-18-
00027700) (LOI Response)).

3¢ NAL, 35 FCC Rcd at 1663, para. 16 (citing LOI Response
at RD03-000096, Response to Request for Documents No. 3 at
Section 2.2-2.3, Sprint-LocationSmart Agreement; LOI at RD03-
000134, Response to Request for Documents No. 3 at Section 2.2-
2.3, Sprint-Zumigo Agreement).
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consent to access or share its customer location infor-
mation” and “application developers and the Aggrega-
tors were ‘contractually obligated to incorporate con-
spicuous and stand-alone notice . . . that explains how
location information will be accessed, used, stored,
disclosed or collected’ and that the end user had to ‘ex-
pressly and affirmatively accept the notice before con-
tinuing.”? This arrangement meant Sprint itself did
not notify customers and collect affirmative customer
consent for the disclosure of customer location infor-
mation. Sprint asserts that its LBS program was sub-
ject to a number of safeguards. This included the con-
tractual obligation “to provide the notice record to
Sprint before Sprint provided location information to
the Aggregator,” as well as a requirement that “the
Aggregators and developers . . . document the presen-
tation of notice and receipt of consent in each instance
and . . . make those records available to Sprint upon
request.”®

10.  Sprint’s contracts obligated the Aggrega-
tors to ensure that the LBS service providers “com-
plied with Sprint’s privacy policy and consumer pro-
tection, marketing, data security laws and regulations
in addition to the CTIA Guidelines.”” The contracts
also established a “Certification” process that

3 NAL, 35 FCC Rcd at 1662, para. 15 (quoting LOI Response
at 1, Response to Question 1).

36 NAL, 35 FCC Red at 1662-63, para. 15 (citing LOI Re-
sponse at 6, Response to Question 5).

3T NAL, 35 FCC Red at 1663, para. 16 (citing LOI Response
at RD03-000096, Response to Request for Documents No. 3 at
Section 22.11, Sprint LocationSmart Agreement; LOI at RD03-
000134, Response to Request for Documents No. 3 at Section
22.11, Sprint Zumigo Agreement).
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“required the Aggregators to test the sub-aggregators
and location-based service providers’ applications to
ensure they met Sprint’s notice, privacy, and data se-
curity requirements.”?® The contracts between Sprint
and the Aggregators also required that the Aggrega-
tors “obtain prior written consent from Sprint 60 days
before the use of any [s]ub-[a]jggregator’ and gave
Sprint sole discretion ‘to approve or reject each [s]ub-
aggregator.”® The contracts contain no such provision
with respect to Aggregators’ use of third-party devel-
opers.

11.  Sprint had broad authority under its
contracts with the Aggregators to quickly terminate
access to customer location information. Sprint could
immediately terminate its contract with either Aggre-
gator under a variety of circumstances, including if
the Aggregator:

(1) [F]ailed to impose required obligations on its
location-based service provider clients; (2)
failed to comply with the contract terms speci-
fying non-disclosure of sensitive information
(such as the location information at issue here);
(3) failed to “employ administrative, physical,
and technical safeguards . . . that prevent the

3 NAL, 35 FCC Red at 1663, para. 17 (citing LOI Response
at RD03-000096, Response to Request for Documents No. 3 at
Section 12, Sprint-LocationSmart Agreement; LOI at RDO03-
000134, Response to Request for Documents No. 3 at Section 12,
Sprint-Zumigo Agreement).

39 NAL, 35 FCC Red at 1663, para. 17 (citing LOI Response
at RD03-000096, Response to Request for Documents No. 3 at
Section 2.2, Sprint-LocationSmart Agreement; LOI at RDO03-
000134, Response to Request for Documents No. 3 at Section 2.2,
Sprint Zumigo Agreement.
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unauthorized collection, access, disclosure, and
use” of information provided by Sprint; (4)
failed to ensure that the Aggregator’s location-
based service provider clients complied with
Sprint’s customer notice requirements; or (5)
negligently or knowingly misrepresented the
location-based service provider’s service or ap-
plication.*

Sprint also had the right to immediately suspend or
terminate an Aggregator’s access to customer location
information for reasons that included a breach of the
Aggregator’s contractual obligations.®* Likewise,
Sprint could “immediately suspend the transmission
of location information by the Aggregator to any sub-
aggregator or location-based service provider that
Sprint believed was not complying with the obliga-
tions that the Aggregators were directed to impose
upon them.”? In addition, Sprint had the right to

40 NAL, 35 FCC Red at 1663, para. 18 (citing LOI Response
at RD03-000096, Response to Request for Documents No. 3 at
Section 21, Sprint-LocationSmart Agreement; LOI at RDO03-
000134, Response Request for Documents No. 3 at Section 21,
Sprint-Zumigo Agreement).

41 NAL, 35 FCC Red at 1663-64, para. 18 (citing LOI Re-
sponse at 7, Response to Question 5).

42 NAL, 35 FCC Rcd at 1664, para. 18 (citing LOI Response
at RD03-000096, Response to Request for Documents No. 3 at
Section 14, Sprint-LocationSmart Agreement; LOI at RDO03-
000134, Response to Request for Documents No. 3 at Section 14,
Sprint-Zumigo Agreement).
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terminate its contracts with the Aggregators for any
reason “upon 90 days written notice.”?

12.  Sprint also had the authority to conduct
audits and other internal reviews of the LBS program.
Sprint “maintained the right to assess compliance
with the terms of agreements with Aggregators, and
could seek ‘reports, full and complete access to rele-
vant facilities, books, records, procedures, and infor-
mation.”* Sprint also had the right to audit the per-
formance of the Aggregators once every 12 months,*
and “had the right to perform audits at any time as
necessary if it had a good faith reason to believe a
breach of privacy and security obligations had oc-
curred.”® However, there is no evidence that Sprint
exercised any of these contractual provisions before

4 NAL, 35 FCC Red at 1663, para. 18 (citing LOI Response
at RD03-000096, Response to Request for Documents No. 3 at
Section 2.2, Sprint-LocationSmart Agreement; LOI at RDO03-
000134, Response to Request for Documents No. 3 at Section 2.2,
Sprint Zumigo Agreement).

4 NAL, 35 FCC Rcd at 1664, para. 19 (quoting LOI Response
at 7, Response to Question 5; LOI Response at RD03-000096, Re-
sponse to Request for Documents No. 3 at Section 22.7, Sprint-
LocationSmart Agreement; LOI at RD03-000134, Response to
Request for Documents No. 3 at Section 22.7, Sprint-Zumigo
Agreement).

4% See NAL, 35 FCC Recd at 1664, para. 19 (citing Supple-
mental LOI Response at 6, Response to Question 5; LOI at RD03-
000096, Response to Request for Documents No. 3 at Section
29.7, Sprint-LocationSmart Agreement; LOI at RD03-000134,
Response to Request for Documents No. 3 at Section 29.7, Sprint-
Zumigo Agreement).

46 NAL, 35 FCC Red at 1664, para. 19 (citing Supplemental
LOI Response at 6-7, Response to Question 5).
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2018. While Sprint claims that it “conducted a legal
review of both LocationSmart and Zumigo in 2018,” it
declined to specify the time period of such review, or
to provide any information at all about the reviews,
citing privilege.*

13.  Unauthorized Access and Use of Cus-
tomer Location Information. On May 10, 2018, the
New York Times published an article that detailed se-
curity breaches involving Sprint’s (and other carriers’)
practice of selling access to customer location infor-
mation.* The NAL includes a more detailed summary
of the article and its findings, but essentially the
breaches involved a location-based service provider
(Securus Technologies, Inc., or Securus) that offered a
location-finding service to law enforcement and cor-
rections officials that allowed such officials to access
customer mobile device location without that device
owner’s knowledge or consent.*® Not only was Se-
curus’s location-finding service outside the scope of
both Securus’s stated purpose for accessing Sprint’s
customers’ location information and any agreement

47 See NAL, 35 FCC Rcd at 1664, para. 19.

48 See NAL, 35 FCC Red at 1664, para. 19 (citing LOI Re-
sponse at 9, Response to Question 11; Supplemental LOI Re-
sponse at 11, Response to Question 10).

4 See Jennifer Valentino-DeVries, Service Meant to Monitor
Inmates’ Calls Could Track You, Too, N.Y. Times (May 10, 2018),
https://www.nytimes.com/2018/05/10/technology/cellphone-
tracking-law-enforcement.html.

80 See NAL, 35 FCC Red at 1644-65, paras. 20-21 (citing Jen-
nifer Valentino-DeVries, Service Meant to Monitor Inmates’ Calls
Could Track You, Too, N.Y. Times (May 10, 2018)
https://www.nytimes.com/2018/05/10/technology/cellphone-
tracking-law-enforcement.html).
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with either Aggregator (and thus had not been re-
viewed by either Aggregator or Sprint), but despite
Securus’s claims that the program required appropri-
ate “legal authorization,” it did not verify such author-
izations and its program was used and abused by a
(now former) Missouri Sheriff (Cory Hutcheson) for
non-law enforcement purposes and in the absence of
any such legal authorization.’ Sprint conceded that it
was unable to detect Securus’s activities (i.e., location
requests unrelated to its stated purpose for accessing
location information—which involved an inmate col-
lect-calling service) because of Securus’s misrepresen-
tations to the Aggregator.”? Further, Sprint does not
claim that it had any way of distinguishing valid, cus-
tomer-authorized requests for location information
from invalid, unauthorized requests, such as those
from Securus’s unauthorized-location finding service.

14. The Department of Justice’s U.S. Attor-
ney’s Office for the Eastern District of Missouri
charged Hutcheson with, among other things, wire
fraud and illegally possessing and transferring the
means of identification of others, and Hutcheson

51 See NAL, 35 FCC Red at 1664-65, paras. 20-21 (citing Jen-
nifer Valentino-DeVries, Service Meant to Monitor Inmates’
Calls Could Track You, Too, N.Y. Times (May 10, 2018)
https://www.nytimes.com/2018/05/10/technology/cellphone-
tracking-law-enforcement.html; Doyle Murphy, Ex-Missouri
Sheriff Cory Hutcheson Sentenced to 6 Months in Prison, River-
front Times (Apr. 29, 2019), https://www.river-
fronttimes.com/newsblog/2019/04/29/ex-missouri-sheriff-cory-
hutcheson-sentenced-to-6-monthsin- prison).

52 See NAL, 35 FCC Rcd at 1665, para. 22.
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pleaded guilty on November 20, 2018.5 The Depart-
ment of Justice’s investigation of Hutcheson’s actions,
included an examination of how the Securus location-
finding service operated. Once Hutcheson became an
authorized user of Securus’s LBS software, he was
able to obtain the location of specific mobile telephone
devices.** In order to do so, users (including Hutche-
son) were required to input the telephone number of
the device they wanted to locate, and then “upload a
document manually checking a box, the text of which
stated, ‘[bly checking this box, I hereby certify the at-
tached document is an official document giving per-
mission to look up the location on this phone number
requested.” As soon as Hutcheson (or any other au-
thorized user) submitted his request and uploaded a
document, the Securus LBS platform would immedi-
ately provide the requested location information (re-
gardless of the adequacy of the uploaded document).
Rather than “uploading the required legal process,”
Hutcheson instead “routinely uploaded false and

58 See Press Release, U.S. Attorney’s Office Eastern District
of Missouri, Mississippi County Sheriff Pleads Guilty to Fraud
and Identity Theft, Agrees to Resign (Nov. 20, 2018),
https://www justice.gov/usao-edmo/pr/mississippi-county-sher-
iff-pleads-guilty-fraud-and-identity-theft-agrees-resign.

5 See Government’s Sentencing Memorandum at 3, United
States v. Corey Hutcheson, Case No. 1:18-CR-00041 JAR, Doc.
No. 65 (E.D. Mo. Apr. 23, 2019) (Hutcheson Sentencing Memo),
https://storage.courtlistener.com/re-
cap/gov.uscourts.moed.160663/gov.uscourts.moed.160663.65.0.p
df; see also NAL, 35 FCC Rcd at 1664-65, paras. 20-21.

% Hutcheson Sentencing Memo at 3; see also NAL, 35 FCC
Red at 1664, para. 20.

5 See Hutcheson Sentencing Memo at 3-4; see also NAL, 35
FCC Red at 1664, para. 20.
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fraudulent documents . . ., each time representing
that the uploaded documents were valid legal process
authorizing the location requests the defendant
made.”™ Those “false and fraudulent documents” in-
cluded “his health insurance policy, his auto insur-
ance policy, and pages selected from Sheriff training
materials.”® Hutcheson “submitted thousands of Se-
curus LBS requests and obtained the location data of
hundreds of individual phone subscribers without
valid legal authorization.”

15.  Sprint’s Response to the Securus Disclo-
sures. Sprint terminated Securus’s access to Sprint
customer location information on May 17, 2018, fol-
lowing the New York Times article.® On May 25, 2018,
Sprint suspended LocationSmart from its LBS pro-
gram and stopped sharing customer location infor-
mation with the Aggregator, having confirmed that
“data sharing through LocationSmart and 3Cinterac-
tive ‘had occurred for an unknown and unapproved
purpose.””' By suspending LocationSmart, Sprint “ef-
fectively terminated access to Sprint wireless cus-
tomer location information for LocationSmart and the
77 entities that purchased access through

57 Hutcheson Sentencing Memo at 4; see also NAL, 35 FCC
Rcd at 1664-65, para. 21.

% Hutcheson Sentencing Memo at 4; see also NAL, 35 FCC
Rcd at 1664-65, para. 21.

% Hutcheson Sentencing Memo at 4; see also NAL, 35 FCC
Red at 1664-65, para. 21.

60 See NAL, 35 FCC Red at 1665, para. 23.

61 NAL, 35 FCC Red at 1665, para. 24 (quoting LOI Response
at 7, Response to Question 6).
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LocationSmart.”? According to Sprint, it terminated
LocationSmart’s contract on June 20, 2018.¢* Also on
June 20, 2018, it provided the 90-day notice of termi-
nation to Zumigo, which would result in a termination
on September 18, 2018.%

16. At the same time, Sprint was planning
on re-launching its LBS program.® As part of this ef-
fort in June 2018, Sprint began formalizing certain
“Methods & Procedures” to “complement’ the contrac-
tual protections for future Aggregators and location-
based services;” the Methods & Procedures were final-
ized in August 2018.5 According to Sprint, and unlike
the Aggregator Contracts, the Methods & Procedures
“required Aggregators to submit reports to Sprint that
provided detailed information about all companies (in-
cluding aggregators and sub-aggregators) that used
Sprint customer location information,” and that such
reports had to include “detailed information about
how the Sprint customer location information was or

62 NAL, 35 FCC Red at 1665-66, para. 24.

63 See NAL, 35 FCC Rcd at 1666, para. 25 (citing Letter from
Sean Olsen, Manager, Contract Administration, Sprint Corp., to
Mario Proietti, CEO, Masoud Motamedi, President, TechnoCom
Corporation/Locaid d/b/a LocationSmart (June 20, 2018) (on file
in EB-TCD-18-00027700)).

64 See NAL, 35 FCC Red at 1666, para. 25 (citing LOI Re-
sponse at RD03-000180, Response to Request for Documents No.
3).

8 The NAL offers a more complete discussion of Sprint’s
plans, and is incorporated by reference. See NAL, 35 FCC Red at
1666, paras. 26-28.

66 NAL, 35 FCC Red at 1666, para. 26 (LOI Response at 7,
Response to Question 6).
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would be used.”” Sprint claims that the Methods &
Procedures also “provided expanded internal guid-
ance on what information it could seek in auditing its
location-based services partners,” including, among
other things “reviewing compliance with notice and
consent requirements” and “reviewing the Aggrega-
tor’s process for validating companies receiving loca-
tion data.”® Sprint asserts that the new obligations on
the Aggregators “included a requirement for an inde-
pendent third-party audit of the Location Aggregators
on their privacy and data security practices,”® but
Sprint “does not explain how, or whether, the Methods
& Procedures auditing and review process differed
from the audits that Sprint had the right to conduct
under the original contracts.”

17.  On or around August 23, 2018, Sprint re-
launched its aggregator LBS program. In August
2018, it executed two new agreements with Loca-
tionSmart to permit that Aggregator to access Sprint
customer location information and provide it to two
LBS providers; the agreements “allowed Loca-
tionSmart to obtain Sprint customer location infor-
mation for 90 days, with monthly renewal up to one
year.”” On September 18, 2018, Sprint’s contract with

67 NAL, 35 FCC Red at 1666, para. 26 (citing Supplemental
LOI Response at 6, Response to Question 4).

6 NAL, 35 FCC Red at 1666, para. 26 (citing Supplemental
LOI Response at 7, Response to Question 4).

6 NAL, 35 FCC Red at 1666, para. 26 (quoting Supplemental
LOI Response at 6-7, Response to Question 4).

0 NAL, 35 FCC Recd at 1666, para. 26.

T NAL, 35 FCC Recd at 1666-67, para. 27 (citing LOI Re-
sponse at 3, 8, Response to Questions 1, 6).



192a

Zumigo terminated.”? However, on October 16, 2018,
“Sprint renewed its previously terminated contract
with Zumigo in its entirety”—meaning that unlike Lo-
cationSmart, “all of Zumigo’s prior location-based ser-
vice provider clients again had access to Sprint’s cus-
tomer location information.””

18. More than seven months after the New
York Times article revealing the Securus disclosures,
Sprint became aware of a similar incident involving
the Company’s customers’ location information. In a
January 8, 2019, Motherboard article, it was reported
that access to customer location information was sold
and resold, with little or no oversight, within the bail
bonds industry, and that this led to consumers being
tracked without their knowledge or consent.’™ That ar-
ticle focused in part on the activities of a company
called MicroBilt; MicroBilt was a customer of the Ag-
gregator Zumigo, and Zumigo received customer loca-
tion information from Sprint and the other major
wireless carriers.”” According to Sprint, before the

"2 See NAL, 35 FCC Recd at 1667, para. 28 (citing LOI Re-
sponse at RD03-000180, Response to Request for Documents No.
3).

3 NAL, 35 FCC Red at 1667, para. 28 (citing LOI Response
at RD03-000183, Response to Request for Documents No. 3).

™ See NAL, 35 FCC Red at 1667, para. 29 (citing Joseph Cox,
I Gave a Bounty Hunter $300. Then He Located Our Phone, Moth-
erboard (Jan. 8. 2019), https:/motherboard.vice.com/en_us/arti-
cle/nepxbz/i-gave-a-bounty-hunter-300-dollars-located-phone-
MicroBilt-zumigo-tmobile).

5 See NAL, 35 FCC Red at 1667, para. 29 (citing Joseph Cox,
I Gave a Bounty Hunter $300. Then He Located Our Phone, Moth-
erboard (Jan. 8. 2019), https:/motherboard.vice.com/en_us/arti-
cle/nepxbz/i-gave-a-bounty-hunter-300-dollars-located-phone-
MicroBilt-zumigo-tmobile).
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article’s publication, Sprint was entirely unaware that
Zumigo was providing LBS services to MicroBilt, as
Sprint “was unable to ‘identify any record of Zumigo
obtaining Sprint’s prior written consent before using
MicroBilt as a sub-aggregator.”’ Sprint does not deny
that MicroBilt received Sprint customer location in-
formation, and “concedes that it was unable to verify
whether Sprint’s own credentialing process had been
followed with respect to MicroBilt, and that Sprint
had no information about whether MicroBilt complied
with Sprint’s notice-and-consent processes.”” Sprint
claims that despite its demands for additional infor-
mation and details about Zumigo’s relationship with
MicroBilt, Zumigo did not respond to the Sprint’s re-
quests.” Sprint terminated its contract with Zumigo
on January 9, 2019.7

19. It was not until May 31, 2019, that
Sprint’s LBS program (and the sharing of Sprint’s cus-
tomers’ location information) finally ceased—in other
words, 386 days after the New York Times reported on
the Securus location-finding service, as well as the
abuse of that service by Hutcheson.?

6 NAL, 35 FCC Red at 1667, para. 30 (quoting Supplemental
LOI Response at 2, Response to Question 1).

" NAL, 35 FCC Red at 1667, para. 30 (citing Supplemental
LOI Response at 2, Response to Question 1).

™ See NAL, 35 FCC Red at 1668, para. 30 (citing Supple-
mental LOI Response at 9, Response to Question 5).

™ See NAL, 35 FCC Red at 1668, para. 30 (citing Supple-
mental LOI Response at 3, Response to Question 1).

80 See NAL, 35 FCC Red at 1668, para. 30 (citing Supple-
mental LOI Response at 11, Response to Question 7).
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20.  Notice of Apparent Liability. On Febru-
ary 28, 2020, the Commission issued the NAL propos-
ing a $12,240,000 fine against Sprint for its apparent
willful and repeated violation of section 222 of the Act
and section 64.2010 of the Commission’s CPNI Rules
for failing to have reasonable protections in place to
prevent unauthorized access to customer location in-
formation. In the NAL, the Commission also admon-
ished Sprint for apparently disclosing its customers’
location information, without their consent, to a third
party who was not authorized to receive it.

21. On May 7, 2020, Sprint filed a response
to the NAL.?' Sprint makes a number of arguments as
to why the NAL should be withdrawn and cancelled.
Sprint argues that location information is not CPNI
and thus is not subject to the Act and the Commis-
sion’s CPNI Rules, and that even if it was, the Com-
pany did not have fair notice that location information
would be classified as CPNI.®2 Sprint also argues that
it acted reasonably both pre- and post-publication of
the New York Times article. The Company claims that
the LBS program had reasonable protections in place
before the New York Times article, and that the Com-
pany’s response to the article, including its months-
long continuation of the LBS program, was likewise
reasonable.® Finally, Sprint argues that the forfeiture
amount is arbitrary and capricious.’

81 See NAL Response.

82 NAL Response at 6-14, 22-24.
8 NAL Response at 14-21.

8¢ NAL Response at 25-29.
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III. DISCUSSION

22.  The Commission proposed a forfeiture in
this case in accordance with section 503(b) of the Com-
munications Act of 1934, as amended (Act),® section
1.80 of the Commission’s rules,®® and the Commis-
sion’s Forfeiture Policy Statement.®” When we assess
forfeitures, section 503(b)(2)(E) requires that the
Commission take into account the “nature, circum-
stances, extent, and gravity of the violation and, with
respect to the violator, the degree of culpability, any
history of prior offenses, ability to pay, and such other
matters as justice may require.” We have fully con-
sidered Sprint’s NAL Response, which includes a va-
riety of legal and factual arguments, but we find none
of them persuasive. We therefore affirm the
$12,240,000 forfeiture proposed in the NAL.

A. Location Information is CPNI

23.  Asthe NAL explained in more detail, the
customer location information disclosed in Sprint’s
LBS program is CPNI under the Act and our rules.®
Section 222 defines CPNI as “information that relates
to the quantity, technical configuration, type, destina-
tion, location, and amount of use of a telecommunica-
tions service subscribed to by any customer of a

8 47 U.S.C. § 503(b).
8 47 CFR § 1.80.

87 The Commission’s Forfeiture Policy Statement and Amend-
ment of Section 1.80 of the Rules to Incorporate the Forfeiture
Guidelines, Report and Order, 12 FCC Red 17087 (1997) (Forfei-
ture Policy Statement), recons. denied, Memorandum Opinion
and Order, 15 FCC Red 303 (1999).

8 47 U.S.C. § 503(b)(2)(E).
8 See NAL, 35 FCC Recd at 1669-71, paras. 35-45.
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telecommunications carrier, and that is made availa-
ble to the carrier by the customer solely by virtue of
the carrier-customer relationship.” The customer lo-
cation information used in Sprint’s LBS program falls
squarely within this definition. Sprint’s arguments to
the contrary® are largely reiterations of arguments
the Commission considered and found unpersuasive
in the NAL. Consistent with the analysis of location
data found in the NAL, we remain persuaded that the
location data at issue here constitute CPNI.

24.  First, the customer location information
at issue here relates to the location of a telecommuni-
cations service—i.e., Sprint’s commercial mobile ser-
vice.” As fully explained in the NAL:

A wireless mobile device undergoes an authen-
tication and attachment process to the carrier’s
network, via the closest towers. After a mobile
device is authenticated and logically attached
to a wireless network, it may be (1) connected
(sending/receiving data/voice) or (2) idle. In ei-
ther state, the carrier must be aware of and use
the device’s location in order for it to enable cus-
tomers to send and receive calls. Sprint is
therefore providing telecommunications service
to these customers whenever it is enabling the
customer’s device to send and receive calls—

9 47 U.S.C. § 222(h)(1)(A) (emphasis added).
9 See NAL Response at 6-14.

92 See 47 U.S.C. § 332(c)(1) (providing that “a person engaged
in the provision of a service that is a commercial mobile service
shall, insofar as such person is so engaged, be treated as a com-
mon carrier for purposes of this chapter”), (d)(1) (defining “com-
mercial mobile service”).
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regardless of whether the device is actively in
use for a call.”

25.  We conclude that the location infor-
mation at issue here meets the first prong of the CPNI
definition under either of two alternative interpreta-
tions. For one, we believe that the relevant statutory
language is best read as referring to “information that
relates to the . . . location, . . . of a telecommunications
service . . . .”™ That interpretation accords with the
“rule of the last antecedent,” which suggests that the
term “of use” in section 222(h)(1)(A) modifies only
“amount,” as opposed to the preceding terms such as
“location.”™ Qur interpretation also better squares
with the broader operation of section 222. If the lan-
guage “of use” modified every term in the preceding
list, it would lead to apparently anomalous results.
For instance, although the phrase “amount of use of a
telecommunications service” plainly refers at least to
the number and length of telephone calls, it is not
clear what “technical configuration of use” would
mean.” And our interpretation squares more readily

9 NAL, 35 FCC Rcd at 1669, para. 37.
9 47 U.S.C. § 222(h)(1)(A).

% See, e.g., Lockhart v. United States, 577 U.S. 347, 351
(2016) (the rule of the last antecedent “provides that ‘a limiting
clause or phrase . . . should ordinarily be read as modifying only
the noun or phrase that it immediately follows™).

9% We are unpersuaded by Sprint’s claim that interpreting “of
use” to modify only “amount” would lead to anomalies because
“information relating to the ‘quantity, technical configuration,
[or] type . . . of a telecommunications service’ . . . would relate to
the network itself, not the information of individual customers.”
NAL Response at 12 (emphasis omitted). Even if the information
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with section 222(d)(1), which preserves carriers’ abil-
ity to use CPNI to “initiate” service”—an event that,
aspects of which, ordinarily occur before the service is
in “use.”

26. The location information at issue here
readily fits within that interpretation of the first
prong of the CPNI definition. Sprint’s customers can
access the commercial mobile service to which they
subscribe over a broad geographic area, and their lo-
cation at a given point in time—and the fact of
Sprint’s ability to use its network to determinate that
location—is reasonably understood as associated with
or a reference to the location of the Sprint telecommu-
nications service.” Consequently, consistent with our
assessment in the NAL,” we find this to be infor-
mation that “relates to” the location of Sprint’s

relates in part to the network, it also relates to an individual cus-
tomer by identifying characteristics of the telecommunications
service subscribed to by that customer. See, e.g., Implementation
of the Telecommunications Act of 1996: Telecommunications Car-
riers’ Use of Customer Proprietary Network Information and
Other Customer Information, Second Report and Order and Fur-
ther Notice of Proposed Rulemaking, 13 FCC Red 8061, 8064-65,
para. 2 (1998) (“CPNI includes information that is extremely per-
sonal to customers as well as commercially valuable to carriers,”
including “the types of service offerings to which the customer
subscribes”).

9 47 U.S.C. § 222(d)(D).

% See, e.g., NAL, 35 FCC Red at 1660, para. 11 (“Sprint pro-
vides mobile voice and data services to consumers throughout the
United States by enabling consumer mobile phones to make and
receive calls or transmit data on Sprint’s wireless network.”).

9 See, e.g., NAL, 35 FCC Red at 1669-70, paras. 37, 39.
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telecommunications service within the meaning of the
first prong of the CPNI definition.'*

27. In the alternative, even if the term “of
use” modified “location,” we still conclude the infor-
mation at issue fits within the first prong of the defi-
nition of CPNI. Sprint does not dispute the NAL’s ex-
planation that customers’ devices and Sprint’s net-
work regularly exchange information as necessary for
customers to send and receive calls.’*® To the extent
that Sprint contends that this does not represent use
of the telecommunications service because it merely
enables the provision of that service, Sprint does not
demonstrate why that is a fair characterization or
why it would represent a meaningful distinction in
any case. Consistent with the reasoning of the NAL,"
we believe that Sprint’s customers subscribe to its
commercial mobile service to enable them to receive
and transmit calls. When customers’ devices are ex-
changing communications with Sprint’s network, and

100 See, e.g., Collins Concise Dictionary, Third Ed., at 1129
(HarperCollins Pub. 1995) (defining “relate” as, among other
things, “establishing association (between two or more things) or
(of something) to have relation or reference (to something else)”);
American Heritage Dictionary, Third Ed., at 695 (Dell Pub. 1994)
(defining “relate” as, among other things, “To bring into logical
or natural association,” “To establish or demonstrate a connec-
tion between,” or “To have connection, relation, or reference”);
Merriam-Webster’s Collegiate Dictionary, Tenth Ed., at 987 (Mer-
riam-Webster Pub. 1994) (defining “relate” as, among other
things, “to show or establish logical or causal connection be-
tween”); The Oxford Paperback Dictionary & Thesaurus, at 636
(Oxford Univ. Press 1997) (defining “relate” as, among other
things, “connect in thought or meaning” or “have reference to”).

101 NAL, 35 FCC Red at 1669, para. 37.
102 See, e.g., NAL, 35 FCC Red at 1669-70, paras. 37, 39.



200a

thereby ensuring that they can receive incoming calls
and place outgoing calls, we think that is a clear case
of using the service to which they have subscribed,
even outside the moments in time when they are en-
gaged in calls.™

28. We also are unpersuaded by Sprint’s ar-
guments that the location information covered by the
first prong of the definition of CPNI is limited to call
location information for voice calls based on what
Sprint gleans from other language in section 222.7* In
addition to the NAL’s responses in this regard,'”® we
conclude that the use of “location” in (h)(1)(A) as op-
posed to “call location information” in (d)(4) and (f)(1)
must be given some significance:'* All location

103 Definitions of “use” appear sufficiently broad to encompass
our understanding of the term in this scenario. See, e.g., Collins
Concise Dictionary, Third Ed., at 1483 (HarperCollins Pub. 1995)
(defining “use,” among other things, to mean “to put into service
or action; employ for a given purpose”); American Heritage Dic-
tionary, Third Ed., at 884 (Dell Pub. 1994) (defining “use,” among
other things, to mean “T'o put into service; employ” and “To avail
oneself of; practice”); Merriam-Webster’s Collegiate Dictionary,
Tenth Ed., at 1301 (Merriam-Webster Pub. 1994) (defining “use,”
among other things, to mean “to put into action or service: avail
oneself of”); The Oxford Paperback Dictionary & Thesaurus, at
853 (Oxford Univ. Press 1997) (defining “use,” among other
things, to mean“ cause to act or serve for purpose; bring into ser-
vice” and “exploit for one’s own ends”).

104 See, e.g., NAL Response at 9-11; NAL, 35 FCC Red at 1671,
para. 44 (citing LOI Response at 5, Response to Question 4; Sup-
plemental LOI Response at 3, Response to Question 2).

105 NAL, 35 FCC Red at 1670, para. 40.
106 This interpretive approach is consistent with how the Com-

mission has approached the interpretation of section 222 in other
contexts in the past. See, e.g., Implementation of the
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information is protected as CPNI under (h)(1)(A). But
carriers can disclose call location information for 911
purposes under (d)(4), which makes sense because 911
calls are calls.”” Nor would it have been irrational for
Congress to expressly require opt-in consent for call
location information in section 222(f)(1) if the defini-
tion of CPNI encompasses other forms of location in-
formation, as well. At the time the provision was en-
acted in 1999, Congress might reasonably have
viewed call location information as obviously suffi-
ciently sensitive to necessitate opt-in approval re-
quirements while leaving it to the Commission’s dis-
cretion whether to require opt-in approval for other
location information, just as for other information fall-
ing within the definition of CPNI more generally. In
addition, the Commission’s references to “calls” in a
prior order that was focused in significant part on
data regarding customers’ calls—and which did not

Telecommunications Act of 1996: Telecommunications Carriers’
Use of Customer Proprietary Network Information and Other
Customer Information, Second Report and Order and Further
Notice of Proposed Rulemaking, 13 FCC Red 8061, 8084-85, para
32 (1998) (distinguishing the interpretation of different language
in section 222(a), (c)(1), and (d)(1), given that, “[ulnder well es-
tablished principles of statutory construction, ‘where Congress
has chosen different language in proximate subsections of the
same statute,” we are ‘obligated to give that choice effect™). Par-
ticularly given that Sprint neglects this textual distinction in its
attempts to rely on legislative history or the rule of lenity, we
reject its claims in that regard. See NAL Response at 10-11.

107 Given this predominant—but not exclusive—focus of the
1999 amendments to section 222, the references to call location
information in the legislative history cited by Sprint is not sur-
prising. See NAL Response at 10. But nothing in the legislative
history persuades us that Congress meant to exclude non-call lo-
cation data from the definition of CPNI.
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purport to exhaustively address the application of sec-
tion 222 to mobile wireless service—cannot reasona-
bly be read as setting forth the outer bounds of the
Commission’s understanding of section 222.1%8

29.  Second, the location information at issue
was obtained by Sprint solely by virtue of its cus-
tomer-carrier relationship. The NAL explains this in
more detail, but the crux of the matter is that:

Sprint provides wireless telephony services to
the affected customers because they have cho-
sen Sprint to be their provider of telecommuni-
cations service—in other words, they have a
carrier-customer relationship. . . . Sprint’s cus-
tomers provided their wireless location data to
Sprint because of their customer-carrier rela-
tionship with Sprint, . ... 1

In sum, the NAL reasoned that “[a]lthough Sprint (or
others) might also provide non-common-carrier ser-
vices to the same customer,” the customer provided
the relevant data “by virtue of the carrier-customer
relationship.”°

30. The NAL did not specify with precision
the standard for applying the second prong of the
CPNI definition, and although we elaborate further
on some of its contours here, we likewise need not

108 See generally Implementation of the Telecommunications
Act of 1996; Telecommunications Carriers’ Use of Customer Pro-
prietary Network Information and Other Customer Information,
CC Docket No. 96-115, Declaratory Ruling, 28 FCC Red 9609
(2013) (2013 CPNI Declaratory Ruling).

109 NAL, 35 FCC Red at 1671, para. 43.
110 NAL, 35 FCC Red at 1671, para. 43.
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resolve that question with specificity because we find
that prong met here under a range of possible ap-
proaches. We begin by observing that the second
prong of the CPNI definition is focused on a 108 NAL,
35 FCC Rcd at 1671, para. 43. “relationship”™—
namely, the “carrier-customer relationship.”'!* A rela-
tionship presumes associations involving at least two
parties, and we conclude that it must be understood
with that context in mind, rather than focused single-
mindedly on one side of the relationship. Our account-
ing for the customer’s viewpoint is also supported by
the statutory text’s focus on whether the information
“is made available to the carrier by the customer”—
rather than “obtained by the carrier”—”solely by vir-
tue of the carrier-customer relationship.”> Thus, we

1147 U.S.C. § 222(h)(1)(A).

1247 U.S.C. § 222(h)(1)(A). Insofar as Sprint has suggested
“that it is acting as an information service provider when it is
selling access to its customers’ location information,” and thus its
receipt of such location information is not “solely by virtue of” its
telecommunications service (see, e.g., NAL, 35 FCC Red at 1671,
para. 43), the focus on Sprint’s “telecommunications service” nei-
ther reflects the statutory text regarding prong two of the CPNI
definition nor does it appropriately account for these concepts
underlying the statutory focus on a customer-carrier “relation-
ship.” To be sure, section 222(c)(1) is limited in scope to “a tele-
communications carrier that receives or obtains customer propri-
etary network information by virtue of its provision of a telecom-
munications service.” 47 U.S.C. § 222(c)(1). But in that provision,
the required nexus is just that the carrier receive or obtain the
CPNI “by virtue” (not “solely by virtue”) of its provision of a tele-
communications service. In its NAL Response, Sprint disputes
whether the location information at issue meets the statutory
definition of CPNI in section 222(h)(1)(A), see NAL Response at
6-10, but does not contend that, if it does meet that definition,
section 222(c)(1) nonetheless should not be interpreted to apply
here.
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reject any suggestion by Sprint that the location infor-
mation at issue here is not CPNI and does not depend
exclusively on the carrier-customer relationship'*—
we find that suggestion belied by the technical and
marketplace realities here, as experienced by Sprint
customers.

31. As the NAL explains, when a customer
subscribes to Sprint’s commercial mobile service,
Sprint “enables the connection of a customer’s device
to its network for the purpose of sending and receiving
calls, and the customer has no choice but to reveal
that location to the carrier.”'* Sprint does not dispute
that the carrier-customer relationship fully enables
Sprint to obtain the location data at issue here. Like-
wise, Sprint does not claim that a customer, having
subscribed to its commercial mobile service, entered a
separate agreement with Sprint for the provision of
that location information—or that Sprint’s voice cus-
tomers had any way to avoid providing that infor-
mation if they wanted to subscribe to Sprint’s com-
mercial mobile service. Under circumstances such as
these, we conclude that the location information at is-
sue from Sprint’s commercial mobile service custom-
ers was “made available to the carrier by the customer
solely by virtue of the carrier-customer relation-
ship.”1

32. Although we find that reasoning suffi-
cient to resolve the application of the second prong of

113 See, e.g., NAL Response at 10-11 (claiming that because it
may be acquired from an “idle device or a device used for a data
session” the location information is not CPNI).

114 NAL, 35 FCC Red at 1671, para. 44.
11547 U.S.C. § 222(h)(1)(A).
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the CPNI definition, we independently conclude that
the same decision is warranted even if we parse the
matter more finely. For example, Sprint has sought to
rely on the theory that the Company “is acting as an
information service provider when it is selling access
to its customers’ location information” and that the
entire LBS program was an “information service,” to
take any location information outside the purview of
CPNI. But we are not persuaded that the fact that lo-
cation information can be associated with a non-tele-
communications service the carrier also provides (or
otherwise facilitates) takes the resulting relationship
outside the scope of the “carrier-customer” relation-
ship for the specific purposes of the CPNI definition.
Nothing dissuades us that the purchase of telecommu-
nications service alone was sufficient to obligate
Sprint’s customers to make their location data availa-
ble to Sprint,"” and in evaluating the second prong of
the CPNI definition in the past, the Commission has
noted that a carrier’s “unique position with respect to

116 NAL, 35 FCC Red at 1670-71, paras. 42-43 (citing Supple-
mental LOI Response at 3-4, Response to Question 2).

H7 Consequently, this is not a situation where we are relying
on a theory that the carrier-customer relationship was merely
one of a “confluence of multiple factors”—including relationships
beyond the carrier-customer relationship itself—that collectively
were required for Sprint to obtain the location information at is-
sue here. Bostock v. Clayton Cty., 140 S. Ct. 1731, 1739 (2019)
(In contrast to the statute at issue there, Congress “could have
added ‘solely’ to indicate that actions taken ‘because of ‘the con-
fluence of multiple factors do not violate the law.”); cf. id. (observ-
ing that “[o]ften, events have multiple but-for causes”). By con-
trast, information that carriers obtain independently from public
records, for example, would not be information that the customer
provided to the carrier solely by virtue of the carrier-customer
relationship.
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its customers” when the carrier pre-configures a mo-
bile device to collect information can satisfy “the ‘car-
rier-customer relationship’ element of the definition of
CPNI.”¢ We recognize that section 153(51) of the Act
provides that “[a] telecommunications carrier shall be
treated as a common carrier under [the Act] only to
the extent that it is engaged in providing telecommu-
nications services.” But we are far from that sce-
nario here, given the many necessary links to Sprint’s
telecommunications services for the CPNI definition
to apply. For one, the protections of section 222(c) only
apply with respect to “information that relates to” cer-
tain characteristics of “a telecommunications service
subscribed to by any customer of” Sprint.*?And the in-
formation must have been provided by consumers in a
manner that reflects the statutorily required nexus to
Sprint’s telecommunications service.””® Our interpre-
tation and application of section 222 thus accords with
the text of both section 222 and section 153 of the Act,
even if it does not reflect the policy that Sprint would
prefer.

33. The Commission therefore affirms its
finding from the NAL that the location information at
issue in the LBS program is CPNI.

118 2013 CPNI Declaratory Ruling, 28 FCC Red at 9616, para
23.

11947 U.S.C. § 153(51).
120 47 U.S.C. § 222(h)(1)(A).
12147 U.S.C. § 222(h)(1)(A).
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B. Sprint Had Fair Notice That Its LBS
Practices Were Subject to Enforce-

ment Under the Communications
Act

34. We reject Sprint’s claim that it lacked
fair notice that its practices involving customer loca-
tion information were subject to the Communications
Act and potential penalties thereunder.’?? The lan-
guage of section 222 demonstrates that customer loca-
tion information is CPNI; Sprint’s practices involving
CPNI, including customer location information, there-
fore unquestionably are regulated under the Act and
the Commission’s CPNI Rules; and Sprint’s failure to
comply with the requirements of the Act and our
rules, including the “reasonable measures” mandate
of section 64.2010, foreseeably makes the Company li-
able for a forfeiture penalty under section 503 of the
Act.

35.  Sprint argues that the NAL “violates due
process because the Commission has never previously
explained its newfound view that all location infor-
mation derived from a wireless network is CPNI, nor
has it announced any rule requiring providers to shut
down or fundamentally alter an entire line of business
within 30 days of a press report.”? Sprint’s argu-
ments are unavailing. As an initial matter, Sprint
mischaracterizes the 30-day period during which the
Commission did not assess a fine, arguing that the
Company did not have fair notice of what it describes
as a “rule requiring providers to shut down or funda-
mentally alter an entire line of business within 30

122 See NAL Response at 4, 13, 21-24
123 NAL Response at 21.
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days of a press report.?* Sprint is mistaken, as the 30-
day period cited in NAL was not a deadline for which
Sprint required fair notice, but rather a grace period
during which the Commission used its discretion and
did not assess a fine.'*

36. Sprint also argues that before the Com-
mission imposes what the Company mischaracterizes
as a “newfound view” of CPNI,2¢ the Commission
must first have “either put this language into [the reg-
ulation] itself, or at least referenced this language in
[the regulation].”?” But the Commission is not limited
to this option. When, as in this case, a carrier’s con-
duct falls within an area subject to regulation by the
Commission, it is well established that enforcement
action is a proper vehicle to adjudicate the specific
bounds of what is lawful and what is not, subject to
principles of fair notice.””® Contrary to Sprint’s

124 See NAL Response at 24.

125 However, Sprint’s existing data security practices were un-
reasonable both before and after the May 2018 article—the arti-
cle merely exposed those unreasonable practices. As such, the
Commission could have assessed a fine for every single day such
unreasonable practices were in place (both before and after the
Securus/Hutcheson disclosures)—the 30 days provided Sprint
with a grace period to either end the program or reform its prac-
tices.

126 See NAL Response at 4, 21-24.

127 Id. at 23 (quoting United States v. Chrysler Corp., 158 F.3d
1350, 1356 (D.C. Cir. 1998).

128 See, e.g., City of Arlington, Texas v. FCC, 569 U.S. 290, 307
(2013) (affirmatively stating that “Congress has unambiguously
vested the FCC with general authority to administer the Com-
munications Act through rulemaking and adjudication”);
Neustar, Inc. v. FCC, 857 F.3d 886, 894 (D.C. Cir. 2017);



209a

assertion, the Commission is not required by princi-
ples of fair notice to announce that LBS data, in par-
ticular, meets the definition of CPNI under section
222 of the Act or the Commission’s CPNI Rules before
enforcing that statute and those rules with respect to
such data.’ As the D.C. Circuit has said, “[t]he fair
notice doctrine, which is couched in terms of due pro-
cess, provides redress only if an agency’s interpreta-
tion is ‘so far from a reasonable person’s understand-
ing of the regulations that they could not have fairly
informed the regulated party of the agency’s perspec-
tive.””’® And, in general, fair notice principles require
that a regulated party be able to identify, with

Chisholm v. FCC, 538 F.2d 349, 365 (D.C. Cir. 1976) (reiterating
that “the choice whether to proceed by rulemaking or adjudica-
tion is primarily one for the agency regardless of whether the de-
cision may affect agency policy and have general prospective ap-
plication”) (citing N.L.R.B. v. Bell Aerospace Co., 416 U.S. 267,
291-95 (1974); SEC v. Chenery Corp., 332 U.S. 194, 203 (1947)
(stating that “the choice made between proceeding by general
rule or by individual, ad hoc litigation is one that lies primarily
in the informed discretion of the administrative agency”).

129 See NAL Response at 4, 21-24 (claiming that this is a new-
found view of CPNI). However, this is not a “newfound view” and,
in any event, absolute specificity is not a prerequisite for enforc-
ing a statute or regulation. See, e.g., United States v. Lachman,
387 F.3d 42, 56-57 (1st Cir. 2004) (stating the “mere fact that a
statute or regulation requires interpretation does not render it
unconstitutionally vague,” and that case law “doles] not stand for
the proposition that any ambiguity in a regulation bars punish-
ment”).

130 Mississippi Comm’n on Envtl. Quality v. EPA, 790 F.3d
138, 186 (D.C. Cir. 2015) (quoting United States v. Chrysler
Corp., 158 F.3d 1350, 1354 (D.C. Cir. 1998)); see also United
States v. Thomas, 864 F.2d 188, 195 (D.C. Cir. 1988) (“statutes
cannot, in reason, define proscribed behavior exhaustively or
with consummate precision”).
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ascertainable certainty, the standards with which the
agency expects parties to conform.™!

37. We reject Sprint’s argument that the
Commission has improperly applied the 2013 Declar-
atory Ruling in this case.’® In the 2013 Declaratory
Ruling, the Commission previously explained that it
would not “set out a comprehensive list of data ele-
ments that pertain to a telecommunications service
and satisfy the definition of CPNI and those data ele-
ments that do not.”*Thus, Sprint cannot reasonably
have assumed that the fact a given scenario had not
been expressly addressed by Commission rules and
precedent meant it fell outside the scope of CPNI and
the associated protections of section 222 and the Com-
mission’s implementing rules. To the contrary, the
Commission has stated that “implicit in section 222 is
a rebuttable presumption that information that fits
the definition of CPNI contained in section 222([h])(1)
is in fact CPNL.”** Moreover, even while declining to

131 Star Wireless, LLC v. FCC, 522 F.3d 469, 473 (D.C. Cir.
2008) (“In assessing forfeitures against regulated entities, the
Commission is required to provide adequate notice of the sub-
stance of the rule. . . . The court must consider whether by re-
viewing the regulation and other public statements issued by the
agency, a regulated party acting in good faith would be able to
identify, with ascertainable certainty, the standards with which
the agency expects parties to conform.”) (internal quotations and
citations omitted).

132 See NAL Response at 23-24.

133 2013 CPNI Declaratory Ruling, 28 FCC Red at 9617, para.
24 n.54.

134 Implementation of the Telecommunications Act of 1996:
Telecommunications Carriers’ Use of Customer Proprietary Net-
work Information and Other Customer Information, et al., Order
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comprehensively identify CPNI, including in the case
of location information, the Commission emphasized
that “location information in particular can be very
sensitive customer information.” In addition, not-
withstanding the fair notice claims it makes now,
Sprint previously asserted to the Commission that it
treated customer location information in an essen-
tially equivalent manner to CPNI.13

38.  Further, our conclusion that the location
data at issue here fall within the definition of CPNI
flows from the text of section 222 is consistent with
the Commission’s approach to interpreting that provi-
sion in prior precedent. As noted, CPNI is defined by
statute, in relevant part, to include “information that
relates to . . . the location . . . of a telecommunications

on Reconsideration and Petitions for Forbearance, 14 FCC Red
14409, 14495-96, para. 167 (1999). Although the Commission
was responding, in part, to a request for clarification from MCI
regarding “laundering” of CPNI by virtue of transfers to affili-
ated or unaffiliated entities, it was not limited just to that sce-
nario alone. See, e.g., id. at 14495, para. 166 (describing the MCI
request for clarification being addressed as, among other things,
“seekl[ing] clarification that there is a rebuttable presumption
that customer-specific information in a carrier’s files was re-
ceived on a confidential basis or through a service relationship
governed by section 222”).

135 2013 CPNI Declaratory Ruling, 28 FCC Rcd at 9617, para.
24 n.54.

136 See LLOI Response at 1, Response to Question 1. Sprint
stated that “it implements CTIA’s Best Practices and Guidelines
for LBS and requires compliance with the same in contracts re-
lated to LBS.” Id. Sprint “requires customer consent to access or
share the customer’s location information” except for certain in-
stances involving child safety and lawful demands for location
information in response to government investigation. Id.
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service.””¥ That definition further directs us to evalu-
ate whether the relevant information “is made availa-
ble to the carrier by the customer solely by virtue of
the carrier-customer relationship.”®® Our interpreta-
tion of those provisions above relies on the statutory
text, interpreted consistent with ordinary tools of stat-
utory interpretation, and is consistent with prior
Commission precedent.

39. Finally, Sprint had fair notice of its obli-
gations with respect to CPNI under section 64.2010 of
the Commission’s rules. In pertinent part, that rule
provides that “[t]lelecommunications carriers must
take reasonable measures to discover and protect
against attempts to gain unauthorized access to
CPNI.”®» Beyond “requir[ing] carriers to implement
the specific minimum requirements set forth in the
Commission’s rules,” to comply with section 64.2010,
the Commission “further expect|s] carriers to take ad-
ditional steps to protect the privacy of CPNI to the ex-
tent such additional measures are feasible for a par-
ticular carrier.”*“The Commission granted carriers
flexibility to incorporate the specific measures and
practices that are consistent with their otherwise-

18747 U.S.C. § 222(h)(1)(A); see also, e.g., 2013 CPNI Declara-
tory Ruling, 28 FCC Rcd at 9616, para. 22 n.48 (citing section
222(h)(1)(A) as “defining CPNI to include ‘information that re-
lates to the . . . location . . . of a telecommunications service sub-
scribed to by any customer of a telecommunications carrier™).

138 47 U.S.C. § 222(h)(1)(A).
13947 CFR § 64.2010(a).
140 2007 CPNI Order, 22 FCC Red at 6959, para. 64.
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existing “technological choices.”* In the 2007 CPNI
Order, the Commission also explained, for example,
that “a carrier that practices willful blindness” re-
garding unauthorized disclosure of CPNI likely
“would not be able to demonstrate that it has taken
sufficient measures” to discover and protect against
such conduct.? And in the same order, the Commis-
sion likewise identified the limitations of relying on
“contractual safeguards” to address risks once CPNI
has been disclosed outside the covered carrier.'*® Ulti-
mately, while providing guidance regarding compli-
ance with section 64.2010, the Commission also recog-
nized that it was necessary to guard against providing
bad actors “a ‘roadmap’ of how to obtain CPNI without
authorization.”* This guidance provides sufficient di-
rection for Sprint to understand its obligations under
the rule as relevant here.

40. Thus, Sprint could reasonably have as-
certained that (1) any enumeration of CPNI data ele-
ments set out by the agency was not exhaustive; (2)
the customer location information at issue would be
found to meet the definition of CPNI; and (3) Sprint
would be subject to forfeiture penalties for failing to
protect that customer location information as

141 2007 CPNI Order, 22 FCC Red at 6959-60, para. 65; see
also, e.g., id. at 6945-46, para. 34 (“we permit carriers to weigh
the benefits and burdens of particular methods of possibly de-
tecting pretexting,” which “will allow carriers to improve the se-
curity of CPNI in the most efficient manner”).

142 2007 CPNI Order, 22 FCC Red at 6946, para. 35.
143 2007 CPNI Order, 22 FCC Red at 6952-53, para. 49
144 2007 CPNI Order, 22 FCC Red at 6959-60, para. 65.
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required under section 222 and the Commission’s
CPNI Rules.

C. Sprint Failed to Take Reasonable
Steps to Protect CPNI

41.  Sprint violated section 222 of the Act and
section 64.2010 of our rules by failing to take reason-
able measures to discover and protect against at-
tempts to gain unauthorized access to its customers’
location information.** While our rules recognize that
companies cannot prevent all data breaches, the rules
require carriers to take reasonable steps to safeguard
their customers’ CPNI and discover attempts to gain
access to their customers’ CPNI. Further, as noted be-
low, where an unauthorized disclosure has occurred—
as here—the burden of production shifts to the carrier
to offer evidence that it did have reasonable measures
in place. Once the carrier offers some evidence of those
safeguards, the rebuttable presumption falls away,
and the Commission bears the burden of persuasion
and must find by a preponderance of the evidence that
the carrier’s safeguards were unreasonable in order to
find a violation of 47 CFR § 64.2010(a). Sprint con-
tends that the Securus disclosures to Hutcheson did
not constitute legal violations of section 222 for which
Sprint can be held responsible.’*¢ Sprint then claims
that it acted reasonably to protect its customers’ loca-
tion information both before and after the Securus

14547 CFR § 64.2010(a); see also 2007 CPNI Order, 22 FCC
Red at 6959, para. 64 (“We fully expect carriers to take every rea-
sonable precaution to protect the confidentiality of proprietary or
personal customer information.”).

146 See NAL Response at 20-21.
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disclosure came to light.*” Sprint also argues that the
Commission improperly shifted the burden of proving
that such protections were reasonable to Sprint.* We
find Sprint’s arguments unpersuasive.

1. Sprint’s Customer Location
Disclosures to Securus Were
Unauthorized and Violated
Section 222

42.  As an initial matter, we conclude that it
was not just disclosures to Hutcheson that were un-
authorized. Rather, Securus’s entire location-finding
service'® (as detailed in paragraphs 13-14, above) was
predicated on unauthorized disclosures. Consistent
with Sprint’s own description of events, the program
was outside the scope of not only its approved purpose,
but also beyond any agreement with either Aggrega-
tor (and thus had not been reviewed).’® Sprint con-
ceded that it was unable to distinguish location re-
quests unrelated to the authorized purpose (which in-
volved an inmate collect-calling service).’” And, to be
clear, none of the records submitted in connection
with the location-finding service evinced a consumer’s
actual opt-in consent. Therefore, every time Securus

147 See NAL Response at 17-20.
148 See NAL Response at 15-17.

149 See NAL, 35 FCC Red at 1664-65, paras. 20-21 (citing Jen-
nifer Valentino-DeVries, Service Meant to Monitor Inmates’ Calls
Could Track You, Too, N.Y. Times (May 10, 2018)
https://www.nytimes.com/2018/05/10/technology/cellphone-
tracking-law-enforcement.html).

150 See LOI Response at 8, Response to Question 8; NAL, 35
FCC Rcd at 1665, paras. 22-23.

151 See NAL, 35 FCC Red at 1665, 1683-84, paras. 22, 84.
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submitted a request for location information under
the guise of its approved purpose (a purpose that re-
quired consumer consent) and Sprint provided the re-
quested location information, a separate, unauthor-
ized disclosure occurred. Separately and inde-
pendently, there is no indication that the law enforce-
ment requests were properly reviewed by Securus, as
evidenced by the ready success of Hutcheson’s thinly
veiled ruse.’® Thus, the disclosures made to Hutche-
son were doubly unauthorized under section 222(c)(1):
first, Securus used the facade of their approved pur-
pose to hide the true purpose and destination of the
request, resulting in Sprint’s unauthorized disclosure

152 See Hutcheson Sentencing Memo at 3-4 (explaining that
after uploading documents that were blatantly not legal author-
izations, location information was immediately transmitted with
no intervening time for any documents to be reviewed for valid-
ity); NAL, 35 FCC Red at 1664-65, para. 21 (describing Hutche-
son’s uploading of documents that were blatantly not legal au-
thorizations in order to obtain location information). As the NAL
explained, “Sprint does not deny the existence of the Securus lo-
cation-finding service nor the abuse of that system by Hutche-
son.” NAL, 35 FCC Red at 1665, para. 22. Sprint likewise does
not dispute here that Hutcheson was able to access location data
by providing documents that were blatantly not legal authoriza-
tions as described in the NAL and confirmed in the Hutcheson
Sentencing Memo, and also does not provide any reason to be-
lieve that Securus (let alone Sprint) could have or would have
made that assessment before providing the location data. While
Sprint states in its NAL Response that entries in a spreadsheet
relied upon in the NAL “contain no information demonstrat-
ing . .. that any CPNI was disclosed without lawful authoriza-
tion,” NAL Response at 6, it does not elaborate on any theory of
how Sprint possibly could have obtained the authorization it was
required to obtain under section 222(c)(1) and section 64.2007(b)
of the rules under the circumstances here. We thus are unper-
suaded by that cursory assertion.
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of location information to Securus. Second, Hutcheson
likewise submitted blatantly fake requests to Securus
under the guise of law enforcement, resulting in Se-
curus’s unauthorized disclosure of location infor-
mation to Hutcheson.'s

43.  Sprint attempts to avoid this conclusion
by contending that it cannot be held responsible for
the unauthorized disclosures because “Securus and
other third-party location-based service providers can
neither be deemed ‘agent[s]’ of Legacy Sprint nor ‘per-
son[s] acting for’ Legacy Sprint within the meaning of
Section 217, at least when they misappropriate infor-
mation provided by Legacy Sprint.”"** But as the NAL
explained, “[t]o the extent that the third parties were
not acting on behalf of the carrier, the carrier itself
would have provided those third parties with access to
its customers’ CPNI without obtaining for themselves
the approval required by section 222(c)(1)—thus vio-
lating federal law.”»> Although the NAL noted that
“Sprint does not appear to argue that situation is pre-
sent here,” the totality of the record persuades us
that this is, in fact, the import of the facts and Sprint’s
arguments here.

153 See Hutcheson Sentencing Memo at 3-4 (Hutcheson “up-
loaded legally defective search warrants that either did not au-
thorize the acquisition of location data, were unsigned, or had no
connection to the targeted phone user” and in “most of these in-
stances . . . even notarized his own signature.”); see also NAL, 35
FCC Red at 1664-65, para. 21.

154 NAL Response at 20.
155 NAL, 35 FCC Red at 1673, para. 51 n.147.
156 NAL, 35 FCC Red at 1673, para. 51 n.147.
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44. In making these arguments, Sprint ap-
pears to conflate distinct obligations it is subject to un-
der section 222 of the Act and the Commission’s rules.
In particular, Sprint contends that “the NAL suggests
that Section 217 of the Act would allow it to hold Leg-
acy Sprint strictly liable for the acts of the third-party
location-based service providers, even if Legacy
Sprint’s program reasonably protected customer loca-
tion information.””” Even setting aside Sprint’s erro-
neous assumption about the reasonableness of its
safeguards, carriers’ legal duty to “take reasonable
measures to discover and protect against attempts to
gain unauthorized access to CPNI” under section
64.2010(a) of the rules is separate from the additional
restriction on unauthorized use or disclosure in sec-
tion 222(c)(1) of the Act and section 64.2007(b) of the
Commission’s rules.”™ Rather than incorporating
some kind of de minimis exception or reasonableness
standard, section 222(c)(1)’s statutory restriction on
use and disclosure is unequivocal, which is likewise
reflected in section 64.2007(b) of the Commission’s
rules.”” And as the NAL further explained, “the obli-
gation to protect CPNI falls on telecommunications
carriers; the carrier must obtain customer approval to
use, disclose, or permit someone else to access the
CPNI for any purpose not strictly related to the pur-
pose for which it was provided to the carrier.”® As the

157 NAL Response at 20.

158 47 U.S.C. § 222(c)(1); 47 CFR § 64.2007(b).

159 We note that Sprint does not contend that it literally would
not have been possible to avoid the disclosures, so our interpre-

tation does not demand the impossible of Sprint or any other car-
rier.

160 NAL, 35 FCC Red at 1672-73, para. 49.
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NAL explained, “[i]f Sprint was relying on third par-
ties to satisfy its obligations to obtain consent, then it
is as liable for those third parties’ failures as it would
be if they had been the failures of Sprint itself. If not,
then Sprint effectively granted those third parties the
capability to access the CPNI of its customers without
customer approval.”!

45.  As already noted, Sprint contends that
under the circumstances at issue here, Securus and
other third-party LBS providers are neither agents
nor persons acting for Sprint within the meaning of
section 217.1%2 Despite this contention, Sprint does not
claim that it directly obtained the required approval
from the customers whose location information it was
sharing—nor could it, given that its entire location-
based services program was premised on the LBS pro-
viders obtaining customer authorization.'s® Therefore,
consistent with the NAL, we find that the Securus dis-
closures, including those made to Hutcheson, were un-
authorized and Sprint was appropriately admonished
in relation to such disclosures.

2. Sprint’s Protection of Customer Lo-
cation Information Was Unreasona-
ble Both Before and After the Se-
curus/Hutcheson Disclosures

46. The Commission affirms the NAL and
finds that Sprint failed to take reasonable measures
to discover and protect against attempts to gain unau-
thorized access to its customers’ location information.

161 NAL, 35 FCC Red at 1674, para. 53.
162 NAL Response at 20.
163 See, e.g., NAL, 35 FCC Red at 1662-63, para. 15.



220a

As fully laid out in the NAL, the record not only shows
that Sprint did not have reasonable protections in
place prior to 2018 New York Times article detailing
the Securus/Hutcheson breaches,but also that
Sprint failed to promptly address its demonstrably in-
adequate CPNI safeguards after Securus/Hutcheson
disclosure.%

47.  Sprint attempts to excuse its unreasona-
ble practices by cataloging the steps it did take before
and after the New York Times article. As discussed in
the NAL, Sprint argues that, prior to the Securus dis-
closure, its efforts conformed to the CTIA Guidelines
for ensuring customer consent to the use of location
data.s As the NAL further explains, Sprint states
that its safeguards included various contractual, pro-
cedural, and technical safeguards.s’

48. The safeguards that Sprint had in place
before the Securus disclosure were not reasonable. As
fully explained in the NAL:

[The CTIA] guidelines focus on best practices
for notice and consent by location-based service
providers. But they do not include best prac-
tices recommendations for carriers that sell

164 See NAL, 35 FCC Red at 1674-76, paras. 55-63.
165 See NAL, 35 FCC Red at 1677-80, paras. 64-75.

166 See NAL, 35 FCC Red at 1662, 1674-75, 1676, paras. 14,
58, 62.

167 See NAL, 35 FCC Rcd at 1662-64, 1674-76, paras. 14-19,
58-63. In its NAL response, Sprint does not meaningfully elabo-
rate on those safeguards. See, e.g., NAL Response at 19 (assert-
ing that Sprint’s “short-term contracts [with the Aggregators]
contained strong measures to protect location information,” with-
out further elaboration).
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access to their customers’ location information
to location-based service providers. For exam-
ple, they do not offer guidance to carriers on
how to assure that location-based service pro-
viders comply with a contractual obligation to
access location information only after furnish-
ing proper notice and receiving customer con-
sent.168

As for the other safeguards that Sprint implemented
to protect its customers’ location information against
unauthorized access, these safeguards relied almost
entirely upon contractual agreement, passed on to lo-
cation-based service providers through an attenuated
chain of downstream contracts.’® To enforce these
safeguards, Sprint would have needed to take steps to
determine whether they were actually being followed.
Further, Sprint would have had to have a way of dis-
tinguishing between a legitimate request for customer
location information (i.e., made pursuant to valid con-
sumer consent) and an illegitimate one (e.g., the Se-
curus/Hutcheson requests absent valid customer con-
sent). Although the Commission requested that
Sprint describe its efforts to verify that LBS providers
obtained valid customer consent for related location
requests,’™ nothing that Sprint has provided shows
that it made any meaningful efforts or that it could
effectively  distinguish  between  valid and

168 NAL, 35 FCC Red at 1676, para. 62.
169 See NAL, 35 FCC Red at 1674-76, paras. 58-63.

170 See Letter of Inquiry from Kristi Thompson, Chief, Tele-
communications Consumers Division, FCC Enforcement Bu-
reau, to Maureen Cooney, Head of Privacy, Office of Privacy,
Government Affairs, Sprint Corp. at 3, Question 5.e (Sept. 13,
2018) (on file in EB-TCD-18-00027700) (LOI).
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unauthorized requests for location information. And
any further claim by Sprint that its contractual safe-
guards were effective are undermined by the inexora-
ble fact that after the Securus disclosure, Sprint was
unable to “compel Securus to cooperate with Sprint’s
investigation.”” Likewise, the shortcoming in
Sprint’s reliance on contractual protections is further
reinforced by Sprint’s inability to obtain information
from Zumigo about its relationship with MicroBilt, as
evidenced by the fact that “Zumigo ignored Sprint’s
questions.”” “Whatever a company’s justification for
denying or ignoring Sprint’s requests for information,
the refusals are further evidence of the fact that
Sprint disclosed CPNI to third parties over which it
had little or no control or authority.”"

49. Likewise, Sprint’s safeguards after the
Securus disclosure were also unreasonable. Sprint be-
came keenly aware of the inadequacy of its safeguards
after the May 2018 New York Times article, and again
after Securus’s resistance to Sprint’s subsequent in-
vestigation. Nonetheless, Sprint did not and cannot
demonstrate that its safeguards were made reasona-
ble in the months that followed the 2018 New York
Times article. In fact, rather than promptly imple-
menting reasonable safeguards, Sprint continued to
sell access to its customers’ location information

7t NAL, 35 FCC Red at 1677-78, para. 68. As the Commission
said in the NAL, “[t]he weakness of Sprint’s arguments that its
contract-based model provided reasonable protection of CPNI is
further underscored” by the fact that Sprint could not compel Se-
curus to cooperate. Id.

12 NAL, 35 FCC Red at 1677-78, para. 68.
173 NAL, 35 FCC Red at 1677-78, para. 68.
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under (for all intents and purposes) the same system
that was exploited by Securus and Hutcheson.'™

50. We reject Sprint’s attempt to dispute
that the reports of the Securus and Hutcheson
breaches should have made Sprint aware of the need
for greater safeguards.'” Sprint observes that media
reports are not always completely accurate and are
treated as inadmissible hearsay under the Federal
Rules of Evidence and likewise have at times been re-
jected as reliable evidence by the Commission.” But
whatever one might say about media reports in other
contexts, in fact Sprint did view the May 2018 New
York Times article as sufficiently reliable to call for
some response, for example, explaining that “[a]fter
reports of the Securus incident, Legacy Sprint sus-
pended location information sharing with Loca-
tionSmart on May 25, 2018, once it confirmed that
data sharing via LocationSmart with 3ClInteractive
and with Securus had occurred for an unknown and
unapproved purpose.”” Nor are we persuaded that
evidentiary standards governing admissibility in

174 See NAL, 35 FCC Red at 1677, para. 64.
175 See NAL Response at 3-4, 14-15, 17-18.
176 See NAL Response at 18.

177 NAL Response at 18-19. Likewise, Sprint found the media
reliable enough to provide sufficient grounds to act in other situ-
ations, as well. See, e.g., NAL Response at 19 (“In January 2019,
[Sprint] learned through media reports that Zumigo allegedly
worked with a company call MicroBilt as a sub-aggregator with
respect to LBS. [Sprint] could not identify any record of Zumigo
obtaining [Sprint’s] prior written consent before using MicroBilt
as a subaggregator, as it was required to do by contract. Accord-
ingly, [Sprint] demanded that information sharing with Micro-
Bilt immediately cease. . ..” (citations omitted)).
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federal court or the statutory standard required for
showings in Commission licensing proceedings should
govern whether material provides a sufficient basis
for a carrier to be on notice of vulnerabilities in its
measures to discover and protect against unauthor-
ized disclosures of CPNI."”® Nothing in the 2007 CPNI
Order that adopted section 64.2010(a) of the Commis-
sion’s rules suggests that the reasonableness stand-
ard was intended to be interpreted based on those
other legal frameworks. Indeed, newspaper articles
were among the sources of evidence relied upon by the
Commission in that proceeding.'” The case for
Sprint’s ability to ignore the May 2018 New York
Times article despite its obligations under section

178 See NAL Response at 18 (citing cases applying the Federal
Rules of Evidence and Commission licensing decisions).

179 See, e.g., Implementation of the Telecommunications Act of
1996: Telecommunications Carriers’ Use of Customer Proprietary
Network Information and Other Customer Information, Report
and Order and Further Notice of Proposed Rulemaking, 22 FCC
Red 6927, 6933-35, para. 12 & n.31 (2007) (2007 CPNI Order)
(stating that “[t]he carriers’ record on protecting CPNI demon-
strates that the Commission must take additional steps to pro-
tect customers from carriers that have failed to adequately pro-
tect CPNI,” and citing, among other things, Frank Main, Anyone
Can Buy Cell Phone Records: Online Services Raise Security Con-
cerns for Law Enforcement, Chi. Sun Times, Jan. 5, 2006, at A3;
Frank Main, Cell Call Lists Reveal Your Location: Anybody Can
Pay to Track Where You Used Phone, Chi. Sun Times, Jan. 19,
2006, at A3; and Frank Main, Blogger Buys Presidential Candi-
date’s Call List: “Nobody’s Records Are Untouchable,” as $90 Pur-
chase Online Shows, Chi. Sun-Times, January 13, 2006, at A10.);
id. at 6933-35, para. 12 & n.37 (stating that “companies have
sued dozens of people whom they accuse of fraudulently obtain-
ing phone records,” and citing, among other things, Matt Richtel
and Miguel Helft, An Industry Is Based on a Simple Masquerade,
N.Y. Times, Sept. 11, 2006, at C1).
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64.2010(a) of the rules to discover and protect against
breaches is especially weak here, where the New York
Times article was based in part on charges filed
against Hutcheson in state and federal court.s

51.  Although Sprint touts the fact that after
the May 2018 New York Times article it “suspended
location information sharing with LocationSmart on
May 25, 2018,”8! the NAL explained that Sprint “un-
dermined this step by reinstating LocationSmart (and
two of its customers) into the program” three months
later.’®> Further, cutting off some LBS providers’ ac-
cess to Sprint location information did not improve the
safeguards for consumers whose location information
could be disclosed under the location data sharing ar-
rangements that remained in place. While Sprint con-
tends that its contracts with the Aggregators after the
May 2018 New York Times article contained “strong
measures to protect location information,”® as with
Sprint’s prior reliance on contracts, such protections

180 See, e.g., Jennifer Valentino-DeVries, Service Meant to
Monitor Inmates’ Calls Could Track You, Too, N.Y. Times
(May 10, 2018), https:/www.nytimes.com/2018/05/10/technol-
ogy/cellphone-tracking-law-enforcement.html (“Thousands of
jails and prisons across the United States use a company called
Securus Technologies to provide and monitor calls to inmates.
But the former sheriff of Mississippi County, Mo., used a lesser-
known Securus service to track people’s cellphones, including
those of other officers, without court orders, according to charges
filed against him in state and federal court. . .. ”).

181 See NAL Response at 18-19. Sprint also had provided Zu-
migo 90 days’ notice of termination, but ended up renewing its
contract with that aggregator in October 2018. NAL Response at
19; NAL, 35 FCC Rcd at 1679-80,para. 74.

182 NAL, 35 FCC Red at 1677, para. 66.
183 NAL Response at 19.
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only could be meaningful if effectively enforced. As the
NAL explained, new procedures that Sprint developed
for use in conjunction with the contractual protections
“failed to address key weaknesses with Sprint’s loca-
tion-based services program, and there is little evi-
dence that Sprint actually followed through with
these policies in a way that had any meaningful im-
pact.”®* Furthermore, “the January 8, 2019, Mother-
board report on its success purchasing customer loca-
tion information that was disclosed to MicroBilt per-
fectly illustrates the vulnerability that remained in
Sprint’s aggregator program” given that Sprint’s “so-
called ‘improved’ safeguards . . . failed to (1) detect the
presence of an apparently unauthorized location-
based service provider able to submit requests via Zu-
migo or (2) prevent that entity from obtaining Sprint’s
customer location information without consent.”s
Thus, after considering all of the data security

184 NAL, 35 FCC Red at 1678-79, para. 71; see also id. at 1666,
para. 26 (discussing the measures Sprint began formalizing in
June 2018); id. at 1678, para. 69 (“Sprint failed to provide any
evidence showing that it sought to uncover other unauthorized
programs, abuses in its authorized programs, or other weak-
nesses in its oversight of access to customer location infor-
mation.”).

185 NAL, 35 FCC Red at 1679, paras. 72-73. Sprint asserts that
“there is no evidence or allegation that any location information
was improperly disclosed in relation to those [post-New York
Times article] contracts.” NAL Response at 19. But pointing to
specific unauthorized disclosures for particular, identified cus-
tomers is not the only possible grounds for finding Sprint’s pro-
cedures unreasonable. Our analysis of the merits of those proce-
dures, particularly when coupled with the MicroBilt’s access that
was unknown to Sprint and nonetheless had access to Sprint cus-
tomers’ location information starkly reveal the flaws in Sprint’s
safeguards.
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measures that Sprint implemented in response to the
Securus disclosure,’® we conclude that these
measures were inadequate.

52.  Sprint further argues that the Commis-
sion fails to appropriately account for the fact that the
LBS providers were providing “valuable services.”
We disagree. The issue here is not whether there are
any beneficial services offered by LBS providers, but
whether Sprint reasonably protected its customers’ lo-
cation information. And there is no question of the
risks that remained in Sprint’s measures after the
May 2018 New York Times article, given the subse-
quent unknown and unapproved access by MicroBilt,
as discussed in the NAL.' In any event, because of
the sensitive personal information involved, the bene-
fits of LBS must be weighed against the risks; here,
the risks were grave, particularly because Sprint did
not have a reliable way of confirming customer con-
sent. The Commission considered Sprint’s arguments,
but finds they are outweighed by these risks.

186 See NAL Response at 18-20.

187 NAL Response at 20. Sprint further asserts that Zumigo
not only was offering valuable services but “was not implicated
in the Securus incident.” NAL Response at 19. Notably, however,
Sprint’s measures were not what identified the unauthorized dis-
closures in the case of Securus and Hutcheson. Thus, in the face
of what we see as the failing in a fundamental aspect of Sprint’s
safeguards, we reject the theory that the reasonableness of those
measures in the case of Zumigo can be inferred from the fact that
even more unauthorized disclosures have not been publicly iden-
tified.

188 NAL, 35 FCC Red at 1679, paras. 72-73; see also NAL Re-
sponse at 19-20 (discussing MicroBilt’s access to Sprint custom-
ers’ location information and Sprint’s resulting decision to termi-
nate its contract with Zumigo).
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53. The NAL listed numerous steps that
could have been taken to squarely address the proven
vulnerability, up to and including deploying enhanced
measures to verify consumer consent (even directly
verifying consumer consent) and shutting down the
LBS program.'® Rather than taking definitive steps to
remedy the obvious LBS program issues, Sprint in-
stead took piecemeal steps. Moreover, the steps Sprint
took did not rectify the systemic vulnerabilities at the
heart of its LBS program—including relying on third
parties to obtain customer consent for the disclosure
of location information and failing to verify the valid-
ity of that consent.

54. Sprint’s attempts to characterize the
Commission as relying on an extreme strict liability-
type approach fall short, as well.'® Section 64.2010 of
the rules requires only reasonable measures—not per-
fect ones—but that is not enough to help Sprint here.
Contrary to Sprint’s suggestion, this is not a situation
where the Commission is relying on 20/20 hindsight
after a breach to find a violation of section 64.2010(a)
of the rules based on any shortcoming in a carrier’s
measures, no matter how small, yielding an approach
that results in strict liability contrary to the reasona-
bleness standard reflected in that rule.®* Rather, we
have carefully examined Sprint’s procedures, includ-
ing the fundamental flaws in those safeguards, such
as the shortcomings in Sprint’s reliance on

189 See NAL, 35 FCC Red at 1677-80, paras. 65-74.
190 See NAL Response at 15, 18, 20.
191 See NAL Response at 15, 18.
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contractual protections to ensure customer consent.
Our assessment under section 64.2010(a) thus is a
straightforward evaluation of reasonableness, con-
sistent with the text of the rule.

3. Sprint Bore the Burden of Pro-
duction

55. As an initial matter, the Commission
notes that for the reasons discussed above and the
analysis contained in the NAL, the preponderance of
the evidence shows that Sprint did not use reasonable
safeguards throughout the period of the violation.™
As such, while the NAL discussed Sprint’s burden of
production to demonstrate that its protection of cus-
tomer CPNI was reasonable,* that burden-shifting is
not necessary given the preponderance of the evi-
dence. Nonetheless, even if unnecessary to prove
Sprint’s violations in this matter, the NAL properly
shifted the burden of production to Sprint.

56.  First, as the NAL explained® and con-
sistent with the 2007 CPNI Order, where there is evi-
dence of an unauthorized disclosure, the Commission
will infer from that evidence that a carrier’s practices
were unreasonable unless the carrier offers evidence

192 NAL, 35 FCC Red at 1674-80, paras. 55-75; NAL Response
at 18-20.

198 See NAL, 35 FCC Red at 1674-80, paras. 55-75.

194 See NAL, 35 FCC Rcd at 1658-59, 1674, 1677, paras. 8, 56-
57, 67.

195 See NAL, 35 FCC Red at 1658-59, para. 8.
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demonstrating that its practices were reasonable. In
the NAL, the Commission found that Sprint failed to
demonstrate that its safeguards were reasonable fol-
lowing the disclosure of Securus’s unauthorized loca-
tion-finding service in May 2018.%"

57.  Sprint acknowledges that the NAL based
its approach on the 2007 CPNI Order,”® explaining
that “where an unauthorized disclosure has occurred
. . . the responsible carrier then shoulders the burden
of proving the reasonableness of its measures to pro-
tect consumer data.”® However, Sprint is incorrect
when it asserts that the 2007 CPNI Order cannot sup-
port the burden-shifting approach in cases outside of
the pretexting context.?® The 2007 CPNI Order af-
forded adequate notice of the application of burden-
shifting in this case. The order did not expressly limit
burden-shifting to the pretexting context, instead ap-
plying more broadly to unauthorized disclosures of

196 See 2007 CPNI Order, 22 FCC Red at 6959, para. 63 (noting
that where there is evidence of an unauthorized disclosure, the
Commission “will infer . . . that the carrier did not sufficiently
protect that customer’s CPNI” and that “[a] carrier then must
demonstrate that the steps it has taken to protect CPNI from
unauthorized disclosure, including the carrier’s policies and pro-
cedures, are reasonable in light of the threat posed by pretexting
and the sensitivity of the customer information at issue”).

197 See NAL, 35 FCC Red at 1674-80, paras. 55-75.

198 See NAL Response at 15-16 (citing Implementation of the
Telecommunications Act of 1996: Telecommunications Carriers’
Use of Customer Proprietary Network Information and Other
Customer Information, Report and Order and Further Notice of
Proposed Rulemaking, 22 FCC Red 6927 (2007) (2007 CPNI Or-
der)).

199 NAL, 35 FCC Red at 1674, para. 56.
200 NAL Response at 16.
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CPNI.>* The rationale applies with equal force to the
kind of disclosure at issue here, where a fundamental
issue is whether Sprint had reasonable measures to
ensure that its customers had in fact consented to the
disclosure of their CPNI. Indeed, the breach in the in-
stant case is analogous to pretexting in that it in-
volved fraud in order to obtain access to CPNI.2
Broadly, in relation to Securus’s entire unauthorized
location-finding service, Securus used the pretext that
it was requesting location information from Sprint for
its approved purpose and that it had explicit customer
opt-in consent for the disclosure. Likewise, Hutcheson
used the pretext that he had legal authorization or
consumer consent when requesting location infor-
mation from Securus.?® Therefore, applying the bur-
den-shifting to this case is appropriate even to the ex-
tent that the disclosures here could be said not to have

201 We thus reject Sprint’s claim that “the Commission is at-
tempting to expand the approach” to burden shifting under the
2007 CPNI Order “without ever having grappled with” petitions
seeking reconsideration of that aspect of the 2007 CPNI Order.
NAL Response at 19 n.50. Burden shifting here falls within the
scope of what was provide for in the 2007 CPNI Order, which was
not stayed pending action on those petitions for reconsideration.
And in any case, Sprint has availed itself of the opportunity to
contest the substantive merits of burden shifting in this enforce-
ment proceeding.

202 The breach at issue here arguably falls within the letter of
criminal pretexting. See 18 U.S.C. § 1039.

203 As explained in the NAL, “Hutcheson submitted thousands
of unauthorized location requests via the Securus service be-
tween 2014 and 2017, in some cases ‘upload[ing] entirely irrele-
vant documents including his health insurance policy, his auto
insurance policy, and pages selected from Sheriff training man-
uals” in lieu of genuine legal process.” NAL, 35 FCC Red at 1664-
65, para. 21; see also supra para. 14.



232a

been pretexting of the same form described in the
2007 CPNI Order.

58.  Second, Sprint recognizes that an evi-
dentiary presumption is valid if the circumstances
(here, a breach of CPNI) giving rise to that presump-
tion make it more likely than not that the presumed
fact (here, that CPNI safeguards were unreasonable)
exists.?* The Commission finds that the unauthorized
disclosure in this case gave rise to a rebuttable pre-
sumption that Sprint did not reasonably protect cus-
tomer location information from unlawful access.?*® As
already discussed, the entire Securus location-finding
program was based upon unauthorized disclosures.
Though the disclosures to Hutcheson were particu-
larly egregious (given they were essentially doubly
unauthorized), all of the Securus requests made un-
der the false guise of the approved purpose and
Sprint’s resultant disclosures of consumer location in-
formation were unauthorized. Sprint’s existing safe-
guards and oversight failed to notice and (absent the
New York Times article) may have never realized that
the unauthorized Securus location-finding program
existed. Nonetheless, Sprint argues that the Commis-
sion cannot use the Securus and Hutcheson breaches

204 See NAL Response at 17 n.10.

205 See 2007 CPNI Order, 22 FCC Red at 6929, 6959, paras. 3,
63. A presumption is only permissible if there is “a sound and
rational connection between the proved and inferred facts,” and
when “proof of one fact renders the existence of another fact so
probable that it is sensible and timesaving to assume the truth
of [the inferred] fact . . . until the adversary disproves it.” Chem-
ical Mfrs. Ass’n v. Department of Transp., 105 F.3d 702, 705 (D.C.
Cir. 1997) (quoting NLRB v. Curtin Matheson Scientific, Inc., 494
U.S. 775, 788-89 (1990)) (internal citation and quotation marks
removed).
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to support shifting the burden of production to Sprint
to provide evidence of the reasonableness of their post-
May 2018 security practices.?*® Specifically, Sprint as-
serts that because no provider can achieve perfection
and the appropriate measures to employ can vary by
carrier and circumstance, that undercuts the reason-
ableness of any burden shifting here.?” We disagree.

59. In the NAL, we found that Sprint appar-
ently violated section 222(c) of the Act and section
64.2007(b) of our rules in connection with its unau-
thorized disclosures of CPNI to Hutcheson.?® This is
further bolstered by the Department of Justice’s case
against Hutcheson.?® And though the Commission
opted to admonish Sprint only for the unauthorized
disclosures made to Hutcheson, it would have been
appropriate to admonish Sprint for all the disclosures
it made to Securus in relation to the unauthorized lo-
cation-finding service. In the NAL, we clearly ex-
plained that, pursuant to section 217 of the Act,*° car-
riers cannot disclaim their obligations to protect cus-
tomer CPNI by delegating those obligations to third

206 See NAL Response at 15-17.
207 See NAL Response at 16-17.

208 See NAL, 35 FCC Red at 1672-74, paras. 46-54. “The evi-
dence reflects that Hutcheson used the Securus service to obtain
the location information of Sprint customers. Sprint shared the
information with LocationSmart, which the shared it with 3Cin-
teractive, which then shared it with Securus. Id. at 1672, para.
47.

209 See, e.g., Hutcheson Sentencing Memo.
21047 U.S.C. § 217.



234a

parties.?’t We reiterate here that “Sprint is not ab-
solved from liability simply because it was not directly
responsible for operating the programs under which
unauthorized disclosures occurred.”? And as the NAL
explained, “[t]o the extent that the third parties were
not acting on behalf of the carrier, the carrier itself
would have provided those third parties with access to
its customers’ CPNI without obtaining for themselves
the approval required by section 222(c)(1)—thus vio-
lating federal law.” Further, section 222(c)(1) of the
Act** makes the responsibility for avoiding unauthor-
ized disclosures a carrier obligation and prohibits use
and disclosure except in certain narrow circum-
stances, without any reasonableness criterion. Sprint
should, therefore, be able to justify any unauthorized
disclosure. Given that multiple breaches occurred
here and that the “reasonable measures” obligation is
a continuing obligation, the Commission’s application
of an evidentiary presumption based upon the disclo-
sures involving Hutcheson and the imposition of a
burden to produce evidence of reasonable protections
during the later violations period was reasonable—
particularly because, as discussed, those safeguards
did not materially change in the interim timeframe.

211 See NAL, 35 FCC Red at 1659, para. 9. Under section 217,
“the act, omission, or failure of any officer, agent, or other person
acting for or employed by any common carrier or user, acting
within the scope of his employment, shall in every case be also

deemed to be the act, omission, or failure of such carrier or user
as well as that of the person.” 47 U.S.C § 217.

212 See NAL, 35 FCC Red at 1672-73, para. 49.
213 NAL, 35 FCC Red at 1673, para. 51 n.147.
214 47 U.S.C. § 222(c)(1).
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60. The unauthorized disclosure at issue
gave rise to a rebuttable presumption that Sprint did
not adequately protect customer information from un-
lawful access. The burden of production then shifted
to Sprint to offer evidence that it had reasonable safe-
guards in place.?

61. Rather than taking reasonable steps to
safeguard its customers’ location information after the
Securus/Hutcheson disclosures were reported,?®
Sprint placed its customers’ location information at
continuing risk of unauthorized access through its
failure to terminate its program or impose reasonable
safeguards to protect its customers’ location infor-
mation. For these reasons, we conclude that Sprint
failed in its obligation under section 222 and our rules
to have reasonable measures in place to discover and
protect against attempts to gain unauthorized access
to its customers’ CPNI.

D. The Forfeiture Amount is Lawful
and Consistent with FCC Precedent

62.  After considering the evidence in the rec-
ord, the relevant statutory factors, the Commission’s
Forfeiture Policy Statement, and the arguments ad-
vanced by Sprint in the NAL Response, we find that
Sprint is liable for a total forfeiture of $12,240,000 for

215 We note that in some instances—most notably with regard
to various reviews and investigations that implicated the LBS
program and over which Sprint asserted privilege—Sprint
claimed to have taken certain reasonable steps, but did not pro-
duce documentary evidence of those steps. See NAL, 35 FCC Red
at 1664, 1678, paras. 19, 69.

216 Many of the possible reasonable steps were enumerated in
the NAL. See NAL, 35 FCC Rcd at 1677-80, paras. 65-74.
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its violations of section 222 of the Act and section
64.2010 of the Commission’s rules.?”” As explained in
the NAL, this figure resulted from applying a base for-
feiture of $40,000 for the first day of each such viola-
tion and a $2,500 forfeiture for the second and each
successive day the violations continued (excluding the
30-day grace period granted by the Commission).?
The Commission found in the NAL that Sprint appar-
ently engaged in 11 continuing violations—one for
each ongoing relationship with a third-party LBS pro-
vider or aggregator that had access to Sprint customer
location information more than 30 days after publica-
tion of the New York Times report—and that each vi-
olation continued until Sprint terminated the corre-
sponding entity’s access to customer location infor-
mation.?® Using this methodology, the Commission
found Sprint apparently liable for a total base forfei-
ture of $6,120,000. Upon considering the nature of the
violations and the risk of harm they posed to consum-
ers, the Commission then applied a 100% upward ad-
justment to the base forfeiture amount, resulting in a
total proposed forfeiture of $12,240,000.22

63. Sprint challenges these forfeiture calcu-
lations with two principal arguments. First, Sprint ar-
gues that the NAL describes at most a single continu-
ing violation, not a separate violation for each of the

21T Any entity that is a “Small Business Concern” as defined
in the Small Business Act (Pub. L. 85-536, as amended) may
avail itself of rights set forth in that Act, including rights set
forth in 15 U.S.C. § 657, “Oversight of Regulatory Enforcement,”
in addition to other rights set forth herein.

218 NAL, 35 FCC Red at 1682, para. 80.
219 NAL, 35 FCC Rcd at 1682, para. 81.
220 NAL, 35 FCC Red at 1683-84, paras. 84-87.
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11 entities participating in Sprint’s LBS program. As
such, according to Sprint, the forfeiture exceeds the
applicable statutory maximum.?** Second, Sprint chal-
lenges the Commission’s application of a 100% up-
ward adjustment to the base forfeiture. Sprint argues
that in determining the amount of the upward adjust-
ment, the Commission impermissibly cited to the
same factors used for determining the base forfeiture
amount.??? Sprint also contends that no upward ad-
justment is warranted because it did not engage in
egregious or intentional misconduct or cause substan-
tial harm to consumers.?”® For the reasons discussed
below, we are not persuaded by any of these argu-
ments and decline to cancel or reduce the forfeiture
proposed in the NAL.

1. The Commission Reasonably Found
that Sprint Engaged in 11 Continu-
ing Violations

64. Section 503(b) of the Act authorizes the
Commission to impose a forfeiture against Sprint of
up to $204,892 for each day of a continuing violation,
up to a statutory maximum of $2,048,915 “for any sin-
gle act or failure to act.”??* The Commission found that,

21 NAL Response at 25-26.
22 NAL Response at 26.
223 NAL Response at 26-29.

24 See 47 U.S.C. § 503(b)(2)(B); 47 CFR § 1.80(b)(2). These
amounts reflect inflation adjustments to the forfeitures specified
in section 503(b)(2)(B) ($100,000 per violation or per day of a con-
tinuing violation and $1,000,000 per any single act or failure to
act). See Amendment of Section 1.80(b) of the Commission’s
Rules, Adjustment of Civil Monetary Penalties to Reflect Infla-
tion, Order, DA 19-1325 (EB 2019).
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because Sprint permitted 11 separate entities to ac-
cess its customers’ location information in the appar-
ent absence of reasonable safeguards, the Company
engaged in 11 continuing violations of section 222 of
the Act and section 64.2010 of the Commission’s rules.
Sprint challenges this methodology, arguing that
“In]one of the 11 entities included in this calculation
was accused of misappropriating data” and that to the
extent Sprint violated section 64.2010 by allowing
them to continue operating, it “did not have any rea-
son or occasion to make 11 separate decisions.”
Sprint therefore asserts that there could have been at
most one continuing violation (subject to the
$2,048,915 penalty cap) and the NAL’s finding of 11
separate continuing violations (one for each LBS pro-
vider or Aggregator) constitutes an impermissible at-
tempt to circumvent the statutory maximum.*

65. We reject this argument. Neither section
503(b) nor the forfeiture guidelines in section 1.80 of
the Commission’s rules speak to the application of the
phrase “single act or failure to act,” or otherwise to the
calculation of the number of violations, in the CPNI or
data security context.??” Moreover, in calculating a
proposed penalty under section 222, the Commission
previously applied a methodology under which a sys-
temic failure to protect customer information consti-
tuted significantly more than a single violation. In
TerraCom, the Commission stated that “[e]ach docu-
ment containing [proprietary information] that the
Companies failed to protect constitutes a separate

225 NAL Response at 25.
226 NAL Response at 26.
2747 U.S.C. § 503(b); 47 CFR § 1.80(b).
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violation for which a forfeiture may be assessed.”?®
The Commission further observed that “[e]ach unpro-
tected document constitutes a continuing violation
that occurred on each of the 81 days [until] the date
that the Companies remedied the failure . . ..” 2

66. The Commission in TerraCom elected to
ground its forfeiture calculation in the number of un-
protected documents (which it “conservatively esti-
mateled]” as more than 300,000),2° but that approach
was not mandated under section 503, section 222, or
the Commission’s rules. Similarly, in this case, the
Commission reasonably exercised its authority to find
that each unique relationship between Sprint and an
LBS provider or aggregator represented a distinct
failure to reasonably protect customer CPNI and
therefore a separate violation of section 222 of the Act
and section 64.2010 of the Commission’s rules. Each
such relationship relied upon a distinct and unique
contractual chain (from Sprint to the Aggregator, then
from the Aggregator to the LBS provider) and was
premised to involve a specific, individually-approved
“Use Case” that had been reviewed and authorized by
Sprint. Treating these separate channels for the

228 TerraCom Inc. and YourTel America, Inc., Notice of Appar-
ent Liability for Forfeiture, 29 FCC Red 13325, 13343, para. 50
(2014).

29 TerraCom, 29 FCC Red at 13343, para. 50.

20 TerraCom, 29 FCC Red at 13343, para. 52. The Commis-
sion’s investigation into apparent violations of consumer privacy
requirements in TerraCom was resolved by a consent decree in
which the companies admitted to violating sections 201(b) and
222(a) of the Act. See TerraCom, Inc. and YourTel America, Inc.,
Order and Consent Decree, 30 FCC Red 7075, 7084, para. 20 (EB
2015).
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disclosure of location information—each of which, alt-
hough unique, suffered from the same fundamental
vulnerabilities discussed in the NAL and above—as
separate violations was thus rational and properly
within the Commission’s discretion.

67. The approach taken in the NAL was not
only reasonable, it was—contrary to Sprint’s claim
that it exceeded the statutory maximum-—eminently
conservative. As described in the NAL, Sprint’s prac-
tices placed the sensitive location information of all of
its customers at unreasonable risk of unauthorized
disclosure. As such, the Commission could well have
chosen to look to the total number of Sprint subscrib-
ers when determining the number of violations (and
under that analysis, the violations presumably would
have continued until the very last LBS provider’s ac-
cess to customer location information was cut off).2
Using that methodology—and taking into account the
tens of millions consumers whose highly sensitive lo-
cation information was made vulnerable by Sprint—
would have resulted in a significantly higher forfei-
ture than what was proposed in the NAL.

68. Furthermore, even under the framework
applied in the NAL, the Commission could have calcu-
lated the proposed forfeiture based upon every single
entity with access to Sprint customer location infor-
mation up to the statutory maximum ($204,892 per

231 Although it involved a data breach—and not, as in this
case, an ongoing failure to maintain reasonable safeguards such
that customer data was placed at unreasonable risk of unauthor-
ized disclosure—7TerraCom supports applying a customer-centric
forfeiture calculation that takes into account the number of cus-
tomers whose data was inadequately protected. See TerraCom,
29 FCC Rcd at 13343, para. 50.
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day up to $2,048,915 for each and every LBS pro-
vider). That would have resulted in a far higher fine
than the approach that was taken (applying a $40,000
forfeiture for the first day of the violation and a $2,500
forfeiture for each successive day the violation contin-
ued). Instead, the Commission took a conservative ap-
proach, giving Sprint a 30-day grace period with no
fines assessed, limiting the number of continuing vio-
lations to every day that each related LBS provider
operated in the apparent absence of reasonable
measures to protect CPNI and therefore left Sprint
customers’ CPNI vulnerable to unlawful disclosure,
and assessing a far lower fine per day for the continu-
ing violations than it could have. This approach recog-
nized the Commission’s need to show that such viola-
tions are serious and ensured the proposed forfeiture
amounts act as a powerful deterrent for future fail-
ures to reasonably protect CPNI.

69. We also reject any claim that Sprint’s
due process rights were violated because it lacked fair
notice that its LBS practices would potentially make
it liable for a penalty in excess of the $2,048,915 stat-
utory maximum for a single continuing violation. Con-
sistent with our earlier discussion of Sprint’s fair no-
tice claims,?? we find that this argument lacks merit.
Customer location information is CPNI that is subject
to protection under section 222 of the Act and section
64.2010 of the Commission’s rules. Sprint knew, or
should have known, that failing to reasonably protect
CPNI carries with it significant potential penalties
that may be associated with more than one violation.
Indeed, the Commission has in the past proposed

232 See supra B.
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penalties for what could be viewed as a system-wide
violation on a more granular basis that would yield
higher penalties that would result from treating the
violation as a single continuing violation.?® Inde-
pendently, we observe that the penalties at issue here
are governed by section 503 of the Act, with which we
fully comply in our decision.?** As the D.C. Circuit has
recognized, where a statute specifies maximum pen-
alties, the statute itself provides fair notice of all pen-
alties within that limit.»

2. The Upward Adjustment is Permis-
sible and Warranted

70. Sprint argues that the Commission
failed to properly justify the 100% upward adjustment
to the forfeiture amount proposed in the NAL. Sprint
contends that certain upward adjustment factors cited
in the NAL—the duration of the violation and the risk
of harm it posed to consumers—were already consid-
ered in setting the base forfeiture amount and there-
fore constitute arbitrary double counting.?*¢ Sprint
also asserts that no upward adjustment is warranted
because it did not engage in egregious or intentional
misconduct or cause substantial harm to consumers.?’

233 See, e.g., TerraCom, 29 FCC Recd at 13343, paras. 51-52.
23147 U.S.C. § 503.

25 Pharon v. Bd. of Gov. of the Fed. Reserve, 135 F.3d 148, 157
(D.C. Cir. 1998) (applying BMW of North Am. v. Gore, 517 U.S.
559 (1996), to a penalty assessed by the Board and concluding
that the relevant statutory maximum penalty provisions pro-
vided adequate notice).

236 NAL Response at 26.
7 NAL Response at 26-29.
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71. Wereject these arguments and maintain
the 100% upward adjustment proposed in the NAL.
With regard to the upward adjustment, section 503 of
the Act requires the Commission to “. . . take into ac-
count the nature, circumstances, extent, and gravity
of the violation and, with respect to the violator, the
degree of culpability, any history of prior offenses,
ability to pay, and such other matters as justice may
require.”® The plain language of the statute provides
the Commission with broad discretion to assess pro-
posed penalties based on the statutory factors, up to
the statutory maximum. Moreover, section 1.80 of the
Commission’s rules provides a list of possible factors
the Commission may use when making a determina-
tion to adjust upward or adjust downward the base
forfeiture.?®® These factors include, importantly, “egre-
gious misconduct,” “substantial harm,” “repeated or
continuous violation,” and “ability to pay/relative dis-
incentive,” among others.>

72. The Commission weighed these factors
when making the determination that the base forfei-
ture in this case merited a substantial upward adjust-
ment. Sprint’s conduct was egregious; the NAL de-
tailed how Sprint apparently did not review third-
party proposals for using its customer location infor-
mation, did not review customer consent records, and
did not exercise its right to audit the Aggregators.?
Further, revelations in the press about Securus’ hid-
den location information program led to a public

23847 U.S.C. § 503(b).

23947 CFR § 1.80(b)(10), Table 3.

240 Id'

241 NAL, 35 FCC Red at 1683-84, para. 84.
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outcry and prompted inquiries from members of Con-
gress concerned about carriers’ apparent lack of con-
trol over highly sensitive location information.?** Its
failure to adequately protect CPNI for a protracted
amount of time caused substantial harm by making it
possible for “malicious persons to identify the exact lo-
cations of Sprint subscribers who belong to law en-
forcement, military, government, or other highly sen-
sitive positions—thereby threatening national secu-
rity and public safety”—a threat illustrated by reports
that Hutcheson used location information to obtain

242 See e.g., Letter from Sen. Ronald L. Wyden, Senator, U.S
Senate, et al., to Joseph J. Simons, Chairman, Federal Trade
Commission, and Ajit Pai, Chairman, Federal Communications
Commission (Jan. 24, 2019) (on file in EBTCD-18-00027704)
(this letter was signed by 15 United States senators); Letter from
Rep. Frank J. Pallone, Jr., Chairman, U.S. House of Represent-
atives Committee on Energy and Commerce, to Ajit Pai, Chair-
man, Federal Communications Commission (Jan. 11. 2019) (on
file in EB-TCD-18-00027704); Maria Dinzeo, Class Claims AT&T
Sold Their Real-Time Locations to Bounty Hunters, Courthouse
News Service (July 16, 2019), https://www.courthouse-
news.com/class-claims-att-sold-their-real-time-locations-to-
bounty-hunters/; Brian Barrett, A Location-Sharing Disaster
Shows How Exposed You Really Are, Wired (May 19, 2018),
https://www.wired.com/story/locationsmart-securus-location-
data-privacy/; Press Release, New America’s Open Technology
Institute, Privacy Advocates Call on FCC to Hold Wireless Carri-
ers Accountable for Selling Customer Location Information to
Third  Parties  Without Consent (June 14, 2019),
https://www.newamerica.org/oti/pressreleases/privacy-advo-
cates-call-fec-hold-wireless-carriers-accountable-selling-cus-
tomer-location-information-thirdparties-without-consent/ (an-
nouncing that New America’s Open Technology Institute, the
Center on Privacy & Technology at Georgetown Law, and Free
Press had filed a complaint with the FCC regarding the sale and
disclosure of customer location information by Sprint, AT&T, T-
Mobile, and Verizon).
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the precise location of multiple Missouri State High-
way Patrol officers on numerous occasions.?*® The vio-
lations were continuous over an extended period of
time and repeated with two Aggregators and multiple
LBS providers. Finally, the Commission took into ac-
count Sprint’s status as a major telecommunications
provider to determine what penalty, when applied,
would adequately provide Sprint with the necessary
disincentive to engage in similar conduct again in the
future. These considerations, taken into account as
the Commission lawfully exercised its statutory au-
thority to weigh the relevant factors, justify the re-
sulting upward adjustment. Sprint’s arguments to the
contrary do not defeat Congress’s decision to grant the
Commission the power to weigh the factors and make
such adjustments “as justice may require.”* Nor do
Sprint’s arguments persuade us that the 100% up-
ward adjustment, which is in line with upward adjust-
ments in other cases involving consumer harms,®
was unwarranted.

243 NAL, 35 FCC Rcd at 1684, para. 85.
24447 U.S.C. § 503(b).

245 See, e.g., Scott Rhodes, Forfeiture Order, 36 FCC Red 705,
728, para. 54 (2021) (upward adjustment equaling 100% of base
forfeiture amount on robocaller/spoofer who made targeted ro-
bocalls designed to harass victims); John C. Spiller, et al., Forfei-
ture Order, 36 FCC Red 6225, 6257, para. 59 (2021) (upward ad-
justment equaling 50% of base forfeiture amount imposed on ro-
bocaller who engaged in illegal spoofing for robocall telemarket-
ing activities); Adrian Abramovich, Forfeiture Order, 33 FCC
Red 4663, 4671, para. 25, 4674, para. 33 (2018) (upward adjust-
ment equaling 50% of base forfeiture amount imposed on ro-
bocaller who engaged in illegal spoofing for robocall telemarket-
ing activities).
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E. Section 503(b) Is Employed Here
Consistent With the Constitution

73. We reject Sprint’s supplemental consti-
tutional objections that: (1) the FCC combines inves-
tigatory, prosecutorial, and adjudicative roles in vio-
lation of constitutional due process and separation of
powers requirements;>6(2) the issuance of a forfeiture
order by the Commission would violate Article III and
the Seventh Amendment;*” and (3) the Commission’s
ability to choose a procedural approach to enforce-
ment under section 503(b) of the Act is an unconstitu-
tional delegation of legislative power.?*® Sprint’s argu-
ments are premised on misunderstandings regarding
the relevant statutory framework, the nature of the
Commission’s actions, and relevant precedent.

74. As a threshold matter, Sprint neglects
key aspects of the statutorily-mandated enforcement
process applicable here. Pursuant to section 504 of the
Act, after the Commission issues a forfeiture order,
Sprint is entitled to a trial de novo in federal district
court before it can be required to pay the forfeiture.>*

246 Letter from Helgi C. Walker and Russell B. Balikian, coun-
sel to T-Mobile/Sprint, to Michael Epshteyn and Rosemary Ca-
bral,, Enforcement Bureau, FCC, EB-TCD-18-00027702 and EB-
TCD-18-00027700, at 2-3 (filed June 22, 2023) (T-Mobile/Sprint
June 22, 2023 Supplemental NAL Response).

247 T-Mobile/Sprint June 22, 2023 Supplemental NAL Re-
sponse at 2.

248 T-Mobile/Sprint June 22, 2023 Supplemental NAL Re-
sponse at 3-4.

2947 U.S.C. § 504(a); see also, e.g., Ill. Citizens Comm. for
Broadcasting v. FCC, 515 F.2d 397, 405 (D.C. Cir. 1974) (noting
that “a jury trial was available” in an action to collect a
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Sprint’s objection to the combination of investigatory,
prosecutorial, and adjudicative roles in the FCC ig-
nores that statutory entitlement to a trial de novo in
federal district court to ultimately adjudicate its obli-
gation to pay a forfeiture.?® Likewise, Sprint’s claim
that a forfeiture order issued under section 503(b) of
the Act does not provide it a decision by an Article III
court, including via a trial by jury, ignores Sprint’s
statutory right to a trial de novo before it can be re-
quired to pay the forfeiture.?' The statutory right to a
trial de novo provided for by section 504 of the Act is
itself sufficient grounds to reject those two constitu-
tional claims.

forfeiture). That Sprint theoretically might elect to pay the for-
feiture voluntarily does not diminish its statutory right to a trial
de novo in federal district court.

250 See, e.g., Concrete Pipe & Prods. of Cal. v. Construction
Lab. Pension Trust for S. Cal., 508 U.S. 602, 618 (1993) (“Where
an initial determination is made by a party acting in an enforce-
ment capacity, due process may be satisfied by providing for a
neutral adjudicator to ‘conduct a de novo review of all factual and
legal issues.™).

%1 Cf. Executive Benefits Insurance Agency v. Arkinson, 573
U.S. 25, 38-40 (2014) (where a claim raised before a bankruptcy
court implicates the judicial power under Article III of the con-
stitution, the bankruptcy court can make proposed findings of
fact and conclusions of law for de novo review by a federal district
court, and even if a bankruptcy court adjudicates such a claim
itself, de novo review of that decision by a federal district court
resolved any Article IIT concern); Crowell v. Benson, 285 U.S. 22,
50-65 (1932) (even in the case of private rights, an agency can
make factual findings and render an initial decision of law sub-
ject to de novo review of issues of jurisdictional fact and of law in
an Article III court).
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75. Independently, there are sufficient
grounds to reject Sprint’s arguments for other rea-
sons, as well. We discuss each of these in turn below.

76. Combination of Functions. With respect
to Sprint’s claimed due process violation,??> Sprint
fails to demonstrate sufficient grounds for concluding
that a combination of functions in the of base forfei-
ture amount imposed on robocaller who engaged in il-
legal spoofing for robocall telemarketing activities);
Adrian Abramovich, Forfeiture Order, 33 FCC Red
4663, 4671, para. 25, 4674, para. 33 (2018) (upward
adjustment equaling 50% Commission’s enforcement
process here renders it constitutionally suspect, even
apart from Sprint’s failure to account for the trial de
novo under section 504 of the Act. It is true that “a
‘fair trial in a fair tribunal is a basic requirement of
due process,” but objections in that regard premised
on the combination of functions in an agency “must
overcome a presumption of honesty and integrity in
those serving as adjudicators.”?To overcome that

%2 T-Mobile/Sprint June 22, 2023 Supplemental NAL Re-
sponse at 2-3. Sprint contends that the combination of functions
in the FCC “violates due process and the separation of powers
under the circumstances presented in this case,” T-Mobile/Sprint
June 22, 2023 Supplemental NAL Response at 2, but does not
develop the separation of powers argument or explain why the
combination of functions in the Commission violates existing
separation of powers precedent. Consequently, we do not find
that a basis to alter our approach in this forfeiture order, and
instead focus on those arguments that Sprint does develop.

%3 Withrow v. Larkin, 421 U.S. 35, 46, 47 (1975); see also, e.g.,
id. at 47-48 (discussing FTC v. Cement Institute, 333 U.S. 683
(1948), where the Court found no due process violation based on
the adjudicators’ prior investigations, including stated opinions
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presumption requires “a showing of conflict of interest
or some other specific reason for disqualification.”?*

77. Sprint fails to demonstrate a concern
specific to the Commission’s forfeiture order here suf-
ficient to overcome the presumption of honesty and in-
tegrity. Insofar as Sprint notes the existence of pend-
ing due process claims premised on the combination
of functions involving another agency, we are not per-
suaded to treat those still-pending unadjudicated

about the legality of certain pricing systems, because “[t]he fact
that the Commission had entertained such views as the result of
its prior ex parte investigations did not necessarily mean that
the minds of its members were irrevocably closed on the subject
of the respondents’ basing point practice” and in the adjudication
at issue “members of the cement industry were legally author-
ized participants in the hearings” and submit evidence and argu-
ments in defense of their positions); In re Zdravkovich, 634 F.3d
574, 579 (D.C. Cir. 2011) (“In Withrow v. Larkin, the Supreme
Court expressly rejected the claim that due process is violated
where ‘[t]he initial charge or determination of probable cause
and the ultimate adjudication’ are made by the same agency.”);
Ethicon Endo- Surgery v. Covidien, 812 F.3d 1023, 1029-30 (Fed.
Cir. 2016) (observing that “[l]Jower courts have also rejected due
process challenges to systems of adjudication combining func-
tions in an agency,” and collecting illustrative cases).

To the extent that Sprint argues that the Supreme Court’s
decision in “Withrow is ripe for overruling,” TMobile/Sprint June
22, 2023 Supplemental NAL Response at 3, doing so would be a
matter for the Supreme Court itself, and we are not persuaded
to chart a different approach on our own.

254 Schweiker v. McClure, 456 U.S. 188, 195 (1982); see also,
e.g., Caperton v. A.T. Massey Coal, 556 U.S. 868,881 (2009) (the
due process inquiry is “whether the average judge in his position
is ‘likely’ to be neutral, or whether there is an unconstitutional
‘potential for bias™).
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arguments as warranting the conclusion that there is
a genuine due process concern here.?

78.  Sprint also expresses concern that “the
Commission performed its own investigations of al-
leged violations of the Communications Act (based on
newspaper articles), prosecuted them by issuing
NALs, and plans to resolve any challenges to these
NALs itself by imposing forfeitures directly.””¢ But
these broad-brush objections do not identify specific
reasons that a reasonable adjudicator in the Commis-
sion’s position would be biased in this proceeding—
certainly not one sufficient to overcome the back-
ground presumption of honesty and integrity on the
part of agency adjudicators. To the contrary, finding a
due process violation based simply on those concerns
would, in large part, turn that background presump-
tion on its head by a requiring a presumption of bias
whenever the Commission issued an NAL. Such an
understanding would be at odds with the range of sce-
narios where courts have found no due process con-
cerns with adjudication by individuals despite earlier
involvement in a matter.?’

255 See T-Mobile/Sprint June 22, 2023 Supplemental NAL Re-
sponse at 2 (citing the pending constitutional challenge involving
the FTC underlying Axon Enterprise v. FTC, 143 S. Ct. 890
(2023)).

256 T-Mobile/Sprint June 22, 2023 Supplemental NAL Re-
sponse at 3.

%7 For example, the Supreme Court in Withrow v. Larkin ob-
served that “judges frequently try the same case more than once
and decide identical issues each time, although these issues in-
volve questions both of law and fact,” and “the Federal Trade
Commission cannot possibly be under stronger constitutional
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79. Nor do the “[s]pecial facts and circum-
stances” that Sprint alleges are present persuade us
that due process concerns are present here.?® Sprint
criticizes the magnitude of the proposed forfeiture and
the methodology used to calculate them as reflecting
a “break from precedent and policy,” that “reflects an-
imosity toward the parties and an unwillingness to
neutrally consider the legal and factual arguments
that [Sprint] raised.”” The potential to adopt forfei-
tures—even substantial forfeitures—that would be
paid into the U.S. Treasury does not create a risk of
financial bias on the part of reasonable adjudicators
in the Commission’s position.2®® We also are not

compulsions in this respect than a court,” noting also that “a
hearing examiner who has recommended findings of fact after
rejecting certain evidence as not being probative was not disqual-
ified to preside at further hearings that were required when re-
viewing courts held that the evidence had been erroneously ex-
cluded.” Withrow v. Larkin, 421 U.S. at 48-49 (internal quotation
marks omitted). The Court’s willingness to accept continued ad-
judicator participation even where final—not merely prelimi-
nary—decisions previously had been made by the adjudicators
strongly supports our analysis here.

258 T-Mobile/Sprint June 22, 2023 Supplemental NAL Re-
sponse at 3.

29 T-Mobile/Sprint June 22, 2023 Supplemental NAL Re-
sponse at 3.

260 See, e.g., Ward v. Village of Monroeville, 409 U.S. 57, 59-61
(1972) (“[TIhe test is whether the [decisionmaker’s] situation is
one ‘which would offer a possible temptation to the average man
as a judge to forget the burden of proof required to convict the
defendant, or which might lead him not to hold the balance nice,
clear, and true between the state and the accused . . . ,” and due
process was violated where a mayor acted as an adjudicator and
also obtained a portion of the fees and costs he imposed in that
role, whereas due process was not violated where a mayor acted



252a

persuaded that the Commission’s decision to issue an
NAL proposing even a significant forfeiture is likely
to create the risk of bias in the Commission’s subse-
quent decision regarding a forfeiture order. Although
the Supreme Court has stated in the context of crimi-
nal prosecutions that “there is an impermissible risk
of actual bias when a judge earlier had significant,
personal involvement as a prosecutor in a critical de-
cision regarding the defendant’s case,” we find even a
significant proposed forfeiture materially distinguish-
able from the imposition of criminal penalties—par-
ticularly the death penalty.?' For example, we are not
persuaded that the Commission’s decision to propose
a forfeiture in an NAL creates the same degree of risk
of an adjudicator becoming “psychologically wedded”
to that proposal as in the case of a prosecutor’s deci-
sion to authorize prosecutors to seek the death pen-
alty, nor does Sprint provide evidence that is the case
here.?> We also do not find that the NAL-initiated en-
forcement process presents the risk of adjudicators
acting on the basis of extra-record information or

as an adjudicator but “the Mayor’s relationship to the finances
and financial policy of the city was too remote to warrant a pre-
sumption of bias toward conviction in prosecutions before him as
judge.”); Brucker v. City of Doraville, 38 F.4th 876, 884 (11th Cir.
2022) (“The fact that a judge works for a government, which gets
a significant portion of its revenues from fines and fees, is not
enough to establish an unconstitutional risk of bias on the part
of the judge.”).

%1 Williams v. Pennsylvania, 579 U.S. 1, 8 (2016) (finding a
due process violation where the judge previously had been in-

volved as a prosecutor in authorizing the prosecution to seek the
death penalty).

262 See Williams v. Pennsylvania, 579 U.S. at 9 (identifying
this concern in the case of a prosecutor that authorized the pros-
ecution to seek the death penalty).
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impressions of the respondent that the Court found of
concern in the case of a criminal prosecutor then serv-
ing as a judge.?? In particular, section 503(b) requires
a Commission NAL to “set forth the nature of the act
or omission charged . . . and the facts upon which such
charge is based,”** and Sprint has not identified con-
cerns about the decision here being premised on extra-
record evidence obtained by the Commission or com-
missioners in the development of the NAL.

80. Instead, the “[s]pecial facts and circum-
stances” raised by Sprint amount to little more than
differences of opinion regarding legal interpretations
or the gravity of the violations.?> We are not per-
suaded that such differences of opinion—which can
arise in virtually every Commission enforcement ac-
tion—inherently provide any reason to question the
Commission’s neutrality as an adjudicator. The main
thrust of Sprint’s argument seems to be that “the pen-
alties would be among the largest in the Commission’s
history and impose penalty amounts typically re-
served for fraud or deliberate misconduct” in what
Sprint characterizes as a “break from precedent and

263 See Williams v. Pennsylvania, 579 U.S. at 9-10 (identifying
this concern in the case of a prosecutor that authorized the pros-
ecution to seek the death penalty and also citing In re Murchison,
349 U.S. 133, 138 (1955), which involved an individual acting in
the role of both a grand jury and judge where similar concerns
arose); see also, e.g., Withrow v. Larkin, 421 U.S. at 54 (explain-
ing that “Murchison has not been understood to stand for the
broad rule that the members of an administrative agency may
not investigate the facts, institute proceedings, and then make
the necessary adjudications”).

264 47 U.S.C. § 503(b)(4).

265 T-Mobile/Sprint June 22, 2023 Supplemental NAL Re-
sponse at 3
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policy.” But Sprint provides no basis to expect that
only fraud or deliberate misconduct can justify penal-
ties of the magnitude at issue here, and we already
have explained our rationale for both the methodology
for calculating the forfeiture and its ultimate magni-
tude.?” Both the Communications Act and Commis-
sion rules direct the agency, when deciding on a for-
feiture amount, to “take into account the nature, cir-
cumstances, extent, and gravity of the violation and,
with respect to the violator, the degree of culpability,
any history of prior offenses, ability to pay, and such
other matters as justice may require,” and that is pre-
cisely what the Commission did here.?s® It is not sur-
prising that the private company that potentially will
be subject to a forfeiture might assess the nature and
gravity of its violations differently than the Commis-
sion, but those differing views are not grounds for
finding a likelihood of bias on the part of the Commis-
sion. We thus reject Sprint’s claims of a due process
violation through our implementation of the section
503(b) NAL-based process here.

81. Trial By Jury. We also reject Sprint’s
contention that adjudication of the violations at issue
here may not constitutionally be assigned to a federal
agency.”® The Seventh Amendment preserves “the
right of trial by jury” in “[s]uits at common law, where
the value in controversy shall exceed twenty

266 T-Mobile/Sprint June 22, 2023 Supplemental NAL Re-
sponse at 3.

267 See supra Section II1.D.
268 47 U.S.C. § 503(b)(2)(E); 47 CFR § 1.80(b)(10).

269 T-Mobile/Sprint June 22, 2023 Supplemental NAL Re-
sponse at 2.
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dollars,™™ but the Seventh Amendment applies only
to suits litigated in Article III courts, not to adminis-
trative adjudications conducted by federal agencies.?”
In determining whether an adjudication involves an
exercise of judicial power vested in the federal courts
under Article III of the constitution, the Supreme
Court has distinguished between “public rights” and
“private rights.””? Congress has broad authority to
“assign adjudication of public rights to entities other
than Article III courts.”” Examples of “public rights”
litigation involving “cases in which the Government
sues in its sovereign capacity to enforce public rights
created by statutes within the power of Congress to
enact” include enforcement of federal workplace
safety requirements,?”* “adjudicating violations of the
customs and immigration laws and assessing penal-
ties based thereon,”" adjudicating “whether an unfair
labor practice had been committed and of ordering
backpay where appropriate,”” and the grant or recon-
sideration of a grant of a patent.?”” That precedent con-
firms the constitutionality validity of FCC adjudica-
tion of violations of the Communications Act, even

210 U.S. Const. amend. VII.

211 See, e.g., Oil States Energy Services v. Greene’s Energy
Group, 138 S. Ct. 1365, 1379 (2018); Atlas Roofing Co. v. Occu-
pational Safety & Health Review Commission, 430 U.S. 442, 455
(1977).

212 0il States, 138 S. Ct. at 1373 (citation omitted).
273 Id

214 Atlas Roofing, 430 U.S. at 450, 461

25 Id. at 451.

216 Id. at 453.

217 Oil States, 138 S. Ct. at 1373.
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setting aside the reality that Sprint does, in fact, have
the right of a trial de novo under section 504 of the Act
here. Through section 222 of the Communications Act,
Congress “created new statutory obligations™” de-
signed to protect consumer privacy even as the com-
munications marketplace became more open to com-
petition,*” analogous to those previously identified as
involving public rights. Congress further “provided for
civil penalties” for violations of those obligations, and
constitutionally could entrust to the Commission “the
function of deciding whether a violation has in fact oc-
curred” when deciding whether to issue a forfeiture
order, bringing it well within the “public rights”
framework of existing Supreme Court precedent.?®

82. Relying principally on the Supreme
Court’s decision in Tull v. United States and the Fifth
Circuit’s decision in Jarkesy, Sprint contends that the
forfeiture at issue here should fall within the “private
rights” framework—requiring adjudication in an Arti-
cle III court, with the right to a trial by jury—Dbecause
the violations allegedly are analogous to a common

218 Atlas Roofing, 430 U.S. at 450.

21 See, e.g., Implementation of the Telecommunications Act of
1996: Telecommunications Carriers’ Use of Customer Proprietary
Network Information and Other Customer Information, Second
Report and Order and Further Notice of Proposed Rulemaking,
13 FCC Red 8061, 8064, para 1 (1998) (“Congress recognized, . . .
that the new competitive market forces and technology ushered
in by the 1996 Act had the potential to threaten consumer pri-
vacy interests. Congress, therefore, enacted section 222 to pre-
vent consumer privacy protections from being inadvertently
swept away along with the prior limits on competition.”).

280 Atlas Roofing, 430 U.S. at 450.
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law action in debt.?' In Tull, the government was pur-
suing a claim in federal district court seeking penal-
ties and an injunction under the Clean Water Act and
the district court had denied the defendant’s request
for a jury trial.?? But as the Supreme Court also has
made clear, Congress can assign matters involving
public rights to adjudication by an administrative
agency “even if the Seventh Amendment would have
required a jury where the adjudication of those rights
is assigned to a federal court of law instead.”” Thus,
Tull does not address the question of whether Con-
gress can assign the adjudication of a given matter to
an administrative agency—it speaks only to the Sev-
enth Amendment implications of a matter that is as-
signed to an Article III court. To the extent that the
Fifth Circuit in Jarkesy treated Tull as standing for
the proposition that causes of action analogous to com-
mon-law claims would, as a general matter, need to be
adjudicated in Article III courts with a right to trial

1 T-Mobile/Sprint June 22, 2023 Supplemental NAL Re-
sponse at 2 (citing Tull v. United States, 481 U.S. 412 (1987) and
Jarkesy v. SEC, 34 F.4th 446 (5th Cir. 2022)). Sprint also cites
Justice Thomas’ concurrence in Axon. Id. (citing Axon, 143 S. Ct.
at 911 (Thomas, J., concurring)). However, as relevant here, Jus-
tice Thomas was critiquing existing Supreme Court precedent
insofar as it had allowed agency adjudication subject to only def-
erential appellate court review. Axon, 143 S. Ct. at 906-09
(Thomas, J., concurring). We are not persuaded to alter our anal-
ysis based on one Justice’s non-controlling opinion, and we there-
fore continue to apply existing Supreme Court precedent as it
bears on our analysis here.

2 Tull, 481 U.S. at 414-15.
283 Atlas Roofing, 430 U.S. at 455.
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by jury, we are unpersuaded.?* As the Supreme Court
has held in a post-Tull decision, “Congress may fash-
ion causes of action that are closely analogous to com-
mon-law claims and place them beyond the ambit of
the Seventh Amendment by assigning their resolution
to a forum in which jury trials are unavailable.”> We

284 Sprint also cites Burgess v. FDIC, but in pertinent part
that district court decision simply applied the binding circuit
precedent of Jarkesy. T-Mobile/Sprint June 22, 2023 Supple-
mental NAL Response at 2 (citing Burgess v. FDIC, 2022 WL
17173893, at ¥10-11 (N.D. Tex. Nov. 6, 2022)).

285 Granfinanciera v. Nordberg, 492 U.S. 33, 52 (1989) (em-
phasis omitted). We also are unpersuaded by the Fifth Circuit’s
decision in Jarkesy insofar as it interpreted Granfinanciera as
establishing an additional prerequisite for a public right—
namely, “when Congress passes a statute under its constitu-
tional authority that creates a right so closely integrated with a
comprehensive regulatory scheme that the right is appropriate
for agency resolution.” Jarkesy, 34 F.4th at 453. But Granfinan-
ciera involved a dispute between two private parties, rather than
an enforcement action commenced by the government. Granfi-
nanciera, 492 U.S. at 51. The Granfinanciera Court explained
that it had previously applied the public-rights doctrine to sus-
tain “administrative factfinding” in cases “where the Govern-
ment is involved in its sovereign capacity,” but the Court distin-
guished such cases from “[w]holly private” disputes. Id. (citation
omitted). It was in the context of private disputes—i.e., “in cases
not involving the Federal Government”—where the Court con-
sidered whether Congress “has created a seemingly ‘private’
right that is so closely integrated into a public regulatory scheme
as to be a matter appropriate for agency resolution.” Granfinan-
ciera, 492 U.S. at 54. The Fifth Circuit in Jarkesy thus took that
holding out of context when it applied it to claims where (as here)
the government is involved in its sovereign capacity.
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thus are unpersuaded by Sprint’s reliance on Tull and
Jarkesy .

83. Nondelegation. Finally, contrary to
Sprint’s contention,?®” the choice of enforcement pro-
cesses in section 503(b) of the Act does not constitute
an unconstitutional delegation of legislative power.
Section 503(b)(3) and (4) of the Act gives the Commis-
sion a choice of two procedural paths when pursuing
forfeitures: either the NAL-based path most com-
monly employed by the Commission—which we have
used here—or a formal adjudication in accordance
with section 554 of the Administrative Procedure Act
before the Commission or an administrative law
judge.?®® Contrary to Sprint’s suggestion, this choice
involves the exercise not of legislative power but of ex-
ecutive power. The choice of enforcement process re-
flected in section 503(b) does not require the Commis-
sion to establish general rules governing private con-
duct of the sort that might implicate potential con-
cerns about unauthorized lawmaking, but instead in-
volves the exercise of enforcement discretion that is a
classic executive power.?®

286 The government has petitioned for certiorari in the Jarkesy
case. Petition for a Writ of Certiorari, SEC v. Jarkesy, No. 22-859
(filed Mar. 8, 2023).

7 T-Mobile/Sprint June 22, 2023 Supplemental NAL Re-
sponse at 3-4.

2847 U.S.C. § 503(b)(3), (4).

289 See, e.g., TransUnion LLC v. Ramirez, 141 S. Ct. 2190,
2207 (2021) (“[TThe choice of how to prioritize and how aggres-
sively to pursue legal actions against defendants who violate the

law falls within the discretion of the Executive Branch.”); cf.
Heckler v. Chaney, 470 U.S. 821, 832 (1985) (noting that a federal
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84. We also are unpersuaded by Sprint’s re-
liance on the Fifth Circuit decision in Jarkesy to sup-
port its nondelegation concerns. In addition to ques-
tions about the merits of the Fifth Circuit’s approach
in that regard,*® even on its own terms, Jarkesy in-
volved a scenario where the court found that “Con-
gress offered no guidance whatsoever” regarding the
statutory decision at issue.?! That is not the case here,
however. Although section 503(b) alone does not ex-
pressly provide guidance regarding the choice of en-
forcement process, section 4(j) of the Act directs as a
general matter that “[tlhe Commission may conduct
its proceedings in such manner as will best conduce to
the proper dispatch of business and to the ends of jus-
tice.””? Nothing in section 503(b) precludes the ap-
plicability of these considerations to guide the Com-
mission’s choice of enforcement process there, and the
Commission has interpreted section 4(j) as informing

prosecutor’s decision not to indict a particular defendant “has
long been regarded as the special province of the Executive
Branch, inasmuch as it is the Executive who is charged by the
Constitution to ‘take Care that the Laws be faithfully executed™)
(citation omitted); United States v. Batchelder, 442 U.S. 114, 121,
124, 126 (1979) (no violation of the nondelegation doctrine when
Congress enacted two criminal statutes with “different penalties
for essentially the same conduct” and gave prosecutors “discre-
tion to choose between” the two statutes given that Congress had
“informed the courts, prosecutors, and defendants of the permis-
sible punishment alternatives available under each [statute],”
and thereby “fulfilled its duty”).

290 As discussed above, Supreme Court precedent supports our
contrary analysis here, and as previously noted, the government
has petitioned for certiorari in the Jarkesy case. See supra note
285.

®1 Jarkesy, 34 F.4th at 462.
29247 U.S.C. § 154().
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its decision regarding the procedural protections re-
quired in adjudicatory proceedings in other contexts
in the past.?® The circumstances here therefore are
distinct from those in Jarkesy where “Congress of-
fered no guidance whatsoever.”?*

IV. CONCLUSION

85. Based on the record before us and in
light of the applicable statutory factors, we conclude
that Sprint willfully and repeatedly violated section
222 of the Act*” as well as section 64.2010 of the Com-
mission’s rules®*® by disclosing its customers’ location
information, without their consent, to a third party
who was not authorized to receive it and for failing to
take reasonable steps to protect its customers’ loca-
tion information. We decline to withdraw the Admon-
ishment or to cancel or reduce the $12,240,000 forfei-
ture proposed in the NAL.

V. ORDERING CLAUSES

86. Accordingly, IT IS ORDERED that,
pursuant to section 503(b) of the Act, 47 U.S.C.
§ 503(b), and section 1.80 of the Commission’s rules,

293 See, e.g., Procedural Streamlining of Administrative Hear-
ings, EB Docket No. 19-214, Report and Order, 35 FCC Recd
10729, 10734, para. 14 (2020) (looking to the standards in section
4(j) to guide the decision regarding the conduct of adjudicatory
proceedings on the basis of a written record without live testi-
mony); id. at 10735-36, para. 18 (looking to the standards in sec-
tion 4(j) to guide the decision regarding whether an adjudication
should be heard by the Commission, one or more commissioners,
or an ALJ).

294 Jarkesy, 34 F.4th at 462.
2547 U.S.C. § 222,
296 47 CFR § 64.2010.
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47 CFR § 1.80, Sprint Corporation IS LIABLE FOR
A MONETARY FORFEITURE in the amount of
twelve million, two-hundred and forty thousand dol-
lars ($12,240,000) for willfully and repeatedly violat-
ing section 222 of the Act and section 64.2010 of the
Commission’s rules.

87. Payment of the forfeiture shall be made
in the manner provided for in section 1.80 of the Com-
mission’s rules within thirty (30) calendar days after
the release of this Forfeiture Order.?” Sprint Corpora-
tion shall send electronic notification of payment to
Shana Yates, Kimbarly Taylor, and Michael Epsht-
eyn, Enforcement Bureau, Federal Communications
Commission, at_shana.yates@fcc.gov, kimbarly.tay-
lor@fcec.gov, and michael.epshteyn@fcc.gov on the date
said payment is made. If the forfeiture is not paid
within the period specified, the case may be referred
to the U.S. Department of Justice for enforcement of
the forfeiture pursuant to section 504(a) of the Act.>®

88. In order for Sprint Corporation to pay
the proposed forfeiture, Sprint Corporation shall no-
tify Shana Yates at Shana.Yates@fcc.gov of its intent
to pay, whereupon an invoice will be posted in the
Commission’s Registration System (CORES) at
https://apps.fcc.gov/cores/userLogin.do. Payment of
the forfeiture must be made by credit card using
CORES at https://apps.fcec.gov/cores/userLogin.do,
ACH (Automated Clearing House) debit from a bank
account, or by wire transfer from a bank account. The
Commission no longer accepts forfeiture payments by
check or money order. Below are instructions that

207 [d.,
208 47 U.S.C. § 504(a).
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payors should follow based on the form of payment se-
lected:>»

. Payment by wire transfer must be made to ABA
Number 021030004, receiving bank TREAS/NYC, and
Account Number 27000001. In the OBI field, enter the
FRN(s) captioned above and the letters “FORF”. In
addition, a completed Form 159°° or printed CORES
form®* must be faxed to the Federal Communications
Commission at 202-418-2843 or e-mailed to RROG-
WireFaxes@fcc.gov on the same business day the wire
transfer is initiated. Failure to provide all required in-
formation in Form 159 or CORES may result in pay-
ment not being recognized as having been received.
When completing FCC Form 159 or CORES, enter the
Account Number in block number 23A (call sign/other
ID), enter the letters “FORF” in block number 24A
(payment type code), and enter in block number 11 the
FRN(s) captioned above (Payor FRN).?>> For additional
detail and wire transfer instructions, go to
https://www.fcc.gov/licensing-databases/fees/wire-
transfer.

. Payment by credit card must be made by using
CORES at https://apps.fcc.gov/cores/userLogin.do. To

29 For questions regarding payment procedures, please con-
tact the Financial Operations Group Help Desk by phone at 1-
877-480-3201 (option #1).

300 FCC Form 159 is accessible at https://www.fcc.gov/licens-
ing-databases/fees/fcc-remittance-advice-form-159.

301 Information completed using the Commission’s Registra-
tion System (CORES) does not require the submission of an FCC
Form 159. CORES is accessible at https://apps.fcc.gov/cores/us-
erLogin.do.

302 Instructions for completing the form may be obtained at
http://www.fce.gov/Forms/Form159/159.pdf.
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pay by credit card, log-in using the FCC Username as-
sociated to the FRN captioned above. If payment must
be split across FRNs, complete this process for each
FRN. Next, select “Manage Existing FRNs | FRN Fi-
nancial | Bills & Fees” from the CORES Menu, then
select FRN Financial and the view/make payments
option next to the FRN. Select the “Open Bills” tab
and find the bill number associated with the NAL
Acct. No. The bill number is the NAL Acct. No. with
the first two digits excluded (e.g., NAL 1912345678
would be associated with FCC Bill Number
12345678). After selecting the bill for payment, choose
the “Pay by Credit Card” option. Please note that
there is a $24,999.99 limit on credit card transactions.

. Payment by ACH must be made by using
CORES at https://apps.fcc.gov/cores/userLogin.do. To
pay by ACH, log in using the FCC Username associ-
ated to the FRN captioned above. If payment must be
split across FRNs, complete this process for each FRN.
Next, select “Manage Existing FRNs | FRN Financial
| Bills & Fees” on the CORES Menu, then select FRN
Financial and the view/make payments option next to
the FRN. Select the “Open Bills” tab and find the bill
number associated with the NAL Acct. No. The bill
number is the NAL Acct. No. with the first two digits
excluded (e.g., NAL 1912345678 would be associated
with FCC Bill Number 12345678). Finally, choose the
“Pay from Bank Account” option. Please contact the
appropriate financial institution to confirm the cor-
rect Routing Number and the correct account number
from which payment will be made and verify with that
financial institution that the designated account has
authorization to accept ACH transactions.
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89. Any request for making full payment
over time under an installment plan should be sent to:
Chief Financial Officer — Financial Operations, Fed-
eral Communications Commission, 45 L Street NE,
Washington, D.C. 20554. Questions regarding pay-
ment procedures should be directed to the Financial
Operations Group Help Desk by telephone, 1-877-480-
3201, or by e-mail, ARINQUIRIES@fcc.gov.

90. IT IS FURTHER ORDERED that a
copy of this Forfeiture Order shall be sent by first
class mail and certified mail, return receipt requested,
to Edward H. Smith, Senior Vice President of Public
Policy and Government Affairs, and Christopher
Koegel, Director, Federal Regulatory Affairs, T-Mo-
bile USA, Inc., 601 Pennsylvania Ave., N.W., Suite
800, Washington, DC 20005.

FEDERAL COMMUNICATIONS COMMISSION

Marlene H. Dortch
Secretary
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STATEMENT OF
CHAIRWOMAN JESSICA ROSENWORCEL

Re: In the Matter of Sprint Corporation, Forfeiture
Order, File No.: EB-TCD-18-00027700 (April
17, 2024)

Our smartphones are always with us, and as a
result these devices know where we are at any given
moment. This geolocation data is especially sensitive.
It is a reflection of who we are and where we go. In the
wrong hands, it can provide those who wish to do us
harm the ability to locate us with pinpoint accuracy.
That is exactly what happened when news reports re-
vealed that the largest wireless carriers in the country
were selling our real-time location information to data
aggregators, allowing this highly sensitive data to
wind up in the hands of bail-bond companies, bounty
hunters, and other shady actors. This ugly practice vi-
olates the law—specifically Section 222 of the Com-
munications Act, which protects the privacy of con-
sumer data. The Commission has long recognized the
importance of ensuring that information about who
we call and where we go is not for sale. In fact, these
enforcement actions— leading to $200 million in
fines—were first proposed by the last Administration.
By following through with this order, we once again
make clear that wireless carriers have a duty to keep
our geolocation information private and secure.
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DISSENTING STATEMENT OF
COMMISSIONER BRENDAN CARR

Re: In the Matter of Sprint Corporation, Forfeiture
Order, File No.: EB-TCD-18-00027700 (April
17, 2024)

For more than a decade, location-based service
(LBS) providers have offered valuable services to con-
sumers, like emergency medical response and road-
side assistance. Up until the initiation of the above-
captioned enforcement actions, LBS providers did so
by obtaining access to certain location information
from mobile wireless carriers like AT&T, Verizon, and
T-Mobile. Then, in 2018, a news report revealed that
a local sheriff had misused access to an LBS provider’s
services. That sheriff was rightly prosecuted for his
unlawful actions and served jail time. Subsequently,
all of the participating carriers ended their LBS pro-
grams. So our decision today does not address any on-
going practice.

This is not to say that LBS providers have
ended their operations. They have simply shifted to
obtaining this same type of location information from
other types of entities. That is why I encouraged my
FCC colleagues to examine ways that we could use
these proceedings to address that ongoing practice.
But my view did not prevail.

That brings us to the final Forfeiture Orders
that the FCC approves today. Back in 2020, after the
mobile wireless carriers exited the LBS line of busi-
ness, the FCC unanimously voted to approve Notices
of Apparent Liability (NALs) against the carriers.
Even then, it was clear that at least one LBS provider
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had acted improperly. So I voted for the NALs so we
could investigate the facts and determine whether or
not the carriers had violated any provisions of the
Communications Act.

Now that the investigations are complete, I
cannot support today’s Orders. This is not to say that
the carriers’ past conduct should escape scrutiny by a
federal agency. Rather, given the nature of the ser-
vices at issue, the Federal Trade Commission, not the
FCC, would have been the right entity to take a final
enforcement action, to the extent the FTC determined
that one was warranted.

Here’s why. Unlike the FTC, Congress has pro-
vided the FCC with both limited and circumscribed
authority over privacy. Congress delineated the nar-
row contours of our authority in section 222 of the
Communications Act. The services at issue in these
cases plainly fall outside the scope of the FCC’s section
222 authority. Indeed, today’s FCC Orders rest on a
newfound definition of customer proprietary network
information (CPNI) that finds no support in the Com-
munications Act or FCC precedent. And without
providing advance notice of the new legal duties ex-
pected of carriers (to the extent we could adopt those
new duties at all), the FCC retroactively announces
eye-popping forfeitures totaling nearly $200,000,000.
These actions are inconsistent with the law and basic
fairness. The FCC has reached beyond its authority in
these cases.

According to the Orders, our CPNI rules now
apply whenever a carrier handles a customer’s loca-
tion information—whether or not it relates to the cus-
tomer’s use of a “telecommunications service” under
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Title II of the Communications Act. Here, the location
information was unrelated to a Title II service. The
customer did not need to make a call to convey his or
her location. In fact, the carrier could have obtained
the customer’s location even if the customer had a
data-only plan for tablets. Yet the Order concludes
that the carriers mishandled CPNI.

That cannot be right. Start with the definition
of CPNI, which section 222 of the Communications
Act defines as:

information that relates to the quantity, tech-
nical configuration, type, destination, location,
and amount of use of a telecommunications ser-
vice subscribed to by any customer of a telecom-
munications carrier, and that is made available
to the carrier by the customer solely by virtue
of the carrier-customer relationship.!

That definition has two key limitations. First,
the information must be of a specific type. As relevant
here, CPNI must “relate to” the “location ... of use of a
telecommunications service.” Second, the information
must have been obtained in a specific way. The cus-
tomer must have made his or her location “available
to carrier” and “solely by virtue of the carrier-cus-
tomer relationship.”

Take the first limitation. By requiring that the
location “relate” to the “use of a telecommunications
service,” the statute covers a particular type of data
known as “call location information”—namely, the
customer’s location while making or receiving a voice
call. Section 222 confirms this commonsense reading

1 47 U.S.C. § 222(h)(1)(A).
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elsewhere when it expressly refers to “call location in-
formation.” These statutory references to “call loca-
tion information” would make no sense if Congress in-
tended for CPNI to cover all location information col-
lected by a carrier, irrespective of particular calls.

The FCC confirmed that “straightforward” in-
terpretation in a 2013 Declaratory Ruling.? The defi-
nition of CPNI, this agency held, encompassed “tele-
phone numbers of calls dialed and received and the
location of the device at the time of the calls.” The
FCC also clarified that CPNI included “the location,
date, and time a handset experiences a network event,
such as a dialed or received telephone call [or] a
dropped call.” Although the Orders claim CPNI was
at play, they do not contend that “call location infor-
mation” was disclosed. Nor could they. As the Orders
concede, the carriers obtained their customers’ loca-
tion whenever a customer’s device pinged the carrier’s
cell site, even when the device was otherwise idle. No
voice call was necessary for the carrier to obtain the
customer’s location. In fact, the carrier could gather
the customer’s location even if the customer did not
have a voice plan. So, the “location” did not “relate to”

2

47 U.S.C. § 222(f)(1) (ordinarily requiring “express prior
authorization of the customer” for carrier disclosure of “call loca-
tion information”); 47 U.S.C. § 222(d)(4) (allowing, however, car-
rier disclosure of “call location information” in certain emergency
situations).

3 Telecommunications Carriers’ Use of Customer Proprietary

Network Information and Other Customer Information, Declara-
tory Ruling, 28 FCC Red 9609, para. 22 (2013).

4 Id. at para. 22.
5 Id. at para. 25.
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the “use” of a “telecommunications service” in any
meaningful sense.

Turning to the second limitation, it seems im-
plausible to conclude that the carrier obtained the cus-
tomer’s location “solely by virtue of the carrier-cus-
tomer relationship,” as section 222 requires. True,
many of these customers might have had voice plans,
thereby creating a “carrier-customer relationship.”
But any Title II relationship was, at most, coinci-
dental. The carrier could have obtained the customer’s
location even in the absence of a call, and even in the
absence of a voice plan.

The massive forfeitures imposed in these Or-
ders offend basic principles of fair notice. The FCC has
never held that location information other than “call
location information” constitutes CPNI. Nor has the
FCC stated that a carrier might be liable under our
CPNI rules for location information unrelated to a Ti-
tle Il service and collected outside the Title II relation-
ship. So, even if we could proscribe the conduct at is-
sue here through a rulemaking (and I am dubious that
we could), it would be inappropriate and unlawful to
impose the retroactive liability that these Orders do.

In the end, these matters should have been
handled by the FTC. Our CPNI rules are narrow and
do not cover every piece of data collected by an FCC-
regulated entity. Besides, as the Communications Act
makes clear, carriers are regulated under Title II only
when they are engaged in offering Title II services.t In

6 470U.S.C.§153(51) (“A telecommunications carrier shall be
treated as a common carrier under this chapter only to the extent
that it is engaged in providing telecommunications services ...”);
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situations where an FCC-regulated entity offers a Ti-
tle I service, such as mobile broadband, the FTC is the
proper agency to enforce privacy and data security
practices under generally applicable rules of the road.
I respectfully dissent.

see also FTC v. AT&T Mobility LLC, 883 F. 3d 848, 863-64 (9th
Cir. 2018) (holding that the FTC’s “common carrier” exemption
to Section 5 of the FTC Act “bars the FTC from regulating ‘com-
mon carriers’ only to the extent that they engage in common-car-
riage activity”).
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DISSENTING STATEMENT OF
COMMISSIONER NATHAN SIMINGTON

Re: In the Matter of Sprint Corporation, Forfeiture
Order, File No.: EB-TCD-18-00027700 (April
17, 2024)

Today, each of the major national mobile net-
work operators faces a forfeiture for its purported fail-
ure to secure the confidentiality of its customer pro-
prietary network information (‘CPNTI’) as it relates to
location information of network user devices. While
the facts of each alleged violation are somewhat dif-
ferent, the enforcement calculation methodology used
to arrive at the forfeitures is shared. Because I am
concerned principally with that issue, together with
what I view as a significant and undesirable policy up-
shot common across the actions that the Commission
takes today, I will draft one dissent.

There is no valid basis for the arbitrary and ca-
pricious finding—enunciated in the Commission’s er-
roneous rationale in TerraCom Inc. and YourTel
America, Inc., Notice of Apparent Liability for Forfei-
ture, 29 FCC Red 13325 (2014) (‘TerraCom’) and relied
upon today—that a single, systemic failure to follow
the Commission’s rules (in that case, violations of sec-
tions 201(b) and 222(a) of the Act; here, a violation of
section 64.2010 of the Rules) may constitute however
many separate and continuing violations the Commis-
sion chooses to find on the basis of the whole-cloth cre-
ation of a novel legal ontology. In TerraCom—which
was resolved by consent decree and never proceeded
to a forfeiture order—the Commission found that each
customer record exposed by a single insecure data pro-
tection method (some 305,065 records) could be
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treated as having formed a separate and continuing
violation. Here, the Commission purports to count in-
dividual location-based services providers (‘LBS’) and
aggregators relied upon by each mobile network oper-
ator to arrive at its separate and distinct continuing
violations.

Whether counting individual exposed customer
records or LBS providers and aggregators, the clear
effect of the Commission’s arbitrary selection of a vio-
lation class used to increase the number violations
emerging from a single act or failure to act of a regu-
latee alleged to be in violation of our rules is to exceed
our section 503 statutory authority. Here it cannot
credibly be argued that any of the mobile network op-
erators, in operating an LBS/aggregator program,
committed more than one act relevant for the pur-
poses of forfeiture calculation. It is simply not plausi-
ble that Congress intended that the Commission may
arrive at forfeitures of any size simply by disaggregat-
ing an “act” into its individual constituent parts,
counting the members of whatever class of objects
may be related to the alleged violation to arrive at
whatever forfeiture amount suits a preordained out-
come. In this case we exceed our statutory maximum
forfeiture by a factor of, in some cases, dozens; in Ter-
raCom, we asserted the right to exceed it by thou-
sands.

What’s more, the Commission ought to act pru-
dentially here: even assuming, purely arguendo, that
location-based CPNI were illicitly exposed, let us not
forget that, at every moment, any of thousands of un-
regulated apps may pull GPS location information,
Wi-Fi and Bluetooth signal strength, and other frag-
ments of data indicating location from customer
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handsets at every moment the device is on. Indeed,
this can be, and routinely is, accomplished even with-
out consumer permission. By sending a strong market
signal that any alleged violation of Commission rules
regarding CPNI safekeeping (whether or not the rules
actually were violated) can and will result in an out-
size fine, we have effectively choked off one of the only
ways that valid and legal users of consent-based loca-
tion data services had to access location data for which
legal safeguards and oversight actually exist.

It was available for the Commission to work
with the carriers to issue consent decrees to promote
best practices to develop further safeguards around lo-
cation-based and aggregation services, and to actively
monitor ongoing compliance in an effort to vouchsafe
a regulated means of consensually sharing handset lo-
cation data with legitimate users of the same. We opt,
instead, to appear “tough on crime” in a way that ac-
tually reduces consumer data privacy by pushing le-
gitimate users of location data toward unregulated
data brokerage. Accordingly, I dissent.
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APPENDIX E

United States Court of Appeals
FoOR THE DISTRICT OF COLUMBIA CIRCUIT

No. 24-1224 September Term, 2024
FCC-24-42
FILED ON: January 23, 2026

Sprint Corporation,
Petitioner

V.
Federal Communications Commission and United

States of America,
Respondents

Consolidated with 24-1225

BEFORE: Henderson, Pan, and Garcia, Cir-
cuit Judges

ORDER

Upon consideration of petitioners’ petition for
panel rehearing filed on September 22, 2025, it is

ORDERED that the petition be denied.

Per Curiam
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FOR THE COURT:
Clifton B. Cislak,
Clerk

BY: /s/
Daniel J. Reidy
Deputy Clerk
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APPENDIX F

United States Court of Appeals
FoOR THE DISTRICT OF COLUMBIA CIRCUIT

No. 24-1224 September Term, 2024
FCC-24-42

FCC-24-43

FILED ON: January 23, 2026

Sprint Corporation,
Petitioner

V.
Federal Communications Commission and United

States of America,
Respondents

Consolidated with 24-1225

BEFORE: Srinivasan, Chief Judge; Hender-
son, Millett, Pillard, Wilkins,
Katsas, Rao, Walker, Childs, Pan,
and Garcia, Circuit Judges

ORDER

Upon consideration of petitioners’ consolidated
petition for rehearing en banc, the response thereto,
and the absence of a request by any member of the
court for a vote; and the motions for invitation to file
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briefs as amicus curiae in support of the petition for
panel rehearing and rehearing en banc, the lodged
briefs, and the 28(j) letter and the response thereto, it
is

ORDERED that the motions for invitation to
file briefs as amicus curiae be granted. The Clerk is
directed to file the lodged briefs. It is

FURTHER ORDERED that the petition for
rehearing en banc be denied.

Per Curiam

FOR THE COURT:
Clifton B. Cislak, Clerk

BY: /s/
Daniel J. Reidy
Deputy Clerk
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APPENDIX G

Constitution of the United States
Article IT1
Section 1

The judicial Power of the United States, shall be
vested in one supreme Court, and in such inferior
Courts as the Congress may from time to time ordain
and establish. The Judges, both of the supreme and
inferior Courts, shall hold their Offices during good
Behaviour, and shall, at stated Times, receive for
their Services, a Compensation, which shall not be di-
minished during their Continuance in Office.
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Constitution of the United States
Seventh Amendment

In Suits at common law, where the value in con-
troversy shall exceed twenty dollars, the right of trial
by jury shall be preserved, and no fact tried by a jury,
shall be otherwise re-examined in any Court of the
United States, than according to the rules of the com-
mon law.
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47 U.S.C. § 153. Definitions

For the purposes of this chapter, unless the con-
text otherwise requires—

(1) Advanced communications services

The term “advanced communications services”
means—

(A) interconnected VolP service;
(B) non-interconnected VoIP service;
(C) electronic messaging service;

(D) interoperable video conferencing service;
and

(E) any audio or video communications service
used by inmates for the purpose of communi-
cating with individuals outside the correctional
institution where the inmate is held, regardless
of technology used.

(2) Affiliate

The term “affiliate” means a person that (directly
or indirectly) owns or controls, is owned or controlled
by, or is under common ownership or control with, an-
other person. For purposes of this paragraph, the term
“own” means to own an equity interest (or the equiv
alent thereof) of more than 10 percent.

(3) Amateur station

The term “amateur station” means a radio station
operated by a duly authorized person interested in ra-
dio technique solely with a personal aim and without
pecuniary interest.
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(4) AT&T Consent Decree

The term “AT&T Consent Decree” means the or-

der entered August 24, 1982, in the anti trust action
styled United States v. Western Electric, Civil Action
No. 82-0192, in the United States District Court for
the District of Columbia, and includes any judgment
or order with respect to such action entered on or after
August 24, 1982.

(5) Bell operating company
The term “Bell operating company”—

(A) means any of the following companies: Bell
Telephone Company of Nevada, Illinois Bell Tel-
ephone Company, Indiana Bell Telephone Com-
pany, Incorporated, Michigan Bell Telephone
Company, New England Telephone and Tele-
graph Company, New dJersey Bell Telephone
Company, New York Telephone Company, U S
West Communications Company, South Central
Bell Telephone Company, Southern Bell Tele-
phone and Telegraph Company, Southwestern
Bell Telephone Company, The Bell Telephone
Company of Pennsylvania, The Chesapeake and
Potomac Telephone Company, The Chesapeake
and Potomac Telephone Company of Maryland,
The Chesapeake and Potomac Telephone Com-
pany of Virginia, The Chesapeake and Potomac
Telephone Company of West Virginia, The Dia-
mond State Telephone Company, The Ohio Bell
Telephone Company, The Pacific Telephone and
Telegraph Company, or Wisconsin Telephone
Company; and
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(B) includes any successor or assign of any
such company that provides wireline telephone
exchange service; but

(C) does not include an affiliate of any such
company, other than an affiliate described in
subparagraph (A) or (B).

(6) Broadcast station

The term “broadcast station”, “broadcasting sta-
tion”, or “radio broadcast station” means a radio sta-
tion equipped to engage in broadcasting as herein de-
fined.

(7) Broadcasting

The term “broadcasting” means the dissemination
of radio communications intended to be received by
the public, directly or by the intermediary of relay sta-
tions.

(8) Cable service

The term “cable service” has the meaning given
such term in section 522 of this title.

(9) Cable system

The term “cable system” has the meaning given
such term in section 522 of this title.

(10) Chain broadcasting

The term “chain broadcasting” means simultane-
ous broadcasting of an identical program by two or
more connected stations.

(11) Common carrier

The term “common carrier” or “carrier” means any
person engaged as a common carrier for hire, in
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interstate or foreign communication by wire or radio
or interstate or foreign radio transmission of energy,
except where reference is made to common carriers
not subject to this chapter; but a person engaged in
radio broadcasting shall not, insofar as such person is
so engaged, be deemed a common carrier.

(12) Connecting carrier

The term “connecting carrier” means a carrier de-
scribed in clauses (2), (3), or (4) of section 152(b) of this
title.

(13) Construction permit

The term “construction permit” or “permit for con-
struction” means that instrument of authorization re-
quired by this chapter or the rules and regulations of
the Commission made pursuant to this chapter for the
construction of a station, or the installation of appa-
ratus, for the transmission of energy, or communica-
tions, or signals by radio, by whatever name the in-
strument may be designated by the Commission.

(14) Consumer generated media

The term “consumer generated media” means con-
tent created and made available by consumers to
online websites and services on the Internet, includ-
ing video, audio, and multimedia content.

(15) Corporation

The term “corporation” includes any corporation
b
joint-stock company, or association.

(16) Customer premises equipment

The term “customer premises equipment” means
equipment employed on the premises of a person
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(other than a carrier) to originate, route, or terminate
telecommunications.

(17) Dialing parity

The term “dialing parity” means that a person
that is not an affiliate of a local exchange carrier is
able to provide telecommunications services in such a
manner that customers have the ability to route auto-
matically, without the use of any access code, their tel-
ecommunications to the telecommunications services
provider of the customer’s designation from among 2
or more telecommunications services providers (in-
cluding such local exchange carrier).

(18) Disability

The term “disability” has the meaning given such
term under section 12102 of title 42.

(19) Electronic messaging service

The term “electronic messaging service” means a
service that provides real-time or near real-time non-
voice messages in text form between individuals over
communication networks.

(20) Exchange access

The term “exchange access” means the offering of
access to telephone exchange services or facilities for
the purpose of the origination or termination of tele-
phone toll services.

(21) Foreign communication

The term “foreign communication” or “foreign
transmission” means communication or transmission
from or to any place in the United States to or from a
foreign country, or between a station in the United
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States and a mobile station located outside the United
States.

(22) Great Lakes Agreement

The term “Great Lakes Agreement” means the
Agreement for the Promotion of Safety on the Great
Lakes by Means of Radio in force and the regulations
referred to therein.

(23) Harbor

The term “harbor” or “port” means any place to
which ships may resort for shelter or to load or unload
passengers or goods, or to obtain fuel, water, or sup-
plies. This term shall apply to such places whether
proclaimed public or not and whether natural or arti-
ficial.

(24) Information service

The term “information service” means the offering
of a capability for generating, acquiring, storing,
transforming, processing, retrieving, utilizing, or
making available information via telecommunica-
tions, and includes electronic publishing, but does not
include any use of any such capability for the manage-
ment, control, or operation of a telecommunications
system or the management of a telecommunications
service.

(25) Interconnected VolIP service

The term “interconnected VolP service” has the
meaning given such term under section 9.3 of title 47,
Code of Federal Regulations, as such section may be
amended from time to time.
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(26) InterLLATA service

The term “interLATA service” means telecommu-
nications between a point located in a local access and
transport area and a point located outside such area.

(27) Interoperable video conferencing ser-
vice

The term “interoperable video conferencing ser-
vice” means a service that provides real-time video
communications, including audio, to enable users to
share information of the user’s choosing.

(28) Interstate communication

The term “interstate communication” or “inter-
state transmission” means communication or trans-
mission (A) from any State, Territory, or possession of
the United States (other than the Canal Zone), or the
District of Columbia, to any other State, Territory, or
possession of the United States (other than the Canal
Zone), or the District of Columbia (B) from or to the
United States to or from the Canal Zone, insofar as
such communication or transmission takes place
within the United States, or (C) between points within
the United States but through a foreign country; but
shall not, with respect to the provisions of subchapter
IT of this chapter (other than section 223 of this title),
include wire or radio communication between points
in the same State, Territory, or possession of the
United States, or the District of Columbia, through
any place outside thereof, if such communication is
regulated by a State commission.
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(29) Land station

The term “land station” means a station, other
than a mobile station, used for radio communication
with mobile stations.

(30) Licensee

The term “licensee” means the holder of a radio
station license granted or continued in force under au-
thority of this chapter.

(31) Local access and transport area

The term “local access and transport area” or
“LATA” means a contiguous geographic area---

(A) established before February 8, 1996, by a
Bell operating company such that no exchange
area includes points within more than 1 metro-
politan statistical area, consolidated metropoli-
tan statistical area, or State, except as expressly
permitted under the AT&T Consent Decree; or

(B) established or modified by a Bell operating
company after February 8, 1996, and approved
by the Commission.

(32) Local exchange carrier

The term “local exchange carrier” means any per-
son that is engaged in the provision of telephone ex-
change service or exchange access. Such term does not
include a person insofar as such person is engaged in
the provision of a commercial mobile service under
section 332(c) of this title, except to the extent that the
Commission finds that such service should be in-
cluded in the definition of such term.
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(33) Mobile service

The term “mobile service” means a radio commu-
nication service carried on between mobile stations or
receivers and land stations, and by mobile stations
communicating among themselves, and includes (A)
both one-way and two-way radio communication ser-
vices, (B) a mobile service which provides a regularly
interacting group of base, mobile, portable, and asso-
ciated control and relay stations (whether licensed on
an individual, cooperative, or multiple basis) for pri-
vate one-way or two-way land mobile radio communi-
cations by eligible users over designated areas of op-
eration, and (C) any service for which a license is re-
quired in a personal communications service estab-
lished pursuant to the proceeding entitled “Amend-
ment to the Commission’s Rules to Establish New Per-
sonal Communications Services” (GEN Docket No.
90-314; ET Docket No. 92—-100), or any successor pro-
ceeding.

(34) Mobile station

The term “mobile station” means a radio commu-
nication station capable of being moved and which or-
dinarily does move.

(35) Network element

The term “network element” means a facility or
equipment used in the provision of a telecommunica-
tions service. Such term also includes features, func-
tions, and capabilities that are provided by means of
such facility or equipment, including subscriber num-
bers, databases, signaling systems, and information
sufficient for billing and collection or used in the
transmission, routing, or other provision of a telecom-
munications service.
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(36) Non-interconnected VoIP service
The term “non-interconnected VolIP service”---
(A) means a service that---

(1) enables real-time voice communications
that originate from or terminate to the user’s
location using Internet protocol or any succes-
sor protocol; and

(i1) requires Internet protocol compatible cus-
tomer premises equipment; and

(B) does not include any service that is an in-
terconnected VoIP service.

(37) Number portability

The term “number portability” means the ability

of users of telecommunications services to retain, at
the same location, existing telecommunications num-
bers without impairment of quality, reliability, or con-
venience when switching from one telecommunica-
tions carrier to another.

(38) Operator

(A) The term “operator” on a ship of the United
States means, for the purpose of parts II and III
of subchapter III of this chapter, a person holding
a radio operator’s license of the proper class as
prescribed and issued by the Commission.

(B) “Operator” on a foreign ship means, for the
purpose of part II of subchapter III of this chap-
ter, a person holding a certificate as such of the
proper class complying with the provisions of the
radio regulations annexed to the International
Telecommunication Convention in force, or
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complying with an agreement or treaty between
the United States and the country in which the
ship is registered.

(39) Person

The term “person” includes an individual, part-

nership, association, joint-stock company, trust, or
corporation.

(40) Radio communication

The term “radio communication” or “communica-

tion by radio” means the transmission by radio of writ-
ing, signs, signals, pictures, and sounds of all kinds,
including all instrumentalities, facilities, apparatus,
and services (among other things, the receipt, for-
warding, and delivery of communications) incidental
to such transmission.

(41) Radio officer

(A) The term “radio officer” on a ship of the
United States means, for the purpose of part II of
subchapter III of this chapter, a person holding
at least a first or second class radio telegraph op-
erator’s license as prescribed and issued by the
Commission. When such person is employed to
operate a radiotelegraph station aboard a ship of
the United States, he is also required to be li-
censed as a “radio officer” in accordance with
chapter 71 of title 46.

(B) “Radio officer” on a foreign ship means, for
the purpose of part II of subchapter III of this
chapter, a person holding at least a first or sec-
ond class radiotelegraph operator’s certificate
complying with the provisions of the radio
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regulations annexed to the International Tele-
communication Convention in force.

(42) Radio station

The term “radio station” or “station” means a sta-
tion equipped to engage in radio communication or ra-
dio transmission of energy.

(43) Radiotelegraph auto alarm

The term “radiotelegraph auto alarm” on a ship of
the United States subject to the provisions of part II
of subchapter III of this chapter means an automatic
alarm receiving apparatus which responds to the ra-
diotelegraph alarm signal and has been approved by
the Commission. “Radiotelegraph auto alarm” on a
foreign ship means an automatic alarm receiving ap-
paratus which responds to the radio telegraph alarm
signal and has been approved by the government of
the country in which the ship is registered: Provided,
That the United States and the country in which the
ship is registered are parties to the same treaty, con-
vention, or agreement prescribing the requirements
for such apparatus. Nothing in this chapter or in any
other provision of law shall be construed to require the
recognition of a radiotelegraph auto alarm as comply-
ing with part II of subchapter III of this chapter, on a
foreign ship subject to part II of subchapter III of this
chapter, where the country in which the ship is regis-
tered and the United States are not parties to the
same treaty, convention, or agreement prescribing the
requirements for such apparatus.
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(44) Rural telephone company

The term “rural telephone company” means a lo-
cal exchange carrier operating entity to the extent
that such entity---

(A) provides common carrier service to any local
exchange carrier study area that does not include
either---

(1) any incorporated place of 10,000 inhabit-
ants or more, or any part thereof, based on the
most recently available population statistics of
the Bureau of the Census; or

(i1) any territory, incorporated or unincorpo-
rated, included in an urbanized area, as defined
by the Bureau of the Census as of August 10,
1993;

(B) provides telephone exchange service, in-
cluding exchange access, to fewer than 50,000 ac-
cess lines;

(C) provides telephone exchange service to any
local exchange carrier study area with fewer
than 100,000 access lines; or

(D) has less than 15 percent of its access lines
in communities of more than 50,000 on February
8, 1996.

(45) Safety convention

The term “safety convention” means the Interna-
tional Convention for the Safety of Life at Sea in force
and the regulations referred to therein.
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(46) Ship

(A) The term “ship” or “vessel” includes every
description of watercraft or other artificial con-
trivance, except aircraft, used or capable of being
used as a means of transportation on water,
whether or not it is actually afloat.

(B) A ship shall be considered a passenger ship
if it carries or is licensed or certificated to carry
more than twelve passengers.

(C) A cargo ship means any ship not a passen-
ger ship.

(D) A passenger is any person carried on board
a ship or vessel except (1) the officers and crew
actually employed to man and operate the ship,
(2) persons employed to carry on the business of
the ship, and (3) persons on board a ship when
they are carried, either because of the obligation
laid upon the master to carry shipwrecked, dis-
tressed, or other persons in like or similar situa-
tions or by reason of any circumstance over which
neither the master, the owner, nor the charterer
(if any) has control.

(E) “Nuclear ship” means a ship provided with
a nuclear powerplant.

(47) State

The term “State” includes the District of Columbia
and the Territories and possessions.

(48) State commission

The term “State commission” means the commis-
sion, board, or official (by whatever name designated)
which under the laws of any State has regulatory
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jurisdiction with respect to intrastate operations of
carriers.

(49) Station license

»  «

The term “station license”, “radio station license”,
or “license” means that instrument of authorization
required by this chapter or the rules and regulations
of the Commission made pursuant to this chapter, for
the use or operation of apparatus for transmission of
energy, or communications, or signals by radio, by
whatever name the instrument may be designated by
the Commission.

(50) Telecommunications

The term “telecommunications” means the trans-
mission, between or among points specified by the
user, of information of the user’s choosing, without
change in the form or content of the information as
sent and received.

(51) Telecommunications carrier

The term “telecommunications carrier” means
any provider of telecommunications services, except
that such term does not include aggregators of tele-
communications services (as defined in section 226 of
this title). A telecommunications carrier shall be
treated as a common carrier under this chapter only
to the extent that it is engaged in providing telecom-
munications services, except that the Commission
shall determine whether the provision of fixed and
mobile satellite service shall be treated as common
carriage.
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(52) Telecommunications equipment

The term “telecommunications equipment” means
equipment, other than customer premises equipment,
used by a carrier to provide telecommunications ser-
vices, and includes software integral to such equip-
ment (including upgrades).

(53) Telecommunications service

The term “telecommunications service” means the
offering of telecommunications for a fee directly to the
public, or to such classes of users as to be effectively
available directly to the public, regardless of the facil-
ities used.

(54) Telephone exchange service

The term “telephone exchange service” means (A)
service within a telephone exchange, or within a con-
nected system of telephone exchanges within the
same exchange area operated to furnish to subscribers
intercommunicating service of the character ordinar-
ily furnished by a single exchange, and which is cov-
ered by the exchange service charge, or (B) compara-
ble service provided through a system of switches,
transmission equipment, or other facilities (or combi-
nation thereof) by which a subscriber can originate
and terminate a telecommunications service.

(55) Telephone toll service

The term “telephone toll service” means telephone
service between stations in different exchange areas
for which there is made a separate charge not in-
cluded in contracts with subscribers for exchange ser-
vice.
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(56) Television service
(A) Analog television service

The term “analog television service” means
television service provided pursuant to the
transmission standards prescribed by the
Commission in section 73.682(a) of its regu-
lations (47 C.F.R. 73.682(a)).

(B) Digital television service

The term “digital television service” means tel-
evision service provided pursuant to the trans-
mission standards prescribed by the Commis-
sion in section 73.682(d) of its regulations (47
C.F.R. 73.682(d)).

(57) Transmission of energy by radio

The term “transmission of energy by radio” or “ra-
dio transmission of energy” includes both such trans-
mission and all instrumentalities, facilities, and ser-
vices incidental to such transmission.

(58) United States

The term “United States” means the several
States and Territories, the District of Columbia, and
the possessions of the United States, but does not in-
clude the Canal Zone.

(59) Wire communication

The term “wire communication” or “communica-
tion by wire” means the transmission of writing, signs,
signals, pictures, and sounds of all kinds by aid of
wire, cable, or other like connection between the
points of origin and reception of such transmission, in-
cluding all instrumentalities, facilities, apparatus,
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and services (among other things, the receipt, for-
warding, and delivery of communications) incidental
to such transmission.
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47 U.S.C. § 222, Privacy of customer information
(a) In general

Every telecommunications carrier has a duty to
protect the confidentiality of proprietary information
of, and relating to, other telecommunication carriers,
equipment manufacturers, and customers, including
telecommunication carriers reselling telecommunica-
tions services provided by a telecommunications car-
rier.

(b) Confidentiality of carrier information

A telecommunications carrier that receives or ob-
tains proprietary information from another carrier for
purposes of providing any telecommunications service
shall use such information only for such purpose, and
shall not use such information for its own marketing
efforts.

(c) Confidentiality of customer proprietary net-
work information

(1) Privacy requirements for telecommunica-
tions carriers

Except as required by law or with the approval
of the customer, a telecommunications carrier that
receives or obtains customer proprietary network in-
formation by virtue of its provision of a telecommu-
nications service shall only use, disclose, or permit
access to individually identifiable customer proprie-
tary network information in its provision of (A) the
telecommunications service from which such infor-
mation is derived, or (B) services necessary to, or
used in, the provision of such telecommunications
service, including the publishing of directories.



301a

(2) Disclosure on request by customers

A telecommunications carrier shall disclose cus-
tomer proprietary network information, upon af-
firmative written request by the customer, to any
person designated by the customer.

(3) Aggregate customer information

A telecommunications carrier that receives or ob-
tains customer proprietary network information by
virtue of its provision of a telecommunications ser-
vice may use, disclose, or permit access to aggregate
customer information other than for the purposes
described in paragraph (1). A local exchange carrier
may use, disclose, or permit access to aggregate cus-
tomer information other than for purposes described
in paragraph (1) only if it provides such aggregate
information to other carriers or persons on reasona-
ble and nondiscriminatory terms and conditions
upon reasonable request therefor.

(d) Exceptions

Nothing in this section prohibits a telecommuni-
cations carrier from using, disclosing, or permitting
access to customer proprietary network information
obtained from its customers, either directly or indi-
rectly through its agents---

(1) to initiate, render, bill, and collect for telecom-
munications services;

(2) to protect the rights or property of the carrier,
or to protect users of those services and other carri-
ers from fraudulent, abusive, or unlawful use of, or
subscription to, such services;
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(3) to provide any inbound telemarketing, referral,
or administrative services to the customer for the
duration of the call, if such call was initiated by the
customer and the customer approves of the use of
such information to provide such service; and

(4) to provide call location information concerning
the user of a commercial mobile service (as such
term is defined in section 332(d) of this title) or the
user of an IP-enabled voice service (as such term is
defined in section 615b of this title)---

(A) to a public safety answering point, emergency
medical service provider or emergency dispatch
provider, public safety, fire service, or law enforce-
ment official, or hospital emergency or trauma care
facility, in order to respond to the user’s call for
emergency services;

(B) to inform the user’s legal guardian or mem-
bers of the user’s immediate family of the user’s lo-
cation in an emergency situation that involves the
risk of death or serious physical harm; or

(C) to providers of information or database man-
agement services solely for purposes of assisting in
the delivery of emergency services in response to
an emergency.

(e) Subscriber list information

Notwithstanding subsections (b), (¢), and (d), a tel-
ecommunications carrier that provides telephone ex-
change service shall provide subscriber list infor-
mation gathered in its capacity as a provider of such
service on a timely and unbundled basis, under non-
discriminatory and reasonable rates, terms, and



303a

conditions, to any person upon request for the purpose
of publishing directories in any format.

(f) Authority to use location information

For purposes of subsection (c)(1), without the ex-
press prior authorization of the customer, a customer
shall not be considered to have approved the use or
disclosure of or access to---

(1) call location information concerning the user of
a commercial mobile service (as such term is defined
in section 332(d) of this title) or the user of an IP-
enabled voice service (as such term is defined in sec-
tion 615b of this title), other than in accordance with
subsection (d)(4); or

(2) automatic crash notification information to any
person other than for use in the operation of an au-
tomatic crash notification system.

(g) Subscriber listed and unlisted information
for emergency services

Notwithstanding subsections (b), (¢), and (d), a tel-
ecommunications carrier that provides telephone ex-
change service or a provider of IP-enabled voice ser-
vice (as such term is defined in section 615b of this
title) shall provide information described in subsec-
tion (1)(3)(A)' (including information pertaining to
subscribers whose information is unlisted or un-
published) that is in its possession or control (includ-
ing information pertaining to subscribers of other car-
riers) on a timely and unbundled basis, under nondis-
criminatory and reasonable rates, terms, and condi-
tions to providers of emergency services, and

1 So in original. Probably should be subsection “(h)(3)(A)”.
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providers of emergency support services, solely for
purposes of delivering or assisting in the delivery of
emergency services.

(h) Definitions
As used in this section:

(1) Customer proprietary network infor-
mation

The term “customer proprietary network infor-
mation” means---

(A) information that relates to the quantity, tech-
nical configuration, type, destination, location, and
amount of use of a telecommunications service
subscribed to by any customer of a telecommunica-
tions carrier, and that is made available to the car-
rier by the customer solely by virtue of the carrier-
customer relationship; and

(B) information contained in the bills pertaining
to telephone exchange service or telephone toll ser-
vice received by a customer of a carrier;

except that such term does not include subscriber
list information.

(2) Aggregate information

The term “aggregate customer information”
means collective data that relates to a group or cate-
gory of services or customers, from which individual
customer identities and characteristics have been re-
moved.
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(3) Subscriber list information

The term “subscriber list information” means any
information---

(A) identifying the listed names of subscribers of
a carrier and such subscribers’ telephone numbers,
addresses, or primary advertising classifications
(as such classifications are assigned at the time of
the establishment of such service), or any combi-
nation of such listed names, numbers, addresses,
or classifications; and

(B) that the carrier or an affiliate has published,
caused to be published, or accepted for publication
in any directory format.

(4) Public safety answering point

The term “public safety answering point” means a
facility that has been designated to receive emergency
calls and route them to emergency service personnel.

(5) Emergency services

The term “emergency services” means 9-1-1 emer-
gency services and emergency notification services.

(6) Emergency notification services

The term “emergency notification services” means
services that notify the public of an emergency.

(7) Emergency support services

The term “emergency support services” means in-
formation or data base management services used in
support of emergency services.
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27 U.S.C. § 503. Forfeitures
(a) Rebates and offsets

Any person who shall deliver messages for inter-
state or foreign transmission to any carrier, or for
whom as sender or receiver, any such carrier shall
transmit any interstate or foreign wire or radio com-
munication, who shall knowingly by employee, agent,
officer, or otherwise, directly or indirectly, by or
through any means or device whatsoever, receive or
accept from such common carrier any sum of money
or any other valuable consideration as a rebate or off-
set against the regular charges for transmission of
such messages as fixed by the schedules of charges
provided for in this chapter, shall in addition to any
other penalty provided by this chapter forfeit to the
United States a sum of money three times the amount
of money so received or accepted and three times the
value of any other consideration so received or ac-
cepted, to be ascertained by the trial court; and in the
trial of said action all such rebates or other consider-
ations so received or accepted for a period of six years
prior to the commencement of the action, may be in-
cluded therein, and the amount recovered shall be
three times the total amount of money, or three times
the total value of such consideration, so received or ac-
cepted, or both, as the case may be.
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(b) Activities constituting violations author-
izing imposition of forfeiture penalty; amount of
penalty; procedures applicable; persons subject
to penalty; liability exemption period

(1) Any person who is determined by the Com-
mission, in accordance with paragraph (3) or (4) of
this subsection, to have

(A) willfully or repeatedly failed to comply sub-
stantially with the terms and conditions of any
license, permit, certificate, or other instrument
or authorization issued by the Commission;

(B) willfully or repeatedly failed to comply with
any of the provisions of this chapter or of any
rule, regulation, or order issued by the Commis-
sion under this chapter or under any treaty, con-
vention, or other agreement to which the United
States is a party and which is binding upon the
United States;

(C) violated any provision of section 317(c) or
509(a) of this title; or

(D) violated any provision of section 1304, 1343,
1464, or 2252 of title 18;

shall be liable to the United States for a forfeiture
penalty. A forfeiture penalty under this subsection
shall be in addition to any other penalty provided for
by this chapter; except that this subsection shall not
apply to any conduct which is subject to forfeiture un-
der subchapter II, part II or III of subchapter III, or
section 507 of this title.

(2)(A) the violator is (i) a broadcast station licensee
or permittee, (ii) a cable television operator, or (iii) an
applicant for any broadcast or cable television
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operator license, permit, certificate, or other instru-
ment or authorization issued by the Commission, the
amount of any forfeiture penalty determined under
this section shall not exceed $25,000 for each violation
or each day of a continuing violation, except that the
amount assessed for any continuing violation shall
not exceed a total of $250,000 for any single act or fail-
ure to act described in paragraph (1) of this subsec-
tion.

(B) the violator is a common carrier subject to the
provisions of this chapter or an applicant for any com-
mon carrier license, permit, certificate, or other in-
strument of authorization issued by the Commission,
the amount of any forfeiture penalty determined un-
der this subsection shall not exceed $100,000 for each
violation or each day of a continuing violation, except
that the amount assessed for any continuing violation
shall not exceed a total of $1,000,000 for any single act
or failure to act described in paragraph (1) of this sub-
section.

(C) Notwithstanding subparagraph (A), if the vio-
lator is-

(1)(I) a broadcast station licensee or permittee;
or

(I) an applicant for any broadcast license,
permit, certificate, or other instrument or au-
thorization issued by the Commission; and

(i1) determined by the Commission under para-
graph (1) to have broadcast obscene, indecent, or
profane language,'the amount of any forfeiture

1 So in original. Following provision probably should be set
flush with subpar. (C)
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penalty determined under this subsection shall
not exceed $325,000 for each violation or each
day of a continuing violation, except that the
amount assessed for any continuing violation
shall not exceed a total of $3,000,000 for any sin-
gle act or failure to act.

(D) In any case not covered in subparagraph (A),
(B), or (C), the amount of any forfeiture penalty deter-
mined under this subsection shall not exceed $10,000
for each violation or each day of a continuing violation,
except that the amount assessed for any continuing
violation shall not exceed a total of $75,000 for any
single act or failure to act described in paragraph (1)
of this subsection.

(E) The amount of such forfeiture penalty shall be
assessed by the Commission, or its designee, by writ-
ten notice. In determining the amount of such a forfei-
ture penalty, the Commission or its designee shall
take into account the nature, circumstances, extent,
and gravity of the violation and, with respect to the
violator, the degree of culpability, any history of prior
offenses, ability to pay, and such other matters as jus-
tice may require.

(F) Subject to paragraph (5) of this section, if the
violator is a manufacturer or service provider subject
to the requirements of section 255, 617, or 619 of this
title, and is determined by the Commission to have vi-
olated any such requirement, the manufacturer or
provider shall be liable to the United States for a for-
feiture penalty of not more than $100,000 for each vi-
olation or each day of a continuing violation, except
that the amount assessed for any continuing violation
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shall not exceed a total of $1,000,000 for any single act
or failure to act.

(3)(A) At the discretion of the Commission, a forfei-
ture penalty may be determined against a person un-
der this subsection after notice and an opportunity for
a hearing before the Commission or an administrative
law judge thereof in accordance with section 554 of ti-
tle 5. Any person against whom a forfeiture penalty is
determined under this paragraph may obtain review
thereof pursuant to section 402(a) of this title.

(B) If any person fails to pay an assessment of a
forfeiture penalty determined under subparagraph
(A) of this paragraph, after it has become a final and
unappealable order or after the appropriate court has
entered final judgment in favor of the Commission,
the Commission shall refer the matter to the Attorney
General of the United States, who shall recover the
amount assessed in any appropriate district court of
the United States. In such action, the validity and ap-
propriateness of the final order imposing the forfei-
ture penalty shall not be subject to review.

(4) Except as provided in paragraph (3) of this sub-
section, no forfeiture penalty shall be imposed under
this subsection against any person unless and until-

(A) the Commission issues a notice of apparent li-
ability, in writing, with respect to such person;

(B) such notice has been received by such person,
or until the Commission has sent such notice to the
last known address of such person, by registered or
certified mail; and

(C) such person is granted an opportunity to show,
in writing, within such reasonable period of time as
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the Commission prescribes by rule or regulation, why
no such forfeiture penalty should be imposed.

Such a notice shall (i) identify each specific provi-
sion, term, and condition of any Act, rule, regulation,
order, treaty, convention, or other agreement, license,
permit, certificate, instrument, or authorization
which such person apparently violated or with which
such person apparently failed to comply; (ii) set forth
the nature of the act or omission charged against such
person and the facts upon which such charge is based,;
and (iii) state the date on which such conduct oc-
curred. Any forfeiture penalty determined under this
paragraph shall be recoverable pursuant to section
504(a) of this title.

(5) No forfeiture liability shall be determined un-
der this subsection against any person, if such person
does not hold a license, permit, certificate, or other au-
thorization issued by the Commission, and if such per-
son is not an applicant for a license, permit, certifi-
cate, or other authorization issued by the Commis-
sion, unless, prior to the notice required by paragraph
(3) of this subsection or the notice of apparent liability
required by paragraph (4) of this subsection, such per-
son (A) is sent a citation of the violation charged; (B)
is given a reasonable opportunity for a personal inter-
view with an official of the Commission, at the field
office of the Commission which is nearest to such per-
son’s place of residence; and (C) subsequently engages
in conduct of the type described in such citation. The
provisions of this paragraph shall not apply, however,
if the person involved is engaging in activities for
which a license, permit, certificate, or other authori-
zation is required, or is a cable television system op-
erator, if the person involved is transmitting on
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frequencies assigned for use in a service in which in-
dividual station operation is authorized by rule pur-
suant to section 307(e) of this title, or in the case of
violations of section 303(q) of this title, if the person
involved is a nonlicensee tower owner who has previ-
ously received notice of the obligations imposed by sec-
tion 303(q) of this title from the Commission or the
permittee or licensee who uses that tower. Whenever
the requirements of this paragraph are satisfied with
respect to a particular person, such person shall not
be entitled to receive any additional citation of the vi-
olation charged, with respect to any conduct of the
type described in the citation sent under this para-
graph.

(6) No forfeiture penalty shall be determined or im-
posed against any person under this subsection if

(A) such person holds a broadcast station license
issued under subchapter III of this chapter and if the
violation charged occurred

(i) more than 1 year prior to the date of issuance
of the required notice or notice of apparent liabil-
ity; or

(i1) prior to the date of commencement of the cur-
rent term of such license,

whichever is earlier; or

(B) such person does not hold a broadcast station
license issued under subchapter III of this chapter
and if the violation charged occurred more than 1 year
prior to the date of issuance of the required notice or
notice of apparent liability.

For purposes of this paragraph, “date of com-
mencement of the current term of such license” means
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the date of commencement of the last term of license
for which the licensee has been granted a license by
the Commission. A separate license term shall not be
deemed to have commenced as a result of continuing
a license in effect under section 307(c) of this title
pending decision on an application for renewal of the
license.
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47 U.S.C. § 504. Forfeitures
(a) Recovery

The forfeitures provided for in this chapter shall
be payable into the Treasury of the United States, and
shall be recoverable, except as otherwise provided
with respect to a forfeiture penalty determined under
section 503(b)(3) of this title, in a civil suit in the name
of the United States brought in the district where the
person or carrier has its principal operating office or
in any district through which the line or system of the
carrier runs: Provided, That any suit for the recovery
of a forfeiture imposed pursuant to the provisions of
this chapter shall be a trial de novo: Provided further,
That in the case of forfeiture by a ship, said forfeiture
may also be recoverable by way of libel in any district
in which such ship shall arrive or depart. Such forfei-
tures shall be in addition to any other general or spe-
cific penalties provided in this chapter. It shall be the
duty of the various United States attorneys, under the
direction of the Attorney General of the United States,
to prosecute for the recovery of forfeitures under this
chapter. The costs and expenses of such prosecutions
shall be paid from the appropriation for the expenses
of the courts of the United States.

(b) Remission and mitigation

The forfeitures imposed by subchapter II, parts II
and IIT of subchapter III, and sections 503(b) and 507
of this title shall be subject to remission or mitigation
by the Commission under such regulations and meth-
ods of ascertaining the facts as may seem to it advisa-
ble, and, if suit has been instituted, the Attorney Gen-
eral, upon request of the Commission, shall direct the
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discontinuance of any prosecution to recover such for-
feitures: Provided, however, That no forfeiture shall
be remitted or mitigated after determination by a
court of competent jurisdiction.

(c) Use of notice of apparent liability

In any case where the Commission issues a notice
of apparent liability looking toward the imposition of
a forfeiture under this chapter, that fact shall not be
used, in any other proceeding before the Commission,
to the prejudice of the person to whom such notice was
issued, unless (i) the forfeiture has been paid, or (ii) a
court of competent jurisdiction has ordered payment
of such forfeiture , and such order has become final.
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47 C.F.R. § 64.2010 Safeguards on the disclosure
of customer proprietary network information.

(a) Safeguarding CPNI. Telecommunications car-
riers must take reasonable measures to discover and
protect against attempts to gain unauthorized access
to CPNI. Telecommunications carriers must properly
authenticate a customer prior to disclosing CPNI
based on customer-initiated telephone contact, online
account access, or an in-store visit.

(b) Telephone access to CPNI. Telecommunications
carriers may only disclose call detail information over
the telephone, based on customer-initiated telephone
contact, if the customer first provides the carrier with
a password, as described in paragraph (e) of this sec-
tion, that is not prompted by the carrier asking for
readily available biographical information, or account
information. If the customer does not provide a pass-
word, the telecommunications carrier may only dis-
close call detail information by sending it to the cus-
tomer's address of record, or by calling the customer
at the telephone number of record. If the customer is
able to provide call detail information to the telecom-
munications carrier during a customer-initiated call
without the telecommunications carrier's assistance,
then the telecommunications carrier is permitted to
discuss the call detail information provided by the cus-
tomer.

(c) Online access to CPNI. A telecommunications
carrier must authenticate a customer without the use
of readily available biographical information, or ac-
count information, prior to allowing the customer
online access to CPNI related to a telecommunications
service account. Once authenticated, the customer
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may only obtain online access to CPNI related to a tel-
ecommunications service account through a pass-
word, as described in paragraph (e) of this section,
that is not prompted by the carrier asking for readily
available biographical information, or account infor-
mation.

(d) In-store access to CPNI. A telecommunications
carrier may disclose CPNI to a customer who, at a car-
rier's retail location, first presents to the telecommu-
nications carrier or its agent a valid photo ID match-
ing the customer's account information.

(e) Establishment of a Password and Back-up Au-
thentication Methods for Lost or Forgotten Passwords.
To establish a password, a telecommunications carrier
must authenticate the customer without the use of
readily available biographical information, or account
information. Telecommunications carriers may create
a back-up customer authentication method in the
event of a lost or forgotten password, but such back-
up customer authentication method may not prompt
the customer for readily available biographical infor-
mation, or account information. If a customer cannot
provide the correct password or the correct response
for the back-up customer authentication method, the
customer must establish a new password as described
in this paragraph.

(f) Notification of account changes. Telecommuni-
cations carriers must notify customers immediately
whenever a password, customer response to a back-up
means of authentication for lost or forgotten pass-
words, online account, or address of record is created
or changed. This notification is not required when the
customer initiates service, including the selection of a
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password at service initiation. This notification may
be through a carrier-originated voicemail or text mes-
sage to the telephone number of record, or by mail to
the address of record, and must not reveal the
changed information or be sent to the new account in-
formation.

(g) Business customer exemption. Telecommunica-
tions carriers may bind themselves contractually to
authentication regimes other than those described in
this section for services they provide to their business
customers that have both a dedicated account repre-
sentative and a contract that specifically addresses
the carriers' protection of CPNI.
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