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Google indicates it has no documentation of the process or application used to enable Location History 

for the okellochatrie55@gmailcom account. Due to the lack of specific details documenting Location 

History’s activation on Mr. Chatrie’s phone, | analyzed the possible ways that Location History could 

have been activated. As further detailed in my initial report, that analysis indicated Google Assistant 

likely enabled Location History. That analysis revealed the installation of Google Assistant moments 

before activation of Location History. This report documents publicly available information and defense 

investigation regarding the setup and methods to enable Location History upon first use of Google 

Assistant. 

In conducting this analysis, | reviewed the publicly available information regarding the Location History 

opt-in process related to Google Assistant. Google describes Google Assistant as a productivity 

application that allows you to get hands-free help, get quick directions, search the internet, set helpful 

reminders, and other user convenience tasks. Internet searches and further investigation yielded 

examples of the opt-in methods, specifically when using Google Assistant. Examples contemporaneous 

to this case appear to be the most reliable way to document the opt-in process. Due to the updates to 

software and Googles’ policies since Location History’s activation on the oklellochatrie55@gmail.com 

account, | cannot replicate the opt-in process Mr. Chatrie would have seen. The examples below should 

provide the clearest picture of the opt-in process using Google Assistant that he would have seen. 

On an Android device with Google Assistant, the user may launch the Google Assistant application by 

long-pressing the home button. Upon first use, the application will prompt the user to allow 

permissions. These permissions include Location History. Mr. McGriff describes a version of this 

permission screen in his third declaration. He omits, however, that the permission screen requested 

two other permissions, not just Location History. 

Figure 1: Quartz Screenshot 

| located several sources that document the process for enabling 

Location History and specifically enabling location history through 

Give your new Assistant permission to Google Assistant. The first is from Quartz (qz.com). Quartz 

help you published an article on January 24, 2018, discussing the opt-in 

The Assistant depends on these settings nordertowark DOCeSS for Location History. (https://qz.com/1183559/if-youre- 

using-an-android-phone-google-may-be-tracking-every-move-you- 

make/). The author, David Yanofsky, provides a description and 
gagtester01011970@gmail.com 

Q Location History > screen captures of these processes. Counsel for Mr. Chatrie 

Creates a private man of where you go wih you contacted Mr. Yanofsky to obtain the actual screen capture from 

the article, shown in Figure 1, taken on January 18, 2018. Mr. 

[Device information . Yanofsky further confirmed that he took this screen capture using 

Includes contacts, calendars apps, musi a Google Pixel 2 phone, running Android 8.1. 
pattery life, sensor readings 

Mr. Yanofsky specifically addresses the opt-in process for Location 

History through Google Assistant. Mr. Yanofsky describes, upon 

first use, Google Assistant prompts the user to enable Location 

History. The article does not provide any other information about 

Voice & Audio Activity ~ U 

the expansion arrows menus you see on the screen. 

  
J.A. 1470J.A. 1470
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Oracle, a computer technology company, completed a study in 2018 which details Google’s collection of 

user data. Oracle documented Google’s steps for the activation of Location History through several 

methods, including Google Assistant. In the document labeled “Google, Android and Location Tracking” 

from September 2018, Oracle discusses location history and other Google services. On page 4, Oracle 

displays the setup screen for Google Assistant. Oracle also displays the screen once you select “Next.” 

The subsequent screen capture is the same as Quartz, but the selections for “No Thanks” and “Yes I’m 

In” are visible. Shown in Figure 2 is a screen capture from Oracles’ document. 

Figure 2: Oracle Screen Capture 

Continuing through the Android smartphone setup process, users are prompted to enable 

Google Assistant? — a step that enables Location History, collection of device information, and 

recording of voice and audio activity of the user. Figure 3 displays the screenshots for setup of 

the Google Assistant service, 

    

‘ ° ° . *+ ひ りす Gas 47 8 € 705 
bundling multiple settings with 

“ , ” Give your new Assistant permission to 

one “Yes I’m In”. These default help you 

settings for Goog le Assistant - SAREL Wai ease see piso te bas 
. . Meet your Google Assistant 

also meet the criteria for an mary 2 teeters com 
Ask it questions, Tell it to do things. It’s your own 

“opt-out” process, in direct personal Google, always ready to help 

conflict with Google’s 

statement that “users must 

opt-in to this service.” ” O @ G Rea 

Q Location History - 

§ Voice & Audio Activity マ 

Hi, how can | help? 

a 
Figure 3: Google Assistant Setup Screens 

https://vavw.accc.gov.au/systemfiles/Oracle-Submission-2-%28September-2018%29. pdf 

| also reviewed screen captures from a report completed by Forbrukerradet (Norwegian Consumer 

Council), “Every Step You Take.” Screen captures were made during the setup of a Samsung Galaxy S7. 

The device setup occurred on July 2, 2018, on Android version 8.0. A device setup was also completed 

using the same device on August 9, 2018. All screen captures from both dates produced were provided 

to counsel for Mr. Chatrie from Forbrukerradet. The screen captures are from a factory reset device and 

details each screen the user sees through the process and any expansion arrows menus and selections. 

The Google Assistant setup begins with the “Meet Google Assistant” screen, with “Skip” and “Next” 

choices. Selecting “Next” prompts a permissions screen. Google displays, “The Assistant depends on 

J.A. 1471J.A. 1471
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these settings in order to work correctly.” “No, thanks” and “Turn On” are choices for the permissions 

screen. 

In the previous captures for the permissions screen, the expansion arrows and their contents were 

unavailable. The opening of each expansion arrow is not required to make a selection at the bottom of 

the screen, meaning a user can activate Google Assistant without looking at the expansion arrows. The 

screen captures from the July 2, 2018 test show each of the expansion arrows. Expansion arrows for 

Location History, Device Information, and Voice & Audio Activity are displayed. | note the description 

under the Location History permission changed at some point between the previous examples. The 

description changes from “Creates a private map of where you go with your signed-in devices” to “Saves 

where you go with your devices.” Google, in Marlo McGriff's third affidavit, indicates that “Saves Where 

you go with your device” was the wording used during the time of this case. The screen captures 

referenced are shown below. 

(https://fil. forbrukerradet.no/wpcontent/uploads/2018/11/27-11-18-every-step-you-take. pdf) 
  

Figure 3: Norwegian Consumer Council Screenshots 7/2/2018 

EEE O97211.com 

Give your new Assistant 
a Location Histo < 

permission to help you 9 “ones 
Meet your Google Assistant Saves where you go with your devices 

The Assistant depends on these settings in order 
Ask it questions. Tell it to do things. to work correctly. Turn these settings on for: Location History saves where you go 

It's your own personal Google, always with your devices. To save this data, 

| eg eil.com Google regularly obtains location 
teady to help. data from your devices. This data is 

saved even when you arent using a 
specific Google service, such as Google 

9 Location History ~ Maps or Search 

Saves where you go with your devices If you use your device without an Inter- 
net connection, your data may be saved 

@° to your account once you return online. 

回 Device Information マ Not all Google services save this data 
to your account 

Stores info about contacts, calendars, 
apps, music and other data from This data helps Google give you more 

. your devices personalised experiences across Google 
Hi, how can | help? services, such as a map of where 

you've been, tips about your commute, 
recommendations based on places that 

U Voice & Audio Activity マ you've visited and useful ads, both on 
and off Google. 

Records your voice and audio to improve 
speech recognition 

SKIP NEXT [i] Device Information = 

This data may be saved and used in any Google Stores info about contacts, calendars,   
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Figure 4: Norwegian Consumer Council Screenshots 8/9/2018 
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The examples in each of the documents show consistent screens and selections for enabling Location 
History through the Google Assistant application. By selecting “Turn On,” the user enables Location 
History, and the account begins to collect and store location data immediately from reporting devices. 
The user does not need to actually use Google Assistant after installation to generate location data 
stored within the account. If the device is powered on, it will passively collect and report location data. 
By choosing to enable Location History, the user will now create location data within the account for the 
device’s life. Deleting the application used to enable Location History does not stop the collection and 
storage of location data.  
 

End of Report 
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UNITED STATES DISTRICT COURT  
FOR THE EASTERN DISTRICT OF VIRGINIA 

RICHMOND DIVISION 

UNITED STATES OF AMERICA 

v. 

OKELLO T. CHATRIE, 

Defendant. 

Case No. 3:19-cr-00130-MHL  

THIRD DECLARATION OF MARLO MCGRIFF 

I, Marlo McGriff, respectfully submit this declaration in regard to the above-captioned 

matter.  I make this declaration based on my knowledge of the facts stated herein. 

1. Appended as Exhibit A and Exhibit B are documents in Google’s possession

responsive to the subpoena issued by the Court pursuant to Federal Rule of Criminal Procedure 

17(c) on July 20, 2020 (ECF Nos. 133, 133-1) (“the Subpoena”).  These documents consist of 

Google’s subscriber registration record (the “Registration Record”) and an audit record (the 

“Audit Record”) associated with the Google Account , which I 

understand to be the account that is the subject of the Subpoena (the “Subject Account”).  The 

Registration Record documents certain subscriber registration information associated with the 

Subject Account.   The Audit Record documents user consent to Location History on the Subject 

Account.  The information provided below is intended to translate the technical information in 

the Audit Record for the Court and to provide other information responsive to the Subpoena. 

I. Account Creation

2. The Registration Record reflects that the Subject Account was created on August

20, 2017 (UTC) from the IP Address . 

Case 3:19-cr-00130-MHL   Document 147   Filed 08/07/20   Page 1 of 12 PageID# 1665
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3. The Registration Record reflects that the Google Account 

 is associated with the numerical Google Account ID 

.   

II. “Location History” (“LH”) Setting and Location Reporting Setting 

4. As I testified in my first declaration, see ECF No. 96-1 at 2, and as Google stated 

in its amicus brief, see ECF No. 73 at 7, a user must opt in to LH before location data can be 

stored in the LH service.  As I also testified in my first declaration, see ECF No. 96-1 at 3, for 

LH to collect location data from a particular device, the “Location Reporting” subsetting within 

LH must be on for that device. 

5.  The Audit Record reflects that the user of the Subject Account opted in to the LH 

service and enabled Location Reporting for a Samsung device on July 9, 2018 at approximately 

04:09 (UTC)1 as follows: 

a. The Sensorvault server recorded LH as being successfully enabled for Google 

Account ID . 

b.  Location Reporting was enabled for a device with device tag , which 

was a Samsung Galaxy S9 Plus (SM-G965U).  

c. The user opted in to LH either through device settings or through a Google 

application on the Samsung device.  This is indicated by the fact that Location 

Reporting was enabled for the Samsung device at the same time that the user 

opted in to LH, which can only happen when the opt-in occurs through a device-

based consent flow versus a browser-based consent flow. 

 
1 All timestamps in the Audit Record are in standard millisecond format. 
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6. The Audit Record did not record the specific interface (i.e., the particular

application or settings opt-in screen) through which the user enabled LH.  But as of July 9, 2018 

(UTC) and at all times since then, the steps and consent text necessary to opt in to LH—what 

Google refers to as the “supported consent flow”—have been consistent across all applications 

and services and across all Android devices and operating systems.  Moreover, as of July 9, 2018 

(UTC) and at all times since then, the Sensorvault server rejects any attempted opt-in to LH from 

an unsupported consent flow or device—i.e., any attempt to enable LH that does not follow the 

steps described here will be unsuccessful.  See ECF No. 110-1 at 2.  Because the Audit Record 

shows Google’s Sensorvault server recording that LH was successfully enabled on the Subject 

Account, the user necessarily opted in through a supported on-device consent flow.  If the user 

had encountered an unsupported on-device consent flow, the Audit Record would not show a 

successful enablement of LH.   

7. Under the supported consent flow as of July 9, 2018 (UTC), across all

applications and services, and across all Android devices and operating systems, a user who 

opted in to LH either directly from within device settings or when attempting to use a feature 

powered by LH (such as features within the Google Maps application) would be presented with 

an opt-in screen containing the following text: 

Location History 

Saves where you go with your devices 

This data may be saved and used in any Google service 
where you were signed in to give you more personalized 
experiences.  You can see your data, delete it and change 
your settings at account.google.com. 

NO THANKS TURN ON. 2 

2 This text is the same text that would appear on the second screen I described in my 
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8. Across applications and services, and across Android devices and operating 

systems, tapping on an expansion arrow next to the text “Location History: Saves where you go 

with your devices” would present users with additional information about LH, which reads: 

Location History 

Saves where you go with your devices 

Location History saves where you go with your devices.  
To save this data, Google regularly obtains location data 
from your devices.  This data is saved even when you 
aren’t using a specific Google service, like Google Maps or 
Search. 

If you use your device without an internet connection, your 
data may be saved to your account once you return online. 

Not all Google services save this data to your account. 

This data helps Google give you more personalized 
experiences across Google services, like a map of where 
you’ve been, tips about your commute, recommendations 
based on places you’ve visited, and useful ads, both on and 
off Google. 

This data may be saved and used in any Google service 
where you were signed in to give you more personalized 
experiences.  You can see your data, delete it and change 
your settings at account.google.com. 

NO THANKS  TURN ON 

 

9. Tapping “TURN ON” will enable LH on the user’s Google Account. 

 
Supplemental Declaration.  See ECF No. 110-1 at ¶ 7 (“By 2017 at the latest, it was not possible 
for a user to successfully enable LH solely by tapping on “YES, I’M IN” as depicted on the final 
screen in the McInvaille Video.  Instead, a user who tapped on “YES, I’M IN” when prompted 
would be presented with a second opt-in screen.  Only by opting in via that second screen could 
the user successfully enable LH for her account.”). 
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the Subject Account.  This could be because no such emails were sent or because the records 

from that time period no longer exist. 

III. “Device Location” Setting 

20. As I testified in my first declaration, see ECF No. 96-1 at 2-3, in order for a 

particular mobile device to send location data to LH, the device-location setting must be on for 

that device.  Enabling the device-location setting allows the device to determine its location, 

which can be used by applications and services with requisite permissions. 

21. On Android devices, the device-location setting is found under Android 

“Settings,” under the “Location” menu.  As of July 9, 2018, and continuing to today, an Android 

user has the ability to turn the device-location setting on or off.   

22. Toggling the device-location setting on or off does not affect whether LH is 

enabled for the user’s Google Account or whether the Location Reporting subsetting within LH 

is enabled for that device.  It simply affects whether there is any location information available to 

be shared with LH from the device.  If LH and Location Reporting have been enabled and the 

user turns off the device-location setting, LH and Location Reporting will remain enabled, but 

there would not be any location information available to be shared with LH from the device.  

When the device-location setting is turned back on, it would become possible for location 

information to be shared with LH from the device (assuming LH and Location Reporting have 

previously been enabled). 

23. Google does not store and thus has no record of when the user of the Subject 

Account may have toggled the device-location setting on or off. 

Case 3:19-cr-00130-MHL   Document 147   Filed 08/07/20   Page 9 of 12 PageID# 1673
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IV. Permitting Location Sharing With Google 

24. As I testified in my first declaration, see ECF No. 96-1 at 2-3, on iOS devices, the 

user must further configure the user’s mobile device to grant the required device-level location 

permission for an application to share location data with LH.  For example, a user of an iOS 

device can allow Google Maps to access and transmit the device’s location by toggling the 

location permissions for Google Maps to “Always,” “While Using the App,” or “Never.”  An 

iOS device can share location data with LH from a particular application only if the user sets the 

location permission for that application to “Always.” 

25. On Android devices, the number of applications that have device-level location 

permissions enabled impacts the frequency with which location data may be shared with LH.  A 

user may configure applications, such as Google Maps, to access and transmit the Android 

device’s location by toggling the location permissions for the application to “Allowed All the 

Time,” “Allowed Only While in Use,” or “Denied.” 

26. These location permissions are specific to each application, and toggling them 

does not affect whether LH is enabled for the user’s Google Account or whether the Location 

Reporting subsetting is enabled for that device.  This was true as of July 9, 2018 and remains the 

case today. 

27.  Google does not retain records reflecting when these permissions are modified 

for various applications and so has no record of when the user of the Subject Account may have 

modified these permissions for any applications on the user’s device.    

V. Signing in to a Google Account  

28. As I testified in my first declaration, see ECF No. 96-1 at 3, a particular device 

will not report location information to LH on a particular Google Account unless the user has 
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signed into that account on that device.  On an Android device, this means that the user must 

associate the user’s Google Account with the device through the device settings.5  Signing into 

the account through any other means, such as on a web browser, is not sufficient to allow 

reporting of location data to LH.  Moreover, if the user has enabled LH in the user’s Google 

Account and enabled the Location Reporting subsetting in LH for a device, but subsequently 

removes the user’s Google Account from that device through the device settings, the device will 

stop reporting location to LH (even though LH remains enabled on the Google Account).  This 

was true as of July 9, 2018 and remains the case today. 

29. Google has no record showing when the user of the Subject Account may have 

associated or disassociated the account from the Samsung S9+ SM-G965U device. 

VI. Default Settings 

30. The default setting for LH at the initial account creation is “off.” 

31. Android devices, including a Samsung S9+ SM-G965U running Android O.S. 

8.0, revision number G95USQS3BRK3, have a default setting for Location Reporting as “off,” 

with Location Reporting for the device being enabled based on user action on the device or 

elsewhere. 

32. The default setting for the device-location setting at the initial set-up of any 

Android device running Android O.S. 8.0 and earlier is “on.” 

VII. Version History 

33.  The consent text and steps I described above at ¶¶ 7-18 constituted the supported 

consent flow that was required to successfully opt in to LH as of July 9, 2018 (UTC), when the 

 
5 See Google, Add or remove an account on Android, 

https://support.google.com/android/answer/7664951?hl=en (visited July 22, 2020). 
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