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1)

2)

3)

QUESTION(S) PRESENTED
Should evidence be suppressed under the "exclusionary rule" when obtained

from Network Investigative Tecnigue (NIT) warrants that violated Rule 41(b)

‘of the Federal Rule of Criminal Procedure (prior to December 1, 2016), and

/ot the Fourth Amendment, especially given that the government was aware
magistrate judges lacked jurisdictiomal authority to issue warrants to se-
arch or seize outside of their district?

Was the government's conduct in continuing to operate an illegal child porn-
ography website ("Website.A" or "Playpen") "so grossly shocking and outra-

geous” as to present Due Process arguments for dismissal when the govern-

_ment didn't just become involved in. an ongoing criminal enterprise, but by

assuming administrative control of "Website A", the. government became the

criminal enterprise?

When the statutes governing "accessing” of child pornography were written

was the legislative intent to utilize the same cfiminal penalties and sent-
encing guidelines for defendants whose intent was.neither sexual in nature,
not directed towards the victims (children in this case), but the perpetr-

ators themselves (child ptedators)?
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LIST OF PARTIES

| [x] All parties appear in the caption of the case on the cover page.

[ ] All parties do not appear in the caption of the case on the cover page. A list of
all parties to the proceeding in the court whose judgment is the subject of this
petition is as follows:.
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IN THE

SUPREME COURT OF THE UNITED STATES
PETITION FOR WRIT OF CERTIORARI

Petitioner respectfully prays that a writ of certiorari issue to review the judgment below.

OPINIONS BELOW

[x] For cases from federal courts:

The opinion of the United States court of appeals appears at Appendix A to
the petition and is

[ ] reported at ' ; OY,
[ 1 has been designated for publication but is not yet reported; or,
[x] is unpublished.

to

The opinion of the United States district court appears at Appendix _
the petition and is

[ 1 reported at ; Or,
[ ] has been designated for publication but is not yet reported or,
[x] is unpublished.

[ ] For cases from state courts:

The opinion of the highest state court to review the merits appears at
Appendix to the petition and is

[] reported at ___ S : - ; T,

[.1 has been designated for pubhcatlon but is not yet reported or, .

[ ] is unpublished.

The opinion of the | court
appears at Appendix to the petition and is

[ ] reported at ; 01,
[ 1 has been designated for pubhcatlon but is not yet reported or,
[ ] is unpublished.



2)

3)

4)

6)

7)

__OPINIONS BELOW (continued - timeline)

Pro se litigant (Appellant) has limited access to official and/or :
unofficial reports of opinions and orders in case by other courts or
administrative agencies. Appellant will present court responses to best

of ability, as incarcerated pro se litigant, and attach copy of orders
accessible.in Appendix. Below is timelire of “Citation of Reports of Opinions and OrdersT™ -

On August.14,.2015, Appellant was arrested as part of !"Playpen Sting" ' -
by the FBI. On September 9, 2015 Appellant was indicted on one count

of acessing with intent to view child pornography in violation of 18

U.8.C. '8§2252A(a) (5)(B) and 18 U.S.C.§2252A(b)(2). On June 2,. 2016,

Appellant plead guilty to. aforementioned charges.(open plea). Oun April

6. 2017, Appellant sentenced to §4 months iwprisonment, 15 yeats:-of.
supervised release, as well as restitution and special assessment totalling
$9,000.00 USD. '

CJA Counsel timely filed Appeal on behalf of Appellant on April .18,2017,
in accordance with Rule 4(b) of the Federal Rules of Appellate Procedure.
On August-28, 2017, counsel of record provided the United States Court

of Appeals a 27 page Anders Brief (Anders v. California, 386 U.S. 738 °
(1967) stating no nonfrivolous issues (plain error only) as to the guilty
plea and sentencing. On Qctober .17, 2017, Appellant submitted a 19 page
"Response™to counsel's Anders Brief bighlighting multiple:nonfrivelous
issues regarding guilty plea and sentencing, as well as issues concerning
counsel of record's refusal to challenge aspects of case of coustitutional
magnitude. '

On February 16, 2018, Appellant received notification frow the U.S.

Court of Appeals for the Fifth Circuit that after reviewing both counsel's
Anders Brief and Appellant's Response they, found no nonfrivolous issues
for'-Appellate review (plain error). Accordingly counmsel's motion to
withdraw was Granted and Appeal Dismissed. In additiom Appellant's request
for new counsel pending post convicition remedies was Denied.: Note:
Appellant hagnot submitted official 28.1.S.C. .§2255 Motion yet.

VAébélldnﬁ feqﬁéstéd_fimely petition for vebearing on March 5, 2Q18,

and was denied by Court of Appeals on April. 3, 2018. On--April 73, 2018,
Appellant's request for clarification of final couviction date and court
opinion as to why Appeal/Petition were dismissed/denied was also Penied.

Appellant requested pertiment case documents from CJA counsel prior

~ to diswissal and received a compact disk (CD) from said counsel. As

incarcerated pro se litigant Appellant has no way to access CD (CD located
in inomate "folder" held by Bureau of Prison officials). As such Appellant
has limited ability to prepare sections of petiton for writ of certiorari
requiring court opinion(s), transcripts, éate. : :

Coutent attached in Appendix that is "voluminous" will contain pertinent
material/excerpts only as to not take up unnecessary tiwe of the court.



JURISDICTION

[x] For cases from federal courts:

The date on which the United States Court of Appéals decided my case
was February 16, 2018

[ 1 No petition for rehearing was timely filed in my case.

[x] A timely petition for rehearing was denied by the United States Court of
Appeals on the following date: _April 3, 2018 , and a copy of the
order denying rehearing appears at Appendix _C . ,

[ 1 An extension of time to file the petition for a writ of certiorari was granted
to and including (date) on (date)
in Application No. _A -

The jurisdiction of this Court is invoked under 28 U. S. C. § 1254(2).

[ 1 For cases from state courts:

The date on which the highest state court decided my case was
A copy of that decision appears at Appendix

[ ] A timely petition for rehearing was thereafter denied on the following date:
, and a copy of the order denying rehearing

appears.at Appendix ____

[ ] An extension of time to file the petition for a writ of certiorari was granted
to and including (date) on (date) in
Application No. _A :

The jurisdiction of this Court is invoked under 28 U. S. C. § 1257(a).



Jurisdictional.Basis:(Continued)

Jurisdiction of this court is invoked under Article III of the United
States Constitution, as a Petition for a Writ of Certiorari from a final Jodgmeat
of conviction and sentence in the United States District Court for the Southern
District of Texas,. as well as dismissal of appeal by the United States Court of Appeals

for the Fifth Circuit.

Pro se litigant (Appellant) provided timeline of events leading to the
Supreme Court having final appellate Jurisdiction as to the issues of Comstitutignal
uegmitude directly related to thisccase on page-2 of the petition (Citation of
Reports of Opinions and Orders). As such AppelTant will repeat. .as little of

timeline as possible, - B .

: Conviction and Sentence occurred on April.6,.2017 followed by timely.
appeal on -April.28, 2017, per Rule 4(b) of the Fed. R. App. P. Counsel of )
record filed Anders Brief om August. 28, 2017, witb U.S. Court of Appeals for the
Fifth Circuit -stating no nonfrivolous issues found in regards to guilty plea
and sentence (reviewed for plain error only). Appellant filed "Response” to
Anders Brief on October.17,.2017, stating wmultiple nonfrivolous issues reganding
guilty plea (Fed. R. Crim. P. 11) and sentencing (Fed. R. Crim. P. 32). lant
. challengedcreview for ‘erroneous standards only”as GJA counsel advised Appellant
to remain silent during court proceedings for the same issues CJA counsel stated
in Anders Briefineeded to be brought up in District Court. :

_ On February.16,.2018, Court of Appeals concurred with CJA counsel's
Anders Brief, granted motion to withdraw, and dismissed appeal. Appellant's
request that counsel be allowed to withdraw, Anders Brief stricken, and new
counsel appointed (See, Parker, 2006, U.S. App. lexis 11060) was Denied.
Appellant filed petition for rehearing om March.5,.2018, which was Denied on’
April.3, 2018. As such Appellant concluded as pro se litigant that deadline to
- file petition for writ of certiorari to be 90.days frow April: 3, .2018.

The Supreme Court has repeatedly affirmed that one of the fundamental
rights with the due process clause of the 14th_Amendment is the right of access
to the courts. Essential to the .concept of due process of law is the right of
an individual to have "an opportunity...granted at a meaningful time and in a
weaningful .manner. for a hearing appropriate to the nature of the case.

S -!Appellant believes the statutory.and comstitutional provisions to confer
this ¢ourt jurisdiction to review on a writ of certiorari the judgment or:order
in question include violatious of the Fourth.Amendment, Rule.41(b) of the Fed.
R. Crim. P. and Due.Process.Clause. In addition Appellant questions the legisl-
ative intent of énforcing the statute for which he was. charged as he exhibits. .
none of the culpabilities described in the U.S.#Sentencing.Comission.Report._to
Congress: . Federal.Child.Pornography.Offenses(2012)[Ghild Porn Report'].

As the Supreme Court recently warned in Riley.v. California (2014),
"modern computer devices are capable of storing entire warehouses worth of
information", a reality that highlights the frightening potential of NIT
Malware (Challenging Government Hacking in Cfiminal Cases, 2017).

Central to this case is the FBI (or govermment's) use of software/malware
that it calls a Network Iuvestigative Techmnique:("NIT"). The FBI used the NIT

.



Jurisdictional Basis(Continued)

after obtaining a warrant from a magistrate. judge in the Eastern District of
Virginia ("NIT Warrant"). The FBI installed the NIT on Playpen ("Website A"),
the child pornography website it assumed administrative countrol over and was
operating out of Virginia. The NIT waleware attached itself once cowputers
accessed Playpen, regardless of where those computers were located. The WIT
searched computer's of usex(s) who bad unknowingly downloaded the maleware and
transmitted certain information back to the FBI, such as the Intermet Protocol
(IP) address, operating system informatiou, operatlng system username, and
the Media Access Control (MAC) address (unlque nutber assigned to each network
wodem). Most courts have agreed that WIT isa search that passes. the Katz reasonable
expectation of prlvacy test and/or the phy51cal trespass test (Challemging
Govermment Hackimg im Crimimal -Cases, 2017), thus deployment of WIT maleware
on a suspect's computer is a search. Defendant‘s need ounly demonstrate a reaso-
nable expectation of privacy in the place to be searched to trigger Fourth
Amendment protections. Uikewise the NIT wmaleware searched the computers at the
physical location of said cowputers, mot in the Eastern District of Virginia
where the warrant issued by the magistrate judge was siguned, which is a violation
of Rule.41(b) of the Fed.:R. Crim. P. and 28U.S.C. §636(a)(1). The FBI also operated
Playpen for two weeks during which tiwme tens of thousands of suspects visited
the website and posted thousands of images and/or videos. The FBI could bhave
acguired probable cause just by someone logging into the site with a usernaume
password, tut elected to not only allow distribution oun a wassive scale,
but by being adm1n1sttat1ve1y 1n control of the website they became the criwinal
enterprise. This in itself is "so grossly shocking and outrageous" as to v1olate
the due process clause of the United States. In comparisom if the govermmeunt
were charged with any of the 18.U.S.C.§2252A child pormography statutes they
violated by operating "Elaypen”, using the same seuntencing guideline calculatious
ised to sentence the Appellant (will address later), then the goverument would .~
be accountable for distributing, rece1v1ng, accessing, possession. etc. of bund-
reds of thousands if not willions of images and/or videos. .ﬁleerman‘Supreme Court
Justice Framkfurter stated, "Even where the defendant adwits Bis guilt, it is
the methods which the govermment uses that caunot be tolerated...If the acts
of the police authotrities are so reprehensible, the problem transcends tbe
individual defendant and the crime", (Sberwam v. United. States).

As stated in VChallemging Govermmeunt Hacking in Criwminal Cases (produced
by the American Civil Liberties Union, Electronic Fromntier Foundation, aund the
National Association of Criminal Defense Lawyers in March of:.2017)", "In the
FBI's 2015 "Playpen" stlng, part of "Operation Pacifier", the ageuncy seized .
control of a server ruuning a child pormograpby website referred to as "WebS1te
A, and covertly operated it between February 20, 2015 and March 4, 2015. Court
doeuments state that the site was devoted to child pornography and was nawmed
"Playpen". The website had wore than 158,000 members, and allowed members to
upload or view imageszéf their choosing. According to a transcript frow -one
evidentiary hearing, the FBI obtained over 8,000 IP addresses, and hacked cowp-
uters in 120 different countries iun the operation using a Network Investigative
Technique (NIT). All of these WIT deployments were authorized by a single wag-
istrate judge, sitting in the Eastern District of Virginia".

As this court knows certiorari is generally granted ouly in cases involving
principles the settlement of which is of importance to public as distinguished
frow parties, and in, cases where thevre is real and embarrasing conflict. of opin-
ion and authority between courts and appeals (NTRB v. Pittsburgh S.S. Co., 1951).




Jurisdictional.Basis (Continued)

The Appellant believes this case raises multiple issues of constitutional
-magnitude that only the Supreme Court of the United States has the judicigl
power to resolve. There have been so many diverse decisious, in both district .
carts as well as appeals courts, concerning the questions presented within this
petition. The questions presented in this case will likely come down to the
"exclusionary rule" (Mapp v. Ohio) versus the "good faith exception" (U.S. v.
Leon), and whether the "deterent” benefits of exclusion vary with the culpability
of the law enforcement conduct at issue" What is so conflicting about this case
is the child pornography precedent..The. children of the world need to be protec-
ed at all costs and as such the Appellant was reluctant to provide any information
that child predators (or any violent predator) could look to as a "precedent” in
their ease(s). The Appellant was unaware .of the government's culpability and wetho-
ds used to identify and prosecute suspects during the "Playpen" sting however.

7 Toagain quote Justice Frankfurter, although discussing the entrapment theory
Appellant believes encompasses all goverument conduct, stated that, “"the entrap-
went theory, be it objectove or subjective, starts with the disapproval of the
methods of the government officials. Even where the defeundant admits his guilt,

it is the wethods which the government.uses that canmot be tolerated! Justice
Franfurter reminded the Court that "the federal courts have an obligation to set
their face agaivst enforcement of the law by lawless means or means that violate
rationally vindicated staundards of justice. To.do otherwise would undermine the
Court's standing as adwinistrators of justice. The Issue goes beyond the convict-
ion of the individual defendant, At stake‘is the integrity of the process. o
Because Of the integrity of the courts and their position in the scheme of gover=
nment and ordered liberty, under the objective standard, the acts of the defendant
are not important to the disposition. If the acts of the the police authorties

are so reprehensible, the problem transcends the individual defendant and the
individual crime. For the courts to resolvethe issue, they would become corrupted
by a process that is the fruit of corrupt police methodology". Justice Frank-
furter looked to the language of Justice Roberts in stating, "The protection of
its own functions and the preservation of the purity of its own temple belongs
only to the court. It is the province of the court and of the court alome to
protect itself and the government from such prostitution of the criminal law".

The Appellant, as pro se litigant, leaves the decision of whether or not
- this case meets the juridctional requirewents toithis Honorable“Court. As the
court reviews the contents of this petition there may be issues concerning the
rules for the coutent of a petition for writ of certiorari. The Appellant apolo-
-gizes for this and asks that the mature of the content be viewed with the liberal
construction standard. As the court will see the Appellant deserves to be heard,
not only due to the government's constitutional violations, but also for the over
twenty years of military (and twelve to law enforcement) setrvice and more than

half his life protecting the innocent:



Constitutiomal Provisiouns.and-.Statutes .Involved

Articies of the Constitution-of the United.States of America involved:

Article IV - "The right of the people to be secure in their persons, houses,
papers, and effects, against unreasonable searches and seizures,
shall not be violated, and no Warrants shall issue, but upon
probable cause, supported by Oath ot affirmation, and particularly
describing the place to be searched, and the persons or things to
be seized."

Article V - "No person shall be held to answer for a capital, or otherwise
infamous crime, unless on a presentment or indictment of a Grand
Jury, except in cases arising in land or naval forces, or in the
Militia, when in actual service in time of War or public danger;

nor shall any person be subject for the same offense to be twice

put in jeopardy of life or limb; nor shall be compelled in any
criminal case to be a witness against himself, nor be deprived of
life, liberty, or property, without due process .of law; nor shall
private propeﬁtv‘be,taken_fOt public dse, without just compensation."

Article VI - "In all criminal prosecutiouns, the accused shall enjoy the right
to a speedy and public trial, by an impartial jury of the State
and district wherein the crim shall have been committed, which
district shall bave been previously ascertained by law, and to be ..
informed of the nature 'and cause of the accusation; to be confronted
with witnesses against him; to have cowpulsory process for obtaining
witnesses in his favor, and to have the Assistance of Counsel for
his defense." ,

i

Article XIV, Section 1. —"All persons born-or naturalized in the United States,

and subject to the jurisdiction thereof, are citizens of the United
States and of the State wherein they reside. No State shall make or
enforce any law which shall abridge the priviledges or immunities
of citizens of the United States; nor shall any State deprive any
person of life, liberty, or property, without due process of law;
nor deny to any person. within its Jurlsdlctlon the*equal protectlon
of the laws."

Pertinent .Federal .Statutes.and Federal Rules of Criminal. Procedure.involved:

1) Title 18 U.S.C. §2252A§a)§5)5 B) and 18 U.S.C §2252A(b)(2) ~ "Accessing with intent

to view'material that contained images of child pornography. .

2) Title 18 U.S.C. § 2252A(a)(5)(d) - "Affirmative Defense" to a charge of violating
subsection (a)(5) that the defendant (1) possessed less than three images of
child pormography: and (2) promptly and in good faith, without retaining or
allowing any person, other.than a law enforcement agency, to access ot copy
thereof -(A) took reasonable steps. to destroy such image; or (B) reported the

matter to a law enforcement agency and affored that agency access to each imege.
Note: The Appellant did not share (or distribute), receive,.copy, or communi-

cate with any person (on any category of forum, website, etc.), nor retain
or allow any person to access or copy any image (or v1deo) In addition the
Appellant did not knowingly possess any image of child pormography (one

image found on desktop that Appellant had no knowledge of).

Y2



Constitutional.Provisions and Statutes Involved

3) Title 18 U.S.C. 83553 ~ "Imposition of sentence", (a) Factors ?o'be considered
in imposing a sentence. The court shall impose a sentence suff}c1ent, but_not
greater than necessary, to comply with the purposes set forth iun paragrapgh (2)
of this subsection. The court, ir determining t€he particular sentence to be
imposed, shall consider -~ see Appendix for complete subsecﬁion pa?agraph
listing (1-7). (6) The need to avoid unwarranted sentence disparities among
defendants with similar records who have been found guilty of similar conduct.

4) Title 28 U.S.C §536(a) - '"Magistrate Jurisdiction". Congress provided judicial
authority to United States magistrate judges” within the district. in which
sessions are held by the court that appointed the magistrate-judge...and else-
where as authorized by law." This authority may be modified by the Rules of

_Criminal Procedure via §636(a)(1), § BEES

5) Title 18 U.S.C. .§2510-2520 - Title III of the Omnibus Crime Control and Safe
Street Act of 1968.

6) Title 18.1LS.C. §3509(m) - Requires that in any criminal proceeding, child por-
orgaphy “"remain in the care, custody, and control of either the Govermment or
the Court."

7) Fed. R. Crim. P. 41(b)(1) - "Rule 41(b) defines the territorial jurisdiction

' of magistrate judges.” Prior to December 1, 2016, Rule 41(b) provided that "a
wagistrate judge with authority in the district...has authority to issue a -
warrant in order to search for and seize a person or property located within
the district". The rule provided exceptions to this jurisdictional limitation
for property moved outside. of the jurisdiction, for domestic and intermational
terrorism, for the installation of a tracking device,:and for property located
outside a federal district (Rule's 41(b)(2)-(5)). Most district and appellate
courts agree that NIT warrant is a search, which would not @uthorize Rule 41(b)(4)
granting wagistrate judges 'suthority to issue a warrant to-install within the
district a tracking device" even if the peron or property being tracked leaves
the district. As of Decembery l, 2016, dew exenption, -Rule 41(b)(6), mow provides magistrate's
expanded territorial reach for searches of "electronic storage media" if "the
"district where the media...is located has been concealed through technological
means." This would-apply to NIT warrants authorized by magistrate judges after
December ‘1, 2016. Note: The Appellant was arrested oa August 14, 2015. In
addition the Appellant never attempted to couceal location of electromic
storage wedia frow law enforcement, - '




. Concise.Statement .of. the.Cases

‘ As stated in both the "Citation of Reports of Opinions and Orders" and
"Jarisdictional Basis" the Appellant's "Appeal” was diswmissed on February 16, 2018, -
and “Petition for Rehearing" was denmied on April.3,.2018. Appellant was not

made aware of the specific use of the Network Investigative Technique (NIT)

until review of "Discovery" was done with CJA counsel Just:weeks: before pleading
guilty on June 2, 2016. At that time CJA counsel presented Appellant with FBI's
reports, to which Appellant contested certain content, and showed Appellant-
activity logs of his (Appellant's) time spent at "Playpen". CJA counsel also
showed Appellant multiple. "censored" images contained within forum "posts" to
which the Appellant had allegedly visited. The Appellant stated, as tetadialso
done on day of questioning (August 14, 2015) to the FBI, that he had never seen
said images. The Appellant once-again stated bis intent to CJA counsel of-search-
ing for the predators/monsters who preyed upon children (and/or the "innocent")
and scammed posts (on any "violent gredator" type forum/website)ito identify
targets. CJA counsel advised Appellant that "intent" had mno bearing in this case
as "accessing” a child pornography website was illegal in itself. CJA counsel
also stated that the goverument had found one image on desktop computer and
threatened to charge Appellant with “"possession” if he did not plead guilty.
Appellant told CJA counsel he had no knowledge of any image on any computer

and asked what image was of but CJA counsel did not have that "Discovery"”

from the govermment (this was almost ten months since appellant's arrest and
seizure of all computer devices from residence). CJA counsel also presented -
Appellant with a copy of the first "Suppression” of the Playpen case (U.S. V.
Levin, 2016) regarding the issue of WIT-watrrant by magistrate judge out of the
Eastern District of Virginia, in violation of Rule.41(b). The Appellant indicated
to CJA counsel that he had knowledge of previcus concerns by the government
regarding the issuance of warrants, . specifically Title. .II1 intercept, by mag-
istrate judges out of the Eastern District of Virginia. The Appellant had att-
ended a law enforcement coriference in Houston, TX, approximately a year prior to
arrest, in which members of the Department of.Justice veiced specific concern
about utilizing magistrate judges out of the Eastern District of Virginia for
cases.that would inevitably target individuals outside the Jjudges jurisdiction.
Appellant not aware what other agencies (other than DEA) were present, nor if
there was anyone from out of the district present, but the Appellant does know
that members of the AUSA office for the Southern District of Texas, Houston
Division, were present. This was the same office that approved. searcts warrafites for
Appellant, as well:as prosecuted the Appellant. In addition the ‘Appellant believes
the Title IIT intercept being discussed, signed by magistrate ,judge out of Eastern
District of Virginia, was being monitored by the FBI. . .

CJA counsel did not present' information to Appellant regarding the extent to
which the government had operated "Playpen”, other than to state the government
had essentially been distributingichild pornography during the time they contro-
1lled the website. No mention was made.to the Appellant regarding. the Rule 41(b)
violation or what could be done regarding the Appellant's knowledge that the gov-
ermment was aware of the issue(s) ‘of said violation. The Appellant's request for

" outside computer forensic expert's assistance was ignored (CJA counsel had lim-
~1eéd knowledge regarding TOR, the ."Dark Web", forums/websites, or computer/int-

arnet in general). Despite the Appellant's insistence that he had never seen any
of the images, aid that his intent was as previously-stated, CJA counsel adv1§ed
to plead guilty and that he(counsel) would ask judge to delay sentencing until
Appellant completed last months of military .service before reaching twenty years
(for retirement). The Appellant was reluctant to plead guilty as he still bel%ef
ved that although what he had done was outside the law it did not meet.the crit-
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Concise .Statement of the Case Contimued

eria/intent for what he was being charged (18.U.5.C.-§22524(a)(5)(B) and §22524
(b)(2)). Ultimately the Appellant agreed with CJA counsel, based on counsel's ad-
vice, to plead guilty in order to save retirement and primarily as to not create

a precedent by revealing knowledge of the government's awareness of problems

with 41(b) violations by magistrate judges. On June 2, 2016, however, CJA counsel
presented a copy of the "Factual Basis” that. the prosecution wa$§ going:toseead
before the court during the guilty plea hearing. The Appellant vehemently denied
the majority of the factual basis to CJA counsel.as it used terminology that
placed the defendant in an extreme prejudicial stance before the court. The App~
ellant was unaware beforehand prosécution had utilized every image, contact sheet,
~o¢_image/video file lirk in calculating the amount of "images" the Appellant had "access--
ed”. ‘The Appellant had never seen, nor attempted to access, 99% of the images :
calculated as that was not his "intent", The Appellant also contested much of { -¢. «- |
what bad been said during his interview with FBT agent's on August 14, 2015, (ifipdg® -
tested willicsend® "Respouse to CJA Counsel's Anders Brief" and "Petition-for Re-
hearing" as argument regarding FBI interview and CJA counsel's advice/action is
quite voluminous). The Appsllant was advised to go forward with guilty plea, for
as previously stated reasons, as well as.to rewain silent during proceedings ex-
cept when spoken to by the judge. The Jjudge accepted the plea and granted request
to delay sentencing, which ultimately occurred om April 6, 2017..Prior to sent-
encing the Appellant ohce again vehemently objected to the content of the PSR,
- which contained false and/or ‘second hand statements (opinions mot fact). The PSR
- was turned in regardless and was the basis for which the Appellant was sentenced.
During sentencing the prosecution made multiple false or imaccurate statements .
that CJA counsel failed to challenge. The Appellant addressed- the court and for
the first time since arrest was able to present his intent towards violent pred-
ators, as well as wany of the reasons bshind bis actions. The Appellant accepted
responsibility for the actioms for which he ‘had actually committed. The judge was

ummoved by the Appellant's statement and sentenced -the Appellant to the maximum
~ sentence as calculated by the PSR (84 months). In addition the judge stated that
it was because of the Appellant's service (military and law enforcement) that he
was beingz sentenced at the high end of the guideline'as he should have known be-
tter. Note: The Appellant was faciwg no_minimum.sentence.

The Appellant's statements in the previous .two paragraphs are mot.to: pre=
sent amy post couviction relief (28.U.S.C.-§2255, IAC, etc.) requests, but fdrj‘
the court to under$tand that during the course of Appellant's case the only time
any of the questions imcluded as part of this petition were presented to the
Appellant was the one time CJA counsel mentioned the Levin case. CJA counsel never
‘opde wentioned the ongoing conflict amongst district and appellate courts through-
out the nation, and the possible additional violations of Rule 41(b), &4tb. Avend-
ment,; Sth-Awendwent, 6th-Amendwent, and 1l4th.Amendment "Due Process Clause”, that
the Appellant could have used in his defense.(or at least during semtencing or
post conviction)qibe App=llant @id not have access to .the internet in order to
acquite updates Himself so bad relied :upon counsel to to do so.: The Appellant’
is unaware: when.or if CJA comsel raised questions to the court regarding the App-
llant's knowledge concetning Rule 41(b) violatious. The Appellant does know .
that CJA counsel did not bring up Appellant's intent before court until day of
. Sentencing, despite baving Wnowledge of such since day counsel was appointed (co-

cerns question #3 regarding "ivtent of defendant”). The appellant did bring up
both his intent and reluctance to use knowledge for suppression at sentencing,
although it was not umtil being incarcerated that Appellant became aware of
blatant violation(s) of the Due Process Clause by the governmment. It was not
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Comcise Statement of . the.Case (Contimued)

until the Appellant had access to Lexis Nexus,through the Bureau of Prisous,
that he was able to-view other cases involving "WIT" iunstallation. The App-
ellant was wade aware .that most defendant's counsel contested 4th Amendment,
Rule. 41(b) violations, or Due Process Clause violatioms. In cases that evidence
was not suppressed due. to ome ot a wix of the said violations (either at distr-
Ct or appellate level) there was an overwhelwing reliance wpon the "good faith'
exception” or the govermment's assertion that in ordet to identify suspects who
conceal their locatiom utilizing the "Dark Web" it had to become part of an on-
going crimindl enterprise. What the Appellant was wost umawate of was the gov-
erunent's reprehensible conduct in identifying said suspects through the WIT

malware installation and controlling Playpen. As previously stated in this pet-
ition the govermment was in administrastive control of a website that distributed
thousands of child pormography images, videos, and other child pornography rel-
ated material. Knowing that only a small portion of those prosecuted during this
operation were actual child predators and/or producers/distributors would the
court system and .American people have approved? The majority of those caught and
prosecuted were non-violent, non-contact, computer or internet-based offenders .
who-became the "surrogate' or proxy" targets in lieu of violent offenders (accord-
ing to the 2012.Sentencing.Coumission as little as 3% of non-violent, non-contact
offenders re-offend). If the DEA seized a warehouse full of fetanyl or heroin

and distributed the narcotics in an attempt to identify and prosecute suspects,
knowing the epidemic said narcotics have had in causing countless overdoses,
deaths, as well as destroying the lives of countless individuals and families,
would the court system and American people have approved? The Playpen sting was
little different in the extremes the govermment went to in order to identify and
prosecute suspects. Even if the government overcame the constitutional violations
in this ‘case, and .-the courts agreed that the distribution of thousands of. child
-pornography images/videos was a necessary evil in identifying suspects, there
would be little to no deterrent value as the violent offender's (child predators;.
child pornography producers and distributors, etc.) only made a miniscule portion
of those actually arrested and prosecuted. For the amount of damage dons by the
government s operation.of "Website A" (Playpen), the continued (if not increased)
abuse the victims suffered during the two week sting was not justified. This does
not mean nou-violent or non-contact offenders should not be punished for their
crimes, it just means the small amount of violent offénders caught did not ju§tify
the government's “"demonstrated level of outrageousness" during the Playpen sting.

The Appellant will provide an "excerpt” from CJA counsel's Anders Brief
within' this petition.containing the "Factual Basis"” as read by the prosecution om
June 2, 2016 (as stated previously Appellant does not- currently bave access to
court transcripts). Note: Undetstznd the Appellant coutésted the coutent of the
"Factual Basis" to CJA counsel on day of guilty plea. Appellant once again brings
this to the court's attention as statements within the factual basis cast the .
Appellant in a negative or.prejudicial light. The Appellant repeatedly stated. th-
roughout case that bis intenht was not sexual in natvre and oot divected towards the
victims but the perpetrators. Nome of these.statements were included in-either the
"Factual Basis", the "BBR", nor were.they brought to the attention of the court
wntil the day of sentencing. (way have placed the Appellant in.a more favorable
light before the district court judge). ‘ . ~

Statement.of the-Case

. On September 9, 2015, Defendant Jawes P. Burke was charged with inteot to
 Vview ﬁateriaE tbat contained images of child pormography in violation of 18 U.s.C.
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Statement.of.the.Cage

§2252A(a)(5)(B) and §2252A(b)(2) in a once count indictment. Oun June 2,.Burke
entered a plea of guilty to the indictment..

At the guilty-plea procéeding, the prosecutor submitted the following as
the factual basis for the plea: _

The case was initiated pursuant to an international investigation which
targeted the users of a TOR network child pornography website, referenced
here as "Website A", whose primary purpose was to advertise and distribute
child pornography.

Following the February 2015 arrest of the primary- site administrator and
seizure of the website, the site remained operating at an FBI facility in
the Eastern District of Virginia until. approximately March &4, 2015. During
that time period, Title.III electrounic intercepts were conducted on the «
site to monitor userI commmnications and a network investigative technique
was deplyed in aneffortto defeat the anonymous browsing technology afford-
ed by the TOR network and to identify the true IP addresses of site users.
The NIT successfully vevealed the actual IP addresses of more than‘l,000
U.S.-based users who accessed the site. One such IP address came back to

a computer which was located at the defendant's residence.

On August 14 of 2015, FBI McAllen Spec1a1 Agent Truong Nguyen executed a
search warrant at the defendant's residence. The search warrant was obtai-
ned based on information that led investigators to believe that the defen-
dant was accessing files from a website known to contain child pornography
. whlch would be Website A. .

Through their investigation, agents Were able to determine that on Feb-
ruary 23 of 2015, the defendant access a file entitled WValya'thread "
This post contalned linksd:gnd. passwords to a video of what posts desc-
ribed as a nine-year old girl engaged in penetrative sexual activity with
an adult male. This thread was posted in the "Preteen V1deos Girls BC",

- which means bard core,.sectlon

' The Defendant also accessed a post that contained a link to a set of imag— -
es that depicted a young prebuscent child be1ng orally penetrated by the
penis of an adult male, .

Duning the same date, the defendant addltlonally accessed a post. that!
contained a link to a set of thumbnail images from a video that deplcted
a young prebuscent girl sitting with an adult male. The young girl is
them shown being orally penetrated by the adult male's penis. The images
depicted in these contact sheets meet the federal statutory definition of

child.pornography.

In a post-Miranda interview after the execution of the federal search wa-
rrant on August 14, 2015, the defendant admitted that he had downloaded
and viewed child pornography from various child pornography websites on .
the Internet. The defendant. stated that he kne#nithat it was wrong and ill-
.egal. The defendant further stated that he would delete the movies after
viewing them and that he did not have any movies or. dmagescon his computer.
Therefore, ~the defendant ‘knowingly accessed with intent to view child po-
rnography from various child pornography websites.
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Statement .of. the.Case
A forensic exan vas perforn ' s ac o
rensic exam was performed on the defendant's Asus la
, a ptop computer.
Agents fgund rewnants of the TOR browser which the defendang useg to acc-
ess Website A as_well'as forensic wiping software. Agents also found rem-
_pants of the movies titles that are suggestive of child .pornography

H B | - ) - .

A forensic exam was later perform:d on.the defendant's desktop computer,
a Gateway CPU model DX4300 with a Hitachi one terabyte bard drive. Agents
found a single thumbnail image which depiéted child pormography that was
linked to a video of child pornography. The file path of thisiimaggwShow
that it was downloaded on Jume 13. of 201Z. . .

Further, this desktop also had remnants of the movie titles that are sug-
gestive of child pormography as well as the TOR browser and foremsic wip-

ing software.

This desktop computer showed that the defendant had visited imgsource and
motherless. com, which are kmown child pormography websites.

An examination was collected from the server site of Website A showed.

** that the defendant had accessed a total of 77 threads, which contained:B45
- contact sheets, which had approximately eight images of child pornography
per contact sheet. These images included children under the age of 12,
bondage and acts of violence. Some of the images are of known victims id-
entified through the National Center for Missing and Exploited Children.

Both of the defendant's computers were matiufactured outside the state of
Texas; counsequently, the computer media that was used to access the child
pornography at issue was tramspoted in foreign or interstate cowmerce. I
Further, the defendant accessed child pormography via the Inhternet, which
is a means and facility of interstate coumetrce. :

~.Ypon questioning by the court, Burke acknowledged these facts as:true.

. " April 6, 20%17,:the district :court sentenced Burke 'to,serve 84 wonths

-in thé custody of :the Bureau of Prisens, followed by & 15-year term of supqryised.
release. The court did mot impose a fine and ordered Burke pay‘to the United
‘States a special assessmant of $100. Further, the court ordered restitution in
the amount of $4,000. Finmally, the court ordered 2 $5,000 special assessment for]
the Justice for All. Burke filed a timely motice of appeal. - ' ' '

Note: The Appellant challenged the termindlogy used by the prosecutor in
the factual basis (to CJA counsel throughout the case, as well as in Appellant's
"Response to CJA Counsel's Anders Brief"). The Appellant did not "access a file"
atitled "valya thread", :théiAppelkatt way bave ‘searched a post entitled "Valya
thread" as his intent was to scan forum (Website A or "Playpen" in this case).
posts and couments in an attempt to idenmtify targets (child predators). WebsitefA::
was set up in forum and/or message board format, not like regular "websites" .. -
whereithere are images,.videos, hyperlink advertisements, etc. The Appellant read
user comments in the chance that those who posted anything (cowments, files, lirks:
etc., may accidently reveal their identity. The Appellant was not viewing &t ‘acc-
assing.eyerv thumbnail ihage, outside:link (te:forums/websites;- image:andfor Vie:
deo file), nor was he viewing "contact sheets" (CJA counsel showed examples to
Appellant during "Discovery" of saia contact sheets, which are tiny embedded iwmage
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Concise. Statement.of. the.Case (Continued)

Statement.of.the.Case

examples within posts.that made up the majority of the prosecution's image calcu-
lations for PBR and sentencing). As previously stated the Appellant's intent was

not sexual in mature, nor would the Appellant access posts/threads based on cont-
ent, but due to the amount of traffic (more traffic/comments then more potential

targets -to identify).

. The Appellant admitted he knew child pornography was wrong and illegal" but
was not specific in what he told the govermment he downloaded as he had no speci-
fic criteria other than if their was the possibility to identify violent predators.
The /Appellant.stated: during the interview with FBI agents that be had searchedfvis-
ited wany different types .of forums, websites, discussion boards that were fre=
quented by violent predators (to include terrorists, murderer:. forvhire,  humany- -
narcotic/Wweapén: traffickers; or any: "group? that preyed upon the. imndcent).

Child predators, or pedofiles,were ‘just.dne of the primary groupsitie Appellant
targeted for obvious reasons (child porn precedent). The Appellant accessed what
e beliewéd was necessary in attempt(s) to target said violent predators. The

TOR browser is.mot.illegal ,:indr: wasuthe !forensic wiping software"” illegal or

a complex hacking software program. The forensic wiping software the government
alleged the Appellant utilized to. mask his activity from law enforcement was in
fact-common, free software, downloaded and.utilized by millions of people (CC-
leaner and Glary's utilities). They. are just as common as any virus/walware/wip-
ing program like.McAfee, Norton's, etc. (just free). The Appellant was unaware .
‘of any image (as previously stated), nor Hid he differentiate any material he -
accessed to identify targets based on subject matter. If they were a violent pr-
edator who preyed upon the irmocent, especially children, the Appellant would
search anywhete:they frequented (in this case the "Dark Web"). The Appellant went
into great depth concerning the prosecution's (govermment's) allegations and in-
terpretations of Appellant's activities and intent in bis Anders Brief respounse,
as well as: i follow- on wotions. As such the Appellant will not waste. 'the court's time
repeating all that has already been stated/provided. The Appellant was not aware
swile writing previous waterial, of many aspects.6f "Operation Pacifier" and/or
the Playpen sting though. The Appellant would like the court to look at his years
of service to this county, contributions to society, life as a loving busband and
father, and the actual proof of his said intent of protecting the innocent. If
the Appellant was the "mcnster” living the double life, as the prosecution con-
tends, wouldn't. there hayevbeen more evidence of such? "Website A" had between
150,000 and 200,000 mewbers, in at least 120 different countries. The roughly
100,000 users who visited the website,while the FBI had administrative control,
posted approximately 13,000 links to images or videos.files of child pornography
and clicked on at least 67,000 unique links to said images or files (adding tems
of thousands of victiws). During the time period in which the government operated
“Website A" the Appellant bad searched the "Dark Web" for multiple websites/forums
operated and frequented by violent predators. "Website A" was just one of the

- websites with the most traffic. Despite this the Appellant. did not share, recei-
ve, copy, commmicate with any person, nor retain or allow any person to access
or copy any image: (or video). In addition the. Appellant did mot knowingly possd . -
ess any images of child pornography (18 U.S.C. §2252A(a)(5)(d) - "Affirmative
Defense" to 18 U.S.C. §22524 offenses). The Appellant would ask the court mot to
Jjudge bim by the few Hours questioned "under duress" (concern for family - FBI
.threat of taking wife into custody resulting in children taken by Child Protect-
ive Services) but by the over 20 years placing himself in harm's way in or order
to protect those who could not protect thewselves.(end note).
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Direct . and.Concise. Argument.Setting. Forth.Reasons. for.

Granting .the._Writ.of_Certiorari

Prior to being arrested and incarcerated the Appellant was a bighly decoe-
ated veteran who served over 20 years in the United States Army (active duty and
National Guard). In addition to his military service the Appellant had also been
a Federal Law Enforcement Officer for approximately 9 years, as well as a Criminal
Investigator (Special Agent) with the Drug Enforcement Adwinistration (DEA) for
approximately 3 years. The Appellant deployed overseas with the wmilitary 6 times
to multiple combat zones and/or bazardous. duty areas (Iraq, Afghanistan, Kuwait,
Balkans, etc.) as both an enlisted Non-Cowmissioned Officer as well as an Officer
(Appellant was Direct Commissioned from SSG to 2UT in 2009). The Appellant is the
recipient of wultiple awards, medals, and cowmendations to include the Bronze Star.
The Appellant is rated 100% service~conmected disabled through the Veteran's Adm-
inistration (VA) for physical (back, hip, shoulder, nerve damage) and mental health
(PTSD, General Anxiety Disorder, Hypervigilence) issues. Note: The Appellant's
mental bealth issues were diagnosed primarily as a result of protecting: others at
bis own expense and not being able to "turn off", or- reradjust from combat to civ-
ilian status. Much of the Appellant's focus was on preventing others from being
batrmed,. which way be the result of seeing so many innocents ravaged by war. The
Appellant was reluctant in receiving meuntal health treatment (wife ordered him to
go or she would divorce him) for fear of the affect it could have on his career
and due to tbe stigma military personmel who treceive treatment for "PTSD" receive
(especially leaders).

The Appellant also was involved in the search for the Boston Marathon bombers
in 2013, as well as voluntarily worked "Ground Zero" following the September 11,
2001 attacks on the World Trade Center (prior to deploying overseas). The Appellant
was a contributing member of society who , despite spending much of bis adult life
putting his life on the line at home and abroad, still acquired a Bachelor of Arts,
Bachelor of Science, and a Masters Degree. Most importantly the Appellant is a lov-
ing fatber with a loyal wife of almost 14 years and four amazing children.

The Appellant stated the intent and action(s) that led to his incarcération
withinythis petition already and will now focus on the specific arguments for why
be feels the writ of certiorari should be granted. The Appellant understands the
actions that led to his arrest, as well as the time spent away from howme protecting
others instead of being with his family, were selfish. The Appellant's family lost
Just about everything upon his arrest. (father. figure, husband, provider, protector,
etc.) leaving his wife essentially a single parent. The Appellant hopes to make
amends for his mistakes and reunite with his-family. In order to do so he must
first take care of himself (primarily mental health), which he camnot do while in-
carcerated. The Bureau of Prisons does not provide mental bealth treatment for
veterans, especially those with PTSD or combat related mental health issues, nor
do they conduct "mental health evaluations" (as was ordered by court as part of
sentencing). The Appellant will instead present to.the court.4thi.Amendment and
Bule . 41(b).arguments for suppression, Due.Process.Clause violations relating to
government -conduct, and challenges to the criminal penalties and statutes (legis-
lative intent) for the crime the Appellant was charged and comvicted.

 In United:States .v. Krueger Justice Gorsuch (then Judge Gorsuch of the 10th -
Circuit) concurred that a rule 41 violation may prejudice a defendant and that he
believed jurisdictional ervors under Rule 41 were errors-of coustitutional magni-
tude:. : ' .

"For looking to _the cdmmqnmiéwfat the time of the framing it becomes qui-
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Directi and.Concise. Argument . Setting.Forth Reasons. for
Granting.the. Writ of Certiorari. (Continued)

ckly obvious that a warrant issued for search or seizure beyond the terroritorial
jurisdiction of a magistrate's powers under positive law was treated as no warrant
at all-as ultra vires and void ab initio to use some of the law's favorite Latin
pbrases-as null and woid without regard to potential questions of "harmlessuess"
(such as, say, whether another judge in the appropriate jurisdiction.would have
issued the same warrant if asked)...The principle animating the cowmou law at the
time of the Fourth Amendment's framing was clear; a warrant may travel only as

far as the power of its issuing official. And that principle seems clearly appl-
icable-and dispositive here." ‘

As most courtsihave found during the “"Playpen” sting/opetration the NIT ins-
tallation was indeed 4 se#rchy . Which brings up wultiple 'possible’ 4th. Amendment
arguments (probable cause, specificty of warrant, general warrant, etc.). Some
courts argue that visiting child porn sites creates probable cause,/although oth-
ers find that NIT deployment alone does not mean everyone suspected of criminal
activity, due to their "propinquity" to others, is in fact intending to commit
the same acts. As stated previously in this petition, "Defendants need only demo-
strate a reasonable expectation of privacy in the .place to be searched -to trigger
4th Amendmant protections!{Challenging-Government.Hacking in.Criminal.Cases;. March
2017). Ib.canibervargued that some of the information seized during the NIT search,
such as IP addresses, do not fall under the expectation of privacy rule because
they are available to third parties while;browsing the internet (even when "obs-
curred" by TOR). The Appellant concedes this as true (Appellant never attempted
to hide location, even while using "TOR") but other information seized during the
the "Playpen”isting, such as as a computer's MAC address, can only be acquired by
.searching ab. individual's computer (as was done through the NIT iunstallatiom).’As
such umder the Katz test, as well as the recently revived property based theory
of 4th Amenduent rights, ("physically occupying private property for the purpose
of obtaining information" is a search), the NIT deployment meets all the requit-
ements of a search.(Challenging Government Hacking in Criminal Cases, March 2017).
This leads back to the question of if individuals who knowingly went to the Play-
pen site, which was primarily dedicated to illegal (child pormography) material,
provided the government with the probable cause to search or seize said individuals. !
(through'NEF’installation,andaseﬁrch,fqllbwed by seizure of information,:addcthen
pbysical search/arrest of individuals)?

AL

Under the 4th.Amendwent, the search authorized by a warrant may be''nobr-
oader than the probable cause on which it is based." Magistrate judges may not
authorize warrant-applications that state "the search will include-any computer. -
that “accesses the site" as the statement is too broad to satisfy the 4th Amendment.
(Challenging.-Government Hacking in Criminal Cases, March 2017). However the Appet
llant agrees that in cases such as "Playpen”, where not only are the website users
visiting an illegal website but also utilized the TOR browser to do so, the est- .
ablishmentyof probable cause 'is stronger (child pormography precedent). The issue .
at hand is that thelNIT warrant failed to identify particular user's devices Uun+.
til after the search bhad already occured! and "lacked particularity because it
is not possible to identify with any specificity, which computers, out of all the.
computers on earth, might be searched pursuant to this warrant" (Challenging Gov-
ernment Hacking in Criminal Cases, March 2017). The NIT warrant searched thousa-
uds of computers ih ab,:least . 120 jountries,which, despite the child porunography
precedent, could be conmsidered so overly broad as to be considered a general.
warrant. Although some courts have found that because the WIT warrant was deployed
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Direct and Concise Argument Setting Forth Reasons.for
Granting. the Writ of Certiorari.(Continued)

from Playpen, a child pornography website operating on the "Dark Web":f{and very
unlikely for users to "accidently" come across), then the accessipgiofusaid site
does in fact establish probable cause. Without knowing the "intent" of each ind-
ividual however, "it is not!clear that an analogous brick-and-mortar warrant wo-
uld survive juducial scrutiny-for example, it is not clear that courts would app-
rove of a warrant that sought to search each individual who entered or left a low
income housing unit where drug dealing was known to be rampant":(Challenging Gov-
ernment Hacking in Criminal Cases, March 2017)4 The use of a warrant to search:
80 many computers is alarming .as it may pose the exact threat the "warrant requ-
irement" was designed to .avoid: "unbridled discretion of executive and administ-
rative officers."” The authorization to search so many computers, through. thelshear
breadth of the NIT deployment, could be considered unconstitutional in itself.

In reference to Riley (Riley v. California, 2014) computers store so much
personal information about an individual that the amount of data the NIT deployuent
gathered, seven specific categories of data. in the Playpen NIT, there could have
- been a viable basis to challenge the wartrant for being "unconstitutionally owerbroad”.
Unlike in the In re Warrant case however, where the magistrate judge was troubled
by family or friends ubinvolved inyany.crime!usingicomputer(s),with NIT installed,
the Playpen NIT was ounly triggered when users logged into the website i# question
and proceeded past the howepage. Although this favors the government's position,
even more so with the use of TOR as a.necessiity to access Playpen, the goverment's
reluctance to explain bow the NIT installation gathered user data (source code)
and why they allowed said users to continue to download child pornography {When
accessing Playpen through user/password was all the probable cause they needed-
child porn precedent) brings up the question of if the NIT warrant was so overly’
broad: as to be.a deliberate, reckless, or grossly negligent disregard for 4th Anendment
rights.

i
L

As previously stated in this petition the magistrate judge who issued the
NIT warrant in question had no authority to do so prior to the December 1, 2016
rule change (Rule 41(b)(6)). As Justice Gorsuch stated in the Krueger case, "a :
warrant issued forisearch or seizure beyond the terroritorial Jurisdiction of a
magistrate's powers under positive law was treated as no warrant at all'y or "woid
ab initiol" Thermajority of courts seem to agree that there was indeed a Rule 41(b)
violation but vary on if said violation was merely technical (also referred to as
"procedural"” or "ministerial" defects) or instead rises to the level of a violatiom
of the 4th Amendment (United.States v. Krueger, 10th Circuit, 2015). If the NIT
warrant was "void ab initio” from the start (Rule 41(b) violation) theniany search
or seizure conducted pursuant to said warrant is the equivalent of a warrantless.
search. As the Appellant understands it a warrantless search is a violation of the
4th Amendmant that cannot.be.overcome. If on the otherhand a Rule 41(b) violation
is considered "merely technical™ it may not rise to the level of a constitutional
violation. In Hyten the court stated, "Absent a constitutional infirmity, the ex-
lusionary rule is applied only to violations of Federal 41 that prejudice a deferdant
or show reckless disregard of proper procedure", (United.States v. Hyten, 8th Cir.
1993)+ In other words if the NIT warrant was a violation of comstitutional magnit-
ude (4th Amendment) than there is no need to address "prejudice against a defendamt”
ot "reckless disregard of proper procedure" as the warrant was void ab initio and
all evidence obtained from said warrant may be suppressed ("substantive" defects).
It the court(s) believe the NIT warrant violation of Rule 41(b) was "merely techn-
ical” then the ‘defendant (Appellant) wmust show that the evidence obtained from said
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warrant prejudiced the.defendant or that the violation.was.intentional. As Rule 41(b)
"implicates substantive judicial authority" (umlike the-rest of Rule &1) the Appe-
lant feels that the NIT warrant was the equivalent of a warrantless search, in vio-
lation of his constitutional rights, and all evidence obtained from the warrant be
suppressed ("fruit of the poisonous tree"). Altbhough some courts agree with this
opinion (district and appellate) there are others that do not directly link the NIT
warrant Rule 41(b) violation to the 4th Amendment but do feel suppression may still
be warranted for technical and/or ministerial defects as the defendant was ptejudiced
when in fact "the search would not have occurred if the rule had been followed."

In addition otber courts also feel: searches and/or seizures would not have been so
abrasive if the rule(s) had been followed. There have been strong arguments that in
NIT deployment cases, involving extra district warraunts, the prejudice prong is satisf-
ied because a jurisdictional defect in a warrant that authorizes an extra district
search is incurable. In additiow-suppression for intentional disregard of a provi-
sion in Rule 41(b) is justified as "the comstitutiomaldefect #n the execution..of :the NIT
warrant was a creation of the Agents themselves, impermissibly expanding the scope
and conducting searches outside the area in which the NIT warrant plainly limited
searches to" ({U.S. v. Carlson, 3/23/17). - = " °

Regardless of if suppression is warranted for Rule 41(b) or 4th Awendment vio=
lations, in order for evidence to be suppressed under the exclusiomary.rule it must
overcome certain limitations. The limitations include the good-faith.exception (Un-
ited States v. Leon. 1984) and the exigent circumstances exception. Under. the ex-
clusionary rule, courts may suppress evidence obtained as a direct result of an
- illegal search or seizure as well as evidence that is the fruit of the poistnous trée. .
However, due to the significant costs of suppressing evidence of crimes, the exc-
lusionary rule applies only where its deterrence benefits outweigh its substantial
social costs. The deterence benefits of exclusion vary with .the culpability of the
law enforcement conduct at issue. When police exhibit deliberate, reckless, or.gr-
ossly negligent disregard for Fourth Amendment rights, the deterrent value of excl-
usion is strong and tends to outweigh the resulting costs. However, when the police
act with an objectively reasonable good-faith.belief that their conduct is lawful
or when their conduct involves only simple, isolated negligence the deterrence rat-
ionale loses much of its force, and exclusion cannot pay its way. In addition the
4th Amendment contains no provision expressly precluding the use of evidence obt-
ained in violation of its terms. Neverless, the U.S. Supreme Court created the ex-
clusionary rule as a prudential doctrine to compel respect for the constitutional
guaranty. The exclusion of evidence obtained by an unconstitutiomal search is not
a personal constitutional right but a remedy whose sole purpose is to deter future
4th Amendment violations (Sorrells v. United.States).

In most of the Playpen cases that have not resulted in suppression the cou-
rts have not focused on the type of 4th Amendwent violation at issue, but rather
confined the "good faith inquiry to the objectively ascertainable question whether
a reasonably.well.trained officer would have known that the search was illegal in
light of all the circumstances” (United.States v. Leomn, 1984). In Leon, the Supreme
Court noted that "penalizing the: officer for the wagistrate's error, rather than
his own, cannot logically coutribute to the deterrence of Fourth Amendment viola-
tions." The Appellant would argue that in the Playpen case:the "good-faith excep~ ..
tion" does.mot.apply as not only was the Playpen NIT warrant written by FBI Agents,
and approved at multiple levels (within the FBI leadership and through the AUSA),
there was already knowledge within federal law enforcement that Title III warrants

. : . : : e {
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--issued and monitored out of the Eastern District Virginia violated Rule 41(b).
As stated previously im this petition, as well as in previous motions/responses
to the district and appellate courts, the Appellant was himself present at a law
enforcement conference in 2014 in which.g¢oncerns iover Fitle I1I warrants signed/
authorized by magistrate judges out of the Eastern District of Virginia were rai-
sed. The Appellant does not wish to get into the inmer workings of federal law en-
forcement (still have loyalties to fellow agents, primarily within the DEA) but
during his albeit limited time (3 years) within the DEA he bad authored a Title
11T of the Ownibus Crime Control and Safe Streets Act of 1968, 18.U.S.C.. §2510-
82X sffidavit. The Appellant also assisted in the monitoring and reaction to action-
able events intercepted over multiple different Title ITI warrant-intercepts with
both the DEA and interagency operations. As such the Appellant is well aware, even
with bis limited experience, of the strict guidelines and extensive approval pro-
cess Title IIT warrant affidavits must go through before even being placed before
a ‘judge. Theraforementioned conference, which took place in Houston, Texas (Soutbern
District of Texas) in 2014 specifically raised-concerns regarding magistrate judges
not having jurisdictional authority to authorize searchrwarrants out of their di-
sttict. The goverument's theory that Playpen userfs)made a 'virtual“trip” to the
Eastern District of Virginia does not hold water as the "installation" of the (Title
I11) NIT malwaré occurred not in the Eastern District of Virginia, but at the "ph-
ysical location" of the user(s).computer. In addition the search of the user(s) -
computer (or other eletronic device) also did not occur in the Eastern District of
Virginia but also wherever it (computer/electronic device) was physically located.
The Appellant stresses the pre-existing knowledge of magisttate judges issuing
Title III or NIT warrants out of their jurisdictional district as to show that even
he, with limited Title III experience, knew of said jurisdictional issues. The 1li-
kelihood that the original author of the NIT warrant in the Playpen case, a 19.vear
veteran of the FBI, knew nothing of the jurisdictional issue &onéern seems impro- .
able at best. Even if the agent was unaware of said jurisdictional issues, and was
acting in good-faith, a warrant of this significance would have to have been vetted
at the highest level within the FBI as well as with the United States Attorney's
Office. This same process of "vetting" or approving of the warrants issued throu-
ghout the natiom,in response to data ascertained from the NIT warrant, would also
go through wultiple government (FBI'or task force) and AUSA (Assistant United St-
ates Attorney) screenings before being placed before local magistrate judges. That
"noue of the 94 districts claimed to bave identified the jurisdictional issues ari~
sing from the original WIT warrant is highly.improbable and bordering on blatant . ..«
deliberate, reckless, or grossly negligent disregard tor Fourth Amendment rights.

In tbhe Appellant's case the author(s)of the NIT derived search warrant were not
uniformed police officers who had to make a decision under duress during "exigent"
circumstances. They also were not just “"reasonably trained officer's" who had to
ojectively-question: whether the NIT warrant aud subsequent search:was illegal in
light of "all of the circumstances." This was the FBI, who pride themselves for
being higbly trained, educated, and experienced Criminal Investigators in all wan-
ner of crime. The FBI is regarded as the premier law enforcement agency in the
country, and possibly even:theé world. Throughout the Playpen case FBI agents test-
ifying on bebalf of the govetrnment/prosecution have: recited impressive resumes that
leave no question as to their knowledge of criminal investigations (technology and
computer crime-child pornography in this case). With all of this combined expetience
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and. knowledge,even if there were several agents (throughout the nation and/ot
world) who were unaware that magistrate judges lacked jurisdiction to issue wars: .-
rants toisearch and/or seize outside of their district, keadership-within .the EBL:.:
and- government would bave corresponded with each other on a natiomal level rega-
rding a case that would affect 94 districts and eventually over 120 countries. A
warrant of this magnitude would have also faced tougher scrutiny due to the "child
pornography precedent” and the need to protect child victims, as well as to bring
. loathsome child predators to justice. The Appellant could accept if in their Haste
to. saveipossible victims the FBI and govermment/prosecution decided to risk ‘viol-
ating Rule 41(b) and 4th Amendment rights to save said victims, but this does not
appear to be the case. In addition to the FBI (government) operating a child porn-
ography website for approximately two weeks (FBI had complete: "administrative con-
trol” of Playpen), resulting in an untold amount of images and/or videos being
distributed (further barming victims), they also did.mot.act in an "exigent" manner
in saving victims or targeting child predators. The FBI obtained over 8,000 IP =
addresses in 120 countries, to include over 1,000 IP addresses in the United States,
during the time period they:.controlled Playpen. Despite this the FBI took .months, '+
if not years, before executing search warramts on suspects. During this. time ins-
tead of acting in.an "exigent" manner and immediately targeting suspects, and po-
ssibly saving child victims from continued. abuse, the FBI (goverument) elected to
build casesiagainst suspects first. The Appellant would ask the court how many mote
children could have been saved and/or relieved of their suffering had the govern-
ment focused on immediately acting in an exigent manner instead of focusing on the
suspects first? The Appellant would accept the govermment's claim of "good faith"
if frow the start they admitted to. violating. aspects. of suspects.Coustitutional
Rights, as well as certain Federal Rules of ‘Criminal Procedure, as long as they'.
actuallyi showed (hot: verbally stated in court or in press release(s)) -that their
primary. goal waé'td'éave.chilﬂten.from-atnse(s)fnd.Eggi to "build cases".

In a recent Suprewe Court decision (See, Dahda v. United States, U.S., Wo.
17-43, 5/14/18) the court stated that a wiretap warrant was defective because the
issuing judge didn't have jurisdictiomal authority to issue said warrant/order
outside the state of Kansas. In the case the. Supreme Court made it clear that Ju-
ges can't issue orders for wiretaps anywhere in ‘the country as.their territorial
limitation "is apn important and necessary check on the power of district court -
Judges to authorize a particularly invasive form of government surveillance." In
Uabda bhowever the evidence was not suppressed because the govermment did.mot.use
evidence obtained outside of Kansas. Unlike the Dahda case the Appellant's case
was not just a technical warrant case that can overcome jurisdictional or consti-
tutional violations by just removing an "offending phrase" from the NIT warrant. -

Under . the United :States Supreme Court's precedents, the exclusionary rule
encompasses both the primary evidence .obtained as a direct result of an illegal
search or seizure and evidence later discovered and found to be derivative of an
illegality, the so-called fruit of the poisonous tree. But the significant costs
of this rule have led the Suprewme Court to deem it applicable only where deterrence
benefits outweigh its substantial costs. Suppression of evidence has always been
the Supreme Couft's last resort, not its first impulse..To trigger the exclusionary
rule, police conduct must be sufficiently deliberate that exclusiow. can. meaning-
f@1fy deter it, and sufficiently culpable that. such deterrence is worth the price
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paid by the justice system. As with any remwedial device, the rule's application
has been restricted to those instances where its remedial objectives are thought
most effaciously served.

The Fourth Amendment protects the right of the people to be secure in their
persons, houses, papers, and effects, against unreasonable searches and seizures.
The Appellant believes that the FBI's.(govermment's) violation of Fourth Amendment
and Rule 41(b), in light of the information and arguments the Appellant has prov-
ided, are of constitutional wagnitude and camnot be overcome. The Appellant, how-
ever, has no say in the matter and leaves the decision to this court as to whether
said violations are "substantively defective".and/or void ab initio .(warrantless),
or "merely technical.” In addition, if the court is in agreement, the Appellant
requests suppression of all evidence, derived from "Operation Pacifier" or the "Pl-
aypen Sting", against him under the "exclusionary rulei"

Violation.of. Due.Process-Rights.and. Arguments

¥

for.Dismissal.of. Indictment.(Conviction)

The "Playpen Sting'was part of what bas been called a "wétering hole" invest-

igation. In watering hole investigations, the government seizes servers known to

be hosting websites dedicated to illegal activity-specifically, child pornography
in all knowun bulk-backing investigations to date-and continues to operate those
illegal sites for a period of time fnorder to deploy WITs. Wumerous Playpen defen-
dants bave argued that the indictment against them should be dismissed because the
government's conduct in. continuing to operate the illegal site was "so grossly sh-
ocking: and outrageous” as to violate their due process rights (Challeunging. Govern-
ment - Hacking- in-Criminal Cases, 2017). There are instances when government conduct
is so outrageous that, such as when the government becowes directly involved in

the commission of a crime or when the govermment's conduct causes barm to third
parties, dismissal(s) of the indictment are warranted. In the Playpen case it is
not so much the idea behind the opération that reaches a "demonstrable level of..
outrageousness"”, as the govermment faces many obstacles in identifying and prose-
cuting criminals who conceal their activities via the "Dark Web", but the methods
and operation of Playpen ("Website A") itself. The Appellant used the example of
the DEA distributing mass quantities of beroin or fetamyl to identify and prosecute
suspects earlier in this petition. Such an operation would never be approved in
this day and age, especially due to .tbe harm done to third parties. Another exam-
ple would be the "Fast and Furiois Operation” ‘in which weapons were allowd to.pass into
the hands of known criwinals (drug aund weapon traffickers), which led to the bharm
of an unknown amount of innocent civilians and the.death of U.S. Federal Agemts.
Operations such as these go beyond identifying and catching criminals (enforcing
the law) as the government essentially becomes the criminal enterprise, not just
part of "ongoing criminal activity". As Chief Justice Hugbes concluded,*'that to
provide the opportunity to commit the :crime or utilization of artifice or stratagem
to catch criminals is beyond reproach. However,.the goverument way not iocite or
create crime for the purposes of punishing it. It is unconscionable, contrary to
public policy, and to the established law of the land to punish a man for the co-
mission of an offense of the like of which be had unever been guilty, either in
thought or deed, and evidently never would have been guilty of it if the officers
of the law had not inspired, incited, persuaded, and lured him to attempt:to com-
mit 1t." The Appellant coucedes that in the case of child pornography, and websites
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such as Playpen.that. can only be accessed through the "Tor" browser or "Dark Web",
the previous statement is different than a typical case involving law enforcement
"edtrapment”. However, in the case of Playpen, the government stated that -the 'Pro-
ducer's 'Pen. would be returning in the future" possibly encouraging child pornogr-
aphy producers and/or distributors to produce and share new material. In addition
the government has repeatedly acknowledged that “young victims are barmed every
time an image is generated, every time it is distributed, and every time it is
viewed' (Hammond, 2016 WL 7157762 - quoting goverument press trelease). As stated
in Cballenging.Governwent Hackiog.in.Crimival Cases (2017), "By tbat standard, the
government repeatedly revictimized thousands of children over the two weeks that
it hosted and operated Playpen-not only because the govermment enable continued
access to the site, but also because use of the site grew exponentially while the
government operated it. Whereas Playpen had an average of 11,000 unique weekly
visitors before February 20, 2015, that number grew nearly five-fold, to approxi-
mately 50,000, while the government was operating the site. The roughly 100,000
users who visited Playpen while the government was operating the site posted app-
roximately 13,000.1liuks to images or video files of child porunography and clicked
on 67,000 unique Tinks to child pornography images and videos-adding.tens.of.thou-
sands of victims. And the barm resulting from the Playpen sting was cause] not by
tangential government involvement in an ongoing criminal enterprise, but by the
government becoming.the.criminal.enterprise.” Note: The Department of Justice has
previously stated in their Victims_of.Child.Pornography (2017) report that,"Once
an image is on the Intermet, it is ‘irtetrievable and can continue to circulate
forever." With the amount of visitors, unique links."elicked on" and/or posted,
while the FBI (government) was administratively.-in-control of Playpem, the circul-
ation and victimization.(or revictimization) of imnmocent children is uncountable.
The Appellant, by comparison, had no sexual intent, did.not. shate, receive, copy,
or communicate with any person, nor retain or allow any person to access ot copy
any image (or video), bad no collection of child pornography, and did not knowin-
gly possess any image of child pornography (referring to the one contested image
found on desktop). The Appellant was not.involved.in.any.way in the posting of
links (images or videos), "accessing”. of said 1inks (did Dot "click on" links to
outside websites, forums, files, images, or videos, or contact sheets), and only
‘culpability” in reference to child pornography was stated intent (mens rea) of
targeting or hunting (actus reus) child predators (in case of child pornography
websites such as "Playpen"), Any material the Appellant accessed in targeting of
any type of violent predator he took "reasonable steps to destroy" (Affirmative
Detense; 18 U.S.C §2252A(a)(5)(d)) (end note):

Another example of government outrageousness conduct 'in the Playpen tase
is the contrast between the usual "sting operatia”, where the government sets up
a phony drug operation o6r. amothet. staged -crime- for example, and the government en-
couraging suspects in this case to go out and commit a real.crime, with real.vi-
ctims in-order to later arrest and prosecute said suspects. In addition the gov-
ernment violated 18.U.S.C. §3509(m), which requires ‘that, in any criminal proceed-
ing, child pornography "remain in the care, custody, and control of either the
Government or the Court." During the Playpen sting the FBI (govermment) not only
"facilitated the continued availability of a site containing hundreds (thousands)
of child pornographic images for criminal users around. the world" but also "imp-
roved Playpen's technical functionality,""re-victimized;hundreds (if not thousa-
nds) of children," and "used the -child victims as-bait" (Challenging Govermment

Héckihg in Criminal Cases, 2017 - quoting court case).
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As stated earlier in this petition, while discussing violations of the &4th

Amendment and Rule. 41(b), the government claims that operation of an illegal web- .
§ite (Playpen) Is necessary due to the exigent circumstances involved, namely the
* identifying and rescuing of child victims. The govermment 'simply:did not act in

an exigent manmert, however. In Workman the court rejected the government's exigent
circumstances. argument not only for conducting a warrantless search, but also
because "the government manipulated the exigent circumstances by seizing the Play-
pen server and then rumning Playpen -from an FBI. facility for nearly two weeks",
essentially contributing to the ongoing abuse of children. In the Appellant's case
the government claimed the Appellant was a "danger to society who had been living

a double life." Despite proof to the contrary (20 years of military service and a
lifetime of protecting and defending the immocent) the govermment downplayed any
achievments and/or contributions to society the Appellant had provided while "theo-
rizing" that his activity:at Playpen was but a "snapshot" of additional illegal
activity involving child pornography.(with no evidence supporting alleged illegal.
activity). The. Appellant uses himself as an example to show that if he was in fact
-the "monster" living a double a life, as the government alleged, and the goverument
was acting in an "exigent" mauner, then why did the government never attempt any
follow up investigation(s) on the Appellant? Why did the government never question
the Appellant (or request CJA counsel) beyond the initial interview on August 14,
2015 (over 5 months after the FBI ceased operation of Playpen)? As a former Crim-
--inal Investigator the Appellant, even.with his limited experience,-woyld conduct
multiple interviews of suspects/defetidants. In addition if there was amy.chance

that an iunocent civilian, especially.a.child, was being harmed then the number ome
priotrity would be the safety of that imnocent (even at the risk of ruining an fnv-
estigation br.case). The Appellant has four ¢hildren and would mever harm a hair

ou their head (or bharm any child for that matter), but if be was the "wonster" the
governwent claims . they (FBI/goverument).did not act in an exigent manmer protecting
possible victims as they bave widely claimed throughout the entire (national) Play-
pen ‘case. From the Appellant's experience it appears the FBI was more councerned with
building cases against suspects/defendants than protecting the immocent victims they
claimed the Playpen sting was focused on. The NIT warrant, rumning of an illegal -
child pornography website, and distribution of an unknown amount of child pornography
during the two weeks the FBI (goverunment) was in control of Playpen, was a blatant
display of:reprehensible government conduct. In addition the entire operation was a
“systematic! violatiou of due process of law, where not only did the government act
in a "shocking and outrageous" maunner (by being administratively in control of Play-
pen), violate Rule 41(b) and the 4th Amendwent, but knowingly dHd all these things
in the.guise of "good fdith". Thi% was an international operation that affected 94
U.S. districts and at least 120 countries. I1f several U.S. districts were involved
in the aforementioned violations the Appellant could understand them (law enforce-
ment or local wmagistrate/district judges) being unaware and would believe they act-
ed in "good faith"..For the government to claim that 94 districts and 120 countries
were unaware of said violations is an insult to the Awerican people, the world, and
this Honorable Court.

" In United.States v. Black (9th Cir. 2013), it was noted that there is no br-
ight line test.to determine whether the government acted outrageously, but outlining
the following factors for comsideration: (1) knmown criminal characteristics of the
defendants; (2) individualized suspicion of the defendants; (3) the government's
role in creating the crime; (4) the government's encouragement to commit the offe-

nse; (5) the nature of the goverument's participation in the offeuse; and (6) the
balance of nature of the crime and the nécessity of the comnduct. '
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Understandably in the context of the Playpen investigation it would be diff-
- icult for the government to "know the criminal charcteristics of the defendants’ be-
forband (1), especially given the anonymity of the "TOR" browser and the "Dark Web".
Given the nature of Playpen (illegal child pornography website) omne can reasonably
deduce that the majority of inviduals who went through the steps of finding Play-
pen, registering, and going beyond the "homepage" had nefarious intent. Likewise
the Appellant councedes that (2) "individualized suspicion of the defendants" is ju-
stified for .the same reasons, especially if the defendants were active contribut-
or's at the website. Although the government bad wo role in (3) Ucreating the crime”
initially, once in control of Playpen they made no attempt to restrict or account
for the vast majority (thousands of child pornography images and videos) that were
posted and distributed (links, files, etc.), in violation .of 18 U.S.C. §3509(m),
further barming the victims they swore to protect. The Appellant previously comp-
ared the example of mass distribution of narcotics in order to identify and pros-
ecute suspects (DEA seizing then re-distributing beroin and/or fetanyl). Both this
"fictional" example and the Playpen case exhibit the same scenario(s) in which,
although neither "produced" the original illegal itew(s), they were complicit in
the ongoing distribution of said illegal item(s). The government also made no att-
mpt to discourage users from accessing Playpen and even "posted" the site would
return once they (FBI) assumed adwministrative comtrol (4). Although sickening the
argument could be made that the government "encouraged" suspects to "commit the
offense” by allowing them to continue to access, view, and download child pornog-
rapby. This argument is the same as if the goverument showed "drug addicts" their
drug of choice and then arrested them once they took it (mind you the only prob-
able cause the governmeunt needed was for suspects to "access" the website - WNo
dissemination of child poruography was necessary to establish probable cause). (5)
The goverument's "nature of participation” has been wade abundantly clear in both
this petition and in court cases throughout the nation. The goverument violated the
4th. Amendment and Rule.41(b), in conducting illegal searches and seizures during
the Playpen operation (jurisdictional violations and "warrantless" searches). The
government had adwinistrative control of Playpen, acting as & "criminal enterprise"
in control of a website that distributed thousands of iwages and videos of child
poruography, in violation of 18.U.S.C. §3509(m) and the Due.Process.Clause. (6)
Finally the goverument, although claiming to act in the "good faith™ of deterring
the production and distribution of child pornograpby, wmade little impact agaiust
the violent child predators, iproducers, and-distributors of child pornography.

The government's conduct in allowing child pornography to be disseminated tbrough
Playpen exhibited reckless, and (arguably) deliberate behaviur, the social cost
of which far outweighted any objectively reasonable "good faith belief". The gov-
ernment's conduct also did not involve only siwple, isolated negligence, and the
Playpen sting's reliance upon “"good faith" when harming so many innocent victims
(re-victimization and possibly adding victims) once again offered little deterrent
‘value against those who "physically" barm children. Under the "exclusionary rule"
the "deterrent benefits of exclusion vary with the culpability of. the law enforce-
ment conduct at issue."'When police exhibit deliberate, reckless, or grossly neg-
ligent disregard for Fourth Amerndment rights, the deterremt.value_of_exclusion is
strong :aod tends to outweigh the resulting costs.

~ The Appellant helieves he has presented substantial argument(s) for why the
evidence in the case against him should be suppressed under the exclusionary rule
a5 med]l gg reversed and/or diswissed for violation(s) of bis due process rights.
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‘The Appellant, as pro se litigant (incarcerated) realizes that many aspects
of bis argument(s) thus far have been repetitive and for this:'he apologizes. The
first two questions of this petition represent government violations and conduct
that presented alone may favor the government's challenge that law enforcement.(FBI)
acted in “"good faith". The Appellant would like to point out, however, that it is
the "totality" of the governmwent's conduct during the NIT warrant/installation and
Playpen sting that was of "constitutional wmagnitude". The goveroment violated Rule
41(b), the goveroment violated and/or stretched the 4th.Awendwent rights of thous-
ands of individuals through an arguably "warrantless” search (even though many of
those individuals had illegal "intent" in searching for child pornography), the
govermment violated the Due.Process Clause by adwministratively comtrolling a child
pornography website, -harming or re-victiwizing thousands of children in being
complicit in the distribution of thousands of child pornography images/videos (in
-violation of 18-U.S.C. §3509(m) - even though no accessing, distribution, or .down-
loading was needed to develop probable cause), and finally the govermment was. at
least somewhat aware that they committed all these violatioms. ‘

The Appellant repeatedly stated his intent towards child predators (as well
as others who prey upon the inmocent) throughout this case and petition. As such
it was difficult in challenging the government's conduct for he too would do almost
anything to track -down those who harm children, or as the Appellant stated in other
court documents, "do to them (predators) what he would do to the enemy on the batt-
lefield."” The Appellant stated he was reluctant in revealing gowernment imowitedge of
known jurisdictional issues regarding Title III warrants signed by magistrate judges
but was unaware ©f the extent to which the government went during this operatioum.
The acts of the goverument in this case transcended the individual defeudants and
the crime to the extent of which only this Honorable Court has the ability to repair
the integrity, through deterrence of law enforcemeunt behavior, or risk corruption of
our system of liberty and police methodology. Despite the Appellant's personal op-
inions, which are in agreeément with the govermment.-and law eunforcement when it comes
to protecting children/immocents and "targeting" violent predators, investigations have
to be within the limits of the Counstitution, no matter how bad the crime is. There
was no "legal evemption" for what the govermment did during this investigaticn (4th
Awendment and Rule 41(b) violations). There is nostatutory exceptim” for the gov-
ermuent to distribute.child pornography in the course of trying to make a case. The
Appellant hopes this court will set a precedent. -and grant his requests for suppression
of evidence and diswissal of case as to deter law enforcement from going down the
"slippery slope" of enforcing the law through- reckless, outrageous, and "lawless"
means. The victims in this case (children) deserved a more organized and specific
investigation/operation that targeted those who were complicit in the productiom,
distribution, and bharming of children. Instead the government harmed those they ju=
stified the Playpen sting to protect, while providing little detervence-against
child predators. Suppression and.dismigsal .of case would show the goverument, as’
well as law enforcement across the: country, wny adberrence to Coustitutional pro-
visions 1is necessary in waintaining the liberties and freedoms:this country was
founded upon. The deterrent benefits of 'suppression and dismissal outweigh the sub-
stantial costs as the government would kndw in. future (similar) operations the reper-
cussions of not adterring o Constitutional provisions and/or Federal Rules of Regul-
~ation. The price paid by the justice svstem is winimal from what they gained in ,
- experience and knowledge of exactly how to conduct NIT warrant and internet invest- .
- igations in tbe futime. Most importently the govertment (FBI) exceeded their obj-
 éexives (regardless of any court decisions, suppressions, and/ot dismissals) as 49
“children were rescued or identified from the images on Playpen.

-25-




~Direct.and-Concise Argument Setting. Forth Reasouns for °

Grantiong the Writ.of Certiorari (Countinued)

The Appellant wish not to rehash the statements of this case already included
- within this petition, as well as in previous court documents, motions, respouses,
and other statements of note (procedural history). As such the Appellant will pro-
vide excerpts. from said’ previous statéments in guestioning of statutes governimg
"accessing” of child pornography; to include legislative intent. The Appellant will -
‘focus on aspects of his case involving "“fundamental wiscatrriageés) of justice" thit
#ill ishow "no reasonable jutor would have found the Appellant guilty under the -
applicable law" based aupon the 2013.9.S. Senteticing Comnission Report -to.Coungress:
Federal Child Pormnography Offenses, 'Affirmative Defense” (18 U.S C. §2252A(a)(5)(d)
to charges, and other factors related to Appellant's intent (wmens rea) and the acts
he committed (actus reus). (See, Sawyer v. Whitley: 505 U.S. 333 (1992)). The App-
ellant. also challenges. the'Constitutionality" of the statute (18.U.S.C. .§2252A(a)(5)(B)
and 18 U.S.C. §2252A(b)(2)) for which he was charged and convicted.(See, Loving v.
Virginia (1967)., ' ' . ' —

The. February 2013 Sentencing .Commission Report to.Congress requested that -
specific offense-characteristics related to the types and volumes of child porno-
graphy images, distribution, and use of a computer "be updated to account more -
meaningfully for the current spectrum of offense behavior regarding the nature of
images, the volume of images, and other aspects of an offender's collecting behav-
-ior vreflecting his culpability (e.g., the extent to which offender catalogued his
child porunography collection by topics such as age, gender, or type of sexual act-
ivity depicted; the duration of an offender's collecting bebavior; the number of
unique, as opposed to duplicate, images possessed by an offender),” and to "reflect
of fenders' use of modern computer and Internet technologies". The Appellant does
mot meet any of the characteristics for which the Sentencing Commission wrote the
report to Cougress (Child Porn Report). The Appellant has no sexual iutetrest in
children (or anyone under legal age), has unever had a child pormography collection
and has mever shown any behavior reflecting desire to do so (culpability). The App-
ellant's PSR calculation of images "accessed" was a .reflection of his search/targ-
eting of child predators (prosecution counted every image, link, or file the App-
1lant ‘might have" accessed, to which the Appellant has vehemently challenged). The
Appellant never communicated with, sharved, received, distributed, associated with,
copied, retained, knowingly possessed, or allowed any other person to copy, view,
or access any image or video of child pornography. The Appellant's use of "modern”
computer and Internmet technology was not at an "advanced” level (TOR takes-only
a few minutes to download and install). "TOR" (utilized to access the "Dark Web")
was developed by the govermment by a non-profit organization, s not illegal not
used primarily for illegal purposes, aund is downloaded for free by willions of
people. Uikewise the "forensic wiping software" the goverment stated the Appellant
utilized to hide his activities is also not illegal, also used by wmilliouns of peo-
ple, and functions similar to software such as McAfee or Worton (just free). The
Appellant made no attempts to conceal his identity from law enforcement and bas
stated as such since the day of his arvrest.

The Appellant has stated his intent throughout this case countless times,
seemingly on deaf ears., The crime for which the Appellant, was -indicted, convicted,
and sentenced (accessing with intent to view child pertography) effectively made
the Appellant a social outcast from the day be was questioned and arrested..Reg-
ardless #hat the Appellant stated his intent was he understood immediately the pos-
ition of extreme prejudice he faced frow law enforcement, the goverument, and the
courts (especially given bis previous position in law enforcement). Adding.to this
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Direct.and Concise-Argument Setting.Fortb Reasous.for

Granting the Writ of Certiovari (Continued)

was CJA counsel's failure to object to statements and calculations:(of: images)

made within the Factual Basis,.as well as within the PSR, that the Appellant rep-
"eatedly insisted counsel object to. In Griffith (Griffith v. U.S., 2017 BUL 340200,
11th Cir., No. 151-11877,. 9/26/17) the Appeals court indicated that because counsel
wouldn 't object to thevamount of drugs calculated by government the defendant was
prejudiced and placed within a higher sentencing guideline range. In the Appell-
ant's case CJA counsel not only failed to’object to the calculation of images “"acc-
essed" but also delayed providing court with Appellant's intent towards the perp-
etrators (child predators) and mnot the victims (children) until day of sentencing.
The failure to object had such an egrecious effect on the court's view of Appell-
ant's culpability and character that in all likelihood the court was blinded to

any of the positive contributions to society the Appellant had made. The Appellant
was also given an ultimatum that the government would charge him with possession

of the one image found on a desktop computer (ten months after ‘being seized during
initial raid on Appellant's residence) despite stating he. (Appellant) had no know-
ledge of said image (nor did Appellant ever find-.out what the image was of). CJA
counsel advised Appellant ¢o plead guilty to "accessing with intent to view child
pornography” and he (counsel) would request delay of sentencing until Appellant
completed wmilitary service.for retirement (National Guard not active duty). The
Appellant risked facing additional charges, facimg upwards. of 20 years (losiwvg ::
retivement from military), or plead guilty (open plea ~ 10 plea agreement), face
10 winimum sentence, and possibly complete wilitary service. As stated previously
Appellant was unaware of prosecution's calculation methods (essentiallv calculating
images the Appellant had nothing to do with in order to place him in a higher sen-
tencing guideline) prior to-guilty hearing, stated his objectiouns to CJA counsel, .
but was advised to move forward with guilty plea and he (counsel) would confront
issue as part of sentencing. What counsel did not do-was acquire expert computer
testimony to explain or investigate on behalf of the Appellant .(confirm Appellant's
' assertions), investigate ongoing constitutional challenges to Playpen case, and
inform Appellant that it is an '"Affirmative. Defense"” (18 U.S.C. §2252A(a)(5)(d))
that the defendant (1) possessed less than three-images of child pornograpby: and
(2) promptly and in good faith, and without re-taining or allowing any persm, other
than a law enforcement agency, to access any image ot copy thereof- (A) took reas-
onable steps to destroy.such image; or (B) reported the matter- to a law enforcement
agency and afforded that agency access to-each image. Note: Appellant possessed no
images (that he was aware of),-did not share, receive, copy, or communicate with any
person, nor re-tain ot .allow any person to access or copy any image. In addition
as part of Appellant's search for violent predators, of all types, he took all .
réasonable steps to destroy-any materials related to said targets.

The Appellant would ask the:-Hotiorable court to consider what the "legislative
Intent”..of.Congress was-when authorizing the laws pertaining to and sentencing
guidelines encompassed by -Title 18 U.S.C. §22524(a)(5)(b) and 18.U.S.C._§2252A(b¥(2)?
The majority of statutes within the United States penal code require both wiens
rea" (the criminal mind or “evil intent") and "actus reus"”: (the "criminal act"). °
The Appellant acknowledged he knew child pornography was wrong .and illegal but his
‘mens rea” (intent) was not to specifically look for images of child pornography
but identify the producers/distributors of such. Although the Appellant frequented
a website (Playpen) that contained child pormography, completing the "actus reus"
(act), the Appellant contends this does not necessarily complete the "access with
intent" cycle. The Appellent concedes that in the "probable .catise context” a reas-
onable officer could "infer" intent but. proving that the Appellant viewed images
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Granting the Writ.of Certiorari.{Continued)

and/or videos beyond a reasonable doubt at trial may have proven difficult, esp-

given Appellant's stated intent and acknowledgement that he stepped outside the

law in search™f child predators. Did Congress have individuals such as the Appe-

llant in mind when enacting the criminal statutes for which he (Appellant) was

~ charged and convicted? Someone who had no criminal history, no sexual intent, had
served this nation beyond the call of duty for over 20 years, and placed his life

on the line protecting the- innocent -from -the. tyranny of evil. :

In Loving. v. Virginia{‘in which Mildred and Richard toving plead guilty to
Virginia's ban on interracial marriage, but later challenged the ban's constitut-
ionality, which“led to the' Supreme Court striking down the criminality of interr-
acial warriage. The loving's were not challenging their factual guilt but rather
the statute itself. The Appellant is in:a similar situation in that he plead guilty
under the statute even though he lacked intent to access thé]child pornography website

in order: to.view the 'children themsélves but instead in order to identify the child

predators; The Appellant questions if constitutionally he should have been prose-
cuted'as the : statute for which the Appellant was charged was: written during the
rapidly expanding technology and.Internet period of the last 5-10 years. Although
the statutes were justly ‘written to protect imnocent victims. from both real (phy-
sical) and virtual (mental, online/intermet, etc.) abuse, they are not up to date’
with said rapidly expanding technology and perhaps overly broad in their scope.

In comparing accessing an illegal website, such as Playpen, to the "brick-and- -
mortar warrat” scenario, without knowing the intent of each individual leaving a
known "low income housing unit. where drug dealing was known to be rampant" it is
not clear if searching each individual would survive judicial scrutiny. The App-
ellant's challenge to the constitutionality of the statute for which he was char-
ged and convicted questions the’threat "unbridled discretion of executive and adm-
inistrative officers” brings to the right of the people to be "secure in their -
:persons, houses, papers,:and éffects, égainst unreasonable searches and seizures."
In addition Congress more than likely, in their mission to create laws to deter
Internet child pornography crime(s), didn't foresee individual's with nou-sexual
intent being prosecuted-and sentenced as harshly as those who abused or profited
from the abuse of innocent children. The Appellant does not believe that those
other than violent "contact" offenders,  producers, or distributors don't desetve .
punishment, but the.focus. and/or funds utilized to track down "non-contact"” offe-
nders (who show little likelihood of recidivism) would be better served targeting
said violent offenders. : ‘

Case study has shown (See Appellant's "Sentencing Memorandum"-not attached
to petition) that rarely are the predators, those who targeted and harmed childe-
en in child pornography cases, ever caught. Society (Appellant included) and the
judicial system instead created "surrogate" or "proxy" targets to pay for child
predator's crimes against children. Although deterrence is still needed for those
individuals (non-contact or Interunet only crime) that -access, download, receive,
share, etc., even the Sentencing Commission and wany judges feel the current sen-
tencing guidelines are too harsh and not up to date with the all but certain use
of computers, as well as the Internet and emerging techuologies. New sentencing
guidelines are needed to differnetiate between violent. and non-violent offenders,
with unbridled focus on the loathsome monsters who barm children. - :

The Sentence the Appellant received reflects the lackvof-a."glear pattérn";

-7 '
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Grapting the Writ of Certiorari .[Coutinued)

regardless of culpability. Some defendants with similar charges received little

to no time (12 wonths and 1 day or "time served") while the:Appellant received a
sentence-.at’ the max.range. of the sentencing guidelines, despite his service to -,
country and challenges-to the factual basis and PSR.:CJA counsel's argument that
_deviations from the Federal Rules of-Criminal Procedure 11 and:32,-as well as Ti-
tle 18 U.S.C. §3553,Were "hatmless" given the viclations of constitutional. magni=
Yol m addition to Appellant's "Response to CJA Coungel's ‘Anders Brief", was imacc-
urate and an. example of the inéffectivé counsel .the- Appellant received throughout
case. The Sentencing Commission stated that variations in sentencing should be
influenced with a defendant's culpability. Title 18 U.S.C. §3553€a), under ‘unwar
rranted sentencing disparities", it -states, "They are the need to avoid unwarran-
ed sentence disparities among defendants with similar records who have been found
guilty of similar conduct."” Not only did the Appellant receive.a lcnger sentence
.than those with similar records (no record) and who had been been convicted of a
similar crime, because the PSR. was not challenged (as Xhe Appellant bad repeatedly
requested counsel to do) the Appellant was both in a higher sentencing guideline
and more than likely viewed less favorably by the court. The PSR contained "errors"
and/or inaccurate statements that caused significant “prejudice” and "bias" before
the court. The Appellant understands that the prévious issues are best disceunssed
in 28'0U.S.C..2255 "Ineffective Assistance of Counsel" motions-but included them

in order to highlight before the court that bad counsel. argued government violat®
ions ‘and. inaccuracies the Appellant would have been seen more favorably before the
seotencing judge. In addition had the Appéllant: been aware of said goverument: vio-
lations he would not:have been so reluctant to withold information regarding gov-
erment 's knowledge regarding TIIT jurisdictional issues. The Appellant firmiy

" beljeves that no jury would have found him guilty if presented with all of ‘the
current knowledge regarding the Playpen sting (in addition to the Appellant's lack
of sexual intent and/or culpability regarding child pornography).

In closing the Appellant accepts responsibilities for his actions and under-
stands that he should have known better. The Appellant believed because of his pos-
ition within the military and law enforcement that he was someéwhdt "above the-law"
and. justified in his hunt for violent predators. The Appellant is extremely remor-
seful and sorry for the hurt he has brought upoun his beloved fawily and all those
who placed their trust in him, The Appellant failed bis family, his peers, super-
jors (military and law enforcement), friends, and those he swore to protect..The
Appellant continues to fight this case because he did mot commit the acts claimed,
especially those attributed to harming. innocent children. Understand the Appellant
was aware of possible govermment violations (Rule 41(b)) before pleading guilty
bt would have rather suffer himself than allow any precedent (from said knowledge)
-that may assist child predators. The Appellant was unaware of the govertmeot 's
- culpability in the distributjon of child pornography, in-addition the widespread
constitutional violations. The Appellant seeks not forgiveness, but a chance at
redemption. The Appellant requests this petition be grauted for the chance: he ‘can
receive the help he needs (Veteran mental health treatment) and rejoin his family.
Once again the Appellant thanks the Honorable Court. '
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CONCLUSION

The petition for a writ of certiorari should be granted.

Respectfully submitted,

P e

Jfamés P. Burke

Date: ___ July 25, 2018



