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QUESTIONS PRESENTED 

Petitioner was arrested by law enforcement officers based upon real time location 

data collected from his cell phone or other device through his social media account provider. 

This data was seized pursuant to a search warrant that authorized collection over a thirty 

day period. The warrant did not describe a nexus between the location data expected to be 

seized and criminal activity or evidence of crime. The officer that made application for the 

search warrant executed it. 

The questions presented are: 

1. Whether the court of appeals correctly determined that a search warrant for 

collection of real time location data from Petitioner’s cell device over a period of 

thirty days did not violate the particularity requirements of the Fourth Amendment. 

2. Whether the court of appeals correctly determined that the search warrant 

for seizure of real time location data from Petitioner’s cell device over a thirty day 

period was not so facially deficient as to prevent an objective law enforcement 

officer’s reasonable reliance upon its validity to search pursuant to the Fourth 

Amendment. 
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PETITION FOR A WRIT OF CERTIORARI 

__________________ 

Rashawn Tyriq Perkins (Perkins) respectfully petitions for a writ of certiorari to 

review the judgment of the United States Court of Appeals for the Fourth Circuit in this 

case. 

OPINIONS BELOW 

The opinion of the court of appeals (App., infra at 1a) is unpublished. The district 

court’s conclusions of law disposing of the motion to suppress is unpublished but set forth 

in an excerpt of the transcript of its ruling from the bench. (App. infra, 9a)  

JURISDICTION 

The court of appeals entered judgment on October 11, 2024. This Court’s jurisdiction 

is invoked under 28 U.S.C. § 1254(1). 

CONSTITUTIONAL PROVISION INVOLVED 

The Fourth Amendment to the United States Constitution provides in pertinent part:  

“[t]he right of the people to be secure . . . against unreasonable searches and 

seizures, shall not be violated, and no Warrants shall issue, but upon probable 

cause . . . and particularly describing the place to be searched, and the persons 

or things to be seized.”  

 

STATEMENT 

A confidential informant identified Petitioner as a participant in two robberies that 

occurred in the same locality on the same date. With the informant’s statements and other 

information, including photographs from Petitioner’s Facebook, social media account, the 

lead officer, Detective Andrea, applied for and received a warrant from a Fairfax County, 
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Virginia Circuit Court judge to search Petitioner’s Facebook account for real time location 

data, without geographic limits, for a period of thirty (30) days. The Court also granted 

authority to employ a pen register and trap and trace device to receive real time electronic 

signals from the Facebook service provider collected from Petitioner’s cell phone or other 

device. 

Detective Andrea’s application for the search warrant, and the warrant itself did not 

describe the proposed geographic areas to be searched. Nor did they identify what evidence 

of crime or criminal activity law enforcement expected to find in Petitioner’s real time 

location data connected to the robbery offenses under its investigation. Based on the real 

time location data delivered by the Facebook service provider Fairfax County police 

established surveillance at a location where they then observed Petitioner to be staying 

overnight. With this information police secured a second search warrant. Upon execution 

of this second warrant they arrested Petitioner for the robberies. A third search warrant 

issued based upon the two earlier warrants. Virginia prosecution gave way to federal 

charges. 

Following denial of Petitioner’s motion to suppress evidence seized pursuant to the 

first Facebook search warrant and two subsequent search warrants the District Court 

convicted Petitioner of these and other robberies and firearms charges. Petitioner 

contended that the first Facebook warrant was overbroad. The second warrant issued 

without a showing that there was a nexus between the offenses charged and evidence 

sought in that warrant. The warrant lacked particularity required by the Fourth 

Amendment. 
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In its unpublished opinion the Fourth Circuit Court of Appeals affirmed Petitioner’s 

convictions. The Court disagreed with Petitioner’s arguments that the Facebook warrant 

was overbroad, lacked particularity and failed to show a nexus between the crimes alleged 

and the location information to be seized. Assuming without deciding that the Facebook 

warrant was invalid the Court held that the good faith exception to the exclusionary rule 

justified admission of the evidence Petitioner sought to suppress. The Court rejected 

Petitioner’s contention that the Facebook warrant was so facially deficient that no 

reasonable officer could rely on its validity. The Court reasoned that the warrant was 

sufficiently particularized as it limited ascertainment of location data associated with a 

single Facebook account over a 30 day period. It added that the unsettled nature of the law 

concerning the temporal limitations of such warrants would not permit it to say the officers’ 

reliance on the warrant was unreasonable. 

A. The initial investigation and issuance of the search warrant for real time 
 location data over a 30 day period 
 

Detective Andrea of the Fairfax County Police noted a suspect’s clothing on video 

footage of the February 5, 2022 robberies of a 7/11 store and Sunoco service station in 

Herndon, Virginia. He believed such items bore similarity to those observed in robberies 

that occurred in the same area weeks before. Detective Andrea considered certain items of 

the clothing as distinctive, including a red hat and black running shoes. A confidential 

informant identified Petitioner as O1 from the February 5, 2022 robberies wearing items of 

clothing similar to those that aroused Andrea’s interest. The informant advised Andrea that 

on the day of the robberies O1 showed him a gun and announced his intention to commit a 

robbery. 
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Andrea found a photograph of Petitioner on his Facebook social media account 

wearing a red hat similar to what he had earlier associated with the robberies. In an 

affidavit submitted in application for a search warrant to search real time location data from 

Petitioner’s Facebook account Andrea related, in pertinent part, “information relevant and 

material to an ongoing criminal investigation in that it is believed that this information will 

concern the aforementioned offenses and assist in locating the target of the investigation 

and potentially result in the recovery of evidence.” Court of Appeals Joint Appendix, JA 68 

Among the categories of items from Petitioner’s Facebook account to be searched 

for Detective Andrea’s attachment A to his affidavit specified: 

5. Any and all location data to include device GPS signal and connection 
information, location tags, shared location data, any data collected by 
Facebook’s location services via the user’s mobile phone or other device, geo 
location information attached to activations, historical internet protocol 
account activations, and all stored location data from third party application, 
historical internet protocol account activations, historically stored header 
information, e-mail addresses associated historically with the account, 
account usage information, and account purchase information, for a time 
period of February 4,  2022, through February 6, 2022. JA 71-72  

 
On February 14, 2022 a Fairfax County Circuit Court judge issued a search warrant for 

real time location data collected from Petitioner’s Facebook account for thirty (30) days and 

a separate search warrant to search his Facebook account for real time location information 

without temporal limitation. JA 58, 62 In one affidavit Detective Andrea averred that “[t]he 

object, thing or person to be searched for [x] constitutes evidence of the commission of such 

offense.” JA 65  

Neither the affidavits nor the warrants described or identified locations to a 

particular place or a specific location where law enforcement expected evidence of where 
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Petitioner’s cell phone or other device might be found. The affidavits and warrants did not 

set forth facts to show a nexus between Petitioner’s cell phone or device and criminal 

activity or that between his location and evidence of a crime. JA 58-74 

After collection of pings in real time from Facebook on Petitioner’s cell phone or 

device for nearly a week police conducted surveillance of an apartment near Alexandria, 

Virginia where officers believed Petitioner returned at night. On February 22, 2022 another 

Fairfax County Circuit Court judge, relying on an affidavit stating facts based on the real 

time location pings from Petitioner’s cell phone or device and related surveillance 

information, issued a second search warrant, this time for an apartment at 7971 Audubon 

Avenue, # 202, Alexandria, Virginia. JA 85-92 During execution of this second search 

warrant Fairfax County Police arrested Petitioner, seized his cell phone and certain items 

of his clothing. Based on search of the apartment, and collection of a firearm that was seen 

thrown from an apartment window near commencement of the February 22nd search, 

officers requested and obtained a third search warrant for apartment # 202 on February 

23rd. JA 97-103 Pursuant to this third warrant police seized another cell phone, a laptop 

computer and additional clothing items.  

B. The District Court proceedings 

On April 26, 2022 Petitioner was arrested on a federal complaint and warrant 

immediately following dismissal of state charges based on the Herndon robberies. United 

States v. Rashawn Tyriq Perkins, United States District Court, Eastern District of 

Virginia, 1:22-cr-114, docs. 1, 2, 6. On June 23, 2022 an indictment issued with seven counts 

charging his interference with commerce by robbery in violation of 18 U.S.C. §1951(a), six 
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counts of using, carrying and brandishing a firearm during a crime of violence in violation 

of 18 U.S.C. § 924(c)(1)(A)(ii), and two counts of possession of a firearm by a prohibited 

person in violation of 18 U.S.C. § 922(g)(1). JA 15 

Petitioner moved to suppress the evidence seized by law enforcement pursuant to 

the three search warrants, including the electronic data, the clothing, phones and devices. 

He maintained that the first (Facebook account) search warrant for the 30 days of 

prospective location data was overbroad, lacking particularity as to the object of the search. 

Citing United States v. Jones, 565 U.S. 400 (2012) Petitioner argued this search permitted 

indiscriminate intrusion into his private activities. JA 34, 47-57 He also asserted that by 

reference to the Facebook warrant for location data the second warrant did not set forth a 

nexus between the scope of the warrants and the specific criminal activity or location of the 

evidence expected to be collected. JA 53-55; 217-218  

Following the hearing on suppression the District Court entered an Order denying 

Petitioner’s suppression motion. JA 228 The District Court relied on authorities cited by 

the government determining that a continuous 30 day collection of electronic data was not 

unreasonable in scope and did not constitute a general search. App., infra, 10a. All but one 

of these authorities involved searches of existing cell site location data, not the prospective 

collection of real time location data.  

The District Court also remarked that had the Facebook location data been excised 

there would be sufficient basis to find probable cause to search that location. App., infra, 

11a.  
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Evidence obtained pursuant to the Facebook search warrant and subsequent 

searches was introduced at Petitioner’s trial. A jury convicted Petitioner on four counts of 

robbery, four counts of using a firearm in a crime of violence and three counts of possession 

of a firearm by a prohibited person. 

C. The Court of Appeals’ Decision 

By an unpublished, per curiam opinion the Court of Appeals affirmed Petitioner’s 

convictions. App., infra, 1a. The Court explained that ordinarily searches conducted 

pursuant to a warrant “will rarely require any deep inquiry into reasonableness,” because 

where a warrant was issued by a magistrate that suffices to establish that a law enforcement 

officer acted in good faith in conducting the search. App., infra 4a-5a, The Court concluded 

that the Facebook warrant was not so facially deficient as to show objectively that a 

reasonably well-trained law enforcement officer would have known that the search was 

illegal. United States v. Leon, 468 U.S. 897, 900, 913. 918 (1984) Assuming without deciding 

that the search was unlawful the Court declined to apply the exclusionary rule. 

The Court then held that the warrant was sufficiently particularized because it was 

limited to ascertaining location data associated with a single Facebook account over 30 day 

period. App., infra, 5a. Referring to its decision in United States v. Zelaya-Veliz, 94 F. 4th 

321, 340-41 (4th Cir. 2024) petition for cert. docketed July 16, 2024, No. 24-5092. The Court 

stated that reasonable officers would not know that a temporally unrestricted warrant to 

search private communications involving certain Facebook accounts was invalid given the 

“unsettled nature” of whether such warrants require temporal limitations. App., infra, 5a. 
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REASONS FOR GRANTING THE PETITION 

1. Conform the law governing privacy accorded cell phone/device data  

This Court determined in United States v. Carpenter, 585 U.S. 296 (2018) that the 

Fourth Amendment provides an individual a reasonable expectation of privacy in his 

movements as recorded over a period of time. This because automatic collection of data 

through cell phones showing such movement (cell site location information - CSLI) is of 

such depth and comprehensive reach as to permit an unwarranted intrusion into the most 

intimate and private aspects of the cell user’s life. Though decided on a trespass theory in 

2012 Jones included two concurring opinions that provided some basis for this ruling.  

Carpenter addressed the government’s collection and use of stored or existing CSLI.  

The Court of Appeals’ affirmance of the validity of the warrant for the collection of 

Petitioner’s real time location information over a thirty (30) day period conflicts with 

Carpenter’s recognition of Fourth Amendment protection in Petitioner’s expectation of 

privacy in his movements. See also Katz v. United States, 389 U.S. 347 (1967) The affidavit 

upon which the Facebook warrant issued did not connect a thirty day collection period with 

expected discovery of criminal activity or evidence. Detective Andrea, the affiant, asserted 

that law enforcement expected to locate Petitioner, which then could potentially lead to the 

discovery of criminal evidence. JA 68.  

No principled distinction exists between the Fourth Amendment privacy interest 

this Court identified for Carpenter from that Petitioner held in his real time movements 

over a period of thirty days. This Court should bring the law into conformity.  
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The Facebook warrant is not an arrest warrant. Detective Andrea’s supporting 

affidavit identified Petitioner. The warrant did not particularly describe the places to be 

searched or the person or things to be seized. The affidavit did not set out a nexus between 

the information to be searched and the criminal activity or evidence sought in the data 

expected to be taken. The affidavit and resulting Facebook warrant lacked particularity in 

the description of the objects to be searched and seized as required by the Fourth 

Amendment. 

2. Eliminate open-ended collection of real time location data by giving effect to 
 the Fourth Amendment requirement of particularity in search warrants 
 connecting evidence sought to the offense alleged 
 

The Court of Appeals ruled that Petitioner’s Facebook account was the subject of 

the search. The Court stated the warrant was “sufficiently particularized as it was cabined 

to ascertaining location data associated with a single Facebook account over a 30-day 

period.” App., infra, 5a. The Facebook account had no intrinsic, informational value to law 

enforcement. That account served as a conduit through which signal data reflecting the real 

time location of Petitioner’s cell phone or device was seized. The location data was the 

subject of the warrant. By identifying the Facebook account as the subject of the search 

the Court of Appeal’s decision elided the Fourth Amendment requirement of particularity 

in the warrant.  

Even so, the Court did not determine that the warrant established a nexus between 

the Facebook account and suspected criminal activity or evidence. 

The Court of Appeals’ decision does not address or mention this Court’s ruling in 

Carpenter. Petitioner’s privacy interests in the expansive scope and intrusive nature of real 
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time location data collected from his device, in places public and private, limited only by a 

thirty day period is the same as in Carpenter. Three decisions of the District Court for the 

Eastern District of Michigan explain why data seized from Petitioner contravened the 

Fourth Amendment requirement of particularity in real time location data searches. They 

also demonstrate that such searches can be designed to meet constitutional bounds. Two of 

these decisions issued more than four years before this Court decided Carpenter. 

Ultimately these first two, earlier decisions denied suppression on the good faith grounds 

provided by Leon.  

United States v. Powell, 943 F.Supp.2d 759 (E.D. Mich. 2013) involved a drug 

conspiracy. The Court noted the distinction between the use of historical CSLI and 

collection of real time location data. Powell determined “if the government intends to track 

an individual over a long period of time, and cannot show that the individual will be, for 

example, in public, non-protected locations for the duration of the tracking, then the 

warrant application should set forth facts that warrant intrusion into protected locations 

that the individual may frequent.” Powell at 778 And “ . . . the government should have to 

demonstrate a nexus between a suspect, the phone and criminal activity, as well as the 

criminal activity and suspect’s location in protected areas, rather than mere probable cause 

that the person is engaged in criminal activity.” Powell at 779 

United States v. White, 62 F.Supp.3d 614, 628, affirmed, 679 Fed. App’x. 426 (6th 

Cir. 2017), judgment vacated on other grounds , ––– U.S. ––––, 138 S. Ct. 641, 199 L.Ed.2d 

522 (2018) is another drug case. There agents procured long term GPS and cell monitoring 

warrants for White’s cell phone. The White Court asked, if law enforcement anticipates a 
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suspect will commit a crime some place at some future date does it have probable cause to 

track him every where he goes? The Court answered “[N]o, ‘lest general warrants be 

revived and the Fourth Amendment’s particularity requirement be eviscerated.’” White at 

627  

Speaking to real time location data Powell and White anticipated Carpenter’s 

recognition of Fourth Amendment protection against comprehensive data collection over a 

lengthy period. Powell distinguished the application of Jones because the Court’s majority 

ruling was premised on a trespass theory, the physical attachment of a GPS tracker to 

Jones’ vehicle as the means of collection. Powell at 776  

More recently the same Court in United States v. Griggs, 2:20-cr-20403-1 (E.D. 

Mich., July 22, 2021) followed the lead of Powell. doc. 38 An Ohio court issued a warrant 

authorizing officers to use a “ping cell site location” to track the defendant’s location. The 

District Court granted defendant’s motion to suppress stating that the “Government failed 

to show a definite nexus between the suspected drug activity and the cellphone to be 

tracked.” Griggs, doc. 38 at 8. 

Ths Griggs court refused the Government’s contention that the Leon good faith  

exception warranted saving the fruits of that search. It noted the lack of a connection 

between the drug offense alleged and Griggs’ cell phone. It held that the executing officer’s 

reliance on the warrant was objectively unreasonable. Griggs, doc. 38 at 10 
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3. Specify that United States v. Leon’s exception to the exclusionary rule does not 
 apply where there is no nexus between the real time location data sought and 
 criminal activity or evidence. No objective officer could reasonably, in good 
 faith, rely on the validity of such a facially deficient warrant  
 

The Facebook search warrant was open-ended in authorizing the collection of 

location data from Petitioner’s devices. Excepting the thirty day time limitation, selection 

of the data to be seized from the devices while moving in public or private locations over 

such an extended time was left unlawfully to the complete discretion of the executing officer. 

Stanford v. Texas, 379 U.S. 476, 485 (1965) citing Marron v. United States, 275 U.S. 192, 

196 (1927) This is further evidenced by the return on the warrant which lists only Virginia 

Code Section 19.2-70.3(K) as the inventoried content of the seizure. JA 63 It shows no 

itemization of any matter or information seized. 

The District Court for the Eastern District of Michigan in Griggs granted 

suppression of the evidence seized in its search over the Government’s opposition stating 

that its affidavit failed to tie the drug trafficking crime to the defendant’s cell phone. Griggs, 

doc. 38 at 10 The Court observed “ . . . surreptitious Government tracking of an individual 

is far more intrusive than a subpoena or records request for historical data and requires a 

much higher legal standard to authorize it.” Griggs, doc. 38 at 12  

Detective Andrea noted in his affidavit for the Facebook warrant he had more than 

twenty years experience as a police officer, fourteen years of which he served as a detective. 

He recounted his extensive experience with warrants and searches involving federal and 

state investigations. JA 66 With due regard to Jones and Carpenter no objective officer 

executing a search warrant as vague in the description of its object, and as intrusive as the 
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Facebook warrant was here, over a thirty day period of constant monitoring, could 

reasonably rely on its validity.  

CONCLUSION 

The petition for a writ of certiorari should be granted. 

Respectfully submitted 

/s/ Mark Bodner                              
Mark Bodner, Esq. 
Counsel of Record 
4041 University Drive, Suite 403 
Fairfax, Virginia 22030 
(703) 385-6667 
rendob@gmail.com 
 
Counsel for Petitioner 
 



APPENDIX



APPENDIX A — OPINION OF THE UNITED STATES COURT 
OF APPEALS FOR THE FOURTH CIRCUIT, FILED 

	 OCTOBER 11, 2024 . .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  1a

APPENDIX B — TRANSCRIPT EXCERPT FROM THE 
UNITED STATES DISTRICT COURT FOR THE EASTERN 
DISTRICT OF VIRGINIA, ALEXANDRIA DIVISION, DATED

	 SEPTEMBER 1, 2022  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  9a

APPENDIX C — CODE OF VIRGINIA, § 19.2–70.3 .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  12a

i

TABLE OF APPENDICES

Page



1a



2a



3a



4a



5a



6a



7a



8a



9a



10a



11a



12a



13a



14a



15a



16a


	PETITION FOR WRIT OF CERTIORARI
	QUESTIONS PRESENTED
	TABLE OF CONTENTS
	TABLE OF APPENDICES
	TABLE OF AUTHORITIES
	PETITION FOR A WRIT OF CERTIORARI
	OPINIONS BELOW
	JURISDICTION
	CONSTITUTIONAL PROVISION INVOLVED
	STATEMENT
	A. The initial investigation and issuance of the search warrant for real time
location data over a 30 day period
	B. The District Court proceedings
	C. The Court of Appeals’ Decision

	REASONS FOR GRANTING THE PETITION
	1. Conform the law governing privacy accorded cell phone/device data
	2. Eliminate open-ended collection of real time location data by giving effect to
the Fourth Amendment requirement of particularity in search warrants
connecting evidence sought to the offense alleged
	3. Specify that United States v. Leon’s exception to the exclusionary rule does not
apply where there is no nexus between the real time location data sought and
criminal activity or evidence. No objective officer could reasonably, in good
faith, rely on the validity of such a facially deficient warrant

	CONCLUSION

	APPENDIX
	TABLE OF APPENDICES
	APPENDIX A — OPINION OF THE UNITED STATES COURT
OF APPEALS FOR THE FOURTH CIRCUIT, FILED
OCTOBER 11, 2024
	APPENDIX B — TRANSCRIPT EXCERPT FROM THE
UNITED STATES DISTRICT COURT FOR THE EASTERN
DISTRICT OF VIRGINIA, ALEXANDRIA DIVISION, DATED
SEPTEMBER 1, 2022
	APPENDIX C — CODE OF VIRGINIA, § 19.2–70.3




