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QUESTION PRESENTED

Whether a defendant has standing to challenge the search of property seized
from his residence pursuant to a search warrant based upon both the common law
trespassory test and presumption of ownership and his reasonable expectation of

privacy in his property as enunciated in Florida v. Jardines, 569 U.S. 1, 133 S. Ct.

1409, 185 L. Ed. 2d 495 (2013), and Arizona v. Hicks, 480 U.S. 321, 107 S. Ct.

1149, 94 L. Ed. 2d 347 (1987).



PARTIES TO THE PROCEEDING

The parties to this proceeding are Petitioner James William Thomas, 111, and
the United States of America.

LIST OF RELATED CASES

e United States v. Thomas, No. 2:18cr58, U.S. District Court for the Eastern

District of Virginia. Judgment entered July 19, 2021.

e United States v. Thomas, No. 21-4366, U.S. Court of Appeals for the Fourth

Circuit. Judgment entered July 6, 2023.
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OPINIONS BELOW

The orders of the United States District Court denying Petitioner’s motions to
suppress are reprinted at App.* 15a and 21a, respectively, but are not reported. The
Fourth Circuit’s unpublished, per curiam, opinion affirming the judgment (per
Harris, Rushing, and Traxler, JJ) is reprinted at App. 1a but is not reported. The
Fourth Circuit’s denial of the petition for rehearing is reprinted at App. 73a but is
not reported. Other pertinent documents are contained in the Joint Appendix in the
record of the United States Court of Appeals for the Fourth Circuit.

JURISDICTION

The Fourth Circuit rendered its decision on July 6, 2023, and denied rehearing
and rehearing en banc on August 15, 2023. Petitioner invokes this Court’s
jurisdiction under 28 U.S.C. § 1254(1).

CONSTITUTIONAL AND STATUTORY PROVISIONS AND OTHER
TEXTS INVOLVED

The Fourth Amendment of the United States Constitution provides:

The right of the people to be secure in their persons,
houses, papers, and effects, against unreasonable searches
and seizures, shall not be violated, and no Warrants shall
issue, but upon probable cause, supported by Oath or
affirmation, and particularly describing the place to be
searched, and the persons or things to be seized.

! Citations to the Appendix for this Petition for Certiorari will be noted “App” and
citations to the Joint Appendix contained in the record in the Fourth Circuit will be
noted “JA”.



STATEMENT OF THE CASE

This prosecution derived from the execution of a Virginia search warrant on
April 28,2014, by Southampton County detectives on Mr. Thomas’ home following
his arrest for suspected burglary of a coin shop and law office in Franklin, Virginia.
Local law enforcement seized an lomega hard drive, Transcend flash drive, a HP
Pavilion desktop computer, and other computer media during the search. Without a
warrant, and more than one month later, local law enforcement accessed the lomega
hard drive and Transcend flash drive to review their contents. During that review,
local law enforcement discovered images they suspected contained child
pornography. In June 2014, local law enforcement delivered the media to the FBI.
In July 2014, the FBI obtained a Federal search warrant for the media. Based on the
information discovered on the computer media, in April 2018 the Government
obtained an eleven-count indictment alleging that Mr. Thomas, in 2010, interacted
online and in person with females, some of whom were under the age of eighteen.

The burglary that prompted the search was that of the residence of Robert
Clarke in Southampton County, Virginia, in February 2014. Tr. of Nov. 14, 2019,
Testimony of C. Cobb (“Cobb Test.”), 59:11-61:22, JA 285-87. Clarke emailed the
investigating detective, Camden Cobb, a list of 38 items he claimed had been stolen

from his residence. Cobb Test., 62:13-25, 65:5-24 & Hrg Exh. 4, JA 288, 291, 453-



57. The only computer media devices on the list were SD cards>—not computers,
thumb drives, or external hard drives. Cobb Test., 66:25-67:13, JA 292-93. An SD
card is “the size of a nickel . . . small, flat device typically found in digital cameras.”
Id., 126:19-21, JA 352.

Cobb thought the Clarke burglary was connected to two others, one in January

2014 and another in the Winter of 2013. 1d., 58:2-11, JA 284. While Cobb testified

that there was a “wide variety of items . . . stolen from the residences, to include
miniscule household items such as wash cloths, towels, over-the-counter
medication, toilet paper, food from the pantry, all the way up to your typical burglary
items—electronics, televisions, cash, firearms—and then some larger odd items . . .
such as refrigerators[,]” id., 56:14-20, JA 282, the record contains no list of stolen
items provided to law enforcement prior to the execution of the first search warrant
other than the Clarke list.

On April 27 or 28, 2014, Mr. Thomas was apprehended in Franklin, Virginia,

2 “An SD card, or secure digital card, ‘is a non-volatile memory card,” an electronic
device used for storing and retrieving digital data without powering off the device.”
United States v. Sedillo, No. CR 17-1371 JB, 2018 WL 6650135, at *1 (D.N.M.
Dec. 19, 2018) (quoting Secure Digital, Wikipedia,
https://en.wikipedia.org/wiki/Secure_Digital (last visited Dec. 17, 2018)) (citing
Non-Volatile, Wikipedia, https://en.wikipedia.org/wiki/Non-volatile_memory (last
visited Dec. 17, 2018); Flash Memory, Wikipedia,
https://en.wikipedia.org/wiki/Flash_memory (last visited Dec. 17, 2018)).




for burglary of a coin shop and attorney’s office. Id., 68:1-15, JA 294. In a search
following his arrest, police recovered a power drill and a chain saw from Mr.
Thomas’s person or vehicle that belonged to Clarke. Id., 68:9-15, 70:9-22, JA 294-
95. At that point, Cobb applied for a search warrant of Mr. Thomas’s residence, a
trailer where he lived alone. 1d., 70:23-71:2, JA 295.

In his affidavit, Cobb’s probable cause justification consisted entirely of the
following:

James William Thomas Il [ ] was arrested by Franklin
Police Department in the act of breaking into a business in
the City of Franklin. A search warrant was issued for his
vehicle and items were recovered. One of the items was a
power drill that matched the description of a stolen item
from a residence that was broken into in the vicinity of [ ]
Little Texas Road. The power tool had the victim of that
break-in’s name written on the battery, concealed from
plain view, written in black marker, appearing as “Bobby
Clarke’. Clarke had previously reported that his name was
written on various items that were stolen from his
residence in February 2014. Another item recovered, a
Stihl MS211 chainsaw with serial number 283511711 was
identified as belonging to Bobby Clarke through a record
of purchase histories maintained by Stihl. Other similar
items were recovered by Franklin Police Department that
we are still in the process of determining their origin and
rightful ownership.

April 28, 2014, Search Warrant Aff., 4, JA 112.
The affidavit for and the search warrant itself described the things to be
searched as “Any and all items and evidence related to the crimes of larceny and

burglary, to include but not limited to, cash, televisions and other electronic devices,



power tools, outdoor equipment, chainsaws, firearms, ammunition, bows,
binoculars, rods and reels, game cameras, various types of hunting equipment and
sporting goods, camouflage clothing and household goods, and any and all similar
items.” 1d., 13, JA 111; April 28, 2014, Search Warrant, JA 110.
Law enforcement executed the warrant on Mr. Thomas’ residence on April

28, 2014, and continued the search and seizure over a period of three days. Cobb
Test., 98:12-18, JA 324. They began by seizing firearms as evidence of a crime
because Mr. Thomas was a convicted felon. Id., 78:21-25, JA 304. Then they looked
to identify items reported as stolen in the three burglaries that prompted the search.
I1d., 79:1-3, JA 305. During that process, they found prescription bottles with “names
of people that did not reside at the residence or people that | did not know to reside
at the residence.” Id., 79:5-8, JA 305.

Q. Okay. So you would just find these items, look at

them, see what you could discern, and see if you could

figure out if they were stolen or not.

A.  That’s correct.
Id., 80:2-5, JA 306.

THE COURT: Were you operating under the default

position that everything must be stolen unless you couldn’t

find the owner:

THE WITNESS: At a certain point during the execution

of the first search warrant . . . we were operating under the

assumption that if it was an item that fit the profile for

items stolen during a burglary or larceny or an item that

could have been stolen — we did begin to seize many items
that we felt we could reasonably identify based on — based



on a victim personally identifying an item or some type of

mark or later being able to go back and reference a serial

number of a make and model for reports that had been

filed.
Id., 133:22-134:11, JA 359-60. Law enforcement seized 477 items pursuant to the
first search warrant. Inventory, Gov’t Hrg Exh. 3, JA 145-66.

Law enforcement then obtained a second State search warrant. Cobb Test.,
99:8-24, JA 324. The location and description of items to be seized were identical
to the first search warrant. 1d., 99:21-100:4, JA 324-25. Law enforcement seized
an additional 224 items pursuant to the second warrant. Inventory, Gov’t Hrg Exh.
3, JA 167-77.

Law enforcement did not seize household goods or computer media on the
basis that they thought they were evidence of the crimes of burglary or larceny.
Cobb understood that “any and all items of evidence related to the crime of larceny
or burglary” consisted of “crowbars, pry bars, things of that nature. And in this
particular instance some of the items that would have been covered in that evidence
related to the crime of larceny and burglary . . . were portions of chain . . . . a lock
and a section of broken chain . . . a section of broken chain with a padlock
attached[.]” Cobb Test., 124:11-25, JA 350.

During the execution of the first search warrant, law enforcement seized an

lomega external hard drive, a Transcend flash drive, and a HP Pavilion desktop

computer. Inventory, Gov’t Hrg Exh. 3, JA 148, 164; Tr. of Nov. 14, 2019, Test. of



D. Desy (“Desy Test.”) 48:18-22, JA 274. Cobb concluded the HP Pavilion
computer belonged to Mr. Thomas, but he seized that anyway, “because it was a nice
item inside the residence, it fit the criteria that we were using as far as items that
were most likely stolen.” Cobb Test., 119:9-24, JA 345.

For the lomega hard drive and Transcend flash drive, he inspected them for
serial numbers or identifying marks. Id., 108:12-18, JA 334. On May 30, 2014,
more than thirty days after seizure, having found no exterior information of use, he
then inserted them into his own computer. 1d., 109:4-6, 110:19-22, 115:15-20,
116:19-21, JA 335-36, 341-42. On the lomega hard drive, Cobb saw what he
thought was “professionally produced child pornography.” 1d., 111:5, JA 337. He
continued to search the device. 1d., 111:15-17, JA 337. He opened folders bearing
individuals’ names and read message text files contained within. Id., 112:22-24,
113:18-25, JA 338-39. He also found images on the flash drive. 1d., 116:25-117:2,
JA 342-43.

On June 4, 2014, Cobb spoke with the FBI regarding the images and files he
had seen on the lomega hard drive and Transcend flash drive. Id., 116:15-18, JA
342. The FBI directed him to get a search warrant for Mr. Thomas’ cell phone. Id.,
117:14-24, JA 343. Cobb turned over the lomega hard drive, Transcend flash drive,
HP Pavilion computer, cell phone, and other media to the FBI. Inventory, Gov’t Hrg

Exh. 3, JA 148, 164.



The FBI obtained a Federal warrant for the lomega hard drive, Transcend
flash drive, HP Pavilion computer, and four other items, identified as “SUBJECT
DEVICES.” Federal Search and Seizure Warrant, JA 81-83. The warrant
specifically granted authority to seize the media for “Any documents, records,
programs, or applications that identify the owner of SUBJECT DEVICES.” Id.,
JA 83. In the affidavit for the warrant, the FBI agent swore that probable cause
existed, inter alia:

Based on actual inspection of the evidence related to this
investigation, | am aware that computer equipment was
used to store files used in this child pornography
investigation.

[..]

Detective Cobb began a review of the electronic data
stored within the lomega HDD which was seized from
Thomas’ residence pursuant to the State-issued search
warrant. Detective Cobb discovered numerous images
and video files containing child pornography residing on
the lomega HDD and two thumbdrives. Detective Cobb
described these image and video files to be nude children
engages in sexually explicit conduct with both adult males
and by themselves.

Detective Cobb further discovered twelve folders each
bearing the names of different females. Upon further
review of each folder, Detective Cobb observed image and
video files of nude, teenage females engaged in sexually
explicit conduct. Some of this conduct involved images
of an adult male whom Detective Cobb recognized to be
Thomas. These folders also contained text files of
conversations with these females as well as notations of
the females’ ages and dates of birth. According to



Detective Cobb, the texts and notations within the folders

indicated that these females ranged in age from twelve

years-of-age to seventeen years-of-age.
1d., 11 29.¢, 41, 42, JA 68, 74. Law enforcement had no independent information to
indicate that the lomega hard drive, Transcend flashdrive, or HP Pavilion computer
were stolen. Desy Test., 53:9-13, JA 279. No owner other than Mr. Thomas was
ever identified. Inventory, Gov’t Hrg Exh. 3, JA 148, 164.

Mr. Thomas in a sworn declaration filed before the district court’s order
denying the motion to suppress provided detailed information concerning his
ownership of the lomega hard drive, Transcend flash drive, and HP Pavilion
computer. Thomas Decl., JA 503-04. The searches of the lomega hard drive,
Transcend flashdrive, and HP Pavilion computer resulted in identification of files
that contained child pornography that then formed the basis for the Government’s
prosecution of Mr. Thomas. Desy Test. 48:16-25, JA 274; PSR {1 6, 13, 15, 16, JA
943-45.

In a per curiam opinion without oral argument, the Fourth Circuit panel held
that Mr. Thomas lacked standing to challenge the warrantless search of the electronic
storage devices. Slip op. p. 12, App. 12a. The panel held Mr. Thomas “was required
to show lawful ownership of the electronic devices at issue. If those devices were

stolen, then Thomas could not establish a reasonable expectation of privacy.” Id. The

panel further held that Mr. Thomas has not proved lawful ownership such that he had



no standing. 1d. at pp. 13-14, App. 13a-14a. The Fourth Circuit denied rehearing and
rehearing en banc.

REASONS FOR GRANTING THE WRIT

. THE FOURTH CIRCUIT IGNORED CONTROLLING LAW FROM
THIS COURT IN ITS REVIEW

Detective Cobb’s search of the lomega hard drive and Transcend flash drive

was conducted without a warrant. See Riley v. California, 573 U.S. 373, 401, 134

S. Ct. 2473, 2493, 189 L. Ed. 2d 430 (2014) (holding a search warrant was required
to search a cell phone even if lawfully seized incident to arrest). The Fourth Circuit
erred by failing to recognize the legal effect from the warrantless search of these

items of personal property from Mr. Thomas’ residence under controlling case law

from this Court in Arizona v. Hicks, 480 U.S. 321, 107 S. Ct. 1149, 94 L. Ed. 2d 347

(1987), and Florida v. Jardines, 569 U.S. 1, 133 S. Ct. 1409, 185 L. Ed. 2d 495

(2013). The Fourth Circuit did not apply the holdings in those cases to the issue
presented on Mr. Thomas’s standing to challenge the warrantless search of the
computer storage devices seized from his residence; indeed, it failed to even address
those decisions in the per curiam opinion. Slip Op., App. 11a-13a. Furthermore, the
Fourth Circuit’s per curiam opinion conflicts with the decision of another court of

appeals on this issue, namely the decision of the Second Circuit in United States v.

Haqg, 278 F.3d 44 (2d Cir. 2002).

10



The Fourth Circuit erroneously conflated the Government’s argument before
the trial court that Mr. Thomas lacked standing to challenge the warrantless search
of computer storage devices seized from within his residence with evidence that
those computer storage devices were stolen, as to which the Government presented
none. Slip Op., App. 11a-13a. It ignored completely that the electronic storage
devices were all in Mr. Thomas’s residence: That fact is crucial as it precludes the
Fourth Circuit’s conclusion based on its erroneous standing analysis. Under this
Court’s controlling precedent, Mr. Thomas has standing under the Fourth
Amendment to challenge the search of property seized from his home.

A.  Mr. Thomas Had Standing Under The Common Law Trespassory
Test And Common Law Presumption Of Ownership By Possession

The Fourth Circuit relied on Byrd v. United States, 584 U.S. _ , 138 S. Ct.

1518, 200 L. Ed. 2d 805 (2018), and Rakas v. lllinois, 439 U.S. 128, 99 S. Ct. 421,

58 L. Ed. 3d 387 (1978), in its standing analysis, but neither of those cases involved
searches of a defendant’s residence: both involved an automobile. “But when it
comes to the Fourth Amendment, the home is first among equals.” Florida v.
Jardines, 569 U.S. 1, 6, 133 S.Ct. 1409, 185 L.Ed.2d 495 (2013) (citing U.S. Const.
amend V). The Fourth Circuit ignored this important distinction.

This fact is critical to the analysis of standing. “[C]oncepts of real or personal

property law” inform a defendant’s standing to challenge a warrantless search.

United States v. Jones, 565 U.S. 400, 408, 132 S. Ct. 945, 951, 181 L. Ed. 2d 911

11



(2012) (quoting Minnesota v. Carter, 525 U.S. 83, 88, 119 S.Ct. 469, 142 L.Ed.2d

373 (1998)). The reasonable expectation of privacy annunciated in “Katz v. United

States, 389 U.S. 347,88 S.Ct. 507, 19 L.Ed.2d 576 (1967) . . . add[ed] to the baseline,
[but] does not subtract anything from the Amendment’s protections ‘when the
Government does engage in [a] physical intrusion of a constitutionally protected

area[.]”” Jardines, 569 U.S. at 6 (quoting United States v. Knotts, 460 U.S. 276, 286,

103 S.Ct. 1081, 75 L.Ed.2d 55 (1983) (Brennan, J., concurring in the judgment)).
See Jones, 565 U.S. at 409, 132 S. Ct. at 952 (noting “But as we have discussed, the
Katz reasonable-expectation-of-privacy test has been added to, not substituted for,
the common-law trespassory test.””) (emphasis in original).

Under the common law, Mr. Thomas has standing.

The common law provides that possession of property
constitutes prima facie evidence of ownership until a
better title is proven. Smith v. Bailey, 141 Va. 757, 776,
127 S.E. 89, 95 (1925); see Tate v. Tate, 85 Va. 205, 214,
7 S.E. 352, 356 (1888); Willcox v. Stroup, 467 F.3d 409,
412-13 (4" Cir. 2006). We have explained that possession
of personal property is presumptive proof of ownership
because individuals generally own the personal property
that they possess. Saunders v. Greever, 85 Va. 252, 289, 7
S.E. 391, 410 (1888); see Willcox, 467 F.3d at 412.

State of Maine v. Adams, 277 Va. 230, 238-39, 672 S.E.2d 862, 867 (2009). See

Schulenberg v. Harriman, 88 U.S. 44, 59, 22 L. Ed. 551 (1874) (holding “The

admitted quiet and peaceable possession of the property by the plaintiffs at the time

of the seizure was prima facie evidence of title, and threw the burden upon the

12



defendant of establishing the contrary.”).
The Fourth Circuit ignored the common law trespass foundation of the Fourth
Amendment, addressing only the gquestion of a reasonable expectation of privacy.

Slip Op. p. 12, App. 12a. Indeed, the Fourth Circuit did not address or even cite

Jones or Jardines in its opinion, nor did it rely on a single case involving the
warrantless search of personal property seized from the home of a defendant.

Notably, the Government only argued in the district court that the electronic
storage devices were stolen. It never offered any evidence they were stolen, and it
ultimately conceded that it had no such evidence. Desy Test., 53:9-13, JA 279;
Inventory, Gov’t Hrg Exh. 3, JA 148, 164. Argument without evidence that an item
Is stolen does not overcome the common law presumption of ownership through
possession. The Fourth Circuit’s opinion creates the dangerous precedent that the
Government through mere assertion can put the burden on a defendant to prove
ownership of every possession in his own house or lose his Fourth Amendment
rights. That is an entirely untenable construction that cannot be tolerated.

Mr. Thomas had standing to challenge the search of the lomega hard drive,
Transcend flashdrive, and HP Pavilion computer seized from his home under the
common law trespassory test and presumption of ownership of the property in his
home. The Fourth Circuit’s opinion to the contrary fails to apply the Court’s

established precedent, and this petition should be granted to correct the error.

13



B. Mr. Thomas Had A Reasonable Expectation Of Privacy In The
Electronic Storage Devices According Him Standing

The Fourth Circuit failed to apply the Court’s decision in Arizona v. Hicks,

480 U.S. 321, 107 S.Ct. 1149, 94 L.Ed.2d 347 (1987), wherein the Court established
the standing of a defendant to challenge the search of personal property in his home
Is presumed under the reasonable expectation of privacy standard.

In Hicks, a police officer entered the defendant’s apartment without a warrant
in response to the discharge of a firearm from that apartment into an apartment on
the floor below. 1d. at 323. While in the apartment, the police officer saw stereo
components that appeared out of place. 1d. “Suspecting that they were stolen, [the
officer] read and recorded their serial numbers—moving some of the components,
including a Bang and Olufsen turntable, in order to do so—which he then reported
by phone to his headquarters.” 1d. The components had been reported stolen, and
the defendant was subsequently prosecuted for robbery. Id. at 323-24. The Supreme
Court held the warrantless search of the stereo to view the serial numbers was
unlawful in violation of the Fourth Amendment. Id. at 324-26. “[T]aking action,
unrelated to the objectives of the authorized intrusion, which exposed to view
concealed portions of the apartment or its contents, did produce a new invasion of
respondent’s privacy unjustified by the exigent circumstance that validated the
entry.” Id. at 325. While Detective Cobb had a warrant for Mr. Thomas’s residence,

that even, arguendo, encompassed a right to seize the electronic storage devices, that

14



did not provide probable cause to search the electronic storage devices within the
residence. Seeid. at 328 (holding “A dwelling-place search, no less than a dwelling-
place seizure, requires probable cause[.]”); Riley, 573 U.S. at 401 (holding a search
warrant was required to search a cell phone even if lawfully seized incident to arrest).

The Second Circuit has addressed a similar issue of standing under Hicks. In

United States v. Haqq, 278 F.3d 44 (2d Cir. 2002), a police officer entered the

defendant’s home to execute several arrest warrants. 1d. at 45. While lawfully
engaging in a protective sweep of the home, the officer conducted a warrantless
search of the contents of a suitcase. 1d. The Second Circuit analyzed whether the
defendant in Hagq had a reasonable expectation of privacy in the suitcase and turned
to Hicks to do so. Id. at 48-51. “[T]he Supreme Court’s holding that the defendant
in Hicks had a reasonable expectation of privacy in the stereo equipment reflects a
conclusion that exclusive custody and control of an item within one’s home is
sufficient to establish a reasonable expectation of privacy in that item.” 1d. at 51
(citing Hicks, 480 U.S. at 324-25, 107 S.Ct. 1149). Unlike the Fourth Circuit, the
Second Circuit in Haqg recognized the crucial factor from the intrusion into the
home. “While this possessory interest is insufficient, standing alone, to create a
reasonable expectation of privacy in a stolen car in a driveway or on a commercial
property, when stolen property is kept inside a home it may not be searched without

a warrant absent probable cause.” Id. (citing Hicks, 480 U.S. at 326-29 and 324-25,
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107 S. Ct. 1149; Kyllo v. United States, 533 U.S. 27, 121 S. Ct. 2038, 2045, 150 L.

Ed. 2d 94 (2001); United States v. Tropiano, 50 F.3d 157, 161 (2d Cir. 1995))

(emphasis in original).

As in Hicks, there was no question but that Mr. Thomas had exclusive custody
and control of the lomega hard drive, Transcend flashdrive, and HP Pavilion
computer. See Haqqg, 278 F.3d at 51 (noting “In Hicks, there was no question about
who had custody and control of the stereo equipment—Hicks was apparently the
sole resident of the apartment in which the equipment was found, and the apartment

was unoccupied when the police entered) (citing State v. Hicks, 146 Ariz. 533, 707

P.2d 331, 332 (1985)). The Fourth Circuit did not address Hicks or Haqqg in its

opinion.
The Court should grant this petition to vacate the Fourth Circuit’s decision
predicated on its failure to apply the reasoning and holding in Hicks.

CONCLUSION

Based on the foregoing argument, Petitioner respectfully requests that the
Court grant his petition for a writ of certiorari. The Fourth Circuit’s opinion creates
an untenable precedent in opposition to the Court’s established case law and requires
the exercise of the Court’s supervisory powers to correct.
Respectfully submitted,

JAMES WILLIAM THOMAS, I
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PER CURIAM:

James William Thomas, III, was convicted of eleven counts of production and
possession of child pornography. At trial, the government relied on images and other
materials found on a hard drive, flash drive, and computer taken from Thomas’s home
during the execution of search warrants based on unrelated burglaries. Thomas moved to
suppress the evidence from these devices on multiple grounds. The district court denied
his suppression motions, and Thomas now appeals that denial. For the reasons that follow,

we affirm.

L.
A.

In February 2014, Robert Clarke reported a burglary of his residence in
Southampton County, Virginia. Clarke sent the detective investigating the burglary,
Camden Cobb, an inventory of stolen items, including tools and electronic storage devices.
He also reported that he thought an individual — later identified as defendant James William
Thomas, III — who frequently drove by his house in a suspicious manner might be
responsible. Cobb believed that the Clarke burglary might be related to two other recent
nearby burglaries with a similar modus operandi: All three involved theft of small
household items in addition to more typically stolen items, like electronics, cash, and
firearms.

Then, in April 2014, Thomas was arrested in nearby Franklin, Virginia, on the roof

of a building attempting to rob the businesses within. At that time, police seized from

2
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Thomas’s vehicle tools that were stolen during the burglary of Clarke’s home; one was
labeled with Clarke’s name, and others were verified as Clarke’s through serial numbers.

At that point, Cobb sought a search warrant for Thomas’s trailer. In his affidavit,
he based probable cause on the proceeds of the Clarke burglary found in Thomas’s vehicle.
A magistrate issued the warrant, authorizing seizure of a long list of types of items —
including televisions and “other electronic devices,” J.A. 203 — intended to match the items
known to be stolen from Clarke’s residence as well as items from the other burglaries Cobb
was investigating.

Cobb and other officers executed the warrant starting on Monday, April 28, 2014.!
Once inside the trailer, they quickly realized that they “were going to have a lot more on
[their] hands than one or two or three burglaries.” J.A. 302. After investigating the scene
and linking items to numerous burglary reports in other jurisdictions, they were able to
determine that “[e]verything that appeared to be of a newer, nicer . .. quality ... more
likely than not . .. [was] going to be identified as belonging to somebody else at some
point.” J.A. 321-22. As a result, officers seized myriad items ranging from the trailer’s
refrigerator and the pickup truck parked in the yard to household items like clothing, pills,

and a garbage can. They also seized more than ten electronic devices, including the three

! The initial search went from Monday to Wednesday. On Thursday, Cobb obtained
a second search warrant for Thomas’s trailer, nearly identical to the first but with an
updated probable cause statement to reflect what law enforcement had already found in the
trailer.

3a
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at the heart of this appeal: an Iomega hard drive, a Transcend flash drive, and an HP
computer.

The owners of some of the seized electronic devices could be identified by name
tags on the devices or through service tags and serial numbers. To identify the rest of the
devices, Cobb accessed their contents, and in some cases succeeded in using stored videos
or images to match devices with burglary reports and owners. But when Cobb accessed
the lomega hard drive at issue here, he found what he understood to be professionally
produced child pornography. He moved immediately to different files, still seeking clues
to ownership, and those files contained names and images of minor girls.

At that point, Cobb contacted the FBI, and Special Agent Jack Moughan instructed
him not to access the devices again. Moughan took control of the lomega hard drive,
Transcend flash drive, and HP computer and secured a federal warrant for their search,
with Cobb’s “actual inspection of the evidence” providing probable cause. J.A. 68. On
the three devices, Moughan discovered thousands of images of child pornography and
significant evidence of Thomas’s exploitation of minors over the course of multiple years.

B.

Thomas was charged with eleven counts of producing and possessing child
pornography. The first eight counts charged him with producing and transmitting child
pornography on the lomega hard drive, in violation of 18 U.S.C. § 2251(a). The remaining
three counts charged him with possessing child pornography on the lomega hard drive, the

Transcend flash drive, and the HP computer, in violation of 18 U.S.C. § 2252A(a)(5)(B).
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Thomas moved to suppress the evidence from the devices. He challenged three
distinct phases of the investigation leading to the discovery of the materials on the devices:
First, he argued that the warrants to search his home were overbroad; second, that the
seizure of the three devices was outside the scope of the warrants; and third, that Cobb’s
initial search of the devices to ascertain ownership was unconstitutional. According to
Thomas, all the evidence from the three devices was traceable to and tainted by these
violations and should be suppressed.

The government opposed Thomas’s motion, rebutting each of his arguments. It also
argued that Thomas lacked standing to contest the searches of the three devices because he
could not demonstrate lawful ownership. A magistrate judge then granted Thomas’s
counsel’s motion to withdraw and appointed new counsel, who filed a supplemental brief
substantively the same as the first. The government again responded, noting that Thomas
had not addressed the issue of standing or attempted to demonstrate lawful possession.

After holding a hearing, the magistrate judge recommended denial of the
suppression motion. The magistrate first concluded that the warrants for Thomas’s trailer
were supported by probable cause and sufficiently particularized. And even if the warrant
had been deficient, the magistrate reasoned, Leon’s good-faith exception to the
exclusionary rule would apply. See United States v. Leon, 468 U.S. 897 (1984). Next, the
magistrate deemed the seizure of the electronic devices within the warrant’s scope because
they fell within the listed category of “televisions and other electronic devices,” J.A. 485—
86, and because it was appropriate to seize the electronics after Cobb concluded so many

other items in the trailer appeared to be stolen.

5
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Finally, the magistrate judge found that Cobb’s search of the devices to determine
ownership was lawful and, in the alternative, that Thomas lacked standing to challenge the
search. Thomas, the magistrate concluded, had failed to meet his burden of showing that
he had a lawful interest in the three devices, as required to give rise to a reasonable
expectation of privacy. The magistrate emphasized that the government had raised the
issue of Fourth Amendment standing in its response to Thomas’s suppression motion, and
that Thomas still had not offered any ownership evidence.

After the magistrate issued its report, Thomas’s second lawyer moved to withdraw,
and the district court granted the motion. Thomas filed his objections to the magistrate’s
report pro se. The district court overruled his objections and adopted the magistrate’s
report. A few months later, Thomas filed three more motions to suppress, which the district
court denied on essentially the same grounds. The district court also denied Thomas’s
request for another evidentiary hearing.

Thomas proceeded to trial and was convicted by a jury of all 11 counts against him.
The district court sentenced him to an aggregate term of 480 months’ incarceration.
Thomas timely filed this appeal challenging the district court’s decision on his suppression

motions.

II.
“We review a district court’s denial of a motion to suppress by considering
conclusions of law de novo and underlying factual findings for clear error.” United States

v. Rose, 3 F.4th 722, 727 (4th Cir. 2021) (internal quotation marks omitted). When the

6
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district court has denied a motion to suppress, we consider the evidence in the light most

favorable to the government. United States v. Watson, 703 F.3d 684, 689 (4th Cir. 2013).

In this case, Thomas’s arguments on appeal, as before the district court, correspond roughly

to three phases of the investigation that led to his prosecution and conviction: the issuance

of the search warrants for his home, the execution of the warrants, and Cobb’s search of

the devices once they had been seized from Thomas’s residence. We address each in turn.
A.

We begin with Thomas’s challenges to the warrants used to search his residence in
the first instance. Warrants must be based on probable cause and “particularly describe the
place to be searched, and the persons or things to be seized.” United States v. Blakeney,
949 F.3d 851, 861 (4th Cir. 2020) (alteration omitted) (quoting U.S. CONST. amend. IV).
Thomas argues that the warrants here (identical in all relevant respects) failed on both these
fronts.

First, Thomas contends that the warrants were unsupported by probable cause
because Cobb’s affidavit provided no basis for concluding that evidence from a burglary
was likely to be found in his residence. In evaluating probable cause, we apply “a
deferential and pragmatic standard to determine whether the judge had a substantial basis
for concluding that a search would uncover evidence of wrongdoing.” United States v.
Bosyk, 933 F.3d 319, 325 (4th Cir. 2019) (internal quotation marks omitted). That standard
is satisfied here.

Thomas does not meaningfully dispute — nor could he — that after police arrested

him while breaking into a business and found items traced to the Clarke burglary in his car,

7
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there was probable cause linking him to at least two burglaries. Instead, Thomas insists
that there was no reason to think the additional and still missing proceeds of the Clarke
burglary, or proceeds of any other burglary, might be found in his residence. But the
“normal inference” here, as both the district court and magistrate judge concluded, is that
at least some of the missing Clarke items indeed would be in Thomas’s home, located near
Clarke’s residence. United States v. Anderson, 851 F.2d 727, 729 (4th Cir. 1988)
(explaining that required nexus between place to be searched and items to be seized “may
be established by the nature of the item and the normal inferences of where one would
likely keep such evidence”); United States v. Burton, 288 F.3d 91, 104 (3d Cir. 2002)
(concluding that the presence of the defendants’ residences near the crime scene supported
the inference that evidence would be in their residences). No more direct link between
Thomas’s home and the stolen items is required. United States v. Jones, 942 F.3d 634, 639
(4th Cir. 2019) (“[W]e long have held that an affidavit need not directly link the evidence
sought with the place to be searched.”).

Thomas also argues that the initial warrant did not describe the items to be seized
with sufficient particularity. We disagree. As noted above, the warrant authorized the
seizure of a long and detailed list of items, matched to those stolen from Clarke and the
victims of the other burglaries Cobb was investigating:

[a]ny and all items and evidence related to the crime of Larceny
and Burglary, to include but not limited to cash, televisions,
and other electronic devices, power tools, outdoor equipment,
chainsaw’s [sic], firearms, bows, binoculars, rods and reels,
game cameras, various types of hunting equipment and

sporting goods, camouflage clothing and household goods and
any and all similar items.

8a
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J.A. 202. With respect to the listed categories, we agree with the magistrate judge that the
warrant provided a “readily ascertainable guideline[]” for the executing officers. J.A. 479
(internal quotation marks omitted). Although Thomas argues that the warrant should have
provided more precise descriptions, we think it falls well within the “practical margin of
flexibility” permitted to the drafters of warrants. See United States v. Cobb, 970 F.3d 319,
327 (4th Cir. 2020) (quoting United States v. Jacob, 657 F.2d 49, 52 (4th Cir. 1981)). We
recognize that the listed categories were not exclusive, as the warrant allowed for the
seizure of “all items and evidence related to the crime of [l]Jarceny and [bJurglary,”
including but not limited to the enumerated items. J.A. 202. But that provision itself was
narrowed by the reference to specific crimes. See United States v. Sueiro, No. 21-4413,
slip op. at 8 (4th Cir. Feb. 3, 2023) (“[W]hen a warrant states a charged offense, such
reference to the crime effectively narrows the description of the items to be seized.”); see
also Blakeney, 949 F.3d at 863 n.2. As the magistrate judge explained and the district court
agreed, the warrant as a whole — which “in addition to identifying the type of crime being
investigated . . . also identified the specific types of items” sought — sufficiently guided and

constrained the discretion of the searching officers. J.A. 479.2

2 Given this disposition, we need not address the “good-faith” exception to the
exclusionary rule. See Leon, 468 U.S. 897. But we note that we see no error in the
magistrate judge’s alternative finding that even if this warrant had in some way been
deficient, the officer’s reasonable reliance on the warrant would render inapplicable the
exclusionary remedy sought by Thomas.
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B.

We turn next to Thomas’s arguments regarding the execution of the warrants at his
home. Thomas’s primary contention here is that the officers impermissibly seized the
critical lomega hard drive, Transcend flash drive, and HP computer because those items
fell outside the scope of the warrant. Again, we disagree.

First, as the magistrate judge and district court concluded, those items in fact fell
squarely within the warrant’s listed category of “televisions and other electronic devices.”
Moreover, because Cobb knew that SD cards, a type of electronic storage device, had been
stolen from Clarke’s residence and that other electronic devices were stolen in other
burglaries, his reliance on the plain terms of the warrant was entirely reasonable. See
United States v. Kimble, 855 F.3d 604, 612 (4th Cir. 2017) (“[I]tems seized pursuant to a
validly issued warrant are not required, on their face, to necessarily constitute evidence of
an offense identified in the relevant warrant — rather, they only potentially have to be
evidence of such offense.” (cleaned up)).

And in any event, as the government argues, under the circumstances here, the
electronic devices would have been within the scope of the warrant even had they not
qualified under the “electronic devices” category. “[L]aw enforcement officers may seize
an item pursuant to a warrant even if the warrant does not expressly mention and
painstakingly describe it.” United States v. Phillips, 588 F.3d 218, 225 (4th Cir. 2009).
Again, the officers here knew that electronic devices were among the items stolen in the
burglaries they were investigating. And by the time they seized the devices in question,

they also had determined that Thomas’s illegal activities were so widespread that virtually

10
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every new or higher-quality item in the residence was likely stolen. At that point, it was
entirely reasonable for the officers to conclude that the devices in question were at least
“potentially” proceeds or evidence of burglary. Kimble, 855 F.3d at 612; see Anglin v.
Director, Patuxent Inst., 439 F.2d 1342 (4th Cir. 1971) (holding, under very similar
circumstances, that officers searching trailer for 27 stolen goods were entitled under
warrant to seize additional stolen items uncovered in the process of the lawful search).

Thomas also argues that law enforcement officers violated the Fourth Amendment
when they asked burglary victims to come to Thomas’s residence to help identify stolen
property. But as the Supreme Court has explained, “[w]here the police enter a home under
the authority of a warrant to search for stolen property, the presence of third parties for the
purpose of identifying the stolen property” is consistent with the Fourth Amendment.
Wilson v. Layne, 526 U.S. 603, 611-12 (1999). Moreover, as the government notes,
Thomas does not argue that any of these individuals identified the electronic devices at
issue on appeal, and even if the officers had “exceeded the scope of the warrant” by inviting
third parties into the residence, “only the improperly seized evidence” would be
suppressed; “the properly seized evidence remains admissible.” United States v.
Srivastava, 540 F.3d 277, 293 (4th Cir. 2008) (cleaned up).

C.

We turn finally to the stage of the proceedings most directly tied to Thomas’s

prosecution and conviction: the initial search of the lomega hard drive, conducted by Cobb

to ascertain the device’s ownership. The government argues that Thomas failed to establish
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areasonable expectation of privacy in any of the three electronic devices on which evidence
was discovered, and so cannot challenge their search. > We agree.

A defendant may challenge a search only if he has an individualized and objectively
reasonable expectation of privacy in the item searched. Rose, 3 F.4th at 727; United States
v. Castellanos, 716 F.3d 828, 832 & n.3 (4th Cir. 2013). This requirement is sometimes
referred to as “standing” to challenge a search, though it is not jurisdictional. United States
v. Ferebee, 957 F.3d 406, 412 (4th Cir. 2020). Critically, the defendant bears the burden
of showing a reasonable expectation of privacy in the relevant property. Rose, 3 F.4th at
727.

For Thomas, this meant that he was required to show lawful ownership of the
electronic devices at issue. If those devices were stolen, then Thomas could not establish
a reasonable expectation of privacy: “No matter the degree of possession and control,” a
“thief would not have a reasonable expectation of privacy” in a stolen item. Byrd v. United
States, 138 S. Ct. 1518, 1529 (2018); see also Rakas v. Illinois, 439 U.S. 128, 143 n.12
(1978). And where the government provides a basis for believing the property in question
is stolen, we require that the defendant show the opposite: that the property in fact belongs

to him. United States v. Dickerson, 655 F.2d 559, 561 (4th Cir. 1981); United States v.

3 Cobb also performed a preliminary search of the Transcend flash drive to
determine ownership, and it appears that he found images on that device as well. Because
that search rises or falls with the search of the lomega hard drive, on which the first
evidence of child pornography was discovered, we need not address the devices separately.
The HP computer in question was not searched by Cobb before it was turned over to the
FBI.
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Hargrove, 647 F.2d 411, 412 (4th Cir. 1981) (explaining that because the burden to
establish standing is on the defendant, evidence that a searched car was stolen required the
defendant “to show, if he could, that he acquired the car innocently™).

Thomas failed to make that showing here. The government raised the issue of
standing from the outset, arguing in opposition to Thomas’s first suppression motion that
because his “residence was literally full of . . . stolen merchandise,” his ownership of the
electronic devices was in serious doubt, requiring Thomas to come forward with evidence
of ownership. J.A. 99—100. But as the magistrate judge observed, Thomas did not even
attempt to make such a showing in his reply brief or during the evidentiary hearing, and he
thus failed to meet his burden on standing.*

Thomas then attempted to litigate standing for the first time before the district court,
submitting a declaration purporting to establish lawful ownership and requesting a second
evidentiary hearing. Whether to consider new evidence never presented to the magistrate
judge is a question “within the sound discretion of the district court,” Doe v. Chao, 306
F.3d 170, 183 & n.9 (4th Cir. 2002), and here, the district court declined to take up the new

declaration — which did not include any explanation for its lateness — or to hold another

* Thomas did argue at the evidentiary hearing that testifying as to ownership of the
electronic devices for standing purposes would force him to potentially incriminate himself
as to the underlying child pornography charges, in violation of his Fifth Amendment rights.
But the Supreme Court squarely addressed this ostensible dilemma in Simmons v. United
States, 390 U.S. 377, 394 (1968), holding that “when a defendant testifies in support of a
motion to suppress evidence on Fourth Amendment grounds, his testimony may not
thereafter be admitted against him at trial on the issue of guilt unless he makes no
objection.” Accordingly, the magistrate judge appropriately rejected this argument, and
the district court appropriately adopted that conclusion.
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evidentiary hearing. We discern no abuse of discretion in that determination. See United
States v. Patterson, 173 F. App’x 283, 288—89 & n.2 (4th Cir. 2006) (finding no reversible
error in district court’s disregard of affidavits submitted only after magistrate judge’s
report, “particularly since [the defendant] did not explain the absence of these affidavits to
the district court”). Given “the voluminous record, the sound rulings already made, and
the full evidentiary hearing held previously” by the magistrate judge, the district court was
entitled to adopt the magistrate’s recommendation as to Thomas’s failure to meet his

burden on standing without reopening the record. J.A. 901.°

II1.
For the reasons given above, the judgment of the district court is affirmed.

AFFIRMED

> Because we affirm the district court’s conclusion that Thomas lacked standing, we
need not address the parties’ arguments as to the reasonableness of Cobb’s search under
the Fourth Amendment or the application of the exclusionary rule to any improperly
obtained evidence.
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UNITED STATES DISTRICT COURT SEP 1 5 gmo
FOR THE EASTERN DISTRICT OF VIRGINIA | ol

Norfolk Division | - NORFOLK, VA

UNITED STATES OF AMERICA
V.

Criminal No. 2:18¢cr58

JAMES WILLIAM THOMAS, III,

Defendant.

ORDER

Before the Court are the Second, Third, and Fourth Motions to Suppress and a Motion for
an Evidentiary Hearing regarding those Motions brought by Defendant James William Thomas,
III. ECF No. 102-04, 125. For the following reasons, these Motions are DENIED.
L BACKGROUND

The factual background related to the search of Defendant’s property and his arrest has
been thoroughly documented by the Magistrate Judge’s Report and Recommendation (ECF No.
57) and in the Order adopting that Report and Recommendation. ECF No. 93. The Court
incorporates those factual recitations.

On August 1, 2018, Defendant filed his First Motion to Suppress through his attorney. ECF
No. 16. This attorney was granted permission to withdraw and Defendant was appointed new
counsel. On October 12, 2018, Defendant’s new counsel filed a supplemental memorandum in
support of Defendant’s First Motion to Suppress. ECF No. 33. The Magistrate Judge heard
evidence and argument regarding this Motion and issued a Report and Recommendation
recommending that it be granted in part and denied in part. ECF No. 57.

Following issuance of the Report and Recommendation, the Court granted Defendant’s

request to proceed pro se. ECF No. 72. On March 14, 2019, Defendant submitted ninety-three
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hand-written pages, with additional exhibits, comprising his objections to the Report and
Recommendation. ECF No. 79. The Court carefully considered Defendant’s objections and
overruled them, adopting the Report and Recommendation in full. ECF No. 93.

On June 24, 2019, Defendant filed a Second, Third, and Fourth Motion to Suppress and
supporting memoranda.! ECF Nos. 102-04. The Government responded, and Defendant has
replied. Defendant has also requested another evidentiary hearing related to suppression issues in
the case. ECF No. 125. The Court finds that the voluminous record, the sound rulings already
made, and the full evidentiary hearing held previously by the Magistrate Judge, preclude the
necessity of further hearings, and the matter can be decided without oral argument. Therefore,
Defendant’s Motion for Evidentiary Hearing is DENIED.

II. LEGAL STANDARDS

The Fourth Amendment to the United States Constitution provides that “no warrants shall
issue, but upon probable cause, supported by Oath or affirmation, and particularly describing the
place to be searched, and the persons or things to be seized.” U.S. Const. amend. IV. A reviewing
court should “resist the temptation to ‘invalidate warrants by interpreting affidavits in a
hypertechnical, rather than a commonsense, manner.’” United States v. Blackwood, 913 F.2d 139,
142 (quoting HMinois v. Gates, 462 U.S. 213, 236 (1983)). A warrant need not provide a list of
times, or even name any type of item, as long as the items sought can be identified with “reasonable
certainty.” United States v. Dickerson, 166 F.3d 667, 696 (4th Cir. 1999), reversed in part on
other grounds, 530 U.S. 428 (2000). A magistrate’s determination of probable cause with respect

to a search warrant should be afforded great deference. Gates, 462 U.S. at 236.

! Local Criminal Rule 47(F)(3) provides that briefs in support of a motion “shall not exclude thirty pages.” Defendant
filed his Motions to Suppress as three documents, each approximately thirty pages, perhaps in an effort to evade this
requircment. However, in deference to Defendant’s pro se status, the Court declines to strike Defendant’s filings.
2
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III. ANALYSIS
A. Defendant’s Second Motion to Suppress

Defendant argues that the first search warrant, issued on April 28, 2014, was not supported
by probable cause.? He argues that “[n]othing within [the warrant’s] four corners links the named
suspect to [the address to be searched.]” ECF No. 102 at 9.

The probable cause statement in the April 28, 2014 warrant identifies Defendant as having
been arrested for breaking into a business and being in possession of items stolen from a residence
in the vicinity of the address to be searched. ECF No. 19-1. The search warrant does not
specifically state that Defendant lived in or owned the trailer at that address.

At the evidentiary hearing, the Magistrate Judge asked Lieutenant Camden Cobb, the
affiant, about Defendant’s ties to the address provided in the search warrant. Lieutenant Cobb
answered that the state magistrate likely asked him follow-up questions that established a
connection. ECF No. 51 at 143. He testified that he connected Defendant to that address through
records from the Department of Motor Vehicles and through discussions with other law
enforcement officers. Id. at 14344,

Ideally, a search warrant explicitly connects a defendant to the location being searched.
Failure to specify a nexus in the supporting affidavit, however, does not mean that the underlying
search warrant lacked probable cause. Invalidating a search warrant on this basis, despite evidence
showing that a defendant was connected to that address and that law enforcement were aware of
such evidence, would amount to taking a “hypertechnical, rather than a commonsense,” approach
to reviewing search warrants. See Blackwood, 913 F.2d at 142 (quoting Gates, 462 U.S. at 236).

The Court declines to do so.

2 The Court has ruled previously that the first search warrant was supported by probable cause. See ECF No. 57 at
16; ECF No. 93 at 7.
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Defendant also argues that Lieutenant Cobb provided the state magistrate with “virtually
no facts about the crime that had allegedly occurred.” ECF No. 102 at 19-20. Lieutenant Cobb
provided the state magistrate with sufficient information about the crime being investigated and
the items to be seized to establish probable cause. Lieutenant Cobb was not required to provide
greater detail. For example, Lieutenant Cobb’s affidavit states that Defendant was found in
possession of tools that were recently reported stolen. Defendant argues that the magistrate might
have concluded the burglary victim lent Defendant those tools. This hypothetical conclusion is
highly improbable. The magistrate is not required to check her commonsense at the door when
evaluating search warrants.

Defendant argues that the good faith exception to the exclusionary rule is inapplicable.
Because the Court concludes that the warrant was properly issued, the Court need not reach this
argument. However, the Court adopts again the Report and Recommendation’s conclusion that
“even if the warrant were defective, the good faith exception would apply.” ECF No. 57 at 22,

For these reasons, Defendant’s Second Motion to Dismiss, ECF No. 102, is DENIED.

B. Defendant’s Third Motion to Suppress

Defendant next argues that the search warrants were executed in an excessively invasive
manner. The Court found that law enforcement did not exceed the scope of the warrants when it
seized the electronic devices that are the subject of this case. See ECF No..57 at 23-29.

The Court notes that the relevant evidence in this case is contained on the Iomega hard
drive, Transcend flash drive, and Pavilion computer. Defendant’s Third Motion to Suppress
primarily addresses the search and seizure of items not connected to this case or to the seizure of
Defendant’s notebooks, evidence that the Court has already suppressed. Nothing in Defendant’s

Motion compels the Court to revisit its prior holding.
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One of Defendant’s specific arguments bears consideration, however. Defendant argues
that law enforcement improperly invited private persons to the property to identify stolen items.
Defendant cites 18 United States Code § 3105, which provides that search warrants are to be served
by officers authorized to serve such warrants, and not by other persons. Section 3105 does not
prevent others from acting ““in aid of® an officer who has been authorized by warrant to search,”
as the burglary victims did here. Buonocore v. Harris, 65 F.3d 347, 358 (4th Cir. 1995). Defendant
also cites Virginia Code § 19.2-56, which provides that no person shall be present during the
execution of a search warrant except for the owners and occupants and “persons designated by the
officer in charge of the conduct of the search to assist or provide expertise in the conduct of the
search.” The private individuals were present to assist or provide expertise in the search. The
Court finds that law enforcement did not act improperly when it invited burglary victims to the
location to identify stolen property.

For these reasons, Defendant’s Third Motion to Suppress, ECF No. 103, is DENIED.

C. Defendant’s Fourth Motion to Suppress

In Defendant’s Fourth Motion to Suppress, he asserts that a false copy of the first search
warrant’s inventory was provided in discovery and that the true inventory does not list the
electronic devices as having been seized pursuant to either warrant. Even if true, Defendant is
again urging the Court to take a hypertechnical approach. Lieutenant Cobb testified that law
enforcement officers were facing deadlines to submit an inventory despite still being in the process
of seizing evidence pursuant to the warrants. There is no reasonable question that the electronic
devices were seized as law enforcement was executing the two search warrants. The Court
declines to suppress evidence on bald, hypertechnical grounds that the devices were not listed on

the inventory list.
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Defendant also asserts that Lieutenant Cobb continued to search the electronic devices
without a warrant even after discovering child pornography. The Court determined that the search
of the electronic devices to determine ownership was lawful. See ECF No. 57 at 27-29. The Court
also determined that Defendant lacks standing to challenge the search of the electronic evidence
because he has put forth no evidence of ownership. /4. at 29-32. Defendant now asserts by way
of affidavit ownership and possessory interest in the devices.

The Court again finds that Lieutenant Cobb’s search of the devices is consistent with a
search for ownership. The discovery of child pornography provided no confirmation that the
electronic devices belonged to Defendant. They could have been stolen. The continued search by
Lieutenant Cobb for ownership after discovering child pornography did not render Lieutenant
Cobb’s search as improperly beyond the realm of an ownership search.

For these reasons, Defendant’s Fourth Motion to Suppress, ECF No. 104, is DENIED.
IV.  CONCLUSION

For the foregoing reasons, Defendant’s Second, Third, and Fourth Motions to Suppress,
ECF Nos. 102-04, are DENIED. Defendant’s Motion for Evidentiary Hearing, ECF No. 125, is
DENIED. Trial in this matter will proceed as scheduled on October 29, 2019. Defendant is
reminded of his obligations to comply with the directives and requirements of the Court’s Order
of July 10, 2019. ECF No. 117. The Clerk is requested to send a copy of this Order to Defendant,

standby counsel, and the Assistant United States Attorney.

IT IS SO ORDERED. /E ;

Arenda L. Wright Allen
/ O"vz United States District Judge

Norfolk, V{;ginia

, 2019
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UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
Norfolk Division

UNITED STATES OF AMERICA
\'2

Criminal No. 2:18cr58

JAMES WILLIAM THOMAS, III,

Defendant.

ORDER

Before the Court are Objections filed by Defendant James William Thomas, III to the
Report and Recommendation issued by the Magistrate Judge regarding Defendant’s First Motion
to Suppress. ECF No. 79. Also before the Court are Defendant’s Objection to Appointment of
Currently Assigned Stand-by Counsel, ECF No. 80, and Defendant’s Motion to Transfer, ECF
No. 84. For the reasons stated herein, Defendant’s objections to the Report and
Recommendation are OVERRULED. Defendant’s request that his current standby counsel be
relieved from duty is GRANTED, and no new standby counsel will be appointed. Defendant’s
Motion to Transfer is DENIED.
L BACKGROUND

The Magistrate Judge’s Report and Recommendation contained a detailed recitation of
the facts surrounding the search of Defendant’s home and the seizure of property therefrom. The
Court adopts the Magistrate Judge’s factual findings in full.

In 2014, the Southampton County Sheriff’s Office began investigating a series of
burglaries that had occurred in Southampton County during a short timespan that year. ECF No.

51 at 55. Items stolen during these burglaries ranged from small household items to larger items
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such as a refrigerator. Id. at 57. Lieutenant Camden Cobb testified at the hearing before the
Magistrate Judge that in each of the burglaries, “it seemed like everything was taken.” Id.

In February 2014, Robert Clarke’s home was burglarized. /d. at 59. Mr. Clarke told
police that he had observed a white male drive a white pick-up truck by his house regularly, and
that he suspected that person of being the culprit. Id. at 60. Mr. Clarke informed the detectives
that he believed that the suspect lived in a trailer near Mr. Clarke’s home. Id. He also gave the
detectives a list of thirty-eight items that he believed were stolen. Id. at 65, 67.

On April 27, 2014, a coin shop and attorney’s office were burglarized in nearby Franklin,
Virginia. Id. at 68, 91. The burglar came back later that night, was arrested, and was identified
as Defendant. Id. Incident to Defendant’s arrest, police recovered power tools that were
consistent with tools Mr. Clarke had previously reported stolen, and Mr. Clarke’s name was
written on a drill battery recovered from Defendant. /d. at 68—69.

Following Defendant’s arrest, Lt. Cobb wrote an affidavit for a search warrant for
Defendant’s residence, which was issued. /d. at 71. The affidavit read, in part,

things or persons to be searched for are . . . [a]ny and all items and evidence

related to the crimes of larceny and burglary, to include but not limited to, cash,

televisions and other electronic devices, power tools, outdoor equipment,
chainsaws, firearms, ammunition, bows, binoculars, rods and reels, game
cameras, various types of hunting equipment and sporting goods, camouflage
clothing and household goods, and any and all similar items.

ECF No. 16-1.

The search was permitted for

Any and all items and evidence related to the crime of Larceny and Burglary, to

include but not limited to cash, televisions and other electronic devices, power

tools, outdoor equipment, [chainsaws], firearms, bows, binoculars, rods and reels,

game cameras, various types of hunting equipment and sporting goods,

camouflage clothing and household goods and any and all similar items][.]

.
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The Southampton County Sheriff’s Office executed the search warrant over the course of
three days. ECF No. 51 at 75-76. Lt. Cobb testified that after officers began to inventory the
items known to be stolen, they “started to find evidence of other burglaries and break-ins, and
that information was fairly quickly verified.” Id. at 76.

Many of the items in Defendant’s residence had the names of the true owners written on
them. Id. at 82-84, 92. Eventually, the Sheriff’s Office determined that items that were newer
or of nicer quality were likely to be stolen. Jd. at 95-96. The Sheriff’s Office then obtained a
second search warrant, which was identical in the items to be searched but added an updated
probable cause statement. /d. at 98-99.

In executing the search warrant, the Sheriff’s Office seized numerous electronic devices.
Id. at 104. The Sheriff’s Office then attempted to determine the ownership of those devices. /d.
Law enforcement checked the exteriors of the devices to see if they had identifying information
and they also contacted the manufacturers of the devices. Id. at 105-06. The police determined
the owners of several devices using this method.

Other devices were identified by the original owners themselves. /d. at 107-08. Police
also accessed storage devices such as flash drives to determine ownership and were successful in
at least two instances. /d. at 41, 109-110, 145.

One external hard drive and one thumb drive contained evidence of child pornography.
Id. at 11-13, 115. Upon discovering this information, officers did not access the devices again
and instead sought a warrant. Id. at 118. The devices were later turned over to the Federal
Bureau of Investigation (“FBI”). A computer that was seized by law enforcement but never

accessed because it appeared to be Defendant’s personal computer was also given to the FBI. Id.
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at 119-20, 131-32. The FBI obtained a search warrant and discovered what appeared to be child
pornography on the devices. /d. at 48.

Defendant sought to suppress evidence of child pornography found on a laptop and on
several storage devices. ECF No. 16. The Magistrate Judge held a hearing and denied
Defendant’s Motion to Suppress with respect to the electronic devices. Defendant also moved to
suppress evidence obtained from the seizure of personal notebooks. The Magistrate Judge
recommended that such evidence be suppressed. Neither party objected to this recommendation.
The Court ADOPTS and APPROVES the Magistrate Judge’s recommendation that the
evidence obtained as a result of the search and seizure of Defendant’s notebooks should be
suppressed. Defendant’s objections to the remainder of the Magistrate Judge’s recommendations
are analyzed below.

IL STANDARD OF REVIEW

The district court is required to make a de novo review of those portions of the Magistrate
Judge’s findings to which an objection is made. 28 U.S.C. § 636(b)(1)(c). The district judge
may accept, reject, or modify the recommendation., receive further evidence, or resubmit the
matter to the Magistrate Judge with instructions. Fed. R. Crim. P. 59(b)(3). For the Court to
consider objections to a Report and Recommendation, the party must specifically identify the
portions objected to and the basis for such objections. Orpiano v. Johnson, 687 F.2d 44, 47 (4th
Cir. 1982) (“Courts have . . . held de novo review to be unnecessary in . . . situations when a
party makes general and conclusory objections that do not direct the court to a specific error in

the magistrate’s proposed findings and recommendation.”).
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III. ANALYSIS
A. Defendant’s Objection to Standby Counsel

Defendant objects to his current standby counsel, alleging that standby counsel “is guilty
of being aware of a framing, choosing to sit idle and not take actions to defend his client, and
covering-up for other guilty participants.” ECF No. 80 at 1. The Court has broad discretion to
define “what, if any, assistance standby, or advisory, counsel may provide a defendant
conducting his own defense.” United States v. Lawrence, 161 F.3d 250, 253 (4th Cir. 1998).
Defendant argues that he is “being framed by an interwoven conspiracy amongst members of the
legal community and law enforcement within Southeastern Virginia.” Id. The Government does
not object to the dismissal of standby counsel but objects to the appointment of replacement
counsel as futile. ECF No. 81. The Court agrees with the Government that Defendant is not
likely to accept even standby representation of an attorney in this area while believing in this
conspiracy against him.! After numerous conflicts with multiple appointed attorneys, both at the
state and federal level, it appears that any attempted assistance of counsel will only result in
further disputes. Standby counsel Gregory Klein, Esq., is dismissed from this case, and no new
standby counsel is appointed.
B. Defendant’s Motion to Transfer

Defendant moves this Court to transfer this matter to “a locality that it deems sufficiently
distant from this area’s community to not prejudice and interfer[e] with [his] right to defense
counsel with undivided loyalties and a fair trial.” ECF No. 84. In support, Defendant alleges

that his state counsel on his state charges was ineffective and that his federal counsel have

! Defendant also states that “[i]n the event that a trial takes place, [standby counsel] will be called upon to answer
the defense’s questions about his involvement.” ECF No. 80 at 1-2. Defendant is reminded that only relevant
evidence will be admitted at trial.
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refused to advance arguments on Defendant’s behalf for fear of straining their relationship with
his state counsel. /d.

Under Federal Rule of Criminal Procedure 21(a), “upon the defendant’s motion, the court
must transfer the proceeding against that defendant to another district if the court is satisfied that
so great a prejudice against the defendant exists in the transferring district that the defendant
cannot obtain a fair and impartial trial there.” Fed. R. Crim. P. 21(a).

The Court concludes that Defendant can receive a fair trial in this district. Defendant’s
request for transfer is based upon his view of the professional relationships of attorneys in this
area. Defendant has provided no credible evidence of bias on the part of his defense counsel or
of misconduct on the part of defense counsel or the Government’s attorneys. Nevertheless, given
that Defendant has now been granted leave to represent himself, that an attorney may be biased
against him is moot.

Nor has Defendant shown that jurors in the area would be biased against him. He has
presented no evidence on this point, and the Court finds that proper voir dire can cure any
potential biases. Defendant’s Motion to Transfer is DENIED.

C. Defendant’s Objections to the Report and Recommendation

Defendant first objects in a general manner to the proceedings, stating that he “object[s
to] the entire document (ECF No. 57) because it was decided without an adequately established
record.” ECF No. 79 at 2. Objections made to a Magistrate Judge’s decision must be made
“with sufficient specificity so as reasonably to alert the district court of the true ground of the
objection.” United States v. Midgette, 478 F.3d 616, 622 (4th Cir. 2007). Objections must also
respond to specific errors in the orcier, and general or conclusory objections are improper. See

Orpiano 687 F.2d at 47. General or conclusory objections are the equivalent of a waiver. Id.
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Boilerplate objections demonstrate “the very disregard for the role of district courts that the
waiver rule is designed to combat.” Wells v. Shriners Hosp., 109 F.3d 198, 200 (4th Cir. 1997).
The Magistrate Judge held a full, detailed hearing and heard considerable testimony. Defendant
had multiple attorneys argue on his behalf. The matter was decided on a fully established record.
Defendant’s general objections are OVERRULED.

Defendant’s first specific objection is to the Magistrate Judge’s finding that the search
warrant was not overbroad or insufficiently particularized. ECF No. 79 at 2-15. Defendant
argues that the search warrant was an unconstitutional “general warrant,” as evidenced in part by
the inclusion of the words “but not limited to” in the list of items to be seized. He argues that the
search warrant lists many broad categories, some of which were not connected to the robbery of
Mr. Clarke’s residence, and that the search warrant ultimately contained no limiting principle.

The contested section in the search warrant reads:

Any and all items and evidence related to the crime of Larceny and Burglary, to

include but not limited to cash, televisions and other electronic devices, power

tools, outdoor equipment, [chainsaws], firearms, bows, binoculars, rods and reels,

game cameras, various types of hunting equipment and sporting goods,

camouflage clothing and household goods and any and all similar items[.]
ECF No. 16-1.

The Fourth Amendment to the United States Constitution provides that “no warrants shall
issue, but upon probable cause, supported by Oath or affirmation, and particularly describing the
place to be searched, and the persons or things to be seized.” U.S. Const. amend. IV. A
reviewing court should “resist the temptation to ‘invalidate warrants by interpreting affidavits in
a hypertechnical, rather than a commonsense, manner.”” United States v. Blackwood, 913 F.2d

139, 142 (quoting Illinois v. Gates, 462 U.S. 213, 236 (1983)). A warrant need not provide a list

of times, or even name any type of item, as long as the items sought can be identified with

27a



Case 2:18-cr-00058-AWA-LRL Document 93 Filed 04/29/19 Page 8 of 12 PagelD# 1108

“reasonable certainty.” Uhnited States v. Dickerson, 166 F.3d 667, 696 (4th Cir. 1999), reversed
in part on other grounds, 530 U.S. 428 (2000). A magistrate’s determination of probable cause
with respect to a search warrant should be afforded great deference. Gates, 462 U.S. at 236.

The Magistrate Judge found that the warrant identified the type of crime being
investigated, as well as the types of items stolen. ECF No. 57 at 16. The Magistrate Judge found
that the list of items specified in the search warrant was sufficiently particularized and
adequately provided the officers with “readily ascertainable guidelines . . . as to what items to
seize.” Id. at 17 (quoting Dickerson, 166 F.3d at 696).

The Court agrees with the Magistrate Judge’s determination. The warrant lists several
categories of items related to the crimes of larceny and burglary. Each of these categories was
adequately supported by probable cause. The search warrant authorizes the seizure of these “and
all similar items.” The listing of these categories and the phrase “all similar items” modifies the
language “any and all” that begins at the beginning of the paragraph. The warrant gives officers
guidance regarding the items to seek and is not the type of general warrant forbidden by the
Fourth Amendment.

Defendant argues that the warrant should have specified only items that the officers knew
were missing from the February 2014 break-in of Robert Clarke’s home. Under Dickerson, law
officers were not required to restrict the warrant to only specific items missing from Mr. Clarke’s
home. The police were investigating other similar burglaries, and so reasonably included items
and groups of items that were missing from those burglaries. Defendant was apprehended during
the commission of a burglary, making it reasonable for police to suspect that Defendant may
have been involved in other similar burglaries that had occurred nearby during a brief time

period. To the extent that some of the categories listed on the warrant may be broad, this appears
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due to the sheer amount of items stolen. See ECF No. 51 at 82-83. The categories are broad
because the amount and diversity of items stolen was great. Defendant’s objection regarding
overbreadth is OVERRULED.

Defendant next objects to the Magistrate Judge’s finding that the search and seizure of
the electronic devices were lawfully within the scope of the warrant. ECF No. 79 at 16. The
Magistrate Judge found that seizure of these devices was appropriate under the warrant’s
category of “televisions and other electronic devices.” ECF No. 57 at 23-24.

Although the specific electronics recovered were not part of the Robert Clarke burglary,
those devices were nevertheless well within the scope of the search warrant. The Magistrate
Judge relied on Anglin v. Dir., Patuxent Inst., 439 F.2d 1342 (4th Cir. 1971), in which the police
began surveillance of a residence believed to belong to an experienced burglar. Id. at 1343.
Police obtained a search warrant describing twenty-seven items from a recent break-in that were
believed to be at the residence. Id. at 1344. Police executed the search warrant while the
defendant’s spouse was present. Id. She assisted them in identifying stolen property, which was
almost all of the property in the trailer. /d. Ultimately, police seized over 700 stolen items. /d.
at 1345. The district court denied the defendant’s petition for a writ of habeas corpus, and the
United States Court of Appeals for the Fourth Circuit affirmed. /d. at 1343.2 In so deciding, the
Fourth Circuit held that “it is senseless to require police to obtain an additional warrant to seize
items they have discovered in the process of a lawful search.” Id.

Defendant’s attempt to distinguish Anglin as a “plain view” decision fails. Although the

incriminating nature of many items seized was not immediately apparent, the facts presented

2 Defendant attempts to distinguish Anglin by pointing out that the search warrant in Anglin named the twenty-seven
items with exact specificity. This fact undermines Defendant’s scope argument. It is undisputed that the vast
majority of items seized by the authorities in Anglin were not listed specifically on the search warrant, but the Fourth
Circuit nevertheless upheld seizure of those items.
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here have much in common with Anglin. In Anglin, as here, the police had probable cause to
believe that the home was a treasure trove of stolen property and that its occupant was an
experienced burglar. Many items had the names of burglary victims written on them. The police
reasonably concluded that items of a higher quality were stolen and, accordingly, “items related
to the crime of larceny and burglary” to include “televisions and other electronic devices” as
specified in the search warrant. Just as in Anglin, the property seized was of the same nature and
substance described in the search warrant. Defendant’s objection regarding the scope of the
warrant is OVERRULED.

Defendant next objects to the Magistrate Judge’s conclusion that he lacks standing to
object to the search of the electronic devices. ECF No. 79 at 36. The Court agrees with the
Magistrate Judge’s conclusions regarding standing. The Court notes, however, that because the
search of the electronic devices to determine ownership was lawful, as discussed below,
Defendant could not prevail on his constitutional claim even if he had standing. Defendant’s
objection regarding standing is OVERRULED.

Defendant objects to the Magistrate Judge’s finding that the search of the electronic
devices to determine ownership was lawful. ECF No. 79 at 49. Defendant has a reasonable
expectation of privacy in his personal computer that society is prepared to recognize. See, e.g.,
Riley v. California, 134 S. Ct. 2473, 2485 (2014) (requiring a search warrant before searching a
defendant’s cellular telephone). Defendant, however, has no reasonable expectation of privacy
in the contents of stolen electronics in his possession. See United States v. Caymen, 404 F.3d
1196, 1200 (9th Cir. 2005).

The Magistrate Judge found that law enforcement acted reasonably in believing the items

to be stolen and in searching for the owners’ identities. ECF No. 57 at 28. The Court agrees.
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Searches were used only as a last resort, after the detectives attempted other methods of
identification, such as inspecting the devices for a victim’s name or a serial number or by calling
the manufacturers. Officers determined that many of these electronic devices were stolen and
identified several rightful owners.?

Moreover, when law enforcement discovered evidence of child pornography, they ceased
their search and sought another search warrant. This is further evidence that they were
attempting only to discover the identity of the owners. Officers reasonably did not believe that
they were conducting a search at all. See [llinois v. Rodriguez, 497 U.S. 177, 183 (1990)
(holding evidence not suppressed where an officer entered a defendant’s home with the consent
of a third party he reasonably believed had authority to consent but did not actually possess
authority). Defendant’s objections regarding the legality of the search of the electronic devices
is OVERRULED.

Defendant’s remaining objections are difficult to follow and do not respond to specific
findings in the Magistrate Judge’s Report and Recommendation. For example, Defendant
attaches a document simply labeled “General Complaints.” ECF No. 79 at 63. Defendant’s
remaining objections are OVERRULED.

IV. CONCLUSION

For the foregoing reasons, the Court OVERRULES Defendant’s objections and
ADOPTS and APPROVES the Report and Recommendation, ECF No. 57, in full. Defendant’s
request that his standby counsel be dismissed from the case, ECF No. 80, is GRANTED and no

new standby counsel is appointed. Defendant’s Motion to Transfer, ECF No. 84, is DENIED.

3 Defendant states that he has testified under oath twice asserting ownership of all of the electronic devices. The
police investigation found that these devices belonged to other individuals. Defendant was not subject to cross-
examination during this testimony, and such testimony fails to contradict the police’s finding that at least several of
the devices belonged to owners other than Defendant.
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The Clerk is REQUESTED to send a copy of this Order to Defendant and to all counsel
of record.

IT IS SO ORDERED.

- (Rewed

‘\@Lda.L. Wright Allen

United States District Judge

Qw/ ol‘/% ,2019

Noffolk, Virginia
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UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA

Norfolk Division
UNITED STATES OF AMERICA ;
V. ; Case No.: 2:18-cr-58
JAMES WILLIAM THOMAS, III, ;
Defendant. i

REPORT AND RECOMMENDATION

Before the Court is Defendant James William Thomas, III’s (“Defendant’) First Motion to
Suppress filed on August 1, 2018. ECF No. 16. This matter was referred to the undersigned
United States Magistrate Judge (“the undersigned”) for a Report and Recommendation pursuant
to a Referral Order from the United States District Judge. ECF No. 20; see also 28 US.C. §
636(b)(1)(B); Fed. R. Civ. P. 72(b); E.D. Va. Local Civ. R. 72. Subsequently, on November 14,
2018, the Court held a hearing on Defendant’s First Motion to Suppress. For the following reasons,
the undersigned RECOMMENDS that Defendant’s Motion to Suppress, ECF No. 16, be
GRANTED IN PART and DENIED IN PART.

L. PROCEDURAL BACKGROUND

The Defendant is currently charged with eight counts of production of child pornography,
in violation of 18 U.S.C. §§ 2251(a) and 2, and three counts of possession of child pornography,
in violation of 18 U.S.C. § 2252A(a)(5)(B). ECF No. 1. Defendant’s case was deemed complex
and Defendant’s trial was scheduled for September 25, 2018. Defendant filed a Motion to Extend

the Date to File Pre-Trial Motions, ECF No. 14, which the Court granted with a new motions
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deadline of August 1, 2018, ECF No. 15.

On August 1, 2018, Defendant filed his First Motion to Suppress.! ECF No. 16. The
Government filed its Response to Defendant’s Motion to Suppress on August 15, 2018. ECF No.
19. Defendant did not submit a reply brief. On August 17, 2018, the District Judge issued an
Order referring the suppression motion to the undersigned for a report and recommendation, ECF
No. 20, and the matter was set for hearing on August 27, 2018. On August 23, 2018, defense
counsel filed a Motion to Withdraw, ECF No. 21, which the Court took up at the August 27, 2018
hearing. ECF No. 23. Following the Defendant’s sworn testimony and the proffer and arguments
of counsel, the Court granted the Motion to Withdraw. ECF Nos. 23-24. The Court deferred
argument on the Motion to Suppress due to the replacement of counsel, and the District Judge
subsequently directed new counsel to file a status report indicating whether Defendant wished to
proceed to a hearing on the pending Motion to Suppress, and whether he intended to adopt,
supplement, or withdraw the briefing previously filed in support of that motion. ECF No. 26.

New counsel filed a status report adopting the First Motion to Suppress and the arguments
therein, seeking leave to file supplemental briefing, and requesting to continue the suppression
hearing and trial dates. ECF No. 27. The Court entered an Order granting Defendant’s request to
file supplemental briefing on the Motion to Suppress to be filed no later than September 27, 2018.
ECF No. 29. Defendant moved for an Extension of Time for Supplemental Memorandum, ECF
No. 30, and the Court granted an extension to October 12, 2018, ECF No. 32. Defendant filed his
Supplemental Brief in Support of Motion to Suppress on October 12, 2018. ECF No. 33. On

October 26, 2018, the Government filed its Supplemental Response to Defendant’s Motion to

! While this Motion is captioned “First Motion to Suppress” it is the only suppression motion that has been filed by
Defendant.
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Suppress. ECF No. 37. A suppression hearing was scheduled for November 14, 2018.

Thereafter, on November 5, 2018, new counsel filed a Motion to Withdraw. ECF No. 38.
The Court entered an Order directing counsel for Defendant and counsel for the Government to
address the Motion to Withdraw and, pending the outcome of that motion, be prepared to proceed
with the Motion to Suppress at the November 14, 2018 hearing. ECF No. 42. At the hearing on
November 14, 2018, the Court orally denied the Motion to Withdraw and the parties proceeded to
present evidence and argument on the Motion to Suppress. ECF No. 45. At the hearing, FBI
Special Agent David Desy (“Special Agent Desy”), Southampton County Sheriff’s Office
Detective Scott Griffith (“Det. Griffith™), and Southampton County Sheriff’s Office Detective
Lieutenant Camden Cobb (“Lt. Cobb”) testified, and the Court took the suppression motion under
advisement. Id. Following the hearing, the Court entered an Order denying in writing the Motion
to Withdraw. ECF No. 46. As such, Defendant’s First Motion to Suppress, ECF No. 16, is now
ripe for recommended disposition.

II. FACTUAL BACKGROUND

In 2014 the Southampton County Sheriff’s Office began investigating a number of
burglaries that occurred in Southampton County. ECF No. 51 at 55. Members of the Southampton
County Sheriff’s Office soon noticed similarities between these crimes. Id. These similarities
include the geographical proximity of the burglaries, the types of homes that appeared to be
targeted, and the types of items that were stolen. /d. at 55-56. There were “three burglaries on the
same road and a fourth burglary in the same area in the span of approximately 12 months.” Id. at
123. Most of the Southampton County homes targeted were not primary residences and were used

mainly as second homes, weekend homes, or seasonal residences. /d. at 56, 58. The items taken
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ranged from typical targets of burglary—high value and easily transportable items such as
televisions, electronics, cash, and firearms—to very odd unusual items that were “[lJarge,
cumbersome, low-value items, or low value for the effort, and miniscule, small, low-value
household items” such as refrigerators and toiletries; to police “it seemed like everything was
taken.” Id. at 56-59.

Noticing a pattern, the Sheriff’s Office speculated that the same person or persons were
likely responsible for all the burglaries with these characteristics. /d. Lt. Cobb, a then-detective
with the Southampton County Sheriff’s Office who investigated these burglaries, testified that “In
the very beginning, there were three that we believed to be connected; one from, I believe, January
of 2014, another from February of 2014. And those happening in back-to-back months, we began
looking further back and found another from the fall or winter of 2013, also the same basic
geographic area of the county and the same types of items and the same type of residence, being
it was not a primary residence.” Id. at 58.

In February 2014, Robert Clarke’s home, a secondary residence, was burglarized in a
manner consistent with earlier burglaries. Id. at 59, 123. Clarke spoke to Lt. Cobb the day of the
burglary and “mentioned a white male that drove a white pickup truck that drove by his house very
regularly” and said he suspected that this was the person who committed the burglary of his home.
Id at 60. Clarke further stated that he thought “the individual . . . lived [on Little Texas Road]
around the comer from his home . . . [in] a trailer on the right where that white truck would
regularly be.” Id. Lt. Cobb visited the trailer on two or three occasions to conduct a knock-and-
talk. Id. at 60, 129. Lt. Cobb knocked without response and left his business card on the door. Id

at 61. Other officers with the Southampton County Sheriff’s Office were familiar with Defendant,
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knew he had previously been convicted of burglary, and knew he lived in the trailer. /d. at 62, 64.
Using the address, Lt. Cobb confirmed Defendant was an occupant of the trailer through DMV
records. Id. at 61, 64. Following the initial interview, Clarke emailed Lt. Cobb a list of thirty-
eight items he believed were stolen, including “some SD cards, binoculars, telescopes, things of
that nature” as well as “paper towels, granola bars, canned foods, [and] Pop Tarts.” Id. at 65, 67.

On or about April 27, 2014, a coin shop and attorney’s office, connected by a shared
restroom, were burglarized in the nearby city of Franklin. Id. at 68, 91. The burglar gained access
by creating a hole on the roof of the attorney’s office. Id. at 91. The attorney “paid a retired
Franklin police officer to sit in his building overnight following the initial break-in, in case the
individual who had made the hole in the roof came back.” Id. The burglar returned that night, the
Franklin police were called, and the burglar—later identified as the Defendant—was arrested. /d.
at 68, 91. Incident to his arrest, the Franklin Police recovered some new DeWalt brand tools that
were consistent with tools Clarke had reported as stolen from his home two months earlier. Id. at
68-69. Clarke had told Lt. Cobb that he writes his name on his tools and Franklin Police confirmed
that Clarke’s name appeared on the battery of a drill recovered incident to Defendant’s arrest. /d.
at 69. Several other tools stolen from Clarke’s residence were also recovered.? Id.

On April 28, 2014, following Defendant’s arrest and based on the information known at
the time, Lt. Cobb wrote an affidavit for a search warrant of Defendant’s residence on Little Texas

Road and a search warrant was issued. Id. at 71. The affidavit supporting the search warrant of

2 Lt. Cobb testified he was unsure whether some of the tools were recovered from Defendant’s person upon his arrest
or following his arrest from the vehicle he had driven to the attorney’s office and coin shop. ECF No. 51 at 68, 70.
Later, however, Lt. Cobb stated that he believed both a DeWalt drill and Stihl saw were seized pursuant to the search
warrant obtained by Franklin Police for Defendant’s vehicle. Id at 140-41. This vehicle was a white Dodge pickup
truck and is a different vehicle from the white Chevrolet pickup truck parked at Defendant’s residence discussed infi-a.
Id at 141-42.

5
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Defendant’s home is as follows:

1. A search is requested in relation to . . . [flelony burglary, 18.2-91 and felony
larceny, 18.2-95 of the Code of Virginia, 1950 as amended.

2. The place to be searched . . . the residence at . . . Little Texas Road, Branchville,
Virginia 23828 in Southampton County and the curtilage thereof to include any
outbuildings, and any vehicles in the yard. The residence is further described as a
tan colored, single-wide mobile home with white skirting and a wooden front porch,
not covered. There is one mailbox in front of the house with the numbers . . . clearly
visible.

3. The things or persons to be searched for are . . . [a]ny and all items and evidence
related to the crimes of larceny and burglary, to include but not limited to, cash,
televisions and other electronic devices, power tools, outdoor equipment,
chainsaws, firearms, ammunition, bows, binoculars, rods and reels, game cameras,
various types of hunting equipment and sporting goods, camouflage clothing and
household goods, and any and all similar items.

4. The material facts constituting probable cause what the search should be made
are[] [that] James William Thomas III . . . was arrested by Franklin Police
Department in the act of breaking into a business in the City of Franklin. A search
warrant was issued for his vehicle and items were recovered. One of the items was
a power drill that matched the description of a stolen item for a residence that was
broken into in the vicinity of . . . Little Texas Road. The power tool had the victim
of that break-in’s name written on the battery, concealed from plain view, written
in black marker, appearing as ‘Bobby Clarke’. Clarke has previously reported that
his name was written on various items that were stolen from his residence in
February of 2014. Another item recovered, a Stihl MS211 chainsaw with the serial
number . . . was identified as belonging to Bobby Clarke through a record of
purchase histories maintained by Stihl. Other similar items were recovered by
Franklin Police Department that are still in the process of determining their origin
and rightful ownership.

ECF No. 16, attach. 1; see also ECF No. 51 at 72-75. The search warrant that was issued
authorized officers to search:

[T]he residence at . . . Little Texas Road, Branchville, Virginia 23828 in
Southampton County and the curtilage thereof to include any outbuildings, and any
vehicles in the yard. The residence is further described as a tan colored, single-
wide mobile home with white skirting and a wooden front porch, not covered.
There is one mailbox in front of the house with the numbers . . . clearly visible][.]
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ECF No. 16, attach. 1. The search was permitted for the following property:
Any and all items and evidence related to the crime of Larceny and Burglary, to
include but not limited to cash, televisions and other electronic devices, power
tools, outdoor equipment, chainsaw’s [sic], firearms, bows, binoculars, rods and

reels, game cameras, various types of hunting equipment and sporting goods,
camouflage clothing and household goods and any and all similar items[.]

I

Lt. Cobb, along with other employees of the Southampton County Sheriff’s Office (the
“Sheriff’s Office”), executed the search warrant. ECF No. 51 at 75-76. The Sheriff’s Office
searched a white Chevrolet pickup truck parked in the backyard behind Defendant’s residence. /d.
at 83. Almost every burglary had gas cans stolen and the Sheriff’s Office found “a lot of gas cans”
in the bed of the Chevrolet truck as well as outside on the ground, and several in the trailer. Id. at
83. The Sheriff’s Office also determined the truck itself was stolen. /d. at 84. The inside of the
home had “a lot of random items, a lot of piles of items, trash, cat feces, dirty dishes[;] . . . very
similar to what the outside looked like.” Id. at 78. Lt. Cobb testified that the situation “rapidly
developed” and he and his co-workers “began with the items that we immediately knew were going
to be evidence of a crime,” including firearms, due to Defendant’s status as a felon. Id. The
Sheriff’s Office then “began to identify the items . . . believed would have been stolen from the
burglaries . . . [a]nd very quickly, upon starting to inventory the items . . . believed to be stolen,
[they] started to find evidence of other burglaries and break-ins, and that information was fairly
quickly verified.” Id. at 76. Lt. Cobb recovered a litany of items:

All of the types for the burglaries that we were already investigating. Some items

were very specific, such as a 1,000-piece cabin puzzle, which . . . would be a

relatively generic, unidentifiable item, but when I find the cabin puzzle and then --

from specifically Robert Clarke's break-in, as well as three firearms belonging to

him, a bow and arrow, DeWalt tools with his name on them. It seems unlikely that
that 1,000-piece puzzle would have just been another puzzle that would have been

7
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in the house. So everything from the guns all the way down to the common odd
items to be stolen were located.

Id. at 80. The refrigerator and a garbage can, inside the residence, and which appeared to be in
use by Defendant, were also both stolen, as these items had the names of the owners written on
them. Id at 82-84, 92. The Sheriff’s Office concluded that

Everything that appeared to be of a newer, nicer item, quality item, anything that

wasn't broken or damaged, it all -- almost everything that we picked up, looked at,

identified, we were finding where it belonged to some other individuals that had

reported those items as stolen, either from our county or a surrounding jurisdiction,

and we realized more likely than not these other items that were in the home were

going to be identified as belonging to somebody else at some point, that we just

didn't know who at that time.
Id. at 95-96. Execution of the search warrant took “the better part of three days.” Id. at 98. The
Sheriff’s Office followed up with a second search warrant “to try to find any other items that might
be related to this large, at that time, eight-year spree of burglaries” and to comply with the 72-hour
limit on completing execution of the first search warrant. Id. at 98-99. This second warrant was
identical to the first, except that the probable cause statement adds that “other victims had come
forward and identified items of similar description,” there was “[a]n unknown amount of possible
victims,” “mention of the storm that was approaching the location,” and stated that the Sheriff’s
Office had not yet had an opportunity to “go[] through [a] pile of garbage.” Id. at 100-01.
Execution of the second warrant took only one day and the Sheriff’s Office recovered more items
identified as stolen. Id. at 101-02.

During the search, Lt. Cobb saw and went through several notebooks, legal pads, and

papers (hereinafter “Notebooks™). Id. at 169. Lt. Cobb noticed one “notebook in particular had

something on the front or the top page, and [he] just began to look through the notebooks.” Id. at

3 Lt. Cobb testified “I don't recall which notebook in particular had something on the front or the top page, and I just

8
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170. “[O]n one of the legal pads . . . there was like some lists, like preparation . . . preparation for
burglary . . . entitled "Ops Plan" and other potentially incriminating writings. /d. at 169.

The Southampton Sheriff’s Office seized all items they believed were stolen and
transported them to a secured location. /d. at 40, 80-81. The evidence seized was organized by
the particular crime or victim and “items in the center were at that time yet-to-be-identified items”
that the Sheriff’s Office “could not at that time put . . . to a particular victim of a crime.” /d. at 81.
Ultimately, items seized from Defendant’s home were connected to more than twenty burglaries
in addition to various incidents of larceny dating back as early as 2006. Id. at 76, 96.

Of note, the Sheriff’s Office seized “at least ten” electronic devices, including “PC towers,
computer monitors, flash drives, SD cards, external hard drives, and . . . two, possibly three,
laptops.” Id. at 104. To determine who these items belonged to, the Sheriff’s Office first looked
to see if the exterior of the devices had identifying information. See Id. at 105-06 (indicating two
of the computers had the victims’ name or initials on the exterior). For those without identifying
information readily available, the Sheriff’s Office contacted the manufacturers of the electronics.
Id. at 107. “[Dell Computer’s] customer service department was able to identify the service tag
on one of the laptops recovered” and identify the original purchaser—the victim of a break-in. /d.

Other electronics were identified by serial numbers and some were identified by the original owner

began to look through the notebooks.” ECF No. 51 at 169. Lt. Cobb further stated, “I don't recall what was on the
top page of any of the notebooks that caused me to start to flip through them.” Id. Lt. Cobb testified that he was
looking specifically for incriminating writings and believed that this fell “under that evidence of burglary and larceny
from the warrant.” Id. at 169-71. Relatedly, Lt. Cobb stated, “I remember there were several notebooks. I believe
there were some that was just sheets of paper, not necessarily a notebook, some legal pads, and possibly even like a
spiral-bound type notebook. Just there were multiple, and I do recall while flipping through them -- I know that on
one of the legal pads, I believe it was, there was like some lists, like preparation, is what it seemed like, that listed --
and I wouldn't want to try to mention the specific items. It was things that caught my interest in terms of, it appeared
to me, preparation for burglary. I think it might have even been entitled "Ops Plan," things like that.” /d. at 169.

9
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in person and released after ownership was verified. Id. at 107-08. The Sheriff’s Office did not
access or otherwise turn on any of the computers seized from Defendant’s home, but for a pink
dell laptop. Id. at 144. Despite these efforts the Sheriff’s Office was left with “multiple storage
devices that were not computers -- so SD cards and flash drives and an external hard drive.” Id.
at 108. For those still-unidentified electronics Lt. Cobb “accessed the devices directly from [his]
computer to try to find anything on the device that would link it to an individual to determine who
the rightful owner was.” Id. at 109. Lt. Cobb was looking for “[p]redominantly, pictures of
individuals that would show” the owner; and that method was successful in at least two instances.
Id at41,109-110, 14S.

On May 30, 2014, Lt. Cobb reviewed the contents of an lomega hard drive which revealed
what appeared to be evidence of child pornography.® Id. at 111-13, 115. Lt. Cobb also accessed
a thumb drive on May 30, 2014, which revealed similar evidence. Id. at 116. A later review of
the hard drive by Detective Griffith (“Det. Griffith”) sometime between June 2 and 4, 2014,
revealed evidence of a similar type. Id. at 41, 44, 115-16. On June 4, 2014, Lt. Cobb spoke with
FBI Special Agent Jack Moughan® (“Special Agent Moughan”) regarding these files and did not
access the hard drive or thumb drive after that date. /d. at 116-17.

Special Agent Moughan directed Lt. Cobb to get a warrant for the Defendant’s cell phone,
and he undertook the effort to obtain a warrant for the thumb and hard drives; Lt. Cobb did so on

June 11,2014. Id. at 118. Lt. Cobb secured the cell phone from Western Tidewater Regional Jail

4 While the evidence discovered was discussed in limited fashion at the hearing and forms the basis for Defendant’s
instant charges, this is not the focus of the current inquiry nor is it necessary to determine whether Defendant’s Fourth
Amendment rights were violated.

5 The transcript of the hearing for Defendant’s Motion to Suppress identifies this agent as “Mohan,” however, other
evidence, such as the federal search warrant, ECF No. 16 attach. 2, and a supplemental report of the Sheriff’s Office,
Id. attach. 3, indicate the correct spelling for this FBI agent is Moughan. The latter spelling is reflected in the Court’s
recitation of the facts herein.

10
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to be turned over to the FBI with the hard drive and thumb drive, but never accessed it. /d. at 117-
18. These devices were turned over to the FBI for further investigation. /d. at 118. Lt. Cobb also
turned over a computer. /d. at 119-120. This computer was believed to be stolen and was seized
under the first search warrant but never accessed by the Sheriff’s Office because its set-up made it
appear that it was Defendant’s own personal-use computer, unlike the other computers found in
Defendant’s home. Id. at 119-20, 131-32. The Sheriff’s Office also did not turn on any of the
other computers seized from Defendant’s home except for a pink dell laptop.’ Id. at 144.

The FBI sought a federal search warrant for the devices described above along with several
other devices, and a search warrant was issued on July 18, 2014. ECF No. 16, attachs. 2, 7. The
FBI found what it believed to be child pornography on three devices turned over to them: the
Iomega hard drive, a Transcend white flash drive, and a Pavilion desktop computer. ECF No. 51
at 48. These devices were reviewed by Special Agent Desy. Id. at 50. Special Agent Desy
reviewed the contents of the desktop computer, which had username initials “JT,” presumably for
James Thomas, the Defendant.” Id. at 53. While a flash drive was reported stolen by one of the
burglary victims, law enforcement was never able to tie the flash drive, hard drive, or computer at
issue to any burglary or theft victim. /d. at 51, 53, 137.

III. ANALYSIS

The Fourth Amendment protects the “right of the people to be secure in their persons,

6 It is unclear whether the Sheriff’s Office exhausted all other efforts to identify owners of the electronics prior to
accessing the contents therein. Testimony about the steps taken to identify those items imply that the contents of the
electronics were not reviewed until all other efforts had been expended. See ECF No. 51 at 104-09. However, Lt.
Cobb testified that the pink laptop was one of the computers that Dell Computers was able to provide the original
purchaser’s information for, but also states that this computer was turned on to try and identify the true owner and
access was limited to the sign-in screen which had a login name “Brittany” and required a password. /d. at 144, 146.
7 Special Agent Desy could not recall whether the Pavilion computer was password protected. /d. at 53.
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houses, papers, and effects against unreasonable searches and seizures.” U.S. Const. amend. IV.
Whether the Fourth Amendment has been violated “is a question of fact to be determined from all
the circumstances.” Ohio v. Robinette, 519 U.S. 33, 40 (1996). In the instant case, Defendant
seeks to suppress numerous items found in Defendant’s home that he alleges were searched and/or
seized in violation of his Fourth Amendment rights, namely:

(1) electronic evidence found on the Iomega hard drive;

(2) electronic evidence found on the Transcend white flash drive;

(3) electronic evidence found on the Pavilion desktop computer; and

(4) evidence of Defendant’s handwritten notes.
See ECF Nos. 16, 33. In support of Defendant’s Motion to Suppress, Defendant raises several
arguments:

(1) the warrant to search Defendant’s home was overbroad and insufficiently

particularized;

(2) Defendant’s electronic devices were seized outside the scope of the search warrant of

Defendant’s home;

(3) The search and seizure of Defendant’s Notebooks are outside the scope of the warrant

and the plain view exception does not apply.

(4) The Sheriff’s Office conducted a warrantless search of Defendant’s electronic devices

and no exception to the warrant requirement applies;

(5) Evidence obtained from Defendant’s electronic devices pursuant to the federal search

warrant is fruit of the poisonous tree; and therefore must be excluded.

See ECF Nos. 16, 33. The Government argues in response that:

12
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(1)(a) the warrant to search Defendant’s home was based on probable cause, was
sufficiently particular, and was not overbroad; (1)(b) alternatively, if the Court finds the
warrant deficient, then the good faith exception applies;

(2) Defendant’s handwritten notes were located during a proper search of Defendant’s
home;

(3) Defendant lacks standing because he cannot demonstrate any of the electronic devices
at issue belong to him;

(4) the search of the electronic devices was proper because the Sheriff’s Office reasonably
believed the devices were stolen and therefore were not infringing on Defendant’s privacy
rights by reviewing the contents.

A. The Search Warrant for Defendant’s Home was Neither Overbroad nor Insufficiently
Particularized

The Fourth Amendment provides that “no warrants shall issue, but upon probable cause,
supported by Oath or affirmation, and particularly describing the place to be searched, and the
persons or things to be seized.” U.S. Const. amend. IV. “[P]Jrobable cause is a fluid concept --
turning on the assessment of probabilities in particular factual contexts -- not readily, or even
usefully, reduced to a neat set of legal rules.” Illinois v. Gates, 462 U.S. 213, 232 (1983).
Therefore, a magistrate considering whether probable cause supports the issuance of a search
warrant simply must “make a practical, common-sense decision whether, given all the
circumstances set forth in the affidavit before him, including the ‘veracity’ and ‘basis of
knowledge’ of persons supplying hearsay information, there is a fair probability that contraband
or evidence of a crime will be found in a particular place.” Id. at 238. For a magistrate to conclude

that probable cause exists, a warrant application’s supporting affidavit must be more than
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conclusory and bare bones; indeed, the affidavit “must provide the magistrate with a substantial
basis for determining the existence of probable cause.” Id. at 239. Probable cause is not subject
to a precise definition, and it is a relaxed standard. See United States v. Allen, 631 F.3d 164, 172
(4th Cir. 2011); see also United States v. Martin, 426 F.3d 68, 76 (2d Cir. 2005) (citing United
States v. Leon, 468 U.S. 897, 958 (1984)). When examining an affidavit, a magistrate may rely
on law enforcement officers who may “‘draw on their own experience and specialized training to
make inferences from and deductions about the cumulative information available to them that
might well elude an untrained person,’” as long as the affidavit contains facts to support the law
enforcement officer’s conclusions. United States v. Johnson, 599 F.3d 339, 343 (4th Cir. 2010)
(quoting United States v. Arvizu, 534 U.S. 266, 273 (2002)), see also United States v. Brown, 1992
U.S. App. LEXIS 1675, at *5 (4th Cir. 1992) (noting that “magistrates, in making probable cause
determinations, may rely upon an experienced police officer’s conclusions as to the likelihood that
evidence exists and where it is located”).

A court reviewing whether a magistrate correctly determined that probable cause exists
should afford the magistrate’s determination of probable cause great deference. See Gates, 462
U.S. at 236. Therefore, “the duty of a reviewing court is simply to ensure that the magistrate had
a ‘substantial basis for . . . conclud[ing] that’ probable cause existed.” Id. at 238-39 (quoting Jones
v. United States, 362 U.S. 257, 271 (1960)); see also United States v. Blackwood, 913 F.2d 139,
142 (4th Cir. 1990). A reviewing court should “resist the temptation to ‘invalidate warrants by
interpreting affidavits in a hypertechnical, rather than a commonsense, manner.”” Blackwood, 913
F.2d at 142 (quoting Gates, 462 U.S. at 236).

““[Slearches conducted outside the judicial process, without prior approval by judge or

14
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magistrate, are per se unreasonable . . . subject only to a few specifically established and well-
delineated exceptions.”” California v. Acevedo, 500 U.S. 565, 580 (1991) (quoting Mincey v.
Arizona, 437 U.S. 385, 390 (1978)). The Government bears the burden of demonstrating that an
exception to the warrant requirement applies. Coolidge v. New Hampshire, 403 U.S. 443, 454-55
(1971). If the Government fails to carry its burden, the Court must suppress all evidence derived
from the unconstitutional search. See Wong Sun v. United States, 371 U.S. 471, 488 (1963)
(articulating the fruit of the poisonous tree doctrine).

Defendant argues that the search warrant was “effectively a general warrant to rummage
through [Defendant’s] home” as there is no probable cause that evidence of additional stolen items
belonging to Mr. Clarke would be found at the home . . . [and] no probable cause to support the
search and seizure of any and all items related to the crimes of larceny and burglary.” ECF No.
16 at 8. Defendant contends, that because the search warrant failed to identify the specific items
to be seized, despite the fact that Lt. Cobb had a list of items that Clarke reported stolen, the warrant
was overbroad since it did not constrain police from searching for items that had no relation to the
Clarke burglary. Id. at 8-9.

The Government argues that the warrant did not lack particularity and was not overbroad
because, while the search warrant does provide language permitting the search and seizure of any
evidence related to larceny and burglary more generally, the warrant then specified the particular
types of items that the Sheriff’s Office was permitted to search for and seize under the warrant’s
authority. ECF No. 19 at 11. The Government argues that the Defendant is essentially asking the
Court to take a hypertechnical approach to reviewing the search warrant that precedent has warned

against. Id. at 12. Further, the Government contends that the probable cause statement signaled
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Defendant’s involvement in other burglaries when it stated “[o]ther similar items were recovered
[pursuant to Defendant’s arrest] . . . that we are still in the process of determining their origin and
rightful ownership.” The Government states that Defendant’s argument that the probable cause
supporting the search warrant extends only to Clarke’s tools or, at most, only to the Clarke burglary
is exceedingly narrow and should be rejected under a common-sense inquiry. /d. at 12-13.

The Court agrees with the Government to the extent that the Defendant appears to be asking
the Court to take a hypertechnical view in determining the search warrant’s validity. “[T]he duty
of a reviewing court is simply to ensure that the magistrate had a ‘substantial basis for . . .
conclud[ing] that’ probable cause existed.” Gates, 462 U.S. at 238-39 (quoting Jones, 362 U.S. at
271); see also Blackwood, 913 F.2d at 142. Specifically, a reviewing court should “resist the
temptation to ‘invalidate warrants by interpreting affidavits in a hypertechnical, rather than a
commonsense, manner.”” Blackwood, 913 F.2d at 142 (quoting Gates, 462 U.S. at 236). The
Court shall address Defendant’s arguments and the Government’s responses in light of this
cautionary instruction.

Defendant takes issue with the language “The things or persons to be searched for are . . .
[a]ny and all items and evidence related to the crimes of larceny and burglary,” which Defendant
argues is unconstitutionally overbroad. ECF No. 16 at 8. Instructive on this issue is United States
v. Dickerson, in which the Fourth Circuit scrutinized a warrant’s constitutionality where the items
to be seized were limited and defined only by the type of crime that allegedly occurred. 166 F.3d
667, 696, reversed in part on other grounds, 530 U.S. 428 (2000) (finding a search warrant that
limited the search to evidence if a specific type of crime, bank robbery, was sufficiently limited

and particular so as to pass constitutional muster because the items to be seized were reasonably
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subject to identification) (quoting United States v. George, 975 F.2d 72, 76 (2d Cir. 1992)). In
Dickerson the Fourth Circuit upheld a warrant authorizing a search for “evidence of . . . bank
robbery.” However, the Fourth Circuit acknowledged that a similar warrant would be
constitutionally deficient where the “criminal statute or general criminal activity . . . provides no
readily ascertainable guidelines for the executing officers as to what items to seize.” Id. at 696.
Here, the crime of larceny or burglary is not a crime that by its very nature makes readily
ascertainable the items to be seized without knowing what types of items had been taken.
However, in addition to identifying the type of crime being investigated the Sheriff’s Office also
identified the specific types of items they were seeking. ECF No. 16, attach. 1. In reviewing the
warrant for constitutional validity using a common-sense approach required by precedent, the
Court must view the “any and all items and evidence related to the crimes of larceny and burglary”
language in context. This section of the warrant in its entirety states:

3. The things or persons to be searched for are . . . [a]ny and all items and evidence

related to the crimes of larceny and burglary, to include but not limited to, cash,

televisions and other electronic devices, power tools, outdoor equipment,

chainsaws, firearms, ammunition, bows, binoculars, rods and reels, game cameras,

various types of hunting equipment and sporting goods, camouflage clothing and

household goods, and any and all similar items.
ECF No. 16, attach. 1. The language Defendant contests appears to be modified and limited by
the language that follows and does not appear to authorize “a search for evidence . . . [that] provides
no readily ascertainable guidelines for the executing officers as to what items to seize,” which the
Fourth Circuit has acknowledged is unconstitutionally overbroad and insufficiently particularized.
See Dickerson, 166 F.3d at 696. The categorical limits of the search warrant appear appropriate

113

under a “‘standard of practical accuracy rather than technical precision.”” United States v.
Srivastava, 540 F.3d 277, at 289 (4th Cir. 2008) (quoting United States v. Angelos, 433 F.3d 738,
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745 (10th Cir. 2006)). “Any and all,” as informed by several categories of items, is not the
overbroad “general warrant to rummage through [Defendant’s] home” that Defendant describes.?
See ECF No. 16 at 8.

Defendant argues that the search warrant failed to name specific items to be seized even
though Lt. Cobb had a list of items that Clarke reported stolen. Id. at 8-9. For a warrant to be
sufficiently particular, a description of the items sought should prevent “the seizure of one thing
under a warrant describing another.” Marron v. United States, 275 U.S. 192, 196 (1927); United
States v. Robinson, 275 F.3d 371, 381-82 (4th Cir. 2011), cert. denied, 535 U.S. 1006 (2001); see
also Groh v. Ramirez, 540 U.S. 551, 557-63 (2004). However, as noted in Dickerson, the warrant
need not provide a list of items, or even name any item or type of item, so long as the items sought
can be identified with “reasonable certainty.” 166 F.3d at 696. The Sheriff’s Office was given a
list of thirty-eight items stolen from Clarke, ranging from pop tarts and paper towels to a telescope.
ECF No. 51 at 65, 67. Lt. Cobb explained that the categories used in the search warrant were
created from the list Clarke had provided and encompassed all of Clarke’s missing items, but also
“overlap[ed] [with] items known to be missing from several of the break-ins [the Sheriff’s Office
was)] investigating.” Id. at 73, 122. While the Sheriff’s Office provided broader categories of
items rather than a specific list, these categories were sufficiently limited such that the Sheriff’s
Office was only permitted to search for and seize items related to burglary and larceny that were
within the named categories, and that were known to them to be stolen. Therefore these categories

of items in the search warrant are sufficiently particularized.

8 While not specifically contested by Defendant, the language in the warrant of “and any and all similar items,” see
ECF No. 16, attach. 1, is permissible. See United States v. Washington, 852 F.2d 803, 805 (4th Cir. 1988) (finding
that a search warrant with language permitting a search for categories of items “and other items of evidence” was
sufficiently particularized).
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Relatedly, Defendant contends that the warrant is not supported by probable cause because
it does not limit the search exclusively to tools stolen from Clarke, which was the only type of
property stolen from Clarke that was recovered upon Defendant’s arrest. ECF No. 16 at 8-9. This
argument is not well taken. Common sense commands that if Defendant possessed items,
regardless of the type, taken during the Clarke burglary, then reasonable cause exists to believe
that the Defendant likely possessed other items taken from that same burglary. Secondarily,
Defendant argues that the warrant lacks probable cause because it does not limit the search to items
stolen from the Clarke residence. Id. However, as the Government notes, the probable cause
statement informs the magistrate that, while some of Clarke’s belongings were found pursuant to
Defendant’s arrest, police also recovered other stolen items. See Id., attach. 1. While Clarke was
the most concrete and readily apparent victim of Defendant for purposes of the warrant, and serves
a substantial basis for the warrant, his burglary was not the sole basis for the warrant as the
probable cause statement suggests. Id. The probable cause statement also details the
circumstances of Defendant’s arrest—namely that he was caught breaking into a business. Id. It
would be practically reasonable for the magistrate to find probable cause for stolen items that were
not stolen specifically from Clarke. Thus, there is a “‘substantial basis for . . . [the magistrate to]
conclude that’ probable cause existed” to search for items not strictly related to the Clarke burglary.
Gates, 462 U.S. at 238-39 (quoting Jornes, 362 U.S. at 271 (1960)).

Therefore, utilizing a common sense approach and giving the magistrate’s probable cause
determination great deference, see Gates, 462 U.S. at 236, the Court FINDS that the search
warrant of Defendant’s home is supported by probable cause to search for item not stolen

specifically from Clarke. The Court further FINDS the warrant is sufficiently particularized, not

19

5la



Case 2:18-cr-00058-AWA-LRL Document 57 Filed 12/10/18 Page 20 of 40 PagelD# 645

overbroad, and meets the minimum constitutional requirements for validity.

However, even if the Court were to find that the search warrant was Constitutionally
deficient and invalid, the Government argues that the good faith exception applies.” ECF No. 19
at 20-23. The Defendant retorts that the good faith exception is inapplicable. ECF No. 16 at 10.
Under the good faith exception to the exclusionary rule, a court may decline to exclude evidence
obtained under a later-invalid search warrant if law enforcement’s reliance on the warrant was
objectively reasonable. Leon, 468 U.S. at 992; Doyle, 650 F.3d at 467. The rationale behind the
good faith exception is best articulated in United States v. Mayle:

“Generally, evidence seized in violation of the Fourth Amendment is subject to

suppression under the exclusionary rule,” United States v. Andrews, 577 F.3d 231,

235 (4th Cir. 2009), the purpose of which is to “deter future unlawful police

conduct,” United States v. Calandra, 414 U.S. 383, 347 [] (1974). The deterrence

objective, however, “is not achieved through the suppression of evidence obtained

by an ‘officer acting with objective good faith’ within the scope of a search warrant

issued by a magistrate.” [United States v.] Perez, 393 F.3d [457,] at 461 (quoting

Leon, 468 U.S. at 920); see United States v. Mowatt, 513 F.3d 395, 404 (4th Cir.

2008) (“[I]t is the magistrate’s responsibility to determine whether probable cause

exists, and officers cannot be expected to second-guess that determination in close

cases.”).

383 F. App’x 329, 331-32 (4th Cir. 2010). “Leon teaches that a court should not suppress the fruits
of a search conducted under the authority of . . . even a ‘subsequently invalid’ warrant unless ‘a
reasonably well trained officer would have known that the search was illegal despite the
magistrate’s authority.” Unifed States v. Bynum, 293 F.3d 192, 195 (4th Cir. 2002) (quoting Leon,

468 U.S. at 922 n.23).  Searches conducted “pursuant to a warrant will rarely require any deep

inquiry into reasonableness, for a warrant issued by a magistrate normally suffices to establish that

9 The Government also mentions that the harmless error doctrine would equally apply should the warrant be found
invalid but provides no case law or analysis on this point, only mentioning it once in a conclusory manner. See ECF
No. 19 at 22-23. Defendant did not respond to this conclusory statement and the Court need not address that argument.
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a law enforcement officer has acted in good faith in conducting the search.” I/d. However, an
officer’s reliance on a warrant is never objectively reasonable, therefore making the good faith
exception inapplicable, in four alternative circumstances:
(1) when the issuing judge “was misled by information in an affidavit that the
affiant knew was false or would have known was false except for his reckless
disregard of the truth”;
(2) when “the issuing magistrate wholly abandoned his judicial role in the manner
condemned in Lo-Ji Sales, Inc. v. New York, 442 U.S. 319, 60 L Ed. 2d 920, 99 S.
Ct. 2319 (1979);

(3) when “an affidavit is so lacking in indicia of probable cause as to render official
belief it its existence entirely unreasonable”; or

(4) when “a warrant is so facially deficient — i.e., in failing to particularize the place

to be searched or thing to be seized — that the executing officers cannot reasonably

presume it to be valid.” Leon, 468 U.S. at 592.

Perez, 393 F.3d at 461 (internal alterations omitted); accord Doyle, 650 F.3d at 467; United States
v. Wellman, 663 F.3d 224, 228-29 (4th Cir. 2011), cert. denied, 566 U.S. 953 (2012); Andrews,
557 F.3d at 236; United States v. DeQuasie, 373 F.3d 509, 519-20 (4th Cir. 2004); United States
v. Hyppolite, 65 F.3d 1151, 1156 (4th Cir. 1995).

Defendant argues that the good faith exception does not apply because under the fourth
circumstance “the state search warrant was facially deficient because it failed to particularize the
things to be seized - i.e. the specific reported stolen items from Mr. Clarke.” ECF No. 16 at 10.
However, consistent with the Court’s reasoning in Section IIL.A. supra, the warrant is not “so
facially deficient . . . that the executing officers cannot reasonably presume it to be valid,” in fact,

the Court does not now find the warrant to be deficient at all. Perez, 393 F.3d at 461 (emphasis

added). The Sheriff’s Office took precautions to comply with search warrant requirements and
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observe Defendant’s Constitutional rights in executing the warrant.!® See ECF No. 51 at 98-99,
119, 134, 137. Given the circumstances, the Court finds that the execution of the search warrant
by the Sheriff’s Office was reasonable and, even if the warrant were defective, the good faith
exception would apply."!
B. The Search and Seizure of the Electronic Devices Was Lawful

In his second and fourth challenges, Defendant contends that the electronic devices seized
by law enforcement were outside the scbpe of the search warrant, and the search of them was

unlawful. This argument fails for three reasons: the seizure of the devices was within the scope of

19 The Court views this in light of the circumstances as a whole, as the facts suggest that the Sheriff’s Office fairly
quickly upon a plain view of Defendant’s residence realized the scope of their search would be amplified. See ECF
No. 51 at 76, 80, 95-96. The Sheriff’s Office took precautionary steps in an attempt to ensure Defendant’s Fourth
Amendment rights were observed. Id. at 98-99 (The Sheriff’s Office sought a second search warrant to comply with
the 72-hour warrant rule), 119 (The Sheriff’s Office did not review the contents of the Pavilion computer that appeared
in Defendant’s regular use and ultimately got a warrant for that computer). Notably, Lt. Cobb implied that the Sheriff’s
Office conducted a warrantless search of several electronic devices found in Defendant’s home because they believed
those items were stolen and was looking for any indication of the rightful owner, they therefore thought Defendant
had no privacy interest in those items that would give rise to the need for a warrant. See Id. at 119, 134 (“[S]o many
items were identified . . . we were operating under the assumption that . . . [where] an item . . . fit the profile . . . it
could have been stolen™), 137 (stating the thumb and hard drives “fit the criteria”). Defendant’s privacy interest in
these electronic devices and whether he has standing to challenge the warrantless search of these devices is discussed
infra in Section B.

II'Raised by the Court at the hearing is the question of what, if anything, in the affidavit or search warrant indicated
that Defendant actually lived or was in any way connected to the address to be searched on Little Texas Road. See
ECF No. 51 at 143, Responsively, Lt. Cobb testified “My assumption would be the Magistrate asked me some follow-
up questions during the issuance of the warrant” as he states is typically done. ECF No. 51 at 143. The Court does
not know what, if any, oral supplement Lt. Cobb gave the magistrate in addition to the information in his affidavit,
but Lt. Cobb testified that he had visited this address before in attempts to speak with Defendant about the rash of
burglaries, and had confirmed the address was Defendant’s through, among other means, DMV records. ECF No. 51
at 60-61. Courts are not constrained to the four corners of a search warrant in assessing its validity and may consider
the “totality of the information presented to the magistrate.” United States v. Legg, 18 F.3d 240, 244 n.1 (4th Cir.
1994). Without first determining whether the absence from the affidavit of a declaration that Defendant lived at the
address to be searched invalidates the search warrant, the Court believes that the good faith exception applies because
Lt. Cobb knew and had verified that Defendant lived at the home ultimately searched on Little Texas Road, and
nothing suggests that his omission was done in bad faith, but rather appears to be an unfortunate oversight. ECF No.
51 at 61; See United States v. Campbell, 2016 U.S. Dist. LEXIS at *7, 13-15 (finding the good faith exception applied
where the affidavit for a search warrant that “on its face . . . offers scant evidence that [defendant] lived at the home”
and did not explicitly identify “the location as [defendant’s] home or otherwise connect the home with [defendant’s
alleged criminal activity] because it was “reasonable to believe that the items to be seized will be found in the place
to be searched.”).
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the warrant, the search of them was lawful in order to determine ownership, and, in any event,
Defendant lacks standing to assert any privacy interest in the devices.

1. The Electronic Devices Were Not Seized Outside the Scope of the Search Warrant

Defendant argues that the seizure of the Iomega hard drive, Transcend flash drive, and
Pavilion computer was outside the scope of the search warrant and invalid because the Sheriff’s
Office was constrained to seize only electronic items that were on Clarke’s list of stolen items, and
no thumb or hard drives appear on that list. ECF No. 16 at 10-11. Defendant concludes that,
because the Sheriff’s Office seized these items based only on the belief they were stolen, and not
because they were on Clarke’s list of stolen items, they thereby exceeded the scope of the warrant.
ECF No. 33 at 12. In response, the Government contends that the Sheriff’s Office did not seize
specific items not reported by Clarke to be stolen until after the second search warrant was
obtained. ECF No. 19 at 12-13, and attach. 3 at 6. Defendant did not respond to this contention
or make any argument that the Sheriff’s Office exceeded the scope of the second search warrant.
See generally ECF Nos. 16, 33. The Government relies heavily on and analogizes Anglin v.
Director, Patuxen Institution, 439 F.2d 1342 (4th Cir. 1971), to the instant case, and discusses at
length the “eerily similar” facts between them. ECF No. 19 at 13. The Government argues that
the warrant supports the seizure of known stolen items unrelated to the Clarke burglary, but even
if this evidence were outside the warrant, the Sheriff’s Office could still lawfully seize all suspected
contraband or stolen property under the plain view doctrine. Id. at 15.

The Court has addressed in Section III.A supra the breadth, limits, and validity of the
search warrant and need not address that again here. The Iomega hard drive, Transcend thumb

drive, and Pavilion computer all fall squarely within the search warrant’s category of “televisions
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and other electronic devices” language of the first and/or second search warrant.'> However, Lt.
Cobb testified that these items were not seized in connection with a specific identifiable burglary,
but instead were seized because “[s]o many items were identified [as belonging to someone else]”
that the Sheriff’s Office began “operating under the assumption that . . . [where] an item . . . fit
the profile [of being newer or of nicer quality]. . . it could have been stolen.” ECF No. 51 at 134;
see also ECF No. 51 at 95-96 (“Everything that appeared to be of a newer, nicer item, quality item,
anything that wasn't broken or damaged . . . belonged to some other individuals that had reported
those items as stolen . . . and we realized more likely than not these other items [not immediately
identified] were going to be identified as belonging to somebody else at some point . . . we just
didn't know who at that time”). Lt. Cobb testified that while a flash drive was reported stolen by
one of the burglary victims, law enforcement was never able to tie the flash drive, hard drive, or
computer at issue to any specific burglary or theft victim. /d. at 51, 53, 137. These items have
never been connected to a particular victim or burglary, and thus it is not clear whether they were,
in fact, stolen property. Id.

Defendant and the Government dispute the appropriateness of the Sheriff’s Office’s
presumption that “[e]verything . . . of a newer, nicer item, quality item, anything that wasn't broken
or damaged . . . belonged to some other individual . . . and [like] items [not immediately identified]
were going to be identified as belonging to somebody else.” Id. at 95-96. Defendant argues that,
if law enforcement is to presume anything about who owns an item, they should presume
everything in a defendant’s home is that individual’s property. Id. at 153. The Government

concedes that this would be the typical default position of law enforcement, but argues that this is

12 A stated in Section II, the first and second search warrants were substantially similar with only a few identifiable
differences. See ECF No. 51 at 98-101.
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not a typical case; given the circumstances, including the rash of similar burglaries and the sheer
volume of stolen goods recovered, the Sheriff’s Office appropriately assumed every “newer, nicer
item, quality item” in Defendant’s home was stolen. Id. at 95, 162.

Anglinv. Director, Patuxen Institution, 439 F.2d 1342, relied on the Government, supports
the Government’s position. ECF No. 19 at 13-15. In Anglin, Baltimore police “began surveillance
of the Anglin residence, a house trailer, because [Morris Anglin] was known to them as a
professional burglar and was then suspected of burgling the residence of Mr. and Mrs. Earnest
Fox.” 439 F.2d at 1343. The Baltimore police got a “search warrant describing generally, but
with as much specificity as possible, [twenty-seven] items from the Fox break-in thought to be in
the trailer.” Id. at 1344. Upon execution of the warrant the defendant’s wife, Mrs. Anglin, was
presented with the warrant, read it, but not very carefully, . . . [and] assumed it authorized the
seizure of all stolen property in the trailer which, other than furniture, appeared to be most of its
contents.” Id “[R]eferring to the Fox burglary, the officers asked Mrs. Anglin to point out
‘anything that she knew to be stolen * * * to simplify matters.’” Id. (alteration in original). “With
Mrs. Anglin’s help . . . the police [seized] over 700 items of property thought to have been stolen
in numerous burglaries.” Id. at 1345. The Anglin Court stated that the search warrant permitted
the police “to enter Anglin's trailer and to search for the [twenty-seven] items of personal property
particularly described in the warrant. Anglin may not properly complain of the search. He does
complain of the seizure as a general seizure of property not particularly described in the warrant.”
Id. at 1346. The Anglin Court reasoned:

[T]he officers were authorized entry upon the premises by the search warrant they

had obtained and were duty bound to carry out their search in a thorough manner

until the items listed in the warrant were found. We think the limits of the warrant
were not exceeded by the officers despite the quantitative magnitude of the seizure
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as compared with the small number of items particularly described in the warrant.
Anglin would have us read the search warrant as a constitutional strait jacket: that
only those items particularly described in it may be seized without regard to the
facts and circumstances of the particular case.

Id. Most pertinent to the instant case, the Anglin Court states:

By virtue of the lawful warrant in their possession, the officers searching the Anglin
trailer had a “right to be in the position” to observe the entire contents of the trailer.
Those items seized were discovered in the course of a lawful search. The testimony
of Sergeant Donovan indicates that, in fact, many of the items were . . . in plain
view . . .. Once the privacy of the dwelling has been lawfully invaded, it is
senseless to require police to obtain an additional warrant to seize items they have
discovered in the process of a lawful search. “There is no war between the
Constitution and common sense.” Mapp v. Ohio, 367 U.S. 643, 657,81 S. Ct. 1684,
1693, 6 L. Ed. 2d 1081 (1961). To so hold would again tempt the police to proceed
without a warrant . . . . If the search has not extended beyond the scope of the
warrant and the officers chance upon items which they would have had probable
cause to seize . . . , we think it serves the Fourth Amendment well to allow the
seizure of those items for use as evidence at trial. See, United States v. Eagleston,
417 F.2d 11 (10th Cir. 1969); United States v. Teller, 412 F.2d 374 (7th Cir. 1969).

Id. at 1347-48. The Anglin Court incorporated the rationale of the Court of Special Appeals of
Maryland in an earlier holding about the reasonableness of the enlarged seizure:

[“]The articles seized were of the same nature and substance as those described in

the warrant. With this knowledge and confronted with the great array of

merchandise, literally enough to stock a store, we do not feel that justice requires

the police officers to close their minds and eyes. We think there was more than

reasonable cause for them to believe the property was stolen. Appellant maintains

that he could have been a watch salesman or clothing salesman or that there are

other logical explanations to account for the property other than it was stolen. We

think this incredible under the circumstances as did the trial court.[”]
Id. at 1349 (quoting Anglin v. State, 1 Md. App. 85, 91, 227 A.2d 364, 367 (1967)). Defendant
did not contest the applicability of Anglin or draw any distinctions between it and the instant
circumstance. See generally ECF Nos. 16, 33.

Given that the facts of Anglin are consistent with the instant case and the rationale of the

Anglin Court persuasive, the undersigned must conclude that the Imogen hard drive, Transcend
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thumb drive, and Pavilion computer were not seized outside the scope of the search warrant.

2. The Search of the Electronic Devices to Determine Ownership Thereof Was Lawful

Defendant contends that the Sheriff’s Office conducted a warrantless search of Defendant’s
electronic devices and no exception to the warrant requirement applies. ECF Nos. 16 at 12-15 and
33 at 12-15. The Government concedes that Lt. Cobb’s search of the hard drive and flash drive'
was warrantless, but argues that, given the sheer volume of stolen property located at the residence,
he was justified in reviewing these devices to determine their rightful owner. ECF No. 19 at 18-
20.

Under the rationale of Riley v. California, 134 S. Ct. 2473, 2485 (2014) (holding that
“officers must generally secure a warrant before conducting . . . a search” of “data on cell phones™)
and related cases, a defendant does have a reasonable expectation of privacy in his personal
computer, and this is a privacy right that society is prepared to recognize. See United States v.
Darby, 190 F. Supp. 3d 520, 529, 537 n.8 (E.D. Va. 2016) (citing Riley, 134 S. Ct. at 2485 and
Guest v. Leis, 255 F.3d 325, 333 (6th Cir. 2001)); see also United States v. Shah, 2015 U.S. Dist.
LEXIS 826, at *43-45 (E.D.N.C. Jan. 6, 2015) (inferring in its explanation of the search warrant
requirements for electronic storage devices under Fed. R. Crim. P. Rule 41(e)(2)(B) that there is
an expectation of privacy in such devices giving rise to the need for a warrant of the electronic
data therein). Under this premise, the Court is satisfied that a defendant generally has a reasonable

expectation of privacy in the stored information on his personal electronics, including hard drives

13 Lt. Cobb testified at the hearing that the Pavilion computer was seized under the first search warrant but never
accessed by the Sheriff’s Office. ECF No. 51 at 119-20. The Pavilion computer instead was only searched pursuant
to a federal search warrant, ECF No. 16, attach. 7. Defendant did not contest this fact. Consequently, the Court’s
analysis is limited to whether an exception exists to excuse the warrantless search of the Iomega hard drive and
Transcend flash drive.
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and flash drives.

As the Government observes, the instant case presents a unique set of circumstances not
usually associated with search warrants of electronic devices. ECF No. 19 at 18. Further, the
Government does not argue that an exception to the warrant requirement exists, but rather contends
that Lt. Cobb reasonably, even if wrongfully, believed his exploration of these items was outside
the scope of Fourth Amendment entirely. Id. The Government argues that in looking at the
electronic content, Lt. Cobb reasonably believed that the hard drive and flash drive were stolen,
and therefore he was reasonable in concluding Defendant had no expectation of privacy in these
items that would give rise to the need for a warrant. Id. at 18-19. The Court finds this argument
persuasive.

The Fourth Amendment protects the “right of the people to be secure in their persons,
houses, papers, and effects, against unreasonable searches and seizures.” U.S. Const. amend. IV.
However, the Fourth Amendment guarantees “no such search will occur that is ‘unreasonable.’”
llinois v. Rodriguez, 497 U.S. 177, 183 (1990) (holding evidence not be suppressed where an
officer entered defendant’s home with the consent of a third party he reasonably believed had
apparent authority to consent to a search but did not have actual authority to do so).
“‘[R]easonableness” . . . does not demand that the government be factually correct in its assessment
that that is what a search will produce. Warrants need only be supported by “probable cause,”
which demands no more than a proper “assessment of the probabilities in particular factual
contexts.’”” Id. at 184 (quoting Gates, 462 U.S. at 232). The undersigned concluded in Section
II1.B.1 supra, that the Sheriff’s Office did not act unreasonably, given the unique circumstances,

to assume that everything “newer, nicer item, quality item” in Defendant’s home was stolen
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consistent with the rational articulated by Anglin. See generally Anglin, 439 F.2d 1342. This
rationale logically extends to whether the Sheriff’s Office reasonably believed the Imogen hard
drive and Transcend thumb drive were stolen. A defendant has no expectation of privacy in the
contents of stolen electronics in his possession. See United States v. Caymen, 404 F.3d 1196, 1120
(9th Cir. 2005); United States v. Lyons, 992 F.2d 1029, 1031-32 (10th Cir. 1993). Even now, over
four years later, it is unclear whether the Sheriff’s Office was “actually correct” in its belief that
these items were stolen.'* Rodriguez, 497 U.S. at 184. Therefore, the Court FINDS that, while
no exception to the warrant requirement exists in this case, the Sheriff’s Office was reasonable in
its belief that the Imogen hard drive and Transcend flash drive were stolen, and therefore their
review of its contents to determine the ownership thereof was reasonable and therefore not in
violation of the Fourth Amendment. U.S. Const. amend. IV (noting again that the Fourth
Amendment only protects “against unreasonable searches and seizures”) (emphasis added).

3. Defendant Lacks Standing to Challenge the Search of the Electronic Devices

The Government argues that Defendant lacks standing to challenge the search and
admissibility of the contents of the Iomega hard drive, Transcend flash drive, and Pavilion
computer because Defendant cannot demonstrate any of the subject devices belonged to him."
ECF No. 19 at 15. Defendant did not respond to the Government’s standing challenge in any of
his briefs in support of Defendant’s First Motion to Suppress. See ECF Nos. 16, 33; see also ECF

No. 37 at 1 (“the [D]efendant has had two opportunities to formally address this issue in a reply to

14 This is because Defendant has not made a factual showing of his interest in these electronic devices nor has any
victim of burglary or larceny come forward to claim them. ECF No. 51 at 51, 53, 137.
15 The Government specifically challenges Defendant’s privacy interest in the electronic devices only and does not
challenge Defendant’s privacy interest in the Notebooks, ECF No. 16, attach. 6. See ECF Nos. 19 at 15-18 and 37 at
1-2.
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the Government’s original response or in the Supplemental Motion, but failed to do s0.”).

“The proponent of a motion to suppress has the burden of establishing that his own Fourth
Amendment rights were violated by the challenged search or seizure.” Rakas v. Illinois, 439 U.S.
128, at 130 n.1 (1978); accord United States v. Dickerson, 655 F.2d 559, 561 (4th Cir. 1981). A
criminal defendant “does not have standing to contest the search of a third party unless he can
show he had a reasonable expectation of privacy in the area searched or the property seized.”
United States v. Al-Talib, 55 F.3d 923, 930 (4th Cir. 1995) (citing United States v. Payner, 447
U.S. 727, 731 (1980); Rakas, 439 U.S. at 133-34. “The privacy interest that must be established
to support standing is an interest in the area searched, not an interest in the items found.” United
States v. Manbeck, 744 F.2d 360, 374 (4th Cir. 1984) (citing Rawlings v. Kentucky, 448 U.S. 98,
104-06 (1980); United Sates v. Salvucci, 448 U.S. 83, 91-93 (1980); United States v. Ramapuram,
632 F.2d 1149, 1154 (4th Cir. 1980), cert. denied, 450 U.S. 1030 (1981)).

To evaluate a defendant’s reasonable expectation of privacy in an item of property, courts
consider “whether that person claims an ownership or possessory interest in the property.” United
States v. Rusher, 966 F.2d 868, 875 (4th Cir. 1992) (citing Rawlings, 448 U.S. at 105-106 (1980)).
“A person who is aggrieved by an illegal search and seizure only through the introduction of
damaging evidence secured by a search of a third person’s premises or property has not had any
of his Fourth Amendment rights infringed.” Id. (citing Alderman v. United States, 394 U.S. 165,
174 (1969)). Where a person exerts dominion and control over another’s property they may retain
a privacy interest consistent with his rightful possession or control of that property. See Id.; United
States v. Avagyan, No. 3:15cr155, 164 F. Supp. 3d 864, 879 (E.D. Va. 2016); United States v.

Austin, 2018 U.S. Dist. LEXIS 104556, at *7 (D.S.C. June 22, 2018). However, one who is
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“unlawfully in possession of [another’s property] has no right to object to its search” and lacks
standing to challenge the search of the property to the extent their possession of the property is
unlawful. Dickerson, 655 F.2d at 561. Ultimately, “the law requires that the court determine
whether the defendant at the time of the search had a reasonable expectation of privacy that society
is prepared to recognize as legitimate.” Austin, 2018 U.S. Dist. LEXIS 104556 at *8.

At the hearing, Defendant argued that the Government was required to show that Defendant
did not have a privacy interest in the seized items in order to demonstrate a lack of standing. ECF
No. 51 at 151-52. However, it is Defendant’s burden to show that he has a Constitutionally
protected interest after he is put on notice of a standing challenge. See United States v. Castellanos,
716 F.3d 828, 833 n.4 (4th Cir. 2013) (Finding that because defendant was put on notice of a
standing challenge by the government’s brief, the defendant bore the burden of proof to establish
he had standing to seek the suppression of evidence and failed to carry that burden because he did
not put on any evidence of his privacy interest or respond to the government’s legal arguments).
Despite not addressing this issue in his briefs at the hearing Defendant did contend that he had
standing to assert a privacy interest, but claimed that to assert an ownership or possessory interest
in the property (as required by Rawlings, 448 U.S. 98, and Rusher, 966 F.2d 868), would force
him into an untenable dilemma. ECF No. 51 at 153-55. Specifically, Defendant argued that the
only means Defendant could assert an ownership interest in the electronic devices, and thus
establish standing, would be to take the stand, thereby potentially incriminating himself in
violation of his Fifth Amendment rights. Id. at 154-55. However, this argument is misguided, as
courts have recognized and resolved this conundrum. See Dickerson, 655 F.2d at 562. To the

extent that evidence external to a defendant does not exist, “when a defendant testifies in support
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of a motion to suppress evidence on Fourth Amendment grounds, his testimony may not thereafter
be admitted against him at trial on issues of guilt unless he makes no objection.” Id. (internal
quotations omitted) (quoting Simmons v. United States, 390 U.S 377, 394 (1968)).

While Defendant has repeatedly made conclusory statements that he has a Fourth
Amendment privacy interest in the electronics at issue, Defendant has failed to put forth any
evidence in support of that legal conclusion. ECF Nos. 16, 33, 51 at 146 (responding “no” when
the Court asked if Defendant had any evidence to present at the suppression hearing). Therefore,
Defendant has failed to carry his burden and establish standing, since standing was contested by
the Government. See Castellanos, 716 F.3d at 833 and 833 n.4 (holding that the defendant “failed
to demonstrate by a preponderance of the evidence that, at the time of the search, the evidence
showed that he had a legitimate expectation of privacy” because the defendant “made no effort to
prove his standing” at the suppression hearing or “rebut the government’s argument that he had
none.”). Because Defendant has failed to carry his burden to prove that he had a legitimate
expectation of privacy in the evidence in question, the Court FINDS that Defendant does not have
standing to challenge the search and seizure of the Iomega hard drive, Transcend flash drive, or
Pavilion computer.

C. The Search and Seizure of the Notebooks Violated Defendant’s Constitutional Rights Under
the Fourth Amendment

Defendant contends that the Sheriff’s Office recovered and searched “multiple spiral-
bound notebooks, legal pads, and other papers” which was beyond the scope of the warrant, and
which contained purportedly incriminating information related to Defendant’s instant charges.
ECF No. 16 at 19 and attach. 6. Defendant argues that the Notebooks did not specifically pertain
to the Clarke burglary, that neither the first or second search warrant authorized the search or

32

64a



Case 2:18-cr-00058-AWA-LRL Document 57 Filed 12/10/18 Page 33 of 40 PagelD# 658

seizure of the Notebooks, and that the Sheriff’s Office lacked probable cause to search those items
because evidence sought pursuant to the search warrant—items related to the Clarke burglary—
could not possibly be found within the Notebooks. Id. In his brief Defendant relied on the rationale
of United States v. Jaimez, 15 F. Supp. 3d 1338 (N.D. Ga. 2013), which held that six notebooks
seized in a consent search for drugs and weapons were outside the scope of defendant’s consent,
and the plain view doctrine did not apply. Lt. Cobb testified that he believed his search of the
Notebooks was properly within the warrant under “any and all evidence of larceny and burglary.”
As stated in Section III.A. supra, the language “evidence of larceny and burglary” is permissible
because it is informed by the categories of items listed in the warrant. See Dickerson, 166 F.3d at
696. A search for evidence of larceny or burglary that is not subsumed within the warrant’s
categories falls outside the scope of the warrant. Id.

The Government contended in its brief that Notebooks fit within the “household goods”
category of the search warrant, and since the search and seizure of these items was consistent with
the conclusion of the Sheriff’s Office that nearly everything in Defendant’s home was stolen, their
review of its contents was appropriate. ECF No. 19 at 23-24. As a result, the Government argues,
once the Sheriff’s Office saw the notebook page at issue, which indicated potential evidence of
child exploitation, they were justified in seizing this evidence. Id. at 24. However, while this
theory may justify a seizure of the Notebooks it does not justify Lt. Cobb’s exploration into their
contents. At the hearing, the Government provided a further explanation as to why the search of
the notebook was justified: Lt. Cobb was justified in going through the Notebooks to search
between the pages for cash, which, as an item stolen during the aforementioned burglaries, could

have been secreted between the pages. ECF No. 51 at 167 (“I would submit to the Court that it’s
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completely proper to find, if you're looking for things of that nature, to go through a notebook and
look for things . . . [like cash] it would be very easy to slip cash in a notebook. So if they’re looking
for cash -- and that was one of the things that was authorized under the warrant -- then I don't think
there would be any problem at all for them to page through the pages of a notebook to see if any
cash had been stashed in there.”). However, upon recall to the stand to address the search and
seizure of the Notebooks, Lt. Cobb specifically disavowed this explanation of why he searched
through the contents of the Notebooks. Lt. Cobb testified that he noticed one “notebook in
particular had something on the front or the top page, and [he] just began to look through the
notebooks.” Id. at 170. Lt. Cobb testified that he could not recall what he saw on the top or front
page of the Notebooks that prompted his review of the contents, but explicitly stated that his motive
for looking through them was “specifically [to find] incriminating writings.” Id. at 169-71. 16 Thus,
because Lt. Cobb was not searching in hopes of finding evidence identified in the categories of the
warrant, his search of the Notebooks’ contents falls outside the warrant’s authorization.

Here, Lt. Cobb did not contend that he believed the Notebooks to be stolen and reviewed
the Notebooks’ contents because he was trying to determine their owner, as he did with the
electronic devices, but instead states that that he did so to look for incriminating written evidence.
The warrant authorized by the magistrate entitled the Government to search and seized categories
of evidence related to the crimes of burglary and larceny, however, this is modified and limited by
specific categories of items. While the Notebooks may have been stolen in a burglary, a search of

their content is no less protected than the search of the contents of the computer or electronic

16 After Lt. Cobb’s testimony, the Government retracted its presumption that Lt. Cobb was looking for money in the
Notebooks. /d. at 171 (“[M]y speculation was wrong; that Detective Cobb was not looking for stuff that could be in
[the Notebooks].”).
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storage device found in Defendant’s home, in that Notebooks may contain the same type of
personal data, only in written, not digital, format. The Court has previously found that search of
the electronic devices was lawful absent a search warrant because, as an item that fit the description
of the stolen property, determining its possible ownership by reviewing its contents was not
unreasonable. That earlier analysis applies with equal force here. With respect to the Notebooks,
however, the Government has not contended that Lt. Cobb’s warrantless search of the contents is
saved because his search was reasonable and meant to determine ownership. Instead, Lt. Cobb
admitted he reviewed the contents in order to find incriminating evidence. The Fourth Amendment
does not countenance such fishing expeditions absent a warrant. See Acevedo, 500 U.S. at 580
(noting that searches absent a warrant are per se unreasonable). Because the search of the
Notebooks’ contents was conducted outside the scope of the search warrants for Defendant’s
home, a second search warrant—as is the case with the electronics—was required to search the
contents. Therefore, in order for Notebook evidence to be admissible the Government must show
some exception to the warrant requirement applies.

Notably, with respect to the electronic devices, the Court found that the Defendant did not
have standing to challenge the search, because once the Government put in issue the question of
standing, it was Defendant’s burden to establish an ownership or possessory interest. See
Castellanos, 716 F.3d at 833 n.4. By contrast, the Government here did not challenge Defendant’s
standing to assert a privacy interest in the Notebooks; consequently, it was not necessary for him
to assert such ownership or possessory interest in the Notebooks, and it became incumbent upon
the Government to demonstrate why its search was lawfully within the scope of the warrant, or

otherwise subject to some exception, such as good faith or plain view. See Steagald v. United
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States, 451 U.S. 204, 209 (1981); United States v. Williams, 1995 U.S. App. LEXIS 21649, at *6
n.2 (Aug. 10, 1995). However, neither good faith nor plain view saves the Government here.

As discussed in Section IILA supra, for the good faith exception to apply, law
enforcement’s reliance on a later-invalid warrant must have been objectively reasonable. Leon,
468 U.S. at 992; Doyle, 650 F.3d at 467. As a threshold matter, the warrant in the instant case has
not been invalidated, therefore, the good faith exception does not squarely apply so as to save any
conduct by Lt. Cobb that may violate the Fourth Amendment. The Fourth Amendment specifically
protects the “right of the people to be secure in their persons, houses, papers, and effects against
unreasonable searches and seizures.” U.S. Const. amend. IV (emphasis added). Here, the warrant
admittedly authorized the seizure of “household goods.” However, Lt. Cobb’s motivation was not
to find anything specified in the warrant. Rather, Lt. Cobb admits to searching for written evidence
of criminal activity. Lt. Cobb did not testify that he had probable cause to believe such evidence
existed within the Notebooks, and the crime of larceny or burglary is not ordinarily the type of
crime for which written evidence is often located in such a place, so that a reasonable officer would
believe this kind of documentary evidence would be found there. Thus, Lt. Cobb’s reliance on the
warrant to read through the Notebooks in search of incriminating writings was not objectively
reasonable, and clearly did not authorize the type of search Lt. Cobb conducted here.

Defendant argues that the plain view doctrine does not apply to the Notebooks because the
“incriminating nature” of a notebook is not “immediately apparent.” ECF No. 16 at 20. For the
plain view doctrine to apply, the Government must show that: (1) the officer was lawfully in a
place from which the object could be viewed; (2) the officer had a lawful right of access to the

seized items; and (3) the incriminating character of the items was immediately apparent. See
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United States v. Davis, 690 F.3d 226, 233 (internal quotations omitted) (quoting United States v.
Jackson, 131 F.3d 1105, 1109 (4th Cir. 1997)). Defendant contends the plain view doctrine is
inapplicable because the incriminating nature of a notebook is not readily apparent on its own and
absent some additional probable cause. ECF No. 33 at 22. Because Defendant appears to only
contest the third prong of the plain view doctrine, the Court shall address only this prong.

At the hearing Lt. Cobb testified that he noticed one “notebook in particular had something
on the front or the top page, and [he] just began to look through the notebooks,” ECF No. 51 at
170, and further testified that he could not recall what information he saw on the top or front page
of the Notebooks that prompted his review of the contents, /d. at 169-71. Counsel for the
Government concurred, stating that he could submit a supplemental exhibit to evidence what Lt.
Cobb saw on the front or top page that prompted his exploration of the Notebooks. /d. at 171. To
date, no such supplement has been provided nor is there any indication that such a supplement is
forthcoming. The burden is on the Government to show that the plain view doctrine is satisfied.
Davis, 690 F.3d at 233. The Government has failed to provide evidence, as Defendant notes, that
the Notebooks had any immediately apparent incriminating character. Absent the support of
evidence, the Court cannot speculate as to what Lt. Cobb saw or did not see that prompted his
exploration of the contents of the Notebooks. Thus, the Government has failed to satisfy its burden
under the third prong of the plain view doctrine.

D. Only the Evidence Obtained from the Search of the Notebook Should Be Excluded Under the
Fruit of the Poisonous Tree Doctrine

When evidence is discovered as a result of a Fourth Amendment violation it is generally
subject to suppression as the fruit of that violation. 4ndrews, 577 F.3d at 235. However, not all
evidence discovered as a result of a Fourth Amendment violation is inadmissible at trial as “fruit
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of the poisonous tree;” rather evidence obtained from an illegal search may be admissible
depending on “whether, granting establishment of the primary illegality of the evidence to which
the instant objection is made has been come at by exploitation of that illegality, or instead by means
sufficiently distinguishable to be purged of that primary taint.” Wong Sun, 371 U.S. at 488
(internal citations omitted). Thus, when there is sufficient attenuation between the unlawful search
and the acquired evidence, that evidence may still be admissible to the extent is has been purged
of the taint of the unlawful search. Courts consider several factors in determining attenuation,
including: (1) the amount of time between the illegal action and the acquisition of the evidence;
(2) the presence of the intervening circumstances; and (3) the purpose and flagrancy of the official
misconduct. Brown v. Illinois, 422 U.S. 590, 603-04 (1975).

The undersigned has determined that only the evidence derived from the search of the
Notebooks constitutes evidence seized in violation of Defendant’s constitutional rights under the
Fourth Amendment. The Government has not argued that any of the aforementioned exceptions
to the fruit of the poisonous tree doctrine apply, and the undersigned FINDS that they do not. At
the same time, suppression of the notebook page does not require exclusion of any other evidence.
United States v. Robinson, 275 F.3d 371, 381 (4th Cir. 2001) (holding that when some items not
identified in a warrant are improperly seized, suppression of items validly seized is generally not
necessary). Accordingly, the undersigned RECOMMENDS the evidence seized by the
Government in their search of the Notebooks be suppressed and excluded from evidence.

IV. CONCLUSION

The undersigned FINDS as follows:
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(1) The search warrant authorizing the Sheriff’s Office to search Defendant’s home was
not overbroad or insufficiently particularized;

(2) The search and seizure of the electronic devices, specifically the lomega hard drive,
Transcend flash drive, and Pavilion computer, were lawfully within the scope of the warrant;

(3) Defendant lacks standing to challenge the search of the content of the electronic
devices;

(4) The search and seizure of the Notebooks violated Defendant’s constitutional rights
under the Fourth Amendment; and

(5) The evidence seized as a result of the search of the Notebooks should be suppressed
pursuant to fruit of the poisonous tree doctrine.

V. RECOMMENDATION

For the reasons stated herein, the undersigned RECOMMENDS that Defendant’s Motion
to Suppress, ECF No. 16, be GRANTED to the extent that evidence seized from the Notebooks
should be suppressed and excluded from evidence, and DENIED in all other respects.

VI. REVIEW PROCEDURE

By receiving a copy of this Report and Recommendation, the parties are notified that:

1. Any party may serve on the other party and file with the Clerk of this Court specific
written objections to the above findings and recommendations within fourteen days from the date
this Report and Recommendation is mailed to the objecting party, see 28 U.S.C. § 636(b)(1). A
party may respond to another party’s specific written objections within fourteen days after being

served with a copy thereof. /d.
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2. The United States District Judge shall make a de novo determination of those portions
of this Report and Recommendation or specified findings or recommendations to which objection
is made. The parties are further notified that failure to file timely specific written objections to the
above findings and recommendations will result in a waiver of the right to appeal from a judgment
of this Court based on such findings and recommendations. Thomas v. Arn, 474 U.S. 140 (1985);
Carr v. Hutto, 737 F.2d 433 (4th Cir. 1984), cert. denied, 474 U.S. 1019 (1985); United States v.
Schronce, 727 F.2d 91 (4th Cir. 1984), cert. denied, 467 U.S. 1208 (1984).

The Clerk is DIRECTED to forward a copy of this Report and Recommendation to

counsel of record for the parties.

Lawrence R. Leonérd
United States Magistrate Judge

Norfolk, Virginia
December 10, 2018
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UNITED STATES COURT OF APPEALS
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No. 21-4366
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UNITED STATES OF AMERICA
Plaintiff - Appellee

V.

JAMES WILLIAM THOMAS, III

Defendant - Appellant

ORDER

The court denies the petition for rehearing and rehearing en banc. No judge
requested a poll under Fed. R. App. P. 35 on the petition for rehearing en banc.
Entered at the direction of the panel: Judge Harris, Judge Rushing, and
Senior Judge Traxler.
For the Court

/s/ Patricia S. Connor, Clerk
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