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QUESTION PRESENTED

Whether courts lack power to fashion judge-made
exceptions to the exceptionless suppression provisions
of the Wiretap Act.
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PARTIES TO THE PROCEEDING AND
RULE 29.6 STATEMENT

1. Petitioner Michael Carey was the defendant in
the district court and the appellant in the court of ap-
peals.

Respondent the United States of America was the
plaintiff in the district court and the appellee in the
court of appeals.

2. Petitioner is an individual.
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STATEMENT OF RELATED PROCEEDINGS
Petitioner is aware of the following related cases:

e United States v. Carey, No. 18-50393 (9th
Cir.) (judgment entered Mar. 9, 2023; re-
hearing en banc denied May 18, 2023);

e United States v. Carey, No. 21-50122 (9th
Cir.) (voluntarily dismissed Sept. 16, 2022);

e United States v. Carey, No. 20-50353 (9th
Cir.) (dismissed for want of prosecution
Mar. 26, 2021);

e United States v. Carey, No. 14-50222 (9th
Cir.) (judgment entered Sept. 7, 2016);

e United States v. Carey, No. 3:11-cr-00671-
WQH-1 (S.D. Cal.) (judgment entered
Apr. 23, 2014; judgment re-entered Oct. 25,
2018).

Petitioner is unaware of any other directly related
cases in this Court or any other court, within the
meaning of Rule 14.1(b)(iii).
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PETITION FOR A WRIT OF CERTIORARI

Petitioner Michael Carey respectfully petitions for
a writ of certiorari to review the judgment of the
United States Court of Appeals for the Ninth Circuit.

OPINIONS BELOW

The first order of the district court denying
Carey’s suppression motion (Pet. App. 42a—52a) isn’t
reported but is available in the Westlaw database at
2012 WL 1900059 (S.D. Cal. May 24, 2012). The first
opinion of the court of appeals (Pet. App. 20a—41a) is
reported at 836 F.3d 1092 (9th Cir. 2016). The second
order of the district court denying Carey’s suppression
motion (Pet. App. 7a—19a) is reported at 342 F. Supp.
3d 1003 (S.D. Cal. 2018). The second opinion of the
court of appeals (Pet. App. 1a—6a) isn’t reported but is
available in the Westlaw database at 2023 WL
2423338 (9th Cir. Mar. 9, 2023).

JURISDICTION

The court of appeals entered judgment on
March 9, 2023. Pet. App. 1a—6a. The court of appeals
denied Carey’s petition for rehearing en banc on
May 18, 2023. Pet. App. 62a. On July 25, 2023, Jus-
tice Kagan extended the time within which to file this
petition to September 15, 2023. Order, No. 23A62
(July 25, 2023). On August 21, 2023, Justice Kagan
extended the time within which to file this petition to
October 15, 2023. Order, No. 23A62 (Aug. 21, 2023).
This Court’s jurisdiction is invoked under 28 U.S.C.
§ 1254(1).
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CONSTITUTIONAL AND STATUTORY
PROVISIONS INVOLVED

Relevant constitutional and statutory provisions
are reproduced in the Appendix. Pet. App. 63a—97a.

INTRODUCTION

The text of the Wiretap Act is clear and categori-
cal: “no part” of any communication intercepted in vi-
olation of the Act and “no evidence derived therefrom
may be received in evidence.” 18 U.S.C. § 2515. The
Ninth Circuit held that the wiretap order in this case
“did not authorize agents to listen to Carey [the de-
fendant] or his associates.” Pet. App. 33a Under the
statute’s plain language, that should have spelled the
end of the matter—no order authorizing agents to lis-
ten to Carey’s calls, no admissible evidence derived
from those calls.

Instead, the Ninth Circuit kept this case alive by
rewriting the Wiretap Act’s exceptionless suppression
rule to include an exception for “evidence obtained in
‘plain hearing’”—even if it was intercepted “without
having complied with the Wiretap Act.” Pet. App.
23a—24a.

That decision deepens an acknowledged conflict
among federal courts of appeals and state high courts
over whether the Wiretap Act’s suppression provi-
sions admit of judicially created exceptions. The Sixth
and D.C. Circuits and the Oregon and Kansas Su-
preme Courts have recognized that the text of the
statute leaves no room for courts to adopt free-floating
exceptions. But the Fourth, Eighth, and Eleventh Cir-
cuits have held the opposite—imposing exceptions on
exceptionless provisions based on their reading of leg-
islative history and their own policy judgments. By
allowing the government to use wiretap evidence it
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was “not authorize[d]” to intercept under the statute,
Pet. App. 33a, the Ninth Circuit exacerbated this al-
ready entrenched conflict.

The Ninth Circuit’s decision lacks any basis in the
statute Congress adopted. While the Wiretap Act con-
tains an abundance of exceptions, carveouts, and pro-
visos, its suppression provisions contain none. They
create a simple—and mandatory—rule: suppression
is required if communications are “unlawfully inter-
cepted” or if “the interception was not made in con-
formity with the [wiretap] order.” 18 U.S.C. §§ 2515,
2518(10)(a)(), (iii). If Congress had intended to create
exceptions to those rules, it would have done so ex-
pressly. But it chose not to—and courts must respect
that determination.

The lingering uncertainty over the scope of the
Wiretap Act’s suppression provisions carries im-
portant consequences. Congress’s overarching con-
cern in adopting the express limitations in the Wire-
tap Act was protecting Americans’ privacy from in-
creasingly powerful and invasive surveillance tech-
niques. Judge-made exceptions to the Wiretap Act’s
suppression provisions—the cornerstone of that pro-
tective regime—threaten Congress’s objective and
leave criminal defendants to the vagaries of judicial
policymaking.

This Court should resolve this conflict and enforce
the Wiretap Act’s suppression provisions as written.

STATEMENT

1. Title IIT of the Omnibus Crime Control and
Safe Streets Act of 1968, also known as the Wiretap
Act, 18 U.S.C. §§ 2510-2523, is “a comprehensive
scheme for the regulation of wiretapping and elec-
tronic surveillance.” Gelbard v. United States, 408
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U.S. 41, 46 (1972). The Wiretap Act was enacted
“[1]largely in response” to this Court’s decisions in Ber-
ger v. New York, 388 U.S. 41 (1967), and Katz v.
United States, 389 U.S. 347 (1967), which taken to-
gether held that electronic surveillance was subject to
the restrictions of the Fourth Amendment. Bartnick:
v. Vopper, 532 U.S. 514, 522-23 (2001).

“Much of” the Wiretap Act “was drawn to meet the
constitutional requirements for electronic surveil-
lance enunciated by this Court” in Berger and Katz.
United States v. U.S. Dist. Ct. for E. Dist. of Mich., 407
U.S. 297, 302 (1972). For example, to resolve consti-
tutional defects identified in those cases, the Act re-
quires courts to make particularized findings of prob-
able cause before authorizing wiretaps. 18 U.S.C.
§ 2518(3)(a)—(b), (d); see Berger, 388 U.S. at 55-56,
58-59; Katz, 389 U.S. at 358.

But the Act also goes beyond the constitutional
baseline in important respects. See Visa Mktg., LLC
v. Burkett, 812 F.3d 954, 969 (11th Cir. 2016); United
States v. Nelson-Rodriguez, 319 F.3d 12, 32 (1st Cir.
2003). For example, in addition to making particular-
ized probable cause findings, the authorizing court
must find that a wiretap is necessary because “normal
investigative procedures have been tried and have
failed or reasonably appear to be unlikely to succeed
if tried or to be too dangerous.” 18 U.S.C. § 2518(3)(c).

One crucial respect in which the Act departs from
the Fourth Amendment is with regard to remedies.
The Fourth Amendment “is silent about how [it] is to
be enforced.” Davis v. United States, 564 U.S. 229,
231 (2011). “To supplement the bare text” of the
Fourth Amendment, “this Court created the exclu-
sionary rule,” which is itself subject to judicially cre-
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ated exceptions. Id. at 231-32, 237-38. But the Wire-
tap Act is entirely different. Unlike the Fourth
Amendment, the Wiretap Act expressly mandates
suppression—with no exceptions—if communications
are “unlawfully intercepted” or if “the interception
was not made in conformity with the [wiretap] order.”

18 U.S.C. §§ 2515, 2518(10)(a)(i), (iii).

The result of Congress’s efforts is a statute with
formidable privacy safeguards. While the Wiretap Act
“set out to provide law enforcement officials with some
of the tools thought necessary to combat crime,” Scott
v. United States, 436 U.S. 128, 130 (1978), “the protec-
tion of privacy was an overriding congressional con-
cern,” Gelbard, 408 U.S. at 48. Congress’s focus on
privacy is reflected in three key features of the Act.

First, to prevent law enforcement from “unneces-
sarily infringing upon the right of individual privacy,”
Scott, 436 U.S. at 130, the Act “flatly prohibit/s]” “all
interceptions of wire and oral communications”
“[e]xcept” those interceptions that the Act itself “ex-
pressly authorize[s],” Gelbard, 408 U.S. at 46 (empha-
sis added); see also United States v. Giordano, 416
U.S. 505, 514 (1974).

Second, “to make doubly sure that the statutory
authority [conferred on law enforcement] be used with
restraint and only where the circumstances warrant,”
and to ensure that this authority is “not * * * routinely
employed as the initial step in criminal investigation,”
“Congress legislated in considerable detail in provid-
ing for applications and orders authorizing wiretap-
ping.” Giordano, 416 U.S. at 515.

Third, these carefully delineated “limitations” on
authorizing wiretaps are to be “enforce[d]” via the
Act’s mandatory-suppression provision. Gelbard, 408
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U.S. at 48-49 (citing 18 U.S.C. § 2515). This point
was “articulate[d] clearly” in the Act’s “congressional
findings.” Ibid. Congress found that privacy interests
made it “necessary * * * to prohibit any unauthorized
interception of [wire or oral] communications, and the
use of the contents thereof in evidence in courts and ad-
ministrative proceedings.” Pub. L. No. 90-351,
§ 801(b), 82 Stat. 197, 211 (1968) (emphasis added).

2. Approval of a wiretap order “may not be given
except upon compliance with stringent conditions.”
Gelbard, 408 U.S. at 46; accord Giordano, 416 U.S.
at 515 (Act “imposes important preconditions to ob-
taining any intercept authority at all”). To obtain a
wiretap order, a federal agent must submit a detailed
application to the court. The application must pro-
vide, among other information, “a full and complete
statement of the facts and circumstances” that justify
the officer’s “belief that an order should be issued,” in-
cluding “details as to the particular offense that has
been, is being, or is about to be committed,” and “the
identity of the person, if known, committing the of-
fense and whose communications are to be inter-
cepted.” 18 U.S.C. § 2518(1)(b).

Upon receipt of an application, a court “may enter
an ex parte order * * * authorizing or approving inter-
ception of wire, oral, or electronic communications,”
18 U.S.C. § 2518(3), but only if the government has
demonstrated:

(1) “probable cause” that “an individual is commit-
ting, has committed, or is about to commit a
particular” enumerated offense;

(2) “probable cause” that the interception will ob-
tain “particular communications concerning
that offense”;
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(3) “probable cause” that the device or place pro-
posed to be wiretapped is “being used, or [is]
about to be used, in connection with the com-
mission of such offense” by the target of the
wiretap; and

(4) that “normal investigative procedures have
been tried and have failed or reasonably appear
to be unlikely to succeed if tried or to be too dan-
gerous.”

Ibid.

If the government satisfies these requirements
and the court orders a wiretap, the order must “spec-
ify,” among other things, “the identity of the person, if
known, whose communications are to be intercepted.”
18 U.S.C. § 2518(4)(a). And the wiretap order cannot
last any “longer than is necessary to achieve the ob-
jective of the authorization, nor in any event longer

than thirty days.” Id. § 2518(5).

Though Congress has strictly limited the use of
wiretaps, it has also provided express exceptions from
these requirements for exigent circumstances. For ex-
ample, when an “emergency situation” involving “im-
mediate danger of death or serious physical injury” re-
quires a wiretap before an order can be obtained and
there are grounds for approving the wiretap, the Act
allows designated officials to conduct a wiretap so long
as they apply for approval within 48 hours. 18 U.S.C.
§ 2518(7).

“[T]o enforce” the strict requirements of the Act,
Congress authorized several remedies, including
mandatory suppression of evidence obtained in viola-
tion of these requirements. Gelbard, 408 U.S. at 48—
50; see also 18 U.S.C. § 2511(4) (criminal penalties);
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id. § 2520 (civil action and relief); id. § 2521 (injunc-
tion). Specifically, if the government “unlawfully in-
tercept[s]” communications or the interception is “not
made in conformity with” the wiretap order, 18 U.S.C.
§ 2518(10)(a)(), (iii), “no part of the contents” of those
communications—“and no evidence derived there-
from”—“may be received in evidence in any trial,
hearing, or other proceeding in or before any court,”
id. § 2515; see Giordano, 416 U.S. at 524 (“What dis-
closures are forbidden [by § 2515] is * * * governed by
[§] 2518(10)(a) . ...”). This “unequivocal” mandatory-
suppression rule is a “plain command.” Gelbard, 408
U.S. at 47, 51.

3. In 2010, federal agents secured a wiretap or-
der for a phone number they believed to be associated
with a conspiracy trafficking drugs from Mexico to the
United States—the “Escamilla conspiracy.” Pet.
App. 23a—24a. As it turned out, the wiretap inter-
cepted only conversations between petitioner Carey
and his associates—none of whom had any connection
to the targeted Escamilla conspiracy. Pet. App. 29a—
30a. Through the wiretap, the agents obtained infor-
mation that led to Carey’s indictment for conspiracy
to distribute cocaine. Pet. App. 25a.

Carey moved to suppress the evidence because the
government hadn’t complied with the Wiretap Act as
to him and his associates. Pet. App. 25a; see 18 U.S.C.
§§ 2515, 2518(10)(a). After the district court denied
his suppression motion, Pet. App. 48a, Carey entered
a conditional guilty plea, preserving his right to ap-
peal the denial of that motion, Pet. App. 26a.!

1 The basis for the district court’s jurisdiction was 18 U.S.C.
§ 3231.
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On appeal (Carey I), Carey argued that the gov-
ernment’s failure to comply with the Wiretap Act re-
quired suppression. The Ninth Circuit agreed that
the wiretap order failed to satisfy “the Wiretap Act re-
quirements of probable cause and necessity” as to the
alleged Carey conspiracy and therefore “did not au-
thorize agents to listen to Carey or his associates.”
Pet. App. 23a—24a, 33a. Yet the Ninth Circuit never-
theless held that suppression wasn’t required as long
as the evidence was obtained “in ‘plain hearing’”—
that is, as long as it was obtained before agents “knew
or should have known” that the intercepted conversa-
tions were unrelated to the targeted conspiracy. Pet.
App. 23a—24a.

The Carey I panel made no attempt to ground its
plain-hearing exception in any provision of the Wire-
tap Act. Instead, it fashioned the exception “by anal-
ogy” to the Fourth Amendment’s plain-view doctrine.
Pet. App. 30a. The panel remanded for the district
court to apply this newly created exception in the first
instance. Pet. App. 34a—35a.

On remand, the district court again denied
Carey’s suppression motion, concluding that all of the
wiretap evidence was obtained before agents knew or
should have known that they were listening to an un-
related conspiracy. Pet. App. 16a—19a. On appeal
(Carey II), the Ninth Circuit found no error in the dis-
trict court’s application of the plain-hearing exception
and affirmed. Pet. App. 2a—3a. Carey petitioned for
rehearing en banc, which the Ninth Circuit denied.
Pet. App. 62a.

REASONS FOR GRANTING THE PETITION

The Ninth Circuit’s decision recognizing a plain-
hearing exception to the Wiretap Act’s suppression
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provisions deepens an entrenched conflict among fed-
eral circuit courts and state high courts over whether
the Act admits of judicially created exceptions. While
four courts have enforced the Act’s plain text, four oth-
ers (now including the Ninth) have departed from the
plain text based on their reading of legislative history
and their own policy judgments.

That departure from plain text is unjustified.
“The statute means what it says,” Dahda v. United
States, 138 S. Ct. 1491, 1498 (2018), and the job of
courts is to enforce—not alter—the statutory text.
Although Congress chose to include express excep-
tions in other portions of the Wiretap Act, it didn’t in-
clude any in the Act’s suppression provisions. The
Ninth Circuit attempted to justify its departure from
the Act’s language by analogizing the Act to the
Fourth Amendment, but the analogy doesn’t work be-
cause the Amendment lacks the express suppression
requirements that Congress enacted here.

This issue is exceptionally important because
Congress carefully designed the Wiretap Act to pro-
tect Americans from the abuse of powerful surveil-
lance tools. By allowing courts to poke holes in the
Act’s express suppression provisions based on their
own policy views, the Ninth Circuit’s decision jeopard-
izes the entire protective scheme. This Court’s inter-
vention is needed to ensure that the Act is enforced as
written.

This case provides an ideal vehicle for doing so.
The Ninth Circuit’s creation of a plain-hearing excep-
tion was outcome determinative. The court expressly
held that the wiretap order “did not authorize agents
to listen to Carey or his associates,” Pet. App. 33a, yet
it allowed the government to avoid suppression based
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on the plain-hearing exception alone. Deciding the vi-
ability of that exception will resolve the conflict and
ensure the uniform application of the Act throughout
the nation.

I. THE NINTH CIRCUIT’S DECISION DEEPENS AN
ENTRENCHED CONFLICT AMONG FEDERAL
AND STATE COURTS.

Federal and state courts are sharply divided over
the propriety of judicially created exceptions to the
Wiretap Act’s suppression provisions. While several
courts have recognized that the Wiretap Act’s categor-
ical text leaves no room for such exceptions, other
courts have created exceptions based on legislative
history or policy concerns.

A. Two circuit courts and two state high courts
have rejected judicially created exceptions to the
Wiretap Act’s suppression provisions.

The Sixth Circuit has held that the good-faith ex-
ception to the Fourth Amendment’s exclusionary rule
recognized in United States v. Leon, 468 U.S. 897
(1984), can’t be read into the Wiretap Act’s suppres-
sion provisions. United States v. Rice, 478
F.3d 704, 711 (6th Cir. 2007). The Sixth Circuit fo-
cused on the Act’s plain language, observing that in
contrast to the Fourth Amendment, “the law govern-
ing electronic surveillance via wiretap is codified in a
comprehensive statutory scheme providing explicit re-
quirements, procedures, and protections.” Id. at 712.
Because “[t]he statute is clear on its face and does not
provide for any exception,” the Sixth Circuit held that
“[c]ourts must suppress illegally obtained wire com-
munications.” Ibid.

The Sixth Circuit rejected the argument that the
Wiretap Act allowed for judicially created exceptions.
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While the “judicial branch created the exclusionary
rule, and thus, modification of that rule falls to the
province of the judiciary,” in the Wiretap Act, “Con-
gress has already balanced the social costs and bene-
fits and has provided that suppression is the sole rem-
edy for violations of the statute.” Rice, 478 F.3d
at 713. So the Sixth Circuit concluded that “[t]he ra-
tionale behind judicial modification of the exclusion-
ary rule is * * * absent with respect to warrants ob-
tained under [the Wiretap Act’s] statutory scheme.”
Ibid.? The Sixth Circuit acknowledged that its deci-
sion conflicts with those of the Fourth, Eighth, and
Eleventh Circuits. Id. at 713-14.

The D.C. Circuit has followed suit in declining to
“import a good faith exception to [the Wiretap Act’s]
remedy of suppression.” United States v. Glover, 736
F.3d 509, 515-16 (D.C. Cir. 2013), abrogated on other
grounds by Dahda, 138 S. Ct. 1491. In the Wiretap
Act, the D.C. Circuit observed, “Congress has spo-
ken”—and put judicial exceptions off limits. Id.
at 516.

The Oregon Supreme Court has also held that the
Wiretap Act’s suppression provisions don’t admit of
exceptions—rejecting, in that case, a good-faith excep-
tion. State v. Harris, 509 P.3d 83, 93 (Or. 2022), cert.
denied, 143 S. Ct. 485 (2022). Like the Sixth Circuit,
the Oregon Supreme Court reasoned from the text:
“There is no basis for applying” a good-faith exception

2 Rice distinguished United States v. Baranek, 903 F.2d 1068
(6th Cir. 1990), which held that suppression wasn’t required for
a conversation overheard while a wiretapped phone was off the
hook, as a “narrow holding confined to its facts.” 478 F.3d at 713.
Baranek is inapposite to this case because there, unlike here, the
wiretap order authorized the monitoring of the individuals who
were overheard. 903 F.2d at 1069.
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“in the context of a statute that specifically provides
for the suppression and exclusion of evidence inter-
cepted through an unlawful wiretap.” Ibid.

The Kansas Supreme Court has reached the same
conclusion. State v. Bruce, 287 P.3d 919, 926 (Kan.
2012). Acknowledging the “federal circuit split” on the
issue, the court observed that Leon “sets forth a court-
created exception to what was already a court-created
remedy,” while the Wiretap Act violation before it
“was statutory; and both the federal and state statu-
tory schemes include their own, explicit remedies of
evidence exclusion.” Id. at 925-26. So the court con-
cluded there was no reason to sidestep the “statutorily
provided remedy of suppression.” Id. at 926.

B. By contrast, four circuit courts—including the
Ninth Circuit below—have held that the Wiretap
Act’s suppression provisions contain unwritten excep-
tions.

The Eighth Circuit has read a good-faith excep-
tion into the Wiretap Act’s suppression provisions.
United States v. Moore, 41 F.3d 370, 376 (8th
Cir. 1994), cert. denied, 514 U.S. 1121 (1995). It
acknowledged that “Leon of course dealt with the ju-
dicially developed exclusionary rule for Fourth
Amendment violations, whereas” the Wiretap Act in-
cluded “a statutory exclusionary rule imposed for a ‘vi-
olation of this chapter.”” Ibid.

But the Eighth Circuit nonetheless concluded that
importing a good-faith exception into the Act was jus-
tified because the Act is supposedly “worded to make
the suppression decision discretionary (‘If the motion
is granted’)” and because the Act’s “legislative history
expresses a clear intent to adopt suppression princi-
ples developed in Fourth Amendment cases.” Moore,
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41 F.3d at 376 (citing S. Rep. No. 90-1097 (1968), as
reprinted in 1968 U.S.C.C.A.N. 2112, 2185). One
member of the panel, however, declined to join the
portion of the court’s opinion importing a good-faith
exception into the statute. Id. at 377 (Bright, J., con-
curring).

The Fourth Circuit has taken the same tack.
United States v. Brunson, 968 F.3d 325, 334 (4th
Cir. 2020). It, too, recognized that Leon involved an
exception to “the judicially created exclusionary rule”
as opposed to the Wiretap Act’s “statutory exclusion-
ary rule.” Ibid. But—based on the same legislative
history and Leon’s “rationale”—it also held that it
could read a good-faith exception into the Act. Ibid.
A dissenting member of the panel observed, however,
that “the statute does not provide a good faith excep-
tion” and faulted the majority for “disregard[ing]”
“policy judgments already expressly made by Con-
gress.” Id. at 342 (Motz, J., dissenting).

The Eleventh Circuit has likewise imported a
good-faith exception into the statute’s suppression
provisions. United States v. Malekzadeh, 855
F.2d 1492, 1497 (11th Cir. 1988), cert. denied, 489
U.S. 1029 (1989). The court took for granted that a
good-faith exception could be read into the Act be-
cause suppression “would afford none of the deter-
rence served by the exclusionary rule.” Ibid.

C. The Ninth Circuit’s decision below further en-
trenched this conflict by joining the three circuits that
have fashioned atextual exceptions to the Wiretap
Act’s suppression provisions.

At the outset, the Ninth Circuit held in no uncer-
tain terms that the wiretap order “did not authorize
agents to listen to Carey or his associates” because
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“the wiretap order does not extend to unknown people
not involved in the Escamilla conspiracy.” Pet.
App. 32a—33a (emphasis added). Yet the Ninth Cir-
cuit nevertheless concluded that—so long as the offic-
ers did not “know or reasonably should [have]
know|[n]” about the violation—“[t]he government may
use evidence” obtained from the wiretap, and suppres-
sion isn’t required. Pet. App. 24a, 33a. That is a good-
faith exception in all but name. See United States v.
Franz, 772 F.3d 134, 147 (3d Cir. 2014) (good-faith ex-
ception to Fourth Amendment exclusionary rule de-
pends on what officers who obtained and executed
warrant “knew or should have known”).

Labels aside, the Ninth Circuit aligned itself with
the Fourth, Eighth, and Eleventh Circuits—and
against the Sixth and D.C. Circuits and Oregon and
Kansas Supreme Courts—in concluding that the
Wiretap Act’s explicit suppression requirement can be
disregarded based on officers’ “objective reasonable-
ness.” Leon, 468 U.S. at 924. The conflict over
whether the Wiretap Act’s suppression provisions ad-
mit of judicially created exceptions is deeply en-
trenched and squarely presented here.

II. THE NINTH CIRCUIT’S DECISION IS WRONG.

The Wiretap Act’s plain language requires sup-
pression when the government unlawfully intercepts
communications or the interception isn’t made in con-
formity with the wiretap order. The Carey I panel
held that the government erred in just these respects.
Suppression should have followed as night follows
day. Yet rather than apply the Act as written, the
Ninth Circuit created a plain-hearing exception out of
whole cloth. That exception has no basis in the Act’s
text, which provides no warrant for judicial policy-
making.
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A. The Wiretap Act’s Mandatory-
Suppression Rule Admits Of No
Exceptions.

The Wiretap Act provides that if the government
“unlawfully intercept[s]” communications or the inter-
ception is “not made in conformity with” the wiretap
order, those communications—and all evidence de-
rived from them—must be suppressed. 18 U.S.C.
§§ 2515, 2518(10)(a)(i), (@iii). That rule applies
straightforwardly here. Because the Carey I panel
held that the wiretap order “did not authorize agents
to listen to Carey or his associates,” Pet. App. 33a, the
wiretap evidence should have been suppressed.

“[T]he starting point, as in all statutory construc-
tion, is the precise wording chosen by Congress in en-
acting [the Wiretap Act].” United States v. Kahn, 415
U.S. 143, 151 (1974). Because the Act’s text is “clear,”
the Ninth Circuit’s inquiry should have “beg[uln and
end[ed]” there. Star Athletica, LLC v. Varsity Brands,
Inc.,580 U.S. 405, 414 (2017). Under the Wiretap Act,
if one of the grounds for suppression in Sec-
tion 2518(10)(a) is met, the wiretapped communica-
tions (and all evidence derived from those communi-
cations) must be suppressed, as this Court has held,
and as the Ninth Circuit itself recognized in this case.
See Giordano, 416 U.S. at 52428 (evidence obtained
from an “unlawfully intercepted” communication un-
der Section 2518(10)(a)(i) “must be suppressed under
18 U.S.C. § 2515”) (emphasis added); Pet. App. 27a
(evidence obtained “in violation of the statute * * * is
inadmissible”).?

3 This Court has interpreted Section 2518(10)(a)(i) to apply to
constitutional violations and statutory violations that implicate
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The Wiretap Act’s suppression rules contain no
exceptions. And the remainder of the Act shows that
Congress knows how to create exceptions when it
wants to. In addition to requiring suppression, Con-
gress authorized an action for civil damages against
persons or entities (other than the United States) that
intercept communications in violation of the Act, and
expressly carved out exceptions to that remedy. See
18 U.S.C. § 2520(a) (civil action); id. § 2511(2)(a)(ii)
(exception for providers of wire or electronic commu-
nications services). Other exceptions, carveouts, and
provisos abound throughout the Act. See, e.g., id.
§§ 2510, 2511, 2512, 2513, 2518(1)(b), (3)(d), (7)—(9),
2521 (numerous “except,” “notwithstanding,” and “un-
less” clauses); United States v. Moore, 452
F.3d 382, 386 & nn.5-6 (5th Cir. 2006) (per curiam)
(discussing the express “law enforcement” and “con-
sent” exceptions in Sections 2510(5)(a) and 2511(2));
United States v. Van Poyck, 77 F.3d 285, 291-92 (9th
Cir. 1996) (same).

Because “Congress provide[d] exceptions” in other
parts of the Act, “[t]he proper inference” is that Con-
gress “limited the statute to the [exceptions] set
forth.” United States v. Johnson, 529 U.S. 53, 58
(2000). The inclusion of “express exception[s]” in a
statute, this Court has explained, “implies that there
are no other[s].” Jennings v. Rodriguez, 138

Congress’s “core concerns.” Dahda, 138 S. Ct. at 1497 (citing
Giordano, 416 U.S. at 527). The existence of probable cause is
indisputably one of those core concerns. See Giordano, 416 U.S.
at 527. And while this Court has read Section 2518(10)(a)(ii) not
to require suppression for surplus defects in wiretap orders, it
did so based on its interpretation of the suppression provision
itself—not by creating any exception. Dahda, 138 S. Ct. at 1498—
1500.
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S. Ct. 830, 844 (2018) (emphasis omitted); see also An-
tonin Scalia & Bryan A. Garner, Reading Law: The
Interpretation of Legal Texts 107-11 (2012) (negative-
implication canon). But the Act’s suppression provi-
sions contain no carveouts. Courts “must give effect
to, not nullify, Congress’s choice to include limiting
language” in some parts of the Act “but not” in the
suppression provisions. Gallardo ex rel. Vassallo v.
Marstiller, 142 S. Ct. 1751, 1759 (2022).

Even beyond the unambiguous text, “[t]he larger
structure and history” of the Act confirm what the text
makes clear. Comcast Corp. v. Nat’l Ass’n of Afr. Am.-
Owned Media, 140 S. Ct. 1009, 1015 (2020). Congress
adopted the Act “to prohibit, on the pain of criminal
and civil penalties, all interceptions of oral and wire
communications, except those specifically provided for
in the Act.” Giordano, 416 U.S. at 514 (emphases
added; footnote omitted). So Congress’s intention for
courts to suppress wiretap evidence intercepted in vi-
olation of the Act is as clear as the language it enacted
to accomplish that purpose.

Congress established a simple rule: If one of the
conditions in Section 2518(10)(a) applies, the evidence
must be suppressed—full stop. Applying that rule in
this case should have been straightforward. The gov-
ernment’s wiretap of Carey and his associates “was
not made in conformity” with the wiretap order and
their communications were “unlawfully intercepted,”
so the wiretap evidence should have been suppressed.
18 U.S.C. §§ 2515, 2518(10)(a)(), (iii).
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B. The Ninth Circuit Exceeded Its
Authority By Creating An Exception To
The Wiretap Act’s Mandatory-
Suppression Rule.

Despite the Wiretap Act’s clear text, the Carey I
panel rewrote the statute to include an exception for
all information obtained before agents “knew or
should have known” that they were intercepting con-
versations unrelated to the targeted conspiracy. Pet.
App. 23a—24a. This rewrite exceeded the proper judi-
cial role. The panel’s only justification for that over-
reach—a strained analogy to the Fourth Amend-
ment’s plain-view exception—provides little support
for the Ninth Circuit’s holding given the manifest tex-
tual differences between the Fourth Amendment and
the Wiretap Act.

1. The judiciary’s “proper role” in our constitu-
tional scheme is “to apply, not amend, the work of the
People’s representatives.” Henson v. Santander Con-
sumer USA Inc., 582 U.S. 79, 90 (2017). As “interpret-
ers of the law,” federal courts must interpret statutes
as written and “avoid judicial legislation”—that is,
“tamper[ing] with the text of [a] statute.” The Feder-
alist No. 78, at 526 (Alexander Hamilton) (Jacob E.
Cooke ed., 1961) (first quote); United States v. Nat’l
Treasury Emps. Union, 513 U.S. 454, 478-79 (1995)
(second and third quotes). Even when a court believes
it could “improve upon” Congress’s work, it still must
“apply the text” that Congress enacted. EPA v. EME
Homer City Generation, L.P., 572 U.S. 489, 508-09
(2014). Similarly, a court has “no roving license * * *
to disregard clear language simply on the view that
* %% Congress ‘must have intended’ something” differ-
ent. Michigan v. Bay Mills Indian Cmty., 572
U.S. 782, 794 (2014).
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Fashioning a homespun exception to a statute—
as the Ninth Circuit did here—is a paradigmatic ex-
ample of impermissible judicial policymaking. Courts
have no authority to “elaborate unprovided-for excep-
tions to a text.” Scalia & Garner, supra, at 93. Rather,
“[wlhen the words of a statute are unambiguous * * *
[the] judicial inquiry is complete.” Barnhart v. Sig-
mon Coal Co., 534 U.S. 438, 462 (2002) (internal quo-
tation marks omitted).

Recognizing that “Congress legislated in consider-
able detail” in the Wiretap Act, this Court has repeat-
edly admonished lower courts to hew to the Act’s text,
including its suppression provisions. Giordano, 416
U.S. at 515; see, e.g., Dahda, 138 S. Ct. at 1498; Kahn,
415 U.S. at 151 (focus on “precise wording” of Act is
important given potential “tension between th[e] two
stated congressional objectives” of fighting crime and
“protecting individual privacy”); Gelbard, 408 U.S.
at 47, 51 (emphasizing “unequivocal language of” and
“plain command” of Act’s mandatory-suppression
rule). The Ninth Circuit’s departure from the Act’s
text flouts this Court’s instruction.

2. In search of justification for its legislative re-
write, the panel asserted that it was adopting a prin-
ciple “similar” to the Fourth Amendment’s plain-view
exception. Pet. App. 23a, 30a (citing dicta in United
States v. Ramirez, 112 F.3d 849 (7th Cir. 1997)). But
that analogy doesn’t work because of the clear textual
differences between the Fourth Amendment and the
Wiretap Act that reflect Congress’s policy in the Act of
“strictly * * * limit[ing] the employment of [wiretap-
ping] techniques of acquiring information.” Gelbard,
408 U.S. at 47.

Because the Fourth Amendment prohibits only
“unreasonable searches and seizures,” U.S. Const.
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amend. IV (emphasis added), “the ultimate touch-
stone of the Fourth Amendment is ‘reasonableness,’”
Brigham City v. Stuart, 547 U.S. 398, 403 (2006). As
a result, while “searches and seizures inside a home
without a warrant are presumptively unreasonable,”
tbid., “the warrant requirement is subject to certain
reasonable exceptions,” Kentucky v. King, 563
U.S. 452, 459 (2011). Among those is the plain-view
exception. See, e.g., Coolidge v. New Hampshire, 403
U.S. 443, 46465 (1971) (plurality opinion).

In contrast to the Fourth Amendment, no part of
the Wiretap Act invokes a “reasonableness” standard.
Congress knows how to draft statutes with capacious
guidance of that sort—the Sherman Act, for example,
“invokes the common law.” Bus. Elecs. Corp. v. Sharp
Elecs. Corp., 485 U.S. 717, 732 (1988) (discussing 15
U.S.C. § 1). That isn’t what Congress did here with
the Wiretap Act. If one of the conditions in Sec-
tion 2518(10)(a) is satisfied, then the evidence must be
suppressed under Section 2515. The Wiretap Act
leaves no room for maneuvering based on courts’ own
evaluations of “reasonableness.”

The panel’s reliance on the Fourth Amendment is
also irreconcilable with Giordano, where this Court
explicitly distinguished the Fourth Amendment’s “ju-
dicially fashioned exclusionary rule” from the Act’s
statutory—and mandatory—suppression rule. 416
U.S. at 524.

In Giordano, the government invoked the Fourth
Amendment in arguing that wiretap evidence “should
not have been suppressed” even though the wiretap
application “did not comply with the statutory re-
quirements,” because, in the government’s view, the
“unlawfully  intercepted” condition of  Sec-
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tion 2518(10)(a)(i) was “limited to constitutional vio-
lations.” 416 U.S. at 524-27. Noting that “[t]he issue
does not turn on the judicially fashioned exclusionary
rule aimed at deterring violations of Fourth Amend-
ment rights, but upon the provisions of [the Wiretap
Act],” this Court held that “[t]he words ‘unlawfully in-
tercepted’ are themselves not limited to constitutional
violations,” and rejected the government’s proposed
limitation. Ibid.

Far from legitimizing the Ninth Circuit’s legisla-
tive rewrite, the Fourth Amendment analogy crystal-
lizes the court’s error. By not adhering to the cardinal
rule that courts must “presume Congress says what it
means and means what it says,” the Ninth Circuit
went astray. Simmons v. Himmelreich, 578 U.S. 621,
627 (2016).

I11. THE QUESTION PRESENTED IS IMPORTANT.

It is exceptionally important for the Court to re-
solve this conflict, eliminate the uncertainty that now
clouds Wiretap Act suppression proceedings, and
avoid the harmful practical consequences of judge-
made exceptions to the Act’s suppression provisions.

A. The Ninth Circuit’s rewrite of the Act under-
mines Congress’s carefully calibrated statutory
scheme. “[T]he protection of privacy was an overrid-
ing * ** concern” for Congress in enacting the Wire-
tap Act. Gelbard, 408 U.S. at 48. In Congress’s view,
“prohibit[ing]” the fruits of “any unauthorized inter-
ception[s]” from being used “in evidence in courts” was
“necessary” “to protect effectively the privacy of wire
and oral communications.” Pub. L. No. 90-351,
§ 801(b), 82 Stat. at 211.

Even by 1968, the “tremendous scientific and
technological developments that ha[d] taken place in
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the last century” had resulted in “the widespread use
and abuse of electronic surveillance techniques.”
Bartnicki, 532 U.S. at 542-43 (Rehnquist, C.J., dis-
senting) (quoting S. Rep. No. 90-1097, at 67). The
“privacy of communication [wa]s seriously jeopardized
by these techniques of surveillance.” Ibid. (quoting S.
Rep. No. 90-1097, at 67). Criminal and civil sanctions
weren’t enough to protect privacy—instead, Congress
chose also to deny “[t]he perpetrator” of unauthorized
wiretaps “the fruits of his unlawful actions in civil and
criminal proceedings.” Gelbard, 408 U.S. at 50 (quot-
ing S. Rep. No. 90-1097, at 69).

Congress’s concern about rooting out unnecessary
and intrusive government wiretaps was well founded.
Just the year before, a presidential commission had
determined that “law enforcement officers [were] in-
vading the privacy of many citizens without control
from the courts.” The President’s Comm’'n on Law
Enft and the Admin. of Just., The Challenge of Crime
in a Free Society 203 (Feb. 1967), https:/ti-
nyurl.com/34dnjj2f. The potential for invasive govern-
ment wiretaps has only grown since 1968—making it
all the more important for courts to enforce the “limi-
tations” that the Wiretap Act places “upon invasions
of individual privacy.” Gelbard, 408 U.S. at 49-50.
The mandatory-suppression rule is “central to [that]
legislative scheme.” Id. at 50.

In 2021 alone—the most recent year with full
data—courts issued about 5,000 wiretap orders,
which have led to over 11,000 arrests and 1,300 con-
victions as of December 31, 2022. U.S. Courts, Wire-
tap Report 2022, tbls. 7, 9 (Dec. 31, 2022), https://ti-
nyurl.com/3x7kadas. Given these numbers, it’s vital
that this Court resolve whether courts have power to
create their own exceptions to the Act’s suppression
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provisions. The existing uncertainty surrounding this
foundational criminal procedure statute is untenable.

The entrenched conflict over the creation of excep-
tions to the Act’s suppression provisions is particu-
larly intolerable given the need for uniformity in this
area of the law. Congress intended the Act to “define
on a uniform basis the circumstances and conditions
under which the interception of wire and oral commu-
nications may be authorized” as well as “the use of the
contents thereof in evidence in courts and administra-
tive proceedings.” Gelbard, 408 U.S. at 49 (emphasis
added) (quoting Pub. L. No. 90-351, § 801(b), 82 Stat.
at 211). The diametrically opposed approaches to the
Act’s suppression provisions that exist in the lower
courts are inconsistent with that goal.

B. Any judicially created exception to a federal
statute is worthy of this Court’s attention, but that is
especially so with exceptions to the Act’s mandatory-
suppression rule. Though the rule of lenity doesn’t di-
rectly apply here because the Act is not itself a “penal
law[],” United States v. Wiltberger, 18 U.S.
(5 Wheat.) 76, 95 (1820), the principles animating the
rule condemn the plain-hearing exception and other
judge-made exceptions to the Act’s mandatory-sup-
pression rule. The rule of lenity provides that “ambi-
guity concerning the ambit of criminal statutes should
be resolved in favor of” the defendant. Rewis v. United
States, 401 U.S. 808, 812 (1971). So when “there are
two rational readings of a criminal statute, one
harsher than the other,” courts should interpret the
statute in favor of the criminal defendant unless Con-
gress has clearly spoken otherwise. McNally v.
United States, 483 U.S. 350, 359-60 (1987).

The rule of lenity, then, prohibits “punish[ment]
for violating just-so rules concocted after the fact, or
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rules with no more claim to democratic provenance
than a judge’s surmise about legislative intentions.”
Wooden v. United States, 142 S. Ct. 1063, 1083 (2022)
(Gorsuch, J., concurring in the judgment). Newly
minted judge-made exceptions to the Act’s “unequivo-
cal” suppression rule, Gelbard, 408 U.S. at 47, raise
similar concerns.

IV. THIS CASE Is AN EXCELLENT VEHICLE ToO
RESOLVE THE CONFLICT.

This case provides the Court an ideal vehicle for
answering the question presented and resolving the
conflict regarding judge-made exceptions to the Wire-
tap Act’s suppression provisions.

The question presented is properly preserved for
review by this Court. As the Carey I panel made clear,
Carey argued both before the district court and the
Ninth Circuit that the wiretap evidence should be
suppressed because the wiretap order didn’t authorize
the agents to listen to Carey or his associates. Pet.
App. 27a—28a. And the Carey I panel squarely re-
jected that argument, holding that even though the
wiretap order “did not authorize agents to listen to
Carey or his associates,” any evidence obtained in
“plain hearing” need not be suppressed. Pet. App. 33a.

That this issue was resolved on Carey’s first ap-
peal is no impediment to this Court’s review. It’s well
settled that the Court has “authority to consider ques-
tions determined in earlier stages of the litigation
where certiorari is sought from the most recent of the
judgments of the Court of Appeals.” MLB Players
Ass’n v. Garvey, 532 U.S. 504, 508 n.1 (2001) (per cu-
riam); see also Mercer v. Theriot, 377 U.S. 152, 153—
54 (1964) (“We now consider all of the substantial fed-
eral questions determined in the earlier stages of the
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litigation * * * for it is settled that we may consider
questions raised on the first appeal ....”) (internal
quotation marks omitted).

And there’s no doubt that the question presented
is outcome dispositive. The Carey I panel held that
“the government [could] only use evidence obtained in
accordance with the ‘plain hearing’ doctrine.” Pet.
App. 33a (emphasis added). Neither the Carey I panel
nor the Carey II panel identified any possible alterna-
tive basis for admission of the “critical wiretap evi-
dence.” Pet. App. 2a.

So the suppression issue turns entirely on
whether there is a plain-hearing exception to the
Wiretap Act’s suppression provisions. No plain-hear-
ing exception, no admissible evidence. And if none of
the evidence is admissible, the Ninth Circuit must re-
verse the district court’s suppression ruling, vacate
the judgment of conviction, and remand so that Carey
may withdraw his guilty plea, which was conditioned
on his right to appeal the district court’s suppression
ruling. Pet. App. 2a, 26a; see Fed. R. Crim. P. 11(a)(2).

Carey unquestionably retains a concrete stake in
the outcome of his appeal. He is currently on super-
vised release because of his challenged conviction,
Pet. App. 53a—61a, and the restrictions imposed by
the terms of his supervised release constitute a con-
crete injury. See Spencer v. Kemna, 523 U.S. 1, 7
(1998). And even after his supervised release ends, he
will continue to suffer collateral consequences of his
conviction that preclude mootness. See Sibron v. New
York, 392 U.S. 40, 57-58 (1968).

CONCLUSION

The petition for a writ of certiorari should be
granted.
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UNITED STATES COURT OF APPEALS
FOR THE NINTH CIRCUIT

No. 18-50393
UNITED STATES OF
AMERICA,

Plaintiff-Appellee,
V.

MICHAEL CAREY,
AKA Garrocha,

Defendant-Appellant.

D.C. No.
3: 11-cr-00671-WQH-1

MEMORANDUM*

March 9, 2023

Appeal from the United States District Court
for the Southern District of California
William Q. Hayes, District Judge, Presiding.

Argued and submitted February 15, 2023
Pasadena, California

Before: WALLACE, HURWITZ, and BADE, Circuit
Judges.

* This disposition is not appropriate for publication and is not
precedent except as provided by Ninth Circuit Rule 36-3.
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After Michael Carey was indicted for conspiracy
to distribute cocaine, he moved to suppress evidence
obtained by federal agents, claiming that the evidence
was the fruit of a wiretap targeting a different drug-
trafficking conspiracy (the “Escamilla conspiracy”).
The district court denied the motion to suppress, and
Carey pleaded guilty, reserving the right to challenge
the district court’s order on appeal. We vacated the
suppression order and remanded for further proceed-
ings because “[t]he record does not indicate what evi-
dence was obtained before the agents knew or should
have known they were listening to calls outside of the
Escamilla conspiracy.” United States v. Carey, 836
F.3d 1092, 1098 (9th Cir. 2016). On remand, the dis-
trict court held an evidentiary hearing and found that
the critical wiretap evidence was obtained before
agents knew or should have known that they were lis-
tening to calls outside the targeted conspiracy, and
the district court denied the motion to suppress. We
have jurisdiction under 28 U.S.C. § 1291 over Carey’s
appeal from that ruling and affirm.

1. As a preliminary matter, we reject the govern-
ment’s argument that the plea agreement waived
some of the issues Carey now raises on appeal. The
agreement reserved Carey’s right to “appeal the dis-
trict court’s ruling . . . denying his motion to suppress
the wiretap.” Each issue raised in this appeal attacks
the denial of the suppression motion.

2. Regardless of the standard of review employed,
the district court did not err in finding that there were
“no interceptions on the T-14 line after any agent
knew or should have known that the phone calls on
the T-14 line could involve callers outside the scope of
the Escamilla conspiracy.” Finding the testimony of
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the federal investigators “entirely consistent and cred-
ible,” the court credited their statements that the rel-
evant intercepted calls involved the same activity ex-
pected from members of the Escamilla conspiracy.
The court also found credible the investigators’ testi-
mony that a five-day gap between initiation of the T-
14 wiretap and the first intercepted conversation was
not unusual and that not all Escamilla conspirators
discarded their phones every twenty days. And alt-
hough the first call intercepted under the wiretap or-
der was in English—which Ignacio Escamilla had not
previously used when talking to a government inform-
ant—the investigators declared that all other calls in-
tercepted thereafter were in Spanish. Because the in-
tercepted calls discussed a similar drug-trafficking op-
eration, the investigators reasonably believed they
“had found a previously undiscovered aspect of our
subjects’ drug trafficking activities,” not an unrelated
conspiracy.

Carey asserts that the federal investigators
should have used border-crossing information to iden-
tify him and his co-conspirators, then discovered an
ongoing Immigration and Customs Enforcement in-
vestigation into them, and then determined that the
calls related to a distinct conspiracy. The seizure of
the evidence occurred only one week after the first in-
tercepted call, and the record does not show that the
information Carey cites was readily accessible to the
investigators or that protocol reasonably required
them to query multiple databases during that brief pe-
riod.

3. We also reject Carey’s argument that he had a
reasonable expectation of privacy in using T-14 during
the relevant period. Under the “plain hearing” doc-
trine, the “government may use evidence obtained
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from a valid wiretap prior to the officers’ discovery of
a factual mistake that causes or should cause them to
realize that they are listening to phone calls errone-
ously included within the terms of the wiretap order.”
Carey, 836 F.3d at 1098 (cleaned up).

4. Carey argues for the first time on appeal that
investigators’ declarations and testimony were per-
jurious. But there “can virtually never be clear error,”
let alone plain error, if a district court credits the tes-
timony of a witness who “has told a coherent and fa-
cially plausible story that is not contradicted by ex-
trinsic evidence.” Earp v. Davis, 881 F.3d 1135, 1145—
46 (9th Cir. 2018) (cleaned up). Carey also asserts
that the government improperly withheld “signal in-
telligence,” but has not shown that any such infor-
mation either exists or “would have changed the re-
sult of the proceeding.” United States v. Zuno-Arce,
44 F.3d 1420, 1425 (9th Cir. 1995) (cleaned up).

5. Citing a statement in United States v. Rodri-
guez that a “different district court judge must decide
any motion to suppress wiretap evidence, creating a
second level of review in the district court,” 851 F.3d
931, 937 (9th Cir. 2017), Carey argues for the first
time on appeal that the judge who authorized the T-
14 wiretap should not have considered the motion to
suppress. But Carey’s motion to suppress did not re-
quire the issuing judge to engage in a second level of
review of his own wiretap authorization because
Carey did not attack the validity of the wiretap in the
district court following remand. Rather, the sole issue
concerned information obtained after the issuance of
the order.

6. Carey also challenges the district court’s rejec-
tion of his request to replace retained counsel with ap-
pointed counsel. Reviewing for abuse of discretion, see
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United States v. Rivera-Corona, 618 F.3d 976, 978
(9th Cir. 2010), we find none. The district court re-
jected Carey’s informal pro per motion for substitution
of counsel as improperly formatted but did not pre-
clude the refiling of a properly formatted motion.
Carey never refiled, and the district court did not
abuse its discretion in failing to sua sponte grant the
request, particularly given the need to control its
docket in light of an imminent deadline for briefing on
the motion to suppress. See United States v. Gonzalez-
Lopez, 548 U.S. 140, 152 (2006) (stating that a district
court has “wide latitude in balancing the right to coun-
sel of choice against the needs of fairness and against
the demands of its calendar” (cleaned up)).

7. Carey argues that the district court abused its
discretion in denying discovery of various recorded
calls, investigative material, and grand jury tran-
scripts. Carey, however, has failed to show how the
discovery was “material to preparing the defense.”
Fed. R. Crim. P. 16(a)(1)(E). The additional material
would not have been relevant to the investigators’ be-
lief that they were intercepting Escamilla conspiracy
calls before the seizure.

8. For the first time on appeal, Carey argues that
the affidavit submitted in support of the wiretap ap-
plication contained intentionally false or misleading
statements and that intercepts were extraterritorial.
Even assuming these arguments are not waived un-
der Federal Rule of Criminal Procedure 12(c)(3) and
are “thus reviewed for plain error,” United States v.
Mongol Nation, 56 F.4th 1244, 1252 (9th Cir. 2023),
the arguments fail. Carey made no “substantial pre-
liminary showing” of a “false statement” or that inves-
tigators acted “knowingly and intentionally, or with
reckless disregard for the truth.” Franks v. Delaware,
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438 U.S. 154, 155-56 (1978). Nor has he demonstrated
interception of relevant calls outside of the territorial
jurisdiction of the district court, 18 U.S.C. § 2518(3),
which includes both “where the tapped phone is lo-
cated and where law enforcement officers first over-
hear the call,” United States v. Luong, 471 F.3d 1107,
1109 (9th Cir. 2006).

AFFIRMED.

! The government’s motion to strike, Dkt. 82, is denied. Carey’s
motion to compel delivery of mail, Dkt. 61, is denied.
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APPENDIX B

UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF CALIFORNIA

UNITED STATES OF CASE NO.
AMERICA, 11CR671 WQH
Plaintiff,
V. ORDER
MICHAEL CAREY,
Defendant. | Oct. 25, 2018

HAYES, Judge:

The matter before the Court is the motion to sup-
press wiretap evidence (ECF No. 57) remanded to this
Court on an open record by the Court of Appeals for
the Ninth Circuit.

BACKGROUND

On October 4, 2016, the Court of Appeals for the
Ninth Circuit vacated the order denying Defendant’s
motion to suppress evidence obtained from wiretaps
and remanded “on an open record to determine what
evidence was lawfully obtained in ‘plain hearing.”
United States v. Carey, 836 F.3d 1092, 1094 (9th Cir.
2016). The Court of Appeals stated:

[Blecause the order did not authorize agents
to listen to Carey or his associates, the govern-
ment may only use evidence obtained in ac-
cordance with the “plain hearing” doctrine dis-
cussed above.

The record does not indicate what evidence
was obtained before the agents knew or
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should have known that they were listening to
calls outside of the Escamilla conspiracy.

Id. at 1098. On remand, the parties agreed that the
court would hold an evidentiary hearing to determine
whether the FBI agents knew or reasonably should
have known that the calls intercepted on T-14 during
the period March 10, 2010 to March 17, 2010 were un-
related to the Escamilla conspiracy.

On April 16, 2018, after lengthy delay to accom-
modate Defendant’s discovery request, the Court set
an evidentiary hearing for May 30, 2018 with the
agreement of both sides. (ECF No. 328).

On May 30, 2018 and July 6, 2018, the Court held
the evidentiary hearing.

FACTS

FBI Special Agent Meltzer was assigned to the
Cross Border Violence Task Force focused on drug-re-
lated violent crimes in 2009 and 2010. Agent Meltzer
testified that he was the case agent for the investiga-
tion of a drug-trafficking group called the Heredia-Es-
camilla Organization, led by Armando Villareal-Here-
dia, who resided in Tijuana, Mexico. In February
2010, federal authorities obtained the first federal or-
der to tap phones as part of the investigation. On
March 5, 2010, federal authorities obtained a second
order to tap phones for the investigation, including T-
14 believed to be used by Escamilla Estrada. Meltzer
was the affiant on the wiretap. Agent Meltzer stated
in the affidavit in support of the wiretap application,
and testified at the evidentiary hearing, that an in-
formant had consensually recorded more than forty
calls with Escamilla Estrada at the T-14 number from
February 9, 2010 to March 4, 2010.
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Agent Meltzer testified that the first intercepted
call on T-14 occurred on March 10, 2010 in the English
language with the speaker stating that this was “Mr.
Keys’ new number.” Meltzer testified that the calls
subsequently intercepted on T-14 were in the Spanish
language. Agent Meltzer testified that he believed the
calls intercepted on T-14 clearly concerned drug-traf-
ficking. Meltzer testified that the investigators con-
cluded at some point that Escamilla Estrada was not
using T-14 and that they did not know the identity of
the new user. Agent Meltzer testified that he thought
the investigation had found a previously undiscovered
aspect of the subject drug trafficking as often happens
during wiretap investigations.

Agent Meltzer testified that the interceptees from
T-14 were smuggling narcotics from Mexico to the
United States and transporting currency to Mexico
consistent with the activity under investigation in the
Escamilla conspiracy. Agent Meltzer testified that it
did not occur to him that the callers and calls on T-14
could be entirely unrelated to the target investigation
because Escamilla Estrada had used T-14 as recently
as the day before the court signed the second wiretap
order. Agent Meltzer testified that he had infor-
mation that the target conspiracy members were ex-
pected to change their phones every twenty-thirty
days to avoid detection by law enforcement and that
several phones in the target group, including the
phone of Heredia, were used longer than thirty days.

Agent Meltzer testified that he was aware of cases
where drug traffickers gave phones, sometimes tem-
porarily, to associates in their criminal activity.
Agent Meltzer testified that he had never heard of or
contemplated a situation where a drug trafficker ac-
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quired and used a phone just discarded by a com-
pletely unaffiliated drug trafficker, during a period of
time when law enforcement was authorized to inter-
cept calls on that phone. Agent Meltzer testified that
he spoke with the prosecutor assigned to the investi-
gation after concluding that Escamilla Estrada was
not using T-14, and after intercepting calls indicating
that T-14 was still being used to facilitate drug traf-
ficking. Agent Meltzer testified that he recalled the
prosecutor indicating that interceptions on T-14 could
continue.

Agent Adkins of the Drug Enforcement Agency
(DEA) testified that he was part of the Cross Border
Violence Task Force during the Escamilla investiga-
tion. Agent Adkins testified that a surveillance log
dated March 15, 2010 showed that five law enforce-
ment representatives were a part of a surveillance
team that followed a car and driver from the San Di-
ego area up to Irvine and back to a residence in Chula
Vista. Agent Meltzer testified that calls intercepted
on T-14 on March 15, 2010 suggested that an un-
known male would enter the United States, possibly
with a drug load. Agent Meltzer testified that the
calls on T-14 led to the surveillance by Agent Adkins
and the surveillance team. Agents later identified the
driver as Adrian Madrid, a codefendant later prose-
cuted with Defendant Carey.

Agent Meltzer testified that calls intercepted on
T-14 led to a stop of a vehicle and the seizure of
$688,000 in U.S. currency as well as a search warrant
for a residence in Irvine where 17 kilograms of cocaine
were found on March 17, 2010. Agent Meltzer testi-
fied that the user of T-14 stopped using the phone on
that same day. Agent Meltzer testified that he
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learned later that persons intercepted on T-14 and de-
tained during the stop and search might be linked to
an investigation conducted by agents for Homeland
Security Investigations (HSI). Agent Meltzer testified
that he met with HSI Agent Krall the day after the
March 17 seizure. Agent Meltzer testified that he did
not know Agent Krall prior to the meeting and that he
had not been aware of the HSI investigation. Agent
Meltzer testified that no overlap was discovered be-
tween his investigation and the Homeland Security
investigation, other than the calls on T-14 and the
March 17, 2010 stop and search.

Defendant Carey testified at the evidentiary hear-
ing that he went to a cell phone storefront vendor lo-
cated in Tijuana, Mexico on March 10, 2010 to pur-
chase multiple new prepaid cell phones that would op-
erate in both the United States and Mexico. Carey
testified, “One of the phones I purchased had the num-
ber (619) 740-9230, which unbeknownst to me had
been designated T-14 by the government in the wire-
tap order obtained on or about March 5, 2010 as part
of the government’s investigation of Ignacio Escamilla
Estrada . . ., an investigation that had nothing to do
with me or the associates later indicted with me.”
(ECF No. 337 at 2). “At 2:02 pm I used T-14 to call
another phone to make sure they were in good work-
ing order. This test call is documented in a transcript
of the call produced to me by the government as part
of discovery.” Id. Carey testified that he was not ad-
vised by the vendor that the number assigned to T-14
had been recycled in the previous days from a differ-
ent handset. Carey testified that he left the phone in
the possession of codefendant Jose Hernandez in Ti-
juana, Mexico on March 10, 2010 and returned to the
United States.
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HSI Agent Krall was affiliated with the Border
Enforcement Security Task Force in approximately
April of 2009 and began investigating a drug traffick-
ing case that involved Defendant Carey and others.
Agent Krall testified that he was aware of Carey and
codefendants Adrian Madrid and Javier Lacarra.
Agent Krall testified that he was not aware of Jose
Hernandez. Agent Krall testified that “the MO of the
organization was to cross the border with a spare tire
loaded with . . . cocaine.” (ECF No. 347 at 22). Agent
Krall testified that he drew links to Carey from the
arrest of Francisco Noriega in Mexico. Agent Krall
wrote in a report that the investigation targeted “in-
ternational drug smuggling cells with ties to firearms
and bulk cash smuggling.” Id. at 25. Agent Krall tes-
tified that his task force investigation included pri-
marily HSI and DEA, and that ATF played a minor
role. Agent Krall testified that he wrote reports and
placed information into his agency database during
the investigation sharing information with the inves-
tigating team.

Agent Krall testified that he installed a tracking
device on Defendant Carey’s vehicle early in 2010 and
that the tracking device showed that Carey traveled
to Irvine on February 21, 2010 and February 22, 2010.

Agent Krall testified that he learned of the March
17, 2010 seizure of drugs and money in the evening
after the seizure. Agent Krall testified that he met
with Agent Meltzer a day or two after the seizure.
Agent Krall testified that prior to March 17, 2010, he
did not know about the Irvine residence where the
drugs were seized, he had not shared any information
with Agent Meltzer, and he had not involved the FBI
in his investigation at all.
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CONTENTIONS OF THE PARTIES

Defendant Carey contends that Agent Meltzer
knew or should have known well before the wiretap on
T-14 went live on March 5, 2010 that there would be
non-Escamilla target group speakers. Defendant as-
serts that any attempt at minimization would have
quickly led the agents to conclude that the intercepted
calls on T-14 were not pertinent to the Escamilla war-
rant. Defendant asserts that “the Escamilla co-con-
spirators communicated exclusively in Spanish and
the Carey co-conspirators did not.” (ECF No. 351 at
10). Defendant asserts that Agent Meltzer’s familiar-
ity with the violent drug trafficking methods of the
Escamilla group should have led the agent to the con-
clusion that the calls intercepted on T-14 were unre-
lated to the Escamilla conspiracy. Defendant asserts
that substantial overlap with the investigation of HSI
Agent Krall establishes that Agent Meltzer realized at
least as early as March 15, 2010 that the target of his
wiretap was not Escamilla but rather Carey and his
coconspirators. Defendant asserts that Agent Meltzer
knew that the Escamilla targets utilized a “use and
drop” policy regarding cell phones. Defendant asserts
that there was no reason for him to believe that there
would be a wiretap on a new phone that he purchased
in a sealed box.

Plaintiff United States contends that agents were
unable to conclusively determine whether Carey or
others intercepted on T-14 from March 10, 2010 to
March 17, 2010 were involved in the activities tar-
geted by the Cross Border Task Force. Plaintiff
United States asserts that Agent Melzer and Agent
Krall did not find any overlap between their investi-
gations beyond the T-14 intercepts and the March 17
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seizures but never concluded that the persons inter-
cepted on T-14 were not a part of the Escamilla organ-
ization. Plaintiff United States asserts that the
agents had no reason to question whether the drug
dealings on T-14 were connected to the Escamilla tar-
get prior to the March 17 seizures and the stop of the
intercepts on T-14. Plaintiff United States asserts
that the agents had no reason to suspect or conclude
that an unrelated drug trafficker had acquired and
used a discarded tapped phone. Plaintiff United
States asserts that Agent Meltzer reasonably con-
cluded that Escamilla Estrada had given the phone to
an unidentified associate in the Escamilla conspiracy.

APPLICABLE LAW

The Fourth Amendment provides an excep-
tion to the warrant or probable cause require-
ment when police see contraband in “plain
view.” We adopt a similar principle today and
hold that the police may use evidence obtained
in “plain hearing” when they overhear speak-
ers unrelated to the target conspiracy while
listening to a valid wiretap, without having
complied with the Wiretap Act requirements
of probable cause and necessity as to those
specific speakers. However, the agents must
discontinue monitoring the wiretap once they
know or reasonably should know that the
phone calls only involved speakers outside the
target conspiracy. Cf. Maryland v. Garrison,
480 U.S. 79, 87,107 S.Ct. 1013, 94 L.Ed.2d 72
(1987).

Carey, 836 F.3d at 1093-94. In Maryland v. Garrison,
the police officers obtained a search warrant for
McWebb’s apartment. 480 U.S. at 80. At the time the
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officers obtained the search warrant, the officers “rea-
sonably believed that there was only one apartment
on the premises described in the warrant. In fact, the
third floor was divided into two apartments, one occu-
pied by McWebb and one by respondent Garrison.” Id.
After entering Garrison’s apartment and finding her-
oin, cash, and drug paraphernalia, the officers real-
ized that the third floor contained two apartments and
discontinued the search. At the time of the search,
“[a]ll of the officers reasonably believed that they were
searching McWebb’s apartment.” Id. at 81. In decid-
ing whether to suppress the evidence the officers
found in Garrison’s apartment, the Supreme Court
stated that “we must judge the constitutionality of
their conduct in light of the information available to
them at the time they acted.” Id. at 85. The Supreme
Court concluded:

If the officers had known or should have
known, that the third floor contained two
apartments before they entered the living
quarters on the third floor, and thus had been
aware of the error in the warrant, they would
have been obligated to limit their search to
McWebb’s apartment. Moreover, as the offic-
ers recognized, they were required to discon-
tinue the search of respondent’s apartment as
soon as they discovered that there were two
separate units on the third floor and therefore
were put on notice of the risk that they might
be in a unit erroneously included within the
terms of the warrant. The officers’ conduct
and the limits of the search were based on the
information available as the search pro-
ceeded. . ..
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[TThe validity of the search of respondent’s
apartment pursuant to a warrant authorizing
the search of the entire third floor depends on
whether the officers’ failure to realize the
overbreadth of the warrant was objectively
understandable and reasonable. Here it un-
questionably was. The objective facts availa-
ble to the officers at the time suggested no dis-
tinction between McWebb’s apartment and
the third-floor premises.

Id. at 86-88.
RULING OF THE COURT

In this case, the Court must determine whether
the “agents knew or should have known that they
were listening to calls outside of the Escamilla con-
spiracy.” Carey, 836 F.3d at 1098. This determination
must be made “in light of the information available to
them at the time they acted.” Maryland v. Garrison,
480 U.S. at 85.

Agent Meltzer obtained authorization to intercept
the calls on T-14 by an order issued on March 5, 2010.
Agent Meltzer reasonably believed that calls on T-14
were associated with the Heredia-Escamilla target in-
vestigation based upon information that an informant
had consensually recorded more than forty calls in the
Spanish language with Escamilla Estrada at the T-14
number from February 9, 2010 to March 4, 2010.
There were no calls on T-14 for five days. On March
10, 2010, the initial call was in the English language
with the speaker stating that this was “Mr. Keys’ new
number.” The calls subsequently intercepted on T-14
from March 10, 2010 to March 17, 2010 were in the
Spanish language. The calls between March 10, 2010
and March 17, 2010 were related to the smuggling of
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narcotics from Mexico and the transportation of cur-
rency to Mexico, consistent with the target investiga-
tion.

Prior to March 17, 2010, Agent Meltzer was in-
formed that the person using T-14 was not Ignacio Es-
camilla Estrada and that the calls remained con-
sistent with the criminal activity under investigation.
Agent Meltzer continued to reasonably believe that
the person using T-14 was affiliated with the known
targets or a person who was part of the Escamilla con-
spiracy. In light of the information available to Agent
Meltzer prior to March 17, 2010, Agent Meltzer rea-
sonably believed that the T-14 calls were related to
the Escamilla investigation. Agent Meltzer did not
know and had no reason to know that the person using
T-14 from March 10, 2010 to March 17, 2010 could be
unrelated to the Escamilla conspiracy. Agent Meltzer
had no way to know that a phone with the T-14 num-
ber was for sale at a cell phone storefront vendor lo-
cated in Tijuana on March 10, 2010. Agent Meltzer
had no way to know that a purportedly unrelated drug
dealer had purchased a phone with the T-14 number
and used the phone to sell controlled substances in a
conspiracy unrelated to the Escamilla conspiracy.

On March 17, 2010, Agent Meltzer learned that
the information intercepted from the T-14 line led to
the drug seizure at the Irvine residence, and that the
associated individuals could be linked to a separate
investigation conducted by HSI Agent Krall. This link
was confirmed two days later when Agent Meltzer met
with DEA and HSI agents, and it was determined that
there was no additional overlap between the two in-
vestigations. No communications were intercepted on
T-14 after the agent determined that the two investi-
gations were separate. There were no interceptions
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on the T-14 line after any agent knew or should have
known that the phone calls on the T-14 line could in-
volve callers outside the scope of the Escamilla con-
spiracy and the scope of the wiretap order.

The testimony provided by Agent Meltzer and
Agent Krall was entirely consistent and credible. The
agents worked separate investigations. There is no
evidence that Agent Meltzer or Agent Krall were
aware of any overlap between their investigations or
should have been aware of any overlap. The March
15, 2010 surveillance did not provide any facts to in-
dicate that T-14 was not being used by the Escamilla
organization. The “objective facts available to [the
agents prior to March 17, 2018] suggested” that T-14
continued to be used by the Escamilla conspirators.
See Maryland v. Garrison, 480 U.S. at 88. The agents
did not know and had no reason to know that the per-
son speaking on the tapped line was not involved in
the target conspiracy. The Court concludes that the
agents were not required to cease the wiretap and the
motion to suppress the evidence is denied.

In this case, Defendant entered a conditional
guilty plea pursuant to Fed. R. Crim. P 11(a)(2) which
states:

With the consent of the court and the govern-
ment, a defendant may enter a conditional
plea of guilty or nolo contendere, reserving in
writing the right to have an appellate court re-
view an adverse determination of a specific
pretrial motion. A defendant who prevails on
appeal may then withdraw the plea.

Fed. R. Crim. P 11(a)(2). The “specific pretrial mo-
tion” reserved for appeal was Defendant’s motion to
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suppress wiretap evidence,' and Defendant’s motion
to wiretap suppress the wiretap evidence is denied.
Having not succeeded in suppressing any evidence,
there is no “erroneously denied suppression motion”
which contributed to the Defendant’s “decision to
plead guilty.” See United States v. Lustig, 830 F.3d
1075, 1087 (9th Cir. 2016). Defendant has not pre-
vailed on appeal and is not entitled to withdraw his
plea under Rule 11(a)(2). The Judgment entered on
April 23, 2014 is reentered for the purposes of any fur-
ther appeal.?

IT IS HEREBY ORDERED that the motions to
suppress wiretap evidence (ECF Nos. 57, 351) are de-
nied. The Judgment entered on April 23, 2014 is
hereby reentered for the purposes of any further ap-
peal. Any Notice of Appeal must be filed “within 14
days” of this order. Fed. R. App. P. 4 (b)(1).

DATED: October 25, 2018

/s/ William Q. Hayes
WILLIAM Q. HAYES
United States District Judge

1 ECF No. 57.

2 The minute entry (ECF No. 282) entered on October 4, 2016
is vacated.
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APPENDIX C

FOR PUBLICATION

UNITED STATES COURT OF APPEALS
FOR THE NINTH CIRCUIT

UNITED STATES OF
AMERICA,

Plaintiff-Appellee,

V.

No. 14-50222

D.C. No.
3:11-cr-00671-WQH-1
MICHAEL CAREY,
AKA Garrocha,

Defendant-Appellant. OPINION

Appeal from the United States District Court
for the Southern District of California
William Q. Hayes, District Judge, Presiding

Argued and Submitted May 6, 2016
Pasadena, California

Filed September 7, 2016

Before: Alex Kozinski, William A. Fletcher,
and Ronald M. Gould, Circuit Judges.

Opinion by Judge Gould;
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SUMMARY*
Criminal Law

The panel vacated the district court’s order deny-
ing the defendant’s motion to suppress evidence de-
rived from the use of wiretaps.

The panel held that police may use evidence ob-
tained in “plain hearing” when they overhear speak-
ers unrelated to the target conspiracy while listening
to a valid wiretap, without having complied with the
Wiretap Act requirements of probable cause and ne-
cessity as to those specific speakers, but that agents
must discontinue monitoring the wiretap once they
know or reasonably should know that the phone calls
only involved speakers outside the target conspiracy.

Because the record does not show exactly when
agents knew or should have known that the phone
conversations did not involve the persons involved in
the target conspiracy, the panel vacated the district
court’s denial of the motion to suppress and remanded
to the district court on an open record to determine
what evidence was lawfully obtained in “plain hear-
ing.”

Judge Kozinski dissented from the part of the
opinion where the majority remands on an open rec-
ord. He wrote that if the record does not show
whether the agents reasonably believed that the con-
spiracies were related until after a traffic stop, the de-
fendant, who presented no evidence contradicting an
agent’s sworn declaration, has only himself to blame.

* This summary constitutes no part of the opinion of the court.
It has been prepared by court staff for the convenience of the
reader.
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OPINION
GOULD, Circuit Judge:

Acting pursuant to the Wiretap Act, 18 U.S.C.
§§ 251022, federal agents secured a wiretap order for
a San Diego phone number based on evidence that Ig-
nacio Escamilla Estrada (Escamilla) was using the
number in a drug smuggling and distribution conspir-
acy. Agents monitoring the wiretap overheard drug-
related phone conversations. At some point during a
seven-day period, the agents realized that Escamilla
was not using the phone. Agents continued listening,
however, believing at least initially that the people
speaking on the phone might have been part of the
Escamilla conspiracy. The seven days of wiretap mon-
itoring culminated in a traffic stop, and agents then
confirmed that the persons on the phone had no con-
nection to Escamilla.

Appellant Michael Carey was eventually identi-
fied as a speaker in some of the phone calls, and he
was then charged with conspiracy to distribute co-
caine. Carey moved to suppress the evidence obtained
from the wiretaps, arguing that the government vio-
lated the Wiretap Act by never applying for a wiretap
as to him or his coconspirators. The district court de-
nied the motion, ruling that the government could rely
on the Escamilla order to listen to Carey’s conversa-
tions.

The Fourth Amendment provides an exception to
the warrant or probable cause requirement when po-
lice see contraband in “plain view.” We adopt a simi-
lar principle today and hold that the police may use
evidence obtained in “plain hearing” when they over-
hear speakers unrelated to the target conspiracy
while listening to a valid wiretap, without having
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complied with the Wiretap Act requirements of prob-
able cause and necessity as to those specific speakers.
However, the agents must discontinue monitoring the
wiretap once they know or reasonably should know
that the phone calls only involved speakers outside
the target conspiracy. Cf. Maryland v. Garrison, 480
U.S. 79, 87 (1987).

The district court did not apply these principles,
and the record in this case does not show exactly when
agents knew or should have known that the phone
conversations did not involve Escamilla and his cocon-
spirators. We vacate the district court’s denial of
Carey’s motion to suppress and remand to the district
court on an open record to determine what evidence
was lawfully obtained in “plain hearing.”

I

On March 5, 2010, the district court granted FBI
Special Agent Christopher Melzer’s application for a
wiretap order for several phone numbers thought to
be associated with a drug conspiracy led by Ignacio
Escamilla Estrada (Escamilla). The phone number
designated “T-14” was believed to belong to Escamilla.
The wiretap of T-14 went live on March 5, although no
calls were intercepted until March 10.

Starting on the 10th, the agents overheard “drug-
related” calls, but at some point the agents realized
that the person using T-14 was not Escamilla. The
agents did not know who the people speaking on T-14
were, although Melzer initially “thought the callers
and calls might still be affiliated with [the] known tar-
gets or part of the criminal activity [he] was investi-
gating.” Melzer consulted with federal prosecutors,
and agents continued to monitor the calls.
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On the morning of March 17, 2010, agents inter-
cepted a call indicating that someone would be travel-
ing with “invoices” (believed to be code for drug
money). The agents coordinated with local police of-
ficers to execute a traffic stop on a car involved in the
phone calls. Officers identified the driver as Adrian
Madrid and searched the vehicle, finding cash and a
cellphone tied to the T-14 number. Officers then ob-
tained a search warrant for a related residence and
found cocaine. Now knowing Madrid’s identity,
Melzer learned that there was an ongoing DEA/ICE
investigation into Madrid and his associates. Melzer
met with ICE and DEA agents, and they concluded
that there was no “overlap” between the Madrid and
Escamilla conspiracies.

Agents later identified Carey as a member of Ma-
drid’s conspiracy.! Carey was indicted in February
2011 for conspiracy to distribute cocaine in violation
of 21 U.S.C. §§ 841(a)(1) and 846. He filed a motion to
suppress “any and all evidence derived from the use of
wiretaps,” arguing that the government failed to com-
ply with the Wiretap Act, 18 U.S.C. §§ 2510-22, with
respect to Carey and his coconspirators. In Carey’s
view, the government instead had unlawfully “relie[d]
on the validity of the Escamilla order to justify the in-
dependent and unrelated use of wiretap surveillance
against Mr. Carey.” Carey also requested a Franks?
hearing to “fill in the holes” of a declaration by Special
Agent Melzer that had been submitted to the district

! Phone calls intercepted by the wiretap referred to “Garrocha,”
apparently Carey’s nickname, but the record does not show when
agents made that connection. The record also does not reveal how
Carey’s associate, Jose Antonio Hernandez-Gutierrez, ended up
with Escamilla’s phone number.

2 See Franks v. Delaware, 438 U.S. 154 (1978).
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court to explain the agents’ and officers’ actions in con-
nection with the wiretap.

The district court denied the motion to suppress,
reasoning that the government had complied with the
statute to obtain the wiretap order against Escamilla
and holding that “[t]here was no requirement for a
separate showing of necessity once the agents con-
cluded that T-14 was not primarily used by Escamilla.
The agents reasonably believed that the callers and
calls might be affiliated with Escamilla or other of-
fenses.” Carey pled guilty in an agreement that pre-
served his right to appeal the denial of his motion to
suppress. Carey’s appeal was timely and we have ju-
risdiction under 28 U.S.C. § 1291.

II

In 1967, the Supreme Court issued two opinions
discussing the constitutionality of certain phone sur-
veillance techniques. In Berger v. New York, 388 U.S.
41 (1967), the Court invalidated a New York wiretap
statute as “too broad in its sweep resulting in a tres-
passory intrusion into a constitutionally protected
area.” Id. at 44. Then in Katz v. United States, 389
U.S. 347 (1967), the Court held that federal agents vi-
olated the Fourth Amendment by eavesdropping on
and recording a telephone call without a warrant. Id.
at 348, 357-59.

Congress took note of these foundational decisions
when passing the Omnibus Crime Control and Safe
Streets Act of 1968. See United States v. U.S. Dist. Ct.
for the E. Dist. of Mich., 407 U.S. 297, 302 (1972). Ti-
tle I, which is known colloquially as the Wiretap Act,
prescribes certain procedures that the government
must follow to secure judicial authorization for a wire-
tap. See United States v. Giordano, 416 U.S. 505, 507
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(1974) (citing 18 U.S.C. §§ 2510-20). The government
must demonstrate probable cause that a particular of-
fense has been or will be committed, see 18 U.S.C.
§ 2518(1)(b); United States v. Kahn, 415 U.S. 143, 155
(1974), and the government must demonstrate “neces-
sity” for the wiretap by showing that traditional in-
vestigative procedures did not succeed or would be too
dangerous or unlikely to succeed if tried, see 18 U.S.C.
§ 2518(1)(c); United States v. Blackmon, 273 F.3d
1204, 1207 (9th Cir. 2001). The statute also requires
the government to adopt minimization techniques to
“reduce to a practical minimum the interception of
conversations unrelated to the criminal activity under
investigation.” United States v. McGuire, 307 F.3d
1192, 1199 (9th Cir. 2002); see 18 U.S.C. § 2518(5).

If the government uses a wiretap in violation of
the statute, evidence obtained from the wiretap is in-
admissible against the conversation’s participants in
a criminal proceeding. Giordano, 416 U.S. at 507-08;
see 18 U.S.C. § 2515. Carey argues that suppression
is warranted here because the government did not
comply with these statutory requirements as to him
or his coconspirators—the government’s wiretap ap-
plication instead demonstrated probable cause and
necessity only as to Escamilla’s conspiracy.

As a preliminary matter, the government argues
that the only Wiretap Act argument Carey has pre-
served is his necessity argument: whether the agents
violated 18 U.S.C. § 2518(1)(c) by listening to Carey’s
phone calls without first trying “other investigative
procedures” or explaining “why they reasonably ap-
pear to be unlikely to succeed if tried or to be too dan-
gerous.” At oral argument on appeal, the government
further suggested that Carey’s argument that the gov-
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ernment could not rely on the Escamilla wiretap to lis-
ten to Carey’s calls was an argument about the proper
“execution of the order” rather than “the necessity
showing.”

In this context, however, we see no meaningful
difference between the argument presented to the dis-
trict court and that presented on appeal. While
Carey’s suppression brief primarily discussed neces-
sity, he argued in substance that the government
could not “rel[y] on the validity of the Escamilla order
to justify the independent and unrelated use of wire-
tap surveillance against Mr. Carey.” The government
recognized that this was the premise of Carey’s argu-
ment, responding with its view that “agents properly
continued to intercept T-14 even after determining
Escamilla was not the primary user.” And this claim
was further fleshed out before the district court when,
in dialogue with the judge, Carey’s lawyer argued that
“[a]t the point in that time during that 15-day period
they [the agents] realize this is a separate and distinct
conspiracy group of people, they have to stop” and
“make the required showing, obtain the authorization
for the wiretap for that separate and distinct group of
people.” Even on appeal the government recognizes in
its brief that “the circumstances under which inter-
ception occurred” were placed “squarely at issue” in
Carey’s suppression motion, which charged that
“Melzer knew, at the time of interception, the T-14
calls were ‘unrelated to the Escamilla investigation.”

Carey’s arguments to the district court adequately
conveyed the thrust of his argument on appeal that
the Escamilla wiretap order did not authorize the gov-
ernment to listen to Carey’s phone calls. Carey’s
claim is preserved.
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Turning to the question whether agents could law-
fully use the Escamilla wiretap to listen to Carey’s
conversations, we note that there is a lack of Ninth
Circuit precedent squarely on point. While the Wire-
tap Act allows officials to intercept and use calls “re-
lating to offenses other than those specified in the or-
der of authorization or approval,” 18 U.S.C. § 2517(5),
we have found no case in which this statutory provi-
sion was used to authorize officers to listen to people
who were unaffiliated with the initial wiretap sub-
jects.? Carey cites several cases for the proposition
that the necessity showing in a wiretap application
must be specifically tailored to the target subjects,*
but none of these cases involves a situation in which a
concededly valid wiretap order was used to obtain ev-
idence of an unrelated person’s crime.

Here the government showed necessity and prob-
able cause for a wiretap of the target conspiracy. But
what happens when a wiretap that is valid at its in-
ception is later used to listen to someone who is not

3 See United States v. Reed, 575 F.3d 900, 911 (9th Cir. 2009)
(allowing government to introduce calls of Jackson intercepted
on a wiretap for Reed when agents initially thought the phone
was Reed’s, Jackson was a “previously unknown associate of
Reed,” and “the record shows that TT10 was being used in the
furtherance of Reed’s PCP enterprise”); United States v. Baker,
589 F.2d 1008, 1011 (9th Cir. 1979) (per curiam) (allowing gov-
ernment to introduce calls of Baker intercepted on a wiretap for
Judd when Baker was speaking to Judd). While the government
relies on these cases, it concedes that they “are not perfect fits.”

4 See, e.g., United States v. Staffeldt, 451 F.3d 578, 579 (9th Cir.
2006); United States v. Gonzalez, Inc., 412 F.3d 1102, 1115 (9th
Cir. 2005); Blackmon, 273 F.3d at 1208-09.
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involved in the conspiracy under surveillance? It is
that novel question to which we turn our attention.

The Seventh Circuit has addressed a similar situ-
ation in dicta. Writing for that court, then-Chief
Judge Posner explained, “It is true that if government
agents execute a valid wiretap order and in the course
of executing it discover that it was procured by a mis-
take and at the same time overhear incriminating
conversations, the record of the conversations is ad-
missible in evidence. It is just the ‘plain view’ doctrine
translated from the visual to the oral dimension.”
United States v. Ramirez, 112 F.3d 849, 851 (7th Cir.
1997) (internal citations omitted). “But,” the court
continued, “once the mistake is discovered, the gov-
ernment cannot use the authority of the warrant, or
of the [wiretap] order, to conduct a search or intercep-
tion that they know is unsupported by probable cause
or is otherwise outside the scope of the statute or the
Constitution.” Id. at 852 (citing Maryland v. Garri-
son, 480 U.S. 79, 87 (1987)).> We conclude that the
Seventh Circuit’s observations are persuasive.

These conclusions are drawn by analogy to Fourth
Amendment case law. In Maryland v. Garrison, 480
U.S. 79 (1987), officers secured a warrant for Law-
rence McWebb’s residence at “2036 Park Avenue third
floor apartment.” Id. at 80. When the officers entered,
they “reasonably concluded” that the third floor was
only one apartment unit, but they soon discovered
that the floor was divided into two apartments—one
McWebb’s, the other Garrison’s. Id. at 81. Before the

5 This discussion in Ramirez was dicta because the court held
that the wiretap was not being used illegally when agents mis-
takenly listened to phone calls in Minnesota rather than Wiscon-
sin. Id. at 852-53.



3la

officers realized that, they saw drug contraband in
Garrison’s apartment. Id. at 80. The Court held that
the search “[p]rior to the officers’ discovery of the fac-
tual mistake” did not violate the Fourth Amendment
so long as the officers’ failure to realize the mistake
“was objectively understandable and reasonable.” Id.
at 88.

But at the same time, the Court emphasized that
the officers “were required to discontinue the search
of respondent’s apartment as soon as they discovered
that there were two separate units on the third floor
and therefore were put on notice of the risk that they
might be in a unit erroneously included within the
terms of the warrant.” Id. at 87. We have applied this
rule from Garrison in similar situations. See, e.g.,
Mena v. City of Simi Valley, 226 F.3d 1031, 1038-39
(9th Cir. 2000); Liston v. County of Riverside, 120 F.3d
965, 979 (9th Cir. 1997) (“Until the officers learned
that they were in the wrong house, the officers could
have reasonably believed . .. that the way they con-
ducted the search was lawful. . . . But once they knew
the house belonged to the Listons, their search was no
longer justified.”).

Despite the Seventh Circuit’s decision in Ramirez,
both the government and Carey resist the application
of this doctrine to the wiretap context. Carey states
that Garrison “has limited application to wiretaps” be-
cause of the procedural requirements of the Wiretap
Act. This argument is unavailing because the govern-
ment did comply with the statute to get a valid wire-
tap for Escamilla on T-14. The question here is
whether the government could use that valid wiretap
to listen to unrelated people’s phone calls—a concern
that mirrors the question in Garrison whether officers
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could rely on a valid warrant for entry into an unre-
lated person’s apartment.

The government, on the other hand, argues that
the agents could continue monitoring the wiretap
even after realizing that they were not listening to the
target conspiracy. The government urges that the
wiretap order in this case authorized interception of
drug calls by “others yet unknown” over T-14. In the
government’s view, Carey is such an unknown person.
Read in context, however, the wiretap order does not
extend to unknown people not involved in the Esca-
milla conspiracy.

Having carefully reviewed the full record, includ-
ing any portions filed under seal, we conclude that the
provisions of the wiretap order persuasively indicate
that the unknown people referred to in the wiretap or-
der must be involved with the Escamilla conspiracy;
the order does not authorize the wiretap of “others yet
unknown” participating in a conspiracy “yet un-
known.” Moreover, the wiretap order could not au-
thorize surveillance of an unknown conspiracy be-
cause the statute requires agents to demonstrate
probable cause and necessity to procure a wiretap or-
der. 18 U.S.C. § 2518(1)(b)—(c). Agent Melzer’s affi-
davit contained probable cause that “others yet un-
known” were participating in the Escamilla conspir-
acy, but it understandably contained no information
about unknown people engaged in drug trafficking
outside the Escamilla conspiracy.

The government also argues that agents could lis-
ten to Carey’s conversations because the Wiretap Act
permits the collection of evidence of other crimes un-
der 18 U.S.C. § 2517(5). That provision authorizes the
government to use “communications relating to of-
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fenses other than those specified in the order of au-
thorization or approval.” But importantly—and fa-
tally to the government’s argument—the statute does
so only when officers are “engaged in intercepting
wire, oral, or electronic communications in the man-
ner authorized herein.” 18 U.S.C. § 2517(5). Because
the order does not authorize agents to listen to conver-
sations by individuals outside the Escamilla conspir-
acy for the reasons stated above, this provision does
not help the government here.

In short, we see no reason to depart from princi-
ples requiring cessation of a wiretap once the govern-
ment knows or reasonably should know that the per-
son speaking on the tapped line is not involved in the
target conspiracy. See Ramirez, 112 F.3d at 851-52.
The government may use evidence obtained from a
valid wiretap “[p]rior to the officers’ discovery of [a]
factual mistake” that causes or should cause them to
realize that they are listening to phone calls “errone-
ously included within the terms of the” wiretap order.
Cf. Garrison, 480 U.S. at 87-88. And once the officers
know or should know they are listening to conversa-
tions outside the scope of the wiretap order, they must
discontinue monitoring the wiretap until they secure
a new wiretap order, if possible. Cf. id. at 87.

IV

Applying this rule to Carey’s case, we first note
that Carey does not challenge the validity of the wire-
tap order as to Escamilla, so the agents were justified
in initially listening to the conversations on T-14. But
because the order did not authorize agents to listen to
Carey or his associates, the government may only use
evidence obtained in accordance with the “plain hear-
ing” doctrine discussed above.
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The record does not indicate what evidence was
obtained before the agents knew or should have
known that they were listening to calls outside of the
Escamilla conspiracy. Melzer’s declaration stated,
“Within that time frame [March 10-17], after an
amount of time that I do not recall exactly, we con-
cluded that the person using T-14 was not Ignacio Es-
camilla Estrada. We also did not know the identities
of the persons calling T-14.” While Melzer’s declara-
tion suggests that he “thought the callers and calls
might still be affiliated with” the Escamilla conspir-
acy, the record does not show whether he continued or
reasonably could have continued to hold that belief
through March 17. In fact, at some point agents con-
sulted with federal prosecutors about whether they
could or should continue to intercept calls on the wire-
tap.

It is unclear how much of the government’s wire-
tap evidence may fall outside of the “plain hearing”
doctrine. Because the parties staked out polarized po-
sitions before the district court—the government ar-
guing for all wiretap evidence, Carey for none of it—
and because the district court adopted the govern-
ment’s position in denying the motion to suppress, the
record lacks the findings necessary to determine what
evidence was admissible against Carey.® We vacate

6 Carey “alternatively” sought a Franks hearing to “fill in the
holes” in Melzer’s declaration. But this request does not fit into
the Franks v. Delaware, 438 U.S. 154 (1978), framework because
the Melzer declaration was not an affidavit supporting a wiretap
application. See id. at 171-72 (explaining purpose of Franks
hearing is to explore possible falsehoods in affidavit supporting
request for search warrant); United States v. Ippolito, 774 F.2d
1482, 1484-85 (9th Cir. 1985) (applying Franks to wiretap appli-
cations).
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the district court’s order denying the motion to sup-
press and remand on an open record to determine
what evidence is admissible against Carey under the
legal framework set forth above.

The dissent argues that Carey forfeited this relief
by “fail[ing] to demonstrate in the district court that
any evidence should be suppressed under the rule he
advocated.” Dissent at 22. This conclusion appears to
stem from the dissent’s premise that “Carey can
hardly be surprised by the ‘plain hearing’ rule we
adopt today” because he advocated for a similar rule
in the district court. Dissent at 18.

We disagree with this conclusion and its premise.
Carey’s primary argument in the district court was
broader than the rule we adopt today. He did not con-
cede that any evidence should be admitted under a
plain hearing rule. Instead, Carey contended that
“any and all evidence derived from the use of wire-
taps” should be suppressed. Carey argued that the
agents learned at some point that they were listening
to an unrelated conspiracy, and therefore the wiretap
order was invalid because it did not establish neces-
sity as to him.

Also, while the dissent is correct that Carey did
not present evidence “contradicting Agent Melzer’s
sworn declaration,” dissent at 18, Carey argued to the
district court that Melzer’s declaration was lacking
“specifically what level of knowledge [the agents] had
between — when the wiretap started on March 10th
through to March 17th.” The dissent repeatedly em-
phasizes that Carey did not contest the accuracy of
Agent Melzer’s declaration. This is true, but beside
the point. Carey’s objection was not that the declara-
tion was inaccurate; his objection was that it was in-
complete. The district court recognized Carey’s belief
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that “there are things that are not in his declaration
that you believe would be relevant facts,” and the
court was aware of Carey’s alternate request to take
evidence about Melzer’s level of knowledge regarding
the relationship between Escamilla and the phone
calls. But because the district court then applied the
wrong legal standard, the district court did not believe
that any additional evidence was necessary.’

As stated above, Carey and the government took
polarized positions before the district court, and the
correct legal standard lay somewhere in between. In
such circumstances, we conclude that the proper
course is to allow the parties to present more evidence
on remand to determine whether any evidence should
be suppressed under the proper legal standard that
we have now declared.

VACATED AND REMANDED.

" The dissent faults us for this “oblique suggestion,” dissent at
21, but it is clear to us that Carey was seeking a Franks hearing
to learn more about Melzer’s knowledge of the speakers heard
over the wiretap. As we acknowledged above, see note 6 supra,
that is not a proper purpose of a Franks hearing. But counsel’s
mislabeling of his request does not change the fact that Carey’s
counsel put the district court on notice that counsel thought ad-
ditional evidence could be necessary to resolve the suppression
motion. And had the district court applied the correct legal
standard, it would have recognized additional evidence was
needed.
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KOZINSKI, Circuit Judge, dissenting:

I join my colleagues insofar as they hold that the
government may use evidence obtained from a valid
wiretap until “officers know or should know they are
listening to conversations outside the scope of the
wiretap order.” Op. at 14. But I dissent from Part IV
of the opinion where the majority remands with in-
structions that the district court apply this rule to
Carey’s case on an open record. If, as the majority rec-
ognizes, the “record does not show” whether the fed-
eral agents reasonably believed that the conspiracies
were related until after the traffic stop, op. at 15,
Carey has only himself to blame. He presented no ev-
idence contradicting Agent Melzer’s sworn declara-
tion.

Carey can hardly be surprised by the “plain hear-
ing” rule we adopt today: As the majority acknowl-
edges, “Carey argued that the agents learned at some
point that they were listening to an unrelated conspir-
acy,” op. at 16, but he failed to identify a specific point.
Instead, Carey relied only on the fact that the officers
listened for seven days to the conversations on the
phone.

But the length of time the officers listened is
hardly dispositive of whether they realized or should
have realized they were listening to a different con-
spiracy than the one covered by the warrant. That
depends on what the officers heard and when they
heard it. While agents eventually realized that Esca-
milla wasn’t using the phone, the wiretap order also
permitted them to intercept conversations of Esca-
milla’s unknown co-conspirators. The agents could
have reasonably believed that Escamilla had passed
the phone to a confederate. FBI Agent Melzer de-
clared under oath that he “thought the callers and
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calls might still be affiliated with [the] known targets
or part of the criminal activity [he] was investigating.”
He claims he didn’t definitively learn until after the
traffic stop that the calls were unrelated to the Esca-
milla conspiracy. By expressly refusing to challenge
the Melzer declaration, Carey conceded the point.

The majority is mistaken in saying that “Carey’s
primary argument in the district court was broader
than the rule we adopt today.” Op. at 16. Here’s what
Carey’s lawyer argued in his motion in the district
court:

Mr. Carey concedes the FBI reasonably be-
lieved the intercepted calls from T-14 could be
related to the Escamilla conspiracy, at the be-
ginning of interception. At some point, how-
ever, during the daily interceptions, with the
number of calls mounting with new intercept-
ees, it became less reasonable for the FBI to
continue to believe this new conspiracy was
related to Escamilla. As the Court is well
aware, the FBI’s investigation into the Esca-
milla conspiracy was vast and extensive. At
some point, between March 10 to March 17,
2010, the FBI had to have realized that th[e]
T-14 interceptions were part of a separate con-
spiracy—separate from, and unrelated to, the
Escamilla conspiracy for which the wiretap
was authorized.

When they knew, they should have
stopped, worked with other law enforcement
agencies investigating the Carey conspiracy
and proceeded with a proper, traditional in-
vestigation. Instead, the FBI, knowing at
some point that they were no longer investi-
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gating Escamilla and his co-conspirators, con-
tinued to monitor T-14 under the auspices and
authority of the Escamilla wiretap.

And here’s what Carey’s lawyer said to the district
court during oral argument:

It is our position that at some point along that
week as the calls were coming in, as the inter-
ceptees were being intercepted and they were
not connected to the Escamilla extensive in-
vestigation, that the reasonableness of that
agent to believe that was somehow related to
Escamilla diminished. It diminished per call
per day, all the way to the end of the week that
where it is unreasonable then—where it
started out being reasonable by the end of the
week [sic].

Carey never identified a specific point when it be-
came unreasonable for the agents to believe that they
were still listening to the Escamilla conspiracy. Carey
was given full discovery and thus had access to the
recordings and transcripts of the intercepted phone
conversations. If he believed that the agents should
have known prior to the traffic stop that this was a
different conspiracy, he could have pointed this out to
the district court. Instead, he offered no evidence and
explicitly declined to dispute the accuracy of Melzer’s
statement:

The Court: From your standpoint it is fair
to say that you don’t dispute the
accuracy that Mr. Melzer set
forth in his declaration? Your
argument is that, well, there
are things that are not in his
declaration that you believe
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would be relevant facts, but that
as far as a—there is no disa-
greement with his declaration.

That is an accurate statement.

So in deciding the motion, there
is no objection to the Court rely-
ing on facts set forth in this dec-
laration as true and as part of
the record.

I think that is a fair statement.

The majority is also mistaken in its oblique sug-
gestion that Carey was seeking to obtain additional
evidence or requested an evidentiary hearing “to take
evidence about Melzer’s level of knowledge regarding
the relationship between Escamilla and the phone
calls.” Op. at 17. Here’s what actually happened in

the district court:
[The Court]:

[Carey’s lawyer]:

Is there any evidentiary—any
witnesses in your view that
would be necessary for an evi-
dentiary hearing? It seems like
it is a legal matter to me.

Except for the Franks hearing—
outside of the Franks hearing, I
don’t see a need for an eviden-
tiary hearing, other than per-
haps Agent Crawl (phonetic)
from the DEA was conducting
the investigation while the FBI
was conducting the wiretap.
Outside of that I don’t see any
other relevant evidentiary pur-
poses.
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Carey thus expressly disowned the purposes the ma-
jority generously attributes to him. As for the Franks
hearing, the majority recognizes that it’s inapplicable
to this situation. Op. at 15.

This isn’t a case where we’ve announced an un-
foreseen rule, surprising a defendant who didn’t have
the opportunity to argue about its application in the
district court. Carey’s problem is that he failed to
demonstrate in the district court that any evidence
should be suppressed under the rule he advocated. I
would affirm the district court’s judgment rather than
give Carey a mulligan.
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APPENDIX D

UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF CALIFORNIA

UNITED STATES OF

AMERICA, CASE NO.

11CR671 WQH
Plaintiff,

VS.

MICHAEL CAREY (1) and
ADRIAN MADRID (3),

Defendant.

ORDER

May 24, 2012

HAYES, Judge:

The following motions are pending before the
Court: (1) the Motion to Suppress Wiretap Evidence
and to Order the Government to Produce a Bill of Par-
ticulars filed by Defendant Michael Carey (ECF No.
57); (2) the Motion to Suppress Evidence filed by De-
fendant Adrian Madrid; (ECF No. 69) and
(3) Amended Motion to Suppress filed by Defendant
Adrian Madrid (ECF No. 78).

On February 23, 2011, the grand jury returned an
indictment against Defendants Michael Carey, Jose
Antonio Hernandez-Gutierrez, Adrian Madrid,
Cuauthemoc Arturo Armendariz-Sandoval, and
Javier Lacarra for conspiracy to distribute cocaine in
violation of 21 U.S.C. §§ 841(a)(1) and 846. (ECF No.
1).

BACKGROUND FACTS

In March 2010, the United States applied for an
order authorizing the interception of wire communi-
cations over several phones, including (619) 740-9230
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(hereinafter T-14). At the time of the application, T-
14 was thought to be used by Ignacio Escamilla Es-
trada, a target in a FBI investigation. On March 5,
2010, the court authorized interception of T-14. From
March 10, 2010 to March 17, 2010, agents repeatedly
intercepted “drug-related” calls over T-14. (ECF No.
61-1 at 2). At some time during this one week period
of monitoring, the agents concluded that the person
using T-14 was not Ignacio Escamilla Estrada. The
agents continued to monitor T-14 because almost all
calls over T-14 were drug-related calls consistent with
the criminal investigation underway.

An intercepted call on the morning of March 17,
2010 indicated that Madrid would be “coming down”
with “invoices” on that day. (ECF No. 76-1 at 33.) In
response to the call, investigators took up surveillance
and observed Defendant Madrid arrive at an Irvine
residence in a Jeep Cherokee. Armendariz backed a
Toyota out of the residence’s garage, and Defendant
Madrid drove the Jeep Cherokee into the garage in its
place. Two hours later, Defendant Madrid drove the
Jeep Cherokee out of the garage and onto southbound
Interstate 5.

Investigators informed an Orange County Sher-
iff's Deputy that the Jeep Cherokee could be involved
with narcotics activity and instructed the deputy to
develop independent cause for a stop of the vehicle in
order to protect the overall investigation. The Sheriff
Deputy took up position on the freeway to intercept
the Jeep Cherokee. When the Jeep went by, the Sher-
iff Deputy pulled into traffic and followed the Jeep
Cherokee for one and one-half miles. The Sheriff Dep-
uty observed a broken tail light and stopped the Jeep
Cherokee for a violation of Vehicle Code 24525(a).
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The Sheriff's Deputy asked Defendant Madrid to
exit the vehicle, frisked, and handcuffed him. The
Deputy obtained consent to search the vehicle and uti-
lized a narcotics detector dog to assist in the search.
The dog alerted along the driver door panel, the rear
quarter panel, and the entire rear cargo area. No
drugs were discovered. Deputies discovered a black
nylon bag in the rear compartment area which con-
tained two large currency bundles of U.S. currency
vacuum-sealed in plastic. The total amount seized
was approximately $700,000. Deputies found two cell
phones in the vehicle, including the phone that De-
fendant Madrid had been intercepted on earlier in the
day.

On the same date, March 17, 2010, deputies ob-
tained a search warrant for the Irvine residence. Ar-
mendariz was inside. Deputies discovered 17 kilo-
grams of cocaine in a bedroom safe. Armendariz con-
sented to a search of the Toyota, which contained
three manufactured compartments and a false wall.

On or about March 17, 2010, Special Agent Chris-
topher Melzer, the FBI lead investigator, learned that
T-14 and associated individuals could be linked to a
separate investigation being conducted by ICE and
DEA. On March 19, 2010, Agent Melzer met with ICE
and DEA agents and determined that there was no

overlap between the two investigations other than the
T-14 calls.

On July 7, 2010, an indictment was filed as a re-
sult of the Escamilla investigation, charging 43 indi-
viduals with conspiracy to conduct enterprise affairs
through a pattern of racketeering activity. (United
States v. Heredia, 10CR3044-WQH). In May and June
2011, defendants in the Escamilla case filed Motions
to Suppress Wiretap Evidence. On August 24, 2011,
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the Court issued a written order in United States v.
Heredia denying all the Motions to Suppress Wiretap
Evidence. (ECF No. 808).

I. Motion to Suppress Wiretap Evidence
(ECF No. 57)

a. Contentions of the Parties

Defendant Carey contends the Court should sup-
press all evidence obtained as a result of the wiretaps
conducted on T-14 because the affidavits in support of
the warrant application failed to demonstrate neces-
sity. Defendant contends the order denying the mo-
tion to suppress wiretap evidence in the Escamilla
case (10CR3044 ECF No. 808) does not apply to the
Carey conspiracy. Defendant asserts the Government
was required to make a separate showing of necessity
for the new conspiracy once it concluded that T-14 was
not used by Escamilla in order to continue intercept-
ing calls on T-14. Defendant contends that there has
been no showing that the government tried traditional
investigative procedures, nor made a showing that
such attempts were reasonably unlikely to succeed if
tried prior to intercepting his calls.

The Government contends that the affidavit es-
tablished necessity for the wiretaps in the Escamilla
investigation. The Government contends that the
agents properly continued to intercept T-14 even after
determining Escamilla was not the primary user. The
Government contends that the intercepts may be used
for prosecution even if they relate to offenses other
than those named in the original order. The Govern-
ment contends that there is no “prerequisite to inter-
ception ... that the affidavit establish necessity to
wiretap unknown persons who proved to be actual in-
terceptees.” (ECF No. 61 at 7-8).
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b. Legal Standard

Authorization for a wiretap is based on probable
cause to believe that the telephone is being used to fa-
cilitate the commission of a crime, and the order need
not name any particular person if such person is un-
known. See 18 U.S.C. § 2518(1)(b)(iv); United States
v. Kahn, 415 U.S. 143, 157 (1974) (wiretap is proper
when there is “probable cause to believe that a partic-
ular telephone is being used to commit an offense but
no particular person is identifiable”); United States v.
Reed, 575 F.3d 900, 911 (9th Cir. 2009) (agents
properly continued to intercept phone after discover-
ing that Jackson, not Reed - the original suspected
user - was the “primary user” of the phone); see also
United States v. Nunez, 877 F.2d 1470, 1473 n. 1 (10th
Cir. 1989) (“[T]he government hals] no duty to estab-
lish probable cause as to each interceptee. It is suffi-
cient that there was probable cause to tap the
phone.”).

Identification of individuals whose communica-
tions will be intercepted is required “if known.” 18
U.S.C. § 2518(4)(a). The Supreme Court has con-
cluded that “Congress could not have intended that
the authority to intercept must be limited to those
conversations between a party named in the order and
others, since at least in some cases, the order might
not name any specific party at all.” Kahn, 415 U.S. at
157; see also United States v. Homick, 964 F.2d 899,
904 (9th Cir. 1992) (citing Kahn, 415 U.S. at 156-57)
(“[TThe government may seek a wiretap authorization
in order to discover the identities of suspected co-con-
spirators, and a conversation involving a party not
named in the authorization that reveals that party’s
involvement in the criminal activity under investiga-
tion is admissible.”).
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The necessity requirement is directed to the objec-
tive of the investigation as a whole, and not to any
particular person. If the Government can demon-
strate that ordinary investigative techniques would
not disclose information covering the scope of the drug
trafficking enterprise under investigation, then it has
established necessity for the wiretap. See United
States v. McGuire, 307 F.3d 1192, 1197-99 (9th Cir.
2002). “[TThe government ha[s] no duty to establish
[necessity] as to each possible interceptee. It is suffi-
cient that there was [necessity] to tap the phone.”
Nunez, 877 F.2d at 1473 n. 1 (citations omitted).

Congress addressed situations where law enforce-
ment officers intercept communications relating to of-
fenses not named in the original order. 18 U.S.C.
2517(5) provides, “[wlhen an investigative or law en-
forcement officer, while engaged in intercepting . ..
electronic communications relating to offenses other
than those specified in the order of authorization or
approval, the contents thereof, and evidence derived
therefrom, may be disclosed or used as provided in
subsections (1) and (2) of this section.” Subsections (1)
and (2) permit law enforcement officers to disclose the
communications to another investigative or law en-
forcement officer to the extent such use is appropriate
to the proper performance of his official duties. Id.

c. Ruling of the Court

In this case, the Government complied with the
original wiretap authorization requirements, includ-
ing necessity and minimization. This Court issued an
order in United States v. Heredia, Case No. 10CR3044
WQH denying the defendants’ Motion to Suppress
Wiretap Evidence for Failure to Comply with Neces-
sity and Minimization Requirements. (ECF No. 808
at 30). The Court concluded that the “affidavits in
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support of each application provided ‘a full and com-
plete statement as to whether or not other investiga-
tive procedures have been tried and failed or why they
reasonably appear to be unlikely to succeed if tried or
to be too dangerous’ in compliance with 18 U.S.C.
§ 2518(1)(c).” (ECF No. 808 at 28—29).

The agents concluded Escamilla was not the pri-
mary user after an unspecified time of monitoring T-
14. (ECF No. 61 at 2). There was no requirement for
a separate showing of necessity once the agents con-
cluded that T-14 was not primarily used by Escamilla.
The agents reasonably believed that the callers and
calls might be affiliated with Escamilla or other of-
fenses. On March 17,2010, Special Agent Melzer sub-
sequently learned of a link to a separate investigation.
This link was confirmed two days later when he met
with DEA and ICE agents, and it was determined that
there was no overlap between the two investigations.
No communications were intercepted after the agent
determined that the two investigations were sepa-
rate.!

The Motion to Suppress Wiretap Evidence filed by
Defendant Michael Carey is denied.

II. Motion to Order the Government to Issue a
Bill of Particulars (ECF No. 57)

The purpose of a bill of particulars is to protect a
defendant against a second prosecution for an inade-
quately described offense, and enable him to prepare
an intelligent defense. Duncan v. United States, 392
F.2d 539, 540 (9th Cir. 1968). “Generally an indict-
ment is sufficient if it sets forth the elements of the

! Defendant has made no showing of any facts which would re-
quire a Franks hearing.
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charged offense so as to ensure the right of the defend-
ant not to be placed in double jeopardy and to be in-
formed of the offense charged.” United States v. Wood-
ruff, 50 F.3d 673, 676 (9th Cir. 1995). Often, full dis-
covery “obviates the need for a bill of particulars.”
United States v. Long, 706 F.2d 1044, 1054 (9th Cir.
1983). A defendant is not entitled to know all the ev-
idence the government intends to produce, but only
the theory of the government’s case. Yeargain v.
United States, 314 F.2d 881, 882 (9th Cir. 1963).

The granting or refusal to grant the bill of partic-
ulars is a matter within the sound discretion of the
trial court. Wong Tai v. United States, 273 U.S. 77
(1927); see United States v. Buckner, 610 F.2d 570, 574
(9th Cir. 1979). The indictment in this case provides
a plain, concise, and definite written statement of the
essential facts constituting the crime with which he
has been charged, and was adequate under Fed. R.
Crim. P. 7. The Government has provided Carey with
complete discovery including “over 1400 pages of re-
ports and other documents generated or obtained
through the investigation.” (ECF No. 61 at 12).

The Motion to Order the Government to Produce
a Bill of Particulars is denied.

II1. Motion to Suppress Evidence (ECF No. 69
and ECF No. 78).

a. Contentions of the Parties

Defendant Madrid contends the stop of his vehicle
violated his Fourth Amendment rights. Madrid con-
tends that his tail light was not broken on the day he
was stopped. Madrid contends that even if the traffic
stop was initially lawful, it was unlawfully prolonged
by the additional searches by officers and the narcotic
detector dog. Madrid contends that the Government
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bears the burden of proving that he voluntarily and
intelligently gave consent to search his vehicle. Id.
Madrid contends that any evidence obtained as a re-
sult of the Fourth Amendment violation must be sup-
pressed including the subsequent seizure at the Irvine
residence.

The Government contends that the collective
knowledge of the investigators provided probable
cause to stop and search the vehicle. The Government
contends that repeated, intercepted calls of Defendant
Madrid and others during the preceding seven days
indicated Defendant Madrid was involved in receiv-
ing, off-loading, and transporting drug shipments in
the United States and transporting currency to Mex-
ico. The Government contends agents observed Ma-
drid parking his vehicle in a closed garage, departing
shortly thereafter and driving south towards Mexico.
The Government contends the intercepted phone call
from the morning of March 17, 2010 and the subse-
quent surveillance provided probable cause to believe
that evidence of criminal activity would be found in
the vehicle.

b. Legal Standard

“[A]ll that is required to stop and search an auto-
mobile on the highway is probable cause to believe
that it contains any type of contraband.” United
States v. Azhocar, 581 F.2d 735, 737 (9th Cir. 1978);
United States v. Brooks, 610 F.3d 1186, 1193 (9th Cir.
2010) (“police may conduct a warrantless search of a
vehicle if there is probable cause to believe that the
vehicle contains evidence of a crime”). The Supreme
Court defines probable cause as “a fair probability
that contraband will be found in a particular place.”
Illinois v. Gates, 462 U.S. 213, 238 (1983). Gates em-
phasized that “only the probability, and not a prima
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facie showing, of criminal activity is the standard of
probable cause.” Id. at 235 (quoting Spinelli v. United
States, 393 U.S. 410, 419 (1969)). This assessment is
based on “the collective knowledge of all the officers
involved in the criminal investigation [even if] all of
the information known to the law enforcement officers
involved in the investigation is not communicated to
the officer who actually [undertakes the challenged
action].” United States v. Ramirez, 473 F.3d 1026,
1032 (9th Cir. 2007) (internal quotation marks omit-
ted).

c. Ruling of the Court

In this case, the government agents intercepted
phone calls between Defendant Madrid and others in-
dicating Defendant Madrid was involved in drug traf-
ficking between the United States and Mexico. On
March 17, 2010, agents intercepted a call indicating
Defendant Madrid would be transporting contraband
later that day. Government agents observed Defend-
ant Madrid arrive at a residence, park in a closed gar-
age, and then leave shortly after driving southbound
towards Mexico. The Court concludes that the gov-
ernment agents had probable cause to believe that De-
fendant Madrid’s vehicle contained contraband or ev-
idence of criminal activity. The Government had
probable cause to stop and search Madrid’s vehicle.
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CONCLUSION

IT IS HEREBY ORDERED that (1) the Motion to
Suppress Wiretap Evidence and to Order the Govern-
ment to Issue a Bill of Particulars (ECF No. 57) is DE-
NIED; (2) the Motion to Suppress Evidence (ECF No.
69) is DENIED and (3) the Amended Motion to Sup-
press (ECF No. 78) is denied.

DATED: May 24, 2012

/s/ William Q. Hayes
WILLIAM Q. HAYES
United Sates District Judge
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APPENDIX E

UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF CALIFORNIA

JUDGMENT IN A
UNITED STATES CRIMINAL CASE
OF AMERICA (For Offenses Committed On
v or After November 1, 1987)
MICHAEL CAREY (1) Case Number:

11CR0671-WQH

JAN RONIS, RET
Defendant’s Attorney

REGISTRATION NO. 25751298
0
THE DEFENDANT:

pleaded guilty to count(s)
1 OF THE INDICTMENT

[0 was found guilty on count(s)
after a plea of not guilty.

Accordingly, the defendant is adjudged guilty of such
count(s), which involve the following offense(s):

Title & Count
S—ec tion Nature of Offense Number(s)
CONSPIRACY TO
21 USC 846,
841(2)(1) DISTRIBUTE 1

COCAINE
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The defendant is sentenced as provided in pages 2
through _ 4  of this judgment. The sentence is im-
posed pursuant to the Sentencing Reform Act of 1984.

[l The defendant has been found not guilty on
count(s)

OO0 Count(s)
is [ are [ dismissed on the motion of the United
States.

Assessment: $100.00

Fine waived [ Forfeiture pursuant to order filed
, included herein.

IT IS ORDERED that the defendant shall notify the
United States Attorney for this district within 30 days
of any change of name, residence, or mailing address
until all fines, restitution, costs, and special assess-
ments imposed by this judgment are fully paid. If or-
dered to pay restitution, the defendant shall notify the
court and United States Attorney of any material
change in the defendant’s economic circumstances.

APRIL 23, 2014
Date of Imposition of Sentence

/s/ William Q. Haves
HON. WILLIAM Q. HAYES
UNITED STATES DISTRICT JUDGE
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IMPRISONMENT

The defendant is hereby committed to the custody of
the United States Bureau of Prisons to be imprisoned
for a term of 150 months

O

Sentence imposed pursuant to Title 8 USC Section
1326(Db).

The court makes the following recommendations
to the Bureau of Prisons:

That the defendant be designated to a facility in
the Western Region and participate in the Resi-
dential Drug Abuse Program (RDAP)

The defendant is remanded to the custody of the
United States Marshal.

The defendant shall surrender to the United
States Marshal for this district:

(] at [Jam. [p.m. on
as notified by the United States Marshal.

The defendant shall surrender for service of sen-
tence at the institution designated by the Bureau
of Prisons:

U] before
[ as notified by the United States Marshal,

[] as notified by the Probation or Pretrial Services
Office.

RETURN

I have executed this judgment as follows:

Defendant delivered on to at ,
with a certified copy of this judgment.
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UNITED STATES MARSHAL

By

DEPUTY UNITED STATES MARSHAL

SUPERVISED RELEASE

Upon release from imprisonment, the defendant shall
be on supervised release for a term of: 5 years

The defendant shall report to the probation office
in the district to which the defendant is released
within 72 hours of release from the custody of the Bu-
reau of Prisons.

The defendant shall not commit another federal, state
or local crime.

For offenses committed on or after September 13, 1994:

The defendant shall not illegally possess a controlled
substance. The defendant shall refrain from any un-
lawful use of a controlled substance. The defendant
shall submit to one drug test within 15 days of release
from imprisonment and at least two periodic drug
tests thereafter as determined by the court. Testing
requirements will not exceed submission of more
than _4 drug tests per month during the term of su-
pervision, unless otherwise ordered by court.

[0 The above drug testing condition is suspended,
based on the court’s determination that the de-
fendant poses a low risk of future substance
abuse. (Check, if applicable.)

The defendant shall not possess a firearm, ammu-
nition, destructive device, or any other dangerous
weapon.
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The defendant shall cooperate in the collection of
a DNA sample from the defendant, pursuant to
section 3 of the DNA Analysis Backlog Elimina-
tion Act of 2000, pursuant to 18 USC, sections
3563(a)(7) and 3583(d).

The defendant shall comply with the require-
ments of the Sex Offender Registration and Noti-
fication Act (42 U.S.C. § 16901, et seq.) as directed
by the probation officer, the Bureau of Prisons, or
any state sex offender registration agency in
which he or she resides, works, is a student, or
was convicted of a qualifying offense. (Check if
applicable.)

The defendant shall participate in an approved
program for domestic violence. (Check, if applica-
ble.)

If this judgment imposes a fine or restitution obli-

gation, it is a condition of supervised release that the
defendant pay any such fine or restitution that re-
mains unpaid at the commencement of the term of su-
pervised release in accordance with the Schedule of
Payments set forth in this judgment.

The defendant must comply with the standard

conditions that have been adopted by this court. The
defendant shall also comply with any special condi-
tions imposed.

STANDARD CONDITIONS OF SUPERVISION

1)

2)

the defendant shall not leave the judicial district
without the permission of the court or probation
officer;

the defendant shall report to the probation officer
in a manner and frequency directed by the court
or probation officer;
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4)

5)

6)

7)

8)

9)
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the defendant shall answer truthfully all inquiries
by the probation officer and follow the instructions
of the probation officer;

the defendant shall support his or her dependents
and meet other family responsibilities;

the defendant shall work regularly at a lawful oc-
cupation, unless excused by the probation officer
for schooling, training, or other acceptable rea-
sons;

the defendant shall notify the probation officer at
least ten days prior to any change in residence or
employment;

the defendant shall refrain from excessive use of
alcohol and shall not purchase, possess, use, dis-
tribute, or administer any controlled substance or
any paraphernalia related to any controlled sub-
stances, except as prescribed by a physician,;

the defendant shall not frequent places where con-
trolled substances are illegally sold, used, distrib-
uted, or administered;

the defendant shall not associate with any persons
engaged in criminal activity and shall not associ-
ate with any person convicted of a felony, unless
granted permission to do so by the probation of-
ficer;

10) the defendant shall permit a probation officer to

visit him or her at any time at home or elsewhere
and shall permit confiscation of any contraband
observed in plain view of the probation officer;

11) the defendant shall notify the probation officer

within seventy-two hours of being arrested or
questioned by a law enforcement officer;
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12) the defendant shall not enter into any agreement

to act as an informer or a special agent of a law
enforcement agency without the permission of the
court; and

13) as directed by the probation officer, the defendant

shall notify third parties of risks that may be oc-
casioned by the defendant’s criminal record or
personal history or characteristics and shall per-
mit the probation officer to make such notifica-
tions and to confirm the defendant’s compliance
with such notification requirement.

SPECIAL CONDITIONS OF SUPERVISION

Submit person, property residence, office or vehi-
cle to a search, conducted by a United States Pro-
bation Officer at a reasonable time and in a rea-
sonable manner, based upon reasonable suspicion
of contraband or evidence of a violation of a condi-
tion of release; failure to submit to a search may
be grounds for revocation; the defendant shall
warn any other residents that the premises may
be subject to searches pursuant to t

If deported, excluded, or allowed to voluntarily re-
turn to country of origin, not reenter the United
States illegally and report to the probation officer
within 24 hours of any reentry to the United
States; supervision waived upon deportation, ex-
clusion or voluntary departure.

Not transport, harbor, or assist undocumented al-
iens.

Not associate with undocumented aliens or alien
smugglers.

Not reenter the United States illegally.
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Not enter or reside in the Republic of Mexico with-
out written permission of the Court or probation
officer.

Report all vehicles owned or operated, or in which
you have an interest, to the probation officer.

Not possess any narcotic drug or controlled sub-
stance without a lawful medical prescription.

Not associate with known users of, smugglers of,
or dealers in narcotics, controlled substances, or
dangerous drugs in any form.

Participate in a program of mental health treat-
ment as directed by the probation officer. The
Court authorizes the release of the presentence
report and available psychological evaluations to
the mental health provider, as approved by the
probation officer. Allow for reciprocal release of
information between the probation officer and the
treatment provider. May be required to contrib-
ute to the costs of services rendered in an amount
to be determined by the probation officer, based on
the defendant’s ability to pay.

Take no medication containing a controlled sub-
stance without valid medical prescription, and
provide proof of prescription to the probation of-
ficer, if directed.

Provide complete disclosure of personal and busi-
ness financial records to the probation officer as
requested.

Be prohibited from opening checking accounts or
incurring new credit charges or opening addi-
tional lines of credit without approval of the pro-
bation officer.
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Seek and maintain full time employment and/or
schooling or a combination of both.

Resolve all outstanding warrants within  days.

Complete hours of community service in a pro-
gram approved by the probation officer within

Reside in a Residential Reentry Center (RRC) as
directed by the probation officer for a period of

Participate in a program of drug or alcohol abuse
treatment, including urinalysis or sweat patch
testing and counseling, as directed by the proba-
tion officer. Allow for reciprocal release of infor-
mation between the probation officer and the
treatment provider. May be required to contrib-
ute to the costs of services rendered in an amount
to be determined by the probation officer, based on
the defendant’s ability to pay.
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APPENDIX F

UNITED STATES COURT OF APPEALS
FOR THE NINTH CIRCUIT

UNITED STATES OF No. 18-50393
AMERICA,

o D.C. No.
Plaintiff-Appellee, | 3: 11-¢r-00671-WQH-1
V. Southern District of Cal-
forni Di
MICHAEL CAREY, ifornia, San Diego
AKA Garrocha, ORDER

Defendant-Appellant. | May 18, 2023

Before: WALLACE, HURWITZ, and BADE, Circuit
Judges.

Judge Bade voted to deny the petition for rehear-
ing en banc. Judges Wallace and Hurwitz recom-
mended denying it.

The full court has been advised of the petition for
rehearing en banc and no judge has requested a vote
on whether to rehear the matter en banc. Fed. R. App.
P. 35.

The petition for rehearing en banc, Dkt. 113, is
DENIED.
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APPENDIX G

CONSTITUTIONAL AND STATUTORY
PROVISIONS INVOLVED

U.S. Const. amend. IV.

The right of the people to be secure in their per-
sons, houses, papers, and effects, against unreasona-
ble searches and seizures, shall not be violated, and
no Warrants shall issue, but upon probable cause,
supported by Oath or affirmation, and particularly de-
scribing the place to be searched, and the persons or
things to be seized.

18 U.S.C. § 2510. Definitions
As used in this chapter—

(1) “wire communication” means any aural trans-
fer made in whole or in part through the use of facili-
ties for the transmission of communications by the aid
of wire, cable, or other like connection between the
point of origin and the point of reception (including
the use of such connection in a switching station) fur-
nished or operated by any person engaged in provid-
ing or operating such facilities for the transmission of
interstate or foreign communications or communica-
tions affecting interstate or foreign commerce;

(2) “oral communication” means any oral commu-
nication uttered by a person exhibiting an expectation
that such communication is not subject to interception
under circumstances justifying such expectation, but
such term does not include any electronic communica-
tion;

(3) “State” means any State of the United States,
the District of Columbia, the Commonwealth of
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Puerto Rico, and any territory or possession of the
United States;

(4) “intercept” means the aural or other acquisi-
tion of the contents of any wire, electronic, or oral com-
munication through the use of any electronic, mechan-
ical, or other device.!

(5) “electronic, mechanical, or other device”
means any device or apparatus which can be used to
intercept a wire, oral, or electronic communication
other than—

(a) any telephone or telegraph instrument,
equipment or facility, or any component thereof,
(i) furnished to the subscriber or user by a pro-
vider of wire or electronic communication service
in the ordinary course of its business and being
used by the subscriber or user in the ordinary
course of its business or furnished by such sub-
scriber or user for connection to the facilities of
such service and used in the ordinary course of its
business; or (ii) being used by a provider of wire or
electronic communication service in the ordinary
course of its business, or by an investigative or law
enforcement officer in the ordinary course of his
duties;

(b) a hearing aid or similar device being used
to correct subnormal hearing to not better than
normal;

(6) “person” means any employee, or agent of the
United States or any State or political subdivision
thereof, and any individual, partnership, association,
joint stock company, trust, or corporation;

! So in original. The period probably should be a semicolon.
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(7) “Investigative or law enforcement officer”
means any officer of the United States or of a State or
political subdivision thereof, who is empowered by law
to conduct investigations of or to make arrests for of-
fenses enumerated in this chapter, and any attorney
authorized by law to prosecute or participate in the
prosecution of such offenses;

(8) “contents”, when used with respect to any
wire, oral, or electronic communication, includes any
information concerning the substance, purport, or
meaning of that communication,;

(9) “Judge of competent jurisdiction” means—

(a) ajudge of a United States district court or
a United States court of appeals; and

(b) a judge of any court of general criminal
jurisdiction of a State who is authorized by a stat-
ute of that State to enter orders authorizing inter-
ceptions of wire, oral, or electronic communica-
tions;

(10) “communication common carrier” has the
meaning given that term in section 3 of the Commu-
nications Act of 1934;

(11) “aggrieved person” means a person who was a
party to any intercepted wire, oral, or electronic com-
munication or a person against whom the interception
was directed;

(12) “electronic communication” means any trans-
fer of signs, signals, writing, images, sounds, data, or
intelligence of any nature transmitted in whole or in
part by a wire, radio, electromagnetic, photoelectronic
or photooptical system that affects interstate or for-
eign commerce, but does not include—

(A) any wire or oral communication;
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(B) any communication made through a
tone-only paging device;

(C) any communication from a tracking de-
vice (as defined in section 3117 of this title); or

(D) electronic funds transfer information
stored by a financial institution in a communica-
tions system used for the electronic storage and
transfer of funds;

(13) “user” means any person or entity who-

(A) wuses an electronic communication ser-
vice; and

(B) is duly authorized by the provider of such
service to engage in such use;

(14) “electronic communications system” means
any wire, radio, electromagnetic, photooptical or pho-
toelectronic facilities for the transmission of wire or
electronic communications, and any computer facili-
ties or related electronic equipment for the electronic
storage of such communications;

(15) “electronic communication service” means
any service which provides to users thereof the ability
to send or receive wire or electronic communications;

(16) “readily accessible to the general public”
means, with respect to a radio communication, that
such communication is not—

(A) scrambled or encrypted;

(B) transmitted using modulation tech-
niques whose essential parameters have been
withheld from the public with the intention of pre-
serving the privacy of such communication;
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(C) carried on a subcarrier or other signal
subsidiary to a radio transmission;

(D) transmitted over a communication sys-
tem provided by a common carrier, unless the
communication is a tone only paging system com-
munication; or

(E) transmitted on frequencies allocated un-
der part 25, subpart D, E, or F of part 74, or part
94 of the Rules of the Federal Communications
Commission, unless, in the case of a communica-
tion transmitted on a frequency allocated under
part 74 that is not exclusively allocated to broad-
cast auxiliary services, the communication is a
two-way voice communication by radio;

(17) “electronic storage” means—

(A) anytemporary, intermediate storage of a
wire or electronic communication incidental to the
electronic transmission thereof; and

(B) any storage of such communication by an
electronic communication service for purposes of
backup protection of such communication;

(18) “aural transfer” means a transfer containing
the human voice at any point between and including
the point of origin and the point of reception;

(19) “foreign intelligence information”, for pur-
poses of section 2517(6) of this title, means—

(A) information, whether or not concerning a
United States person, that relates to the ability of
the United States to protect against—

1) actual or potential attack or other
grave hostile acts of a foreign power or an
agent of a foreign power;
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(i1) sabotage or international terror-
ism by a foreign power or an agent of a foreign
power; or

(i1i) clandestine intelligence activities
by an intelligence service or network of a for-
eign power or by an agent of a foreign power;
or

(B) information, whether or not concerning a
United States person, with respect to a foreign
power or foreign territory that relates to—

(1) the national defense or the secu-
rity of the United States; or

(i1)  the conduct of the foreign affairs
of the United States;

(20) “protected computer” has the meaning set
forth in section 1030; and

(21) “computer trespasser’—

(A) means a person who accesses a protected
computer without authorization and thus has no
reasonable expectation of privacy in any commu-
nication transmitted to, through, or from the pro-
tected computer; and

(B) does not include a person known by the
owner or operator of the protected computer to
have an existing contractual relationship with the
owner or operator of the protected computer for
access to all or part of the protected computer.

18 U.S.C. § 2511. Interception and disclosure of
wire, oral, or electronic communications
prohibited

(1) Except as otherwise specifically provided in
this chapter any person who—
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(a) intentionally intercepts, endeavors to in-
tercept, or procures any other person to intercept
or endeavor to intercept, any wire, oral, or elec-
tronic communication;

(b) intentionally uses, endeavors to use, or
procures any other person to use or endeavor to
use any electronic, mechanical, or other device to
intercept any oral communication when—

1) such device is affixed to, or other-
wise transmits a signal through, a wire, cable,
or other like connection used in wire commu-
nication; or

(i1)  such device transmits communi-
cations by radio, or interferes with the trans-
mission of such communication; or

(i1i) such person knows, or has reason
to know, that such device or any component
thereof has been sent through the mail or
transported in interstate or foreign commerce;
or

(iv) such use or endeavor to use (A)
takes place on the premises of any business or
other commercial establishment the opera-
tions of which affect interstate or foreign com-
merce; or (B) obtains or is for the purpose of
obtaining information relating to the opera-
tions of any business or other commercial es-
tablishment the operations of which affect in-
terstate or foreign commerce; or

(v)  such person acts in the District of
Columbia, the Commonwealth of Puerto Rico,
or any territory or possession of the United
States;
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(c) intentionally discloses, or endeavors to
disclose, to any other person the contents of any
wire, oral, or electronic communication, knowing
or having reason to know that the information
was obtained through the interception of a wire,
oral, or electronic communication in violation of
this subsection;

(d) intentionally uses, or endeavors to use,
the contents of any wire, oral, or electronic com-
munication, knowing or having reason to know
that the information was obtained through the in-
terception of a wire, oral, or electronic communi-
cation in violation of this subsection; or

(e)(1) intentionally discloses, or endeavors to
disclose, to any other person the contents of any
wire, oral, or electronic communication, inter-
cepted by means authorized by sections
2511(2)(a)(ii), 2511(2)(b)—(c), 2511(2)(e), 2516, and
2518 of this chapter, (i1) knowing or having reason
to know that the information was obtained
through the interception of such a communication
in connection with a criminal investigation, (iii)
having obtained or received the information in
connection with a criminal investigation, and (iv)
with intent to improperly obstruct, impede, or in-
terfere with a duly authorized criminal investiga-
tion,

shall be punished as provided in subsection (4) or shall
be subject to suit as provided in subsection (5).

(2)(a)i) It shall not be unlawful under this chap-
ter for an operator of a switchboard, or an officer, em-
ployee, or agent of a provider of wire or electronic com-
munication service, whose facilities are used in the
transmission of a wire or electronic communication, to
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intercept, disclose, or use that communication in the
normal course of his employment while engaged in
any activity which is a necessary incident to the ren-
dition of his service or to the protection of the rights
or property of the provider of that service, except that
a provider of wire communication service to the public
shall not utilize service observing or random monitor-
ing except for mechanical or service quality control
checks.

(i1) Notwithstanding any other law, providers of
wire or electronic communication service, their offic-
ers, employees, and agents, landlords, custodians, or
other persons, are authorized to provide information,
facilities, or technical assistance to persons author-
ized by law to intercept wire, oral, or electronic com-
munications or to conduct electronic surveillance, as
defined in section 101 of the Foreign Intelligence Sur-
veillance Act of 1978, if such provider, its officers, em-
ployees, or agents, landlord, custodian, or other speci-
fied person, has been provided with—

(A) acourtorder directing such assistance or
a court order pursuant to section 704 of the For-
eign Intelligence Surveillance Act of 1978 signed
by the authorizing judge, or

(B) a certification in writing by a person
specified in section 2518(7) of this title or the At-
torney General of the United States that no war-
rant or court order is required by law, that all stat-
utory requirements have been met, and that the
specified assistance is required,

setting forth the period of time during which the pro-
vision of the information, facilities, or technical assis-
tance is authorized and specifying the information, fa-
cilities, or technical assistance required. No provider
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of wire or electronic communication service, officer,
employee, or agent thereof, or landlord, custodian, or
other specified person shall disclose the existence of
any interception or surveillance or the device used to
accomplish the interception or surveillance with re-
spect to which the person has been furnished a court
order or certification under this chapter, except as
may otherwise be required by legal process and then
only after prior notification to the Attorney General or
to the principal prosecuting attorney of a State or any
political subdivision of a State, as may be appropriate.
Any such disclosure, shall render such person liable
for the civil damages provided for in section 2520. No
cause of action shall lie in any court against any pro-
vider of wire or electronic communication service, its
officers, employees, or agents, landlord, custodian, or
other specified person for providing information, facil-
ities, or assistance in accordance with the terms of a
court order, statutory authorization, or certification
under this chapter.

(iii) If a certification under subparagraph (ii)(B)
for assistance to obtain foreign intelligence infor-
mation is based on statutory authority, the certifica-
tion shall identify the specific statutory provision and
shall certify that the statutory requirements have
been met.

(b) It shall not be unlawful under this chapter for
an officer, employee, or agent of the Federal Commu-
nications Commission, in the normal course of his em-
ployment and in discharge of the monitoring respon-
sibilities exercised by the Commission in the enforce-
ment of chapter 5 of title 47 of the United States Code,
to intercept a wire or electronic communication, or
oral communication transmitted by radio, or to dis-
close or use the information thereby obtained.
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(c) It shall not be unlawful under this chapter for
a person acting under color of law to intercept a wire,
oral, or electronic communication, where such person
is a party to the communication or one of the parties
to the communication has given prior consent to such
interception.

(d) It shall not be unlawful under this chapter for
a person not acting under color of law to intercept a
wire, oral, or electronic communication where such
person is a party to the communication or where one
of the parties to the communication has given prior
consent to such interception unless such communica-
tion is intercepted for the purpose of committing any
criminal or tortious act in violation of the Constitution
or laws of the United States or of any State.

(e) Notwithstanding any other provision of this ti-
tle or section 705 or 706 of the Communications Act of
1934, it shall not be unlawful for an officer, employee,
or agent of the United States in the normal course of
his official duty to conduct electronic surveillance, as
defined in section 101 of the Foreign Intelligence Sur-
veillance Act of 1978, as authorized by that Act.

(f) Nothing contained in this chapter or chapter
121 or 206 of this title, or section 705 of the Commu-
nications Act of 1934, shall be deemed to affect the ac-
quisition by the United States Government of foreign
intelligence information from international or foreign
communications, or foreign intelligence activities con-
ducted in accordance with otherwise applicable Fed-
eral law involving a foreign electronic communica-
tions system, utilizing a means other than electronic
surveillance as defined in section 101 of the Foreign
Intelligence Surveillance Act of 1978, and procedures
in this chapter or chapter 121 and the Foreign Intelli-
gence Surveillance Act of 1978 shall be the exclusive
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means by which electronic surveillance, as defined in
section 101 of such Act, and the interception of domes-
tic wire, oral, and electronic communications may be
conducted.

(g) It shall not be unlawful under this chapter or
chapter 121 of this title for any person—

(i) to intercept or access an electronic com-
munication made through an electronic communi-
cation system that is configured so that such elec-
tronic communication is readily accessible to the
general public;

(i1) to intercept any radio communication
which is transmitted—

D by any station for the use of the
general public, or that relates to ships, air-
craft, vehicles, or persons in distress;

(ID) by any governmental, law enforce-
ment, civil defense, private land mobile, or
public safety communications system, includ-
ing police and fire, readily accessible to the
general public;

(ITI) by a station operating on an au-
thorized frequency within the bands allocated
to the amateur, citizens band, or general mo-
bile radio services; or

(IV) by any marine or aeronautical
communications system;

(iii) to engage in any conduct which—

D is prohibited by section 633 of the
Communications Act of 1934; or
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(I1) is excepted from the application of
section 705(a) of the Communications Act of
1934 by section 705(b) of that Act;

(iv) to intercept any wire or electronic com-
munication the transmission of which is causing
harmful interference to any lawfully operating
station or consumer electronic equipment, to the
extent necessary to identify the source of such in-
terference; or

(v) for other users of the same frequency to
intercept any radio communication made through
a system that utilizes frequencies monitored by
individuals engaged in the provision or the use of
such system, if such communication is not scram-
bled or encrypted.

(h) It shall not be unlawful under this chapter—

(i) to use a pen register or a trap and trace
device (as those terms are defined for the pur-
poses of chapter 206 (relating to pen registers and
trap and trace devices) of this title); or

(i1) for a provider of electronic communica-
tion service to record the fact that a wire or elec-
tronic communication was initiated or completed
in order to protect such provider, another provider
furnishing service toward the completion of the
wire or electronic communication, or a user of that
service, from fraudulent, unlawful or abusive use
of such service.

(i) It shall not be unlawful under this chapter for
a person acting under color of law to intercept the wire
or electronic communications of a computer tres-
passer transmitted to, through, or from the protected
computer, if—
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(I) the owner or operator of the protected
computer authorizes the interception of the com-
puter trespasser’s communications on the pro-
tected computer;

(I) the person acting under color of law is
lawfully engaged in an investigation;

(ITT) the person acting under color of law has
reasonable grounds to believe that the contents of
the computer trespasser’s communications will be
relevant to the investigation; and

(IV) such interception does not acquire com-
munications other than those transmitted to or
from the computer trespasser.

() It shall not be unlawful under this chapter for
a provider of electronic communication service to the
public or remote computing service to intercept or dis-
close the contents of a wire or electronic communica-
tion in response to an order from a foreign government
that is subject to an executive agreement that the At-
torney General has determined and certified to Con-
gress satisfies section 2523.

(3)(a) Except as provided in paragraph (b) of this
subsection, a person or entity providing an electronic
communication service to the public shall not inten-
tionally divulge the contents of any communication
(other than one to such person or entity, or an agent
thereof) while in transmission on that service to any
person or entity other than an addressee or intended
recipient of such communication or an agent of such
addressee or intended recipient.

(b) A person or entity providing electronic com-
munication service to the public may divulge the con-
tents of any such communication—
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(1) as otherwise authorized in section
2511(2)(a) or 2517 of this title;

(i1)) with the lawful consent of the originator
or any addressee or intended recipient of such
communication,;

(iii) to a person employed or authorized, or
whose facilities are used, to forward such commu-
nication to its destination; or

(iv) which were inadvertently obtained by
the service provider and which appear to pertain
to the commission of a crime, if such divulgence is
made to a law enforcement agency.

(4)(a) Except as provided in paragraph (b) of this
subsection or in subsection (5), whoever violates sub-
section (1) of this section shall be fined under this title
or imprisoned not more than five years, or both.

(b) Conduct otherwise an offense under this sub-
section that consists of or relates to the interception of
a satellite transmission that is not encrypted or
scrambled and that is transmitted—

(i) to a broadcasting station for purposes of
retransmission to the general public; or

(i1) as an audio subcarrier intended for re-
distribution to facilities open to the public, but not
including data transmissions or telephone calls,

is not an offense under this subsection unless the con-
duct is for the purposes of direct or indirect commer-
cial advantage or private financial gain.

(5)(a)d) If the communication is—

(A) a private satellite video communication
that is not scrambled or encrypted and the con-
duct in violation of this chapter is the private
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viewing of that communication and is not for a tor-
tious or illegal purpose or for purposes of direct or
indirect commercial advantage or private com-
mercial gain; or

(B) aradio communication that is transmit-
ted on frequencies allocated under subpart D of
part 74 of the rules of the Federal Communica-
tions Commission that is not scrambled or en-
crypted and the conduct in violation of this chap-
ter is not for a tortious or illegal purpose or for
purposes of direct or indirect commercial ad-
vantage or private commercial gain,

then the person who engages in such conduct shall be
subject to suit by the Federal Government in a court
of competent jurisdiction.

(1i1) In an action under this subsection—

(A) if the violation of this chapter is a first
offense for the person under paragraph (a) of sub-
section (4) and such person has not been found li-
able in a civil action under section 2520 of this ti-
tle, the Federal Government shall be entitled to
appropriate injunctive relief; and

(B) ifthe violation of this chapter is a second
or subsequent offense under paragraph (a) of sub-
section (4) or such person has been found liable in
any prior civil action under section 2520, the per-
son shall be subject to a mandatory $500 civil fine.

(b) The court may use any means within its au-
thority to enforce an injunction issued under para-
graph (ii)(A), and shall impose a civil fine of not less
than $500 for each violation of such an injunction.



79a

18 U.S.C. § 2512. Manufacture, distribution,
possession, and advertising of wire, oral,
or electronic communication intercepting
devices prohibited

(1) Except as otherwise specifically provided in
this chapter, any person who intentionally—

(a) sends through the mail, or sends or car-
ries in interstate or foreign commerce, any elec-
tronic, mechanical, or other device, knowing or
having reason to know that the design of such de-
vice renders it primarily useful for the purpose of
the surreptitious interception of wire, oral, or elec-
tronic communications;

(b) manufactures, assembles, possesses, or
sells any electronic, mechanical, or other device,
knowing or having reason to know that the design
of such device renders it primarily useful for the
purpose of the surreptitious interception of wire,
oral, or electronic communications, and that such
device or any component thereof has been or will
be sent through the mail or transported in inter-
state or foreign commerce; or

(c) places in any newspaper, magazine,
handbill, or other publication or disseminates by
electronic means any advertisement of—

1) any electronic, mechanical, or
other device knowing or having reason to
know that the design of such device renders it
primarily useful for the purpose of the surrep-
titious interception of wire, oral, or electronic
communications; or

(i1) any other electronic, mechanical,
or other device, where such advertisement
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promotes the use of such device for the pur-
pose of the surreptitious interception of wire,
oral, or electronic communications,

knowing the content of the advertisement and
knowing or having reason to know that such ad-
vertisement will be sent through the mail or
transported in interstate or foreign commerce,

shall be fined under this title or imprisoned not more
than five years, or both.

(2) It shall not be unlawful under this section
for—

(a) aprovider of wire or electronic communi-
cation service or an officer, agent, or employee of,
or a person under contract with, such a provider,
in the normal course of the business of providing
that wire or electronic communication service, or

(b) an officer, agent, or employee of, or a per-
son under contract with, the United States, a
State, or a political subdivision thereof, in the nor-
mal course of the activities of the United States, a
State, or a political subdivision thereof,

to send through the mail, send or carry in interstate
or foreign commerce, or manufacture, assemble, pos-
sess, or sell any electronic, mechanical, or other device
knowing or having reason to know that the design of
such device renders it primarily useful for the purpose
of the surreptitious interception of wire, oral, or elec-
tronic communications.

(3) It shall not be unlawful under this section to
advertise for sale a device described in subsection (1)
of this section if the advertisement is mailed, sent, or
carried in interstate or foreign commerce solely to a
domestic provider of wire or electronic communication
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service or to an agency of the United States, a State,
or a political subdivision thereof which is duly author-
ized to use such device.

18 U.S.C. § 2513. Confiscation of wire, oral, or
electronic communication intercepting de-
vices

Any electronic, mechanical, or other used, sent,
carried, manufactured, assembled, possessed, sold, or
advertised in violation of section 2511 or section 2512
of this chapter may be seized and forfeited to the
United States. All provisions of law relating to (1) the
seizure, summary and judicial forfeiture, and condem-
nation of vessels, vehicles, merchandise, and baggage
for violations of the customs laws contained in title 19
of the United States Code, (2) the disposition of such
vessels, vehicles, merchandise, and baggage or the
proceeds from the sale thereof, (3) the remission or
mitigation of such forfeiture, (4) the compromise of
claims, and (5) the award of compensation to inform-
ers in respect of such forfeitures, shall apply to sei-
zures and forfeitures incurred, or alleged to have been
incurred, under the provisions of this section, insofar
as applicable and not inconsistent with the provisions
of this section; except that such duties as are imposed
upon the collector of customs or any other person with
respect to the seizure and forfeiture of vessels, vehi-
cles, merchandise, and baggage under the provisions
of the customs laws contained in title 19 of the United
States Code shall be performed with respect to seizure
and forfeiture of electronic, mechanical, or other inter-
cepting devices under this section by such officers,
agents, or other persons as may be authorized or des-
ignated for that purpose by the Attorney General.
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18 U.S.C. § 2515. Prohibition of use as evidence
of intercepted wire or oral communica-
tions

Whenever any wire or oral communication has
been intercepted, no part of the contents of such com-
munication and no evidence derived therefrom may be
received in evidence in any trial, hearing, or other pro-
ceeding in or before any court, grand jury, depart-
ment, officer, agency, regulatory body, legislative com-
mittee, or other authority of the United States, a
State, or a political subdivision thereof if the disclo-
sure of that information would be in violation of this
chapter.

18 U.S.C. § 2518. Procedure for interception of
wire, oral, or electronic communications

(1) Each application for an order authorizing or
approving the interception of a wire, oral, or electronic
communication under this chapter shall be made in
writing upon oath or affirmation to a judge of compe-
tent jurisdiction and shall state the applicant’s au-
thority to make such application. Each application
shall include the following information:

(a) the identity of the investigative or law
enforcement officer making the application, and
the officer authorizing the application;

(b) afull and complete statement of the facts
and circumstances relied upon by the applicant, to
justify his belief that an order should be issued,
including (i) details as to the particular offense
that has been, is being, or is about to be commit-
ted, (i1) except as provided in subsection (11), a
particular description of the nature and location
of the facilities from which or the place where the
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communication is to be intercepted, (iii) a particu-
lar description of the type of communications
sought to be intercepted, (iv) the identity of the
person, if known, committing the offense and
whose communications are to be intercepted,;

(c) a full and complete statement as to
whether or not other investigative procedures
have been tried and failed or why they reasonably
appear to be unlikely to succeed if tried or to be
too dangerous;

(d) a statement of the period of time for
which the interception is required to be main-
tained. If the nature of the investigation is such
that the authorization for interception should not
automatically terminate when the described type
of communication has been first obtained, a par-
ticular description of facts establishing probable
cause to believe that additional communications
of the same type will occur thereafter;

(e) afull and complete statement of the facts
concerning all previous applications known to the
individual authorizing and making the applica-
tion, made to any judge for authorization to inter-
cept, or for approval of interceptions of, wire, oral,
or electronic communications involving any of the
same persons, facilities or places specified in the
application, and the action taken by the judge on
each such application; and

(f)  where the application is for the extension
of an order, a statement setting forth the results
thus far obtained from the interception, or a rea-
sonable explanation of the failure to obtain such
results.
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(2) The judge may require the applicant to fur-
nish additional testimony or documentary evidence in
support of the application.

(3) Upon such application the judge may enter an
ex parte order, as requested or as modified, authoriz-
ing or approving interception of wire, oral, or elec-
tronic communications within the territorial jurisdic-
tion of the court in which the judge is sitting (and out-
side that jurisdiction but within the United States in
the case of a mobile interception device authorized by
a Federal court within such jurisdiction), if the judge
determines on the basis of the facts submitted by the
applicant that—

(a) there is probable cause for belief that an
individual is committing, has committed, or is
about to commit a particular offense enumerated
in section 2516 of this chapter;

(b) there is probable cause for belief that
particular communications concerning that of-
fense will be obtained through such interception;

(c) normal investigative procedures have
been tried and have failed or reasonably appear to
be unlikely to succeed if tried or to be too danger-
ous;

(d) except as provided in subsection (11),
there is probable cause for belief that the facilities
from which, or the place where, the wire, oral, or
electronic communications are to be intercepted
are being used, or are about to be used, in connec-
tion with the commission of such offense, or are
leased to, listed in the name of, or commonly used
by such person.
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(4) Each order authorizing or approving the in-
terception of any wire, oral, or electronic communica-
tion under this chapter shall specify—

(a) the identity of the person, if known,
whose communications are to be intercepted,;

(b) the nature and location of the communi-
cations facilities as to which, or the place where,
authority to intercept is granted,;

(¢) a particular description of the type of
communication sought to be intercepted, and a
statement of the particular offense to which it re-
lates;

(d) the identity of the agency authorized to
intercept the communications, and of the person
authorizing the application; and

(e) the period of time during which such in-
terception is authorized, including a statement as
to whether or not the interception shall automati-
cally terminate when the described communica-
tion has been first obtained.

An order authorizing the interception of a wire, oral,
or electronic communication under this chapter shall,
upon request of the applicant, direct that a provider of
wire or electronic communication service, landlord,
custodian or other person shall furnish the applicant
forthwith all information, facilities, and technical as-
sistance necessary to accomplish the interception un-
obtrusively and with a minimum of interference with
the services that such service provider, landlord, cus-
todian, or person is according the person whose com-
munications are to be intercepted. Any provider of
wire or electronic communication service, landlord,
custodian or other person furnishing such facilities or
technical assistance shall be compensated therefor by
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the applicant for reasonable expenses incurred in
providing such facilities or assistance. Pursuant to
section 2522 of this chapter, an order may also be is-
sued to enforce the assistance capability and capacity
requirements under the Communications Assistance
for Law Enforcement Act.

(5) No order entered under this section may au-
thorize or approve the interception of any wire, oral,
or electronic communication for any period longer
than is necessary to achieve the objective of the au-
thorization, nor in any event longer than thirty days.
Such thirty-day period begins on the earlier of the day
on which the investigative or law enforcement officer
first begins to conduct an interception under the order
or ten days after the order is entered. Extensions of
an order may be granted, but only upon application
for an extension made in accordance with subsection
(1) of this section and the court making the findings
required by subsection (3) of this section. The period
of extension shall be no longer than the authorizing
judge deems necessary to achieve the purposes for
which it was granted and in no event for longer than
thirty days. Every order and extension thereof shall
contain a provision that the authorization to intercept
shall be executed as soon as practicable, shall be con-
ducted in such a way as to minimize the interception
of communications not otherwise subject to intercep-
tion under this chapter, and must terminate upon at-
tainment of the authorized objective, or in any event
in thirty days. In the event the intercepted communi-
cation is in a code or foreign language, and an expert
in that foreign language or code is not reasonably
available during the interception period, minimiza-
tion may be accomplished as soon as practicable after
such interception. An interception under this chapter
may be conducted in whole or in part by Government
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personnel, or by an individual operating under a con-
tract with the Government, acting under the supervi-
sion of an investigative or law enforcement officer au-
thorized to conduct the interception.

(6) Whenever an order authorizing interception
is entered pursuant to this chapter, the order may re-
quire reports to be made to the judge who issued the
order showing what progress has been made toward
achievement of the authorized objective and the need
for continued interception. Such reports shall be
made at such intervals as the judge may require.

(7) Notwithstanding any other provision of this
chapter, any investigative or law enforcement officer,
specially designated by the Attorney General, the
Deputy Attorney General, the Associate Attorney
General, or by the principal prosecuting attorney of
any State or subdivision thereof acting pursuant to a
statute of that State, who reasonably determines
that—

(a) an emergency situation exists that in-
volves—

(i) immediate danger of death or serious
physical injury to any person,

(i) conspiratorial activities threatening
the national security interest, or

(iii) conspiratorial activities characteris-
tic of organized crime,

that requires a wire, oral, or electronic communi-
cation to be intercepted before an order authoriz-
ing such interception can, with due diligence, be
obtained, and
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(b) there are grounds upon which an order
could be entered under this chapter to authorize
such interception,

may intercept such wire, oral, or electronic communi-
cation if an application for an order approving the in-
terception is made in accordance with this section
within forty-eight hours after the interception has oc-
curred, or begins to occur. In the absence of an order,
such interception shall immediately terminate when
the communication sought is obtained or when the ap-
plication for the order is denied, whichever is earlier.
In the event such application for approval is denied,
or in any other case where the interception is termi-
nated without an order having been issued, the con-
tents of any wire, oral, or electronic communication
intercepted shall be treated as having been obtained
in violation of this chapter, and an inventory shall be
served as provided for in subsection (d) of this section
on the person named in the application.

(8)(a) The contents of any wire, oral, or elec-
tronic communication intercepted by any means au-
thorized by this chapter shall, if possible, be recorded
on tape or wire or other comparable device. The re-
cording of the contents of any wire, oral, or electronic
communication under this subsection shall be done in
such a way as will protect the recording from editing
or other alterations. Immediately upon the expiration
of the period of the order, or extensions thereof, such
recordings shall be made available to the judge issu-
ing such order and sealed under his directions. Cus-
tody of the recordings shall be wherever the judge or-
ders. They shall not be destroyed except upon an or-
der of the issuing or denying judge and in any event
shall be kept for ten years. Duplicate recordings may
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be made for use or disclosure pursuant to the provi-
sions of subsections (1) and (2) of section 2517 of this
chapter for investigations. The presence of the seal
provided for by this subsection, or a satisfactory ex-
planation for the absence thereof, shall be a prerequi-
site for the use or disclosure of the contents of any
wire, oral, or electronic communication or evidence de-
rived therefrom under subsection (3) of section 2517.

(b) Applications made and orders granted
under this chapter shall be sealed by the judge. Cus-
tody of the applications and orders shall be wherever
the judge directs. Such applications and orders shall
be disclosed only upon a showing of good cause before
a judge of competent jurisdiction and shall not be de-
stroyed except on order of the issuing or denying
judge, and in any event shall be kept for ten years.

(c) Any violation of the provisions of this
subsection may be punished as contempt of the issu-
ing or denying judge.

(d) Within a reasonable time but not later
than ninety days after the filing of an application for
an order of approval under section 2518(7)(b) which is
denied or the termination of the period of an order or
extensions thereof, the issuing or denying judge shall
cause to be served, on the persons named in the order
or the application, and such other parties to inter-
cepted communications as the judge may determine in
his discretion that is in the interest of justice, an in-
ventory which shall include notice of—

(1) the fact of the entry of the order or the
application;

(2) the date of the entry and the period of
authorized, approved or disapproved interception,
or the denial of the application; and
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(3) the fact that during the period wire, oral,
or electronic communications were or were not in-
tercepted.

The judge, upon the filing of a motion, may in his dis-
cretion make available to such person or his counsel
for inspection such portions of the intercepted commu-
nications, applications and orders as the judge deter-
mines to be in the interest of justice. On an ex parte
showing of good cause to a judge of competent juris-
diction the serving of the inventory required by this
subsection may be postponed.

(9) The contents of any wire, oral, or electronic
communication intercepted pursuant to this chapter
or evidence derived therefrom shall not be received in
evidence or otherwise disclosed in any trial, hearing,
or other proceeding in a Federal or State court unless
each party, not less than ten days before the trial,
hearing, or proceeding, has been furnished with a copy
of the court order, and accompanying application, un-
der which the interception was authorized or ap-
proved. This ten-day period may be waived by the
judge if he finds that it was not possible to furnish the
party with the above information ten days before the
trial, hearing, or proceeding and that the party will
not be prejudiced by the delay in receiving such infor-
mation.

(10)(a) Any aggrieved person in any trial, hear-
ing, or proceeding in or before any court, department,
officer, agency, regulatory body, or other authority of
the United States, a State, or a political subdivision
thereof, may move to suppress the contents of any
wire or oral communication intercepted pursuant to
this chapter, or evidence derived therefrom, on the
grounds that—
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(i) the communication was unlawfully in-
tercepted;

(i1) the order of authorization or approval
under which it was intercepted is insufficient on
its face; or

(iii) the interception was not made in con-
formity with the order of authorization or ap-
proval.

Such motion shall be made before the trial, hearing,
or proceeding unless there was no opportunity to
make such motion or the person was not aware of the
grounds of the motion. If the motion is granted, the
contents of the intercepted wire or oral communica-
tion, or evidence derived therefrom, shall be treated
as having been obtained in violation of this chapter.
The judge, upon the filing of such motion by the ag-
grieved person, may in his discretion make available
to the aggrieved person or his counsel for inspection
such portions of the intercepted communication or ev-
idence derived therefrom as the judge determines to
be in the interests of justice.

(b) In addition to any other right to appeal, the
United States shall have the right to appeal from an
order granting a motion to suppress made under par-
agraph (a) of this subsection, or the denial of an appli-
cation for an order of approval, if the United States
attorney shall certify to the judge or other official
granting such motion or denying such application that
the appeal is not taken for purposes of delay. Such
appeal shall be taken within thirty days after the date
the order was entered and shall be diligently prose-
cuted.

(c) The remedies and sanctions described in this
chapter with respect to the interception of electronic



92a

communications are the only judicial remedies and
sanctions for nonconstitutional violations of this chap-
ter involving such communications.

(11) The requirements of subsections
(1)(b)(i1) and (3)(d) of this section relating to the spec-
ification of the facilities from which, or the place
where, the communication is to be intercepted do not

apply if—

(a) in the case of an application with respect
to the interception of an oral communication—

1) the application is by a Federal in-
vestigative or law enforcement officer and is
approved by the Attorney General, the Deputy
Attorney General, the Associate Attorney
General, an Assistant Attorney General, or an
acting Assistant Attorney General,

(ii)  the application contains a full and
complete statement as to why such specifica-
tion is not practical and identifies the person
committing the offense and whose communi-
cations are to be intercepted; and

(i)  the judge finds that such specifi-
cation is not practical; and

(b) in the case of an application with respect
to a wire or electronic communication—

1) the application is by a Federal in-
vestigative or law enforcement officer and is
approved by the Attorney General, the Deputy
Attorney General, the Associate Attorney
General, an Assistant Attorney General, or an
acting Assistant Attorney General,

(i1)  the application identifies the per-
son believed to be committing the offense and
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whose communications are to be intercepted
and the applicant makes a showing that there
is probable cause to believe that the person’s
actions could have the effect of thwarting in-
terception from a specified facility;

(iii)  the judge finds that such showing
has been adequately made; and

(iv)  the order authorizing or approv-
ing the interception is limited to interception
only for such time as it is reasonable to pre-
sume that the person identified in the appli-
cation is or was reasonably proximate to the
instrument through which such communica-
tion will be or was transmitted.

(12) An interception of a communication under an
order with respect to which the requirements of sub-
sections (1)(b)(ii) and (3)(d) of this section do not apply
by reason of subsection (11)(a) shall not begin until
the place where the communication is to be inter-
cepted is ascertained by the person implementing the
interception order. A provider of wire or electronic
communications service that has received an order as
provided for in subsection (11)(b) may move the court
to modify or quash the order on the ground that its
assistance with respect to the interception cannot be
performed in a timely or reasonable fashion. The
court, upon notice to the government, shall decide
such a motion expeditiously.

18 U.S.C. § 2520. Recovery of civil damages au-
thorized

(a) IN GENERAL.—Except as provided in section
2511(2)(a)(i1), any person whose wire, oral, or elec-
tronic communication is intercepted, disclosed, or in-
tentionally used in violation of this chapter may in a
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civil action recover from the person or entity, other
than the United States, which engaged in that viola-
tion such relief as may be appropriate.

(b) RELIEF.—In an action under this section, ap-
propriate relief includes—

(1) such preliminary and other equitable or
declaratory relief as may be appropriate;

(2) damages under subsection (c¢) and puni-
tive damages in appropriate cases; and

(3) areasonable attorney’s fee and other lit-
igation costs reasonably incurred.

(c) COMPUTATION OF DAMAGES.—(1) In an action
under this section, if the conduct in violation of this
chapter is the private viewing of a private satellite
video communication that is not scrambled or en-
crypted or if the communication is a radio communi-
cation that is transmitted on frequencies allocated un-
der subpart D of part 74 of the rules of the Federal
Communications Commission that is not scrambled or
encrypted and the conduct is not for a tortious or ille-
gal purpose or for purposes of direct or indirect com-
mercial advantage or private commercial gain, then
the court shall assess damages as follows:

(A) If the person who engaged in that con-
duct has not previously been enjoined under sec-
tion 2511(5) and has not been found liable in a
prior civil action under this section, the court
shall assess the greater of the sum of actual dam-
ages suffered by the plaintiff, or statutory dam-
ages of not less than $50 and not more than $500.

(B) If, on one prior occasion, the person who
engaged in that conduct has been enjoined under
section 2511(5) or has been found liable in a civil
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action under this section, the court shall assess
the greater of the sum of actual damages suffered
by the plaintiff, or statutory damages of not less
than $100 and not more than $1000.

(2) In any other action under this section, the
court may assess as damages whichever is the greater
of—

(A) the sum of the actual damages suffered
by the plaintiff and any profits made by the viola-
tor as a result of the violation; or

(B) statutory damages of whichever is the
greater of $100 a day for each day of violation or
$10,000.

(d) DEFENSE.—A good faith reliance on—

(1) a court warrant or order, a grand jury
subpoena, a legislative authorization, or a statu-
tory authorization;

(2) a request of an investigative or law en-
forcement officer under section 2518(7) of this ti-
tle; or

(3) a good faith determination that section
2511(3), 2511(2)(1), or 2511(2)(j) of this title per-
mitted the conduct complained of;

is a complete defense against any civil or criminal ac-
tion brought under this chapter or any other law.

(e) LIMITATION.—A civil action under this section
may not be commenced later than two years after the
date upon which the claimant first has a reasonable
opportunity to discover the violation.

(f) ADMINISTRATIVE DISCIPLINE.—If a court or ap-
propriate department or agency determines that the
United States or any of its departments or agencies
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has violated any provision of this chapter, and the
court or appropriate department or agency finds that
the circumstances surrounding the violation raise se-
rious questions about whether or not an officer or em-
ployee of the United States acted willfully or inten-
tionally with respect to the violation, the department
or agency shall, upon receipt of a true and correct copy
of the decision and findings of the court or appropriate
department or agency promptly initiate a proceeding
to determine whether disciplinary action against the
officer or employee is warranted. If the head of the
department or agency involved determines that disci-
plinary action is not warranted, he or she shall notify
the Inspector General with jurisdiction over the de-
partment or agency concerned and shall provide the
Inspector General with the reasons for such determi-
nation.

(g) IMPROPER DISCLOSURE IS VIOLATION.—Any
willful disclosure or use by an investigative or law en-
forcement officer or governmental entity of infor-
mation beyond the extent permitted by section 2517 is
a violation of this chapter for purposes of section
2520(a).

18 U.S.C. § 2521. Injunction against illegal in-
terception

Whenever it shall appear that any person is en-
gaged or is about to engage in any act which consti-
tutes or will constitute a felony violation of this chap-
ter, the Attorney General may initiate a civil action in
a district court of the United States to enjoin such vi-
olation. The court shall proceed as soon as practicable
to the hearing and determination of such an action,
and may, at any time before final determination, enter
such a restraining order or prohibition, or take such
other action, as is warranted to prevent a continuing
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and substantial injury to the United States or to any
person or class of persons for whose protection the ac-
tion is brought. A proceeding under this section is
governed by the Federal Rules of Civil Procedure, ex-
cept that, if an indictment has been returned against
the respondent, discovery is governed by the Federal
Rules of Criminal Procedure.
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