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Opinion by Judge Bress; 
Concurrence by Judge VanDyke 

OPINION 
BRESS, Circuit Judge: 

In support of its classified national security inves-
tigations, the United States served administrative 
subpoenas and orders requiring Twitter to provide the 
government with certain information about Twitter 
users. In a self-described “Transparency Report,” 
Twitter wishes publicly to disclose certain information 
about the aggregate numbers of these governmental 
requests that it received between July and December 
2013. The FBI determined that the number of subpoe-
nas and orders and related information was classified, 
and that Twitter’s disclosure of this information 
would harm national security. As a result, the FBI al-
lowed Twitter to release its Transparency Report only 
in a partially redacted form. 

This dispute over what Twitter can and cannot 
disclose about information it learned as a recipient of 
national security legal process raises several im-
portant questions that lie at the intersection of na-
tional security and the freedom of speech: Does the 
government’s content-based limitation on Twitter’s 
speech violate the First Amendment? Do the relevant 
national security statutes provide sufficient proce-
dural protections to Twitter, consistent with the First 
Amendment? And does due process require that Twit-
ter’s outside counsel be granted access to the classified 
materials on which the United States relies in object-
ing to Twitter’s proposed disclosure? 



3a

We hold that Twitter’s constitutional challenges 
fail to persuade. Although we acknowledge Twitter’s 
desire to speak on matters of public concern, after a 
thorough review of the classified and unclassified rec-
ord, we conclude that the government’s restriction on 
Twitter’s speech is narrowly tailored in support of a 
compelling government interest: our Nation’s secu-
rity. We further hold that the statutory scheme gov-
erning the permissible disclosure of aggregate data 
about the receipt of national security legal process al-
lows for sufficient procedural protections, which Twit-
ter received here. Due process likewise does not re-
quire that Twitter’s outside counsel receive classified 
information by virtue of Twitter filing this lawsuit. 

Although the interests on both sides of this case 
are weighty, under law the government prevails. We 
affirm the district court’s grant of summary judgment 
to the United States. 

I 

A 
It is widely recognized that electronic communica-

tions are used by persons who seek to harm the United 
States through terrorist activities or other misdeeds. 
See, e.g., Clapper v. Amnesty Int’l USA, 568 U.S. 398, 
402–06 (2013). To that end, federal law gives the 
United States the authority to obtain information 
from electronic communication service providers in 
support of national security investigations. Two such 
means of obtaining information are relevant here. 

First, under 18 U.S.C. § 2709, the FBI is empow-
ered to issue certain requests to any “wire or elec-
tronic communication service provider,” such as Twit-
ter. See id. §§ 2510(15), 2711(1) (defining “electronic 
communication service”). These requests are known 
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as “national security letters,” or NSLs. 50 U.S.C. § 
1873(e)(3)(A).1 An NSL directs its recipient to provide 
the FBI with “subscriber information and toll billing 
records information, or electronic communication 
transactional records in [the recipient’s] custody or 
possession.” 18 U.S.C. § 2709(a). Such information 
must be “relevant to an authorized investigation to 
protect against international terrorism or clandestine 
intelligence activities.” Id. § 2709(b)(1); see also John 
Doe, Inc. v. Mukasey, 549 F.3d 861, 876 (2d Cir. 2008). 
NSLs thus allow the government to collect the afore-
mentioned metadata, but not the actual content of 
electronic communications. See 18 U.S.C. § 2709; Da-
vid Kris & J. Douglas Wilson, National Security Inves-
tigations and Prosecutions § 20:6 (Westlaw, Sept. 
2021 Update). 

To ensure needed secrecy, the FBI may prohibit 
an NSL recipient from disclosing that it has received 
an NSL if a sufficiently high-ranking FBI official cer-
tifies that the absence of a prohibition on disclosure 
may result in any one of four enumerated harms. 18 
U.S.C. § 2709(c)(1)(A). Those harms consist of: (1) “a 
danger to the national security of the United States,” 
(2) “interference with a criminal, counterterrorism, or 
counterintelligence investigation,” (3) “interference 
with diplomatic relations,” and (4) “danger to the life 
or physical safety of any person.” Id. § 2709(c)(1)(B). 
When such a certification has been made, the NSL re-
cipient may not “disclose to any person that the Fed-
eral Bureau of Investigation has sought or obtained 
access to information or records under this section.” 
Id. § 2709(c)(1)(A). The prohibition on disclosure is 
subject to judicial review under 18 U.S.C. § 3511. See 

1 We note that Title 50 has not been enacted as positive law. 
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id. § 2709(d). We will refer to this prohibition as the 
“NSL nondisclosure requirement” or the “individual 
NSL nondisclosure requirement.” 

Second, the FBI can seek surveillance-related or-
ders under the Foreign Intelligence Surveillance Act 
(FISA). 50 U.S.C. §§ 1801–1885c. Such orders, com-
monly known as “FISA orders,” are issued under one 
of five “titles” of FISA: Title I authorizes electronic 
surveillance, id. §§ 1801–1813; Title III authorizes 
physical searches, id. §§ 1821–1829; Title IV author-
izes the use of “pen registers” and “trap and trace de-
vices,” id. §§ 1841–462; Title V authorizes the com-
pelled production of “tangible things,” such as busi-
ness records, id. §§ 1861–64; and Title VII authorizes 
acquisition of foreign intelligence through the target-
ing of non-U.S. persons located outside the United 
States, id. §§ 1881– 1881g. While NSLs provide the 
government with only non-content data, FISA orders 
may compel the production of either content or non-
content data. See Kris & Wilson, supra, § 13:5. 

With some exceptions, FISA orders relating to do-
mestic surveillance ordinarily require authorization 
from the Foreign Intelligence Surveillance Court 
(FISC). Compare 50 U.S.C. §§ 1805(a), 1824(a), 
1842(a)–(b), 1862(a)–(b), with id. §§ 1802(a), 1822(a). 
FISA orders relating to persons reasonably believed to 
be abroad may be authorized by directives issued by 
the Attorney General or the Director of National In-
telligence. See id. §§ 1881a–1881c. See Kris & Wilson, 
supra, § 17:17. 

2 Pen registers and trap and trace devices, respectively, capture 
the phone number associated with an outgoing or incoming call 
(or other communication) on a given communication line. 50 
U.S.C. § 1841(2); see also 18 U.S.C. § 3127(3)–(4). 
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Recipients of FISA orders generally are required 
to “protect [the] secrecy” of the government surveil-
lance. 50 U.S.C. § 1805(c)(2)(B) (Title I); see also id.  §§ 
1824(c)(2)(B) (Title III), 1842(d)(2)(B)(i) (Title IV), 
1862(d)(2) (Title V), 1881a(i)(1)(A) (Title VII). Recipi-
ents of certain types of FISA orders must also “main-
tain under security procedures approved by the Attor-
ney General and the Director of Central Intelligence 
any records concerning the surveillance or the aid fur-
nished that such person wishes to retain.” Id. § 
1805(c)(2)(C) (Title I); see also id. §§ 1824(c)(2)(C) (Ti-
tle III), 1842(d)(2)(B)(ii)(II) (Title IV), 1881a(i)(1)(B) 
(Title VII). A FISA order recipient may obtain judicial 
review of a nondisclosure obligation in the FISC. See, 
e.g., id. § 1881a(i)(4). Further review may be sought in 
the Foreign Intelligence Surveillance Court of Review. 
50 U.S.C. § 1881a(i)(6)(A). 

B 
The government closely guards information relat-

ing to NSLs and FISA orders. The President has the 
“authority to classify and control access to information 
bearing on national security.” Dep’t of Navy v. Egan, 
484 U.S. 518, 527 (1988). In the exercise of that au-
thority, the President has “prescribe[d] a uniform sys-
tem for classifying [and] safeguarding” national secu-
rity information. Classified National Security Infor-
mation, Exec. Order No. 13,526 pmbl., 75 Fed. Reg. 
707, 707 (Dec. 29, 2009), as corrected by 75 Fed. Reg. 
1,013 (Dec. 29, 2009). 

Information that is classified falls into one of three 
levels: “Confidential,” “Secret,” and “Top Secret.” Id. § 
1.2(a), 75 Fed. Reg. at 707–08. Of these levels, “Top 
Secret” is the highest, reserved for “information, the 
unauthorized disclosure of which reasonably could be 
expected to cause exceptionally grave damage to the 
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national security.” Id. § 1.2(a)(1), 75 Fed. Reg. at 707. 
Certain classified information is further designated 
“sensitive compartmented information,” or “SCI.” See 
Office of the Director of National Intelligence, Intelli-
gence Community Directive 703, Protection of Classi-
fied National Intelligence, Including Sensitive Com-
partmented Information (2013) (“ICD 703”). This in-
formation “require[s] special controls and handling 
within the United States Intelligence Community.” 
Doe v. Cheney, 885 F.2d 898, 902 n.2 (D.C. Cir. 1989); 
see also ICD 703. Individuals with a security clearance 
must be granted additional permission to be allowed 
access to information designated SCI. See, e.g., ICD 
703; Romero v. Dep’t of Def., 658 F.3d 1372, 1373–74 
(Fed. Circ. 2011). 

Access to classified information is further re-
stricted to individuals meeting criteria that the Pres-
ident has identified: “A person may have access to 
classified information provided that: (1) a favorable 
determination of eligibility for access has been made 
by an agency head or the agency head’s designee; (2) 
the person has signed an approved nondisclosure 
agreement; and (3) the person has a need-to-know the 
information.” Exec. Order No. 13,526 § 4.1(a), 75 Fed. 
Reg. at 720. 

“No information may remain classified indefi-
nitely.” Id. § 1.5(d), 75 Fed. Reg. at 709. The default 
period during which classified information remains 
classified is ten years. Id. § 1.5(b), 75 Fed. Reg. at 709. 
However, the classifying official may specify an ear-
lier date (or the occurrence of a certain event) upon 
which the information is automatically declassified, or 
he may extend the duration of classification to up to 
25 years where necessary. Id. § 1.5(a), (c), 75 Fed. Reg. 
at 709. Agencies must also undertake periodic 
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reassessments of classified designations upon re-
quest. Id. § 3.5(a), (d), 75 Fed. Reg. at 717–18. Unau-
thorized disclosure of classified materials is subject to 
punishment. See, e.g., 18 U.S.C. § 798(a)(3). 

Under this classification system, and prior to 
2014, all information about the aggregate number and 
types of national security legal process received by 
any recipient was considered classified and therefore 
barred from public disclosure. But following Edward 
Snowden’s unauthorized disclosure of classified docu-
ments in 2013, and in response to requests from elec-
tronic service providers, the government made a 
change in policy to achieve greater transparency. 

In early 2014, then-Director of National Intelli-
gence James Clapper issued the “DNI Memorandum,” 
which declassified “certain data related to requests by 
the United States to communication providers for cus-
tomer information” made through FISA orders and 
NSLs. That same day, then-Deputy Attorney General 
James M. Cole issued a letter (“the DAG Letter”) ad-
dressed to Facebook, Google, LinkedIn, Microsoft, and 
Yahoo!, which permitted the same disclosures as the 
DNI Memorandum. 

The following year, Congress enacted the USA 
FREEDOM Act of 2015, Pub. L. No. 114-23, 129 Stat. 
268 (found in scattered sections of Titles 18 and 50 
U.S. Code), which enacted into law, and expanded, the 
categories of information that the DNI Memorandum 
and DAG Letter allowed to be disclosed. Id. §§ 603–
604, 129 Stat. 295–97. The relevant provision, now 
codified at 50 U.S.C. § 1874, allows any “person sub-
ject to a nondisclosure requirement accompanying” a 
FISA order or an NSL publicly to disclose certain lim-
ited information about his receipt of national security 
process using one of four enumerated pathways. Id. § 
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1874(a). A recipient may choose to release information 
under one of the following four options: 

(1) a semiannual report on the number of 
NSLs, FISA content orders and FISA non-con-
tent orders in bands of 1000, with some break-
downs by authority for non-content infor-
mation; (2) a semiannual report on the num-
ber of NSLs, FISA content orders and FISA 
non-content orders in bands of 500; (3) a sem-
iannual report on the total national security 
process received in bands of 250; or (4) an an-
nual report on the total national security pro-
cess received in bands of 100. 

H.R. Rep. No. 114-109, pt. 1, at 27 (2015) (summariz-
ing the statutory provisions); see also 50 U.S.C. § 
1874(a); Kris & Wilson, supra, § 13:5. 

These bands are notable not only for their 
breadth—the tightest band is 100—but for the fact 
that each of the bands begins with, and includes, zero. 
For instance, an entity reporting under option two 
that received one FISA content order and three FISA 
non-content orders, but no NSLs, would indicate that 
it received between 0 and 499 FISA content orders, 
between 0 and 499 FISA non-content orders, and be-
tween 0 and 499 NSLs. Under the statute, such an en-
tity could not indicate that it received no NSLs at all. 
We will refer to this as the “aggregate nondisclosure 
requirement,” so as to distinguish this system from 
the NSL nondisclosure requirement in 18 U.S.C. § 
2709(c), which pertains to disclosing the receipt of in-
dividual NSLs. 

C 
On April 1, 2014, Twitter transmitted to the FBI 

a two-page draft document that it referred to as a 
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“Transparency Report.” The Report was entitled “Em-
powering users with more #transparency on national 
security surveillance.” In its Transparency Report, 
and as described in its operative complaint in this law-
suit, Twitter sought to publish the following infor-
mation regarding the NSLs and FISA orders that it 
had received from July 1, 2013 to December 31, 2013: 

a. The number of NSLs and FISA orders Twitter 
received, if any, in actual aggregate numbers 
(including “zero,” to the extent that that num-
ber was applicable to an aggregate number of 
NSLs or FISA orders, or to specific kinds of 
FISA orders that Twitter may have received); 

b. The number of NSLs and FISA orders received, 
if any, reported separately, in ranges of one 
hundred, beginning with 1– 99; 

c. The combined number of NSLs and FISA or-
ders received, if any, in ranges of twenty-five, 
beginning with 1–24; 

d. A comparison of Twitter’s proposed (i.e., 
smaller) ranges with those authorized by the 
DAG Letter; 

e. A comparison of the aggregate numbers of 
NSLs and FISA orders received, if any, by Twit-
ter and the five providers to whom the DAG 
Letter was addressed [Facebook, Google, 
LinkedIn, Microsoft, and Yahoo!]; and 

f. A descriptive statement about Twitter’s expo-
sure to national security surveillance, if any, to 
express the overall degree of government sur-
veillance it is or may be subject to. 

In a letter to the FBI accompanying the Report, 
Twitter requested “a determination as to exactly 
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which, if any, parts of its Transparency Report are 
classified or, in the [Department of Justice’s] view, 
otherwise may not lawfully be published online.” The 
Transparency Report sought to educate Twitter users 
about the extent of the federal government’s surveil-
lance requests of Twitter and the degree to which 
Twitter’s platform was safe from secret governmental 
prying. The draft Transparency Report further ex-
pressed Twitter’s “inten[t] to make this kind of report 
on a regular basis.”3

In a September 9, 2014 response to Twitter, the 
FBI set forth its “conclu[sion] that information con-
tained in the report is classified and cannot be pub-
licly released.” The letter indicated that the Transpar-
ency Report was “inconsistent with the [DAG Letter] 
framework and discloses properly classified infor-
mation.” In particular, the FBI explained that infor-
mation in the Report “would reveal classified details 
about the surveillance . . . that go beyond what the 
government has permitted other companies to report.” 
The FBI specifically objected that the Transparency 
Report “would disclose specific numbers of orders re-
ceived, including characterizing the numbers in frac-
tions or percentages, and would break out particular 
types of process received.” This information, the FBI 
explained, was classified, and its release would harm 
national security. 

But the FBI nonetheless “believe[d] there [was] 
significant room for Twitter to place the numbers in 
context” by informing its users that, for instance, 
“only an infinitesimally small percentage of its total 

3 Nothing in our opinion quotes or discloses materials that have 
been deemed classified. Any quotations of Twitter’s draft Trans-
parency Report are to unredacted portions only. 
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number of active users was affected” by government 
surveillance requests. Twitter would thus be “permit-
ted to qualify its description of the total number of ac-
counts affected by all national security legal process it 
has received but it cannot quantify that description 
with the specific detail” that Twitter desired. 

D 
After receiving the FBI’s letter, Twitter filed this 

lawsuit in October 2014, challenging the govern-
ment’s suppression of the full Transparency Report 
and seeking injunctive and declaratory relief. Subse-
quently, after the USA FREEDOM Act was passed in 
June 2015, Twitter filed the operative Second 
Amended Complaint (SAC). In its SAC, Twitter 
claimed that the redacted information in the Report 
“was improperly classified” and that the government’s 
prohibition on Twitter’s publishing that information 
violated the First Amendment. Twitter also sought “to 
disclose that it received ‘zero’ FISA orders, or ‘zero’ of 
a specific kind of FISA order, for [the] period [covered 
by the Report], if either of those circumstances is 
true.” 

On November 22, 2016, the government moved for 
summary judgment. The government’s motion relied 
on the unclassified and classified declarations of Mi-
chael B. Steinbach, the then-Executive Assistant Di-
rector (EAD) of the FBI’s National Security Branch. 
The EAD is responsible for “overseeing the national 
security operations of the FBI’s Counterintelligence 
Division, Counterterrorism Division, High-Value De-
tainee Interrogation Group, Terrorist Screening Cen-
ter, and Weapons of Mass Destruction Directorate.” 
The EAD has “also been delegated original classifica-
tion authority by the Director of the FBI.” The classi-
fied Steinbach declaration, and all future classified 
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declarations that the government would submit, were 
filed ex parte with the district court for the court’s in 
camera review. 

The district court denied the government’s motion 
for summary judgment “without prejudice to a re-
newed motion upon a more fulsome record.” The dis-
trict court held that strict scrutiny applied to the gov-
ernment’s attempt to restrict the Transparency Re-
port’s full publication and that the Steinbach declara-
tions were insufficient to show that the government’s 
required redactions were narrowly tailored in support 
of the government’s compelling interest in national se-
curity. 

Twitter had also argued that under Freedman v. 
Maryland, 380 U.S. 51 (1965), neither the govern-
ment’s classification decision nor the USA FREEDOM 
Act contained sufficient procedural safeguards to en-
sure the protection of Twitter’s First Amendment 
rights. For applicable prior restraints, Freedman re-
quires that “(1) any restraint prior to judicial review 
can be imposed only for a specified brief period during 
which the status quo must be maintained,” “(2) expe-
ditious judicial review of that decision must be avail-
able,” and “(3) the censor must bear the burden of go-
ing to court to suppress the speech and must bear the 
burden of proof once in court.” Thomas v. Chicago 
Park Dist., 534 U.S. 316, 321 (2002) (quoting 
FW/PBS, Inc. v. Dallas, 493 U.S. 215, 227 (1990) 
(principal opinion of O’Connor, J.)). In denying sum-
mary judgment without prejudice, the district court 
suggested that the government’s classification deci-
sion and the governing statutory scheme violated 
Freedman’s commands. In that same order, the dis-
trict court also directed the government to proceed 
with granting two of Twitter’s outside lawyers, 
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including Lee H. Rubin, “security clearances that 
would permit review of relevant classified materials 
in this matter.”

Although Rubin’s background investigation was 
completed and favorably adjudicated, the government 
refused to provide Rubin access to the classified mate-
rials on the ground that Twitter’s outside counsel 
lacked a need to know this information. In support of 
its refusal to allow Rubin access to classified materi-
als, the government submitted an unclassified decla-
ration from Carl Ghattas, then-EAD of the FBI’s Na-
tional Security Branch. Mr. Ghattas indicated that 
the classified Steinbach declaration and its exhibits 
were “classified at the TOP SECRET level and contain 
Sensitive Compartmented Information.” Mr. Ghattas 
then explained that Twitter’s counsel “do[es] not have 
a need for access to or a need-to-know the classified 
FBI information at issue in this case.” Specifically, 
Mr. Ghattas concluded, “it does not serve a govern-
mental function . . . to allow plaintiff’s counsel access 
to the classified FBI information at issue in this case 
to assist in representing the interests of a private 
plaintiff who has filed this civil suit against the gov-
ernment.” 

On December 5, 2018, Twitter filed a request that 
Rubin be given access to the classified Steinbach dec-
laration. In response, the government filed a declara-
tion by then-Attorney General William P. Barr assert-
ing the state secrets privilege over the information 
contained in the classified Steinbach declaration. At-
torney General Barr’s declaration relied on a pair of 
unclassified and classified declarations by Michael C. 
McGarrity, then-Acting EAD of the FBI’s National Se-
curity Branch. The government submitted the McGar-
rity declarations for the district court’s review. 
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On June 21, 2019, and in response to the new dec-
larations, the district court issued an order to show 
cause why it should not reconsider its denial of sum-
mary judgment. The district court indicated that the 
classified McGarrity declaration “provides an expla-
nation of the Government’s basis for restricting the in-
formation that can be published in the Draft Trans-
parency Report, and the grave and imminent harm 
that could reasonably be expected to arise from its dis-
closure, in far greater detail than the Government 
provided previously.” The court thus indicated its 
likely view that the government’s restrictions on Twit-
ter’s speech were narrowly tailored and that Rubin 
should not receive the classified materials because of 
“national security concerns.” 

The parties then filed cross-motions for summary 
judgment. In support of its motion, the government 
relied on newly submitted classified and unclassified 
declarations from Jay S. Tabb, Jr., the new EAD of the 
FBI’s National Security Branch. This time, the dis-
trict court granted the government’s motion for sum-
mary judgment. 

The district court did not revise its earlier conclu-
sion that “the restrictions on Twitter’s speech are sub-
ject to strict scrutiny as a content-based restriction 
and a prior restraint.” But it found that based on “the 
totality of the evidence provided in this case,” includ-
ing all three of the classified declarations from EADs 
Steinbach, McGarrity, and Tabb, that the government 
had satisfied strict scrutiny. Citing “the specific rea-
sons identified in the classified declarations,” the dis-
trict court found that those declarations “explain the 
gravity of the risks inherent in disclosure of the infor-
mation” at issue by providing “a sufficiently specific 
explanation of the reasons disclosure of mere 
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aggregate numbers, even years after the relevant time 
period in the Draft Transparency Report, could be ex-
pected to give rise to grave or imminent harm to the 
national security.” The district court determined that 
the government’s supporting declarations sufficiently 
justified its classification decision, and that “no more 
narrow tailoring of the restrictions can be made.” 

The district court also denied Twitter relief under 
the procedural requirements of Freedman, but only on 
the basis that “Twitter’s SAC d[id] not allege a chal-
lenge, facial or otherwise, based upon the principles in 
Freedman.” The district court reasoned that “nothing 
in the SAC challenges a ‘system of prior restraints’ as 
in Freedman.” Accordingly, the court did not “reach 
the question of whether the Government’s decision 
here satisfied those procedural safeguards.” In a foot-
note, however, the district court noted that “[t]he sort 
of pre-disclosure review and approval process that re-
stricts speech about metadata compiled by a recipient 
closely resembles the censorship systems raised in 
Freedman and its progeny.” The district court further 
opined that the government had “offered no applicable 
procedural protections similar to those cited with ap-
proval in” In re National Security Letter, 863 F.3d 
1110, 1128 (9th Cir. 2017), and John Doe, Inc. v. 
Mukasey, 549 F.3d 861, 875 (2d Cir. 2008), two cases 
that we discuss further below. Finally, the district 
court denied Twitter’s request that its counsel receive 
access to the classified Tabb declaration. That decla-
ration could not “be disclosed to counsel for Twitter 
based upon the national security concerns it raises, 
despite counsel’s clearance approval.” 

Twitter timely appealed. We have jurisdiction un-
der 28 U.S.C. § 1291 and review the grant of summary 
judgment de novo. Butcher v. Knudsen, 38 F.4th 1163, 
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1168 (9th Cir. 2022). On appeal, we were provided 
with classified information, which was made available 
for our review using specialized procedures that en-
sured its protection. See generally Robert Reagan, 
Keeping Government Secrets: A Pocket Guide on the 
State-Secrets Privilege, the Classified Information 
Procedures Act, and Classified Information Security 
Officers (Federal Judicial Center, 2d ed. 2013) [here-
inafter Reagan, Keeping Government Secrets]. 

II 
We turn first to the question of whether the gov-

ernment’s restriction on Twitter’s speech violates the 
First Amendment. We hold that under our case law, 
strict scrutiny applies to that inquiry. We 
acknowledge that Twitter has a First Amendment in-
terest in commenting on matters of public concern in-
volving national security subpoenas. Nevertheless, 
based on our careful review of classified and unclassi-
fied information, we hold that the government’s redac-
tions of Twitter’s Transparency Report were narrowly 
tailored in support of the compelling government in-
terest in national security. 

A 
The First Amendment provides that “Congress 

shall make no law . . . abridging the freedom of 
speech.” U.S. Const. amend. I. “When enforcing this 
prohibition, [courts] distinguish between content-
based and content-neutral regulations of speech.” 
Nat’l Inst. of Family & Life Advocates v. Becerra, 138 
S. Ct. 2361, 2371 (2018). Content-based restrictions 
“are presumptively  unconstitutional and may be jus-
tified only if the government proves that they are nar-
rowly tailored to serve compelling state interests.” 
Reed v. Town of Gilbert, 576 U.S. 155, 163 (2015). 
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“A regulation of speech is facially content based 
under the First Amendment if it targets speech based 
on its communicative content—that is, if it applies to 
particular speech because of the topic discussed or the 
idea or message expressed.” City of Austin v. Reagan 
Nat’l Advert. of Austin, LLC, 142 S. Ct. 1464, 1471 
(2022) (quotations and alteration omitted). “Regula-
tions draw such a distinction if they ‘target speech 
based on its communicative content,’ prohibit ‘public 
discussion of an entire topic,’ or ‘single[] out specific 
subject matter for differential treatment.’” In re Nat’l 
Sec. Letter (“NSL”), 33 F.4th 1058, 1072 (9th Cir. 
2022) (amended opinion) (alteration in original) (quot-
ing Reed, 576 U.S. at 163, 169). 

In NSL, we considered a First Amendment chal-
lenge to 18 U.S.C. § 2709(c), which, as we discussed 
above, generally prohibits the recipient of a national 
security letter from disclosing the fact of its receipt. 
Id. at 1063. NSL recognized that § 2709(c) “prohibits 
speech about one specific issue: the recipient may not 
‘disclose to any person that the Federal Bureau of In-
vestigation has sought or obtained access to infor-
mation or records’ by means of an NSL.” Id. at 1072 
(quoting 18 U.S.C. § 2709(c)). We therefore recognized 
that the restriction § 2709(c) imposes was content 
based because it “target[ed] speech based on its com-
municative content,’ and restricts speech based on its 
‘function or purpose.’” Id. (quoting Reed, 576 U.S. at 
163). And “[w]hen the government restricts speech 
based on its content, a court will subject the re-
striction to strict scrutiny.” Id. at 1070. 

NSL requires strict scrutiny here because the re-
striction on Twitter’s speech is content based. Twitter 
is subject to a series of statutory nondisclosure obliga-
tions based on its receipt of NSLs and FISA orders. 
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See 18 U.S.C. § 2709(c); 50 U.S.C. §§ 1805(c)(2)(B), 
1824(c)(2)(B), 1842(d)(2)(B)(i), 1862(d)(2), 1881a(i)(1). 
The USA FREEDOM Act effectively created an excep-
tion to these prohibitions for certain disclosures about 
the aggregate receipt of national security process, 
within the predefined numerical bands explained 
above. See 50 U.S.C. § 1874(a); H.R. Rep. No. 114-109, 
pt. 1, at 27; Kris & Wilson, supra, § 13:5. But Twitter’s 
Transparency Report seeks to provide more detail 
than the USA FREEDOM Act allows to be disclosed. 
The nature of the government’s restriction on Twitter 
therefore necessarily arises from the content of Twit-
ter’s proposed disclosure. Indeed, the government’s 
entire basis for seeking to limit Twitter’s disclosure is 
that public release of the classified content will harm 
national security. Thus, we are confronted with a con-
tent-based restriction, just as we were in NSL. 

Under circuit precedent, we review the govern-
ment’s restriction on Twitter’s speech under the tra-
ditional First Amendment strict scrutiny framework. 
NSL was clear on this point, holding that strict scru-
tiny applied to the nondisclosure requirement in 18 
U.S.C. § 2709(c) applicable to the receipt of individual 
NSLs. NSL, 33 F.4th at 1071–73. NSL governs us; 
there is no basis in law or logic to apply a different tier 
of scrutiny to the speech restriction now before us. The 
nondisclosure requirements imposed on recipients of 
national security legal process at issue here are effec-
tively identical to those we considered in NSL, just ag-
gregated—instead of being prohibited from disclosing 
the receipt of one letter, the recipient is prohibited 
from disclosing the receipt of a certain number of let-
ters or orders. 

Both sides in this case ask for something other 
than strict scrutiny, but their arguments are 
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foreclosed by our holding in NSL. The government 
suggests that some lesser form of scrutiny should ap-
ply, but NSL is directly contrary on this point. See id. 
at 1071–73. And while Twitter maintains that an even 
higher standard of “extraordinarily exacting” scrutiny 
should apply, NSL specifically rejected that argu-
ment. See id. at 1076 n.21 (holding that a request to 
apply “a higher standard than strict scrutiny” was 
“meritless,” and that New York Times Co. v. United 
States (Pentagon Papers), 403 U.S. 713 (1971) (per cu-
riam), did not require otherwise). Thus, under circuit 
precedent, the restriction on Twitter’s speech is a con-
tent-based limitation that we review under the strict 
scrutiny framework. 

B 
To satisfy strict scrutiny, a restriction on speech 

is justified only if the government demonstrates that 
it is narrowly tailored to serve a compelling state in-
terest. Reed, 576 U.S. at 163; NSL, 33 F.4th at 1070. 
There is no dispute about the government’s compel-
ling interest here. “It is ‘obvious and unarguable’ that 
no governmental interest is more compelling than the 
security of the Nation.” Haig v. Agee, 453 U.S. 280, 
307 (1981) (quoting Aptheker v. Sec’y of State, 378 U.S. 
500, 509 (1964)); see also Holder v. Humanitarian Law 
Project, 561 U.S. 1, 28 (2010). It follows that “keeping 
sensitive information confidential in order to protect 
national security is a compelling government inter-
est,” too. NSL, 33 F.4th at 1072 (citing Egan, 484 U.S. 
at 527; Snepp v. United States, 444 U.S. 507, 509 n.3 
(1980)). 

This case thus turns on the narrow-tailoring 
prong of the strict scrutiny framework. To be narrowly 
drawn, a “curtailment of free speech must be actually 
necessary to the solution.” Brown v. Ent. Merchs. 
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Ass’n, 564 U.S. 786, 799 (2011). “If a less restrictive 
alternative would serve the Government’s purpose, 
the legislature must use that alternative.” United 
States v. Playboy Ent. Grp., Inc., 529 U.S. 803, 813 
(2000). But while a “restriction is not narrowly tai-
lored if less restrictive alternatives would be at least 
as effective in achieving the legitimate purpose that 
the statute was enacted to serve,” we have previously 
observed in this same general context that strict scru-
tiny does not require the content-based restriction to 
be “perfectly tailored.” NSL, 33 F.4th at 1073 (first 
quoting Reno v. Am. Civil Liberties Union, 521 U.S. 
844, 874 (1997); and then quoting Williams-Yulee v. 
Fla. Bar, 575 U.S. 433, 454 (2015)). The government 
is entitled deference when it comes to factual judg-
ments bearing on national security. See Humanitar-
ian Law Project, 561 U.S. at 33–34 (explaining that in 
the area of national security and foreign affairs, the 
“evaluation of the facts by the Executive, like Con-
gress’s assessment, is entitled to deference”). But at 
the same time, “[w]e do not defer to the Government’s 
reading of the First Amendment, even when” national 
security interests are at stake. Id. at 34. 

Our decision in NSL, which is the most closely 
analogous precedent, demonstrates the type of careful 
review that strict scrutiny requires in this context. In 
NSL, we considered and rejected an as-applied chal-
lenge to the statutory provisions governing the non-
disclosure requirements attached to individual NSLs. 
See NSL, 33 F.4th at 1073–76; 18 U.S.C. § 2709(c). 
“Analyzing the statute as a whole,” we held that the 
statutory scheme was narrowly tailored to the govern-
ment’s compelling national security interest in pro-
tecting the details of its intelligence investigations. 
NSL, 33 F.4th at 1074. In particular, we emphasized 
the statutory requirement that the government must 
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make an “individualized analysis of each [NSL] recip-
ient” when imposing nondisclosure restrictions—an 
analysis that “may include consideration of the size of 
the recipient’s customer base.” Id. This mandatory, fo-
cused inquiry ensured that the government would not 
exercise unfettered discretion but rather guaranteed 
that it would have to substantiate each nondisclosure 
requirement based on the individual circumstances. 
Id.

The required means-end connection between the 
restriction imposed and the government’s national se-
curity interest was also established through the “nar-
row, objective, and definite” statutory standards that 
defined the contours of the government’s authority to 
impose nondisclosure restrictions. Id. The statute con-
fined the imposition of individual NSL nondisclosure 
obligations to particular situations, such as when dis-
closure threatened ongoing counterintelligence opera-
tions or would endanger the lives of others. Id. (citing 
18 U.S.C. § 2709(c)). This supported a sufficiently 
close fit between the government’s speech restriction 
and its national security goals. Id.

We also noted that the statute ameliorated con-
cerns that a change in circumstances could render the 
continued imposition of the nondisclosure obligations 
unnecessary. Id. at 1075. We highlighted the ready 
availability of judicial review in which the govern-
ment had the burden of demonstrating the “continued 
necessity” of the restriction, which ensured that the 
limitation on speech was not “in place longer than 
[wa]s necessary to serve the government’s compelling 
interest.” Id. at 1075–76. 

Considered as a whole, NSL instructs that under 
the narrow tailoring prong of the strict scrutiny anal-
ysis, we must guarantee that the means by which the 
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government is limiting Twitter’s speech—here, re-
dacting portions of the Transparency Report—is suffi-
ciently calibrated toward protecting the government’s 
proffered national security interest. And to guarantee 
that fit, we must satisfy ourselves that the govern-
ment made a sufficiently particularized inquiry that 
substantiates the need for the redactions in the spe-
cific context in which Twitter operates. See id. at 
1073– 76. Against this legal backdrop, we now turn to 
whether the government’s restriction on Twitter’s 
speech is narrowly tailored. 

To meet its burden under strict scrutiny, the gov-
ernment in the district court submitted three rounds 
of classified and unclassified declarations to support 
its position that information in Twitter’s Transpar-
ency Report was classified and could not be publicly 
disclosed without endangering national security. 
These declarations culminated in the classified and 
unclassified declarations of Jay S. Tabb, Jr., the EAD 
of the FBI’s National Security Branch. After an ex-
tended review of these materials, the district court 
found that based on “the totality of the evidence pro-
vided in this case, including the classified declara-
tions,” the government had satisfied strict scrutiny 
and “no more narrow tailoring of the restrictions can 
be made.” 

In a case such as this involving information that 
the government contends is classified, we may review 
the classified materials ex parte and in camera. See, 
e.g., Kashem v. Barr, 941 F.3d 358, 385 (9th Cir. 2019); 
Mohamed v. Jeppesen Dataplan, Inc., 614 F.3d 1070, 
1086 (9th Cir. 2010) (en banc); Kasza v. Whitman, 325 
F.3d 1178, 1180 (9th Cir. 2003); Kasza v. Browner, 133 
F.3d 1159, 1168–69 (9th Cir. 1998). Having intently 
studied the classified and unclassified materials in 
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the record, we agree with the district court’s consid-
ered assessment.

While we are not at liberty to disclose the contents 
of the classified materials that we reviewed, our anal-
ysis under the narrow tailoring prong depends princi-
pally on the knowledge we gleaned from our review of 
that material. The classified materials provided gran-
ular details regarding the threat landscape and na-
tional security concerns that animated the higher-
level conclusions presented in the unclassified decla-
rations. The classified declarations spell out in greater 
detail the importance of maintaining confidentiality 
regarding the type of matters as to which intelligence 
requests are made, as well as the frequency of these 
requests. Against the fuller backdrop of these explicit 
illustrations of the threats that exist and the ways in 
which the government can best protect its intelligence 
resources, we are able to appreciate why Twitter’s pro-
posed disclosure would risk making our foreign adver-
saries aware of what is being surveilled and what is 
not being surveilled—if anything at all. Given these 
concerns and this fuller backdrop, we are willing to 
accept the main conclusions outlined in the unclassi-
fied materials, which express generally why revealing 
the information Twitter wishes to disclose would sig-
nificantly harm the government’s national security 
operations by signaling to our adversaries what com-
munication channels to avoid and which to use. 

Viewed in light of the classified declarations, Mr. 
Tabb’s Unclassified Declaration thus compellingly ex-
plains how the redactions on Twitter’s Transparency 
Report in the specific context of Twitter’s operations 
are well-calibrated to achieving the government’s na-
tional security goals. Taken as a whole, the govern-
ment’s declarations specifically and persuasively 
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explain why Twitter’s proposed Transparency Report 
may not be released in fully unredacted form. 

Mr. Tabb’s Unclassified Declaration explains that 
“the information about Twitter’s receipt of national 
security process that was redacted from Twitter’s 
draft Transparency Report is properly classified.” Un-
classified Tabb Decl. ¶ 5. Mr. Tabb also well describes 
how any “unauthorized disclosure reasonably could be 
expected to result in serious damage to the national 
security.” Id. In particular, “disclosure of the infor-
mation at issue here would provide international ter-
rorists” and other bad actors with “a roadmap to the 
existence or extent of Government surveillance and 
capabilities associated with Twitter.” Id. More gener-
ally, “[d]isclosure of the information Twitter seeks to 
publish would provide highly valuable insights into 
where and how the United States is or is not deploying 
its investigative and intelligence resources.” Id. at ¶ 
7. This “would tend to reveal which communications 
services may or may not be secure, which types of in-
formation may or may not have been collected, and 
thus whether or to what extent the United States is or 
is not aware of the activities of these adversaries.” Id.

Mr. Tabb further explained why the granular na-
ture of the information that Twitter seeks to publish 
would pose particular problems. Specifically, Mr. 
Tabb cautioned, “[d]isclosure of the kind of granular 
data regarding the national security legal process re-
ceived by Twitter, as set forth in its draft Transpar-
ency Report, would reveal such information as: 

(i) incremental increases or decreases in 
collection over time, which would show 
whether the Government has a significant 
presence or investigative focus on a particular 
platform; 
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(ii) the collection of content or non-content 
information, which would show whether and 
to what extent the Government is collecting 
certain types of information on that platform; 
and 

(iii) the fact of whether or when the recipi-
ent received a particular type of process at all, 
which may reflect different collection capabili-
ties and focus on that platform, different types 
of information collected, and locations of FBI 
targets. 

Unclassified Tabb Decl. ¶ 17. “[B]y detailing the 
amount, if any, of each particular type of process Twit-
ter had received during a particular period, and over 
time, this data would reveal the extent to which Twit-
ter was or was not a safe channel of communication 
for our adversaries.” Id. ¶ 18. As Mr. Tabb concluded, 
“[t]he granularity of the data that Twitter seeks to 
publish would reveal or tend to reveal information 
about the extent, scope, and reach of the Govern-
ment’s national security collection capabilities and in-
vestigative interests—including its limitations and 
vulnerabilities.” Id. ¶ 21. 

Mr. Tabb also explained that if Twitter were al-
lowed to make its granular disclosures, other recipi-
ents of national security process would seek to do the 
same. And the result would be an even greater expo-
sure of U.S. intelligence capabilities and strategies. 
As Mr. Tabb wrote, “[i]f the Court were to grant Twit-
ter the relief it seeks in this case, other providers 
would almost certainly seek to make the same types 
of disaggregated, granular disclosures regarding their 
receipt of national security process.” Id. ¶ 20. If that 
were allowed, it would “provide a comprehensive 
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picture of the Government’s use of national security 
process that adversaries would use to evaluate the 
Government’s collection capabilities and vulnerabili-
ties, as well as its investigative practices.” Id.

Throughout his Unclassified Declaration, Mr. 
Tabb notes that greater detail and further explana-
tion is provided in his Classified Declaration. Mr. 
Tabb further incorporates the classified declarations 
from the other government officials who preceded him 
in his role. As noted above, we have carefully reviewed 
the classified declarations in camera. And, as we have 
explained, those declarations provide more particular-
ized reasons why the specific information Twitter 
seeks to publish would harm national security, reflect-
ing the government’s individualized analysis of Twit-
ter’s proposed disclosure. Mr. Tabb’s Classified Decla-
ration, and the additional classified materials on 
which it relies, are compelling. His Classified Decla-
ration, in combination with the other classified and 
unclassified materials, has convinced us that the gov-
ernment’s restriction on Twitter’s speech is narrowly 
tailored and survives strict scrutiny. 

Twitter’s arguments to the contrary are unpersua-
sive. Twitter argues that the government, prior to pre-
venting the Transparency Report’s full disclosure, 
should have conducted an “individualized” inquiry 
into whether the publication should be prevented, and 
that the government failed to do so. Twitter bases this 
asserted requirement on Florida Star v. B.J.F., 491 
U.S. 524, 540 (1989), in which the Supreme Court held 
that some “individualized adjudication” was required 
before a state could impose tort liability upon a news-
paper that published the name of a rape victim. But 
here the record indicates that the FBI did conduct an 
individualized analysis of the harms that would be 
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caused by Twitter’s disclosure of the unredacted Re-
port. Our review of the record, including the classified 
materials, confirms that Twitter’s allegation is not 
correct.

Twitter also argues that the government’s consid-
eration of how other companies might disclose similar 
information violates the “individualized” inquiry re-
quirement. But Twitter conflates two separate issues. 
The government could conduct an individualized in-
quiry into the harm that Twitter’s disclosure would 
make, including the harm that would be caused if an 
adversary considered the information Twitter dis-
closed alongside similar information from other com-
panies. The government’s inquiry is no less  “individ-
ualized” simply because it took into account the fact 
that if Twitter were allowed to publish the infor-
mation in question, many other companies would do 
the same, leading to serious national security conse-
quences. Twitter points to no contrary authority. And 
again, we conclude that the government’s review was 
sufficiently individualized, particularly in view of the 
Classified Tabb Declaration. 

In sum, the classified and unclassified materials 
in this case confirm that the government’s restrictions 
on Twitter’s speech survive strict scrutiny. We hold 
that the  government’s redactions of Twitter’s Trans-
parency Report do not violate the First Amendment. 

III 
We turn next to Twitter’s claim that the proce-

dures associated with the government’s restriction on 
Twitter’s speech failed to comport with Freedman v. 
Maryland, 380 U.S. 51 (1965). We hold that the spe-
cific procedural requirements of Freedman do not ap-
ply here. And we further conclude that the procedures 
that were followed— which were robust and which 
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resembled the Freedman requirements in key re-
spects—were sufficient to withstand any broader pro-
cedural challenge that Twitter has raised.4

A 
In First Amendment law, a prior restraint is an 

order “forbidding certain communications when is-
sued in advance of the time that such communications 
are to occur.” Alexander v. United States, 509 U.S. 
544, 550 (1993) (emphasis and quotations omitted). In 
Freedman and its progeny, the Supreme Court devel-
oped a set of procedural safeguards for censorship re-
gimes involving content-based prior restraints: “(1) 
any restraint prior to judicial review can be imposed 
only for a specified brief period during which the sta-
tus quo must be maintained; (2) expeditious judicial 
review of that decision must be available; and (3) the 
censor must bear the burden of going to court to sup-
press the speech and must bear the burden of proof 
once in court.” Thomas, 534 U.S. at 321 (quoting 
FW/PBS, 493 U.S. at 227 (principal opinion of O’Con-
nor, J.)). 

Some background on the Freedman line of cases 
helps explicate these procedural requirements and 
demonstrates why the law imposes them in some 

4 In its decision granting summary judgment to the government, 
the district court concluded that Twitter had not raised a chal-
lenge under Freedman. The parties agree this determination was 
mistaken. The record reflects that Twitter raised Freedman at 
various points in the litigation. The government thus concedes 
that it “had adequate notice of Twitter’s claims concerning [the 
Freedman] procedural safeguards.” The Freedman issue has 
been fully briefed on appeal, and the district court has already 
offered its tentative conclusions that Freedman may be impli-
cated here. As Twitter itself argues, judicial economy counsels in 
favor of resolving the Freedman issue rather than remanding for 
further consideration. 
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situations. In Freedman, a Maryland “motion picture 
censorship statute” made it “unlawful to sell, lease, 
lend, exhibit or use” any film unless it was submitted 
to and approved by the state’s “Board of Censors.” 380 
U.S. at 52 & n.1. That board had the authority to “li-
cense such films . . . which are moral and proper,” and 
to refuse to permit films that, “in the judgment of the 
Board,” are “obscene,” or that tend “to debase or cor-
rupt morals or incite to crimes.” Id. at 52 & n.2. 

Recognizing that “any system of prior restraints of 
expression comes to this Court bearing a heavy pre-
sumption against its constitutional validity,” the Su-
preme Court held that the Maryland scheme was an 
unconstitutional prior restraint. Id. at 57–60 (quoting 
Bantam Books, Inc. v. Sullivan, 372 U.S. 58, 70 
(1963)). In particular, the Court concluded that “a 
noncriminal process which requires the prior submis-
sion of a film to a censor avoids constitutional infir-
mity only if it takes place under procedural safe-
guards designed to obviate the dangers of a censorship 
system.” Id. at 58. Although the Supreme Court would 
later crystallize the Freedman procedures into the 
three-part formulation that we set forth above, see 
Thomas, 534 U.S. at 321, Freedman outlined those 
same basic procedural features and explained why 
they were constitutionally mandated in the censor-
ship context. 

Freedman first explained that because of the 
“transcendent value of speech,” as a matter of “due 
process,” the “burden of proving that the film is un-
protected expression must rest on the censor.” 380 
U.S. at 58 (quoting Speiser v. Randall, 357 U.S. 513, 
526 (1958)). Second, it was constitutionally necessary 
to have ready access to judicial review “because only a 
judicial determination in an adversary proceeding 
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ensures the necessary sensitivity to freedom of expres-
sion,” and “only a procedure requiring a judicial deter-
mination suffices to impose a valid final restraint.” Id. 
Because “the censor’s business is to censor,” the Court 
concluded that a censor “may well be less responsive 
than a court . . . to the constitutionally protected in-
terests in free expression.” Id. at 57–58. And “[i]f it is 
made unduly onerous, by reason of delay or otherwise, 
to seek judicial review, the censor’s determination 
may in practice be final.” Id. at 58. Thus, “[a]ny re-
straint imposed in advance of a final judicial determi-
nation on the merits must similarly be limited to 
preservation of the status quo for the shortest fixed 
period compatible with sound judicial resolution.” Id. 
at 59. Finally, Freedman explained, “the procedure 
must also assure a prompt final judicial decision” be-
cause of the potential that the temporary and “possi-
bly erroneous” denial of a license could have a “deter-
rent effect” against speech. Id. That said, the Court 
made clear that it did “not mean to lay down rigid time 
limits or procedures, but to suggest considerations” in 
devising a legislative scheme that would “avoid the 
potentially chilling effect of the Maryland statute on 
protected expression.” Id. at 61.

Although it eschewed imposing rigid formalities 
on these types of schemes, Freedman concluded that 
the basic procedural safeguards it set forth were con-
stitutionally necessary because without them, “it may 
prove too burdensome to seek review of the censor’s 
determination.” Id. at 59. The Court pointed specifi-
cally to the nature of the film industry and to the in-
centives that film exhibitors and distributors would 
have (or would lack) in this context. As to the exhibi-
tor, its “stake in any one picture may be insufficient to 
warrant a protracted and onerous course of litigation.” 
Id. And the film’s distributor might also forgo a costly 
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challenge if the distributor could show the film freely 
in most other places. Id.

Beyond Freedman, the Supreme Court has im-
posed these procedural protections in other cases as 
well, but it “has generally focused on two types of gov-
ernment schemes requiring safeguards: censorship 
schemes and licensing schemes.” NSL, 33 F.4th at 
1076–77. Thus, the Court has applied Freedman to 
customs officials’ seizing “obscene or immoral” arti-
cles, United States v. Thirty-Seven (37) Photographs, 
402 U.S. 363, 365 & n.1, 366–68, 373–75 (1971), the 
postmaster’s halting mail that contains “allegedly ob-
scene materials,” Blount v. Rizzi, 400 U.S. 410, 411–
14, 417–19 (1971), a board’s requiring permission be-
fore showing an allegedly obscene play at a municipal 
theater, Southeastern Promotions, Ltd. v. Conrad, 420 
U.S. 546, 547–48, 559–62 (1975), and a court’s ex parte 
restraining order that prevented a planned rally of of-
fensive “political” speech, Carroll v. President & 
Comm’rs of Princess Anne, 393 U.S. 175, 176–77, 181–
82 (1968); see also, e.g., Teitel Film Corp. v. Cusack, 
390 U.S. 139, 140– 42 (1968) (per curiam) (invalidat-
ing a city’s “Motion Picture Censorship Ordinance”); 
Bantam Books, 372 U.S. at 59–62, 71 (invalidating, 
pre-Freedman, a scheme by which a state “Commis-
sion to Encourage Morality in Youth” would declare 
books or magazines objectionable for distribution to 
young people). In these cases, the Court recognized 
that “a scheme conditioning expression on a licensing 
body’s prior approval of content ‘presents peculiar 
dangers to constitutionally protected speech.’” 
Thomas, 534 U.S. at 321 (quoting Freedman, 380 U.S. 
at 57). 

At the same time, the Supreme Court has empha-
sized that in some licensing contexts, the required 
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safeguards “are less extensive than those required in 
Freedman because they do ‘not present the grave dan-
gers of a censorship system.’” NSL, 33 F.4th at 1077 
(quoting City of Littleton v. Z.J. Gifts D-4, L.L.C., 541 
U.S. 774, 783 (2004)). Most relevant here is City of Lit-
tleton, in which the Court rejected a facial challenge 
to a municipal licensing scheme for adult businesses. 
541 U.S. at 776. The city ordinance at issue there es-
tablished certain circumstances that required the city 
to deny a license to operate an adult business, such as 
if the applicant were underage or had not timely paid 
taxes. Id. at 783. 

The Court concluded that specially expedited time 
frames for judicial review were not required in that 
context. Id. at 782–84. As the Court explained, where 
“the regulation simply conditions the operation of an 
adult business on compliance with neutral and non-
discretionary criteria, and does not seek to censor con-
tent, an adult business is not entitled to an unusually 
speedy judicial decision of the Freedman type.” Id. at 
784 (citations omitted). In such cases, the state’s “or-
dinary judicial review procedures suffice as long as 
the courts remain sensitive to the need to prevent 
First Amendment harms.” Id. at 781. And “whether 
the courts do so is a matter normally fit for case-by-
case determination rather than a facial challenge.” Id. 
at 782; see also FW/PBS, 493 U.S. at 228 (principal 
opinion of O’Connor, J.) (“Because the licensing 
scheme at issue in these cases does not present the 
grave ‘dangers of a censorship system,’ we conclude 
that the full procedural protections set forth in Freed-
man are not required.” (quoting Freedman, 380 U.S. 
at 58)). 

In addition to not insisting on compliance with in-
flexible procedures even within the contexts in which 



34a

Freedman might otherwise apply, the Supreme Court 
has not held that compliance with Freedman’s safe-
guards is required in every instance in which expres-
sion is restrained in advance because of its content. In 
particular, the Court “has not held that . . . [certain] 
government confidentiality restrictions must have the 
sorts of procedural safeguards required for censorship 
and licensing schemes.” NSL, 33 F.4th at 1078. 

Two precedents are most relevant in this regard. 
In Seattle Times Company v. Rhinehart, 467 U.S. 20, 
27–28 (1984), a newspaper company challenged a pro-
tective order preventing it from disseminating infor-
mation it acquired through pretrial discovery. Alt-
hough the order restricted the newspaper’s ability to 
share information of significant public interest, the 
Court concluded that the order was “not the kind of 
classic prior restraint that requires exacting First 
Amendment scrutiny.” Id. at 33. The newspaper com-
pany had received the information it sought to publish 
only as “a matter of legislative grace” through the 
mechanisms of civil discovery. Id. at 32. Information 
obtained through discovery requests in litigation does 
not come from “a traditionally public source of infor-
mation.” Id. at 33. Limitations on the disclosure of 
such information thus “do[] not raise the same specter 
of government censorship that such control might sug-
gest in other situations.” Id. at 32. The Court ulti-
mately affirmed that the protective order satisfied the 
First Amendment without discussing Freedman. Id. 
at 37. 

Nor did the Court mention Freedman in Butter-
worth v. Smith, 494 U.S. 624 (1990). In Butterworth, 
the Court considered a state law preventing grand 
jury witnesses from disclosing the testimony that they 
gave before the grand jury. Id. at 626–27. The Court 
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held the restriction  unconstitutional “insofar as [it] 
prohibits a grand jury witness from disclosing his own 
testimony after the term of the grand jury has ended.” 
Id. at 626. In support of its conclusion, the Court em-
phasized that the statute’s effect was “dramatic.” Id. 
at 635. Before the witness was called to testify, he 
“possessed [] information on matters of admitted pub-
lic concern about which he was free to speak at will.” 
Id. But after testifying, the statute restrained his 
speech. Id. The state’s interest in preserving the se-
crecy of grand jury proceedings did not overcome the 
witness’s “First Amendment right to make a truthful 
statement of information he acquired on his own.” Id. 
at 636 (emphasis added).

Critically, however, Butterworth left intact “that 
part of the Florida statute which prohibit[ed] the wit-
ness from disclosing the testimony of another wit-
ness.” Id. at 633; see also id. at 632 (distinguishing Se-
attle Times because “[h]ere, by contrast, we deal only 
with respondent’s right to divulge information of 
which he was in possession before he testified before 
the grand jury, and not information which he may 
have obtained as a result of his participation in the 
proceedings of the grand jury”); id. at 636 (Scalia, J., 
concurring) (expressing “considerable doubt” over the 
state’s ability to restrain a witness from disclosing in-
formation that he already knew before he entered the 
grand jury room, but noting that it would present 
“[q]uite a different question” to restrict the witness 
from disclosing what he learned from others, “which 
is in a way information of the State’s own creation”); 
NSL, 33 F.4th at 1078. 

As it stands, therefore, Freedman applies to some 
speech restrictions, but the Supreme Court has not 
held that Freedman’s specific procedures apply to 
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every limitation that restricts speech in advance of its 
disclosure. 

B 
With the Freedman doctrine set forth, we now 

turn to the question of whether the government was 
required to comply with Freedman’s exact procedures 
in restricting Twitter’s publication of its Transpar-
ency Report. We also consider whether, as a general 
matter, Freedman applies when the government pro-
hibits the publication of information that exceeds the 
limited aggregate disclosures that the USA FREE-
DOM Act allows. 

These are largely issues of first impression, alt-
hough they bear similarities to the First Amendment 
challenge to the individual NSL nondisclosure re-
quirement that we considered in NSL. That case like-
wise involved the post-USA FREEDOM Act version of 
the statute. NSL, 33 F.4th at 1068–69. As we ex-
plained above, the relevant provision at issue in NSL, 
18 U.S.C. § 2709(c), generally prohibits the recipient 
of a national security letter from disclosing the fact of 
its receipt. NSL, 33 F.4th at 1063. Among the issues 
posed in NSL was whether Freedman applied to § 
2709(c)’s speech restriction. 

We concluded in NSL that we did not need to an-
swer that question because even if the procedural 
safeguards of Freedman were required, the statute “in 
fact provides all of them.” Id. at 1079. But although it 
was unnecessary to reach the question, we provided 
several reasons in NSL why we were skeptical that 
Freedman applied to the individual NSL nondisclo-
sure obligations at issue. Id. at 1076–78. We noted 
that the NSL nondisclosure requirement “does not re-
semble the[] government censorship and licensing 
schemes” to which Freedman traditionally applies 
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because the NSL law “neither requires a speaker to 
submit proposed speech for review and approval, nor 
does it require a speaker to obtain a license before en-
gaging in business.” Id. at 1077. “Rather,” we contin-
ued, the statute “prohibits the disclosure of a single, 
specific piece of information that was generated by the 
government: the fact that the government has re-
quested information to assist in an investigation ad-
dressing sensitive national security concerns.” Id. Cit-
ing Seattle Times and Butterworth, we opined that a 
restriction on the dissemination of this type of infor-
mation was “more similar to government confidential-
ity requirements that have been upheld by courts”—
requirements to which Freedman has not been ex-
tended. Id. at 1078. That is, Seattle Times and Butter-
worth demonstrated that the Supreme Court “ha[d] 
not held that these sorts of confidentiality restrictions 
must have the sorts of procedural safeguards required 
for censorship and licensing schemes.” Id. As we have 
noted, however, these comments in NSL were dicta 
and thus do not bind us here. 

Unlike NSL, this case does require us to pass upon 
whether Freedman applies to the government’s re-
striction on Twitter’s dissemination of classified infor-
mation. Having undertaken our own independent re-
view of the issue, we conclude that Freedman’s spe-
cific procedures do not apply in this case. Freedman 
established constitutionally mandated “procedural 
safeguards designed to obviate the dangers of a cen-
sorship system.” 380 U.S. at 58. These procedures 
were founded on the recognition that “a scheme condi-
tioning expression on a licensing body’s prior approval 
of content ‘presents peculiar dangers to constitution-
ally protected speech.’” Thomas, 534 U.S. at 321 (quot-
ing Freedman, 380 U.S. at 57). 
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But as the Supreme Court explained in City of Lit-
tleton, the specific procedural requirements of Freed-
man do not come into play in the case of statutory 
schemes that “do not present the grave dangers of a 
censorship system.” 541 U.S. at 783 (quoting 
FW/PBS, 493 U.S. at 228 (principal opinion of O’Con-
nor, J.)); see also FW/PBS, 493 U.S. at 228 (principal 
opinion of O’Connor, J.) (“Because the licensing 
scheme at issue in these cases does not present the 
grave ‘dangers of a censorship system,’ we conclude 
that the full procedural protections set forth in Freed-
man are not required.” (quoting Freedman, 380 U.S. 
at 58)). Although the licensing scheme at issue in City 
of Littleton was a different type of regime than what 
we have here, City of Littleton confirms that Freed-
man has not been extended to every regime that may 
be characterized as an advance restriction on speech. 

In this case, a restriction on the disclosure of clas-
sified information is not akin to the censorship 
schemes to which Freedman has been applied. As in 
the context of information obtained in civil discovery 
subject to a protective order, see Seattle Times, 467 
U.S. at 32–33, or learned in grand jury proceedings, 
see Butterworth, 494 U.S. at 632–33, 635–36, the re-
cipient of the classified information at issue here is re-
strained only in speaking about information it re-
ceived from the government. And that restriction is 
taking place in an area in which courts have regarded 
government confidentiality restrictions not as censor-
ship, but as legitimate means of protecting certain 
government-provided confidential information. See, 
e.g., Egan, 484 U.S. at 527; Snepp, 444 U.S. at 509 n.3. 
As we recognized in NSL, courts have upheld certain 
government confidentiality requirements—regardless 
of the type of information being quelled—without dis-
cussing or considering Freedman’s application. 33 
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F.4th at 1078. Freedman’s procedures, which were de-
signed to curb traditional censorship regimes, are not 
required in the context of government restrictions on 
the disclosure of information transmitted confiden-
tially as part of a legitimate government process, be-
cause such restrictions do not pose the same dangers 
to speech rights as do traditional censorship regimes. 
See NSL, 33 F.4th at 1078 (citing Seattle Times and 
Butterworth). 

This does not mean, of course, that Twitter is en-
titled to no procedural protections. As we explain be-
low, the process afforded here was both substantial 
and sufficient. But the specific procedural framework 
of Freedman is not constitutionally required. What we 
have here is not “a classic prior restraint,” Seattle 
Times, 467 U.S. at 33, and for the reasons we have 
explained, Freedman’s particular procedural frame-
work does not govern. 

Twitter’s arguments to the contrary are unavail-
ing. Twitter is correct that, as noted above, the Su-
preme Court has required compliance with Freedman 
in some cases beyond the quintessential film censor-
ship scheme. See, e.g., Carroll, 393 U.S. at 176–77, 
181–82 (restraining order preventing political rallies); 
Nat’l Socialist Party of Am. v. Vill. of Skokie, 432 U.S. 
43, 43–44 (1977) (per curiam) (injunction preventing 
political party from marching and distributing certain 
materials); Vance v. Universal Amusement Co., 445 
U.S. 308, 309 (1980) (per curiam) (injunction indefi-
nitely preventing display of motion pictures under 
public nuisance statute). But although these cases 
may not have involved censorship schemes exactly 
like that in Freedman itself, it is obvious that they 
presented closely analogous speech restrictions. 
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We are likewise not persuaded by the Second Cir-
cuit’s decision in John Doe, Inc. v. Mukasey, 549 F.3d 
861, 876– 78 (2d Cir. 2008), which held that the pre-
USA FREEDOM Act nondisclosure requirements for 
individual NSLs must comply with Freedman. Just as 
we have, the Second Circuit in Doe recognized that the 
individual NSL nondisclosure requirement is “not a 
typical prior restraint” because it “is not a restraint 
imposed on those who customarily wish to exercise 
rights of free expression, such as speakers in public 
fora, distributors of literature, or exhibitors of mov-
ies.” Id. at 876–77. But the court then rejected the 
analogy to the grand jury context on the theory that 
“[t]he justification for grand jury secrecy inheres in 
the nature of the proceeding,” whereas “secrecy might 
or might not be warranted” for national security let-
ters. Id. The problem with this reasoning is that it 
fails to recognize that Freedman has not been ex-
tended to long-accepted confidentiality restrictions 
concerning government-provided information because 
of the differences between these types of confidential-
ity requirements and traditional prior restraints. 

C 
Even though Freedman’s specific procedural 

framework does not apply here, Twitter received con-
siderable process— including some of the process that 
Freedman envisioned. This is hardly a case in which 
a would-be speaker was entirely frustrated by an ad-
ministrative censor. We conclude that the process 
Twitter received was sufficiently “sensitive to the 
need to prevent First Amendment harms.” City of Lit-
tleton, 541 U.S. at 781. 

When Twitter circulated its proposed publication 
to the government, the FBI reviewed it and met with 
Twitter to discuss the issues before ultimately 
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determining that certain information in Twitter’s 
publication could not be publicly released. We expect 
that going forward, the government will demonstrate 
comparable diligence when presented with these 
kinds of requests to ensure that free speech rights are 
adequately protected in the national security context. 
Twitter then filed this lawsuit just four weeks after 
the government informed Twitter that it could not 
publish the Transparency Report in full. 

Although Twitter shouldered the burden of filing 
the lawsuit, it had no apparent difficulty bearing that 
burden, and it was able to ensure that any speech re-
straint prior to judicial review was relatively brief. See 
Thomas, 534 U.S. at 321. That stands in contrast to 
the film context, in which Freedman concluded that it 
“may prove too burdensome” for certain speakers “to 
seek review of the censor’s determination” because 
movie distributors and exhibitors may have too little 
stake in displaying a single film in a particular loca-
tion covered by a censorship scheme. 380 U.S. at 59. 
There was no similar incentive problem here. We have 
already held that “the Freedman burden-of-institut-
ing proceedings safeguard does not apply” in the con-
text of certain zoning and licensing schemes. Baby 
Tam & Co., Inc. v. City of Las Vegas, 247 F.3d 1003, 
1008 (9th Cir. 2001); see also Dream Palace v. County 
of Maricopa, 384 F.3d 990, 1001 n.6, 1009–10 (9th Cir. 
2004). We similarly conclude here that Twitter has 
not demonstrated why obligating the government to 
institute these proceedings was constitutionally man-
dated, or how it would have materially affected the 
resolution of this dispute. 

Once Twitter’s lawsuit was filed, the district court 
gave the case careful and diligent consideration. As 
Freedman requires, the government bore the burden 
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of proof in demonstrating that the speech restriction 
was permissible. See Thomas, 534 U.S. at 321; Freed-
man, 380 U.S. at 58. Our review, and that of the dis-
trict court, was conducted using strict scrutiny, which 
is the “most demanding test known to constitutional 
law.” City of Boerne v. Flores, 521 U.S. 507, 534 (1997). 
It is true, of course, that the proceedings in the district 
court and in this Court took considerable time to re-
solve. But Freedman itself noted that the timetable for 
judicial review may depend on the context of the re-
striction. See 380 U.S. at 60–61. And, as we held in 
NSL, “[n]either Freedman nor any other Supreme 
Court decision requires that judicial review be com-
pleted in a specified time frame.” 33 F.4th at 1079. 

In this case, we conclude that any delay was war-
ranted and that “ordinary court procedural rules and 
practices” are generally sufficient “to avoid delay-re-
lated First Amendment harm.” City of Littleton, 541 
U.S. at 782, 784; see also Dream Palace, 384 F.3d at 
1003–04. The district court proceedings in this case 
required multiple rounds of classified and unclassified 
declarations. We cannot say that this process was un-
necessary. Indeed, it was indispensable to our ulti-
mate review. The specific protocols that govern judi-
cial review of cases involving classified information, 
see Reagan, Keeping Government Secrets, supra, at 9–
20, 22– 23—which here included judicial review and 
discussion of classified information in secure facili-
ties—similarly led to more protracted proceedings. 
But this deliberative process was necessary in view of 
the national security sensitivity of the information at 
issue. We are also hopeful that having now resolved 
some of the complex legal issues underlying this dis-
pute, future disputes of this nature may move more 
quickly, in a manner consistent with the First Amend-
ment and accounting for the unique needs that are 
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attendant to the consideration of classified infor-
mation. See City of Littleton, 541 U.S. at 782 (“We pre-
sume that courts are aware of the constitutional need 
to avoid ‘undue delay result[ing] in the unconstitu-
tional suppression of protected speech.’” (quoting 
FW/PBS, 493 U.S. at 228)); id. (describing how “ordi-
nary court procedural rules and practices, in Colorado 
as elsewhere, provide reviewing courts with judicial 
tools sufficient to avoid delay-related First Amend-
ment harm”). Future litigants “remain free to raise 
special problems of undue delay in individual cases.” 
Id. at 784. 

In sum, although the specific Freedman proce-
dures do not apply in these circumstances, Twitter re-
ceived some Freedman-like protections, and it is enti-
tled to due process when it wishes to disclose infor-
mation like that at issue here—due process that Twit-
ter received in this case. 

IV 
Twitter lastly argues that the government vio-

lated due process by refusing to allow Lee Rubin, 
Twitter’s lead outside counsel, access to the classified 
Tabb declaration and other classified materials that 
the government submitted in this case. This argument 
lacks merit. 

There is no general constitutional rule requiring 
the government to provide classified materials to an 
adversary in litigation. Nor is there a general consti-
tutional rule allowing a party access to classified in-
formation by virtue of its decision to file a lawsuit that 
implicates that kind of information. That is true even 
if the party seeking the information has appropriate 
security clearances. As we have held, the government 
“might have a legitimate interest in shielding the ma-
terials even from someone with the appropriate 
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security clearance.” Al Haramain Islamic Found., Inc. 
v. Dep’t of the Treasury, 686 F.3d 965, 983 (9th Cir. 
2012) (“Al Haramain II”). 

From a procedural standpoint, our case law estab-
lishes that although “the Constitution does require 
that the government take reasonable measures to en-
sure basic fairness to the private party,” it “certainly 
does not require that the government take actions 
that would endanger national security.” Id. at 980. 
“[N]or does it require the government to undertake 
every possible effort to mitigate the risk of erroneous 
deprivation and the potential harm to the private 
party.” Id.; see also Kashem, 941 F.3d at 386. Our as-
sessment of the required procedures—including who 
has access to what information—instead reflects “a 
case-by-case approach” that accounts for the fact that 
“the proper measures in any given case will depend on 
a number of factors.” Al Haramain, 686 F.3d at 984. 
As we have held, “the government may withhold clas-
sified information that truly implicates national secu-
rity as long as it undertakes reasonable measures to 
mitigate the potential unfairness” to the plaintiff. Ka-
shem, 941 F.3d at 380. 

In this case, the government submitted a declara-
tion from Carl Ghattas, then-EAD of the FBI’s Na-
tional Security Branch, which explained that under 
Executive Order 13,526, which governs the disclosure 
of classified information, the United States had deter-
mined that Rubin did not have the requisite “need to 
know” the classified information. The President’s Ex-
ecutive Order 13,526 defines “need to know” as “a de-
termination within the executive branch in accord-
ance with directives issued pursuant to this order that 
a prospective recipient requires access to specific clas-
sified information in order to perform or assist in a 
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lawful and authorized governmental function.” Exec. 
Order No. 13,526, § 6.1(dd), 75 Fed. Reg. at 729. Mr. 
Ghattas concluded that “it does not serve a govern-
mental function . . . to allow plaintiff’s counsel access 
to the classified FBI information at issue in this case 
to assist in representing the interests of a private 
plaintiff who has filed this civil suit against the gov-
ernment.” Mr. Ghattas contrasted Twitter’s outside 
counsel with federal judges, who are provided with 
classified information “necessary for the Court to per-
form its judicial function.” 

In response, Twitter maintains that Rubin does 
have a need to know the classified information in this 
case, so as to allow outside counsel fully to represent 
Twitter’s interests in this litigation. But under our 
precedents, this argument falls short. See Al Ha-
ramain II, 686 F.3d at 979 (directing application of the 
balancing test from Mathews v. Eldridge, 424 U.S. 319 
(1976)). We have already determined that “the evi-
dence is classified and truly implicates national secu-
rity.” Kashem, 941 F.3d at 385. And we conclude that 
the process followed here mitigates the risk of an er-
roneous deprivation of Twitter’s First Amendment 
rights, see Mathews, 424 U.S. at 335, in a manner con-
sistent with the government’s compelling interest in 
ensuring the confidentiality of classified information. 
See Kashem, 941 F.3d at 377–78, 382; Al Haramain 
II, 686 F.3d at 979–80. 

Twitter was provided with unclassified versions of 
the various declarations, which we have relied upon 
throughout this opinion. See Kashem, 941 F.3d at 385 
(explaining that reasonable mitigation measures 
“may include disclosing the classified evidence to 
cleared counsel subject to a protective order or provid-
ing the complainant an unclassified summary of the 



46a

classified evidence” (emphasis added)). The unclassi-
fied declarations provided Twitter with sufficient in-
formation by which to advance Twitter’s interests be-
fore this Court. The record amply demonstrates that 
Twitter’s capable counsel has vigorously advocated on 
behalf of its client. And although we appreciate Twit-
ter’s concern that it cannot respond to what it does not 
know, Twitter’s interest in the classified information 
does not rise to the level of constitutional imperative. 
As we have made clear, “there is no general rule re-
quiring both an unclassified summary and disclosure 
to cleared counsel.” Id. at 386 (citing Al Haramain II, 
683 F.3d at 980); see also Al Haramain II, 683 F.3d at 
983 (“We recognize that disclosure may not always be 
possible.”). 

The risk of erroneous deprivation is further miti-
gated by the extensive litigation process in this case, 
which involved multiple rounds of proceedings in the 
district court, multiple rounds of government submis-
sions, and extensive in camera review of classified 
declarations in both the district court and this Court. 
In deciding Twitter’s challenge, we have “thoroughly 
and critically reviewed the government’s public and 
classified declarations,” Mohamed, 614 F.3d at 1086, 
under the demanding strict scrutiny framework. Our 
process here was not unusual. In the context of other 
similar judicial processes, we have conducted ex parte 
review of classified materials without finding a due 
process concern, even when those materials were crit-
ical to our resolution of the case. See, e.g., Kashem, 941 
F.3d at 385; Mohamed, 614 F.3d at 1086.5

5 Because we conclude that due process does not require the gov-
ernment to provide Twitter’s counsel with classified information, 
we do not reach the government’s argument that this 



47a

Twitter protests that this case is different because 
“[u]nlike some of the litigants that have sought access 
to classified evidence over the years, Twitter is not a 
designated terrorist organization or foreign national 
whose access (even through cleared counsel) might le-
gitimately raise national security concerns.” This ar-
gument fails. Twitter confuses whether the govern-
ment could have allowed Twitter access to classified 
information with whether due process mandates that 
result. For the reasons we have explained, it does not. 
The process afforded to Twitter was constitutionally 
sufficient, even without its having received classified 
materials. Under these circumstances, the govern-
ment was not required to draw distinctions among dif-
ferent types of litigants, as Twitter suggests, which 
could require potentially fraught predictions as to 
whether disclosure of classified materials to one group 
as opposed to another posed greater risks. 

Nor is this selective differentiation among liti-
gants a task that is proper for the judiciary to under-
take. See United States v. Ott, 827 F.2d 473, 477 (9th 
Cir. 1987) (“Congress has a legitimate interest in au-
thorizing the Attorney General to invoke procedures 
designed to ensure that sensitive security information 
is not unnecessarily disseminated to anyone not in-
volved in the surveillance operation in question, 
whether or not she happens for unrelated reasons to 
enjoy security clearance. We reject the notion that a 
defendant’s due process right to disclosure of FISA 
materials turns on the qualifications of his counsel.”); 
see also Al Haramain II, 683 F.3d at 983. In a case 
such as this, requiring courts to evaluate the per-
ceived trustworthiness of individual litigants in their 

information would be protected from disclosure under the state 
secrets privilege. 
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receipt of classified information would invite a weigh-
ing of interests that is beyond our role. That is not an 
inquiry we have undertaken before, and we do not do 
so now. 

* * * 
The government may not fend off every First 

Amendment challenge by invoking national security. 
But we must apply the First Amendment with due re-
gard for the government’s compelling interest in se-
curing the safety of our country and its people. We 
hold here that, both as a matter of substance and pro-
cedure, the government’s restriction on Twitter’s 
speech did not violate the First Amendment. The judg-
ment of the district court is 

AFFIRMED. 

VANDYKE, Circuit Judge, concurring in the judg-
ment: 

I agree with the majority’s conclusion in this case, 
and most aspects of its analysis, with our only signifi-
cant disagreement being whether we need to rely on 
classified materials to resolve this case. I con-
clude that the  unclassified materials are sufficient to 
meet the government’s burden. Rather than attempt 
to parse how that difference might change the analy-
sis, I simply provide my own analysis below. 

I. DISCUSSION 

“[O]ne of the most difficult tasks in a free society 
like our own is the correlation between adequate in-
telligence to guarantee our nation’s security on the 
one hand, and the preservation of basic human rights 
on the other.” S. Rep. No. 95-604, pt. 1, at 4 (1977) 
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(quoting former United States President Jimmy 
Carter). It’s a longstanding legal axiom that a govern-
ment can safeguard liberty only if it has some latitude 
to narrowly restrict speech that endangers national 
security. See, e.g., 1 William Blackstone, Commen-
taries *126; 3 Joseph Story, Commentaries on the Con-
stitution of the United States §§ 1874, 1878, at 731–
33, 735–37 (1833). But it is as well-recognized that the 
First Amendment’s protection to speak freely about 
matters of public concern is “an opportunity essential 
to the security of the Republic,” and “a fundamental 
principle of our constitutional system.” New York 
Times v. Sullivan, 376 U.S. 254, 269 (1964) (quotation 
marks and citations omitted). 

This case requires us to address the intersection 
of those two weighty concerns: free speech and na-
tional security. More specifically, Twitter has brought 
an as-applied constitutional challenge asking whether 
the Government can constitutionally prevent it from 
disclosing in its Report classified information it ob-
tained only through its involvement in the Govern-
ment’s national security investigations. The First 
Amendment provides that  “Congress shall make no 
law ... abridging the freedom of speech, or of the 
press.” U.S. Const. amend. I. But “the Supreme Court 
has concluded that some restrictions on speech are 
constitutional, provided they survive the appropriate 
level of scrutiny.” In re National Security Letter, 33 
F.4th 1058, 1070 (9th Cir. 2022) (“NSL”). 

Our court analyzes nondisclosure requirements 
pertaining to national security in three steps. See id. 
at 1071 (evaluating 18 U.S.C. § 2709(c)’s nondisclo-
sure requirement). First, we “determine whether the  
nondisclosure requirement is content based or content 
neutral.” Id. Second, “[i]f the nondisclosure 
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requirement is content based, we then consider 
whether it survives strict scrutiny.” Id. Third, we “de-
termine whether the nondisclosure requirement con-
stitutes the type of restraint for which the procedural 
safeguards are required and, if so, whether it provides 
those safeguards.” Id.

A. The Government’s Restrictions Result 
from the Statutory Framework. 

At the outset, it is important to first define the 
precise speech restrictions at issue here. On appeal, 
Twitter argues that “the origin of the restraint on [its] 
aggregate reporting is the FBI’s discretionary ‘classi-
fication’ of  [its] ... Report ... and its continued asser-
tion of that classification under Executive Order 
13526 and 50 U.S.C. § 1874.” In contrast, the Govern-
ment argues that “[t]he obligation of the recipients of 
national security process to protect the secrecy of clas-
sified information relating to that process stems from 
their statutory nondisclosure obligations” (emphasis 
added). 

The Government is right. It is the statutory non-
disclosure requirements pertaining to electronic com-
munication service providers’ (ECSPs’) receipt of na-
tional security process that prevent Twitter from dis-
closing the information it seeks to publish. The text of 
the statutory nondisclosure provisions at issue re-
quires ECSPs to “protect [the] secrecy” of the investi-
gation. 50 U.S.C. §§ 1805(c)(2)(B) (electronic surveil-
lance),  1824(c)(2)(B) (physical searches), 
1842(d)(2)(B)(i) (pen registers or trap and trace de-
vices), 1881a(i)(1)(A) (persons abroad); see also 18 
U.S.C. § 1862(d)(2) (mandating that appropriate re-
cipients of a request for records not “disclose to any 
person ... that the [FBI] has sought or obtained rec-
ords pursuant to an order under this section”); 18 
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U.S.C. § 2709(c)(1)(A) (containing the NSL nondisclo-
sure requirement mandating that “no [ECSP] ... shall 
disclose to any person that the [FBI] has sought or ob-
tained access to information or records under this sec-
tion”). Disclosing any information about a particular 
national security investigation, including aggregated 
information that incorporates the occurrence of that 
investigation, directly undermines its “secrecy” by, at 
the very least, revealing its existence. 

Moreover, the only provision that permits the dis-
closure of any information pertaining to the receipt of 
national security process whatsoever, 50 U.S.C. § 
1874, presents itself as an exception to the nondisclo-
sure requirements accompanying the receipt of indi-
vidual orders and subpoenas. See § 1874(a) (“A person 
subject to a nondisclosure requirement accompanying 
an order or directive under this chapter or a national 
security letter may, with respect to such order, di-
rective, or national security letter, publicly report the 
following information using one of the [provided] 
structures ....” (emphases added)). Section 1874’s ex-
plicit incorporation of the nondisclosure requirements 
pertaining to the receipt of individual orders and sub-
poenas further enforces the statutory requirement to 
generally prohibit the disclosure of any information 
pertaining to the receipt of national security process, 
whether individualized or in the aggregate, except for 
information falling within the limited boundaries ar-
ticulated in § 1874. 

Reading the nondisclosure requirements together, 
as one must, these provisions prohibit the disclosure 
of aggregate information pertaining to the receipt of 
national security process that falls outside of the lim-
ited bounds articulated in § 1874. See Food & Drug 
Admin. v. Brown & Williamson Tobacco Corp., 529 
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U.S. 120, 133 (2000) (“It is a fundamental canon of 
statutory construction that the words of a statute 
must be read in their context and with a view to their 
place in the overall statutory scheme.” (citation and 
internal quotation marks omitted)). Because the infor-
mation Twitter seeks to disclose undisputedly falls 
outside of § 1874’s permissible boundaries, the statu-
tory nondisclosure requirements prohibit the disclo-
sure of the information Twitter seek to publish here.6

B. Traditional Strict Scrutiny Applies. 

Returning to our court’s tripartite analysis, I eas-
ily conclude that the Government’s restrictions are 
content based and warrant the application of strict 
scrutiny. “A government’s restriction on speech is con-
tent based if a law applies to particular speech be-
cause of the topic discussed or the idea or message ex-
pressed.” NSL, 33 F.4th at 1071 (citation and internal 
quotations omitted). “[A] regulation or law that re-
stricts speech based on its topic, idea, message, or con-
tent is ‘content based’ on its face, and is accordingly 
subject to strict scrutiny.” Id. at 1071–72. And when a 
nondisclosure requirement, “[b]y its terms ... prohibits 
speech about one specific issue,” then “[s]uch a re-
striction targets speech based on its communicative 
content.” Id. at 1072 (citation, internal alterations, 
and quotation marks omitted). 

In this case, the Government’s restrictions are 
clearly content based. The unclassified FBI 

6 Moreover, the logical extension of Twitter’s argument is that no 
statutory nondisclosure requirement exists for the disclosure of 
aggregate information pertaining to the receipt of national secu-
rity process, which effectively renders the exceptions for amounts 
of aggregate reporting articulated in 50 U.S.C. § 1874(a) mean-
ingless. 
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declarations reveal that the Government redacted cer-
tain information in Twitter’s Report because the “mes-
sage expressed,” if published, would reasonably be ex-
pected to endanger national security. See id.; see also 
Unclassified Tabb Decl. ¶ 5 (concluding that the re-
dactions are “properly classified, and that its unau-
thorized disclosure reasonably could be expected to re-
sult in serious damage to the national security”); Un-
classified Steinbach Decl. ¶ 5 (same). For example, in 
the Unclassified Tabb Declaration, Tabb testified that 
disclosure of the redacted information “would allow 
adversaries of the United States ... significant insight 
into the U.S. Government’s counterterrorism and 
counterintelligence efforts and capabilities, or, signif-
icantly, the lack thereof, and into particular intelli-
gence sources and methods.” Unclassified Tabb Decl. 
¶ 16. By the FBI’s own attestations, therefore, it was 
precisely the content of the redacted information that 
could endanger national security if disclosed and ac-
cordingly justified the classification of that infor-
mation.

In addition to the executive branch’s own charac-
terization of its classification of the redacted infor-
mation in Twitter’s Report as content based, our court 
has already determined that at least part of the stat-
utory nondisclosure framework at issue here is con-
tent based. NSL, 33 F.4th at 1063. In NSL, the panel 
reasoned that 18 U.S.C. § 2709(c) “prohibits speech 
about one specific issue: the recipient may not disclose 
to any person that the [FBI] has sought or obtained 
access to information or records by means of an NSL.” 
Id. at 1072 (citation and internal quotation marks 
omitted). “Such a restriction targets speech based on 
its communicative content, and restricts speech based 
on its function or purpose.” Id. (citation and internal 
quotation marks and alterations omitted). The panel 
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therefore concluded that 18 U.S.C. § 2709(c) was con-
tent based on its face. Id.

NSL controls the analysis of the statutory nondis-
closure framework at issue here. As to the NSL non-
disclosure requirement, NSL explicitly dictates that 
18 U.S.C. § 2709(c) is content based. Id. And as to the 
other nondisclosure requirements pertaining to FISA 
orders, NSL’s rationale leads to the same conclusion: 
just like 18 U.S.C. § 2709(c), the nondisclosure re-
quirements for FISA orders “prohibit[] speech about 
one specific issue: the recipient may not disclose to 
any person that the [government] has sought or ob-
tained access to information or records by means of” a 
FISA order. Id. (citation and internal quotation marks 
omitted); see also 50 U.S.C. §§ 1805(c)(2)(B), 
1824(c)(2)(B), 1842(d)(2)(B)(i),  1862(d)(2), 
1881a(i)(1)(A). The statutory nondisclosure require-
ments at issue here are nearly identical to those the 
panel considered in NSL, just at a higher level of gen-
erality. But this is largely a distinction without a dif-
ference. Because both the executive branch’s classifi-
cation of the redacted information in Twitter’s Report 
and the statutory nondisclosure requirements at issue 
“target speech based on its communicative content,” 
strict scrutiny applies. NSL, 33 F.4th at 1072 (citation 
and internal quotation marks omitted). 

Neither party disputes that the Government’s re-
strictions are content based. But they both nonethe-
less argue that a standard other than strict scrutiny 
governs. The Government argues that a standard of 
review more akin to intermediate scrutiny applies,7

7 Specifically, the Government argues that a standard more akin 
to intermediate scrutiny applies because the redacted infor-
mation in Twitter’s report concerns information obtained solely 
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whereas Twitter argues that some extra-strict form of 
strict scrutiny articulated in New York Times Co. v. 
United States, 403 U.S. 713, 714 (1971) (per curiam) 
(“Pentagon Papers”), applies. But both parties ignore 
NSL’s application of the traditional form of strict scru-
tiny to materially similar nondisclosure require-
ments. NSL even went so far as to determine that the 
same argument Twitter raises—that Pentagon Papers 
instructs the application of a more demanding form of 
strict scrutiny when evaluating nondisclosure re-
quirements—is “meritless”: 

The recipients argue that the NSL law should 
be held to a higher standard than strict scru-
tiny. According to the recipients, a content-
based restriction imposed by a system of prior 
restraint is permissible only if (1) the harm to 
the governmental interest is highly likely to 
occur; (2) the harm will be irreparable; (3) no 
alternative exists for preventing the harm; 
and (4) the restriction will actually prevent 
the harm. This argument is meritless. No Su-
preme Court or Ninth Circuit opinion has ar-
ticulated such a test, nor do the three cases 
cited by the recipients support it. The brief per 
curiam opinion in [Pentagon Papers] did not 
specify a test that should be applied to prior 
restraints.  

NSL, 33 F.4th at 1076 n.21. Given that not even the 
Pentagon Papers per curiam majority clearly 

through Twitter’s participation in confidential government activ-
ities. But in NSL, we evaluated constitutional challenges to the 
nondisclosure requirement in 18 U.S.C. § 2709(c) under strict 
scrutiny, even though the plaintiffs in that case also received the 
information at issue only from their involvement in confidential 
government investigations. NSL, 33 F.4th at 1071–72. 
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established the test advocated by Twitter, and given 
the material similarities between the nondisclosure 
requirements at issue in NSL and this case, the tradi-
tional form of strict scrutiny is the correct standard 
for evaluating the Government’s restrictions.

1. The Government’s Restrictions Satisfy 
Strict Scrutiny. 

Having determined that the traditional form of 
strict scrutiny applies, the next step is to determine 
whether the Government’s restrictions satisfy this 
heightened standard. “Under strict scrutiny, re-
strictions may be justified only if the government 
proves that they are narrowly tailored to serve com-
pelling state interests.” Id. at 1070 (citation and inter-
nal quotation marks omitted). Both requirements are 
met here. 

First, the restrictions serve a compelling state in-
terest. Both the regulatory and statutory nondisclo-
sure frameworks at issue undisputedly operate to pre-
vent the disclosure of the redacted information in 
Twitter’s Report for the purpose of national security. 
See E.O. 13,526; NSL, 33 F.4th at 1073 (“Here, the re-
cipients do not dispute that the nondisclosure require-
ment directly serves the compelling state interest of 
national security ....”). Our court has “readily con-
clude[d] that national security is a compelling govern-
ment interest. Indeed, ... everyone agrees that the 
Government’s interest in combating terrorism is an 
urgent objective of the highest order.” NSL, 33 F.4th 
at 1072 (citation, internal alterations, and quotation 
marks omitted). “By the same token,” our court also 
has determined that “keeping sensitive information 
confidential in order to protect national security is a 
compelling government interest.” Id. Given that the 
Government’s restrictions undisputedly rest on 
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national security interests, strict scrutiny’s first re-
quirement is met here. 

The next step, therefore, is to “turn to the question 
[of] whether the [Government’s restrictions are] nar-
rowly tailored.” Id. Even though a “restriction is not 
narrowly tailored if less restrictive alternatives would 
be at least as effective in achieving the legitimate pur-
pose that the statute was enacted to serve,” our court 
has observed in this very context that strict scrutiny 
does not require the content-based restriction to be 
“perfectly tailored.” Id. (citation and internal quota-
tion marks omitted). “Accordingly, a  reviewing 
court should decline to wade into the swamp of cali-
brating the individual mechanisms of a restriction.” 
Id. (citation, internal quotation marks, and altera-
tions omitted). 

My review is particularly informed in this context 
by the Supreme Court’s frequent admonition that 
courts must provide the “utmost deference” to Con-
gress’s and the executive branch’s factual judgments 
pertaining to national security matters. See, e.g., 
Holder v. Humanitarian Law Project, 561 U.S. 1, 34, 
36 (2010) (determining that Congress’s and the exec-
utive branch’s judgments on national security matters 
are “entitled to significant weight”); see also Dep’t of 
Navy v. Egan, 484 U.S. 518, 529– 30 (1988) (observing 
that “the courts have traditionally shown the utmost 
deference to Presidential responsibilities” regarding 
military and national affairs (internal quotations 
mark omitted)); CIA v. Sims, 471 U.S. 159, 180 (1985) 
(“[I]t is the responsibility of the [executive branch], 
not that of the judiciary, to weigh the variety of com-
plex and subtle factors in determining whether disclo-
sure of information may lead to [national security 
harm].”). In justifying its restrictions on speech in the 
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national security context, the Government must pro-
vide “reasonable specificity” and “demonstrat[e] a log-
ical connection between the deleted information and 
the reasons for classification.” Wilson v. CIA, 586 F.3d 
171, 185 (2d Cir. 2009) (citation omitted). It need not, 
however, provide “detail, specific facts, and specific ev-
idence,” nor “conclusively link all the pieces in the 
puzzle before [courts] grant weight to its empirical 
conclusions.” Humanitarian Law Project, 561 U.S. at 
34–35 (citation internal quotation marks omitted) (re-
jecting as “dangerous” the dissent’s proposed require-
ment that the Government justify constraints on 
speech with detailed factual explanations). 

Given the “significant weight” a court must afford 
to the Government’s national security factual find-
ings, I would hold that the Government’s unclassified 
declarations— specifically, the Unclassified Tabb Dec-
laration— sufficiently demonstrate that the Govern-
ment’s restrictions on Twitter’s speech are narrowly 
tailored. See Dep’t of Navy, 484 U.S. at 527. As dis-
cussed at length in that declaration, the Government 
only redacted various pieces of information that the 
USA FREEDOM Act did not exempt from preexisting 
non-disclosure requirements, that “would disclose 
specific numbers of orders received, including charac-
terizing the numbers in fractions or percentages, and 
would break out particular types of process received.” 
“Information at a more granular level than described 
in the USA FREEDOM Act remains classified, be-
cause it would provide a roadmap to adversaries re-
vealing the existence of or extent to which Govern-
ment surveillance may be occurring at Twitter or pro-
viders like Twitter.” Unclassified Tabb Decl., ¶ 15; see 
also Sims, 471 U.S. at 176–77 (“A foreign government 
can learn a great deal about the [executive branch]’s 
activities by knowing the public sources of 
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information that interest the [executive branch]. The 
inquiries pursued by the [executive branch] can often 
tell our adversaries something that is of value to 
them.”). Specifically, disclosure of the “granular ag-
gregate data” that Twitter seeks to publish “would as-
sist adversaries in avoiding detection by and in carry-
ing out hostile actions against the United States and 
its interests.” Unclassified Tabb Decl. ¶¶ 8 n.2, 9. 

Tabb further averred that the three restrictions to 
which Twitter objects—(1) no disclosure beyond per-
mitted ranges; (2) beginning the lowest band with 
zero; and (3) reporting a band for every type of process 
received—”were designed specifically to minimize the 
harms that could reasonably be expected to result 
from disclosure” of aggregate national security pro-
cess data. Id. at ¶ 17. As Tabb explained, limiting the 
disclosure of information to the reporting bands per-
mitted by the Act allows the Government to conceal 
trends in collection over time, which prevents foreign 
adversaries from knowing which platforms are “safe” 
for use and obscures the Government’s evolving intel-
ligence collection capabilities. See id. at ¶¶ 16–18. And 
starting the lowest bands at zero instead of one pre-
vents foreign adversaries from ascertaining with any 
certainty whether the Government was, or has re-
cently started, collecting from a given platform. Re-
porting at least the lowest band for all types of na-
tional security process similarly conceals the types of 
collection in which the Government is engaged on a 
given platform, from which adversaries can deduce in-
formation about the capabilities and limitations of the 
Government’s collection abilities. Id. at ¶¶ 17–23. If 
“[a]rmed with the kind of detailed information about 
Twitter’s receipt of national security process con-
tained in Twitter’s draft ... Report,” Tabb explained, 
“adversaries reasonably can be expected to take 
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operational security measures to conceal their activi-
ties, alter their methods of communication to exploit 
secure channels of communication, or otherwise coun-
ter, thwart or frustrate efforts by the Government to 
collect foreign intelligence and to detect, obtain infor-
mation about, or prevent or protect against threats to 
the national security.” Id. at ¶ 19. 

By way of the detailed Unclassified Tabb Declara-
tion, I conclude that the Government has sufficiently 
“indicate[d] the nature of the apprehended harm” and 
provided ample bases demonstrating that “the link be-
tween disclosure and risk of harm is substantial” in 
the unclassified record before us. John Doe, Inc. v. 
Mukasey, 549 F.3d 861, 881 (2d Cir. 2008). While 
these bases may not “link all the pieces in the puzzle,” 
they are commensurate with the level of detail pro-
vided in affidavits that the Supreme Court has deter-
mined, in the national security context to suffice in 
supporting strict scrutiny. See Humanitarian Law 
Project, 561 U.S. at 29–33, 35. The Government’s re-
strictions also fall squarely within its pursuit of na-
tional security: the redactions are neither overinclu-
sive, because they only target precisely the type of ag-
gregate information that both the executive branch 
and Congress have deemed to pose a harm to national 
security if disclosed, nor underinclusive, because the 
statutory framework prevents any disclosure of na-
tional security process outside of 50 U.S.C. § 1874’s 
aggregate reporting bands. In other words, Twitter re-
mains free to disclose anything it wants other than 
precisely the national security process information—
including most (but not all) aggregate national secu-
rity process data—that Congress and the executive 
branch have authoritatively concluded will compro-
mise important national security interests. Our court 
must give strong deference to the Government’s 
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factual findings on national security. Doing so, it is 
evident that the restrictions on Twitter’s speech are 
narrowly tailored to the compelling interest of protect-
ing national security and safeguarding classified in-
formation. See Dep’t of Navy, 484 U.S. at 527. 

Twitter’s contrary arguments are unpersuasive. 
Relying on The Florida Star v. B.J.F., 491 U.S. 524, 
540 (1989), it argues that the redactions do not satisfy 
strict scrutiny because the Government failed to con-
duct an “individualized inquiry” as to whether the re-
dacted information should be disclosed. But the record 
reveals that the Government did, in fact, individually 
assess the harms that reasonably could result from 
the disclosure of the classified information. Indeed, in 
the Unclassified Tabb Declaration, Tabb repeatedly 
referred to the specific information redacted in Twit-
ter’s Report when he concluded that the disclosure of 
that specific information would provide foreign adver-
saries “a clear picture not only of where the Govern-
ment’s surveillance efforts are directed ... but also of 
how its surveillance activities change over time, in-
cluding when the Government initiates or expands 
surveillance capabilities or efforts involving providers 
or services that adversaries previously considered 
‘safe.’” Unclassified Tabb Decl. ¶ 7. The record fatally 
undercuts this argument. 

Twitter’s remaining arguments lack merit. Twit-
ter argues that the Government’s restrictions are not 
narrowly tailored because they lack “durational limi-
tation.” But as already described, the statutory non-
disclosure frameworks provide for judicial review, 
which includes a review of any durational limitations 
(or lack thereof). See 18 U.S.C. § 3511(b)(1)(C); 50 
U.S.C. § 1881a(i)(4). The EO also provides that classi-
fication determinations automatically expire by 
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default after 10 years. See EO §§ 1.5(a)–(d), 3.1(a), 
3.5(a)–(c). Twitter also proffers various disagree-
ments with the Government’s assessment that the 
disclosure of the redacted information in the Report 
would harm national security. But “[a]t bottom, [Twit-
ter] simply disagree[s] with the considered judgment 
of Congress and the Executive” on their assessments 
regarding national security. Humanitarian Law Pro-
ject, 561 U.S. at 36. “That judgment, however, is enti-
tled to significant weight, and we have persuasive ev-
idence before us to sustain it.” Id. Twitter’s factual 
disagreements with the Government’s national secu-
rity assessments fail under the significant deference 
we must provide to the Government’s factual claims 
about national security risks. 

In sum, the Unclassified Tabb Declaration pro-
vides a sufficient rationale to determine that the Gov-
ernment’s restrictions survive strict scrutiny. 

2. Freedman Does Not Apply. 

Having determined that the Government’s re-
strictions survive strict scrutiny, the majority then 
rightly considers Twitter’s argument that the Govern-
ment’s restrictions present “the sort of content-based 
restriction on speech which must have the procedural 
safeguards identified by the Supreme Court in Freed-
man.” NSL, 33 F.4th at 1076 (citation omitted). 

In Freedman, the Supreme Court held that a stat-
ute prohibiting the exhibition of films prior to a cen-
sorship board’s approval constituted an invalid prior 
restraint. 380 U.S. at 60. In doing so, the Court estab-
lished three “procedural safeguards designed to obvi-
ate the dangers of a censorship system.” Id. at 58. 
These safeguards include: 
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1. any restraint prior to judicial review 
can be imposed only for a specified brief period 
during which the status quo must be main-
tained; 

2. expeditious judicial review of that deci-
sion must be available; and 

3. the censor must bear the burden of go-
ing to court to suppress the speech and must 
bear the burden of proof once in court. 

NSL, 33 F.4th at 1071 (citing Freedman and other 
cases applying Freedman).

Since Freedman, our court has recognized that 
“[t]he Supreme Court has generally focused on two 
types of government schemes requiring [Freedman’s 
procedural] safeguards: censorship schemes and li-
censing schemes.” Id. at 1076. In NSL our court also 
observed that the same statutory nondisclosure re-
quirement that comprises part of the same nondisclo-
sure framework at issue in this case “does not resem-
ble [the] government censorship and licensing 
schemes” that triggered Freedman’s procedural safe-
guards. Id. at 1077. Unlike the censorship scheme ad-
dressed in Freedman, 18 U.S.C. § 2709(c)—the statu-
tory provision that prevents NSL recipients from dis-
closing the fact that they received such a request—
only “prohibits the disclosure of a single, specific piece 
of information that was generated by the government: 
the fact that the government has requested infor-
mation to assist in an investigation addressing sensi-
tive national security concerns.” Id. (emphasis added). 

I’m not the first to observe that the concerns that 
animated Freedman arose in a very different context: 
the Second Circuit has similarly acknowledged that “§ 
2709(c) limits certain speech in advance but is not a 
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typical example of a regulation for which procedural 
safeguards are required.” Id. at 1076 (discussing John 
Doe, Inc., 549 F.3d at 876) (internal quotation marks 
omitted). Building on that thought, the NSL panel ex-
plained that, “unlike an exhibitor of movies, the recip-
ient of a nondisclosure requirement did not intend to 
speak and was not subject to any administrative re-
straint on speaking prior to the Government’s issuance 
of an NSL.” Id. at 1077 (emphasis added) (citation, in-
ternal alterations, and quotation marks omitted). “Ra-
ther than resembling a censorship or licensing 
scheme, [18 U.S.C. § 2709(c)] is more similar to gov-
ernmental confidentiality requirements that have 
been upheld by the courts.” Id. at 1078 (citing Butter-
worth v. Smith, 494 U.S. 624, 634–36 (1990) (uphold-
ing in part a law requiring witnesses to maintain the 
confidentiality of the grand jury process); Seattle 
Times Co. v. Rhinehart, 467 U.S. 20, 37 (1984) (up-
holding a restriction on disclosure of information ob-
tained through pretrial discovery).8 But the NSL 
panel stopped short of explicitly deciding “whether [18 
U.S.C. § 2709(c)] must provide procedural safe-
guards,” because in that case the panel determined 
that the government had satisfied all the requisite 
procedural safeguards regardless of whether Freed-
man applied. NSL, 33 F.4th at 1079. 

8 In Butterworth, the Supreme Court declined to invalidate part 
of a state statute that prohibited a witness from disclosing the 
testimony of another witness—which the former witness only 
learned of through her participation in confidential government 
legal processes. See 494 U.S. at 632–36. Similarly, in Seattle 
Times Co., the Supreme Court upheld a restriction on the disclo-
sure of information obtained through pretrial discovery—which, 
again, it only obtained through its participation in confidential 
procedures. 467 U.S. at 37. 
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NSL’s discussion regarding the inapplicability of 
Freedman’s procedural safeguards is well-reasoned, 
and it must govern here. Just like the nondisclosure 
provision at issue in NSL, and similar to the confiden-
tiality requirements at issue in Butterworth and Seat-
tle Times, the Government’s restrictions only prevent 
“the disclosure of ... specific piece[s] of information ... 
generated by the government: the fact that the gov-
ernment has requested information to assist in an in-
vestigation addressing sensitive national security 
concerns.” Id. at 1077. Specifically, in this case, the 
Government prevented the disclosure of information 
pertaining to whether and how often the Government 
compelled Twitter to produce various types of infor-
mation about its users. See Unclassified Tabb Decl. ¶ 
7. The nature of this Government-generated infor-
mation is likely far more sensitive than information 
disclosed during civil discovery or grand jury proceed-
ings. See Butterworth, 494 U.S. at 634–36; Seattle 
Times Co., 467 U.S. at 37. That neither Butterworth 
nor Seattle Times applied Freedman makes sense, 
given that confidentiality requirements pertaining to 
information gathered solely through participation in 
confidential government procedures do not pose the 
risk of “freewheeling censorship” that Freedman was 
designed to prevent. See NSL, 33 F.4th at 1077 (cita-
tion omitted); see also Se. Promotions, Ltd. v. Conrad, 
420 U.S. 546, 559 (1975). 

Moreover, “unlike [the] exhibitor of movies” con-
sidered in Freedman, Twitter “‘did not intend to speak 
and was not subject to any administrative restraint on 
speaking prior to the Government’s issuance of [the 
national security process].’” NSL, 33 F.4th at 1077 (in-
ternal alterations omitted) (emphasis in original) 
(quoting John Doe, Inc., 549 F.3d at 880). This distinc-
tion holds true for the Supreme Court cases Twitter 
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relies on in support of its argument that Freedman ap-
plies here. See, e.g., Vance v. Universal Amusement 
Co., 445 U.S. 308, 317 (1980) (per curiam) (determin-
ing that “the absence of any special safeguards gov-
erning the entry and review of orders restraining the 
exhibition of named or unnamed motion pictures ... 
precludes the enforcement of these nuisance statutes 
against motion picture exhibitors” (emphasis added)); 
Nat’l Socialist Party of Am. v. Vill. of Skokie, 432 U.S. 
43, 43–44 (1977) (per curiam) (determining that 
Freedman applied to an injunction prohibiting the 
“marching, walking or parading in the uniform of the 
National Socialist Party of America” (internal altera-
tions omitted)); Bantam Books, Inc. v. Sullivan, 372 
U.S. 58, 61– 62, 71 (1963) (determining that the pro-
cedures of a state commission, whereby it notified 
book distributors that certain books were “objectiona-
ble for sale, distribution or display to youths under 18 
years of age” and reminded them of the commission’s 
“duty to recommend to the Attorney General prosecu-
tion of purveyors of obscenity,” were “radically defi-
cient”). 

Twitter identifies no decision, and I am aware of 
none, where a court held that the Government may 
not prohibit the disclosure of classified information—
let alone classified information obtained solely 
through participation in confidential government in-
vestigations—in the absence of Freedman’s proce-
dures. Instead, “[r]ather than resembling a censorship 
or licensing scheme, [the Government restrictions 
here are] more similar to governmental confidential-
ity requirements that have been upheld by the 
courts.” NSL, 33 F.4th at 1078. In accordance with 
NSL’s well-reasoned rationale, I would conclude that 
Freedman’s procedural requirements do not apply 
here. 
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Even if some process similar to that required by 
Freedman was required, the process Twitter received 
is not far removed from Freedman’s framework. Alt-
hough Twitter initiated this lawsuit, nothing pre-
vented it from seeking prompt judicial review in fed-
eral court of the Government’s decision prohibiting it 
from disclosing certain information about national se-
curity process. Cf. id. at 1080 (“Freedman focused on 
minimizing the burden to the film exhibitor to ‘seek 
judicial review’ of the state’s denial of a license; it did 
not focus on which party bore the initial burden. Here, 
the burden on a recipient is de minimis, as the recipi-
ent may seek judicial review simply by notifying the 
government that it so desires.” (internal citation omit-
ted)). As in NSL, the judicial process available to Twit-
ter, which it has apparently been able to utilize with-
out too much difficulty, satisfies any Freedman-type 
requirements that might properly apply here. See id. 
at 1079–80 (concluding that various provisions of 18 
U.S.C. § 3511 provided for the requisite “specified,” 
“brief,” and “expeditious” period of judicial review con-
templated by Freedman); see also 50 U.S.C. § 
1881a(i)(4) (permitting review of FISA orders by the 
Foreign Intelligence Surveillance Court). 

At the end of the day, even if Freedman’s proce-
dural protections had applied to the Government’s re-
strictions and the parties had operated under that 
framework, it would not have materially changed the 
outcome of this case. The parties would still have be-
come embroiled in a lawsuit regardless of who initi-
ated it; they would still have raised the same legal ar-
guments on the merits; intervening statutory develop-
ments would still have altered those arguments and 
delayed a final resolution; and the parties would still 
have proceeded to dispositive motions. 
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3. Due Process Does Not Entitle Twitter’s 
Counsel to Classified Declarations. 

Lastly, I would conclude that procedural due pro-
cess does not require that Twitter’s counsel be pro-
vided access to classified information. When assessing 
due process  challenges that implicate national secu-
rity interests, a court must “apply the balancing test 
set forth in Mathews v. Eldridge, 424 U.S. 319 (1976).” 
Al Haramain Islamic Found., Inc. v. U.S. Dep’t of 
Treasury, 686 F.3d 965, 979 (9th Cir. 2012) (partial 
citation omitted); see also Hamdi v. Rumsfeld, 542 
U.S. 507, 528–29 (2004) (plurality) (determining that 
the Mathews balancing test provides the “ordinary 
mechanism that we use for balancing such serious 
competing interests” as due process rights and na-
tional security). “[T]o determine whether administra-
tive  procedures provided to protect a liberty or prop-
erty interest are constitutionally sufficient,” Mathews 
instructs us to consider three factors: 

First, the private interest that will be affected 
by the official action; second, the risk of an er-
roneous deprivation of such interest through 
the procedures used, and the probable value, 
if any, of additional or substitute procedural 
safeguards; and finally, the Government’s in-
terest, including the function involved and the 
fiscal and administrative burdens that the ad-
ditional or substitute procedural requirement 
would entail. 

Kashem v. Barr, 941 F.3d 358, 377–78 (9th Cir. 2019) 
(internal quotation marks omitted). And when due 
process claims implicate classified information:

Courts should adopt a case-by-case approach 
[in] determining what disclosure of classified 



69a

information is required, considering, at a min-
imum, the nature and extent of the classified 
information, the nature and extent of the 
threat to national security, and the possible 
avenues available to allow the designated per-
son to respond more effectively to the charges. 

Id. at 382 (citation and internal quotation marks omit-
ted)

Applying the Mathews factors, Twitter asserts a 
general interest in adversarial proceedings “in order 
to effectively vindicate its First Amendment rights.” 
But Twitter’s private expressive interest here is rela-
tively weak because, as I note above, Twitter seeks to 
disclose classified information the Government 
shared only as a necessary part of conducting national 
security investigations. When balanced against the 
Government’s compelling interest in national secu-
rity, the relatively low risk of erroneous suppression 
under the carefully tailored nondisclosure regime, and 
the heavy burden of providing access to classified in-
formation to Twitter’s counsel, the due process bal-
ance weighs against disclosure here. Cf. Al Haramain 
Islamic Found., Inc., 686 F.3d at 979–80; Kashem, 941 
F.3d at 378. Moreover, “even assuming cleared coun-
sel were available to the plaintiffs and that it was er-
ror not to disclose the additional reasons to such coun-
sel, [Twitter] ha[s] not shown that [it was] preju-
diced.” Kashem, 941 F.3d at 383. And any prejudice 
argument would face a particularly steep uphill bat-
tle, given that I believe we easily could have, and in-
deed should have, decided this case on the unclassified 
record alone. No due process violation arises here. 
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II.  CONCLUSION 

The Government’s prevention of Twitter from 
publishing classified, redacted information satisfies 
strict scrutiny, and Freedman’s procedural protec-
tions do not apply in this case. Due process also does 
not demand that Twitter’s counsel obtained access to 
classified information. I therefore agree with the ma-
jority to affirm the district court. 
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APPENDIX B 

TWITTER, INC., 

Plaintiff, 

      v. 

WILLIAM P. BARR, 
ET AL., 

Defendants.

Case No. 14-cv-04480-YGR 

ORDER GRANTING GOVERN-

MENT’S MOTION FOR SUM-

MARY JUDGMENT; DENYING 

TWITTER’S CROSS-MOTION 

FOR SUMMARY JUDGMENT

DKT. NOS. 309, 311 

This long-pending case has morphed through myr-
iad iterations and legislative changes. That plaintiff 
has continued to pursue the action merely under-
scores the tension between the First Amendment and 
national security and the future impact of the pro-
ceedings. The Court now addresses the cross-motions 
of plaintiff Twitter, Inc. (“Twitter”) and defendants 
William P. Barr, et al. (“the Government”) for sum-
mary judgment. (Dkt. Nos. 309, 311.) The Court hav-
ing considered the parties’ briefing in support of and 
in opposition to the cross-motions, the admissible 
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evidence1 (including evidence presented in camera2), 
and the prior proceedings and arguments in this mat-
ter, and for the reasons stated herein, ORDERS that 
the Government’s motion for summary judgment is 
GRANTED and Twitter’s cross-motion for summary 
judgment is DENIED. 

III. BACKGROUND 

A. Allegations of the Operative Complaint 

Twitter’s Second Amended Complaint (Dkt. No. 
114, “SAC”) is the operative pleading in this action. 
The SAC seeks declaratory and injunctive relief based 
upon the Government’s alleged “prohibitions on 

1 Twitter requests judicial notice of publicly available reports 
prepared by the Director of the Administrative Office of the U.S. 
Courts, Office of the Director of National Intelligence, and the 
U.S. Department of Justice Office of Legislative Affairs (Dkt. No. 
315) in support of Twitter’s cross-motion and opposition. In con-
nection with its reply briefing, Twitter also filed a supplemental 
request for judicial notice of transparency reports published by 
five companies (Adobe, Cisco, Automattic, Wickr, and Nest) and 
that such reports include statements that they [sic] companies 
have received zero national security process requests during one 
or more reporting periods. (Dkt. No. 327.) The Government did 
not oppose either request. The Court finds that it is proper to 
take judicial notice of the fact of these reports and their contents, 
not the truth of any statements therein. The requests for judicial 
notice are GRANTED. 

2 Twitter argues that the Government’s motion should be denied 
for the further reason that it needs access to the Classified Tabb 
Declaration in order to meaningfully counter the Government’s 
claim that the restrictions it has imposed on the Draft Transpar-
ency Report pass constitutional muster. The Court finds that the 
classified declaration of EAD Tabb cannot be disclosed to counsel 
for Twitter based upon the national security concerns it raises, 
despite counsel’s clearance approval. Thus, Twitter’s motion for 
summary judgment on these alternative grounds, as well as its 
motion for access of cleared counsel, are DENIED. 
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[Twitter’s] speech in violation of the First Amend-
ment,” specifically the Government’s prohibition on 
publishing its Draft Transparency Report “describing 
the amount of national security legal process3 it re-
ceived, if any for the period July 1 to December 31, 
2013.” (SAC ¶ 1, 4, emphasis in original.) Twitter fur-
ther alleges that it “seeks to disclose that it received 
‘zero’ FISA orders, or ‘zero’ of a specific kind of FISA 
order, for that period, if either of those circumstances 
is true.” (Id. ¶ 4, emphasis in original.) More particu-
larly, Twitter alleges that it seeks to publish a report 
disclosing the following categories of quantitative 
data to its users for the relevant period: 

a. The number of NSLs and FISA orders Twitter 
received, if any, in actual aggregate numbers (includ-
ing “zero,” to the extent that that number was appli-
cable to an aggregate number of NSLs or FISA orders 
or to specific kinds of FISA orders that Twitter may 
have received); 

b. The number of NSLs and FISA orders received, 
if any, reported separately, in ranges of one hundred, 
beginning with 1–99; 

c. The combined number of NSLs and FISA or-
ders received, if any, in ranges of twenty-five, begin-
ning with 1–24; 

d. A comparison of Twitter’s proposed (i.e., 
smaller) ranges with those authorized by the [Govern-
ment in its earlier communication from then-Deputy 
Attorney General James M. Cole to the General 

3 Those national security legal process requests include national 
security letters (“NSLs”) and other orders under the Foreign In-
telligence Surveillance Act (“FISA”). 
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Counsels for Facebook, Google, LinkedIn, Microsoft 
and Yahoo!, referred to as the] DAG Letter; 

e. A comparison of the aggregate numbers of 
NSLs and FISA orders received, if any, by Twitter and 
the five providers to whom the DAG Letter was ad-
dressed; and 

f. A descriptive statement about Twitter’s expo-
sure to national security surveillance, if any, to ex-
press the overall degree of government surveillance it 
is or may be subject to. 

(Id. ¶ 56, emphasis in original.) 

The Government has prohibited publication of 
that Draft Transparency Report since Twitter submit-
ted it for review on April 1, 2014, asserting that cer-
tain portions of the report contained classified infor-
mation. (Id. ¶¶ 55, 57, 58.) In two counts of the SAC, 
Twitter alleges that the Government has classified in-
formation in the Draft Transparency Report improp-
erly and therefore put unlawful prior restraints on its 
speech in violation of the First Amendment. Twitter 
alleges that these actions are both violations of the 
First Amendment and “final agency action” subject to 
challenge under the Administrative Procedure Act, 5 
U.S.C. §§ 701 et seq. (SAC at ¶¶ 71-86 and 87-91.)4

B. Procedural History 

The lengthy procedural history of this case is de-
tailed in the Court’s prior orders. (See October 14, 
2015 Order Denying Motion to Dismiss as Moot (Dkt. 
No. 85); May 2, 2016 Order Granting In Part and 

4 Twitter alleges a third count seeking injunctive relief barring 
Government prosecution under the Espionage Act, 18 U.S.C. § 
793(d) should Twitter disclose information in the Draft Trans-
parency Report. (SAC ¶¶ 92-96.) 
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Denying In Part Motion to Dismiss Amended Com-
plaint (Dkt. No. 113); July 6, 2017 Order Denying 
Government’s Motion for Summary Judgment With-
out Prejudice; Granting Twitter’s Motion for Order Di-
recting Defendants to Expedite Security Clearance 
(Dkt. No. 172)); November 27, 2017 Order Denying 
Motion for Reconsideration (Dkt. No. 186). The Court 
sets forth herein an abbreviated summary of the his-
tory as relevant to the instant motions. 

The Government previously moved for summary 
judgment (Dkt. No. 145) based upon a classified and a 
redacted declaration of Michael Steinbach, Executive 
Assistant Director (“EAD”) of the National Security 
Branch of the Federal Bureau of Investigation (“FBI”). 
(See Notice of Lodging of Classified Declaration of Mi-
chael Steinbach for In Camera, Ex Parte Review, Dkt. 
No. 144.) The Court reviewed the Classified Steinbach 
Declaration in camera and, based upon that review, 
denied the Government’s motion without prejudice. 
The Court found that, under the applicable constitu-
tional standards, the Classified Steinbach declaration 
was inadequate to meet the Government’s burden to 
overcome the strong presumption of unconstitutional-
ity of its content-based prior restrictions on Twitter’s 
speech. (Dkt. No. 172 at 17-18.) The Court found: 

The Government’s restrictions on Twitter’s 
speech are content-based prior restraints sub-
ject to the highest level of scrutiny under the 
First Amendment. The restrictions are not 
narrowly tailored to prohibit only speech that 
would pose a clear and present danger or im-
minent harm to national security. The Gov-
ernment argues that the limitations imposed 
on Twitter are necessary because disclosure of 
data concerning the number and type of 
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national security legal process that it received 
in a time period would impair national secu-
rity interests and is properly classified. How-
ever, the Government has not presented evi-
dence, beyond a generalized explanation, to 
demonstrate that disclosure of the infor-
mation in the Draft Transparency Report 
would present such a grave and serious threat 
of damage to national security as to meet the 
applicable strict scrutiny standard. 

(Id. at 2.) The Court denied the motion without preju-
dice, offering the Government leave to submit addi-
tional evidence to support its restrictions. (See, e.g., 
Dkt. No. 182, Transcript of Case Management Confer-
ence, at 4:3-23.) The Government declined to do so. 
(Id.) 

Following a formal request by Twitter (Dkt. No. 
250), the Court issued an Order to Show Cause 
(“OSC”) why the Classified Steinbach Declaration 
should not be disclosed to Twitter’s counsel who had 
been granted a security clearance. (Dkt. No. 261.) The 
Government filed a response to the OSC which in-
cluded a motion to dismiss the action based on an as-
sertion of the state secrets privilege. (Dkt. No. 281.) In 
connection with that response, the Government sub-
mitted in camera the Classified Declaration of Acting 
EAD Michael C. McGarrity. (See Dkt. No. 282, Notice 
of Lodging of Classified Declaration of Michael C. 
McGarrity for Ex Parte In Camera Review.) Drafted 
in support of the Government’s assertion of the state 
secrets privilege, the Classified Declaration of EAD 
McGarrity provided a more complete explanation and 
justification of the Government’s basis for restricting 
the information that may be published in the Draft 
Transparency Report, and the grave and imminent 
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harm that could reasonably be expected to arise from 
its disclosure, in far greater detail than the Govern-
ment provided previously. 

After considering McGarrity’s declaration pro-
vided in camera, the Court, on June 21, 2019, issued 
an OSC indicating it was inclined to reconsider its 
prior order denying the Government’s summary judg-
ment motion (Dkt. No. 301), stating: 

The Court is inclined to find that classified 
McGarrity Declaration meets the Govern-
ment’s burden under strict scrutiny to justify 
classification and restrict disclosure of infor-
mation in the Draft Transparency Report, 
based upon a reasonable expectation that its 
disclosure would pose grave or imminent 
harm to national security, and that no more 
narrow tailoring of the restrictions can be 
made. Further, the Court is inclined to con-
clude that the classified McGarrity Declara-
tion cannot be disclosed to counsel for Twitter 
based upon the national security concerns it 
raises. 

(Id. at 2.) On August 23, 2019, the parties jointly re-
sponded to the June 21, 2019 Order to Show Cause 
and asked that the classified McGarrity declaration 
not be used to inform the Court’s reconsideration of 
the Government’s motion for summary judgment. In-
stead, the Government requested to submit a new 
summary judgment motion supported by a new decla-
ration, which would incorporate aspects of the infor-
mation proffered in the Classified McGarrity Declara-
tion germane to the merits of the case. (Dkt. No. 306 
at 2– 3.) The Court granted the Government’s request 
as well as Twitter’s request to file a cross-motion for 
summary judgment. 
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C. The Instant Cross-Motions 

The Government filed its motion seeking sum-
mary judgment on all claims in Twitter’s SAC on the 
grounds that the newly submitted classified and un-
classified declarations of Jay S. Tabb, Jr., EAD of the 
National Security Branch of the FBI to establish that 
disclosure of the data contained in Twitter’s 2014 
Draft Transparency Report reasonably could be ex-
pected to result in national security harms such that 
the Government’s restrictions on the report are con-
stitutionally valid. Twitter’s cross-motion contests the 
Government’s arguments and seeks summary judg-
ment on the grounds that: (1) the Government has not 
satisfied strict scrutiny under the Pentagon Papers5

standard; (2) the Government’s decision to restrict the 
disclosures in Twitter’s 2014 Draft Transparency Re-
port lacked any of the procedural safeguards required 
by Freedman v. Maryland, 380 U.S. 51 (1965); and (3) 
Twitter’s cleared counsel6 must be given access to the 
classified version of the Tabb Declaration in order for 
it to respond fully to the Government’s arguments. 

IV. LEGAL STANDARD 

Summary judgment is appropriate when “there is 
no genuine dispute as to any material fact and the mo-
vant is entitled to judgment as a matter of law.” Fed. 
R. Civ. P. 56(a). “[W]hen parties submit cross-motions 
for summary judgment, each motion must be consid-
ered on its own merits.” Fair Hous. Council of River-
side Cty., Inc. v. Riverside Two, 249 F.3d 1132, 1136 

5 N.Y. Times Co. v. United States, 403 U.S. 713 (1971), commonly 
referred to as the Pentagon Papers case. 

6 Twitter’s lead counsel Lee H. Rubin has had his security clear-
ance “favorably adjudicated” by the FBI as of September 17, 
2018. (Dkt. No. 250-1, Rubin Decl. Exh. A.) 
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(9th Cir. 2001) (alteration and internal quotation 
marks omitted). Thus, “[t]he court must rule on each 
party’s motion on an individual and separate basis, 
determining, for each side, whether a judgment may 
be entered in accordance with the Rule 56 standard.” 
Id. (quoting Wright, et al., FEDERAL PRACTICE AND 

PROCEDURE § 2720, at 335–36 (3d ed. 1998)). However, 
the court must consider the evidence proffered by both 
sets of motions before ruling on either one. Riverside 
Two, 249 F.3d at 1135–36; Johnson v. Poway Unified 
Sch. Dist., 658 F.3d 954, 960 (9th Cir. 2011) (“Because 
the parties filed cross-motions for summary judgment, 
we consider each party’s evidence to evaluate whether 
summary judgment was appropriate.”) “[C]redibility 
determinations, the weighing of the evidence, and the 
drawing of legitimate inferences from facts are jury 
functions, not those of a judge.” George v. Edholm, 752 
F.3d 1206, 1214 (9th Cir. 2014) (alteration in original) 
(quotation omitted). 

As a general matter, where the party moving for 
summary judgment would bear the burden of proof at 
trial, that moving party bears the initial burden of 
proof at summary judgment as to each material fact 
to be established in the complaint and must show that 
no reasonable jury could find other than for the mov-
ing party. See S. California Gas Co. v. City of Santa 
Ana, 336 F.3d 885, 888 (9th Cir. 2003) (citing William 
W Schwarzer, et al., CALIFORNIA PRACTICE GUIDE:
FEDERAL CIVIL PROCEDURE BEFORE TRIAL (Rutter 
Group) § 14:124–127 (2001)). Where the moving party 
would not bear the burden at trial, the motion need 
only specify the basis for summary judgment and 
identify those portions of the record, if any, which it 
believes demonstrate the absence of a genuine issue of 
material fact on some essential element of the claims. 
Celotex Corp. v. Catrett, 477 U.S. 317, 323, (1986). The 
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burden then shifts to the opposing party to establish 
the existence of material disputes of fact that may af-
fect the outcome of the case under the governing sub-
stantive law. Anderson v. Liberty Lobby, Inc., 477 U.S. 
242, 248 (1986). 

In the context of a First Amendment challenge, 
however, the ultimate burdens of proof are placed 
upon the Government. When the Government re-
stricts speech, it bears the burden of proving the con-
stitutionality of its actions. United States v. Playboy 
Entm’t Grp., Inc., 529 U.S. 803, 816–17 (2000) (citing 
Greater New Orleans Broadcasting Assn., Inc. v. 
United States, 527 U.S. 173, 183 (1999); Reno v. Amer-
ican Civil Liberties Union, 521 U.S. 844, 879 (1997)). 
“When the Government seeks to restrict speech based 
on its content, the usual presumption of constitution-
ality afforded [to its actions] is reversed.” Playboy, 529 
U.S. at 816–17. Because “[c]ontent-based regulations 
are presumptively invalid,” R.A.V. v. St. Paul, 505 
U.S. 377, 382 (1992), “the Government bears the bur-
den to rebut that presumption.” Playboy, 529 U.S. at 
817. “When First Amendment compliance is the point 
to be proved, the risk of nonpersuasion— operative in 
all trials—must rest with the Government, not with 
the citizen.” Id. at 818 (internal citation omitted). 

V. DISCUSSION 

A. Strict Scrutiny Standard 

1. Strict Scrutiny Applies 

The Government argues that it is entitled to sum-
mary judgment on several grounds. First, it argues 
that, although it disagrees with the Court on the ap-
plicable constitutional standard, it nevertheless has 
met the strict scrutiny standard since its restrictions 
on Twitter’s speech are sufficiently “narrowly tailored 
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to serve a compelling state interest” (quoting In re 
NSL, 863 F.3d 1110, 1123 (9th Cir. 2017) and Reed v. 
Town of Gilbert, 135 S. Ct. 2218, 2226 (2015)). Twitter 
counters that this Court previously decided the appli-
cable standard is strict scrutiny, and the Government 
has not met it. 

In denying the Government’s original motion for 
summary judgment, the Court determined that the 
restrictions on Twitter’s speech are subject to strict 
scrutiny as a content-based restriction and a prior re-
straint. (Dkt. No. 172 at 15, citing numerous cases.) 
That is the law of the case and the Government pro-
vides no substantive reason to revisit that determina-
tion. 

2. The Declarations In the Record Satisfy the 
Government’s Substantive Burden Under 
Strict Scrutiny 

The Court applies the strict scrutiny standard to 
the challenged restrictions and finds that the Govern-
ment’s restrictions on the information Twitter may re-
port are, in fact, narrowly tailored in substance. The 
Court bases its decision on the totality of the evidence 
provided in this case, including the classified declara-
tions of EAD Steinbach, Acting EAD McGarrity and 
EAD Tabb. Each built on the same basis for the Gov-
ernment’s position, and each bring a perspective to 
the Court’s analysis to resolve this action. The Court 
sees no reason to disregard any of the previously sub-
mitted declarations. The declarations explain the 
gravity of the risks inherent in disclosure of the infor-
mation that the Government has prohibited Twitter 
from stating in its Draft Transparency Report, includ-
ing a sufficiently specific explanation of the reasons 
disclosure of mere aggregate numbers, even years af-
ter the relevant time period in the Draft Transparency 
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Report, could be expected to give rise to grave or im-
minent harm to the national security. The Court finds 
that the declarations contain sufficient factual detail 
to justify the Government’s classification of the aggre-
gate information in Twitter’s 2014 Draft Transpar-
ency Report on the grounds that the information 
would be likely to lead to grave or imminent harm to 
the national security, and that no more narrow tailor-
ing of the restrictions can be made. 

B. Freedman’s Procedural Safeguards 

Twitter argues that, in the alternative, it is enti-
tled to summary judgment because the procedures un-
der which portions of its 2014 Draft Transparency Re-
port were classified and restricted do not satisfy the 
procedural safeguards required for such a prior re-
straint of speech under Freedman v. Maryland and its 
progeny. More specifically, Twitter argues that Freed-
man requires an expedited, government-initiated ju-
dicial review of a restraint on aggregate reporting, 
and that such requirements are not met by the classi-
fication guidelines that the Government applied nor 
the “statutory authority under which that classifica-
tion review was conducted.” (Twitter’s Cross-Motion 
for Summary Judgment, Dkt. No. 311, at 2:12-13, cit-
ing 50 U.S.C. § 1874(c)).7

7 Twitter’s characterization of the section 1874(c) is incorrect. 
The Government’s classification authority under Executive Or-
der 13526 is completely distinct from its authority under section 
1874(c) to allow persons subject to nondisclosure provisions to 
report legal process and orders received in a different manner 
than the numerical bands scheme set forth in section 1874(a) and 
(b). See 50 U.S.C. § 1874(c) (“Nothing in this section prohibits the 
Government and any person from jointly agreeing to the publi-
cation of information referred to in this subsection in a time, 
form, or manner other than as described in this section.”). 
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The Government counters on two grounds. First, 
it contends that Twitter has not alleged a challenge 
under Freedman in the SAC. Further, the Govern-
ment argues the procedural protections required by 
Freedman do not apply to its decision that the infor-
mation in the Draft Transparency Report was na-
tional security information properly classified under 
Executive Order 13526. 

As a general matter, and as the Court previously 
determined, even if a particular content-based re-
striction is permitted under the strict scrutiny stand-
ard, “the government does not have unfettered free-
dom to implement such a restriction through ‘a system 
of prior administrative restraints.’” In re NSL, 863 
F.3d at 1122 (citing Bantam Books, Inc. v. Sullivan, 
372 U.S. 58, 70, 83 (1963)). The government’s re-
strictions must have “narrow, objective, and definite 
standards to guide” them, as well as procedural safe-
guards to reduce the dangers of excessive restriction. 
See Thomas v. Chi. Park Dist., 534 U.S. 316, 321 
(2002) (citing Freedman, 380 U.S. at 58–60). With re-
spect to such a system of prior restraints, Freedman
requires that: (1) any restraint imposed prior to judi-
cial review must be limited to “a specified brief pe-
riod”; (2) any further restraint prior to a final judicial 
determination must be limited to “the shortest fixed 
period compatible with sound judicial resolution”; and 
(3) the burden of going to court to suppress speech and 
the burden of proof in court must be placed on the gov-
ernment. See Freedman, 380 U.S. at 58–59; FW/PBS, 
Inc. v. City of Dallas, 493 U.S. 215, 227 (1990)); 
Thomas v. Chicago Park District, 534 U.S. 316, 321 
(2002); John Doe, Inc. v. Mukasey, 549 F.3d 861, 871 
(2d Cir. 2008), as modified (Mar. 26, 2009). 
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Thus, in In re Nat’l Sec. Letter, the Ninth Circuit 
considered whether nondisclosure requirements as to 
specific national security process requests were con-
stitutional. The In re Nat’l Sec. Letter case was a facial 
challenge to the NSL statutes.8 The Ninth Circuit 
held that the NSL law met all the procedural safe-
guard requirements of Freedman because the 2015 re-
visions implemented a system of judicial review of a 
nondisclosure decision on an expedited basis, and re-
quired the government to initiate the review and carry 
the burden of substantiating the nondisclosure at the 
request of a contesting party. In re Nat’l Sec. Letter, 
863 F.3d at 1129-31 (questioning whether Freedman
applied to individuals who did not “intend to speak” 
before receiving the government’s prohibition, but 
nevertheless finding procedural protections satisfied 
Freedman). 

Here, Twitter’s SAC does not allege a challenge, 
facial or otherwise, based upon the principles in 
Freedman. Count 1 of the SAC alleges that the infor-
mation in the Draft Transparency Report was not 
properly classified under Executive Order No. 13526, 
and that the Government cannot demonstrate that 
the information poses a threat to national security. 
(SAC ¶¶ 76, 79.) Count 2 of the SAC alleges that the 
Government’s decision regarding the Draft Transpar-
ency Report was a “final agency action” that violated 
the First Amendment. Nowhere in the SAC does Twit-
ter seek declaratory or injunctive relief requiring the 
Government to comply with any procedural safe-
guards, such as temporal limitations on prohibition 
orders, or government-initiated judicial review, 

8 The Ninth Circuit held that plaintiffs were raising a facial chal-
lenge to the NSL law, rather than an as-applied challenge to a 
particular application of the law to their speech. Id. at 1121. 
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required by Freedman. The SAC does not direct a 
challenge to lack of procedural safeguards in Execu-
tive Order 13526 itself, nor does it challenge the lack 
of process with respect to the specific application of 
Executive Order 13526 to the Draft Transparency Re-
port.9 Likewise, to the extent Twitter asserts that any 
restrictions on it emanate from the statutory report-
ing scheme set forth in 50 U.S.C. section 1874, the 
SAC does not challenge the lack of procedural safe-
guards therein. In short, nothing in the SAC chal-
lenges a “system of prior restraints” as in Freedman. 
Consequently, the Court cannot grant Twitter affirm-
ative relief based upon lack of compliance with the 
procedural protections in Freedman.10

9 The Court notes that Section 1.8 of Executive Order 13526 pro-
vides that “[a]uthorized holders of information who, in good faith, 
believe that its classification status is improper are encouraged 
and expected to challenge the classification status of the infor-
mation in accordance with agency procedures established under 
paragraph (b) of this section.” Executive Order 13526 § 1.8(a). 
Those procedures should cover all authorized holders of infor-
mation “including authorized holders outside the classifying 
agency.” Id. § 1.8(b). Neither party has cited to or argued for ap-
plication of any regulations governing a challenge to the classifi-
cation here. However, the Court notes that federal regulations 
implementing Executive Order 13526 have been enacted at 6 
C.F.R., Chapter I, Part 7, subpart B; see, e.g., 6 C.F.R. § 7.31(a) 
(“Authorized holders may submit classification challenges in 
writing to the original classification authority with jurisdiction 
over the information in question. If an original classification au-
thority cannot be determined, the challenge shall be submitted 
to the Office of the Chief Security Officer, Administrative Secu-
rity Division”). 

10 The SAC alleges a facial constitutional challenge to FISA’s se-
crecy provisions to the extent they categorically prohibit the re-
porting of aggregate data. The Court does not find that they do 
so restrict the aggregate data at issue here. The Government has, 
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Because the Court finds that Twitter has not al-
leged an affirmative claim for relief based upon Freed-
man, it need not reach the question of whether the 
Government’s decision here satisfied those procedural 
safeguards.11

VI. CONCLUSION 

In sum, given the specific reasons identified in the 
classified declarations submitted, the Court finds that 
strict scrutiny is satisfied both substantively and 

in part, argued that FISA’s statutory nondisclosure provisions, 
applicable to the existence and contents of individual orders, log-
ically prohibit reporting of aggregate data about the number of 
such orders. The Court has never found the Government’s logic 
persuasive on this point. The requirement not to disclose a par-
ticular order is completely distinct from disclosing the aggregate 
number of orders. And, indeed, that logic is contradicted by the 
statutory provision for aggregate data reporting set forth in 50 
U.S.C. § 1874, which permits “a person subject to a nondisclosure 
requirement accompanying an order . . . or a national security 
letter” to report publicly the aggregate number of such orders or 
letters within certain numerical bands. 50 U.S.C. § 1874(a) (em-
phasis supplied). Regardless, these allegations are not directed 
at a lack of procedural safeguards as required by Freedman. 

11 The Court notes that the Ninth Circuit in In re Nat’l Sec. Letter
emphasized that Freedman’s procedural safeguards have been 
extended to a variety of situations in which the government “re-
quires a speaker to submit proposed speech for review and ap-
proval” before publicizing it. In re Nat’l Sec. Letter, 863 F.3d 
1110, 1128 (9th Cir. 2017); see also John Doe, Inc. v. Mukasey, 
549 F.3d 861, 871 (2d Cir. 2008) (“Where expression is condi-
tioned on governmental permission . . . the First Amendment 
generally requires procedural protections to guard against im-
permissible censorship.”). The sort of pre-disclosure review and 
approval process that restricts speech about metadata compiled 
by a recipient closely resembles the censorship systems raised in 
Freedman and its progeny. The Government here offered no ap-
plicable procedural protections similar to those cited with ap-
proval in In re Nat’l Security Letter or Doe v. Mukaskey. 
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procedurally. The Government’s motion for summary 
judgment is GRANTED and Twitter’s motion for sum-
mary judgment is DENIED.12

The Court leaves for another action whether the 
procedural safeguards—if any—applicable to a sys-
tem of prior constraints premised upon deeming infor-
mation “classified” pursuant to Executive Order 
13526 meets the standards set forth in Freedman. 

This terminates Docket Nos. 309, 311. 

IT IS SO ORDERED. 

Dated: April 17, 2020 

YVONNE GONZALEZ ROGERS

UNITED STATES DISTRICT JUDGE

12 In light of this Order, the third count is dismissed as moot. 
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APPENDIX C 

UNITED STATES DISTRICT COURT 

NORTHERN DISTRICT OF CALIFORNIA 

TWITTER, INC., 

Plaintiff, 

v. 

WILLIAM P. BARR, et al., 

Defendants. 

Case No. 14-cv-4480-
YGR 

JUDGMENT 

Re:  Dkt. No. 46 

Pursuant to the Order Granting Government’s Mo-
tion for Summary Judgment; Denying Twitter’s 
Cross-Motion for Summary Judgment, entered this 
date, it is ORDERED that judgment is entered in favor 
of defendants William P. Barr, et al. and against 
plaintiff Twitter, Inc. Plaintiff shall obtain no relief by 
way of its complaint. 

IT IS SO ORDERED, ADJUDGED, AND DE-
CREED. 

Dated: April 17, 2020 

 ____________________________________  
YVONNE GONZALEZ ROGERS
UNITED STATES DISTRICT JUDGE 
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APPENDIX D 

UNITED STATES DISTRICT COURT  

NORTHERN DISTRICT OF CALIFORNIA 

TWITTER, INC., 

Plaintiff, 

v. 

JEFFERSON B. SES-

SIONS, III, ET AL., 

Defendants. 

Case No. 14-cv-04480-
YGR 

ORDER DENYING GOV-

ERNMENT’S MOTION FOR 

SUMMARY JUDGMENT 

WITHOUT PREJUDICE;
GRANTING TWITTER’S 

MOTION FOR ORDER DI-

RECTING DEFENDANTS 

TO EXPEDITE SECURITY 

CLEARANCE

Re: Dkt. Nos. 124, 145 

Defendants Jefferson B. Sessions, III,21 the 
United States Department of Justice, and the Federal 
Bureau of Investigation (“the Government”) filed a 
motion for summary judgment on the claims in Plain-
tiff Twitter, Inc.’s second amended complaint. (Dkt. 
No. 145.) Twitter filed a motion for an order directing 
the Government to expedite a security clearance pro-
cess for lead counsel in this matter to review materials 
relevant to this litigation. (Dkt. No. 124.) 

21 Mr. Sessions has been substituted as the Attorney General of 
the United States by automatic operation of Fed. R. Civ. P. 25(d). 



90a

Having carefully considered the papers submit-
ted, the admissible evidence22, and the pleadings in 
this action, and for the reasons set forth below, the 
Court DENIES the motion for summary judgment 
WITHOUT PREJUDICE. The Court finds the Govern-
ment has not met its high burden to overcome the 
strong presumption of unconstitutionality on the rec-
ord before the Court. The Government’s restrictions 
on Twitter’s speech are content-based prior restraints 
subject to the highest level of scrutiny under the First 
Amendment. The restrictions are not narrowly tai-
lored to prohibit only speech that would pose a clear 
and present danger or imminent harm to national se-
curity. The Government argues that the limitations 
imposed on Twitter are necessary because disclosure 
of data concerning the number and type of national 
security legal process that it received in a time period 
would impair national security interests and is 
properly classified. However, the Government has not 
presented evidence, beyond a generalized explana-
tion, to demonstrate that disclosure of the infor-
mation in the Draft Transparency Report would pre-
sent such a grave and serious threat of damage to 

22 Twitter seeks judicial notice of documents obtained on the in-
ternet, purporting to be transparency reports and annual reports 
of various companies. Twitter offers them to show that such re-
ports and data are publicly available and accessible to foreign 
enemies of the United States. “The court may judicially notice a 
fact that is not subject to reasonable dispute because it . . . can 
be accurately and readily determined from sources whose accu-
racy cannot reasonably be questioned.” See Fed. R. Evid. 
201(b)(2). Further, any evidence considered by the Court must be 
relevant evidence. Here, the documents neither appear to be rel-
evant to any matter at issue nor do they appear to be from a 
source the accuracy of which cannot be questioned. The request 
for judicial notice is therefore DENIED. 



91a

national security as to meet the applicable strict scru-
tiny standard. 

The Court GRANTS the motion for an order di-
recting the Government to expedite the appropriate 
national security clearances for lead counsel, Andrew 
J. Pincus and Lee H. Rubin. 

I. BACKGROUND 

The procedural history of this case is lengthy and 
is detailed in the Court’s prior orders. (See October 14, 
2015 Order Denying Motion To Dismiss As Moot (Dkt. 
No. 85); May 2, 2016 Order Granting In Part and 
Denying In Part Motion to Dismiss Amended Com-
plaint (Dkt. No. 113).) The Court offers an abbreviated 
summary of the history relevant here. 

On April 1, 2014, Twitter submitted to the Gov-
ernment a draft transparency report containing infor-
mation and discussion about the aggregate numbers 
of national security letters (“NSLs”) and court orders 
pursuant to the Foreign Intelligence Surveillance Act 
of 1978 (“FISA”), if any, it received in the second half 
of 2013. Twitter requested “a determination as to ex-
actly which, if any, parts of its Transparency Report 
are classified or, in the [government’s] view, may not 
lawfully be published online.” (Second Amended Com-
plaint, Dkt. No. 114, ¶ 55.) Several months later, the 
Government notified Twitter that “information con-
tained in the report is classified and cannot be pub-
licly released,” because it did not comply with the gov-
ernment’s approved framework for reporting data 
about FISA orders and NSLs, as set forth in a letter 
from then-Deputy Attorney General James M. Cole 
(“the DAG Letter”). (Id. ¶¶ 49, 57.) The framework set 
forth in the DAG Letter was abrogated subsequently 
by the USA FREEDOM Act, which codified and 
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broadened the scope of the reporting bands. However, 
the essentials of the dispute continue unchanged. 

II. SUMMARY JUDGMENT STANDARDS 

Summary judgment is appropriate when there is 
no genuine dispute as to any material fact and the 
moving party is entitled to judgment as a matter of 
law. Fed.R.Civ.P. 56(a). Any party seeking summary 
judgment bears the initial burden of identifying those 
portions of the pleadings and discovery responses that 
demonstrate the absence of a genuine issue of mate-
rial fact. Celotex Corp. v. Catrett, 477 U.S. 317, 323 
(1986). Material facts are those that might affect the 
outcome of the case. Anderson v. Liberty Lobby. Inc., 
477 U.S. 242, 248 (1986). A dispute as to a material 
fact is “genuine” if there is sufficient evidence for the 
finder of fact to return a verdict for the nonmoving 
party. Id. 

If the moving party meets its initial burden, the 
opposing party must then set out specific facts show-
ing a genuine issue for trial in order to defeat the mo-
tion. Anderson, 477 U.S. 242, 250; Soremekun v. 
Thrifty Payless, Inc., 509 F.3d 978, 984 (9th Cir. 2007); 
see also Fed. R. Civ. P. 56(c), (e). A court may only con-
sider admissible evidence in ruling on a motion for 
summary judgment. See Fed.R.Civ.P. 56(c)(2); Beyene 
v. Coleman Sec. Servs., Inc., 854 F.2d 1179, 1181 (9th 
Cir.1988) (“It is well settled that only admissible evi-
dence may be considered by the trial court in ruling 
on a motion for summary judgment.”). However, when 
deciding a summary judgment motion, “the court does 
not make credibility determinations or weigh conflict-
ing evidence.” Soremekun, 509 F.3d at 984. Instead, 
the court must view the evidence in the light most fa-
vorable to the nonmoving party and draw all justifia-
ble inferences in its favor. Anderson, 477 U.S. at 255; 
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Hunt v. City of Los Angeles, 638 F.3d 703, 709 (9th 
Cir.2011). 

Rule 56(d) provides that “[i]f a nonmovant shows 
by affidavit or declaration that, for specified reasons, 
it cannot present facts essential to justify its opposi-
tion, the court may: (1) defer considering the motion or 
deny it; (2) allow time to obtain affidavits or declara-
tions or to take discovery; or (3) issue any other appro-
priate order.” Fed. R. Civ. P. 56(d). The non-moving 
party should set forth the particular facts it expects to 
obtain and why it cannot provide those facts at the 
time for opposition. See Mackey v. Pioneer Nat. Bank, 
867 F.2d 520, 524 (9th Cir. 1989) (citing former Rule 
56(f)). 

III. DISCUSSION 

A. Overview of Issues 

The Government moves for summary judgment 
on the grounds that the information Twitter seeks to 
publish in its Draft Transparency Report is all 
properly classified information that would harm na-
tional security if disclosed, and therefore the First 
Amendment does not prohibit the Government’s re-
strictions on Twitter’s publication of the Draft Trans-
parency Report. Twitter contends that the Govern-
ment’s restrictions violate the First Amendment both 
as prior restraints on speech and content-based limi-
tations. Twitter asserts that more granular data on 
the volume of process cannot be considered properly 
classified information under Executive Order 13526, 
since the Government offers no specific evidence to 
demonstrate that the disclosure of this information 
would pose a threat to national security, let alone one 
that is serious or exceptionally grave. Twitter further 
argues that the motion is not ripe for consideration 
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because it is entitled to complete discovery pursuant 
to Rule 56(d) before the Court makes a determination 
on summary judgment. 

As the moving party, the burden is on the Govern-
ment to show that Twitter’s constitutional challenges 
have no merit. The Government’s basis for prohibiting 
disclosure relies on three interrelated arguments: (1) 
the aggregate data is classified under Executive Order 
13526; (2) the USA FREEDOM Act, at 50 U.S.C. sec-
tion 1874, limits disclosure of aggregate data about 
the volume national security process to reporting 
within certain numerical bands; and (3) the underly-
ing FISA statutes permit the FBI to restrict disclosure 
about the existence of FISA process. While the Gov-
ernment relies primarily on the first argument here, 
it intertwines the statutory bases as further support 
for its classification decision. 

The Government submits an unclassified declara-
tion of Michael B. Steinbach, Executive Assistant Di-
rector of the National Security Branch of the Federal 
Bureau of Investigation. (Dkt. No. 147-1, Steinbach 
Decl.)23 Steinbach attests that “[d]isclosure of the 
more detailed and disaggregated information at issue 
in Twitter’s report reasonably could be expected to re-
sult in damage to the national security, and it pertains 
to intelligence activities [section l.4(c)]; foreign rela-
tions or foreign activities of the United States [section 
l.4(d)]; and vulnerabilities or capabilities of systems, 
installations, infrastructures, project, plans, or pro-
tection services relating to the national security [ sec-
tion 1.4(g)].” (Steinbach Decl. at ¶ 29). Steinbach 

23 Steinbach also submitted a declaration for the Court’s review 
in camera. Citations to the Steinbach Declaration in this Order 
refer only to the unclassified, publicly filed declaration. 
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concludes that the information “Twitter seeks to pub-
lish—data reflecting its receipt of national security 
process with a level of specificity that is far more gran-
ular than has been declassified by the DNI and al-
lowed by the USA Freedom Act—was properly classi-
fied at the time that Twitter’s draft transparency re-
port was received by the FBI in 2014 and continues to 
be properly classified at this time.” (Id.) The Govern-
ment contends that Steinbach’s declarations specifi-
cally address the proposed disclosure that Twitter 
seeks to make, rather than simply addressing the 
classification of all materials generally under the 
bands prescribed in the USA FREEDOM Act. The 
Government urges that Steinbach’s determination 
should be given the “utmost deference” by this Court, 
given his expertise in national security matters. 

In opposition, Twitter argues that the Govern-
ment’s restrictions on its ability to report more granu-
lar data regarding national security legal process re-
quests it receives hinder its ability communicate 
truthful information to users of the online information 
platform, and potentially chill those users’ speech. 
Twitter seeks “to dispel . . . users’ [well-documented] 
fears” about the privacy of the information they share 
with Twitter by providing more precise (but aggregate) 
data about “the limited scope of U.S. surveillance on 
its platform.” (Notice Regarding Classified Document, 
Dkt. No. 21–1, Exh. 1 Unclassified, Redacted Version 
of Twitter’s Draft Transparency Report [“Draft Trans-
parency Report”] at 2.) The Government’s restrictions 
not only prevent Twitter from conveying this message, 
but also compel Twitter “to mislead [its] users by re-
porting overly broad ranges of requests.” Id. Because 
social media users express concerns about govern-
ment surveillance, Twitter’s inability to report more 
detailed information about government legal process 
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seeking information about Twitter’s users could have 
a chilling effect on users’ speech. More broadly, Twit-
ter argues that restricting information about the 
scope of a government surveillance program will pre-
vent the public from being able to scrutinize the pro-
gram or hold government officials accountable for 
their conduct. 

Whether the restriction here on Twitter’s speech 
is viewed as a product of the FBI’s classification deci-
sion, the underlying FISA statutes permitting the FBI 
to restrict disclosure about the existence of FISA pro-
cess, or the FISA public disclosure statute, 50 U.S.C. 
section 1874, the fact remains that the Government 
has limited Twitter’s ability to speak on the subject of 
the number of orders it may have received. For the 
reasons set forth below, the Court finds that such lim-
itations are subject to strict scrutiny under the First 
Amendment. 

B. First Amendment Framework 

“The First Amendment reflects ‘a profound na-
tional commitment to the principle that debate on 
public issues should be uninhibited, robust, and wide-
open.’” Snyder v. Phelps, 562 U.S. 443, 452 (2011) 
(quoting N.Y. Times Co. v. Sullivan, 376 U.S. 254, 270 
[Pentagon Papers] (1964)). “The right of citizens to in-
quire, to hear, to speak, and to use information to 
reach consensus is a precondition to enlightened self-
government and a necessary means to protect it.” Cit-
izens United v. Fed. Election Comm’n, 558 U.S. 310, 
339 (2010). “[S]peech on public issues occupies the 
highest rung of the hierarchy of First Amendment val-
ues, and is entitled to special protection.” Connick v. 
Myers, 461 U.S. 138, 145 (1983). 
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At the same time, First Amendment rights are not 
absolute and do not automatically override all other 
constitutional values. See Nebraska Press Ass’n v. Stu-
art, 427 U.S. 539, 570 (1976) (“We reaffirm that the 
guarantees of freedom of expression are not an abso-
lute prohibition under all circumstances, but the bar-
riers to prior restraint remain high and the presump-
tion against its use continues intact.”). Government 
limitations on speech are subject to varying levels of 
scrutiny depending upon such factors as substance of 
the speech and limitations involved. Strict scrutiny is 
reserved for speech implicating core concerns of the 
First Amendment. Republican Party of Minn. v. 
White, 536 U.S. 765, 774–75 (2002). Our Supreme 
Court has held repeatedly that both prior restraints 
and content-based restrictions are subject to strict 
scrutiny. 

Prior restraints on speech are “the most serious 
and the least tolerable infringement on First Amend-
ment rights.” Nebraska Press Ass’n, 427 U.S. at 559; 
Near v. Minnesota ex rel. Olson, 283 U.S. 697 (1931) 
(“chief purpose of the (First Amendment’s) guaranty 
[is] to prevent previous restraints upon publication”). 
The term prior restraint is used to describe adminis-
trative and judicial orders forbidding certain commu-
nications when issued in advance of the time that such 
communications are to occur.” Alexander v. United 
States, 509 U.S. 544, 550 (1993) 

(“Temporary restraining orders and permanent 
injunctions—i.e., court orders that actually forbid 
speech activities—are classic examples of prior re-
straints.”) A system of prior restraints “bear[s] a 
heavy presumption against its constitutional valid-
ity,” and the Government “carries a heavy burden of 
showing justification for the imposition of such a 
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restraint.” Capital Cities Media, Inc. v. Toole, 463 U.S. 
1303, 1305 (1983) (citation omitted). In order to justify 
a prior restraint, the government must demonstrate 
that the restraint is justified without reference to the 
content of the speech, and is narrowly tailored to serve 
a compelling governmental interest. See Nebraska 
Press Ass’n, 427 U.S. at 571; Forsyth Cty., Ga. v. Na-
tionalist Movement, 505 U.S. 123, 130 (1992); Ward v. 
Rock Against Racism, 491 U.S. 781, 791 (1989). 

Similarly, “[c]ontent-based laws—those that tar-
get speech based on its communicative content—are 
presumptively unconstitutional and may be justified 
only if the government proves that they are narrowly 
tailored to serve compelling state interests.” Reed v. 
Town of Gilbert, Ariz., __ U.S.__, 135 S.Ct. 2218, 2226 
(2015). “Government regulation of speech is content 
based if a law applies to particular speech because of 
the topic discussed or the idea or message expressed. 
Id. at 2227 (citing Sorrell v. IMS Health, Inc., 564 U.S. 
552, 564 (2011)); Consol. Edison Co. of New York v. 
Pub. Serv. Comm’n, 447 U.S. 530, 536 (1980) (govern-
ment regulation “may not be based upon either the 
content or subject matter of speech.”); Berger v. City of 
Seattle, 569 F.3d 1029, 1051 (9th Cir. 2009) (en banc) 
(restriction “is content-based if either the underlying 
purpose of the regulation is to suppress particular 
ideas or if the regulation, by its very terms, singles out 
particular content for differential treatment.”). Even 
if facially content-neutral, restrictions will be consid-
ered content-based if they cannot be “justified without 
reference to the content of the regulated speech,” and 
must likewise satisfy strict scrutiny. Reed, 1135 S.Ct. 
at 2227, quoting Ward, 491 U.S. at 791; see also Al 
Haramain Islamic Found., Inc. v. U.S. Dep’t of Treas-
ury, 686 F.3d 965, 997, 1001 (9th Cir. 2012) (“Al Ha-
ramain v. Treasury”) (applying strict scrutiny and 
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finding content-based prior restraints unconstitu-
tional despite government’s stated justification of pre-
venting terrorism); Doe v. Gonzales, 386 F. Supp. 2d 
66, 75 (D. Conn. 2005) (finding FISA restriction on 
ability to disclose receipt of NSL was content-based 
and subject to strict scrutiny because disclosure could 
be a means of expressing a particular view about the 
reach of federal investigative powers). 

In addition to substantive concerns warranting 
heightened scrutiny, courts also consider whether the 
First Amendment requires procedural safeguards to 
minimize the extent of any government restrictions on 
speech. John Doe, Inc. v. Mukasey, 549 F.3d 861, 871 
(2d Cir. 2008), as modified (Mar. 26, 2009) [“Doe v. 
Mukasey”] (“Where expression is conditioned on gov-
ernmental permission, such as a licensing system for 
movies, the First Amendment generally requires pro-
cedural protections to guard against impermissible 
censorship.”) (citing Freedman v. State of Md., 380 
U.S. 51, 58 (1965)). Such procedural protections in-
clude: (1) restraints prior to judicial review may be im-
posed “only for a specified brief period during which 
the status quo must be maintained;” (2) availability of 
“expeditious judicial review;” and (3) the government 
entity seeking to restrain the speech bears the burden 
seeking judicial review and the burden of proof in 
court. Thomas v. Chi. Park Dist., 534 U.S. 316, 321 
(2002) (citing Freedman, 380 U.S. 58-60). Courts con-
sidering whether content-based governmental re-
strictions or prior restraints on speech will pass con-
stitutional muster take into account both the proce-
dural safeguards and substantive strict scrutiny re-
quirements. See Microsoft Corp. v. United States Dep’t 
of Justice, No. C16-0538JLR, 2017 WL 530353, at *11 
(W.D. Wash. Feb. 8, 2017) (“even if the procedural 
safeguards outlined in Freedman are met, the 
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Government must show that the statute in question 
meets strict scrutiny”); In re Nat’l Sec. Letter, 930 
F.Supp.2d 1064, 1071 (N.D. Cal. 2013) [“In re NSL”] 
(government must “meet the heightened justifications 
for sustaining prior-restraints” in Freedman and 
“must be narrowly tailored to serve a compelling gov-
ernment interest”); Admiral Theatre v. City of Chi., 
832 F.Supp. 1195, 1203 (N.D. Ill. 1993) (noting that 
even if procedural safeguards are met “the system is 
still subject to ‘least restrictive means’ scrutiny to de-
termine its constitutionality”). 

C. Constitutional Analysis of Restrictions 
on Twitter’s Transparency Report 

1. Application of Strict Scrutiny Standard 

The Government argues its decision to preclude 
Twitter from disclosing and publishing in its Draft 
Transparency Report information the Government 
deemed classified should be subject to no greater First 
Amendment scrutiny than simply ascertaining 
whether the classification determination was made 
“with reasonable specificity, demonstrat[ing] a logical 
connection between the detailed information [at issue] 
and the reasons for classification.” Shaffer v. D.I.A., 
102 F. Supp. 3d 1, 11 (D.D.C. 2015) (citing McGehee 
v. Casey, 718 F.2d 1137, 1148 (D.C. Cir. 1983)); see 
Stillman v. C.I.A., 319 F.3d 546, 549 (D.C. Cir. 2003). 
The Government contends that the Court should not 
“second guess” its classification determinations so 
long as it has provided a reasonably specific explana-
tion of the logical connection between the information 
classified and its reasons for doing so, citing Shaffer, 
102 F. Supp. 3d at 11, and Al-Haramain Islamic 
Found., Inc. v. Bush, 507 F.3d 1190, 1203 (9th Cir. 
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2007) (“Al-Haramain v. Bush”).24  Further, the Gov-
ernment argues that the judgment of Congress, as re-
flected in the USA FREEDOM Act’s adoption of the 
disclosure band framework espoused by the 

24 Executive Order 13526 stated four conditions for classifying 
information: 

(1) the information must be classified by an “original classifica-
tion authority”; 

(2) the information must be “owned by, produced by or for, or 
[be] under the control of” the Government; 

(3) the information must fall within one of the authorized clas-
sification categories listed in section 1.4 of the Executive Or-
der; and 

(4) the original classification authority must “determine[ ] that 
the unauthorized disclosure of the information reasonably 
could be expected to result in damage to the national secu-
rity” and must be “able to identify or describe the damage.” 

(Exec. Order 13526, § 1.1.) For classification at the “Secret” and 
“Top Secret” levels, the classifying entity must expect “serious” 
and “exceptionally grave” damage, respectively. (Id. § 1.2.) In ad-
dition to the categories listed in Executive Order 13526, the Fed-
eral Bureau of Investigation National Security Information Clas-
sification Guide (“NSICG”) provides guidance concerning the 
classification of national security information, advising that in-
formation should be classified as “Secret” if it pertains to “inves-
tigative methods or techniques used in counterterrorism or na-
tional security (cont’d . . . ) investigations, including the use of 
national security legal process, where disclosure of that method 
or technique would, if made public, reduce the effectiveness of 
that technique.” (Id.) (Steinbach Decl. ¶ 27 n.10.) 

Steinbach indicates that specific aggregate data concerning 
NSLs and FISA orders reported in Department of Justice annual 
reports to Congress is classified as “Secret,” and that a 2013 or-
der containing aggregate numbers of NSLs and FISA orders by 
type, issued in 2013, was initially classified as Top Secret, but 
declassified by the Director of National Intelligence on June 23, 
2014. (Steinbach Decl. ¶¶ 15 n. 7, 17.) He does not indicate any 
aggregate data is classified as “Top Secret.” 
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Department of Justice, provides further reason to give 
deference to the Executive’s determination that the 
more granular information cannot be disclosed with-
out incurring unacceptable risk to national security. 
The Government’s position, however, ignores the im-
portant First Amendment safeguards that would be 
imperiled by such extreme deference to the Execu-
tive’s classification decisions. 

The Court previously determined that the First 
Amendment does not allow individuals subject to se-
crecy obligations to disclose classified national secu-
rity information. However, the Court does not agree 
with the Government’s position that simply determin-
ing information meets the requirements for classifica-
tion under Executive Order 13526 ends the Constitu-
tional analysis. That the information is classified is 
not, in itself, a sufficient basis for the Government’s 
prohibition on its disclosure in the absence of the sorts 
of secrecy obligations on government employees and 
contractors present in Snepp, Wilson, and Stillman. 
See Stillman, 319 F.3d at 548 (citing longstanding 
principles of judicial restraint to avoid reaching con-
stitutional questions where it is unnecessary, court 
determined propriety of classification decision first 
because proper restrictions on employee meant he had 
not First Amendment right to publish information); cf. 
Snepp v. United States, 444 U.S. 507 (1980) (former 
CIA employee sought prepublication review of confi-
dential information in book draft); Wilson v. C.I.A., 
586 F.3d 171 (2d Cir. 2009) (CIA employee brought ac-
tion against her employer). 

The First Amendment requires strict scrutiny of 
content-based restrictions and prior restraints, re-
gardless of the Government’s basis for nondisclosure. 
Even in the context of classified information, as the 
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Supreme Court held in Pentagon Papers, “[a]ny system 
of prior restraints of expression comes to this Court 
bearing a heavy presumption against its constitu-
tional validity and the Government thus carries a 
heavy burden of showing justification for the imposi-
tion of such a restraint.” Pentagon Papers, 403 U.S. at 
714 (internal citations omitted); see also Nebraska 
Press Ass’n, 427 U.S. at 591 (Brennan, J., concurring) 
(while Near and Pentagon Papers cases contemplated 
that there might be an exception to the near-complete 
ban on prior restraints of speech due to countervailing 
interests such as national security, such an exception 
“has only been adverted to in dictum and has never 
served as the basis for [the Supreme Court] actually 
upholding a prior restraint against the publication of 
constitutionally protected materials”); In re Washing-
ton Post Co., 807 F.2d 383, 391–92 (4th Cir. 1986) 
(“[T]roubled as we are by the risk that disclosure of 
classified information could endanger the lives of both 
Americans and their foreign informants, we are 
equally troubled by the notion that the judiciary 
should abdicate its decisionmaking responsibility to 
the executive branch whenever national security con-
cerns are present.”) 

In Pentagon Papers, while certain justices 
acknowledged their concern that disclosure of the clas-
sified information at issue might be harmful to the na-
tional interest, the Supreme Court nevertheless held 
that the Government had not met its burden under the 
First Amendment to justify enjoining publication of 
that classified information. Pentagon Papers, 403 U.S. 
at 714.25 As Justice Stewart stated in his concurrence 

25 At the time of publication in the Pentagon Papers case, the 
United States was still engaged in a war in Vietnam, and the 
information at issue contained material about the war that had 
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to the per curiam opinion, the government had not 
shown that publication would result in “direct, imme-
diate, and irreparable damage to our Nation or its peo-
ple” so as to support an injunction. Id. at 729 (Stewart, 
J. concurring). “[T]he First Amendment tolerates ab-
solutely no prior judicial restraints of the press predi-
cated upon surmise or conjecture that untoward con-
sequences may result.” Id. at 725–26 (Brennan, J., con-
curring). Such restraints are only permitted in an ex-
tremely narrow class of cases such as in times of war 
to prevent disclosure of such information as troop lo-
cations and movements. Id. In the words of Justice 
Black, “[t]he guarding of military and diplomatic se-
crets at the expense of informed representative gov-
ernment provides no real security for our Republic.” 
Id. at 719. Thus, while observing that the Executive 
branch is charged with great power in the areas of 
national defense and international relations, the Su-
preme Court nevertheless found that it could not ob-
struct the flow of information to its citizenry based 
solely on a statement that the matters were classi-
fied. Id. at 727-28.26

been classified as “Top Secret” and “Secret.” See United States v. 
N.Y. Times Co., 328 F. Supp. 324, 326 (S.D.N.Y. 1971). 

26 As stated by Justice Stewart, to simply rely on a classification 
decision to justify a prior restraint would risk overuse of the clas-
sification authority: 

For when everything is classified, then nothing is classified, and 
the system becomes one to be disregarded by the cynical or the 
careless, and to be manipulated by those intent on self-protection 
or self-promotion. I should suppose, in short, that the hallmark 
of a truly effective internal security system would be the maxi-
mum possible disclosure, recognizing that secrecy can best be 
preserved only when credibility is truly maintained. 

Pentagon Papers, 403 U.S. at 729. (Stewart, J., concurring). 
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The Court finds the most closely analogous cases 
have applied a high degree of scrutiny in the context 
of constitutional challenges to restrictions on disclo-
sure of information with national security implica-
tions, though stopping short of unequivocally adopt-
ing the Pentagon Papers standard. In Doe v. Mukasey, 
the plaintiff was an internet service provider upon 
which the FBI had served an NSL seeking certain in-
formation about electronic communication records in 
furtherance of an investigation, pursuant to 18 U.S.C. 
section 2709. Doe v. Mukasey, 549 F.3d at 864. Section 
2709 permits the FBI to seek records relevant to an 
authorized investigation to protect against interna-
tional terrorism or clandestine intelligence activities. 
If the Director of the FBI or his designee certifies that 
disclosure of the request may result in “a danger to 
the national security of the United States; interfer-
ence with a criminal, counterterrorism, or counterin-
telligence investigation; interference with diplomatic 
relations; or danger to the life or physical safety of any 
person,” section 2709(c) prohibits the recipient of an 
NSL from disclosing that such a request has been re-
ceived. The Second Circuit, in considering the appro-
priate level of scrutiny to apply to a constitutional 
challenge to section 2709(c)’s nondisclosure require-
ment, found that “[a]lthough the nondisclosure re-
quirement is in some sense a prior restraint . . . it is 
not a typical example of such a restriction for it is not 
a restraint imposed on those who customarily wish to 
exercise rights of free expression, such as speakers in 
public fora, distributors of literature, or exhibitors of 
movies.” Id. at 876. The court held that the nondisclo-
sure requirement in the statute was “not a typical 
prior restraint or a typical content-based restriction 
warranting the most rigorous First Amendment scru-
tiny,” but at the same time was not a context which 
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warranted “a significantly diminished standard of re-
view.” Id. at 877. 

Though the context was narrow and limited to a 
single nondisclosure order, the corporate plaintiff 
nonetheless had been restrained from public expres-
sion of information relevant to and critical of a gov-
ernment activity, a core concern of the First Amend-
ment. Id. at 877–78, citing Gentile v. State Bar of Ne-
vada, 501 U.S. 1030, 1034 (1991) (“There is no ques-
tion that speech critical of the exercise of the State’s 
power lies at the very center of the First Amend-
ment.”); Landmark Commc’ns, Inc. v. Virginia, 435 
U.S. 829, 838 (1978) (“Whatever differences may exist 
about interpretations of the First Amendment, there 
is practically universal agreement that a major pur-
pose of that Amendment was to protect the free dis-
cussion of governmental affairs.”) (internal citation 
and quotation marks omitted). While the panel could 
not agree on whether to apply traditional strict scru-
tiny or something slightly less than that, it ultimately 
determined that the distinction would not have 
changed the outcome. Doe v. Mukasey, 549 F.3d at 
878. 

Moreover, the Government conceded strict scru-
tiny was the appropriate standard. Id. 

In another closely aligned case, In re NSL, the dis-
trict court stated that it was adopting the analysis in 
Doe v. Mukasey, but nevertheless hesitated to apply 
the “extraordinarily rigorous Pentagon Papers test.” In 
re NSL, 930 F. Supp. 2d at 1071. There, an electronic 
communication service provider petitioned the court to 
set aside an NSL received from the FBI under section 
2709, as well as the associated nondisclosure require-
ment, seeking subscriber information. Id. at 1066. The 
court found that “while section 2709(c) may not be a 
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‘classic prior restraint’ or a ‘typical’ content-based re-
striction on speech, the nondisclosure provision clearly 
restrains speech of a particular content—signifi-
cantly, speech about government conduct.” Id. at 
1071. The court determined that the Pentagon Papers 
standard would be “too exacting” given the “text and 
function of the NSL statute.” Id. However, the court 
found that the government was required to offer 
“heightened justifications for sustaining prior re-
straints on speech,” as required by Freeman, and to 
demonstrate that its restrictions were “narrowly tai-
lored to serve a compelling governmental interest.” Id. 
at 1071; see also Microsoft v. DOJ, 2017 WL 530353, 
at *10-12 (W.D. Wash. Feb. 8, 2017) (plaintiff stated a 
constitutional challenge to statutory provisions indef-
initely restraining communication about the existence 
of electronic surveillance orders whether strict scru-
tiny or some standard short of that, applied). 

Both In re NSL and Doe v. Mukasey counsel appli-
cation of a heightened level of scrutiny in the case at 
bar. At the same time, they are distinguishable from 
the present case in ways that suggest the Supreme 
Court’s usual strict scrutiny standard, rather than 
some modified version, should apply here. In re NSL 
and Doe v. Mukasey concerned challenges to nondis-
closure provisions in individual orders, implicating 
different concerns from those attending the dissemi-
nation of abstracted data about the volume of requests 
at issue here. The relative balance of jeopardy to an 
investigation, or to national security generally, as 
compared to the public’s need for information about 
the functioning of its government weighs very differ-
ently when the disclosure concerns the details of a sin-
gle, particular FBI request as compared to data about 
the mere quantity of requests without touching upon 
the specifics of any of them. 
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Further, both In re NSL and Doe v. Mukasey were 
focused on the circumstance where the recipient of the 
NSL or other legal process was a telephone or internet 
service provider, not a social media outlet that func-
tions as an information broadcast medium more akin 
to a newspaper or television network. The challenges 
in those cases arose from nondisclosure restrictions on 
entities which arguably do not occupy the same sort of 
communicative role as Twitter does. In some ways, 
Twitter acts as the modern, electronic equivalent of a 
public square. The court in Doe v. Mukasey determined 
it should apply something other than strict scrutiny 
because, “[a]lthough the nondisclosure requirement is 
in some sense a prior restraint . . . it is not a typical 
example of such a restriction for it is not a restraint 
imposed on those who customarily wish to exercise 
rights of free expression, such as speakers in public 
fora, distributors of literature, or exhibitors of mov-
ies.” Doe v. Mukasey, 549 F.3d at 876 (analogizing to 
Seattle Times Co. v. Rhinehart, 467 U.S. 20, 33 (1984), 
where prohibitions on disclosure of pretrial discovery 
was held not to be a “class prior restraint” subject to 
strict scrutiny). Here, restrictions on Twitter’s ability 
to disclose information relevant to its own functioning 
as a social media outlet appear much more like the 
kind of restraints on “speakers in public fora, distrib-
utors of literature, or exhibitors of movies” that would 
not permit an exception to strict scrutiny. Doe v. 
Mukasey, 549 F.3d at 876; see also Bland v. Roberts, 
730 F.3d 368, 386 (4th Cir. 2013), as amended (Sept. 
23, 2013) (“liking a political candidate’s campaign 
page [on Facebook] communicates the user’s approval 
of the candidate and . . . is the Internet equivalent of 
displaying a political sign in one’s front yard,” impli-
cating First Amendment protections). 
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Thus, the Court finds the Government’s decision 
to restrict the information in Twitter’s Draft Trans-
parency Report is based upon its content and a prior 
restraint of publication. Accordingly, Supreme Court 
authority requires that such restrictions be subject to 
strict scrutiny. See, e.g., Pentagon Papers, 403 U.S. at 
714 (prior restraints bear “a heavy presumption 
against [their] constitutional validity” and are subject 
to strict scrutiny, regardless of assertions of national 
security); Organization for a Better Austin v. Keefe, 
402 U.S. 415, 419 (1971); Nebraska Press Assn., 427 
U.S. at 589 (prior restraints are “the essence of cen-
sorship” and accorded greater First Amendment pro-
tection than subsequent punishments for particular 
speech); Forsyth County, 505 U.S. at 130 (permitting 
regulation on free speech cannot be based upon con-
tent and must be narrowly tailored with objective and 
definite standards for abridgment); Reed, 135 S. Ct. at 
2227 (content-based regulations subject to strict scru-
tiny). 

Even where courts have hesitated to apply the 
highest level of scrutiny due to competing secrecy and 
national security concerns, they have nevertheless 
held that heightened or rigorous scrutiny of such re-
strictions on speech is required. Doe v. Mukasey, 549 
F.3d at 876; Holder v. Humanitarian Law Project, 561 
U.S. 1, 27–28 (2010) (applying “rigorous scrutiny,” 
and rejecting “intermediate scrutiny,” in context of 
statute that criminalized knowing provision of mate-
rial support to terrorist organizations standard, and 
distinguishing facts from a prior restraint restriction 
on “pure political speech” which would be even less 
likely to survive review); see also Matter of Grand 
Jury Subpoena for: [Redacted]@yahoo.com, 79 
F.Supp.3d 1091, 1091 (N.D. Cal. 2015) (striking down 
gag order under Stored Communications Act because 
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“an indefinite order would amount to an undue prior 
restraint of Yahoo!’s First Amendment right to inform 
the public of its role in searching and seizing its infor-
mation.”); In re Sealing & Non-Disclosure of 
Pen/Trap/2703(d) Orders, 562 F. Supp. 2d 876, 882 
(S.D. Tex. 2008) (nondisclosure requirements in con-
nection with FBI surveillance orders were subject to 
“rigorous scrutiny”)27; cf. Defense Distributed v. 
United States Dep’t of State, 838 F.3d 451, 466 (5th 
Cir. 2016) (holding, under strict scrutiny analysis, 
that regulation on export of technical data related to 
prohibited munitions via publication on the internet 
of instructions for 3-D printing of firearms violated 
plaintiff’s First Amendment as an unconstitutional 
prior restraint and content-based regulation, despite 
State Department’s national security concerns). 
Though it has been classified by the FBI as infor-
mation that “reasonably could be expected to result in 
damage to the national security,” that fact alone does 
not exempt the restriction from rigorous scrutiny. 
Simply asserting that information is classified under 
the Executive Order does not meet the Government’s 
burden to justify the disclosure in the face of such rig-
orous scrutiny. See Pentagon Papers, 403 U.S. at 714; 
see also Al-Haramain v. Bush, 507 F.3d at 1203 

27 As the district court in In re Sealing aptly noted, disclosure of 
the existence and numbers of surveillance orders is important to 
an informed public since, “[c]umulatively considered, these se-
cret orders, issued by the thousands year after year by court after 
court around the country, may conceal from the public the actual 
degree of government intrusion that current legislation author-
izes.” In re Sealing, 562 F. Supp. 2d at 886. “It may very well be 
that, given full disclosure of the frequency and extent of these 
orders, the people and their elected representatives would 
heartily approve without a second thought. But then again, they 
might not.” Id.
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(“[s]imply saying ‘military secret,’ ‘national security,’ . 
. . ‘terrorist threat’ or invoking an ethereal fear that 
disclosure will threaten our nation is insufficient” to 
justify a content-based restraint on speech)28. 

Here, the declarations of Steinbach, both in cam-
era and public, fail to provide sufficient details indi-
cating that the decision to classify the information in 
the Draft Transparency Report was based on any-
thing more specific than the reporting bands in sec-
tion 1874 and the FBI’s position that more granular 
information “could be expected to harm national secu-
rity.” The declarations do not provide an indication of 
grave or imminent harm arising from the disclosures 
in the Draft Transparency Report. Rather, the con-
cerns raised to relate to the overall concern from one 
or more of any electronic communication service re-
gardless of the specific provider or circumstance. 
Merely declaring a view that more granular reporting 
would create an unacceptable risk does not make it so, 
especially in light of the Government’s acknowledge-
ment of the strong public interest in the information. 

The Government has not sufficiently explained 
how a restriction on reporting, beyond the bands in 

28 The Ninth Circuit’s decision in Al-Haramain v. Bush, although 
not a constitutional challenge, is instructive. The Ninth Circuit 
reached its conclusion there only after “spen[ding] considerable 
time examining the government’s declarations (both publicly 
filed and those filed under seal),” and (cont’d . . . ) 

finding that the government’s assertions were “exceptionally well 
documented.” Id. at 1203 (emphasis added). While the court 
“acknowledge[d]” the need for some “defer[ence] to the Executive 
on matters of foreign policy and national security,” it nonetheless 
insisted that the Government produce “sufficient detail” to per-
mit “meaningful examination” of its state secrets privilege claim. 
Id. at 1203. 
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section 1874, could be characterized as narrowly tai-
lored to prevent a national security risk of sufficient 
gravity to justify the restraint, either in general or 
with respect to Twitter specifically. Steinbach does 
not indicate that the classification decision reflected 
any narrow tailoring of the decision to take into con-
sideration, for instance, the nature of the provider, the 
volume of any requests involved or the number of us-
ers on the platform. These considerations are signifi-
cant, since Twitter, by recent estimation, had users 
numbering in the hundreds of millions. Despite it be-
ing over three years since the decision, Steinbach 
stands by the continued classification of the infor-
mation therein. (Steinbach Decl. at ¶ 29.)29 Rather, 
the declaration largely relies on a generic, and seem-
ingly boilerplate, description of the mosaic theory and 
a broad brush concern that the information at issue 
will make more difficult the complications associated 
with intelligence gathering in the internet age. Cf. De-
troit Free Press v. Ashcroft, 303 F.3d 681, 709–10 (6th 
Cir. 2002) (seemingly unlimited logic of mosaic theory 
would permit the government to “operate in virtual 
secrecy in all matters dealing, even remotely, with 
‘national security,’ resulting in a wholesale suspen-
sion of First Amendment rights.”) Without some more 
specific articulation of the inference the Government 

29 The Government concedes that it previously classified its own 
report summarizing the aggregate number of NSLs and FISA or-
ders issued in 2013 as “Top Secret,” reflecting an assessment 
that public disclosure was “expected to cause exceptionally grave 
damage to the national security.” (Steinbach Decl. ¶ 17.) That 
report was declassified on June 23, 2014—within six months—
and is now available to public. (Id.) The Government does not 
indicate that “exceptionally grave damage” to national security 
resulted from disclosure of that report or other subsequently de-
classified material. 
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believes can be drawn from the information Twitter 
itself seeks to publish, even years later, the Court can-
not find that the Government has met the high burden 
to overcome a presumption that its restrictions are 
unconstitutional. 

Moreover, the Supreme Court has held that re-
strictions of this type require procedural safeguards to 
ensure that they are imposed for a limited time and 
subject to review at the earliest juncture. Freedman, 
380 U.S. at 58-60. Neither the Government’s classifi-
cation decision nor the disclosure reporting statute 
provide such safeguards, nor do the FISA nondisclo-
sure provisions at issue provide for review that would 
encompass just the aggregate volume data. Indeed, 
the ban on disclosure of this aggregate data, relying 
as it does on section 1874, does not appear to have a 
limit to the duration of nondisclosure, only a narrow-
ing of the disclosure bands after one year. 50 U.S.C. § 
1874(a)(4). Despite section 1874(c)’s grant of discre-
tion to permit greater detail in reporting, the statute 
offers no procedure to petition for such exercise of dis-
cretion. It does not provide a mechanism for review of 
any Government decisions under that exception, or 
classification decisions in connection with such disclo-
sures generally. Further, as noted it does not distin-
guish in any way between large and small providers, 
the nature of the provider itself, and the levels of in-
formation they may report. 

In short, the Government’s restrictions here are 
not the product of an individualized inquiry or narrow 
tailoring. They impose a prior restraint on Twitter’s 
speech, not based on an actual finding that permitting 
the speech would seriously damage national security, 
but because Twitter’s proposed disclosure was more 
precise than the permissive band structure in the USA 
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FREEDOM Act and its predecessor DAG Letter. Fi-
nally, they do not include any procedural safeguards 
to ensure that the decision is one that comports with 
the appropriate high level of scrutiny warranted by 
such prior restraints. 

2. Government’s Authorities Espousing Def-
erential Review Are Not Applicable 

The Government relies on Stillman, Wilson, and 
Shaffer, in which employees or contractors of the Gov-
ernment were prohibited from publishing classified 
information. These cases do not persuade. As the Su-
preme Court has held, a government employee “volun-
tarily assume[s] a duty of confidentiality, governmen-
tal restrictions on disclosure are not subject to the 
same stringent standards that would apply to efforts 
to impose restrictions on unwilling members of the 
public.” United States v. Aguilar, 515 U.S. 593, 606 
(1995); see United States v. Nat’l Treasury Employees 
Union, 513 U.S. 454, 465-66 (1995) (“Congress may 
impose restraints on the job-related speech of public 
employees that would be plainly unconstitutional if 
applied to the public at large.”). Stillman concerned 
restrictions on a government employee, and the court 
there specifically held that “[o]nce a government em-
ployee signs an agreement not to disclose information 
properly classified pursuant to executive order, that 
employee ‘simply has no first amendment right to 
publish’ such information. Stillman 319 F.3d at 548, 
citing Snepp, 444 U.S. at 510 n. 3 (“When Snepp ac-
cepted employment with the CIA [Central Intelligence 
Agency], he voluntarily signed the agreement that ex-
pressly obligated him to submit any proposed publica-
tion for prior review”). Stillman held that the CIA, as 
the employer had the power to “impos[e] reasonable 
restrictions on employee activities that in other 



115a

contexts might be protected by the First Amendment.” 
Id. Similarly, the court in Wilson very specifically 
stated that the “CIA’s requirement that current and 
former employees obtain Agency clearance before dis-
seminating any material related to their employment 
is not, however, a ‘system of prior restraints’ in the 
classic sense.” Wilson, 586 F.3d at 183-84 (citing 
McGehee, 718 F.2d at 1147-48); accord Doe v. 
Mukasey, 549 F.3d at 871, 876 n. 12, 877 (distinguish-
ing between former CIA employees and entities that 
“had no interaction with the Government until the 
Government imposed its nondisclosure requirement 
upon [them]”). The courts in these cases subject the 
Government agency’s censorship to a minimal and 
deferential review: “if the Agency censors a manu-
script because it contains classified information, the 
author is entitled to judicial review of that decision to 
ensure that the information in question is, in fact, 
properly classified under the standards set forth in 
the applicable executive order,” not more. Wilson, 586 
F.3d at 185-86; see also Shaffer, 102 F.Supp.3d at 14-
15 (conducting review of classification decision pre-
cluding former military officer’s request to publish in-
formation in his memoir under Stillman). Here, the 
caselaw offers no basis to treat restraints on speech by 
Twitter the same as “reasonable restrictions on em-
ployee activities,” worthy of less than the full panoply 
of rights under the First Amendment. 

3. Government’s efforts to distinguish Penta-
gon Papers fail 

The Government seeks a lower level of scrutiny 
contending that Pentagon Papers is distinguishable 
because the New York Times and Washington Post 
had obtained the classified information at issue 
through an apparent leak of information while here 
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the information at issue arises from Twitter’s “partic-
ipation” in judicial proceedings. Thus, the Govern-
ment argues that, like a party in discovery or a grand 
jury witness, Twitter can be restricted from disclosing 
information. 

The Government’s analogies are not particularly 
apt. Restrictions on disclosure of grand jury testimony 
have only been upheld when they were limited in du-
ration, allowed for broad judicial review, and did not 
preclude an individual from disclosing information 
known outside of their direct participation in the pro-
ceedings. See Butterworth v Smith, 494 U.S. 624, 632 
(1990). Further, the justification for limitations on 
disclosure of information learned in pre-trial civil liti-
gation yields when the information bears on public 
proceedings or concerns. Cf. Seattle Times, 467 U.S. at 
33 (distinguishing restrictions on pretrial discovery 
disclosure from information admitted into evidence). 

The Government also distinguishes Pentagon Pa-
pers on the ground that it concerned an injunction 
against publication rather than a statutory limitation 
on publication or a Court-ordered limitation imposed 
pursuant to a statute permitting the Executive to re-
quest nondisclosure. These distinctions lack sub-
stance. Whether a Government restriction is imposed 
as a flat-out injunction or a nondisclosure order by a 
court, it still constitutes a prior restraint based upon 
the content of the message. Similarly, regardless of 
whether the Executive’s decision to limit the scope of 
the disclosure arises out of a statutory framework en-
acted by Congress or a request made to the Court, the 
Executive’s exercise of discretion results in the same 
prohibition on speech. 

The Government offers no evidence that Con-
gress’s decision to adopt the disclosure framework, 



117a

first applied in the DAG letter, was based upon a de-
termination that disclosure of any more granular in-
formation would be, in all cases, a clear and present 
danger or a serious and imminent threat to a compel-
ling government interest such that less restrictive, 
more narrowly tailored means to protect that interest 
did not exist. See generally Nebraska Press Ass’n, 427 
U.S. at 565; In re Sealing & Non-Disclosure of 
Pen/Trap/2703(d) Orders, 562 F. Supp. 2d at 882. 
Thus, while evidence may exist, the Government has 
not yet made a sufficient showing. 

CONCLUSION 

The motion for summary judgment is DENIED 

WITHOUT PREJUDICE to a renewed motion upon a 
more fulsome record. Twitter has sought a security 
clearance to be permitted to review any in camera fil-
ing by the Government. 

The Government is ORDERED to move forward on 
granting Twitter’s lead counsel, Andrew J. Pincus and 
Lee H. Rubin, security clearances that would permit 
review of relevant classified materials in this matter. 

IT IS SO ORDERED. 

This terminates Docket Nos. 124 and 145. 

Dated: July 6, 2017 

 ______________________________  
YVONNE GONZALEZ ROGERS 
UNITED STATES DISTRICT JUDGE 
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APPENDIX E 

UNITED STATES COURT OF APPEALS  

FOR THE NINTH CIRCUIT 

TWITTER, INC., No. 20-16174

     Plaintiff-Appellant, D.C. No. 4:14-cv-
04480-YGR 
Northern 
District of 
California,  

v. Oakland 

MERRICK B. GARLAND, 
Attorney General; et al.,

ORDER 

     Defendants-Appellees. 

Before: BEA, BRESS, and VANDYKE, Circuit Judges. 

Judges Bress and VanDyke voted to deny the 

petition for rehearing en banc, and Judge Bea so rec-

ommended. The petition for rehearing en banc was 

circulated to the judges of the Court, and no judge re-

quested a vote for en banc consideration. Fed. R. App. 
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P. 35. The petition for rehearing en banc, Dkt. No. 57, 

is DENIED.
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APPENDIX F 

50 U.S.C. § 1874 

Public reporting by persons subject to orders

Effective: January 19, 2018 

(a) Reporting

A person subject to a nondisclosure requirement ac-
companying an order or directive under this chapter 
or a national security letter may, with respect to such 
order, directive, or national security letter, publicly 
report the following information using one of the fol-
lowing structures: 

 (1) A semiannual report that aggregates the num-
ber of orders, directives, or national security letters 
with which the person was required to comply into 
separate categories of-- 

  (A) the number of national security letters re-
ceived, reported in bands of 1000 starting with 0-999; 

  (B) the number of customer selectors targeted 
by national security letters, reported in bands of 1000 
starting with 0-999; 

  (C) the number of orders or directives received, 
combined, under this chapter for contents, reported in 
bands of 1000 starting with 0-999; 

  (D) the number of customer selectors targeted 
under orders or directives received, combined, under 
this chapter for contents, reported in bands of 1000 
starting with 0-999; 

  (E) the number of orders received under this 
chapter for noncontents, reported in bands of 1000 
starting with 0-999; and 
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  (F) the number of customer selectors targeted 
under orders under this chapter for noncontents, re-
ported in bands of 1000 starting with 0-999, pursuant 
to-- 

(i) subchapter III; 

(ii) subchapter IV with respect to applica-
tions described in section 1861(b)(2)(B) of this title; 
and 

(iii) subchapter IV with respect to applica-
tions described in section 1861(b)(2)(C) of this title. 

 (2) A semiannual report that aggregates the num-
ber of orders, directives, or national security letters 
with which the person was required to comply into 
separate categories of-- 

  (A) the number of national security letters re-
ceived, reported in bands of 500 starting with 0-499; 

  (B) the number of customer selectors targeted 
by national security letters, reported in bands of 500 
starting with 0-499; 

  (C) the number of orders or directives received, 
combined, under this chapter for contents, reported in 
bands of 500 starting with 0-499; 

  (D) the number of customer selectors targeted 
under orders or directives received, combined, under 
this chapter for contents, reported in bands of 500 
starting with 0-499; 

  (E) the number of orders received under this 
chapter for noncontents, reported in bands of 500 
starting with 0-499; and 
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  (F) the number of customer selectors targeted 
under orders received under this chapter for noncon-
tents, reported in bands of 500 starting with 0-499. 

 (3) A semiannual report that aggregates the num-
ber of orders, directives, or national security letters 
with which the person was required to comply into 
separate categories of-- 

  (A) the total number of all national security 
process received, including all national security let-
ters, and orders or directives under this chapter, com-
bined, reported in bands of 250 starting with 0-249; 
and 

  (B) the total number of customer selectors tar-
geted under all national security process received, in-
cluding all national security letters, and orders or di-
rectives under this chapter, combined, reported in 
bands of 250 starting with 0-249. 

  (4) An annual report that aggregates the num-
ber of orders, directives, and national security letters 
the person was required to comply with into separate 
categories of-- 

  (A) the total number of all national security 
process received, including all national security let-
ters, and orders or directives under this chapter, com-
bined, reported in bands of 100 starting with 0-99; and 

  (B) the total number of customer selectors tar-
geted under all national security process received, in-
cluding all national security letters, and orders or di-
rectives under this chapter, combined, reported in 
bands of 100 starting with 0-99. 
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(b) Period of time covered by reports

 (1) A report described in paragraph (1) or (2) of 
subsection (a) shall include only information-- 

  (A) relating to national security letters for the 
previous 180 days; and 

  (B) relating to authorities under this chapter 
for the 180-day period of time ending on the date that 
is not less than 180 days prior to the date of the pub-
lication of such report, except that with respect to a 
platform, product, or service for which a person did 
not previously receive an order or directive (not in-
cluding an enhancement to or iteration of an existing 
publicly available platform, product, or service) such 
report shall not include any information relating to 
such new order or directive until 540 days after the 
date on which such new order or directive is received. 

 (2) A report described in paragraph (3) of subsec-
tion (a) shall include only information relating to the 
previous 180 days. 

 (3) A report described in paragraph (4) of subsec-
tion (a) shall include only information for the 1-year 
period of time ending on the date that is not less than 
1 year prior to the date of the publication of such re-
port. 

(c) Other forms of agreed to publication

Nothing in this section prohibits the Government and 
any person from jointly agreeing to the publication of 
information referred to in this subsection in a time, 
form, or manner other than as described in this sec-
tion. 
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(d) Definitions

In this section: 

 (1) Contents

The term “contents” has the meaning given that term 
under section 2510 of Title 18. 

 (2) National security letter

The term “national security letter” has the meaning 
given that term under section 1873 of this title. 


