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QUESTIONS PRESENTED

The Department of Defense structured its procurement
for cloud-computing services, worth up to $10 billion, for award
to a single bidder. Petitioner Oracle America, Inc. filed a bid
protest, arguing that the single-bidder award violated federal
law, which requires agencies to choose multiple bidders for
contracts of this size and type. The Federal Circuit agreed with
Oracle that the procurement violated federal law, yet declined
to remand the issue to the agency as required by SEC v.
Chenery Corp., 318 U.S. 80 (1943). Instead, the court applied its
own “harmless error” exception to conclude that even if the
agency were to conduct the procurement as a multiple-award
solicitation, Oracle would not stand a better chance of winning
the contract.

During the bid protest, the Defense Department uncovered
serious conflicts of interest between several of its employees and
a leading bidder. The Federal Circuit acknowledged that one or
more conflicts may have violated 18 U.S.C. § 208, the criminal
conflict-of-interest prohibition. It nevertheless upheld the
procurement, deferring to the Department’s view that the
conflicts had not “tainted” the solicitation.

The questions presented are:

1. Whether a bid protest that establishes a violation of
federal law may be denied for “harmless error” based on a
rationale not present in the administrative record.

2. Whether, in resolving a bid protest that establishes a
violation of the criminal conflict-of-interest statute, 18 U.S.C.
§ 208, the Federal Circuit can enforce the contract based on
deference to an agency’s assessment that the criminal violation
did not taint the procurement.
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PARTIES TO THE PROCEEDINGS

Petitioner Oracle America, Inc. was plaintiff in the U.S.
Court of Federal Claims and appellant in the Federal Circuit.

Respondent the United States was defendant in the U.S.
Court of Federal Claims and appellee in the Federal Circuit.
Respondent Amazon Web Services, Inc. was defendant-
intervenor in the U.S. Court of Federal Claims and appellee in
the Federal Circuit.

RULE 29.6 STATEMENT

Oracle America, Inc. is wholly owned by Oracle
Corporation, through one or more non-publicly held wholly
owned subsidiaries. Oracle Corporation is a publicly held
corporation. No other publicly held corporation owns 10% or
more of Oracle America, Inc.’s stock.

RELATED PROCEEDINGS

The following proceedings are directly related to this case
within the meaning of Rule 14.1(b)(iii):
e Oracle America, Inc. v. United States, No. 2019-2326
(Fed. Cir.), judgment entered on September 2, 2020; and
e Oracle America, Inc. v. United States, No. 18-1830C
(Fed. Cl.), judgment entered on July 19, 2019.
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In the Supreme Court of the United States

ORACLE AMERICA, INC., PETITIONER,
.

UNITED STATES AND AMAZON WEB SERVICES, INC.

ON PETITION FORAWRIT OF CERTIORARI
TOTHE UNITED STATES COURT OF APPEALS
FORTHE FEDERAL CIRCUIT

PETITION FOR A WRIT OF CERTIORARI

What happens to a $10 billion federal procurement
contract that is structured in violation of federal law and mired
in the criminal misconduct of its chief architects? One might
reasonably presume that the award would be set aside, so that
the procurement can be reconsidered by the agency, in the first
instance, in accordance with legal requirements. Certainly that
is the route required by this Court’s precedents.

But the Federal Circuit has charted a very different course.
Despite agreeing with Oracle that the Defense Department’s
10-year, $10 billion JEDI cloud-computing procurement violates
Congress’s statutory restriction on single-source awards, the
court rejected Oracle’s bid protest and left the unlawful
procurement in place. Rather than remanding so that the
agency could structure the procurement lawfully, the Federal
Circuit deemed the statutory violation “harmless,” based on
speculation about requirements the agency would have
imposed if the matter were remanded. The result: Despite a
judicial determination that federal law forbids the agency from
awarding the procurement to a single source, that violation
remains uncorrected; JEDI is still a single-source contract.

The Federal Circuit’s harmless-error doctrine runs counter
to this Court’s instruction that “[t]he grounds upon which an

oy
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administrative order must be judged are those upon which the
record discloses that its action was based.” SEC v. Chenery
Corp., 318 U.S. 80, 87 (1943). This simple but fundamental
principle of administrative law—that agency “action must be
measured by what the [agency] did, not by what it might have
done,” id. at 93-94—means that agencies, not courts, must
determine how best to respond to administrative errors. The
Federal Circuit’s repeated violation of the Chenery principle in
its procurement decisions warrants this Court’s review.

But there is more. The same Defense Department officials
who led the agency to structure the JEDI procurement as a
single-source award also violated 18 U.S.C. § 208, the federal
criminal conflict-of-interest prohibition. The Federal Circuit
again accepted that agency officials likely had broken the law,
yet declined to heed this Court’s instruction that such eriminal
misconduct “renders the contract unenforceable.” United
States v. Mississippi Valley Generating Co., 364 U.S. 520, 563
(1961). Instead, the court upheld, as not “clearly erroneous,” a
determination by the Defense Department that its own
criminal ethics violations did not taint the procurement.
According to the Federal Circuit, Congress implicitly gave
contracting officers, rather than courts, primary responsibility
to decide whether a Section 208 violation requires setting aside
a procurement.

Both issues are recurring and important. The Federal
Circuit frequently upholds illegally structured or corrupted
contracts on the basis of “harmless error”—a practice that
abdicates judicial responsibility to check agency misconduct,
usurps administrative prerogatives, and undermines public
confidence in government spending. The decision below signals
that agencies can flout congressional safeguards established to
maintain the integrity of the procurement process, confident
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that rule-breaking will later be excused through after-the-fact
justifications offered to deferential courts.

This petition is an ideal vehicle to address both questions
presented. The legal issues are dispositive; the material facts in
the administrative record are undisputed; and the questions
are timely. And unlike many government-contract disputes
that come before this Court, the underlying JEDI contract has
not yet gone into effect. Amazon Web Services, Inc. v. United
States, 147 Fed. Cl. 146, 150 (2020). Because the Federal
Circuit has exclusive jurisdiction over bid protests, only this
Court can restore an evenhanded commitment to fair
competition and reestablish the balance of power among the
three branches of government.

OPINIONS BELOW

The opinion of the Court of Federal Claims (App. 40a-120a)
is reported at 144 Fed. CL 88. The opinion of the Federal
Circuit (App. 1a-39a) is reported at 975 F.3d 1279.

JURISDICTION

The Federal Circuit entered judgment on September 2,
2020. App. 1a. This Court has jurisdiction pursuant to 28 U.S.C.
§ 1254(1).

STATUTORY PROVISIONS INVOLVED

Pertinent statutory provisions are reproduced at
App. 121a-125a.
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STATEMENT

A. The JEDI Cloud Solicitation

In 2018, the Department of Defense issued a request for
proposals to provide worldwide cloud-computing services for
the entire agency over a ten-year period. Valued at up to
$10 billion, the contract—known as the Joint Enterprise
Defense Infrastructure (JEDI) Cloud contract—is among the
largest information-technology contracts in the history of the
federal government.

1. The Department structured the JEDI Cloud procurement
as an “indefinite delivery, indefinite quantity” (IDIQ) contract,
sometimes called a “task order” contract. Unlike contracts that
identify in advance a firm quantity of desired goods or services,
IDIQ contracts create an open-ended agreement for the
awardee to supply an agency’s needs over time within broadly
stated parameters. “The [agency] then places orders through
the indefinite-delivery contract when it knows the timing and
quantity of its needs.” Gov’t Accountability Office, GAO-18-
412R, Use by the Department of Defense of Indefinite-Delivery
Contracts 1 (2018). Indefinite delivery contracts (roughly 80%
of which are IDIQ) are the federal government’s most
frequently used contract type, accounting for over $130 billion
in annual spending. Id. at 6.

Congress has recognized that IDIQ contracts create
substantial risks by locking an agency into long-term
commitments to pay for “broad categories of ill-defined
services,” which “unnecessarily diminishes competition and
results in the waste of taxpayer dollars.” S. Rep. No. 258, 103d
Cong., 2d Sess. 15 (1994). To promote innovation, flexibility,
competition, and cost-savings—and to prevent favoritism and
corruption—Congress has instructed agencies to prefer
“multiple awards,” ibid., which give winning bidders “a fair
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chance to compete” to fulfill the agency’s needs as they arise
over the life of the contract, id. at 2.

Federal law restricts awarding large IDIQ contracts to a
single vendor. Congress has specified that “no task ... order
contract in an amount estimated to exceed [$112 million] may
be awarded to a single source unless the head of the agency
determines in writing that” one of four statutory exceptions
applies. 10 U.S.C. §2304a(d)(3)(A); see 80 Fed. Reg. 38,293,
38,997 (July 2, 2015) (adjusting for inflation). Despite
Congress’s strong “preference for making multiple awards of
IDIQ contracts,” agencies still routinely make single awards,
including for large, long-term procurements. GAO-18-412R at
1, 5. The Department of Defense is among the worst offenders:
It uses single-award IDIQ contracts more than 60% of the time.
Id. at 6.

2.a. From the outset, the Defense Department made clear
that it intended to award the decade-long JEDI Cloud contract
to a single provider. App.44a-47a. Numerous industry
stakeholders expressed concerns with that approach,
observing that it contravened best practices in cloud
computing; would stifle competition and innovation; and could
reduce the agency’s flexibility and increase security risks. E.g.,
App.48a; H.R. Rep. No. 84, 116th Cong., 1st Sess. 12 (2019)
(House Appropriations Committee expressing concern that
Department “is deviating from established OMB policy and
industry best practices, and may be failing to implement a
strategy that lowers costs and fully supports data innovation”).

Nevertheless, the Department announced that it would
award the JEDI Cloud contract to a single provider, App. 60a,
prompting media observers to comment that “the Pentagon
seems hell bent on going forward with the single vendor idea.”
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Ron Miller, Why the Pentagon’s $10 billion JEDI deal has
cloud companies going nuts, Tech Crunch (Sept. 15, 2018)."

In a written determination justifying the agency’s decision,
the Under Secretary of Defense concluded that one of the
statutory exceptions to § 2304a(d)(3)’s single-award prohibition
applied. App. 57a. Specifically, she determined that the JEDI
Cloud contract “provides only for firm, fixed price (FFP) task
orders or delivery orders for services for which prices are
established in the contract for the specific tasks to be
performed.” Ibid.; see 10 U.S.C. § 2304a(d)(3)(A)(ii). The Under
Secretary so concluded even though the contract contemplated
the “incorporation of ... new services into the contract” after
award, at prices to be determined at a later date. App. 57a-60a.
The Under Secretary did not invoke any other statutory
exception under § 2304a(d)(3).

b. The JEDI Cloud solicitation was unusual in other ways.
The request for proposals included several “gate” provisions
that prospective bidders were required to satisfy. A bidder’s
failure to satisfy any gate provision meant that, regardless of its
other qualities, the bid “w[ould] not be further evaluated.”
App.6la.

One of the gate provisions (Gate 1.1) required the
contractor to demonstrate, prior to proposal submission, that
JEDI Cloud usage would represent less than 50% of the
contractor’s total commerecial cloud usage. App. 61a-62a. Oracle
satisfied this gate at the time proposals were due.

Another gate provision (Gate 1.2) required the contractor
to have at least three geographically separated commercial
cloud datacenters, each of which must hold a “FedRAMP

Moderate” certification. C.A.App.100792. FedRAMP is a
government-wide program that provides broad security

1 https://tern.ch/38u2pfA.
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standards for cloud-computing.? The JEDI Cloud contract
itself did not rely on or incorporate FedRAMP protocols,
however; to perform the contract, the winning bidder would
instead need to satisfy an entirely separate, contract-specific
set of security standards. C.A. App. 105495-96.

When it issued the JEDI Cloud solicitation in July 2018,
the Department knew that only two prospective bidders had
the requisite FedRAMP certification: Amazon Web Services
and Microsoft. See App.105a. The Department nevertheless
required all bidders to obtain FedRAMP certification by the
date of proposal submission, due only two months later.
App. 63a. The Department thus intended, by imposing a pre-
submission certification requirement, to limit the universe of
potential bidders to Amazon and Microsoft. Even so, Oracle
expected to meet (and exceed) the Gate 1.2 requirement by the
time an award was made—and in fact did so.

B. Oracle’s Protest

Oracle filed a pre-award bid protest with the Government
Accountability Office to challenge the single-source decision
and other flaws in the JEDI Cloud solicitation. After the
challenge was denied, Oracle filed its protest in the Court of
Federal Claims in December 2018. App. 64a.

1. While the case was pending in the Claims Court—and as
a direct result of Oracle’s protest—the Department discovered
that several of its employees working on the JEDI Cloud
procurement had serious conflicts of interest involving
Amazon.

One conflict involved Deap Ubhi, an employee who had
engaged in “loud advocacy for a single award approach.”

2 Frequently Asked Questions, https:/www.fedramp.gov/fags. FedRAMP
stands for the Federal Risk and Authorization Management Program.
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App.115a. Ubhi pushed this position at key meetings with
Department decision-makers, and he “participated in drafting
and editing some of the first documents shaping the
procurement.” App.28a. Unbeknownst to the Department,
however, Ubhi had been negotiating for employment with
Amazon while still working on the procurement. App. 69a-73a.
Ubhi eventually recused himself, but lied to the Department
about the reason: Rather than disclose his months-long
employment negotiations, he falsely represented that Amazon
had only recently expressed interest in purchasing a start-up
that he owned. App. 69a-70a.

Another employee, Tony DeMartino, worked on the JEDI
Cloud procurement despite having consulted for Amazon
before joining the Department. DeMartino reviewed and
commented on documents even after receiving a verbal
warning from the Department’s Standards of Conduct Office
that he should consider recusing himself from anything to do
with Amazon. App. 66a-68a.

A third employee, Victor Gavin, accepted a job with
Amazon but subsequently attended meetings about the JEDI
Cloud procurement. And after he began working at Amazon,
Gavin spoke with a colleague there about the procurement.
App. 79a-81a.

Once these improprieties came to light, proceedings in the
Court of Federal Claims were stayed while a Department
contracting officer reviewed the conflicts. App.70a-71a. The
contracting officer concluded that these employees had acted
unethically, even unlawfully: The officer found that Gavin and
Ubhi had potentially violated 18 U.S.C. § 208, the criminal
conflict-of-interest prohibition for federal officials. App.79a,
8la. Nevertheless, in the contracting officer’s opinion, the
employees’ conflicts ultimately did not “taint” the procurement
process. App. 107a.
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2. While Oracle’s protest was pending in the Claims Court,
the Department of Defense continued to evaluate JEDI Cloud
bids. Four companies submitted proposals: Oracle, Amazon,
IBM, and Microsoft. App. 64a-65a. The Department eliminated
Oracle’s proposal under Gate 1.1, based on a measurement of
Oracle’s cloud capacity during an arbitrarily selected period
eight-to-nine  months before proposal submission. The
Department did not consider whether Oracle met the other
gate criteria. App.65a. The Department also removed IBM
from consideration, finding IBM’s proposal unacceptable under
Gate 1.2. Ibud.

The Department ultimately awarded the JEDI Cloud
contract to Microsoft in October 2019. Amazon filed a bid
protest, prompting the Department to revise and reconsider
parts of the procurement. The Department re-awarded the
contract to Microsoft in September 2020. Amazon then
renewed its bid protest, and the contract award is presently
enjoined pending resolution of Amazon’s lawsuit. See Amazon
Web Services, Inc. v. United States, 147 Fed. Cl. 146, 150 (2020).

3. The Court of Federal Claims denied Oracle’s bid
protest. App. 40a-120a.

At the outset, the Claims Court agreed with Oracle that the
Department’s decision to award the JEDI Cloud contract to a
single vendor violated federal law. As the court explained,
§2304a(d)(3) generally “prohibits awarding such large task
order contracts to a single vendor,” and none of the exceptions
to that statutory prohibition on single-vendor awards applied.
App.92a. The Department had attempted to invoke the
exception for “firm fixed-price task or delivery orders,” 10
U.S.C. §2304a(d)(3)(A)(i), but the court rejected that
argument as “tortured.” App. 95a. The contract called for the
vendor to provide “new, additional services to be identified and
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priced in the future,” and those services “are not, by definition,
fixed or established at the time of contracting.” Ibid.

Despite finding the JEDI Cloud procurement contrary to
congressional command, the Claims Court held that this
statutory violation did not require setting aside the solicitation.
The court reasoned that even if the agency had sought multiple
providers, “Oracle would not stand a better chance of being
awarded [the JEDI Cloud] contract.” App.97a. To reach that
conclusion, the court did not point to any statement from the
Department regarding how it might structure a multiple-award
solicitation—because no such statement existed in the record.

Instead, the Claims Court relied on the speculation of
William Rayel, counsel for the government. Rayel argued that
even if the agency changed the procurement to a multiple-
award solicitation, the agency would still insist on the Gate 1.2
requirement for each award (which, the Department argued,
Oracle could not meet). The following remarkable exchange
occurred at oral argument, with the court invoking “Rayel on
the facts”—shorthand for counsel’s representations:

THE COURT: I understand that we’re on Rayel on the
facts as opposed to the administrative record.

MR. RAYEL: Well, yeah, you asked me, Your Honor.
So yes, I mean, this isn’t all—

THE COURT: No, I understand.

MR. RAYEL: Because, I mean, this was a single award.
So the agency didn’t—TI’ll admit it doesn’t say in [the
deputy director’s] memorandum [“]Jand my decision would
be the same if there were multiple awards.[”]

C.A. App. 2296 (115:16-25). The Claims Court stated that it had
“no reason to doubt” the agency’s assertion “that the Gate
Criteria 1.2 security requirements are the minimum that will
be necessary to perform even the least sensitive aspects of the
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JEDI Cloud project.” App.97a. The court accordingly
concluded that “if multiple awards were made, the security
concerns would ratchet up, not down,” and “Oracle would not
stand a better chance of being awarded this contract.” Ibid.

The Claims Court also rejected Oracle’s arguments that
conflicts of interest between Defense Department employees
and Amazon required setting aside the procurement. The court
again agreed with Oracle that the law had been broken,
including potential criminal violations of 18 U.S.C. § 208 by
Ubhi and Gavin. App.110a-112a. The facts were more than
merely “sufficient to raise eyebrows,” the court explained; they
revealed “lax oversight” and the “constant gravitational pull on
agency employees by technology behemoths.” App.107a. The
court noted that “one would hope the agency would be more
alert to the possibilities of an erosion of public confidence,
particularly given the risk to the agency in having to redo
procurements of this size.” Ibid.

Ultimately, however, the Claims Court viewed its mandate
narrowly: The court limited its review to whether the
contracting officer had a “rational basis” for asserting that
these conflicts of interest had not “tainted” the procurement.
App. 108a, 109a. And the court found “nothing irrational” in the
contracting officer’s decision to overlook the agency’s ethical
lapses. App. 112a, 118a.

C. The Federal Circuit’s Decision

The Federal Circuit affirmed. App. 1a-39a.

Like the Claims Court, the Federal Circuit agreed with
Oracle that the Department of Defense’s decision to structure
the JEDI Cloud contract as a single-award procurement
violated 10 U.S.C. §2304a(d)(3)(A), and was thus “legally

improper.” App.16a. The Federal Circuit also acknowledged
the “foundational principle of administrative law,” articulated by
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this Court in SEC v. Chenery Corp., 318 U.S. 80 (1943), that
judicial review of agency action “is limited to ‘the grounds that
the agency invoked when it took the action.”” App.15a. The
Federal Circuit nevertheless declined to send the case back for
the agency to reconsider, in the first instance, how to structure
the solicitation in a manner consistent with federal law.

Instead, the Federal Circuit asked a different question:
whether the agency’s violation of §2304a(d)(3)(A) was
“harmless error.” App.l16a. To answer that question, the
Federal Circuit stated it would defer to the Claims Court’s
speculation that the statutory violation did not “prejudice”
Oracle. App.17a. Such a determination, the Federal Circuit
said, was a factual finding reviewable “under the clearly
erroneous standard.” Ibid. In other words, the Federal Circuit
stated that it would uphold the procurement unless the Claims
Court had “clearly” erred in its view—which itself was based
on post hoc speculation from agency counsel—that upon
remand, the agency would ratchet up its security requirements,
such that Oracle would not fare better in a multiple-award
competition.

Like the Claims Court, the Federal Circuit identified no
statement by the Department regarding how it might structure
a multiple-award procurement for the JEDI Cloud contract.
The Federal Circuit nevertheless left the legally improper
procurement in place:

[Tlhe [Claims] [Clourt’s conclusion that the Defense
Department would have included Gate 1.2 even if it had
modified the solicitation to allow for multiple awards, and
that Oracle therefore would not have had a substantial
chance of securing the contract, is not clearly erroneous.
We therefore will not disturb the Claims Court’s
determination that the case did not need to be remanded
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to the Defense Department for a further determination
whether a single-source award is appropriate.

App. 18a.

The Federal Circuit also rejected Oracle’s argument based
on the conflicts of interest between Defense Department
employees and Amazon. Like the Claims Court, the Federal
Circuit did not dispute that the record reflected “conflicts of
interest that violate the federal criminal conflict-of-interest
statute, 18 U.S.C. §208.” App.25a. But even such egregious
ethical lapses do not suffice to overturn an award, the Federal
Circuit stated, absent proof of a “causal link between the
illegality and the contract provisions.” Ibid.

For that inquiry, too, the Federal Circuit stated it would
defer: The Department’s own contracting officer—rather than
the court itself—would determine whether such a causal link
existed, subject only to “highly deferential” judicial review.
App.26a. Despite finding the conduct of agency employees
“troubling,” the court nevertheless upheld, as sufficiently
“rational,” the contracting officer’s assessment that the
procurement should be left in place. App. 27a.

REASONS FOR GRANTING THE PETITION

The Federal Circuit has crafted two significant “exceptions”
to this Court’s precedents regarding judicial review of agency
decision-making. The combined effect here led the Federal
Circuit to uphold agency action—a $10 billion Defense
procurement—that all agree violates federal law. The court’s
consistent use of these exceptions abdicates its exclusive
responsibility to serutinize and remedy unlawful government
contracting.

Both questions call out for review. These issues have arisen
routinely and with increasing frequency in bid-protest
disputes; without this Court’s intervention, contracting
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agencies will become further emboldened to skirt statutory
guardrails, confident that their decisions can later be
rationalized or excused by deferential courts. Waiting would
only magnify the waste and fraud exemplified by this case,
which presents an ideal vehicle to address both questions
presented. Because the Federal Circuit has exclusive appellate
oversight of bid protests, only this Court can provide the
necessary corrective review. E.g., Peter v. Nantkwest, Inc., 140
S. Ct. 365 (2019); Kingdomware Techs., Inc. v. United States,
136 S. Ct. 1969 (2016).

I. The Federal Circuit’s Harmless-Error Approach to
Procurement Warrants Review

Congress has vested administrative agencies with authority
to commit billions of taxpayer dollars through the federal
procurement process—but only if the agency abides by
statutory constraints. Here, the Federal Circuit agreed with
Oracle that the JEDI Cloud procurement violates one such
constraint, 10 U.S.C. § 2304a(d)(3)(A). The court nevertheless
left the “legally improper” procurement in place, under
“principles of harmless error.” App. 16a. Worse still, in applying
those principles, the court deferred to agency counsel’s post
hoc speculation about the criteria that the agency might apply
if it conducts the procurement as federal law requires.

The Federal Circuit’s harmless-error approach creates a
perfect storm of governmental unaccountability: Congress’s
commands go unheeded, the agency is never forced to commit
fully to a position, and the judiciary cloaks its abdication in the
language of modesty. Only this Court can restore balance and
accountability to federal procurement law.
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A. The Federal Circuit’s Approach to Agency Error Is
Irreconcilable with This Court’s Precedents

Federal procurements are, at bottom, exercises of agency
decision-making. They are governed not only by a matrix of
procurement statutes and regulations, but also by the
strictures of the Administrative Procedure Act and principles
of administrative law. See 28 U.S.C. § 1491(b)(4) (in procurement
challenges, “the courts shall review the agency’s decision
pursuant to the standards set forth in section 706 of title 5).
One such principle—which predates even the APA’s enactment—
is that “[t]he grounds upon which an administrative order must
be judged are those upon which the record discloses that its
action was based.” SEC v. Chenery Corp., 318 U.S. 80, 87 (1943).

1. At issue in Chenery was an order of the Securities and
Exchange Commission approving a stock reorganization plan. /d.
at 83. In evaluating the plan, the Commission thought itself
bound to rule “as it assumed a court of equity would have acted
in a similar case,” id. at 87, but this Court determined that the
agency was not so constrained, ud. at 88-90. Despite that legal
error, the Commission argued “that [its] order should
nevertheless be sustained” on other grounds, id. at 90, which
this Court indicated were likely sufficient to support it, id. at
90-91.

Yet the Commission’s order still could not stand. As this
Court explained, “the considerations urged here in support of
the Commission’s order were not those upon which its action
was based.” Id. at 92. That flaw required vacatur of the
agency’s decision, because agency “action must be measured by
what the [agency] did, not by what it might have done.” Id. at
93-94. The Court accordingly remanded to the Commission, so
the agency could decide in the first instance whether and how
to “exercis[e] its powers” in a manner “upon which its action can
be sustained.” Id. at 95.
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Eight decades later, Chenery stands for the “foundational
principle of administrative law that a court may uphold agency
action only on the grounds that the agency invoked when it took
the action.” Michigan v. EPA, 576 U.S. 743, 758 (2015) (citation
omitted). Courts reviewing agency action accordingly “may not
affirm on a basis containing any element of discretion—
including discretion to find facts and interpret statutory
ambiguities—that is not the basis the agency used, since that
would remove the discretionary judgment from the agency to
the court.” I.C.C. v. Brotherhood of Locomotive Eng’rs, 482
U.S. 270, 283 (1987). Nor may the court accept “post hoc
rationalizations” offered in litigation by the agency or its
counsel. Dep’t of Homeland Sec. v. Regents of the Univ. of Cal.,
140 S. Ct. 1891, 1909 (2020).

The Chenery rule reinforces “important values of
administrative law.” Id. at 1901. In requiring courts to remand
(rather than to rewrite) flawed agency decisions, the rule
serves “not to deprecate, but to vindicate the administrative
process, for the purpose of the rule is to avoid propelling the
court into the domain which Congress has set aside exclusively
for the administrative agency.” Burlington Truck Lines, Inc.
v. United States, 371 U.S. 156, 169 (1962) (punctuation omitted).
The rule also “promotes agency accountability by ensuring that
parties and the public can respond fully and in a timely manner
to an agency’s exercise of authority,” and it “instills confidence
that the reasons given are not simply convenient litigating
positions.” Regents, 140 S. Ct. at 1901 (citations omitted). In
short, Chenery ensures a process worthy of public trust—
grounded in the simple truth that “when so much is at stake, ...
‘the Government should turn square corners in dealing with the
people.”” Id. at 1909 (citation omitted).

2. The decision below diverged sharply from Chenery’s
“simple but fundamental rule of administrative law.” SEC v.
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Chenery Corp., 332 U.S. 194, 196 (1947). As the Federal Circuit
held, the Defense Department’s decision to structure the JEDI
Cloud contract as a single-source procurement was based on a
legal error: The agency had invoked an exception to § 2304a(d)(3)’s
prohibition on large single-source awards, but the exception did
not apply. App. 14a. Under Chenery, that should have been the
end of the matter; the court should have remanded for the
Department to consider, in the first instance, how to structure
the JEDI Cloud solicitation as a multiple-award procurement.

Instead, the Federal Circuit applied what it called
“principles of harmless error.” App.16a. According to the
Federal Circuit, those principles involved two layers of judicial
deference. First, the Court of Claims deferred to speculation
from agency counsel regarding whether “the agency would
have reached the same decision if it had been aware that the
ground it invoked was legally unavailable.” Ibid. Second, the
Federal Circuit said it would affirm the Claims Court’s
harmless-error finding unless “clearly erroneous.” App. 17a.

Both layers of that analysis are flawed. Chenery forbids
reliance on “post hoc justifications [that] are raised in court by
those appearing on behalf of the agency.” Regents, 140 S. Ct. at
1909. Because the Department of Defense never stated on the
record what requirements or qualifications it would impose if
the JEDI Cloud contract were structured as a multiple-source
procurement, the Claims Court could not accept agency
counsel’s assertions on that issue—aptly called “Rayel on the
facts,” C.A.App.2296. And the Federal Circuit compounded
that error by treating the Claims Court’s ruling as if it were a
factual finding, to be upheld unless “clearly erroneous.” The
combination of these errors turned Chenery on its head: The
Federal Circuit applied deferential appellate review to a
discretionary decision that the agency never even made.
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3. The Federal Circuit justified its harmless-error
approach as fulfilling this Court’s instruction that “[a] remand
is unnecessary when the error in question ‘clearly had no
bearing on the procedure used or the substance of decision
reached.”” App.16a (quoting Mass. Trs. of E. Gas & Fuel
Assocs. v. United States, 377 U.S. 235, 248 (1964)). But that
principle has no application here, because the Federal Circuit
agreed with Oracle that the agency’s decision to structure the
JEDI Cloud contract as a single-source procurement was
“legally improper.” App.16a. A legal error of that caliber—
structuring a $10 billion procurement in direct violation of a
federal statute—plainly spoke to “the substance of [the]
decision reached.”

To be sure, Chenery does not demand that courts engage
in “idle and useless formalit[ies].” NLRB v. Wyman-Gordon
Co., 394 U.S. 759, 766 n.6 (1969). Courts need not reverse and
remand when doing so would be truly “meaningless” because
there is “not the slightest uncertainty as to the outcome of a
proceeding” on remand. /bid. But the circumstances in which
courts may affirm notwithstanding agency error are narrow
and closely drawn. See Henry J. Friendly, Chenery Revisited,
1969 Duke L.J. 199, 222-224 (1969) (describing these categories).
They do not include a situation like this one, where—as in
Chenery itself—the agency’s decision was based solely on a
legally impermissible rationale. See id. at 222 (cases “[w]here
the agency has rested decision on an unsustainable reason”
implicate “the Chenery doctrine proprement dit”).

Here, numerous aspects of the case show that a remand
would not have been “meaningless.” NLRB, 394 U.S. at 766 n.6.
First and foremost, the only stated ground for the agency’s
decision was shown to be legally erroneous. That alone
distinguishes this case from the out-of-circuit precedents cited
by the Federal Circuit, App. 16a, in which the agency erred in
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making a “subsidiary finding” of fact that was “essentially
irrelevant” to the ultimate finding, Kurzon v. U.S. Postal Serv.,
539 F.2d 788, 796-97 (1st Cir. 1976); or where the asserted legal
error was “unnecessary”’ to the decision, which was equally
supported by an alternative ground “specifically” stated in the
agency’s opinion, NLRB v. Am. Geri-Care, Inc., 697 F.2d 56,
63-64 (2d Cir. 1982) (citing Friendly, supra). Other courts of
appeals consistently remand where, as here, the agency’s legal
error vitiated the single ground upon which the agency’s
decision rested. E.g., Sierra Club, Inc. v. U.S. Forest Serv., 897
F.3d 582, 605 (4th Cir. 2018); Safe Air for Everyonev. EPA, 488
F.3d 1088, 1101 (9th Cir. 2007); NLRB v. CNN Am., Inc., 865
F.3d 740, 751 (D.C. Cir. 2017); Prillv. NLRB, 755 F.2d 941, 948
(D.C. Cir. 1985) (“[Blecause the Board’s decision stands on a
faulty legal premise and without adequate rationale, we must
remand the case for reconsideration.”).

Additional features of the case call out for a remand. An
error can be “harmless” only if the agency’s policy would have
been formulated the same way absent the error. But extensive
record evidence—including directives from the Defense
Department—show that the agency in fact structures multiple-
award procurements differently from single-award ones. See,
e.g., C.A. App. 105363, 105377, 105383.

The Federal Circuit (like the Claims Court) relied on
speculation from agency counsel that the Department would
require FedRAMP certification at proposal submission (rather
than at performance) even in a multiple-award procurement
because “if multiple awards were made, the security concerns
would ratchet up, not down.” App.17a. But the agency itself
never said it would impose FedRAMP in any multiple-award
procurement, and for good reason: FedRAMP is not synonymous
with cloud security; it is just one of many possible ways to
demonstrate that a cloud meets minimum needs. The JEDI
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Cloud contract contains a totally separate set of security
protocols that a FedRAMP-authorized provider might not
meet—but a non-FedRAMP-authorized provider might. See
C.A. App. 105495-96.

And even if the Department would choose to retain
FedRAMP certification as a qualification for winning bidders,
that hardly rules Oracle out. A multi-source procurement
might require certification prior to contract performance,
rather than prior to bid submission, as the agency has
repeatedly done for other cloud-computing procurements, e.g.,
C.A. App. 123432 (Defense Department solicitation required
FedRAMP certification six months after award); id. at 123506
(requiring FedRAMP authorization “[wlithin 180 days” of
award). Indeed, Oracle met the FedRAMP standard when the
JEDI contract was awarded in 2019 and continues to exceed
those standards today. Or maybe the Department would apply
different security strata to each of multiple awards, for instance
by requiring FedRAMP certification for certain security
operations but not for routine administrative cloud services.

The point is, we cannot know how the agency would have
proceeded on remand, and neither did the Federal Circuit.
These complexities demonstrate the peril of allowing courts to
guess what an agency might do once the erroneous basis for its
decision has been exposed. William Rayel’s speculation could
prove right or he could be wrong. But either way, the decision
how to structure the JEDI Cloud solicitation as a multi-source
procurement must be made, in the first instance, by the agency
itself.

B. This Recurring Issue Goes to the Heart of Executive
Accountability
Notably, the decision below is not an outlier. In recent
years, the Federal Circuit has repeatedly upheld unlawful
procurement decisions based on post hoc speculation about
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what the agency might do on remand. As a result, multi-million
(or as here, multi-billion) dollar procurements have been left in
place even when shown to be structured in violation of federal
law.

Congress has given the Federal Circuit exclusive
jurisdiction to review bid protests, 28 U.S.C. § 1295(a)(3), in
order “to prevent forum shopping and to promote uniformity in
government procurement award law.” Emery Worldwide
Airlines, Inc. v. United States, 264 F.3d 1071, 1079 (Fed. Cir.
2001). But the Federal Circuit’s sole appellate oversight over
bid protests also amplifies any deviations from sound practice.
Only this Court’s intervention can return administrative
accountability to the federal procurement process.

1. The “harmless error” ruling in this case reflects a trend
that began decades ago. An early example is Advanced Data
Concepts, Inc. v. United States, 216 F.3d 1054 (Fed. Cir. 2000),
where a bidder’s proposal was rejected—despite offering the
cheapest price—due to a low technical-evaluation score. Id. at
1056-57. The bidder showed that flaws in the agency’s decision-
making process had artificially depressed its score, but the
Federal Circuit nonetheless left the procurement in place: It
reasoned that the protestor’s corrected score was still lower
than the winning bidder’s score, and the agency had expressed
a general preference for technical proficiency over cost. Id. at
1058. Though the agency itself never said how it would balance
those two considerations once the protestor’s score was
corrected, the Federal Circuit nevertheless concluded that the
agency would not have selected the protestor’s bid anyway, and
thus the protestor “suffered no prejudice from any [agency]
evaluation errors.” 1bid.

Following that decision, the Federal Circuit became
increasingly bold in its harmless-error predictions. See, e.g.,
H.G. Props. A, L.P. v. United States, 68 F. App’x 192, 195 (Fed.
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Cir. 2003) (errors identified by protestor “not sufficient to show
that [the protestor] would likely be awarded a contract under
the revised requirements”); JWK Int’l Corp. v. United States,
279 F.3d 985, 988-89 (Fed. Cir. 2002) (similar). As one
commenter has described the pattern:

[T]he Federal Circuit has shown an unfortunate tendency
to prejudge how the agency would act if the agency
reviewed the matter on remand. In so doing, the Federal
Circuit has overstepped its authority and violated well-
established principles under the APA.

Frederick W. Claybrook Jr., Standing, Prejudice, and
Prejudging in Bid Protest Cases, 33 Pub. Cont. L.J. 535, 536
(2004). And the trend has only escalated since. See, e.g.,
WellPoint Military Care Corp. v. United States, 953 F.3d 1373,
1382 (Fed. Cir. 2020); Am. Relocation Connections, L.L.C. v.
United States, 789 F. App’x 221, 228 (Fed. Cir. 2019); Bannum,
Inc. v. United States, 404 F.3d 1346, 1358 (Fed. Cir. 2005).

The Federal Circuit’s misguided approach to harmless error
has even affected the Court of Federal Claims. In upholding
unlawful agency actions by invoking alternative rationales
never endorsed by the agency itself, the Federal Circuit has
“sent an improper signal that crystal-ball prejudice
determinations not only would be tolerated, but also would be
given minimalist appellate review.” Frederick W. Claybrook
Jr., Please Check Your Crystal Ball at the Courtroom Door, 38
Pub. Cont. L.J. 375, 378 (2009). The Claims Court accordingly
“has fallen vietim to the misconception that it should
prognosticate what an agency likely would do on remand after
it corrected error in its initial procurement action.” Ibid.; see
1d. at 385-98 (discussing six recent “divinations” from the Court
of Federal Claims). This case is yet another prime example—
and the most consequential to date. App. 96a-98a.
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2. This case underscores another damaging feature of the
Federal Circuit’'s approach to harmless error: The court’s
refusal to remand means that a judicially identified statutory
violation remains uncorrected—not just as to Oracle, but for
everyone, including the American public footing the bill.
Although the Court of Federal Claims and the Federal Circuit
both agreed with Oracle that the Defense Department was not
statutorily authorized to award the $10 billion JEDI Cloud
contract to a single source, that is precisely how the contract is
structured to this day.

How could that happen? As the Claims Court explained,
there is “no connection” between the statutory error (structuring
JEDI Cloud as a single-award procurement) and the ground on
which the error was held to be harmless (Oracle’s purported
inability to satisfy Gate 1.2). App. 96a-98a. Thus, even though
Oracle—a party with standing and within the zone of interests
protected by § 2304a—has shown to judicial satisfaction that
the procurement violates a federal statute, the unlawful
contract remains in place. The Federal Circuit’s prejudice
doctrine thus allows issues unconnected to the agency’s legal
error to insulate the agency from accountability for its unlawful
decision-making.

3. The federal procurement system relies on the bid-
protest process as a meaningful check on executive power.
The Federal Circuit’s willingness to uphold legally flawed
procurement decisions on the basis of post hoc speculation
removes important safeguards against administrative
overreach. And it threatens to erode taxpayer confidence in
governmental management of the public fise.

The federal government is the world’s largest buyer of
goods and services. In 2019, federal-contract spending exceeded
$586 billion—a sum roughly the size of Sweden’s economy. See
Gov’t Accountability Office, A Snapshot of Government-wide
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Contracting for FY 2019, WatchBlog (May 26, 2020).> That
figure, which accounts for nearly 3% of the U.S. gross domestic
product, has risen steadily over the years and is set to increase
further. See Frank Konkel, Federal Government to Conclude
Fiscal 2020 With Record Spending, Nextgov (Sept. 30, 2020).
The Defense Department alone accounts for approximately
65% of the federal government’s massive annual contract
spending. See A Snapshot, supra.

Given the vast taxpayer funds at stake, accountability in
government contracting is imperative. The bid protest is a
critical tool: “[T]he suit itself is brought in the public interest
by one acting essentially as a ‘private attorney general.’”
Scanwell Labs., Inc. v. Shaffer, 424 F.2d 859, 864 (D.C. Cir.
1970). Bid protests are thus “part of a large body of regulatory
safeguards that are deemed necessary to deter and punish
ineptitude, sloth, or corruption of public purchasing officials.”
William E. Kovacic, Procurement Reform and the Choice of
Forum in Bid Protest Disputes, 9 Admin. L.J. Am. Univ. 461,
469 (1996).

Although Oracle has the resources to pursue its protest all
the way to the Supreme Court, other prospective government
contractors may not. Nor are many bidders willing to spend
years litigating over a contract that may be partially or even
fully performed by the time the case reaches resolution. See
Kingdomware, 136 S. Ct. at 1976 (relying on exception to
mootness where “the procurements were fully performed in
less than two years after they were awarded”). This case is an
ideal opportunity to return judicial guardrails to the federal
procurement process, by instructing federal courts to leave

3 https://bit.ly/3mIyGor; GDP (Current US$)—Sweden, World Bank,
https://bit.ly/3pgnL75.

* https://bit.ly/3r9b8MK.
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congressionally delegated agency decision-making to the
agencies.

II. The Federal Circuit’s Approach to Criminal Conflicts of
Interest Warrants Review

The most serious conflicts of interest by government officials
constitute eriminal offenses under federal law, 18 U.S.C. § 208.
Although an offender may himself be prosecuted for violating
Section 208, Congress did not leave “merely a criminal
prosecution” as the only protection for the public fisc. United
States v. Mississippi Valley Generating Co., 364 U.S. 520, 563
(1961). In order to prevent the public from “be[ing] forced to
bear the burden of complying with the very sort of contract
which the statute sought to prevent,” an official’s “illegal
conduct renders the contract unenforceable.” Ibid.

Yet the Federal Circuit has once again charted a different
course. Despite accepting that Defense Department employees
“personally and substantially” participated in the JEDI Cloud
solicitation while pursuing employment with a leading bidder,
18 U.S.C. § 208(a), the court nonetheless declared that nothing
could be done. It deferred to the agency’s view—asserted by
the same contracting officer who failed to screen for the
conflicts in the first place—that the conflicted individuals’
participation did not “taint” the procurement. The Federal
Circuit’s approach to criminal conflicts of interest ignores
precedent and reason, and abdicates the court’s congressionally
mandated responsibility to safeguard the integrity of the
government procurement process.

A. The Federal Circuit’s Enforcement of (Government
Contracts Infected by Criminal Misconduct Conflicts with
This Court’s Precedent

Six decades ago, this Court held that in order “to
guarantee the integrity of the federal contracting process and
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to protect the public from ... corruption,” government contracts
marred by criminal conflict-of-interest violations must be set
aside. Muississippt Valley, 364 U.S. at 565. The Federal
Circuit’s ruling in this case, which left the JEDI Cloud contract
in place on the ground that the ethical violations here had not
sufficiently “tainted” the procurement, runs counter to that
mandate.

1. Mississippi Valley involved a $100 million contract to
construct and operate a power plant. Id. at 523. In negotiating
the contract, the government relied on the guidance of Adolphe
Wenzell, the director of a private bank. Id. at 532-40. The
government eventually became aware that the bank (and thus
Wenzell) had a financial interest in the transaction—a conflict
that potentially violated the predecessor statute to Section 208.
Id. at 540-44. And once a court confirms that such a criminal
conflict exists, this Court held, “that fact alone” suffices to
invalidate a government contract. Id. at 525.

First, the Court examined the history of the contract, and
Wenzell’s conduct in relation to it, and concluded that “each of
the elements of the statutory prohibition was violated.” Id. at
550-51 (punctuation omitted). Wenzell had acted as an “‘officer
or agent of the United States,”” in relation to a contract in which
he had been “‘directly or indirectly interested.”” Id. at 551, 555
(quoting Section 208’s predecessor).

Second, the Court considered “whether Wenzell’s illegal
conduct render[ed] the contract unenforceable.” Id. at 563. The
Court said yes. Congress enacted the criminal prohibition “to
protect the public from the corrupting influences that might be
brought to bear upon government agents who are financially
interested in the business transactions which they are
conducting on behalf of the Government.” Id. at 563. For a
court to enforce a government contract despite a violation of
that prohibition, therefore, would be to “affirmatively sanction[]
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the type of infected bargain which the statute outlaws,” thereby
“depriving the public of the protection which Congress has
conferred.” Ibid. Instead, the Court explained, Congress wants
the judiciary to employ an established “remedy” for violations
of the criminal conflict-of-interest prohibition—namely,
“In]onenforcement of contracts made in violation of” the
provision. Id. at 564.

2. Mississippt Valley should control the outcome here.
Section 208 applies to any “employee of the executive branch”
who “participates personally and substantially” in a “contract”
in which an “organization with whom he is negotiating or has
any arrangement concerning prospective employment[] has a
financial interest.” 18 U.S.C. § 208(a). No one who evaluated the
conflicts at issue in this case—not the contracting officer, not
the reviewing courts, and not even the government—contested
that Defense Department officials violated that criminal
prohibition. App. 29a-30a.

Deap Ubhi’s ethical conflicts were particularly egregious.
Ubhi participated on the five-person team charged with leading
the JEDI Cloud solicitation. App.44a. In that capacity, Ubhi
pushed hard for the single-award approach, acting as the
Department’s lead advocate on this issue. App.115a. But
throughout this period, Ubhi was actively engaged in
employment discussions with Amazon. App.69a-73a. Given
that blatant statutory violation, “nonenforcement” of the
contract “is required in order to extend to the public the full
protection which Congress decreed by enacting Section [208].”
Mississippi Valley, 364 U.S. at 566.

3. The Federal Circuit nevertheless held that it was
required to leave the contract undisturbed unless the eriminal
misconduct “tainted the procurement.” App. 24a. The court had
previously deemed Mississippi Valley as “best read” to mean
that “conflicts of interest invalidate government contracts only
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if the conflicts materially affect the contracts.” App.25a
(emphasis added); see Godley v. United States, 5 F.3d 1473,
1476 (Fed. Cir. 1993) (“[ T']he record must show some causal link
between the illegality and the contract provisions.”). Based on
that reading, the Federal Circuit rejected Oracle’s argument
that the pervasive criminal conflicts of interest in this case
rendered the JEDI Cloud solicitation unenforceable. App. 27a.

The Federal Circuit’s approach contravenes key aspects of
Mississippt Valley’s second holding. This Court stressed that
Section 208’s predecessor created “an objective standard of
conduct,” under which contract validity does not turn on the
impact of conflicts on the procurement process. 364 U.S. at 549;
see 1d. at 548-51. Indeed, one of the parties had pressed the
Court to interpret the statute as turning on “the actual
consequences of proscribed action.” Id. at 550. But the Court
rejected that argument, holding that “the statute is more
concerned with what might have happened in a given situation
than with what actually happened.” Ibid. (emphases added);
see 1d. at 550 n.14 (statute’s “preventive nature” does not care
“what was done in the particular case” (citation omitted)).

The Federal Circuit’s interpretation also ignores that
Section 208 seeks to combat not only actual corruption, but also
the appearance and risk of corruption. Even serious “suspicions”
of impropriety can rob governmental actions of legitimacy. /d.
at 562. Congress recognized that a prophylactically broad
prohibition is necessary to protect “the public from the
corruption which might lie undetectable beneath the surface.”
Id. at 565. “It is this inherent difficulty in detecting corruption
which requires that contracts made in violation of Section [208]
be held unenforceable.” Ibud.
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B. Congress Did Not Delegate Discretion to Agencies to
Police Their Own Criminal Ethics Violations

Even if, contrary to Mauississippt Valley, the Federal
Circuit were correct to require a “causal link” between the
Section 208 violation and the challenged contract provision,
App.25a, the court’s approach to that materiality inquiry is
flawed: The Federal Circuit allows the agency’s own
contracting officer to decide whether a contract has been
tainted by a criminal violation, subject only to “highly
deferential” arbitrary-and-capricious review. App.26a. But if
anyone is to perform that materiality inquiry, it should be a
court, not an agency official—and certainly not the very official
who approved the contract in the first place.

1. Judicial deference to administrative decision-making
is “rooted in a presumption about congressional intent—a
presumption that Congress would generally want the agency to
play the primary role in resolving” certain questions. Kisor v.
Wilkie, 139 S. Ct. 2400, 2412 (2019). Congress’s express grant
of rulemaking power to an agency, for instance, is thought to
come along with “implicit” authority to issue reasonable
interpretations of ambiguous statutes that the agency administers.
Chevron U.S.A. Inc. v. Nat. Res. Defense Council, Inc., 467
U.S. 837, 844 (1984). But even accepting the “fiction” that
Congress does sometimes silently delegate such substantial
powers to administrative agencies, Gutierrez-Brizuela v.
Lynch, 834 F.3d 1142, 1153 (10th Cir. 2016) (Gorsuch, J.,
concurring), there are ample reasons to doubt that Congress
implicitly delegated to contracting officers the power at issue
here: authority to determine whether a Section 208 violation
has “tainted” a procurement.

First, no agency has been “charged with administering”
Section 208, Gonzales v. Oregon, 546 U.S. 243 (2006), nor does
the statutory text provide any administrative role in identifying



30

or punishing violations. Indeed, Section 208 is a criminal
prohibition—a field where the usual dynamic supporting
administrative deference is reversed: Judicial judgment
predominates, while administrative views are “not relevant.”
Abramski v. United States, 573 U.S. 169, 191 (2014).

Second, given the subject matter of Section 208, Congress
is particularly unlikely to have implicitly given agencies
primary authority to ascertain the effect of a violation. The
statute is “designed to protect the United States, as a
Government, from the mistakes, as well as the connivance, of
its own officers and agents.” Mississippt Valley, 364 U.S. at
561. This Court accordingly rejected an argument that the
contract at issue there could be saved, despite Wenzell’s
criminal violation, by proving the “knowledge of Wenzell’s
[agency] superiors and their approval of his activities.” Ibid.
Just as Section 208’s predecessor had not “empowered his
superiors to exempt him from the statute,” ibid., neither does
Section 208 silently authorize agency officials to decide that a
violation should be without effect.

Third, the “taint” question—whether an official’s criminal
conflict of interest affected the procurement—is one in which
the implicated agency is “at least usually a little self-
interested.” Scenic Am., Inc. v. Dep’t of Transp., 138 S. Ct. 2, 3
(2017) (Gorsuch, J., respecting certiorari). If a “causal link”
exists between a Section 208 violation and the procurement,
then by definition the agency’s decision-making reflects
“malfeasance and corruption.” Mississippt Valley, 364 U.S. at
562. Any agency would be loath to make such an admission
about itself.

2. To justify deferring to the contracting officer’s
materiality assessment, the Federal Circuit pointed to § 3.104-
7 of the Federal Acquisition Regulation (FF'AR), which requires
“a contracting officer who receives information about a conflict
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of interest on the part of persons involved in a procurement ‘[to]
determine if the reported violation or possible violation has any
impact on the pending award or selection of the contractor.””
App.26a (quoting 48 C.F.R. §3.104-7(a)). If the contracting
officer “determines that there is no impact on the procurement,”
and a designated agency official agrees, then “the procurement
may proceed.” Ibid. Since the contracting officer for the JEDI
Cloud procurement found no impact from the Section 208
violations, the Federal Circuit felt itself bound to uphold the
procurement so long as “the contracting officer’s findings
[we]re rational.” App. 27a.

That reasoning conflates distinet questions: (1) whether
the contracting officer properly discharged her duties under
§ 3.104-7 of the FAR; and (2) whether a criminal violation of
Section 208 has rendered the contract unenforceable. The
“rationallity]” of the contracting officer’s decision under the FAR
may suffice for judicial review of the agency’s compliance with
that provision. But it says nothing about how a Section 208
violation should be handled. Still less can an administrative
regulation speak to the question whether Congress has silently
instructed courts to defer to an agency’s view that a contract
should be enforced notwithstanding a criminal conflict of
interest.

In sum, even if (contrary to Mississippt Valley) a court
must rule on the materiality of a Section 208 violation, the court
cannot defer to the agency’s assessment of its own criminal
violations.

3. The standard of review is often outcome-determinative.
It certainly was here: Any court that independently assessed
the impact of the pervasive criminal misconduct in this case
would have found it to be material.

Space limitations prevent a full treatment, but consider
just the influence of Deap Ubhi. In September 2017, he joined
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a five-member team charged with designing the JEDI Cloud
solicitation. App.44a. From the start, Ubhi engaged in “loud
advocacy for a single award approach” and soon became its
foremost champion. App.115a. He crowed about bringing
multiple Pentagon officials to “our side” on the issue.
C.A. App. 160107; see C.A.App.160176 (Ubhi: “if there are
people in the building that i need to go see and school [on single
v. multiple], or ally, let’s do that”); C.A. App. 160096-98. To that
end, Ubhi drafted a one-page primer “to crush single vs.
multiple,” C.A.App.160151; he distributed it widely to put
“multi vs. single to bed once and for all,” C.A. App. 160166.

Since the question was not yet settled when the Steering
Group met in October 2017 “to tackle [the] question of one
versus multiple cloud providers,” Ubhi was put in charge
of convincing the Group to commit to a single award.
C.A.App.160100. His presentation worked; a teammate
reported that “[s]ingle is assumed now,” adding: “Really glad
you [Ubhi] were here this week.” C.A. App. 160229. Two days
later, the Deputy Director agreed: “The single [vs.] multiple
conversation is done. Everyone that matters is now convinced.”
C.A. App. 160239. The Deputy Director identified the October
meeting as the moment when it became “decidedly clear that
we are all in favor of a single award.” Ibid. One week later, the
Deputy Secretary was informed of a “[g]eneral consensus” that
the agency “should press forward with a single provider
approach.” App. 47a.

Throughout this period, Ubhi secretly was in employment
negotiations with Amazon, the only major bidder that
supported a single-award approach. App. 48a, 69a-73a. Contrary
to policy, Pentagon officials failed to screen Ubhi for conflicts.
C.A. App. 123983-124126. Only after it became “decidedly
clear” that the single-award decision was sewn up did Ubhi
recuse himself from the JEDI Cloud project, falsely claiming
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that Amazon was considering buying a company he owned.
App.69a-70a. Ubhi then formally resigned to go work for
Amazon—roughly three weeks after the pivotal October
meeting. App. 73a.

No de novo review of these facts could conclude that Ubhi’s
conduct was immaterial to the single-award structure of JEDI.
Even if the contracting officer’s internal investigation could be
defended as sufficiently “rational” to survive arbitrary-and-
capricious review, App. 27a, the materiality inquiry would have
come out differently had a court looked at the question with
fresh eyes (even assuming a court should be assessing
materiality at all).

4. Only this Court can correct the Federal Circuit’s hands-
off approach to criminal conflicts of interest in government
contracting. That approach gives agencies something close to a
free pass when policing the misbehavior of their own officials:
Once a contracting officer declares that the procurement was
unaffected by the conflict—perhaps even based on the officer’s
“personal knowledge,” App.73a n.9—the Federal Circuit will
leave that determination undisturbed if any “rational” basis
supports it, App.27a. That dynamic creates perverse incentives
for contracting officers to whitewash their own mistakes.

This is no idle worry. Federal contracting is rife with
potential corruption, and nowhere is that truer than in defense
procurements. Kach year, billions of dollars of governmental
contracts are tainted by the misconduct of agency personnel,
see Report on Defense Contracting Fraud, Office of the Under
Secretary of Defense for Acquisition and Sustainment 2-3 (Dec.
2018),> many of whose crimes involve criminal conflicts of
interest, see, e.g., U.S. Navy Admiral Sentenced to Prison for
Lying to Federal Investigators about His Relationship with

> https:/bit.ly/SmODSap.
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Foreign Defense Contractor in Massive Navy Bribery and
Fraud Investigation, Dep’t of Justice (May 17, 2017).°

Incentives matter: Courts, not agencies, must be the ones
policing criminal conflicts of interest.

CONCLUSION
The Court should grant the petition.

Respectfully submitted.
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Before NEWMAN, BRYSON, and O'MALLEY, Circuit
Judges.

BRYSON, Circuit Judge.

This is a federal contract pre-award protest case. The
United States Court of Federal Claims (“the Claims
Court”) analyzed a number of legal challenges by Oracle
America, Inc., to a large Department of Defense procure-
ment. After a thorough treatment of all the issues pre-
sented, the Claims Court rejected Oracle’s protest. Oracle
Am., Inc. v. United States, 144 Fed. Cl. 88 (2019). We af-
firm.

I

The procurement at issue in this case, known as the
Joint Enterprise Defense Infrastructure (“JEDI”) Cloud
procurement, is directed to the long-term provision of en-
terprise-wide cloud computing services to the Depart-
ment of Defense. The JEDI Cloud solicitation contem-
plated a ten-year indefinite delivery, indefinite quantity
contract. The Defense Department decided to award the
contract to a single provider rather than making awards
to multiple providers.

The JEDI Cloud solicitation included several “gate”
provisions that prospective bidders would be required to
satisfy. One of the gate provisions, referred to as Gate Cri-
teria 1.2 or Gate 1.2, required that the contractor have at
least three existing physical commercial cloud offering
data centers within the United States, each separated
from the others by at least 150 miles. Those data centers
were required to provide certain offerings that were
“FedRAMP Moderate Authorized” at the time of pro-
posal. The Federal Risk and Authorization Management
Program (“FedRAMP”) is an approach to security assess-
ment, authorization, and continuous monitoring for cloud
products and services. “FedRAMP Moderate Author-
ized” is a designation given to systems that have
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successfully completed the FedRAMP Moderate authori-
zation process. FedRAMP Moderate is the Defense De-
partment’s minimum security level for processing or stor-
ing the Department’s least sensitive information. Oracle
did not satisfy the FedRAMP Moderate Authorized re-
quirement as of the time the proposals were to be submit-
ted.

Oracle filed a pre-bid protest challenging the solicita-
tion. Oracle’s protest focused on the Department’s adop-
tion of Gate 1.2 and on the Department’s decision to con-
duct the procurement on a single-source basis, rather
than providing for multi-source contracts.

Following a hearing and briefing, the U.S. Govern-
ment Accountability Office (“GAO”) denied the protest.
Oracle then filed suit in the Claims Court challenging the
solicitation. The court analyzed Oracle’s claims in detail
and rejected Oracle’s protest in a lengthy opinion.

The court first addressed Oracle’s claim that the con-
tracting officer and the Under Secretary of Defense vio-
lated separate provisions of 10 U.S.C. § 2304a when they
each determined that it was appropriate to structure the
JEDI Cloud procurement on a single-award basis rather
than providing for multiple awards. Section 2304a sets out
the conditions under which the Department may enter
into large task and delivery order contracts with a single
awardee, as opposed to awarding such contracts to two or
more sources.

Section 2304a(d)(3) generally prohibits the award of a
task or delivery order contract in excess of $100 million’
to a single vendor unless the head of the agency deter-
mines in writing that one of four exceptions to that gen-
eral prohibition applies. The exceptions are:

! The statutorily defined threshold amount is subject to an inflation
adjustment requirement. See 41 U.S.C. § 1908.
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(i) the task or delivery orders expected under the con-
tract are so integrally related that only a single source
can efficiently perform the work;

(ii) the contract provides only for firm, fixed price task
orders or delivery orders for—

(D products for which unit prices are estab-
lished in the contract; or

(IT)  services for which prices are established in
the contract for the specific tasks to be performed,

(iii) only one source is qualified and capable of per-
forming the work at a reasonable price to the govern-
ment; or

(iv) because of exceptional circumstances, it is neces-
sary in the public interest to award the contract to a
single source.

10 U.S.C. § 2304a(d)(3)(A).

In addition to that provision, section 2304a(d)(4) re-
quires that regulations implementing section 2304a(d)
“establish a preference for awarding, to the maximum ex-
tent practicable, multiple task or delivery order contracts
for the same or similar services,” and that they “establish
criteria for determining when award of multiple task or
delivery order contracts would not be in the best interest
of the Federal Government.” 10 U.S.C. § 2304a(d)(4). Pur-
suant to that directive, the Federal Acquisition Regula-
tion (“FAR”) provides that, except for indefinite-quantity
contracts for advisory and assistance services, “the con-
tracting officer must, to the maximum extent practicable,
give preference to making multiple awards of indefinite-
quantity contracts under a single solicitation for the same
or similar supplies or services to two or more sources.” 48
C.F.R. § 16.504(c)(1)(Q) (“FAR 16.504(c)(1)(1)”). The FAR
further provides, however, that the contracting officer
must not elect to use a multiple-contract award if one or
more of several conditions applies:
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(1)Only one contractor is capable of providing perfor-
mance at the level of quality required because the
supplies or services are unique or highly specialized;

(2)Based on the contracting officer’s knowledge of the
market, more favorable terms and conditions, includ-
ing pricing, will be provided if a single award is made;

(3)The expected cost of administration of multiple
contracts outweighs the expected benefits of making
multiple awards;

(4)The projected orders are so integrally related that
only a single contractor can reasonably perform the
work;

(5)The total estimated value of the contract is less
than the simplified acquisition threshold; or

(6)Multiple awards would not be in the best interests

of the Government.
FAR 16.504(c)(1)(ii)(B).?

The head of the agency—in this case, Under Secre-
tary of Defense Ellen Lord—made a finding under section
2304a(d)(3)(B)(ii) that a single-source contract was per-
missible because the solicitation provides exclusively for
firm, fixed price task orders, or delivery orders for ser-
vices for which prices are established in the contract for
the specific tasks to be performed. For her part, the con-
tracting officer found that three of the reasons set forth in
FAR 16.504(¢c)(1)(ii)(B) prohibited the use of the multiple-
award approach for the JEDI Cloud procurement: (1)
more favorable terms and conditions, including pricing,
would be provided in the case of a single award; (2) the
expected cost of administering multiple contracts

2 On August 3, 2020, the regulation was amended to replace the
phrase “less than” with “at or below.” Federal Acquisition Regula-
tion: Evaluation Factors for Multiple-Award Contracts, 85 Fed. Reg.
40068-01 (July 2, 2020).
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outweighed the expected benefits of making multiple
awards; and (3) multiple awards would not be in the best
interests of the government.

Before the Claims Court, Oracle challenged the de-
terminations of both the contracting officer and Under
Secretary Lord. As to the contracting officer, Oracle ar-
gued that she failed to properly balance the multiple-
award preference against a single-award approach. As to
Under Secretary Lord, Oracle argued that the JEDI
Cloud solicitation contained provisions for future services
that were not specifically defined and for which specific
prices were not given. For that reason, Oracle contended,
the contract did not qualify as one providing only for firm,
fixed prices for services for which prices are established
in the contract for the specific tasks to be performed.

The Claims Court held that the contracting officer’s
determination complied with the requirements of section
2304a(d)(4) and FAR 16.504(c). The court concluded that
the contracting officer, based on her knowledge of the
market, “drew the reasonable conclusion that a single
award was more likely to result in favorable terms, includ-
ing price.” Oracle, 144 Fed. Cl. at 113. In addition, the
court found that it was “completely reasonable” for the
contracting officer to find that a multisource award would
be more expensive to administer and that a single cloud
services provider would be best positioned to provide the
necessary security for the agency’s data. Id. The court
concluded that Oracle had pointed to no reason to disturb
the contracting officer’s determination that multiple
awards should not be employed.

With respect to section 2304a(d)(3), however, the
Claims Court reached a different conclusion. The court
held that the solicitation did not qualify for a single-source
award under the exception relied on by Under Secretary
Lord to the statutory prohibition against awarding large
task order contracts to a single vendor. Specifically, the
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court found that the solicitation contemplated that during
the life of the contract, services not envisioned at the time
of the initial award would likely be needed. New services
would likely have to be added to the contract in light of the
fact that cloud computing technology was constantly
evolving. The solicitation provided that if at some point
during the pendency of the contract the cloud services
provider created a new service, it would be required to of-
fer that service to the Department at a price no higher
than the price publicly available in the commercial mar-
ketplace in the continental United States. The solicitation
also permitted the Department to obtain services before
they were offered on the commercial market, even if those
services would never be offered commercially. Those ser-
vices, the court explained, could not be identified as “spe-
cific tasks” much less “priced[] at the time of the award.”
Oracle, 144 Fed. Cl. at 114. Accordingly, the court con-
cluded, “the Under Secretary apparently chose an excep-
tion under § 2304a(d)(3) which does not fit the contract.”
Id. at 115.

The Claims Court then turned to the question
whether Oracle was prejudiced by the Department’s fail-
ure to comply with section 2304a(d)(3). Oracle argued that
if the Department had employed a multiple-award pro-
curement, Oracle might have had the chance to compete,
because the agency’s needs, as expressed in the gate cri-
teria, might have been different in that setting. The gov-
ernment responded that the agency’s minimum security
needs would not have changed in a multiple-award sce-
nario. In a multiple-award procurement, according to the
government, the Department still would have insisted on
gate criteria in general and Gate 1.2 in particular.

The Claims Court agreed with the government. The
court acknowledged that “Oracle may well be correct that
some aspects of the gate criteria are driven by the
agency’s insistence on using a single provider to manage
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an immense amount of data.” Oracle, 144 Fed. Cl. at 115.
The court observed, however, that “one critical aspect of
the gate criteria is not connected to the choice of a single
provider: data security.” Id. The court pointed in particu-
lar to a memorandum prepared by Tim Van Name, Dep-
uty Director of the Defense Digital Service. In that mem-
orandum, Mr. Van Name stated that FedRAMP Moder-
ate, which was incorporated as a requirement in Gate 1.2,
represented the Department’s minimum level of security
required for processing and storing the Department’s
least sensitive information. That level of security, accord-
ing to Mr. Van Name’s memorandum, was “the minimum
criteria necessary for DoD to have confidence that the Of-
feror’s proposed data centers have met the underlying
physical security requirements necessary to successfully
perform the contract.” J.A. 100947.

In addition, the court noted that many of the acquisi-
tion documents “bolster the agency’s conviction that use
of multiple cloud service providers exponentially in-
creases the challenge of securing data.” Oracle, 144 Fed.
CL at 116. The court explained that it had “no reason to
doubt” that the security requirements of Gate 1.2 “are the
minimum that will be necessary to perform even the least
sensitive aspects of the JEDI Cloud project.” Id. Based
on that evidence, the court stated that “the only logical
conclusion is that, if multiple awards were made, the se-
curity concerns would ratchet up, not down.” Id. Because
the agency’s security concerns would not change, the
court explained, Oracle “would not stand a better chance
of being awarded this contract if the agency determined
that the procurement must be changed to multiple
award.” Id. The court therefore concluded that the deci-
sion to proceed with the procurement on a single-source
basis did not prejudice Oracle.

The Claims Court next addressed Oracle’s claim that
Gate 1.2 was unenforceable, both because the agency did
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not have a demonstrated need to impose the requirements
set forth in Gate 1.2 and because Gate 1.2 is an impermis-
sible “qualification requirement” imposed without satisfy-
ing the preconditions set forth in 10 U.S.C. § 2319. Section
2319(a) defines a “qualification requirement” as “a re-
quirement for testing or other quality assurance demon-
stration that must be completed by an offeror before
award of a contract.” Section 2319(b) provides that, except
in limited circumstances, the agency must satisfy several
prerequisites before establishing a qualification require-
ment. One such prerequisite is that “the head of the
agency shall . . . prepare a written justification stating the
necessity for establishing the qualification requirement
and specify why the qualification requirement must be
demonstrated before contract award.” 10 U.S.C. §
2319(b)(1).

The Claims Court rejected both of Oracle’s argu-
ments that Gate 1.2 was unenforceable. As to the issue of
need, the court agreed with the government that Gate 1.2
was tied to the agency’s minimum needs. The court re-
ferred to the memorandum from Mr. Van Name, one of
the principal architects of the solicitation requirement,
which justified imposing the FedRAMP Moderate Au-
thorized requirement on the ground that FedRAMP Mod-
erate represents the Department’s minimum security re-
quirements for processing or storing the Department’s
least sensitive information. As noted, Mr. Van Name ex-
plained that FedRAMP Moderate was the minimum level
of security necessary for the Defense Department to have
confidence that the Offeror’s proposed data centers would
have been able to timely meet the physical security re-
quirements needed to successfully perform the contract.
Based on the record evidence, the court found that the re-
quirement to satisfy FedRAMP Moderate is “a useful
proxy . .. for the agency’s real need. If an offeror were
unable to meet the lower threshold, it could not hope to
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meet the higher” security requirements that would be re-
quired during the performance of the contract. Oracle,
144 Fed. Cl. at 117.

As for Oracle’s argument that the government im-
properly used Gate 1.2 as a “qualification requirement”
without satisfying the preconditions set forth in section
2319, the Claims Court ruled that Oracle had waived that
argument by not raising it before the bids were due. Ora-
cle did not raise the argument about the impermissible
use of a qualification requirement until its post-hearing
comments submitted to the GAO after the close of the bid-
ding on the procurement.

In any event, the court concluded that there was no
merit to the argument, because Gate 1.2 did not constitute
“a requirement for testing or other quality assurance
demonstration that must be completed by an offeror be-
fore award of a contract.” Id. (quoting 10 U.S.C. §
2319(a)). Instead, according to the Claims Court, Gate 1.2
constituted a specification. The statute deseribes a quali-
fication requirement as generally consisting of “a quali-
fied bidders list, qualified manufacturers list, or qualified
products list.” 10 U.S.C. § 2319(c)(3). A specification, by
contrast, is a requirement “of the particular project for
which the bids are sought, such as design requirements,
functional requirements, or performance requirements.”
W.G. Yates & Sons Constr. Co. v. Caldera, 192 F.3d 987,
994 (Fed. Cir. 1999) (citing 10 U.S.C. § 2305(a)(1)(C)).

The court concluded that Gate 1.2 is not a qualifica-
tion requirement, because the agency did not require an
offeror to prequalify in order to submit a proposal. In ad-
dition, the court explained, FedRAMP Moderate authori-
zation is not an independent requirement that the Depart-
ment regularly imposes in its procurements. Finally, the
court pointed out that the security features that
FedRAMP Moderate authorization imposes are the same
security features that the Department believed were the
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minimum necessary to store the Department’s data for
the JEDI Cloud project. Accordingly, the court found, the
Department was not using the FedRAMP standard as a
way to examine the offeror’s past performance in storing
government data. Rather, “it [was] a uniform way to de-
termine which offerors have certain security capabilities
on a number of their cloud offerings.” Oracle, 144 Fed. CL
at 118.

The Claims Court next rejected Oracle’s argument
that Gate 1.2 transformed the procurement into one that
uses other than competitive procedures, in violation of 10
U.S.C. § 2304. The court found that the agency structured
the procurement as a full and open competition, and that
satisfying the gate criteria was merely the first step in en-
suring that the Department’s time in the evaluation pro-
cess was not wasted on offerors who could not meet the
agency’s minimum needs.

Finally, the Claims Court examined Oracle’s claims
that several Department officials who were involved in
some way with the procurement had conflicts of interest,
and that Amazon Web Services, Inc., (“AWS”), one of the
bidders on the contract, had an organizational conflict, all
of which infected the procurement. The court addressed
the question whether the contracting officer had properly
assessed the impact of the conflicts on the procurement
and found that she had. The court then concluded that the
contracting officer had properly exercised her discretion
in finding that the individual and organizational conflicts
complained of by Oracle did not affect the integrity of the
procurement.

Based on the court’s determination that Gate 1.2 is
enforceable and Oracle’s concession that it could not meet
the requirements of Gate 1.2 at the time of proposal sub-
mission, the Claims Court found that Oracle could not
“demonstrate prejudice as a result of any other possible
errors.” Oracle, 144 Fed. Cl. at 126. The court therefore
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denied Oracle’s motion for judgment on the administra-
tive record and granted the cross-motions filed by the
government and intervenor AWS. Oracle then took this
appeal.

II

Oracle’s principal argument on appeal is that the De-
fense Department committed legal error when it elected
to conduct the JEDI Cloud procurement as a single-
source procurement. Although the Claims Court agreed
with Oracle that the Department committed legal error
with respect to the ground it invoked to justify the use of
a single-source procurement, the court found the error to
be harmless. The court concluded that the error was
harmless because even if the Department had opted for a
multi-source procurement, Oracle would not have been
able to satisfy the requirements of Gate 1.2, which the De-
partment would have imposed regardless of whether the
procurement was conducted on a single-source or multi-
source basis.

A

In challenging the Department’s decision to conduct
the JEDI Cloud procurement on a single-source basis,
Oracle begins by pointing out that Congress has ex-
pressed its preference for awarding, “to the maximum ex-
tent practicable, multiple task or delivery order contracts
for the same or similar services or property.”10 U.S.C. §
2304a(d)(4). Section 2304a(d) and the regulations issued
pursuant to that provision state that the contracting of-
ficer and the agency head must make certain specified de-
terminations before the agency can proceed with a single-
source award in a large procurement such as this one. On
appeal, Oracle does not take issue with the Claims Court’s
finding that the contracting officer’s determination was
reasonable. And Oracle agrees with the Claims Court that
Under Secretary Lord’s rationale for approving the use of
a single-source award for the JEDI Cloud procurement
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did not satisfy the exception to section 2304a(d)(3) that
she invoked. Oracle takes issue, however, with the Claims
Court’s conclusion that Oracle was not prejudiced by Un-
der Secretary Lord’s determination.

In response, the government endorses the Claims
Court’s “no-prejudice” ruling. In the alternative, the gov-
ernment argues that, apart from the merits of the court’s
prejudice analysis, we may still affirm because the Claims
Court incorrectly rejected Under Secretary Lord’s deter-
mination that a single-source award was justified under
section 2304a(d)(3). Under Secretary Lord based that de-
termination on the exception set forth in section
2304a(d)(3)(B)(ii) for contracts that provide for “firm,
fixed price task orders or delivery orders” for services for
which “prices are established in the contract for the spe-
cific tasks to be performed.” The Claims Court, however,
held that the JEDI Cloud solicitation did not provide for
“firm, fixed price task orders” for which prices were es-
tablished in the contract, because the solicitation con-
tained provisions for the awardee to supply unspecified
services in the future at as-yet unspecified prices.

The government’s argument that the contract pro-
vides only for firm, fixed price task orders is unpersuasive
for the reasons given by the Claims Court. The JEDI
Cloud contract contains a technology refresh provision
(section H2) that allows the addition of new cloud services
during the period of contract performance, when those
services did not exist at the time of award, in order “to
keep pace with advancements in the industry.” Under that
clause, it is anticipated that there will be updates to the
cloud services during the pendency of the contract. Thus,
the solicitation provides that new services will be added,
with new prices, that are not provided for in the initial con-
tract.

The government argues that the exception in section
2304a(d)(3)(B)(ii) applies here because the statute does
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not require that “all tasks/prices must be established ‘at
the time of the award.”” Rather, the government argues,
the requirement that tasks and prices be “established in
the contract” does not address when the “tasks and prices
upon which future orders will be based must be ‘estab-
lished.” It is enough, according to the government, that
new tasks and prices are set pursuant to the terms of the
contract, including section H2, and the subsequent task
orders are issued on a fixed-price basis.

The Claims Court properly rejected the govern-
ment’s argument. As the court explained, the language of
section 2304a(d)(3) makes clear that the services to be
performed under the contract and the prices for those ser-
vices must be established in the contract at the time of
award. That follows from the provision in the statute that
“no . .. contract . . . may be awarded” unless the agency
head determines that the “contract provides only for firm,
fixed price task orders or delivery orders for . . . services
for which prices are established in the contract.”10 U.S.C.
§ 2304a(d)(3). The plain language of the statute refers to
conditions that must exist at the time of the contract
award.

B

Having found that the statutory prerequisite for use
of a single-source contract had not been satisfied, the
Claims Court moved to the question whether that flaw in
the process prejudiced Oracle. The court found no preju-
dice from the error based on the court’s finding that the
agency’s minimum needs, as expressed in Gate 1.2, would
not have been different in a multi-award scenario than in
a single-award scenario. Therefore, the court concluded,
even if the agency had been required to conduct the pro-
curement on a multiple-award basis, the requirements of
Gate 1.2 would have applied. And because Oracle would
not have been able to satisfy those requirements, it would
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have had no chance of a contract award, so the flaw in the
procurement process did not harm Oracle.

Oracle takes issue with the Claims Court’s harmless
error analysis. In particular, Oracle argues that the
Claims Court erred by accepting the government’s argu-
ment that under a multiple-award solicitation the Depart-
ment would still have insisted on imposing Gate 1.2. That
decision, Oracle argues, was one that should have been
made by the agency. It was improper, according to Oracle,
for the court to decide that the agency would have insisted
on Gate 1.2 even if it had known that it was required to
use a multiple-award solicitation for the JEDI Cloud pro-
curement. Citing SEC v. Chenery Corp., 318 U.S. 80
(1943), Oracle contends that the Claims Court should not
have “presume[d] how DoD would structure a multiple-
award procurement as DoD must make that decision in
the first instance.” Appellant’s Br. 35-36.

The Supreme Court has referred to the Chenery doc-
trine as embodying a ‘““foundational principle of adminis-
trative law’ that judicial review of agency action is limited
to ‘the grounds that the agency invoked when it took the
action.” Dep’t of Homeland Sec. v. Regents of the Univ. of
Cal., 140 S. Ct. 1891, 1907 (2020) (quoting Michigan v.
EPA, 576 U.S. 743, 758 (2015)). In Chenery, the Supreme
Court explained the rationale for that rule:

If an order is valid only as a determination of policy
or judgment which the agency alone is authorized to
make and which it has not made, a judicial judgment
cannot be made to do service for an administrative
judgment. For purposes of affirming no less than re-
versing its orders, an appellate court cannot intrude
upon the domain which Congress has exclusively en-
trusted to an administrative agency.

318 U.S. at 88.
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The Chenery doctrine, however, does not invariably
require a remand to the agency whenever a court holds
that the agency’s action was based on legally improper
grounds. As the Supreme Court, this court, and other cir-
cuit courts have recognized, principles of harmless error
apply to judicial review of agency action generally. A re-
mand is unnecessary when the error in question “clearly
had no bearing on the procedure used or the substance of
decision reached,” Mass. Trs. of . Gas & Fuel Assocs. v.
Unated States, 377 U.S. 235, 248 (1964); if there is no rea-
son to believe that the decision would have been different,
In re Watts, 354 F.3d 1362, 1370 (Fed. Cir. 2004); if it is
clear that the agency would have reached the same result,
Fleshman v. West, 138 F.3d 1429, 1433 (Fed. Cir. 1998); if
the result is “foreordained,” Bethlehem Steel Corp. v. Gor-
such, 742 F.2d 1028, 1036 (7th Cir. 1984); if the court is not
“in substantial doubt whether the administrative agency
would have made the same ultimate finding with the erro-
neous finding removed,” Kurzon v. U.S. Postal Serv., 539
F.2d 788, 796 (1st Cir. 1976); or where there is no “signif-
icant chance that but for the error, the agency might have
reached a different result,” NLRB v. Am. Geri-Care, Inc.,
697 F.2d 56, 64 (2d Cir. 1982).

As this court has summed up the rule, a court may
affirm the decision of an agency on a ground other than
the ground given by the agency, so long as it is clear that
the agency would have reached the same decision if it had
been aware that the ground it invoked was legally unavail-
able, or if the decision does not depend on making a find-
ing of fact not previously made by the agency. See Ford
Motor Co. v. United States, 811 F.3d 1371, 1380 (Fed. Cir.
2016); Killip v. OPM, 991 F.2d 1564, 1568-69 (Fed. Cir.
1993); Ward v. Merit Sys. Prot. Bd., 981 F.2d 521, 528
(Fed. Cir. 1992).

In this case, the Claims Court found, based on the ev-
idence in the administrative record, that the Defense
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Department would have stuck with Gate 1.2 even if it had
been required to conduct the procurement on a multiple-
award basis. As the court explained:

[T]he only logical conclusion is that, if multiple
awards were made, the security concerns would
ratchet up, not down. They are, indeed, minimally
stated. If Oracle cannot meet Gate Criteria 1.2 as cur-
rently configured, it is thus not prejudiced by the de-
cision to make a single award. The agency’s needs
would not change, so Oracle would not stand a better
chance of being awarded this contract if the agency
determined that the procurement must be changed to
[a] multiple award.

Oracle, 144 Fed. CI. at 116.

This appeal is a review of a Claims Court decision on
an administrative record. We review a finding of prejudice
or no prejudice by the Claims Court in a trial on an ad-
ministrative record under the clearly erroneous standard.
See Office Design Grp. v. United States, 951 F.3d 1366,
1374 (Fed. Cir. 2020); CliniComp Int’l, Inc. v. Unaited
States, 904 F.3d 1353, 1359 (Fed. Cir. 2018); Diaz .
United States, 853 F.3d 1355, 1359 (Fed. Cir. 2017); Ban-
num, Inc. v. Unated States, 404 F.3d 1346, 1354 (Fed. Cir.
2005). “To establish prejudicial error, a party must show
that “but for the error, it would have had a substantial
chance of securing the contract.” Labatt Food Serv., Inc.
v. United States, 577 F.3d 1375, 1378 (Fed. Cir. 2009).? In

3 Oracle asserts that in pre-award protests, “nontrivial competitive
injury which can be redressed by judicial relief” establishes preju-
dice. Appellant’s Br. 33 (quoting Weeks Marine, Inc. v. United States,
575 F.3d 1352, 1361 (Fed. Cir. 2009)). In some pre-award cases, we
have used the “non-trivial competitive injury” test “because there is
an inadequate factual foundation for performing a ‘substantial
chance’ test.” Orion Tech., Inc. v. United States, 704 F.3d 1344, 1348
(Fed. Cir. 2013). In this case, however, there was an adequate factual
predicate to apply the “substantial chance” test.
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light of the Claims Court’s careful consideration of the
record evidence, the court’s conclusion that the Defense
Department would have included Gate 1.2 even if it had
modified the solicitation to allow for multiple awards, and
that Oracle therefore would not have had a substantial
chance of securing the contract, is not clearly erroneous.
We therefore will not disturb the Claims Court’s determi-
nation that the case did not need to be remanded to the
Defense Department for a further determination whether
a single-source award is appropriate.*

III

Oracle next argues that Gate 1.2 transformed the pro-
curement into one that did not use competitive proce-
dures.

Oracle further contends that the Defense Depart-
ment was required to complete a mandatory justification
and approval process before using procedures other than
competitive procedures, such as Gate 1.2. According to
Oracle, the Defense Department failed to do so. The gov-
ernment responds that the Defense Department was not
required to engage in the justification and approval pro-
cess because the JEDI Cloud procurement used competi-
tive procedures. We agree with the government.

Section 2304 of Title 10 prohibits an agency from us-
ing “other than competitive procedures” in contracting,
except in certain limited circumstances. See 10 U.S.C. §
2304(c). Even in such circumstances, section 2304(f) fur-
ther provides that the head of the agency generally “may

* Oracle argues, inter alia, that a remand to the agency is justified
because Oracle now meets the FedRAMP Moderate Authorized
standard set forth in the solicitation and should be allowed to bid on
the contract based on its current qualifications. The issue before the
Claims Court and before us, however, is whether the agency commit-
ted prejudicial error in the solicitation as of the time that Oracle filed
its protest. Subsequent events are irrelevant to that inquiry.
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not award a contract using procedures other than compet-
itive procedures unless . . . the contracting officer for the
contract justifies the use of such procedures in writing
and certifies the accuracy and completeness of the justifi-
cation” and “the justification is approved.”

Oracle makes several arguments in support of its con-
tention that the procurement used other than competitive
procedures. First, Oracle contends that the Department
knew that only two offerors, AWS and Microsoft, could
satisfy Gate 1.2 at the time the proposals were due. Ac-
cording to Oracle, the decision to adopt Gate 1.2 was
therefore equivalent to prohibiting any parties other than
AWS and Microsoft from bidding on the JEDI Cloud con-
tract. Oracle adds that the evidence showed that the De-
partment “devised the gated approach for the express
purpose of limiting the number of proposals received.”
Appellant’s Br. 41.

Oracle also relies on the regulations issued pursuant
to section 2304. In particular, Oracle relies on the regula-
tion that provides that when there is “a reasonable basis
to conclude that the agency’s minimum needs can only be
satisfied by . . . a limited number of sources,” full and open
competition does not exist and the agency must follow the
justification and approval process. FAR 6.302-1(b)(1)(ii).

We see no error in the Claims Court’s rejection of Or-
acle’s arguments. Citing this court’s decision in National
Government Services, Inc. v. United States, 923 F.3d 977
(Fed. Cir. 2019), the Claims Court explained that a solici-
tation requirement is not necessarily objectionable simply
because the requirement has the effect of excluding cer-
tain offerors who cannot satisfy that requirement. The
Claims Court found that “[t]he few record statements Or-
acle highlights are insufficient to demonstrate” that the
Department was using “other than competitive proce-
dures” in the JEDI Cloud procurement. Oracle, 144 Fed.
CL at 119. Rather, the court explained, the Department
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“structured this procurement to use full and open compe-
tition and the gate criteria are just the first step in the
evaluation of proposals.” Id. The court added that the use
of the gate criteria could have occurred at any point in the
evaluation of the proposals; “the agency simply put the
gate criteria first to ensure its evaluation was not wasted
on offerors who could not meet the agency’s minimum
needs.” Id.

As the Claims Court explained, “evaluation criteria
which have the effect of limiting competition do not neces-
sarily trigger the procedures required by § 2304(c).” Id.
“Full and open competition . . . means that all responsible
sources are permitted to submit sealed bids or competi-
tive proposals on the procurement.” 41 U.S.C. § 107; 10
U.S.C. § 2302(3)(D). Even if the agency expected that only
certain firms would be able to satisfy the agency’s mini-
mum needs, the solicitation permitted all responsible
sources to submit proposals. Under these circumstances,
we agree with the Claims Court that the FedRAMP Mod-
erate authorization component of Gate 1.2 did not trans-
form the solicitation into one for less than full and open
competition.

Nor did the Department violate FAR 6.302-1. That
regulation is one of several “authorities” that “permit con-
tracting without providing for full and open competition.”
FAR 6.302. In this case, the Department did not prohibit
any responsible sources from submitting proposals, so the
Department did not need to invoke section 6.302-1 as au-
thority to contract without providing for full and open
competition.

IV

Oracle next argues that Gate 1.2 violated 10 U.S.C. §
2319, which requires, inter alia, a written justification
when the Defense Department imposes a “qualification
requirement” in a solicitation. Section 2319(a) defines a
“qualification requirement” as a “requirement for testing
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or other quality assurance demonstration that must be
completed by an offeror before award of a contract.” Ora-
cle contends that Gate 1.2 constituted a qualification re-
quirement, as that term has been interpreted, and that
because there was no advance written justification for
that requirement, Gate 1.2 is unenforceable.

The Claims Court held that Oracle waived the section
2319 argument by not raising it on a timely basis. The
court also held that even if the argument had been timely
raised, it failed on the merits, because Gate 1.2 is not a
“qualification requirement” within the meaning of that
term in section 2319.

The Claims Court correctly held that Gate 1.2 does
not constitute a “qualification requirement” within the
meaning of section 2319.° “An essential step in every pro-
curement involves a determination that the potential con-
tractor is qualified to serve as a Government contractor.”
J. Cibinie, Jr. & R. Nash, Jr., Formation of Government
Contracts 403 (3d ed. 1998). That determination requires
consideration of whether the firm can be expected to com-
plete the contract work on time and in a satisfactory man-
ner. Id. In an individual procurement, the government
uses “nonresponsibility” determinations to avoid award-
ing contracts to unqualified firms. Id. Although the gov-
ernment is required to make a determination of responsi-
bility in every case, see 10 U.S.C. 2305(b)(4)(C); FAR
9.103, we do not think that Congress intended to impose
the obligations enumerated in section 2319 on every gov-
ernment procurement.

Instead, as this court has explained, section 2319
draws a line between extraneous “qualification

5 Because we agree with the Claims Court that Gatel.2 is not a “qual-
ification requirement,” we do not reach the issue of whether the
Claims Court correctly held that Oracle waived its section 2319 argu-
ment.
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requirements,” such as a qualified manufacturers list, and
requirements that are intrinsie to the particular solicita-
tion, such as requirements that are directed to ensure that
the contractor will be able to satisfy the requirements of
that solicitation. In W.G. Yates & Sons Construction Co.
v. Caldera, 192 F.3d 987 (Fed. Cir. 1999), the case on
which Oracle principally relies, this court held that a par-
ticular prerequisite fell on the “extraneous requirement”
side of that line. There, a solicitation for the production of
aircraft hangar doors required that the manufacturer ei-
ther be prequalified or have previously made similar
products. We held that those requirements constituted
qualification requirements because they were not directly
tied to the needs of the procurement.

Unlike the requirements in the Yates case, the agency
in this case used Gate 1.2 in a way that did not implicate
section 2319. Gate 1.2 is analogous to an “intrinsic” re-
quirement in, for example, a contract for emergency mili-
tary air transport services that the bidding companies
have a minimum number of certified pilots available at the
time proposals are submitted. Such a requirement would
ensure that the company would be ready to proceed on
day one of the contract and would not have to hire or train
pilots. Gate 1.2 serves a similar purpose in the JEDI
Cloud solicitation. In particular, the Department was
evaluating whether the actual data centers that would or
could be used to provide cloud services would be able to
meet the agency’s minimum security needs on the pro-
posed schedule. As Mr. Van Name’s memorandum ex-
plained, the agency believed that if an offeror could not
satisfy the security requirements represented by
FedRAMP Moderate at the time of proposal, that offeror
would not be able to satisfy the more stringent security
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requirements the offeror would be required to meet
shortly after award.’

That is a standard type of responsibility determina-
tion that contracting officers regularly make. See FAR
9.104-1 (“To be determined responsible, a prospective
contractor must . . . [b]e able to comply with the required
or proposed delivery or performance schedule . . . [and]
[h]ave the necessary production, construection, and tech-
nical equipment and facilities, or the ability to obtain
them”); 50 State Sec. Serv., Inc., Comp. Gen. Dec. B-
272114, 96-2 CPD 1 123 (Sept. 24, 1996) (upholding con-
tracting officer’s determination that the protestor did not
have the ability to have a sufficient number of prison
guards in place when performance of the contract was set
to begin); Sys. Dev. Corp., Comp. Gen. Dec. B-212624, 83-
2 CPD 1 644 (Dec. 5, 1983) (upholding nonresponsibility
determination based on the agency’s conclusion that the
protestor would not be able to comply with the proposed
delivery schedule because the protestor had not yet se-
cured “confirmation of supplier’s and subcontractor’s
commitments to deliver items and equipment with long
lead-times”). And in this case, because Gate 1.2 did not re-
late to an extraneous quality assurance demonstration,
such as the successful completion of other related pro-
jects, the responsibility determination did not implicate
section 2319.

\%

Oracle next contends that Gate 1.2 was unreasonable
in light of the Defense Department’s needs, and that the

¢ Under the solicitation, the awardee would be required, shortly after
the award, to meet a modified version of the FedRAMP High security
requirements, sometimes referred to in the record as “FedRAMP
High Plus.” According to Mr. Van Name’s testimony, there are “325
requirements that FedRAMP Moderate covers, and there is a differ-
ence of about 145 to get to FedRAMP High. But a few of those, we've
granted exemptions to . ...” J.A. 105496.
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solicitation should be invalidated on the ground that it un-
necessarily restricted competition. The Claims Court an-
alyzed at some length the Department’s needs as the De-
partment assessed them and found that the gating re-
quirements, including Gate 1.2, were reasonable in light
of that context. For that reason, the court found that the
solicitation requirements did not unduly restrict competi-
tion.

Oracle has not provided a sufficient basis for over-
turning the Claims Court’s determination on that issue.
As the Claims Court observed, an agency’s assessment of
its needs in a procurement should not readily be second-
guessed by a court. We are even more removed from a
detailed assessment of the needs of the procurement than
the Claims Court and therefore are even more hesitant to
override the agency’s judgment as to its needs. Oracle has
not shown that the Department’s determination as to its
need for a level of security represented by Gate 1.2 was
unreasonable; that clause of the solicitation therefore can-
not be rejected as unnecessarily restrictive of competi-
tion.

VI

In the final section of its brief, Oracle contends that
conflicts of interest on the part of three former Defense
Department employees tainted the procurement in a way
that requires that the solicitation be set aside. When the
claimed conflicts surfaced, the contracting officer con-
ducted a detailed investigation and made findings as to
the conflicts and their effects on the procurement. She de-
termined that although there were conflicts of interest on
the part of two of the employees, those conflicts and the
asserted conflict on the part of the third employee did not
have any effect on the procurement. After reviewing the
contracting officer’s findings, the Claims Court concluded
that the contracting officer’s investigation was thorough
and her “no effect” determination was reasonable.
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A

Oracle raises a number of challenges to the Claims
Court’s ruling with respect to the conflicts of interest. At
the outset, Oracle argues that the Supreme Court’s deci-
sion in United States v. Mississippi Valley Generating
Co., 364 U.S. 520 (1961), sets forth a per se rule that con-
flicts of interest that violate the federal criminal conflict-
of-interest statute, 18 U.S.C. § 208, invalidate any govern-
ment contracts to which the conflicts relate. Based on that
interpretation of the Mississippt Valley case, Oracle ar-
gues that the conflicts of interest on the part of the former
Defense Department employees invalidate the JEDI
Cloud solicitation regardless of whether their conflicts
had any effect on the solicitation.

Contrary to Oracle’s contention, the Mississippi Val-
ley case is best read as providing that conflicts of interest
invalidate government contracts only if the conflicts ma-
terially affect the contracts. That is the way this court
read the Mississippi Valley case in Godley v. United
States, 5 F.3d 1473 (Fed. Cir. 1993). In that case, we noted
that the illegality in the Mississippi Valley case “perme-
ated the contract.” Id. at 1475-76 (citing Mississippi Val-
ley, 364 U.S. at 553). We then went on to explain:

A contract without the taint of fraud or wrongdoing,
however, does not fall within this rule. Illegal acts by
a Government contracting agent do not alone taint a
contract and invoke the void ab initio rule. Rather,
the record must show some causal link between the
illegality and the contract provisions. Determining
whether illegality taints a contract involves questions
of fact.

Id. at 1476; see also Long Island Sav. Bank, FSB v.
United States, 503 F.3d 1234, 1250 (Fed. Cir. 2007) (“In
Godley, we emphasized that for a government contract to
be tainted by fraud or wrong doing and thus void ab initio,
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the record must show some causal link between the fraud
and the contract.”).

We are bound by that ruling interpreting the Missis-
sippt Valley case, and we therefore reject Oracle’s argu-
ment that the conflicts of interest in this case invalidate
the solicitation regardless of whether they had any effect
on the procurement.

B

The Claims Court separately addressed each of the
individual conflicts of interest as well as related allega-
tions of an organizational conflict of interest on the part of
AWS. The court noted that under the FAR, a contracting
officer who receives information about a conflict of inter-
est on the part of persons involved in a procurement
“must determine if the reported violation or possible vio-
lation has any impact on the pending award or selection of
the contractor.” Oracle, 144 Fed. Cl. at 121 (quoting FAR
3.104-7(a)). If the contracting officer determines that
there is no impact on the procurement, the contracting of-
ficer must forward the information to a designated indi-
vidual within the agency, and if that individual agrees with
the contracting officer, the procurement may proceed. Id.

The contracting officer for the JEDI Cloud project
reviewed each of the alleged conflicts of interest and
found that while some of the conduct in question was im-
proper, none of the activities by the individuals in question
affected the solicitation, and in particular that none of
those activities affected the decision to employ a single-
award approach or the use of the gating requirements for
the procurement. A designated Department official con-
curred in the contracting officer’s findings in each in-
stance.

The standard for Claims Court review of a contract-

ing officer’s decision with regard to a conflict of interest is
highly deferential. A contracting officer’s conflict of
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interest determination will be upheld unless it is “arbi-
trary, capricious, or otherwise contrary to law.” PAI
Corp. v. United States, 614 F.3d 1347, 1352 (Fed. Cir.
2010). If the contracting officer’s findings are rational,
they will be upheld on judicial review. See Turner Constr.
Co. v. Unated States, 645 F.3d 1377, 1383-87 (Fed. Cir.
2011).

The Claims Court upheld the contracting officer’s
conclusion that the alleged conflicts on the part of the
three Defense Department employees had no impact on
the procurement. Specifically, the court ruled that the
contracting officer was correct in concluding that the
three individuals “were bit players in the JEDI Cloud pro-
ject,” in that none of them held responsible positions with
regard to the procurement. Oracle, 144 Fed. Cl. at 121.
Based on its analysis, the court concluded that “[w]hile
they should not have had the opportunity to work on the
JEDI Cloud procurement at all, or at least for certain pe-
riods of time, nevertheless, their involvement does not
taint the work of many other persons who had the real
control of the direction of the JEDI Cloud project.” Id.

The three former Defense Department employees
whose conduct is at issue are Deap Ubhi, Anthony De-
Martino, and Victor Gavin. Oracle challenges the Claims
Court’s conclusions as to the conflict of interest claims
with respect to all three employees. Specifically, Oracle
contends that the conflicted employees influenced the
procurement by affecting the decision to use a single
award and the selection of the gate criteria. While we
share the views of the contracting officer and the Claims
Court that some of the conduct at issue is troubling, at the
end of the day we agree with the Claims Court that the
conflict of interest problems of those three individuals had
no effect on the JEDI Cloud solicitation.

The Claims Court, like the contracting officer, con-
cluded that at least two of the Department officials, Mr.
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Ubhi and Mr. Gavin, disregarded their ethical obligations
by negotiating with AWS for employment while working
on the procurement. The court added that the Depart-
ment, because of “lax oversight, or in the case of Ubhi, de-
ception . . . was apparently unaware of this fact.” Id. at
120. As the Claims Court explained, however, the question
before it was “whether any of the actions called out make
a difference to the outcome,” and in particular, whether
the contracting officer’s conclusion of no impact was rea-
sonable. Id. As to that issue, the court found that the con-
tracting officer conducted a detailed examination of the
record, that her work was “thorough and even-handed,”
that she “understood the legal and factual questions and
considered the relevant evidence,” and that she “deter-
mined that, although there were some violations or possi-
ble violations of law relating to conflicts of interest, those
conflicted individuals did not impact the decision to use a
single award approach or the substance of the evaluation
factors.” Id. at 120-21.

1

Mr. Ubhi was employed by AWS until January 2016.
After a period of time working for the Defense Depart-
ment between August 2016 and November 2017, he re-
turned to AWS. The contracting officer found that during
Mr. Ubhi’s tenure in the Department, he was involved in
marketing research activities for the JEDI Cloud pro-
curement and that he participated in drafting and editing
some of the first documents shaping the procurement.

In October 2017, Mr. Ubhi advised the Department
that a company he had founded might be engaging in dis-
cussions with Amazon, the owners of AWS, and that he
was recusing himself from further involvement in the
JEDI Cloud procurement. The contracting officer subse-
quently concluded that Mr. Ubhi’s involvement in the pro-
curement did not materially impact the procurement, for
several reasons: the restrictions on his involvement based
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on his prior employment had expired by the time he began
working on the procurement; his participation in the pro-
curement was limited; and he promptly recused himself
when the potential conflict arose.

It was later determined that the reason Mr. Ubhi
gave for his recusal was false, and that instead he was ne-
gotiating for employment with AWS during the period be-
fore his recusal. When that fact came to light, the con-
tracting officer reassessed the impact of Mr. Ubhi’s ac-
tions in light of the new information. While the contract-
ing officer found that Mr. Ubhi’s behavior was troubling,
she again determined that Mr. Ubhi’s conflict of interest
had not tainted the JEDI Cloud procurement.

The Claims Court agreed with the contracting officer
that Mr. Ubhi’s behavior was troubling. The court agreed
with the contracting officer that despite being aware of his
ethical obligations, Mr. Ubhi ignored them and remained
involved in the procurement when he should not have
been.

The situation with respect to Mr. Ubhi is more com-
plex than is the case for the other alleged conflicts of in-
terest. As the contracting officer recognized, his behavior
was “disconcerting,” as he was aware of his ethical obliga-
tions, but “ignored them.” Oracle, 144 Fed. Cl. at 122. The
contracting officer concluded that Mr. Ubhi had violated
FAR 3.101-1 and possibly other statutory and regulatory
provisions governing conflicts of interest, including 18
U.S.C. § 208. Nonetheless, the contracting officer and the
Claims Court noted that when Mr. Ubhi returned to AWS,
he did not work on the JEDI Cloud proposal team or in
AWS’s Federal Business Sector or its DoD Programs sec-
tion.

Moreover, the contracting officer found no evidence
that Mr. Ubhi had shared any information with the team
at AWS that was working on the JEDI Cloud procure-
ment. The court found that the contracting officer’s
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investigation in that regard was thorough and that there
was no reason to disturb it.

The contracting officer also found that even if Mr.
Ubhi had disclosed nonpublic information to AWS, none
of it would have been competitively useful. And she found
that his seven-week period of work on the preliminary
planning stage of the JEDI Cloud procurement did not
introduce bias in favor of AWS. The Claims Court found
the contracting officer’s conclusions on those issues to be
supported by the record. The Claims Court, moreover,
found that Mr. Ubhi’s primary role was industry liaison;
the record did not “warrant attributing to him any serious
involvement in the technical or security aspects of the
gate criteria.” Oracle, 144 Fed. Cl. at 123.

Based on its review of the record, the Claims Court
found that the contracting officer correctly concluded that
although Mr. Ubhi should not have worked on the JEDI
Cloud procurement, his involvement did not affect the
procurement in any material way. With regard to the de-
cision whether to use a single award or multiple awards,
the Claims Court noted that the Defense Department’s
Cloud Executive Steering Group (of which Mr. Ubhi was
not a member) expressed a preference for a single-award
approach early on in the process, before Mr. Ubhi’s in-
volvement. Yet even after Mr. Ubhi left the Department,
“the Deputy Secretary remained unconvinced regarding
which approach to use,” and the contracting officer re-
called that as of April 2018, long after Mr. Ubhi was gone,
“the single award decision was still being vigorously de-
bated.” Oracle, 144 Fed. Cl. at 123-24. Thus, the contract-
ing officer concluded that Mr. Ubhi had no effect on the
decision to use a single-award approach or the fashioning
of the gate criteria. The Claims Court sustained that judg-
ment.

Oracle first argues that the contracting officer “failed
to consider an important aspect of the problem” because
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she did not wait for the results of the Department of De-
fense inspector general’s investigation of the conflict of in-
terest allegations with respect to Mr. Ubhi as well as Mr.
Gavin. That contention is meritless. The contracting of-
ficer found that Mr. Ubhi and Mr. Gavin had conflicts of
interest that violated federal regulations and possibly sec-
tion 208. Neither the contracting officer nor the Claims
Court needed the results of the inspector general’s inves-
tigation to confirm whether Mr. Ubhi and Mr. Gavin had
acted improperly.” The ecritical question for the

" In April 2020, the Department of Defense Office of Inspector Gen-
eral (“OIG”) issued a report detailing its extensive review of the JEDI
Cloud procurement, including its conclusions regarding Mr. Ubhi’s
and Mr. Gavin’s alleged ethical violations and the impact of those vio-
lations on the procurement. With respect to Mr. Ubhi, the OIG
reached the following conclusion:

In sum, we concluded that Mr. Ubhi engaged in unethical conduct
when he made three false statements and failed to properly report
financial interests in Amazon. These actions, combined with his in-
volvement in early Cloud Initiative activities in September and Oc-
tober 2017, also created the appearance of violation of laws and eth-
ical standards. However, his early involvement in the Cloud Initia-
tive was not substantial and did not provide any advantage to his
prospective employer, Amazon, in the JEDI Cloud contract com-
petition, which was decided 2 years after Mr. Ubhi’s resignation
from the DoD. Although Mr. Ubhi’s Cloud actions from September
through October 2017 violated the JER and the FAR, his minimal
and limited contributions were largely discarded and did not affect
the conduct or outcome of the JEDI Cloud procurement.

Dep’t of Def. Off. of Inspector Gen., Rep. on the Joint Enterprise Def.
Infrastructure (JEDI) Cloud Procurement 157 (Apr. 13, 2020). The
OIG also noted that it presented its findings regarding Mr. Ubhi to
the United States Attorney for the Eastern District of Virginia for
consideration as a criminal matter, but prosecution was declined. Id.
at 154. With respect to Mr. Gavin, the OIG reached the following con-
clusion:

In sum, we concluded that Mr. Gavin should have used better judg-
ment by not attending the April 5, 2018, JEDI Cloud Acquisition
strategy meeting after he had accepted a job with AWS, or by
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contracting officer and the Claims Court was whether
their improper conduct had impacted the procurement in
away that required the solicitation to be set aside. On that
issue, the contracting officer’s investigation, which the
Claims Court held to be thorough and even-handed, was
sufficient.

Second, Oracle argues that the Claims Court improp-
erly upheld the contracting officer’s determination with
respect to the impact of Mr. Ubhi’s conflict of interest on
a ground different from that adopted by the contracting
officer. According to Oracle, the Claims Court held, in ef-
fect, that Mr. Ubhi’s involvement in the JEDI Cloud pro-
curement occurred too late to influence the single-award
decision, while the contracting officer concluded that Mr.
Ubhi’s involvement in the procurement occurred too
early, i.e., before the final decisions were made as to
whether to award one or multiple contracts.

That is too facile a characterization of the ground for
the Claims Court’s decision. The court recognized that, as
the contracting officer found, the decision whether to use
a single award or multiple awards was not made until long
after Mr. Ubhi left the Defense Department. In fact, the
Claims Court cited the contracting officer’s remark that
she had attended a meeting in April 2018, well after Mr.
Ubhi’s departure, in which the issue was “still being vig-
orously debated.” Oracle, 144 Fed. Cl. at 124. Yet, as the
court noted, the record also showed that at a September
2017 meeting of the Cloud Executive Steering Group, of
which Mr. Ubhi was not a member, the group expressed a
preference for a single award. The Claims Court’s point

sending someone else in his place, to avoid the appearance of a con-
flict. However, he did not violate ethical standards by following the
ethics advice he received, and his participation in the meeting did
not affect the JEDI Cloud procurement.

Id. at 166.
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was that there was an expressed preference among the
decisionmakers for a single award approach from prior to
the time Mr. Ubhi was involved in the procurement, but
the debate on that issue continued until after he was gone.
And a final decision was not made until months after his
departure. Under those circumstances, the contracting
officer and the Claims Court agreed, there was no indica-
tion that Mr. Ubhi’s brief seven-week involvement in the
procurement materially affected the decision to use a sin-
gle-award approach.

Oracle next contends that the Ubhi no-impact deter-
mination “runs counter to the evidence before the
agency.” There is no force to this argument. Oracle’s con-
tention that Mr. Ubhi “deliberately, systematically, and
successfully influenced individuals to adopt the single-
award approach” far outruns the limited evidence Oracle
cites to support it. First, Oracle cites two separate instant
messages in which a Department attorney told Mr. Ubhi,
“Single is assumed now,” and added, “Really glad you
were here this week.” That is not evidence that Mr. Ubhi’s
support for a single-award approach was important to the
decision. Moreover, as the contracting officer found, the
evidence shows that the issue of single-versus-multiple
contract awards was debated long after Mr. Ubhi’s depar-
ture from the agency, contrary to the implication in the
instant message. Second, Oracle cites an instant message
from Mr. Van Name in which he stated: “The single [vs.]
multiple conversation is done. Everyone that matters is
now convinced; Thursday’s meeting was decidedly clear
that we are all in favor of a single award.” That message,
however, does not remotely suggest that Mr. Ubhi’s pref-
erence for a single-award approach was important to, or
otherwise materially affected, the decisionmakers’ selec-
tion.

Oracle next argues that the contracting officer was
wrong to state that there was no evidence that Mr. Ubhi’s
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participation “had any substantive impact on the procure-
ment decisions or documents,” because there was evi-
dence that Mr. Ubhi “edited material in October 2017”
that the Department ultimately included in the solicita-
tion. But the contracting officer reviewed Mr. Ubhi’s “ed-
its” in detail, and concluded that Mr. Ubhi’s “influence and
direct edits to the documents were minimal.” The con-
tracting officer estimated that Mr. Ubhi contributed an
estimated 100 changes to the Problem Statement, “rang-
ing in significance from formatting and grammar to revi-
sion of sentences and paragraphs,” which were made as
part of a group effort. In addition, the contracting officer
noted, Mr. Ubhi’s participation “contributed a total of
eight (8) edits to the [request for information], all of which
were contained within two sentences.” Contrary to Ora-
cle’s contention, the evidence amply supports the con-
tracting officer’s conclusion that Mr. Ubhi did not materi-
ally impact the solicitation, particularly with respect to
the single-award approach and the gating requirements.

On a separate issue, Oracle briefly contends that the
contracting officer was wrong to find that there was “no
evidence that . . . [Mr.] Ubhi obtained or disclosed any
competitively useful nonpublic information.” In fact, Ora-
cle argues, Mr. Ubhi had access to sensitive information,
including the JEDI Cloud team’s Google drive, which he
had on his computer. The contracting officer, however,
found that Mr. Ubhi did not share any competitively use-
ful nonpublic information with AWS and was not in a po-
sition to do so. The contracting officer noted that when
Mr. Ubhi was rehired by AWS, he did not join AWS’s
JEDI Cloud proposal team, but joined the commercial
team that was not involved in government contracts.
Moreover, Mr. Ubhi was subject to firewalls within AWS,
and the contracting officer reviewed numerous affidavits
from AWS employees stating that he had not disclosed
nonpublic information and that he was excluded from any
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involvement with AWS’s JEDI Cloud proposal. In light of
the deferential standard of review for contracting officers’
findings regarding conflicts of interest, the finding that
Mr. Ubhi did not share sensitive information with AWS
must be sustained.

2

Mr. DeMartino was a consultant for AWS before join-
ing the Defense Department and therefore was prohib-
ited by applicable ethics rules from participating in mat-
ters involving AWS throughout his tenure at the Depart-
ment. At the Department he occupied two positions at dif-
ferent times: Deputy Chief of Staff for the Secretary of
Defense and Chief of Staff for the Deputy Secretary. In
the course of his duties, Mr. DeMartino had limited in-
volvement in the JEDI Cloud procurement. The contract-
ing officer characterized Mr. DeMartino’s involvement in
the procurement as “ministerial and perfunctory” and
noted that he “provided no input into the JEDI Cloud ac-
quisition documents.” The contracting officer noted that
the Department’s Standards of Conduct Office had deter-
mined that “Mr. DeMartino’s involvement in ministe-
rial/administrative actions (such as scheduling meetings,
editing/drafting public relations,[] ete.) did not constitute
participating in the JEDI Cloud acquisition itself,” and
that Mr. DeMartino therefore was not in violation of the
applicable ethical standards. However, in light of the high
visibility of the procurement and in an abundance of cau-
tion Mr. DeMartino was advised that he should consider
recusing himself from even ministerial and administrative
matters related to the JEDI Cloud procurement, and he
did so. In light of Mr. DeMartino’s limited role, the con-
tracting officer concluded that his activities “did not neg-
atively impact the integrity” of the procurement.

The Claims Court upheld that determination, finding

that none of the facts in the case contradicted the con-
tracting officer’s determination that Mr. DeMartino’s
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involvement with the JEDI Cloud project had no substan-
tive impact on the procurement. According to the court,
the contracting officer rationally determined that Mr. De-
Martino “was merely a go-between for the Deputy Secre-
tary and did not have substantive input into the structure
or content of the solicitation.” Oracle, 144 Fed. Cl. at 121.
The court found that Mr. DeMartino “did not have a voice
in whether DoD should use a single or multiple award ap-
proach and did not craft the substance of the evaluation
factors.” Id.

Oracle contends that the contracting officer failed to
consider an important aspect of the problem and that her
conclusions were contrary to the evidence. Oracle points
to various communications among Department officials,
including Mr. DeMartino, and a draft public statement re-
lating to the JEDI Cloud procurement that Mr. DeMar-
tino participated in editing. The evidence cited by Oracle
does not establish that Mr. DeMartino was significantly
involved in crafting the substance of the procurement.®
We conclude that the record supports the contracting of-
ficer’s finding, upheld by the Claims Court, that Mr. De-
Martino’s role in the procurement was limited, largely
nonsubstantive, and did not significantly impact the pro-
curement.

8 Many of the record excerpts cited by Oracle are so cryptic as to be
of no value in supporting Oracle’s contention that Mr. DeMartino was
significantly involved in the substantive work of crafting the solicita-
tion. Moreover, the list of 72 persons who the Department said were
“personally and substantially” involved in the JEDI Cloud procure-
ment between September 2017 and August 2018 did not include Mr.
DeMartino’s name. Oracle’s suggestion that the inclusion of the name
of the Deputy Secretary of Defense must have implicitly included Mr.
DeMartino is entirely speculative, particularly because Mr. DeMar-
tino was recused from involvement in the JEDI Cloud procurement
after April 2018.
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3

During the procurement, Mr. Gavin was a Deputy As-
sistant Secretary of the Navy. Between August 2017 and
January 2018, he discussed retirement plans with an AWS
recruiter. In October 2017, he attended a meeting of the
Cloud Executive Steering Group, which was planning the
JEDI Cloud procurement, to share the Navy’s experience
with cloud services. In January 2018, he submitted a Re-
quest for Disqualification from Duties, asking that he be
excluded from matters affecting the financial interests of
AWS. Later that month, he interviewed with AWS, and
on March 29, 2018, he was offered a position with AWS,
which he later accepted. On April 5, 2018, Mr. Gavin at-
tended a meeting at which the attendees discussed the
Draft Acquisition Strategy for the JEDI Cloud procure-
ment. The contracting officer attended the same meeting
and recalled that Mr. Gavin did not advocate for any par-
ticular vendor but instead advocated for a multiple-award
approach.

After beginning his employment with AWS, Mr.
Gavin was instructed by AWS that he was subject to an
information firewall that prohibited him from disclosing
any nonpublic information about the JEDI Cloud pro-
curement to anyone at AWS. He agreed to comply with
the firewall requirement.

Following her investigation of the conflicts of interest
involving the JEDI Cloud procurement, the contracting
officer concluded that Mr. Gavin had violated FAR 3.101
and possibly 18 U.S.C. § 208. But the contracting officer
found that Mr. Gavin’s involvement in the JEDI Cloud
project did not taint the procurement. In particular, the
contracting officer found that Mr. Gavin had limited ac-
cess to the Draft Acquisition Strategy, did not furnish any
input to that document, did not introduce bias into any of
the meetings that he attended, and did not disclose any
competitively useful information to AWS. Although Mr.
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Gavin spoke with one member of the AWS JEDI Cloud
proposal team before the firewall was instituted, that
member and Mr. Gavin represented that Mr. Gavin had
not disclosed any nonpublic information about the JEDI
Cloud procurement.

The Claims Court found that the contracting officer’s
conclusions regarding Mr. Gavin were “well-supported.”
Oracle, 144 Fed. CL at 121. In particular, the court con-
cluded that the record supported the contracting officer’s
findings that Mr. Gavin was involved in the procurement
“only to offer his knowledge of the Navy’s cloud services
experience,” and was not a member of any team that was
working on the JEDI Cloud procurement. Id. at 121-22.
The court noted that Mr. Gavin did not “assist in crafting
the single award determinations or the technical sub-
stance of the evaluation factors.” Id. at 122. At most, the
court concluded, Mr. Gavin “attended a few JEDI Cloud
meetings.” Id. Moreover, the court added, Mr. Gavin did
not appear to have obtained any contractor bid or pro-
posal information, nor did he appear to have introduced
any bias toward AWS in the meetings he attended. Id.

The court agreed with the contracting officer that Mr.
Gavin had acted improperly in having a conversation with
an AWS employee about the JEDI Cloud procurement af-
ter Mr. Gavin began working for AWS. The court found,
however, that the contracting officer had “reasonably de-
termined that Mr. Gavin simply did not have access to
competitively useful information to convey to AWS.” Id.
at 122,

Oracle argues that the Claims Court’s statement that
Mr. Gavin did not have access to competitively useful in-
formation to convey to AWS is contrary to the contracting
officer’s findings that Mr. Gavin had access to the draft
Acquisition Strategy in April 2018. That draft Aequisition
Strategy, according to the contracting officer, contained
nonpublic information that could be competitively useful.
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The Claims Court observed, however, that by the time
Mr. Gavin began working at AWS, the draft request for
proposals had been released. The draft request for pro-
posals, the court explained, provided AWS “access to the
relevant information that also appeared in the draft Ac-
quisition Strategy.” Id. The court’s observation that the
information in the draft Acquisition Strategy had become
public by the time Mr. Gavin began working for AWS thus
provided support for the contracting officer’s finding that
Mr. Gavin did not disclose any competitively useful non-
public information to AWS; it did not reflect a conflict be-
tween the findings of the contracting officer and the deci-
sion of the Claims Court.

In sum, notwithstanding the extensive array of claims
raised by Oracle, we find no reversible error in the Claims
Court’s decision.

AFFIRMED.
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AMAZON WEB SERVICES, INC.,
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Appeal from the United States Court of Federal Claims
(No. 1:18-cv-01880)

Craig A. Holman, Washington, DC, for plaintiff.
Kara L. Dawiels, Dana E. Koffman, Amanda J. Sher-
wood, and Nathaniel K. Castellano, of counsel.

William P. Rayel, Senior Trial Counsel, United
States Department of Justice, Civil Division, Commercial
Litigation Branch, Washington, DC, with whom were Jo-
seph H. Hunt, Assistant Attorney General, Robert E.
Kirschman, Jr., Director, Patricia M. McCarthy,

! This opinion was originally issued under seal to permit the parties
an opportunity to propose redactions by July 25, 2019. The govern-
ment and intervenor proposed two redactions; plaintiff opposed one.
Because both proposed redactions address protected information, the
court adopts both. The parties also identified several possible clerical
mistakes or omissions; to the extent we agree that they were clerical
mistakes or omissions, and not substantive changes, we corrected
them. RCFC 60(a).
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Assistant Director, for defendant. Christina M. Austin
and Andrew Brammnick, Washington Headquarters Ser-
vice & Pentagon Force Protection Agency, United States
Department of Defense, Office of General Counsel, of
counsel.

Daniel R. Forman, Washington, DC, for intervenor.
Robert J. Swneckenberg, Olivia L. Lynch, James G.
Peyster, Christian N. Curran, and Gabrielle Trujillo, of
counsel.

BRUGGINK, Judge.

This protest involves the Department of Defense’s
(“DoD”) Joint Enterprise Defense Infrastructure
(“JEDI”) Cloud procurement. In the JEDI Cloud pro-
curement, DoD is seeking an enterprise cloud services so-
lution that will accelerate DoD’s adoption of cloud compu-
ting technology. Oracle America, Inc. (“Oracle”) initially
filed this as a pre-award bid protest on December 6, 2018.
After it was excluded from the competition during the
protest and DoD completed several conflicts of interest
determinations, Oracle amended its complaint. It cur-
rently has three primary challenges. First, it argues that
the decision to use a single award as opposed to multiple
awards was a violation of law. This argument has two com-
ponents because the decision to use a single award had to
be made both by an Under Secretary of Defense and in-
dependently by the contracting officer (“CO”). Second, it
argues that the use of certain gate criteria, the application
of which led to Oracle’s exclusion, were improper for var-
ious reasons. Third, it contends that conflicts of interest
on the part of DoD employees and Amazon Web Services,
Ine. (“AWS”), one of the other bidders, prejudicially af-
fected the procurement. AWS has intervened.

The parties filed cross-motions for judgment on the
administrative record. The matter is fully briefed, and we
held oral argument on July 10, 2019. As stated in the
court’s July 12, 2019 order, because we find that Gate
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Criteria 1.2 is enforceable, and Oracle concedes that it
could not meet that criteria at the time of proposal sub-
mission, we conclude that it cannot demonstrate prejudice
even if the procurement was otherwise flawed. Plaintiff’s
motion for judgment on the administrative record is
therefore denied. Defendant’s and intervenor’s respective
cross-motions for judgment on the administrative record
are granted.

One feature of the protest makes resolution some-
what awkward. Although we ultimately conclude that
Gate Criteria 1.2 is enforceable and thus a comprehensive
answer to all of plaintiff’s arguments, it is necessary to
provide a virtually complete recitation of the facts and ar-
guments because Oracle contends that two of the asserted
errors—the decisions adopting a single award approach
and the conflict of interest determinations— influenced
the formulation of Gate Criteria 1.2. The critical question
as to those two arguments, therefore, is whether, if Oracle
is correct on the merits, they impacted the formulation of
the criteria on which Oracle concedes it fails. We ulti-
mately conclude that they did not taint the formulation of
that criteria or other aspects of the solicitation.

BACKGROUND

DoD is ready to adopt an enterprise cloud services so-
lution.” It plans to award the vast majority of DoD’s cloud

% The agency defines “cloud” as “[t]he practice of pooling physical
servers and using them to provide services that can be rapidly provi-
sioned with minimal effort and time, often over the Internet.” Admin-
istrative Record (“AR”) Tab 25 at 478. The agency explains, “The
term is applied to a variety of different technologies (often without
clarifying modifiers), but, for the purpose of this document, cloud re-
fers to physical computing and storage resources pooled to provide
virtual computing, storage, or higher-level services.” DoD explains
that “commercial cloud means that a commercial cloud service pro-
vider is maintaining, operating, and managing the computing, net-
working, and storage resources that are being made available to
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services business to a single vendor. Although DoD has
been developing the JEDI Cloud procurement for several
years, we enter the development timeline in August 2017,
when the Secretary of Defense traveled to Seattle, Wash-
ington, and Palo Alto, California, to visit cloud services
companies. Administrative Record (“AR”) Tab 91 at 5955.

Following this trip, Deputy Secretary of Defense Pat-
rick Shanahan sent a memorandum on September 13,
2017, to the secretaries of the military departments. He
emphasized that certain technologies “are [1] changing
the character of war; (2) commercial companies are pio-
neering technologies in these areas; [and] (3) the pace of
innovation is extremely rapid.” Id. The Deputy Secretary
concluded that “accelerating [DoD’s] adoption of cloud
computing technologies is critical to maintain our mili-
tary’s technological advantage.” Id. He explained that the
adoption of cloud computing technology was “a Depart-
ment priority” in which “[s]peed and security are of the
essence.” AR 5956. His memo went on to broadly outline
the steps to set the JEDI Cloud procurement in motion.

To devise a strategy to accelerate the adoption of
cloud services, the Deputy Secretary established the
Cloud Executive Steering Group. The group would brief
the Deputy Secretary on a bi-weekly basis on progress to-
ward adoption of cloud computing technology. The Cloud
Executive Steering Group consisted of Chair Ellen Lord,
Under Secretary of Defense for Acquisition, Technology,
and Logistics; Director Chris Lynch, Defense Digital Ser-
vice; Director Will Roper, Strategic Capabilities Office;
Managing Partner Raj Shah, Defense Innovation Unit
Experimental; Executive Director Joshua Marcuse,

customers. Depending on the contract, the commercial cloud service
provider may be performing in commercial facilities or on premises.”
Id.
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Defense Innovation Board; and advisor John Bergin, DoD
Chief Information Officer Business Technology Office.

Adoption of an enterprise cloud would proceed in two
phases. First, DoD would use “a tailored acquisition pro-
cess to acquire a modern enterprise cloud services solu-
tion that can support unclassified, secret, and top secret
information.” Id. The Deputy Secretary tasked the De-
fense Digital Service, under Mr. Lynch, with leading
phase one. The Defense Digital Service is a team within
DoD’s United States Digital Service. Members of Defense
Digital Service dedicated to the JEDI Cloud procurement
at that time included Mr. Lynch, legal counsel Sharon
Woods, industry specialist Deap Ubhi, Deputy Director
Timothy Van Name, and engineer Jordan Kasper. In the
second phase, the Cloud Executive Steering Group would
“rapidly transition select DoD Components or agencies to
the acquired cloud solution,” using cloud services as ex-
tensively as possible. Id.

Early Commitment to a Single Award and Tailored
Acquisition Plan

The Cloud Executive Steering Group held a meeting
the day after the Deputy Secretary issued his memo.? AR
Tab 86. In attendance were Mr. Lynch; Ms. Woods; a De-
fense Digital Service engineer; Mr. Ubhi; two represent-
atives from the Strategic Capabilities Office; Mr. Shah,;
Mr. Marcuse; and a “C3 cyber and business systems
AT&L” representative. AR 5927. The meeting notes rec-
ord that Mr. Liynch stated “[o]ver time there ha[ve] been
considerable changes to the tech world outside of the DoD
that are so fundamental that they are now serious con-
straints on delivering the mission of defense.” Id. Mr.
Lynch further noted, “If we feel uncomfortable moving

3 The government’s AR index states this meeting occurred on Sep-
tember 14, 2017. The meeting notes do not state the date of the meet-

ing.
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forward, then we are probably headed in the right direc-
tion.” Id. The group noted that “Sec Deft DSD is afraid of
vendor lock in.” AR 5928.

The notes include the following comment: “Avoid
specifying that there is a single vendor. This will create
perception issues with vendors already in use.” Id. This
suggests that, from the beginning, the expectation was
that there would be a single award.

The Cloud Executive Steering Group met again on
September 28, 2017, and discussed when the problem
statement draft, RFI, Business Case Analysis, and RFP
would be developed. AR Tab 87. The meeting notes read:
“Questions and inquiries form [sic] industry should be di-
rected to Deap [Ubhil.” AR 5932. Procurement docu-
ments, such as the ones discussed at this meeting, were
developed and stored in a Google Drive accessible by cer-
tain DoD personnel, including the Cloud Executive Steer-
ing Group and Defense Digital Service team.

In between meetings, members of the Defense Digi-
tal Service discussed the progress of the JEDI Cloud pro-
ject on the agency’s internal communication medium,
Slack.! During this period, Defense Digital Service mem-
bers discussed what to include in the problem statement.
For instance, on October 2, 2017, they discussed whether
“metrics” should be included in the problem statement or
if they were too difficult to articulate at that point. Ms.
Woods wrote, “Let me put the metrics in this context. The
agreed upon measures drive what acquisition strategy
will be approved. So, if multiple cloud providers can meet

4 “Slack is a communication tool utilized by [the Defense Digital Ser-
vice], and other authorized collaborators, to facilitate timely commu-
nication and coordination of work activities . . . . Slack channels are
comprised of distinct groups of Slack users and are organized by pur-
pose.” AR Tab 221 at 58699. The government provided an index of
user names and the message timestamps can be converted using an
epoch time converter.
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the metrics, then we don’t get to one. The metrics drive
how we solve the problem.” AR 3123.

The “Draft Problem Statement” was complete Octo-
ber 3, 2017. The draft explained that DoD’s “current com-
puting and storage infrastructure environment and ap-
proach . . . is too federated, too slow, and too uncoordi-
nated to enable the military to rapidly utilize DoD’s vast
information to make critical, data driven decisions.” AR
60089. DoD envisioned acquiring services that “seam-
lessly extend[] from the homefront to the tactical edge.”
Id. The authors concluded that DoD “cannot achieve this
vision without a coordinated enterprise approach that
does not simply repeat past initiatives.” Id. The document
repeated the ills of fragmented infrastructure in nearly
every paragraph.

On October 5, 2017, the Cloud Executive Steering
Group convened again.’ According to the meeting notes,
Under Secretary Lord explained that more than “600
cloud initiatives across” DoD currently exist and that the
“cloud initiative is about implementing an enterprise ap-
proach rather than an uncoordinated eclectic approach
that has resulted in pockets of cloud adoption.” AR 5933.
Mr. Lynch contributed: “[a] [slingle cloud solution [is]
necessary for this enterprise initiative to be successful

5 DoD defines tactical edge as “[e]nvironments covering the full range
of military operations, including, but not limited to forces deployed in
support of a Geographic Combatant Commander or applicable train-
ing exercises, on various platforms . . . and with the ability to operate
in austere and connectivity-deprived environments.” AR Tab 25 at
479.

8 DoD defines tactical edge as “[e]lnvironments covering the full range
of military operations, including, but not limited to forces deployed in
support of a Geographic Combatant Commander or applicable train-
ing exercises, on various platforms . . . and with the ability to operate
in austere and connectivity-deprived environments.” AR Tab 25 at
479.
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and allow DoD to achieve its mission objectives with cloud
adoption.” AR 5934.

Slack messages among the Defense Digital Service
team members refer to a late October 2017 Cloud Execu-
tive Steering Group meeting at which Mr. Ubhi, along
with others, argued for a single award approach. AR
60100, 60229. The messages suggest that attendees either
already favored a single award or were persuaded at the
meeting.

On October 27, 2017, Defense Digital Service’s Mr.
Kasper sent the Deputy Secretary a two-page update on
the DoD Cloud efforts and the draft Request for Infor-
mation (“RFI”). AR Tab 51. Under “Acquisition Strategy
Approach,” the update anticipated an Indefinite Delivery,
Indefinite Quantity (“IDIQ”) contract and “[flirm-fixed
pricing with commercial catalog.” AR 4324. On “Single
versus Multiple Providers,” the update stated: “General
consensus is that we should press forward with a single
provider approach for now . . . The [Cloud Executive
Steering Group] acquisition strategy is focusing on a sin-
gle-award.” AR 4325. The primary reasoning for a single
rather than multiple award was “reduced complexity, en-
suring security of information to the greatest degree pos-
sible, ease of use and limited barriers to entry, virtual pri-
vate cloud-to-virtual private cloud peering, and seamless,
secure sharing of data across the enterprise through cloud
peering.” Id.

Development of the Tailored Solicitation Approach
and Needs

DoD issued an RFI to the commercial world on Octo-
ber 30, 2017, inquiring into available cloud computing ser-
vices. DoD emphasized its need to rely on “the cloud pro-
vider(s)” for all levels of data classification from the home-
front to the tactical edge. AR 5936. Among other items,
DoD asked for information about responders’ third-party
marketplace, failover and data replication architecture,
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ability to operate “at the edge of connectivity,” and for an
example of “a large commercial customer with worldwide
presence that has migrated to your infrastructure and
platform services.” AR 5937-38.

Before DoD received responses, it completed a sum-
mary of the JEDI Cloud procurement effort to date on
November 6, 2017. This included an “Acquisition Strat-
egy” description: “Single-award [IDIQ] contract using
full and open competitive procedures. A single Cloud Ser-
vice Provider (CSP) to deliver services for cloud compu-
ting infrastructure and platform services. Up to ten-year
ordering period.” AR 5957.

The agency received RF1 responses on November 17,
2017. Many responders questioned whether a single
award would offer the best cost model, whether one ven-
dor could possibly be the leader in all areas, and whether
a single vendor would devalue investment made by exist-
ing vendors. Oracle argued that a single award would sti-
fle adoption of market-driven innovation. Microsoft con-
curred: “DoD’s mission is better served through a multi-
vendor cloud approach,” because “competition drives in-
novation,” and offers “greater flexibility.” AR 1545. Mi-
crosoft urged DoD to preserve its flexibility and agility to
adopt the latest cloud technology and to avoid “a single
point of failure.” Id. IBM likewise responded: “Limiting
the DoD to a single cloud provider will negatively impact
DoD’s source access to innovative cloud offerings and in-
crease risk of deployment failure.” AR 1983. Google ar-
gued that DoD must not become “beholden to monolithic
solutions or single cloud providers.” AR 1924.

AWS, on the other hand, argued that, although mul-
tiple awards might decrease the likelihood of protests, a
single award would increase consistency, interoperability,
and ease of maintenance. AWS posited that commercial
parity requirements would guarantee innovation. AWS
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was not alone in noting that single awards had been used
in the past and that they might offer advantages.

On December 22, 2017, the Joint Requirements Over-
sight Council issued a memo to twenty-two DoD stake-
holders to address “Joint Characteristics and Considera-
tions for Accelerating to Cloud Architectures and Ser-
vices.” AR Tab 17. The council “accept[ed] the Defense
Digital Service cloud brief” and acknowledged that “accel-
erating to the cloud [is] critical in creating a global, resili-
ent, and secure information environment that enables
warfighting and mission command.” AR 321. The memo
repeated DoD’s expectations: data exchange across all
classification levels and DoD components; an environment
that is scalable and elastic; security from persistent ad-
versary threats; use to the tactical edge; and industry-
standard high availability.

The memo identified “cloud characteristics and ele-
ments of particular importance to warfighting missions.”
AR 323. Those characteristics were: cloud resiliency with-
out a single point of failure, support of DoD’s cyber de-
fenses, enabling cyber defenders, and role-based training.
The attached presentation referred to a single “cloud pro-
vider.” AR 330.

On January 8, 2018, Deputy Secretary Shanahan cir-
culated a memorandum to the secretaries of the military
departments providing an “Accelerating Enterprise
Cloud Adoption Update.” AR Tab 94. This memo stated
that the Cloud Executive Steering Group had provided
recommendations as requested and that “the Deputy
Chief Management Officer (DCMO), in partnership with
Cost Assessment and Program Evaluation, Chief Infor-
mation Officer, and Defense Digital Service, [would now]
take the lead in implementing the initial acquisition strat-
egy.” AR 5978. The memo also directed the Deputy Chief
Management Officer to establish a Cloud Computing Pro-
gram Manager. The Deputy Secretary directed the
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Deputy Chief Management Officer and the Chief Infor-
mation Officer to work with “the Services; the Under Sec-
retary of Defense for Intelligence; and the Under Secre-
tary of Defense for Acquisition, Technology, and Logistics
to build cloud strategies for requirements related to mili-
tary operations and intelligence support.” Id.

Three months later, DoD released the first draft RFP
and held an industry day on March 7, 2018. DoD provided
the draft RFP for “early and frequent exposure to indus-
try of the Department’s evolving requirement.” AR 5995.
DoD anticipated awarding a single award IDIQ that
would issue firm fixed-price task orders. DoD would seek
Infrastructure as a Service (“IaaS”) and Platform as a
Service (“PaaS”).

[aasS is “[t]he capability provided to the consumer to
provision processing, storage, networks, and other funda-
mental computing resources where the consumer is able
to deploy and run arbitrary software, which can include
operating systems and applications.” AR Tab 25 at 478.
DoD explained, “The consumer does not manage or con-
trol the underlying cloud infrastructure but has control
over operating systems, storage, deployed applications,
and possibly limited control of select networking compo-
nents (e.g., host firewalls).” Id.

PaaS is “[t]he capability provided through software,
on top of an IaaS solution, that allows the consumer to
replicate, scale, host, and secure consumer created or ac-
quired applications on the cloud infrastructure.” AR 479.
As with IaaS, DoD explained, “The consumer does not
manage or control the underlying cloud infrastructure in-
cluding network, servers, operating systems, or storage,
but has control over the deployed applications and possi-
bly application hosting environment configurations.” Id.

The draft included a specially crafted “New Services”
clause, providing that “DoD may acquire new products
and/or services from the contractor for capabilities not
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currently provided in the Cloud Services Catalog Price
List under this contract.” AR 6013. The draft also intro-
duced the concept of Factor 1 Gate Criteria, a number of
metrics which offerors would have to meet to advance to
consideration of other factors. Three of the criteria are at
issue in this protest. Gate Criteria 1.1 required the offeror
to “provid[e] a summary report for the months of January
and February 2018 that depicts each of the four metric
areas detailed below.” AR 6083. Gate Criteria 1.2 required
the offeror to have no fewer than three physical, unclassi-
fied data center locations at least 150 miles apart and to
document network availability. An additional ecriteria
(later numbered 1.6) required the offeror to provide a
marketplace for both native and third-party programs.

On March 27, 2018, the Cloud Computing Program
Office completed its Market Research Report, which DoD
used to “inform the overall acquisition strategy.” AR 366.
Market research included vendor meetings held from Oc-
tober 12, 2017 to January 26, 2018, focus sessions within
DoD and with industry leaders, intelligence community
meetings, and the RF1.

The Cloud Computing Program Office found that
“market research indicate[s] that multiple sources are ca-
pable of satisfying DoD’s requirements for JEDI Cloud.”
Id. The office found, however, that “[o]nly a few compa-
nies have the existing infrastructure—in both scale and
modernity of processes—to support DoD mission require-
ments, worldwide.” AR 369. The office concluded that “[ilf
the JEDI Cloud contract is sufficiently flexible and re-
quires maintaining technical parity with commercial solu-
tions,” DoD would be able to apply cloud solutions to the
tactical edge. AR 366. The office also found that providers’
information security and ability to operate in discon-
nected environments were still growing and that a “ro-
bust, self-service marketplace” is “essential.” AR 369. The
office found that the responses did not clearly
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demonstrate how multiple clouds benefitted the agency’s
security needs.

The Cloud Computing Program Office completed the
Business Case Analysis on April 11, 2018. The summary
provides that the Business Case Analysis, Acquisition
Strategy, Statement of Objectives, and Cybersecurity
Plan form the foundation of the procurement. The prob-
lem statement indicated that DoD’s operations are ham-
pered by fragmented, outdated computing and storage in-
frastructure; tedious, manual management processes;
and lack of interoperability, seamless systems, standardi-
zation, and automation. “In short, DoD’s current compu-
ting and storage infrastructure critically fails DoD’s mis-
sion and business needs.” AR 403. This gloomy assess-
ment led to eight objectives: available and resilient ser-
vices; global accessibility; centralized management and
distributed control; ease of use; commercial parity; mod-
ern and elastic computing; storage; and network infra-
structure, fortified security, and advanced data analytics.

The office turned to available alternatives. The anal-
ysis of alternatives was “based on outcomes when the
overarching goal is for JEDI Cloud to host 80% of all DoD
applications that currently reside in DoD on-prem[ise]
centers, existing cloud offerings, and legacy systems.” AR
405. The office assumed that the solution required “signif-
icant transformation,” because “DoD needs to extricate it-
self from the business of installing, managing, and oper-
ating data centers.” AR 406. The office also assumed that
a high degree of integration is necessary and using multi-
ple vendors would increase complexity and cost.

Four alternatives were considered: DoD retaining
80% of the workload; DoD splitting its workload with
JEDI Cloud; a single JEDI Cloud provider managing
80% of the workload; and multiple JEDI Cloud providers
splitting 80% of the workload. The office concluded that a
single JEDI Cloud provider would fulfill seven of the
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eight objectives and partially fulfill the global accessibility
objective. Multiple JEDI Cloud providers, on the other
hand, would meet only four objectives and partially meet
four objectives. The DoD-focused options all failed at least
one objective.

The office did not see any disadvantage to adopting a
single JEDI Cloud provider approach. It found that
global accessibility is problematic in any scenario because
the technology is evolving. This section concluded: “There
are significant overlaps in the commercial cloud services
offered by the various providers, such that any provider
selected will meet the majority of Department needs.” AR
410.

The office acknowledged that DoD would “benefit
from the commercial parity, investment, innovation, and
technical evolution of commercial cloud offerings driven
by industry, and additional commercial service offerings
[that] will be made available” if it chose a multiple award
approach. AR 411. Ultimately, it concluded that this ap-
proach would be “technically more complex.” Id. Using
multiple vendors would “significantly complicate[] man-
agement,” “raise[] the risk profile,” compromise ease of
use, create new security vulnerabilities, and impede in-
teroperability. Id. The office recommended that the
agency “proceed with the acquisition of services from a
single” cloud services provider. AR 412.

The analysis set out nine “high-level programmatic
success criteria” mapped to the eight objectives. AR 415.
Among the criteria were “a commercial [cloud services
provider] where total usage by DoD does not exceed 50%
of the provider’s total network, computing, and storage
capacity;” “ongoing parity with commercial offerings for
unclassified applications for pricing;” a “scalable, resili-
ent, and accredited” cloud services solution that can man-
age needs from DoD’s users; and ability to operate in dis-
connected and austere environments. AR 415-16.
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The analysis addressed seven program risks. Oracle
highlights the sixth risk assessed, which it believes indi-
cates a connection between the desire for a single awardee
and the metrics selected for the gate criteria:

The JEDI Cloud program schedule could be nega-
tively impacted if source selection extends beyond the
planned timeline due to an unexpected number of
proposals or lengthy protest delays. To mitigate this
risk, the solicitation will use a gated evaluation ap-
proach that includes “go/ no-go” gate criteria. Offe-
rors must meet the established minimum criteria in
order to be considered a viable competitor. Also, [the
Cloud Computing Program Office] will communicate
those criteria through a draft solicitation process.

AR 422.

On April 16, 2018, DoD issued the second draft RFP,
including a chart with DoD’s responses to questions re-
ceived from industry. Although many potential offerors
questioned the gate criteria, DoD made only a few
changes. For Factor 1.1, the relevant measuring period
remained January through February 2018. For Factor
1.2, the location of the three data centers was broadened
from the continental United States to “the Customs Ter-
ritory of the United States.” AR 6241. DoD added that the
proposed data centers must contain hardware used to pro-
vide IaaS and PaaS services “that are FedRAMP Moder-
ate compliant.” Id. Factor 1.6, a marketplace containing
native services and third-party services, remained un-
changed, as did the “New Services” provision, which al-
lowed the introduction of new services during the ten-year
contract period.

CO’s Justification of Single Award Approach

The agency was required to explain its decision to use
a single award for the JEDI Cloud procurement. The
agency must satisfy both a regulatory requirement for the



hba

CO to consider whether a multiple award was appropriate
and a statutory requirement for the head of the agency to
determine if a single award was permissible in an acquisi-
tion of this size. We discuss those requirements below.

On July 17, 2018, the CO issued her memo stating that
the rationale for using a single award IDIQ contract over-
came the multiple award preference stated in FAR
16.504(c) (2018). That regulation provides that, when plan-
ning an IDIQ acquisition, the CO must determine
whether multiple awards are appropriate, giving prefer-
ence to multiple awards to the “maximum extent practica-
ble.” FAR 16.504(c). The regulations set out six excep-
tions to the single award preference; if the CO determines
any of those conditions exist, the agency “must not” use a
multiple award approach. Id.

The CO relied on three exceptions to the multiple
award preference. First, “[b]ased on the CO’s knowledge
of the market, more favorable terms and conditions, in-
cluding pricing, will be provided if a single award is
made.” AR 455. Second, “[t]he expected cost of admin-
istration of multiple contracts outweighs the expected
benefits of making multiple awards.” Id. Third, “[m]ulti-
ple awards would not be in the best interests of the Gov-
ernment.” Id.

The CO explained that a vendor is more likely to offer
favorable price terms and make the initial investment to
serve DoD’s needs if it can be assured it will recoup its
investment through packaging prices for classified and
unclassified services. The CO next observed that adminis-
tering multiple contracts is costlier and less efficient. Fi-
nally, she reasoned that “[p]roviding the DoD access to
foundational commercial cloud infrastructure and plat-
form technologies on a global scale is critical to national
defense and preparing the DoD to fight and win wars.”
AR 461-62. “Based on the current state of technology,
multiple awards . . . i) increase security risks; ii) create
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impediments to operationalizing data through data ana-
lytics, machine learning (ML), and artificial intelligence
(AI); and iii) introduce technical complexity in a way that
both jeopardizes successful implementation and increases
costs.” AR 462.

She explained that “multiple awards increase secu-
rity risks,” because a single cloud can offer data encryp-
tion but with the added benefit of seamless data transfer.
Id. Multiple clouds, on the other hand, would “frustrate
the DoD’s attempts to consolidate and pool data so data
analytics capabilities can be maximized for mission bene-
fit.” AR 463. The CO iterated that “[o]ne of the primary
goals of” the procurement “is to decrease barriers to
adoption of modern cloud technology to gain military ad-
vantage.” Id. She found that multiple clouds inherently
raise barriers, because they require additional training,
interoperability, more space, and more investment. In the
conclusion, the CO stated that a single award solution
“achieves better security, better positions the DoD to op-
erationalize its data, and decreases barriers to rapid adop-
tion.” AR 464.

The Under Secretary’s Justification of Single
Award Approach

Just two days after the CO signed her single award
determination, on July 19, 2018, Under Secretary Lord
signed a separate Determination and Findings (“D&F”)
stating that DoD was authorized to award the JEDI
Cloud contract to a single cloud services provider. This
separate determination was required, because in 2008
Congress prohibited DoD, among other agencies, from
awarding task order contracts in excess of $112 million” to

" 41 U.S.C. § 1908 (2012) (statutory inflation adjustment require-
ment); Inflation Adjustment of Acquisition-Related Thresholds, 80
Fed. Reg. 38293-01, 38997 (July 2, 2015) (adjusting the $100 million
single award prohibition).
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a single source. National Defense Authorization Act for
Fiscal Year 2008, Pub. L. No. 110-181, § 843(a)(1), 122
Stat. 3, 236 (2008) (“Limitation on Single Award Con-
tracts”). This added another level of serutiny unique to
large single award procurements in addition to the multi-
ple award preference.

Exceptions are permitted, however, when the head of
the agency determines that one of four exceptions to the
single award prohibition exists. 10 U.S.C. §
2304a(d)(3)(A)-(D) (2012).

The Under Secretary based the D&F on one excep-
tion to the statutory prohibition: “the contract provides
only for firm, fixed price (FFP) task orders or delivery or-
ders for services for which prices are established in the
contract for the specific tasks to be performed.” AR Tab
16 at 318. Although the statute offers three other excep-
tions to the single award prohibition, the D&F only ap-
plied this single exception to the JEDI Cloud procure-
ment.

The D&F then set out seven findings. The fourth
through seventh findings provided more detail justifying
a single award. The findings set out that the successful of-
feror’s discount methodologies will be incorporated into
the contract, thus presumably minimizing concern over
pricing. The contract line item numbers for cloud offer-
ings “will be priced by catalogs resulting from the full and
open competition, thus enabling competitive forces to
drive all aspects of [firm fixed] pricing.” AR 319. The cat-
alogs will cover the “full potential 10 years.” Id. The suc-
cessful offeror’s catalog will be incorporated in the con-
tract.

The Under Secretary’s discussion acknowledged two
pricing-related clauses in Section H of the contract that
warranted mentioning: sections H2 and H3. Section H2
New Services, provides:
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1. Subsequent to award, when new (including im-
proved) IaaS, PaaS, or Cloud Support Package ser-
vices are made publicly available to the commercial
marketplace in the continental United States (CO-
NUS) and those services are not already listed in the
JEDI Cloud catalogs . . . the Contractor must imme-
diately (no later than 5 calendar days) notify the
JEDI Cloud Contracting Officer for incorporation of
the new services into the contract . . . . At its discre-
tion, the Contractor may also seek to incorporate new
services into the contract in advance of availability to
the commercial marketplace. The JEDI Cloud Con-
tracting Officer must approve incorporation of any
new services into the contract.

2. Any discounts, premiums, or fees . . . shall equally
apply to new services, unless specifically negotiated
otherwise.

3. The price incorporated into the JEDI Cloud cata-
log for new unclassified services shall not be higher
than the price that is publicly-available in the com-
mercial marketplace in CONUS, plus any applicable
discounts, premiums or fees. ...

a. New services that are proposed to be incorpo-
rated into the contract in advance of availability
to the commercial marketplace may potentially
be considered a noncommercial item. The JEDI
Cloud Contracting Officer will make a fact spe-
cific commereciality determination. If the new ser-
vice is not a commercial item and no other excep-
tion or waiver applies, the JEDI Cloud Contract-
ing Officer may require certified cost and pricing
data or other than certified cost and pricing data
under FAR Subpart 15.4 to make a fair and rea-
sonable price determination.

i. If there are any new fees associated with a
new service that is proposed to be
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incorporated into the contract in advance of
availability to the commercial marketplace,
the new proposed fee must be provided to
the JEDI Cloud Contracting Officer for re-
view and, if appropriate, approval and incor-
poration into the contract.

4. The price incorporated into the JEDI Cloud cata-
log for new classified services may include a price
premium as compared to unclassified services be-
cause of the additional security requirements. . . .

AR Tab 35 at 740-41 (Final Amended RFP). The net effect
of this provision is to permit the addition of wholly new
services to the contract over time.

Section H3 provides:

1. Within 45 calendar days of the Contractor lowering
prices in its publicly-available commercial catalog in
CONUS, the Contractor shall submit a revised cata-
log for incorporation into Attachment J-1, Price Cat-
alogs as follows:

a. For unclassified services, the revised catalog
price shall match the commercially lower price.

b. For classified services, the revised catalog
price shall be lowered by to be completed by Of-
feror percentage of the net value difference for
the newly lowered rate for the unclassified ser-
vice. ...

2. Any discounts, premiums, or fees in Attachment J-
3: Contractor Discounts, Premiums, and Fees shall
equally apply to any services with price changes, un-
less specifically negotiated otherwise.

3. The Contractor may offer new or additional dis-
counts at any time to be incorporated into Attach-
ment J-3: Contractor Discounts, Premiums, and Fees
only upon JEDI Cloud Contracting Officer approval.
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4. When the JEDI Cloud Contracting Officer incor-
porates the revised price into the Attachment J-1,
Price Catalogs and/or Attachment J-3: Contractor
Discounts, Premiums, and Fees, as appropriate, the
Contractor shall update the listing of services and
corresponding prices in the online pricing calculator
and APIs for JEDI Cloud within 24 hours.

AR 741. This section would apparently offer some assur-
ance that the prices of new services would be moderated.

The attraction of these clauses was that DoD could
take advantage of changes in new cloud services that
likely will emerge in the marketplace over the ten year
lifetime of the contract. They would also ensure that the
awardee could not price the new service “higher than the
price that is publicly-available in the commercial market-
place in the continental United States.” AR 740. The CO
could then choose to approve the addition of these services
to the contract. The Under Secretary reasoned that, be-
cause the CO had to approve the new service, once the
service was added, its unit price would be fixed, and that
the contract thus remained one in which all task orders
had “established” firm fixed prices within the terms re-
quired by the chosen exception.

JEDI Cloud RFP

On July 26, 2018, DoD issued the RFP for the JEDI
Cloud. DoD anticipated awarding a single IDIQ contract,
incorporating the awardee’s fixed unit price information
and catalog offerings to serve as the basis for firm-fixed
price task orders. The performance period could extend
over ten years: a two-year base period, two three-year op-
tion periods, and a final two-year option period.

Section M provides that the agency will evaluate pro-
posals according to the RFP requirements and for best
value to the government. The evaluation includes two
phases. First, the agency will evaluate the offeror’s
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submission against the seven gate criteria. An offeror
which receives an “Unacceptable” rating for any gate cri-
teria “will not be further evaluated.” AR 805.

The second phase begins with the agency evaluating
the remaining proposals against Factors 2 through 6 (non-
price) and Factor 9 (price). After applying those factors,
the agency will establish a competitive range. Offerors in
the competitive range will be invited to submit materials
for evaluation on non-price Factors 7 and 8 and to engage
in discussions. The agency will eliminate any offerors that
are rated “Marginal” or “Unacceptable” for Technical Ca-
pability or are rated “High” risk under Factor 8 Demon-
stration. Once any discussions conclude, remaining offe-
rors will be permitted to submit a final proposal revision.
The agency will evaluate final proposals, eliminate any
proposals with a “High” risk rating or that are rated be-
low “Acceptable” on non-price factors, and determine the
proposal that offers the best value.

We return now to phase one, application of the seven
gate criteria from Factor 1: 1.1 Elastic Usage; 1.2 High
Availability and Failover; 1.3 Commereciality; 1.4 Offering
Independence; 1.5 Automation; 1.6 Commercial Cloud Of-
fering Marketplace; and 1.7 Data. The protest puts Gate
Criteria 1.1, 1.2, and 1.6 at issue.

Under Gate Criteria 1.1, the agency evaluates offers
for whether “the addition of DoD unclassified usage will
not represent a majority of all unclassified usage.” AR
806. To comply with this gate criteria, the offeror must
submit a summary report reflecting its capacity in terms
of “Network,” “Compute,” and “Storage” parameters for
the period of January to February 2018. AR 791. “JEDI
unclassified usage [must be] less than 50% of the [Com-
mercial Cloud Offering] usage as demonstrated by” the
three metrics: Network, Compute, and Storage. Id. Un-
der Network, for the selected two months, offerors had to
assume JEDI Cloud unclassified ingress was 10.6
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Petabytes and 6.5 Petabytes for unclassified egress. Un-
der Compute, offerors had to assume the JEDI Cloud un-
classified average physical compute cores in use by appli-
cation servers was 46,000 cores. Under Storage, offerors
had to assume JEDI unclassified data storage usage av-
eraged 50 Petabytes online, 75 Petabytes nearline, and
200 Petabytes offline across the 2 months.

Three days prior to the release of the JEDI Cloud
RFP, Timothy Van Name, Deputy Director of the De-
fense Digital Service, submitted a memorandum to the
CO justifying the use of the gate criteria. It states that
Gate Criteria 1.1 exists “to ensure that JEDI Cloud: 1) is
capable of providing the full scope of services even under
surge capacity during a major conflict or natural disaster
event; and 2) experiences ongoing innovation and devel-
opment and capability advancements for the full potential
period of performance (10 years).” AR 944.

Mr. Van Name continued, “Not including this criteria
will risk future military operations that depend on the
overall ability of the Offeror to support surge usage at vi-
tal times.” Id. He explained that, “Limiting JEDI Cloud
to 50%, excluding the Offeror’s own usage, is essential to
ensuring the Offeror’s ability to support commercial inno-
vation by requiring a critical mass of non-JEDI customers
and usage that will drive further development of the ser-
vice offerings.” AR 945. Mr. Van Name justified the re-
quirement for offerors to present summary reports based
on data from January 2018 and February 2018 as neces-
sary in order “to facilitate fair competition, as this pre-
vents potential Offerors from taking measures to change
their numbers once they became aware of this [Gate Cri-
teria] requirement at the release of the draft RFP in
March 2018.” Id.

The next challenged Gate Criteria is 1.2. There are
four elements within Gate Criteria 1.2, but only the first
is relevant to this protest:
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No fewer than three physical existing unclassified
[Commercial Cloud Offering] data centers within the
Customs Territory of the United States . . . that are
all supporting at least one IaaS offering and at least
one PaaS offering that are FedRAMP Moderate “Au-
thorized” by the Joint Authorization Board (JAB) or
a Federal agency as demonstrated by official
FedRAMP documentation.

AR 792.

Concerning Gate Criteria 1.2, Mr. Van Name wrote,
“The rationale for including these minimum requirements
in the RFP is to validate that JEDI Cloud can provide
continuity of services for DoD’s users around the world.”
AR 947. He notes that “[h]igh availability and failover re-
quirements are long standing within the DoD, particu-
larly around the critical infrastructure that supports
warfighters.” Id. Plaintiff specifically challenges the in-
clusion of the FedRAMP Moderate “Authorized” require-
ment, which it was admittedly unable to meet at the time
of proposal submission. Mr. Van Name explained at the
time that, even though the successful offeror would not
have to be FedRAMP Moderate “Authorized” during per-
formance, such authorization “is the Federal cloud com-
puting standard and represents the Department’s mini-
mum security requirements for processing or storing
DoD’s least sensitive information.” Id. (emphasis added).
The authorization process “validates [that] the physical
data center security requirements are appropriately
met.” Id. Upon award, the offeror has thirty days to “meet
the more stringent security requirements outlined in the
JEDI Cyber Security Plan for unclassified requirements,
but being able to meet the more stringent requirements
are contingent on the underlying physical data center se-
curity requirements that are approved during the
FedRAMP Moderate review process.” Id.
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The third gate criteria at issue is 1.6. The market-
place will be used “to deploy [Commercial Cloud Offering]
and third-party platform and software service offerings
onto the [Commercial Cloud Offering] infrastructure.”
AR 793. It exists “to enable DoD to take advantage of the
critical functionality provided by modern cloud computing
providers to easily ‘spin up’ new systems using a combina-
tion of IaaS and PaaS offerings as well as offerings pro-
vided through the vendor’s online marketplace.” AR 950-
51. The marketplace provides ease of use and rapid adop-
tion. Mr. Van Name concluded that “all [sJub-factors un-
der Factor 1 Gate Criteria are necessary and reflect the
minimum requirements for JEDI Cloud.” AR 952.

Post-Solicitation Events

Oracle filed a pre-bid, pre-award protest at the GAO
on August 6, 2018, challenging the single award approach.
The agency then amended the RFP, and Oracle filed a
supplemental protest on August 23, 2018, challenging the
three gate criteria discussed above. The agency amended
the RFP again on August 31, in relevant part permitting
an offeror to demonstrate that it met Gate Criteria 1.2,
FedRAMP Moderate “Authorized,” through authoriza-
tion by the Joint Authorization Board or by an agency.
Oracle then filed a consolidated protest on September 6,
2018, raising its conflicts of interest argument (the facts
of which are discussed in the next section).

Four offerors, including Oracle, submitted proposals
on October 12, 2018. GAO subsequently denied Oracle’s
protest. Oracle filed its protest in this court on December
6, 2018. Oracle did not move for a preliminary injunction.
The agency informed the court that it did not intend to
make an award until midsummer 2019.

Meanwhile, the agency continued to perform its eval-
uation, starting with Factor 1 Gate Criteria. On December
12, 2018, the Technical Evaluation Board (“TEB”) found
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Oracle’s proposal “Unacceptable” under Factor 1 Gate
Criteria 1.1 and it ended evaluation of Oracle’s proposal.

Oracle was found “Unacceptable” under the Network
component of Gate Criteria 1.1 because its “proposal does
not specify a comparison of the aggregate network usage
as required, it only specifies a comparison against in-
stalled network capacity in the Summary Report.” AR
57848. The board also found Oracle’s proposal unaccepta-
ble for the Compute component, because Oracle placed its
table for JEDI Cloud and Cloud Commercial Offering av-
erage physical compute cores in use in its Tab A narrative
instead of in its Summary Report. For the Storage com-
ponent, the board concluded, “The JEDI Cloud RFP re-
quires that ‘JEDI unclassified usage must be less than
50% of the [Commercial Cloud Offering] [average stor-
age] in use’. This proposal is found ‘Unacceptable’ for Sub-
factor 1.1(2) because the calculated JEDI Cloud daily av-
erage storage usage is 50.79%.” AR 57849. The proposal
also failed to provide detailed storage information in bytes
for each of the required categories, instead providing an
aggregate for all types of storage. Id. Because Oracle did
not meet Gate Criteria 1.1, the agency did not consider
whether it met the other five criteria.

The TEB also completed the gate criteria evaluations
for the other three offerors. The board found AWS and
Microsoft “Acceptable” under all gate criteria. It found
IBM “Unacceptable” under Gate Criteria 1.2 and ended
its evaluation.

On February 19, 2019, the TEB completed its evalu-
ation of the only two remaining offerors, AWS and Mi-
crosoft, for non-price Factors 2-6. [redacted]

In late February 2019, the Source Selection Evalua-
tion Board completed its Executive Summary Reports,
confirming that it had reviewed the technical evaluations.
The Source Selection Advisory Council then affirmed the
TEB’s consideration of the gate criteria submissions and
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completed the Executive Summary Report. The Source
Selection Advisory Council Chair concluded: “[1]t is not
recommended that the SSA make award based on the in-
itial proposal, as both [AWS] and [Microsoft] proposals
have deficiencies that make them unawardable.” AR
58641. After discussion with the Source Selection Author-
ity Council, however, the Chair recommended “that the
[Procuring Contracting Officer] make a competitive
range determination of two, to include both AWS and Mi-
crosoft.” Id. The CO determined that AWS and Microsoft
would be the competitive range. The evaluation process is
ongoing.

Conflicts of Interest Relating to the JEDI Cloud Pro-
curement

Oracle alleges that, throughout this procurement,
three individuals with conflicts of interest (Deap Ubhi,
Tony DeMartino, and Victor Gavin) affected the integrity
of the JEDI Cloud acquisition and that AWS has an or-
ganizational conflict of interest. On July 23, 2018, the CO
completed a memo for the record stating her assessment
that the possible conflicts of interest of five individuals,
including Mssrs. Ubhi and DeMartino, had “no impact” on
the procurement. She applied FAR 3.104-7. Her initial
analysis is considered below.

Tony DeMartino

Mr. DeMartino was an AWS consultant prior to join-
ing DoD. In January 2017, he became the Deputy Chief of
Staff for the Secretary of Defense. In March, he transi-
tioned to Chief of Staff for the Deputy Secretary.

On April 24, 2017, a Senior Attorney in the Office of
General Counsel, Standards of Conduct Office, emailed
Mr. DeMartino a “Cautionary Notice.” AR 4345. The at-
torney wrote: “[Y]ou may have a regulatory prohibition
under 5 C.F.R. § 2635.502 on participating in matters
where one of the entities for whom you served as a
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consultant during the last year is or represents a party to
the matter.” Id. The attorney reminded Mr. DeMartino
that DoD does business with “Amazon” and that he must
“be vigilant and consult with our office before participat-
ing in any matters involving these entities until the one-
year period has expired.” Id. The email concluded, “If you
have potentially conflicting duties, please discuss with
your supervisor and coordinate with our office to ensure
that any conflicts are properly resolved.” Id.

As a part of his duties as Chief of Staff, Mr. DeMar-
tino performed work related to the JEDI Cloud procure-
ment. He did not, however, have access to the Google
Drive or the Slack channels. He coordinated staffing of
the September 13, 2017 Accelerating Enterprise Cloud
Adoption Memorandum. In October 2017, he participated
in editing an opinion piece for the Deputy Secretary re-
garding the procurement just before the release of the
RFI. He coordinated meetings for the Deputy Secretary
relating to the procurement through early 2018.

Mr. DeMartino’s position required him to communi-
cate the Deputy Secretary’s questions to members of the
Cloud Executive Steering Group and the Defense Digital
Service, among others. He also attended meetings where
the development of procurement documents was dis-
cussed.

Mr. DeMartino worked for the Deputy Secretary
through March 2018. He then returned to his position as
Deputy Chief of Staff for the Secretary of Defense. In-
quiries arose in 2018 regarding his former position as an
AWS consultant. Only then did Mr. DeMartino seek ad-
vice from the Standards of Conduct Office. The office de-
termined that Mr. DeMartino had not participated in the
JEDI Cloud procurement in a manner covered by regula-
tions. The office verbally advised Mr. DeMartino, how-
ever, that given the high visibility of the procurement, he
should consider recusing himself from anything to do with
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the acquisition. The office also notified those working on
the JEDI Cloud procurement of that warning.

On April 2, 2018, Mr. DeMartino communicated with
Defense Digital Service Director Lynch regarding a
JEDI Cloud Update document, providing comments and
questions on that document. Between April 4 and June 5,
he emailed with members of the Defense Digital Service
about an unrelated matter, received a final briefing paper
for the Secretary of Defense, and was copied on an email
from Ms. Woods regarding the second draft RF'P. Mr. De-
Martino resigned from federal employment in July 2018.
The record does not reflect Mr. DeMartino negotiating
for or returning to any form of AWS employment after his
resignation.

The CO considered whether Mr. DeMartino was im-
partial in performing his official duties. She found that he
did not have “input or involvement in the reviewing or
drafting of the draft solicitation package, the Acquisition
Strategy, Business Case Analysis, or other pre-decisional
sensitive documents relative to the JEDI Cloud acquisi-
tion.” AR 685. She also found that he “worked with
[Standards of Conduct Office] throughout his DoD em-
ployment to ensure compliance with all applicable ethical
rules.” Id. The CO concluded that his “involvement was
ministerial and perfunctory in nature” and he “did not
participate personally and substantially in the procure-
ment. Therefore, Mr. DeMartino’s involvement did not
negatively impact the integrity of the JEDI Cloud acqui-
sition.” Id. In her testimony during the GAO hearing in
Oracle’s bid protest, the CO repeated this conclusion. The
CO did not revisit her conclusion on Mr. DeMartino’s ac-
tions in her 2019 assessment.

Deap Ubhi

The CO also evaluated Mr. Ubhi’s impact on the
JEDI Cloud procurement. She listed five findings. First,
“Mr. Ubhi was previously employed with AWS, which
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ended in January 2016.” AR 686. Second, “Mr. Ubhi was
employed with Defense Digital Service from August 22,
2016 to November 27, 2017.” Id. Third, “Mr. Ubhi was in-
volved with JEDI Cloud market research activities be-
tween September 13, 2017 and October 31, 2017.” Id.
Fourth, “[b]ecause greater than one year had lapsed be-
tween when his AWS employment ended and when his
participation in JEDI Cloud started, no restrictions at-
tached to prohibit Mr. Ubhi from participating in the pro-
curement.” Id. Her fifth finding was:

In late October 2017, AWS expressed an interest in
purchasing a start-up owned by Mr. Ubhi. On Octo-
ber 31[,] 2017, Mr. Ubhi recused himself from any
participation in JEDI Cloud. His access to any JEDI
Cloud materials was immediately revoked, and he
was no longer included in any JEDI Cloud related
meetings or discussions.

Id.

The CO detailed what the agency knew at the time.
Mr. Ubhi had access to the Google Drive and Slack chan-
nels. He attended meetings within DoD and with industry,
acting as a point of contact for industry representatives.
He participated in drafting and editing some of the first
documents shaping the procurement. He argued that
DoD should adopt a single award approach. In short, Mr.
Ubhi was involved in developing the JEEDI Cloud procure-
ment until he left DoD on November 24, 2017.

On October 31, 2017, Mr. Ubhi emailed Mr. Lynch
and Mr. Van Name, copying counsel for the Standards of
Conduct Office and Ms. Woods. Mr. Ubhi wrote:

As per guidance from [Standards of Conduct Office]
(Eric Rishel) and our in-house general counsel Sha-
ron Woods, I am hereby recusing myself from the
[Defense Digital Service’s] further involvement in fa-
cilitating SecDef and [Defense Digital Service’s]
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initiative to accelerate adoption of the cloud for the
DoD enterprise, due to potential conflicts that may
arise in connection to my personal involvement and
investments. Particularly, Tablehero, a company I
founded, may soon engage in further partnership dis-
cussions with Amazon, Inc., which also owns and op-
erates one of the world’s largest cloud service provid-
ers, Amazon Web Services, fulfilling that responsibil-
ity to my fullest. This project is critical to the national
security of our country, and I regret that I can no
longer participate and contribute.

AR Tab 45 at 2777. Although the agency was not aware at
the time, Mr. Ubhi’s reason for leaving DoD was fabri-
cated. On November 13, 2017, Mr. Ubhi resigned.

Although the agency listed Mr. Ubhi on its list of in-
dividuals submitted to GAO who were personally and sub-
stantially involved in the JEDI Cloud procurement, the
CO nevertheless concluded that Mr. Ubhi’s participation
did not negatively affect the integrity of the procurement,
because (1) his impartiality restriction had expired prior
to working on the JEDI Cloud procurement; (2) his par-
ticipation was limited; and (3) Mr. Ubhi “promptly
recused himself.” AR 687.

Oracle challenged the CO’s conclusions before GAO
and before this court. Oracle also raised a question as to
whether AWS had an organizational conflict of interest
and whether the actions of another individual, Anthony
DeMartino, tainted the integrity of the JEDI Cloud pro-
curement. During the early stages of this protest, the
agency represented that it was evaluating whether AWS
had an organizational conflict of interest.

Shortly after Oracle filed its original motion for judg-
ment on the administrative record, the agency filed a mo-
tion to stay this case, prompted by an unsolicited letter it
had received from AWS pointing out that some of the in-
formation provided by Mr. Ubhi to the agency was false.
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The agency therefore decided to reevaluate the impact of
Mr. Ubhi’s actions in light of the new information. The
agency also planned to complete its organizational conflict
of interest evaluation of AWS. The court granted the mo-
tion to stay. On April 15, 2019, the government filed a sta-
tus report updating the court that the agency had com-
pleted those evaluations.

When she reassessed the facts, the CO determined
that, even with the new information, Mr. Ubhi’s conflict of
interest had not tainted the JEDI Cloud procurement.
The reassessment began with Mr. Ubhi’s involvement.
Mr. Ubhi was selected by Mr. Lynch to serve as “a prod-
uct manager with a business focus” on the Defense Digital
Service JEDI Cloud team. AR 58699. Mr. Ubhi was in-
volved in acquisition planning. He had administrative
privileges on the Google Drive and participated in vendor
meetings, although it was DoD’s practice to have two rep-
resentatives present at those meetings.

The information supplied by AWS related to Mr.
Ubhi’s relationship with AWS during his Defense Digital
Service employment. AWS maintained throughout its
communication with the CO that it hired Mr. Ubhi without
knowing that he had lied to DoD about his reason for re-
signing and lied to AWS about complying with DoD ethics
rules. Mr. Ubhi in fact hid relevant information and mis-
directed both DoD and AWS. The CO recited: ““AWS did
not offer to purchase Tablehero . .. at any time, while he
was engaged in market research activity or otherwise. . ..
Those discussions concluded (with no deal and no future
business relationship) in December 2016, long before the
JEDI Cloud procurement began.” AR 58701-02. Mr.
Ubhi’s discussions with AWS regarding Tablehero thus
ended after he started at Defense Digital Service but be-
fore he began working on the procurement.

AWS further informed DoD that Mr. Ubhi had com-
municated with AWS as early as April 26, 2017, to discuss
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future AWS employment.® Prior to beginning work on the
procurement, Mr. Ubhi had applied for, been offered, and
declined a job at AWS. Mr. Ubhi indicated in August 21
and 23, 2017 emails that he would be interested in future
employment at AWS.

At nearly the same time he began work on the JEDI
Cloud procurement, Mr. Ubhi had discussions “with his
former Supervisor at AWS regarding the possibility of re-
joining AWS in a commercial startup role unrelated to
AWS’s government business.” AR 58702. On October 4,
2017, Mr. Ubhi made a “[v]erbal commitment to rejoin
AWS.” AR 58703.

Throughout October, Mr. Ubhi “[m]et with compa-
nies as part of market research” related to the JEDI
Cloud project. AR 58703. In that same period, on October
17, 2017, he applied for “an open position in AWS’s com-
mercial organization.” AR 58702. On October 19, 2017,
Mr. Ubhi completed an AWS Government Entity Ques-
tions form on which he “specifically represented to AWS
that he ‘confirmed by consulting with [his] employer’s eth-
ics officer’ that he was permitted to have employment dis-
cussions with AWS.” AR 58702 (alteration original). On
that form he also represented that he did not have “any
employment restrictions [preventing him] ‘from handling
any specific types of matters if employed by Amazon or
its subsidiaries.” AR 58705. Both representations were
false.

AWS made Mr. Ubhi an offer on October 25, 2017,
which Mr. Ubhi accepted two days later. Mr. Ubhi sent
the email recusing himself to Mr. Lynch on October 31,
2017, which falsely represented his reason for leaving
DoD. He resigned on November 13, 2017. He worked at
Defense Digital Service until November 24, 2017. He

8 After AWS’s February 12, 2019 letter, the CO and AWS communi-
cated through March 2019.
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rejoined AWS as “Senior Manager, Startup Programs
Management in AWS Business Development” on Novem-
ber 27, 2017.° Id.

When considering Mr. Ubhi’s impact on the procure-
ment, the CO placed his actions in the context of the RFP-
drafting process, which included multiple stages and in-
volved various DoD offices. She noted, “[ M]ore than 70 in-
dividuals participated personally and substantially in the
JEDI Cloud acquisition prior to the receipt of proposals.”
AR 58700. Under Secretary Lord considered many docu-
ments that “had extensive reviews,” including technical
and legal review. AR 58699. The draft RFP went through
a Defense Procurement and Acquisition Policy peer re-
view in April 2018. The DoD Chief Information Officer
also performed “a full top-down, bottom-up independent
review of JEDI Cloud pre-solicitation acquisition docu-
ments, including the RFP.” Id. He consulted security,
technical, and acquisition experts. Additionally, industry
offered comment on the RFI and draft RFPs.

The CO held eight interviews and reviewed numerous
documents in an effort to determine whether anyone
knew that the information in the 2018 determination was
inaccurate, whether anyone would adjust their opinion
about Mr. Ubhi’s influence based on the new information,
and whether there was any other undisclosed information.
The CO spoke with Mr. Lynch, Mr. Van Name, Ms.

» Beyond the 2019 investigation materials, the CO also refers to
AWS’s Organizational Conflict of Interest Mitigation Plan, submitted
with its proposal, which included an affidavit from Mr. Ubhi. In it he
stated that he was only involved in the planning stages of the JEDI
Cloud procurement and that he did not provide input regarding any
draft of the RFP. She relied on her personal knowledge of the pro-
curement development to corroborate Mr. Ubhi’s statements. Mr.
Ubhi stated that he had complied with AWS’s information firewall
and had not and would not share nonpublic information or documen-
tation with AWS.



T4a

Woods, Mr. Kasper, Mr. Daniel Griffith, two other De-
fense Digital Service representatives, and an attorney
with the Standards of Conduct Office. The CO also spoke
with Ms. Christina Austin, who is Associate General
Counsel at the Washington Headquarters Service & Pen-
tagon Force Protection Agency within DoD.

The CO reviewed documents that she believed “were
apropos to the timeframe when Mr. Ubhi was actively in-
volved with JEDI Cloud related details.” AR 58707. She
reviewed the draft problem statement, the notes and
questions from vendor meetings that Mr. Ubhi attended,
the RFI, and Slack conversations. She also considered
AWS’s employment offer to Ubhi to determine if it re-
flected payment in exchange for information.

The CO reached six conclusions. First, Mr. Ubhi vio-
lated the FAR 3.101-1 requirement that officials “avoid
strictly any conflict of interest or even the appearance of
a conflict of interest in Government-contractor relation-
ships” and the matter therefore had to be referred to the
DoD Inspector General. AR 58707-09. The CO reported
that interviewees were surprised by Mr. Ubhi’s lie that
AWS had or would be acquiring Tablehero. He apparently
did not mention any other communications with AWS.
The CO found that Mr. Ubhi had been aware of his ethical
obligations and had ignored them. She found that he
should have ceased work on the procurement after he be-
gan employment discussions with AWS. She was “discon-
cert[ed]” that Mr. Ubhi’s actions called into question the
integrity of the procurement. In this section, the CO also
found that the facts “warrant further investigation con-
cerning whether Mr. Ubhi violated 18 U.S.C. § 208,5 CFR
§ 2635.604, and 5 CFR § 2635.402.” AR 58709. She re-
ferred the issue for assessment to the Inspector General
and concluded, “Whether Mr. Ubhi’s conduct violated
these particular laws does not affect my determinations
below that his unethical behavior has no impact on the []
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pending award or selection of a contractor in the JEDI
procurement.” Id.

Second, she found that there was no violation of FAR
3.104-3(a) by Mr. Ubhi and no violation of FAR 3.104-3(b)
by AWS. FAR 3.104-3(a) prohibits officials with access to
contractor, proposal, or source selection information from
“knowingly disclos[ing] contractor bid or proposal infor-
mation or source selection information before the award
of a Federal agency procurement to which the information
relates.” FAR 3.104-3(b) prohibits “knowingly obtain[ing]
contractor bid or proposal information or source selection
information before the award of a Federal agency pro-
curement contract to which the information relates.”

The CO broadly investigated “whether there was any
evidence of quid pro quo between AWS and Mr. Ubhi.”
AR 58709. The CO examined the emails between Mr. Ubhi
and his former supervisor and that supervisor’s affidavit.
She found that it was apparent that “Mr. Ubhi wanted to
return to AWS dating back to at least February 2017,”
and AWS wanted him to return as of April 2017. AR
58710. She concluded that “the AWS hiring efforts, which
started long before the JEDI Cloud, were not related to
JEDI Cloud even though the hiring occurred after the
JEDI Cloud initiative started.” AR 58711.

The CO compared his employment offer to “a review
of Glassdoor and discussion with others about typical
AWS employment offers.” Id. She found that his [re-
dacted] employment package was “relatively standard,”
even if the bonus was slightly higher due to his “personal
relationship with” his former supervisor. I/d. Because the
offer did not appear connected to the JEDI Cloud pro-
curement or the sharing of nonpublic information, the CO
found that neither Mr. Ubhi nor AWS entered into the
discussions or job offer for the exchange of non-public in-
formation.
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Regarding FAR 3.104-3(a)-(b), the CO noted that Mr.
Ubhi stated that he had not shared any non-public JEDI
Cloud information and that, in any event, he did not have
access to RFI responses, RFP drafts, or other acquisition
sensitive documents. The CO also evaluated AWS’s state-
ments. Based on the company’s Organizational Conflict of
Interest Response and its emails with the CO, she con-
cluded that it had not received non-public JEDI Cloud in-
formation. The Senior Manager of United States Federal
Business Development and JEDI Proposal Manager pro-
vided an affidavit stating that Mr. Ubhi had not provided
any information to him, or anyone else, on the AWS JEDI
team that would have affected AWS’s proposal. AWS’s
DoD Programs Director represented that no one from the
AWS Commercial Startup team had anything to do with
AWS’s JEDI proposal. AWS’s DoD Programs Director
also represented that Mr. Ubhi was “organizationally and
geographically” prevented from providing nonpublic in-
formation to her team. Id. She had “confidence that Mr.
Ubhi had absolutely no involvement whatsoever in the
AWS JEDI capture effort and that he has been truly fire-
walled.” Id. The Director of Startups at Amazon Web Ser-
vices World Wide Commercial Sector Business Develop-
ment stated that Mr. Ubhi “has never revealed or at-
tempted to reveal nonpublic information to me about the
JEDI Cloud procurement or any of the offerors involved.”
Id. The CO noted that Mr. Ubhi has not been assigned to
any tasks or teams interacting with the AWS JEDI pro-
posal team. Id. Based on this review, she found that nei-
ther Mr. Ubhi nor AWS violated FAR 3.104-3(a)-(b).

Third, she concluded that even if there had been a vi-
olation of FAR 3.104-3(a) and (b), Mr. Ubhi could not have
provided competitively useful information. Regarding the
vendor meetings, she found that the information would
not have been useful to AWS and, in any event, her re-
search indicated that the information regarding a
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competitor such as Microsoft was publicly available. Nor
was the CO convinced that any DoD meetings in which
Mr. Ubhi participated were competitively useful, because
they occurred prior to the decisional documents and ad-
dressed individual needs rather than the actual procure-
ment strategy. Furthermore, she concluded that much of
his information relating to costs or needs would be out-
dated.

Fourth, there was no violation of FAR 3.104-3(c).
FAR 3.104-3(c) requires officials such as Mr. Ubhi to
promptly report contacting or being contacted “by a per-
son who is an offeror in that Federal agency procurement
regarding possible non-Federal employment for that offi-
cial” and then to disqualify himself from further personal
and substantial participation in the procurement. The CO
found that although Mr. Ubhi failed to promptly report
the contact with AWS in writing to his supervisor and the
agency ethics official and failed to timely recuse himself
from JEDI Cloud activities, because the offers were not
submitted until October 12, 2018, AWS technically was
not an “offeror” until then and therefore Mr. Ubhi did not
violate the regulation. /d. She nevertheless found “Mr.
Ubhi’s actions to be unethical and improper.” Id.

Fifth, Mr. Ubhi’s participation in the preliminary
stages of the JEDI Cloud procurement did not introduce
bias in favor of AWS. Mr. Ubhi was involved in JEDI
Cloud for seven weeks during the preliminary stages of
planning and no “critical decisions” were made during this
period. AR 58716. The CO apparently asked “[a]ll individ-
uals directly involved in the JEDI Cloud effort” whether
the revelations in the AWS letter changed their opinion
on Mr. Ubhi’s effect on the procurement. They uniformly
said no.

She reviewed Slack messages to determine whether
Mr. Ubhi expressed bias toward any potential offeror. She
determined that he did not, because, although Mr. Ubhi
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had strong, sometimes coarsely-expressed opinions, he
did not show bias in favor of AWS in particular.'’ Instead,
he believed that there were very few companies who could
offer the services that DoD would need to adopt an enter-
prise cloud solution; those companies apparently included
both Microsoft and AWS. The CO also reviewed Mr.
Ubhi’s emails and found similar sentiments. The CO
pointed out that, if anything, the Slack channels demon-
strate that no one person could have swayed the planning
decisions because so many people contributed.

Sixth, even if Mr. Ubhi had attempted to introduce
bias in favor of AWS, he did not impact the procurement,
for three reasons. First, Mr. Ubhi lacked the technical ex-
pertise to substantively influence the JEDI Cloud pro-
curement. Second, his actual attempts to influence the
procurement were limited. “Third, and most importantly,
all the key decisions for the JEDI Cloud procurement,
such as the actual RFP terms and whether to award one
or multiple contracts, were made well after Mr. Ubhi
recused himself, after being vetted by numerous DoD
personnel to ensure that the JEDI Cloud RFP truly re-
flects DoD’s requirement.” AR 56719-23. The CO reiter-
ated that Mr. Ubhi was a product manager focused on
market research, not an engineer. In her interview with
Mr. Lynch, Mr. Lynch explained that Mr. Ubhi was one
member of a large group of people including “engineers,
business owners, and entrepreneurs” who favored a sin-
gle provider strategy absent Mr. Ubhi’s influence. AR
58720. The other interviewees expressed the view that
Mzr. Ubhi was effective at his job, but he did not have the

10 The court reviewed hundreds of pages of Slack messages—gener-
ally an unedifying exercise, except as a cautionary tale about ill-con-
sidered use of instant messaging. One would have thought that in this
litigious culture, people would be less promiscuous about sharing
every stray mental hiccup. Mr. Ubhi, in particular, contributed any
number of banal, puerile, profane and culinary messages.
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ability to bias vendor meetings, RFI questions, or the sin-
gle award decision.

The CO then turned to Mr. Ubhi’s contributions to
procurement documents. Regarding the problem state-
ment, the CO found that Mr. Ubhi contributed 100
changes to the document, along with other collaborators.
She concluded that his contributions were outdated, be-
cause the Defense Digital Service Product Manager who
was tasked with drafting the Business Case Analysis after
Mr. Ubhi left found the Problem Statement tone helpful,
but the content too limited to form the basis of the Busi-
ness Case Analysis. The CO determined that Mr. Ubhi’s
RFI edits were minor, relating to how responders dis-
cussed Tactical Edge abilities. Technical interviewees ex-
pressed the view that Mr. Ubhi lacked the technical ex-
pertise to contribute substantively to those documents.

Procurement documents created or received after
Mr. Ubhi’s departure included the RFI responses, Mar-
ket Research Report, Joint Requirements Oversight
Council Memorandum, Single Award D&F, the CO’s jus-
tification for a single award, Business Case Analysis, Ac-
quisition Strategy, RFP and draft RFPs, and justification
for the gate criteria. She iterated that multiple DoD teams
developed the documents. She concluded that, even if Mr.
Ubhi had exhibited bias in favor of AWS, he had not im-
pacted the procurement. In summary, “[e]Jven though I
find that Mr. Ubhi violated FAR 3.101-1 and may have vi-
olated 18 U.S.C. § 208 and its implementing regulations, I
determine that there is no impact on the pending award
or selection of a contractor in acecordance with FAR 3.104-
7.” AR 58720.

Victor Gavin

The CO also investigated the potential impact of Vic-
tor Gavin on the integrity of this procurement and com-
pleted that investigation during the stay in the protest.
During the procurement, Mr. Gavin was a Deputy
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Assistant Secretary of the Navy for C41 and Space Pro-
grams. In the summer of 2017, Mr. Gavin discussed with
Navy ethics counsel future employment with defense con-
tractors. He then discussed retirement plans with an
AWS recruiter and with AWS Director of DoD programs
from August 2017 to January 2018.

Mr. Gavin attended the October 5, 2017 meeting of
the Cloud Executive Steering Group to share the Navy’s
experience with cloud services. He submitted a Request
for Disqualification from Duties on January 11, 2018, re-
questing he be excluded from matters affecting the finan-
cial interests of AWS. He interviewed with AWS on Jan-
uary 15, 2018. On March 29, 2018, AWS offered Mr. Gavin
a position and he accepted.

Mr. Gavin then attended a JEDI Cloud meeting on
April 5, 2018, where, among other things, the attendees
discussed the draft Acquisition Strategy. The CO at-
tended the meeting as well. She recalled that Mr. Gavin
did not show bias toward a particular vendor and advo-
cated for a multiple-award approach. He did not edit the
Acquisition Strategy.

Mr. Gavin retired from the Navy on June 1, 2018. He
began work at AWS on June 18 as Principal, Federal
Technology and Business Development. After he began
work at AWS, but before AWS implemented an infor-
mation firewall, he “had a few informal conversations with
AWS’s Director, DoD, Jennifer Chronis, in which JEDI
came up.” AR 24550. He “provided only general input on
DoD acquisition practices and Navy cloud usage based on
[his] years of experience as an information technology ac-
quisition professional at the Navy.” AR 24550-51. He rep-
resented to DoD that he did not provide any JEDI Cloud
procurement information to AWS’s Director of DoD Pro-
grams.

AWS first informed Mr. Gavin of an information fire-
wall on July 26, 2018. In separate emails on July 31, AWS
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informed Mr. Gavin that he is “strictly prohibited from
disclosing any non-public information about DoD’s JEDI
procurement (were he to have any) to any AWS em-
ployee” and informed the AWS JEDI team of the firewall.
AR 24544-45. Mr. Gavin said that he would comply with
the firewall.

The CO determined that, although Mr. Gavin’s at-
tendance at the October 5, 2017 meeting did not constitute
personal and substantial participation in the JEDI Cloud
procurement, his attendance at the April 5, 2018 meeting
may have constituted such participation. The CO did not
consider his participation of any significance, however,
but referred the issue to ethics counsel for further review.

The CO decided that Mr. Gavin violated FAR 3.101-
1, and possibly 18 U.S.C. § 208 (2012), but that his involve-
ment did not taint the procurement. The CO specifically
found that he had limited access to the draft Acquisition
Strategy and did not furnish any input on the document;
he did not disclose any competitively useful nonpublic in-
formation; he did not obtain or disclose other bid infor-
mation to AWS; and he did not introduce bias into the
meetings he attended. Regarding AWS, she concluded
that it had not received any competitively useful infor-
mation or an unfair advantage through Mr. Gavin.

Organizational Conflict of Interest

Finally, the CO determined that AWS did not receive
an unfair competitive advantage in the JEDI Cloud pro-
curement and that no organizational conflict of interest
exists. She relied on FAR 9.505 as she considered whether
a significant potential conflict exists, particularly whether
AWS has received an unfair competitive advantage. She
considered whether AWS possesses “[plroprietary infor-
mation that was obtained from a Government official with-
out proper authorization; or [s]ource selection infor-
mation (as defined in 2.101) that is relevant to the contract
but is not available to all competitors, and such
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information would assist that contractor in obtaining the
contract.” FAR 9.505(b).

When submitting a proposal, the offeror was required
to disclose any actual or perceived conflicts of interest and
identify measures to avoid or mitigate those conflicts. The
CO reviewed the AWS Organizational Conflicts of Inter-
est Response and supplemental materials. She considered
whether Mr. Ubhi, Mr. Gavin, and two other individuals,
Brandon Bouier and Cynthia Sutherland, could provide
information to AWS that would give it an unfair competi-
tive advantage.

The CO began with AWS’s plan as it relates to Mr.
Ubhi. Due to Mr. Ubhi’s misrepresentations, she under-
standably “did not give much weight or credibility to the
statements Mr. Ubhi provided in his declarations.” AR
58750. Instead, she relied on AWS’s Organizational Con-
flicts of Interest Response, which offered three assur-
ances: (1) Mr. Ubhi has not supported the AWS sector
handling its JEDI Cloud proposal and has not been in-
volved in any JEDI Cloud proposal activities. (2) He has
not had “any substantive communications” with any AWS
employee regarding the JEDI Cloud procurement and
has not disclosed nonpublic information. Id. (3) AWS im-
plemented an information firewall on May 11, 2018, send-
ing the notice to both Mr. Ubhi and the AWS JEDI Cloud
team. It prohibited any contact, disclosure, or discussion
of information between Mr. Ubhi and AWS’s JEDI Cloud
team.

AWS’s letter provided more information regarding
the information firewall. The letter represents that, upon
arrival, Mr. Ubhi “‘informally firewalled himself by duly
notifying his manager that he should not be involved in
JEDI Cloud activities because of potential conflict is-
sues.” AR 58751. The formal information firewall has
functional, organizational, and geographic components.
The AWS Senior Lead Recruiter, the Director of Startups
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of AWS Commercial Sector Business Development, the
AWS JEDI Proposal Team Lead, and the Director of
DoD Programs at AWS each provided an affidavit regard-
ing whether Mr. Ubhi shared nonpublic information. The
materials consistently described Mr. Ubhi’s exclusion
from working with AWS’s JEDI Cloud proposal team.

The AWS Senior Lead Recruiter stated that Mr.
Ubhi represented during the hiring process, falsely as it
turned out, that he had spoken with DoD ethies officials
and was engaging in employment discussions with AWS.
The recruiter also stated that Mr. Ubhi did not provide
detail regarding his work at Defense Digital Service; this
was consistent with Mr. Ubhi’s application materials. The
Director of Startups of AWS Commercial Sector Business
Development—Mr. Ubhi’s manager—stated that no one
on his team, including Mr. Ubhi, worked with the AWS
JEDI Cloud proposal team. Although the CO could not
determine exactly when Mr. Ubhi’s manager became
aware of Mr. Ubhi’s conflict, she explained that the exact
date did not matter since the manager was aware of the
conflict and his sector did not overlap with the AWS JEDI
Cloud proposal team. Both the AWS JEDI Proposal
Team Lead and the Director of DoD Programs at AWS
stated that Mr. Ubhi had not communicated information
to them and that they would not seek any in the future.

Based on the mitigation plan and AWS’s representa-
tions, the CO determined that “Mr. Ubhi’s employment
with AWS Commercial Sector Business Development
does not create an [organizational conflict of interest].”
AR 58752. The CO also found that “AWS did not receive
any nonpublic information or documentation JEDI Cloud-
related, including potential competitors, from Mr. Ubhi.”
AR 58753. She iterated that, even if Mr. Ubhi had shared
the early planning information, that information would
not have been competitively useful.
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The CO next turned to AWS’s Organizational Con-
flicts of Interest Plan as it related to Mr. Gavin. The plan
stated that Mr. Gavin was not involved in the AWS JEDI
Cloud proposal preparation; had not seen AWS proposal
materials; had not provided input on the AWS proposal;
and had not disclosed nonpublic information to anyone at
AWS. AWS emailed notices to Mr. Gavin and the AWS
JEDI Cloud proposal team on July 31, 2018, establishing
an information firewall. Mr. Gavin provided an affidavit
stating that he participated in only one JEDI Cloud pro-
curement meeting while he was with the Navy (which was
an inaccurate statement because he attended a second
meeting); he had no access to competitively useful infor-
mation; and he has not shared JEDI Cloud procurement
information. The CO concluded that Mr. Gavin’s employ-
ment at AWS did not create a potential organizational
conflict of interest and that Mr. Gavin had not provided
competitively useful information to AWS because he did
not have any to provide.

Reaching beyond the AWS Organizational Conflicts
of Interest Plan, the CO requested information relating to
Brandon Bouier, who was employed at Defense Digital
Service in 2017. He resigned from Defense Digital Service
on August 18, 2017 and concluded his employment there
on September 1, 2017. He began work at AWS on Septem-
ber 25, 2017. AWS submitted an affidavit from him. The
CO noted that Mr. Bouier departed Defense Digital Ser-
vice prior to the Deputy Secretary’s September 14, 2017,
Accelerating Enterprise Cloud Adoption Memorandum.
The CO, and others at Defense Digital Service, did not re-
call him working on the JEDI Cloud procurement. She
thus found that he did not have nonpublic information re-
lated to the procurement and that his employment at
AWS did not create an organizational conflict of interest.

The CO considered one last person: Cynthia Suther-
land. Dr. Sutherland worked for the Cybersecurity and
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Defenses Branch, Cyberspace Division, Joint Chiefs of
Staff. Dr. Sutherland reached out to the CO on February
26, 2019. She was the cloud expert for the Joint Staff Chief
Information Officer. Dr. Sutherland was personally and
substantially involved in the JEDI Cloud procurement,
“principally” in November and December 2017. AR 58755.
She contributed work to the Joint Requirements Over-
sight Council Memorandum. She addressed cloud con-
cerns from council members and adjusted the memo
based on the council’s feedback. Dr. Sutherland attended
the Cloud Cybersecurity Working Group’s initial conver-
sations, recommended how to shape cybersecurity re-
quirements, and provided a data dictionary to that group.
She “led the development of the cloud characteristics/re-
quirements for the JEDI Cloud based on the needs of the
Combatant Commands, warfighter.” Id. After the Joint
Requirements Oversight Council Memorandum was
signed, she provided bi-weekly updates to the Vice Chief
of the Joint Chiefs of Staff regarding the JEDI Cloud pro-
curement and other cloud efforts through April 2018. At
that point she only relayed information without providing
input on decisions.

Dr. Sutherland applied to be an AWS Public Sector
Specialist on January 9, 2019, approximately a year after
her work on the JEDI Cloud procurement. Between her
application date and February 26, 2019, she completed
four interviews with AWS. During those interviews, she
discussed “her level of understanding and creation of
cloud requirements for her current customers, the warf-
ighter.” Id. She had a final interview on February 27,
2019. Dr. Sutherland represented that she did not discuss
the JEDI Cloud procurement in any of her conversations
with AWS, instead sticking to her understanding of cloud
computing generally and her work developing cybersecu-
rity requirements for “global customers.” AR 58756.
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AWS offered Dr. Sutherland the position of Industry
Specialist on AWS’s Security Assurance team on March
11, 2019. She accepted on the same day. When she was
communicating with the CO, she had not started working
at AWS. The AWS JEDI Proposal Team Lead and the
Director of DoD Programs at AWS stated that they were
unaware that AWS had interviewed Dr. Sutherland. AWS
represented that Dr. Sutherland had not contributed to
the AWS JEDI Cloud proposal submitted in October
2018.

The CO found that, other than the drafts of the Joint
Requirements Oversight Council Memorandum and the
initial conversations of the Cloud Cybersecurity Working
Group, Dr. Sutherland did not have access to nonpublic
information related to the JEDI Cloud procurement. The
CO concluded that Dr. Sutherland had not provided non-
public information to AWS, that Dr. Sutherland’s pro-
spective employment did not create an organizational con-
flict of interest, and that AWS’s plan to institute an infor-
mational firewall when Dr. Sutherland began work was
reasonable.

In conclusion, the CO decided that AWS had pro-
posed a reasonable risk mitigation plan, did not have an
organizational conflict of interest, and had not received
nonpublic information. In its amended complaint and sup-
plemental motion for judgment on the administrative rec-
ord, Oracle challenges the 2019 conflicts of interest deter-
minations.

After we lifted the stay in this protest, the parties
briefed cross motions for judgment on the administrative
record. We held oral argument on July 10, 2019. On July
12,2019, we issued an order denying plaintiff’s motion and
granting defendant’s and intervenor’s motions because
Oracle has not shown prejudice as a result of the errors
discussed below.
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DISCUSSION

This court has jurisdiction over actions “objecting to
a solicitation by a Federal agency for bids or proposals for
a proposed contract . . . or any alleged violation of statute
or regulation in connection with a procurement or a pro-
posed procurement.” 28 U.S.C. § 1491(b)(1) (2012). We re-
view such actions for whether the agency decision was
“arbitrary, capricious, an abuse of discretion, or otherwise
not in accordance with law.” 5 U.S.C. § 706(2)(A) (2012);
28 U.S.C. § 1491(b)(4). In other words, the court’s “task is
to determine whether the procurement official’s decision
lacked a rational basis or the procurement procedure in-
volved a violation of a regulation or procedure.” Tinton
Falls Lodging Realty, LLC v. United States, 800 F.3d
1353, 1358 (Fed. Cir. 2015) (citation omitted).

If we conclude that DoD’s conduct fails under this
standard of review, we then “proceed[] to determine, as a
factual matter, if the bid protester was prejudiced by that
conduct.” Bannum, Inc. v. United States, 404 F.3d 1346,
1351 (Fed. Cir. 2005). To show that it was prejudiced by
an error, the protestor must demonstrate “that there was
a ‘substantial chance’ it would have received the contract
award but for the [agency’s] errors.” Id. at 1353. The “sub-
stantial chance” standard has been applied in pre-award
bid protests in which offerors have submitted their pro-
posals, the protestor has been evaluated and excluded
from competition, and the agency has established the
competitive range. E.g., Orion Tech., Inc. v. United
States, 704 ¥.3d 1344, 1348-49 (Fed. Cir. 2013); Ultra El-
ecs. Ocean Sys., Inc. v. United States, 139 Fed. Cl. 517,
526 (2018).

Plaintiff argues that, in a pre-award bid protest, the
court applies the “non-trivial competitive injury” stand-
ard articulated in Weeks Marine, Inc. v. United States,
575 F.3d 1352, 1358 (Fed. Cir. 2009). But the court in
Weeks Marine applied the “non-trivial competitive injury
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test” where the potential offeror had not submitted a bid,
“because at that stage it is difficult, if not impossible, to
establish a substantial chance of winning the contract
prior to the submission of any bids.” Orion, 704 F.3d at
1348. Here, on the other hand, we cannot ignore the fact
that it is now possible to determine whether Oracle had a
substantial chance of winning this award. We have the
necessary factual predicate, because Oracle’s proposal
was evaluated and excluded from competition based on its
failure to meet Gate Criteria 1.1 and Oracle concedes that
it also could not meet Gate Criteria 1.2. Thus, while Oracle
meets the most basic element of standing—it submitted a
serious proposal—we have to consider whether it was
prejudiced, even if some of its substantive arguments are
valid.

For this reason, defendant contends that it is point-
less to consider most of plaintiff’s arguments. Plaintiff re-
sponds, however, that its inability to meet the gate criteria
is not dispositive if the gate criteria are unenforceable, ei-
ther because they violate the law or because they would
have been drafted differently if the agency had not em-
ployed a single award strategy. That question, in turn, de-
pends in part, on whether the single award determination
was tainted by the participation of, among others, Mr.
Ubhi. In short, the merits of Oracle’s arguments are
wrapped around the axle with the prejudice question. We
believe the tidiest approach, therefore, is to deal with the
merits of Oracle’s arguments, and if any survive, deter-
mine if they are nevertheless off limits because Oracle
cannot demonstrate that it was prejudiced. We begin with
Oracle’s initial contention that the single award determi-
nations of the Under Secretary and the CO were flawed.
We conclude that one was, and one wasn’t.
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I. The Contracting Officer Reasonably Justified Her
Determination Under 10 U.S.C. § 2304a(d)(4) And
FAR 16.504(c) To Use A Single Award Approach.

As discussed in the background, two single award de-
terminations were made, by different officials under dif-
ferent standards. This is because, as currently codified, 10
U.S.C. § 2304a (2012) is a mixture of different legislative
efforts at promoting competition in IDIQ contracts. Sep-
arate legislative and regulatory efforts have been layered
on top of one another over time, resulting in the two dis-
tinct single award determinations in the JEDI Cloud ac-
quisition.

First, Congress directed that regulations be devel-
oped to implement a multiple award preference that
would “establish a preference for awarding, to the maxi-
mum extent practicable, multiple task or delivery order
contracts for the same or similar services or property.” 10
U.S.C. § 2304a(d)(4). The implementing regulation is FAR
16.504(c)(1)(i) (2018), which states the multiple award
preference and sets out the circumstances in which a sin-
gle award is appropriate for an IDIQ contract of any
value. The CO made her singe award determination under
this regulation.

Section 2304a(d)(3), discussed in the next section, fol-
lowed after the codification of the multiple award prefer-
ence. In that section, Congress prohibited single awards
in task or delivery order contracts valued at more than
$112 million in the absence of a written finding from the
head of the agency that one of four conditions exist. For
aught that appears, these requirements operate inde-
pendently—different officials make the determination
considering different factors—although they involve very
similar subject matter. The underlying goal is certainly
the same: to protect competition.

With respect to the CO’s decision under FAR
16.504(c)(1)(i), when the agency is considering using an
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indefinite-quantity contract, “the CO must, to the maxi-
mum extent practicable, give preference to making multi-
ple awards of indefinite-quantity contracts under a single
solicitation for the same or similar . . . services to two or
more sources.” But FAR 16.504(c)(1)(ii)(B) adds that
“[t]he contracting officer must not use the multiple award
approach if—

(1) Only one contractor is capable of providing per-
formance at the level of quality required because the
supplies or services are unique or highly specialized;

(2) Based on the contracting officer’s knowledge of
the market, more favorable terms and conditions, in-
cluding pricing, will be provided if a single award is
made;

(3) The expected cost of administration of multiple
contracts outweighs the expected benefits of making
multiple awards;

(4) The projected orders are so integrally related
that only a single contractor can reasonably perform
the work;

(56) The total estimated value of the contract is less
than the simplified acquisition threshold; or

(6) Multiple awards would not be in the best inter-
ests of the Government.

Here, the CO found that multiple awards must not be
used for three reasons: “(2) Based on the CO’s knowledge
of the market, more favorable terms and conditions, in-
cluding pricing, will be provided if a single award is
made;” “(3) The expected cost of administration of multi-
ple contracts outweighs the expected benefits of making
multiple awards;” and “(6) Multiple awards would not be
in the best interests of the Government.” AR 455.

The regulation is unambiguous: even in light of the
multiple award preference, “[t]he contracting officer must
not use a multiple award approach if” one of six listed
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conditions exist. FAR 16.504(c)(1)(ii))(B) (emphasis
added). The question is whether the CO rationally deter-
mined that any of the three chosen conditions exist. We
believe she did.

Oracle argues that the CO’s memorandum did not
properly balance the multiple award preference against a
single award approach. It contends that the CO “did not
meaningfully consider the benefits of competition, arbi-
trarily inflated the cost of competition, and violated Con-
gressional policy.” PL’s Suppl. Mot. at 26. Oracle chal-
lenges the CO’s assessment of whether more favorable
terms and conditions are available if a single award is
made, but “the CO’s knowledge of the market” is the
standard set out in the regulation. She explained her un-
derstanding of cost and vendor investment in a multiple
award and single award context and drew the reasonable
conclusion that a single award was more likely to result in
favorable terms, including price. The CO also considered
the fact that even if price might not be more favorable in
a single award, two other conditions also exist that man-
date a single award.

She asserted that multiple awards are costlier to ad-
minister and that multiple awards simply cannot meet
DoD’s expectations from cloud services, whether security
concerns, interoperability, or global, seamless reach. In
particular, the CO considered which approach would best
serve the agency’s security needs and concluded that a
single cloud services provider would be best positioned to
provide the necessary security for the agency’s data. She
was careful to document several conditions that led the
agency to conclude it must not use multiple awards and
we will not second guess her conclusion. Plaintiff offers us
no real no basis for questioning any of these conclusions.
They were completely reasonable, and we have no
grounds to disturb her conclusion that multiple awards
cannot be used.
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II. The D&F Relies On An Exception To The 10 U.S.C.
§ 2304a(d)(3) Single Award Prohibition That Does
Not Accurately Reflect The Structure Of The JEDI
Cloud Solicitation.

Separate from the CO’s single award determination,
DoD was also required to decide whether it was permitted
to use a single award approach in a procurement of this
size. DoD anticipates awarding a task order contract for
cloud services to a single vendor that, including the full
ten-year period, is valued at $10 billion. This triggers the
application of 10 U.S.C. § 2304a(d)(3), which prohibits
awarding such large task order contracts to a single ven-
dor, unless the agency finds that one of four exceptions to
the prohibition exist. Section 2304a(d)(3) states,

No task or delivery order contract in an amount esti-
mated to exceed [$112 million] (including all options) may
be awarded to a single source unless the head of the
agency determines in writing that—

(A) the task or delivery orders expected under the
contract are so integrally related that only a single
source can efficiently perform the work;

(B) the contract provides only for firm, fixed price
task orders or delivery orders for—

(i) products for which unit prices are established in
the contract; or

(ii) services for which prices are established in the
contract for the specific tasks to be performed,;

(C) only one source is qualified and capable of per-
forming the work at a reasonable price to the govern-
ment; or

(D) because of exceptional circumstances, it is neces-
sary in the public interest to award the contract to a
single source.

DoD, through Under Secretary Lord’s D&F', decided
that the second exception applies to this procurement:
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“the contract provides only for firm, fixed price (FFP)
task orders . . . for services for which prices are estab-
lished in the contract for the specific tasks to be per-
formed.” AR 318.

At first blush, DoD’s D&F tracks precisely with the
chosen exception: the JEDI Cloud RFP provides only for
firm, fixed price task orders. It solicits IaaS, PaaS, and
support services for which offerors will propose a catalog
of prices; that catalog will be incorporated into the con-
tract, i.e., established, at the time of award. If the prices
of all possible tasks were “established” in this fashion,
then we would agree that exception (B)(ii) could be relied
upon. That is not the case, however.

The D&F acknowledged that, during the possible
ten-year life of the contract, services not contemplated at
the time of initial award would likely be needed and added
to the contract through the technology refresh provision,
Section H2 New Services. Section H2 was crafted because
DoD knows that the cloud computing sector is constantly
evolving. E.g., AR Tab 130 at 8721 (“IaaS/PaaS offerings
are not static and will be updated overtime both in terms
of available services and applicable pricing. The clauses
are necessary to maintain commercial parity with how
cloud services evolve and are priced.”); AR Tab 137 at
9603 (“The landscape of cloud offerings is evolving. . . .
With growing demand comes an evolving landscape of
supply. It seems new cloud providers are emerging
monthly, and the service offerings of the vendors are rap-
idly shifting.”).

If at some point over the ten years of the contract the
cloud services provider creates a new service, Section H2
requires it to offer that new service to DoD at a price not
“higher than the price that is publicly-available in the
commercial marketplace in the continental United
States.” AR 318. The CO will then decide whether to add
the new service. The clause also permits DoD to acquire
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services before they are available on the commercial mar-
ket or that will not be offered on the commercial market.
After the award, and perforce, after any competition,
these new services could only be obtained from the single
awardee. Of necessity, then, these services could not be
identified as “specific tasks,” much less priced, at the time
of the award.

Recognizing the apparent inconsistency between Sec-
tion H2 and the requirements of § 2304a(d)(3)(B)(ii), the
D&F attempted to reconcile the use of Section H2 with
the exception DoD chose to justify a single award: “As
with any other cloud offering, once the new service is
added to the catalog, the unit price is fixed and cannot be
changed without CO approval.” Id. In other words, even
though the tasks are different than those described and
priced in the original contract, the contract eventually will
still use only firm, fixed price task orders. The agency
found that its custom-made technology refresh provision
therefore is consistent with “[firm, fixed price] task orders
for services for which prices are established in the con-
tract for the specific tasks to be performed.” Id. It is dif-
ficult to treat this as anything more sophisticated than the
assertion that “these are established fixed prices for spe-
cific services because we say they are.”

As Oracle points out, there is a logical disconnect be-
tween claiming that prices are “established in the con-
tract” for “specific tasks” while simultaneously acknowl-
edging that those tasks, and their accompanying prices,
do not yet exist. While the government and intervenor re-
spond that Oracle is improperly reading a term into the
text of § 2304a(d)(3)(B)(ii) that is not present, namely “at
the time of entering the contract,” plaintiff does not have
to “read” this interpretation into the statute. It is already
present in the use of the term, “established,” and in the
language of the prohibition itself that “no contract may be
awarded.” Reading this as a present tense description of
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the status of the contract terms is much less tortured than
inserting a phrase with a future spin: “or which may be
established in the contract prior to placing future task or-
ders.” We see no ambiguity in the language. In an ordi-
nary reading, prices for specific services must be “estab-
lished” at the time of contracting. Prices for new, addi-
tional services to be identified and priced in the future,
even if they may be capped in some cases, are not, by def-
inition, fixed or established at the time of contracting. It
should go without saying that the exception must be true
at the time of award—no task order contract exceeding
$112 million “may be awarded”— and exception (B)(ii)
speaks of prices and specific tasks as “established in the
contract,” not that “will be” established in the future.
Given the tenor of the language employed in describing
the need for cloud computing, Section H2 is not a trivial
addition.

The government argues that requiring prices for spe-
cific tasks to be established at the time of contracting
would prevent DoD from modifying the contract during
performance in any way. This is not entirely accurate. It
is true that the statutory prohibition prevents a particular
type of change—the contractor and agency cannot add
new tasks at new prices after entering the contract. Other
types of modifications that fall outside of the bespoke Sec-
tion H2 are not affected, however. The use of a technology
refresh provision thus appears to be at odds with §
2304a(d)(3)(B)(ii), and the Under Secretary apparently
chose an exception under § 2304a(d)(3) which does not fit
the contract.

This conclusion is obviously somewhat in tension with
our previous decision upholding the CO’s decision that
multiple awards are not allowed. This peculiar state of af-
fairs is an artifact of a code section which is a mixture, ra-
ther than an alloy, of various pieces of legislation. Not sur-
prisingly, the parties have different views about the
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implications of this possible result and whether Oracle is
prejudiced by the flawed D&F'.

III. Oracle Cannot Demonstrate Prejudice As A Result
Of The Flawed D&F'.

Oracle argues that the requirements are independent
and that it is prejudiced by the agency’s failure to comply
with 10 U.S.C. § 2304a(d)(3) because Oracle could have
competed in a properly structured multiple award pro-
curement. Oracle’s argument assumes there would be
some purpose to remanding to the agency to obtain a new
D&F, despite the CO’s conclusion. And not operating on
that assumption treats § 2304a(d)(3) as superfluous, which
the court is reluctant to do. Moreover, Oracle argues that
it is prejudiced because the agency’s needs, as expressed
in the gate criteria, could well be different in a multiple
award procurement. It argues that the single award de-
termination and the gate criteria are necessarily con-
nected: the agency improperly decided to award the ma-
jority of its cloud computing business to one provider and,
thus, the agency must have a monolithic provider to meet
its minimum needs.

The government and AWS first respond that if the
CO’s decision is upheld, the Under Secretary could not
have sanctioned the use of multiple awards, so a remand
would be pointless. This assertion strikes us as a tad so-
phistical, but, in any event, and fortunately for the defend-
ant, we think their next argument concerning prejudice
has merit.

The government and intervenor argue that Oracle
cannot demonstrate prejudice as a result of the flawed
D&F because the agency’s minimum needs would not
have changed in a multiple-award scenario. In other
words, Gate Criteria 1.1 and 1.2 are enforceable, Oracle
cannot meet them, and there is no connection between the
single award determination, the gate criteria, and possible
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ethics violations. Under any scenario, Oracle would be out
of the competition.

In substance we agree, at least with respect to Gate
Criteria 1.2. While Oracle may well be correct that some
aspects of the gate criteria are driven by the agency’s in-
sistence on using a single provider to manage an immense
amount of data, one critical aspect of the gate criteria is
not connected to the choice of a single provider: data se-
curity.

The security concern is explicit in Gate Criteria 1.2.
The security component of Gate Criteria 1.2 is based on
DoD’s “minimum security requirements for processing or
storing DoD’s least sensitive information.” AR 947. Mr.
Van Name explained that the challenged portion of Gate
Criteria 1.2 reflects the “minimum criteria necessary for
DoD to have confidence that the Offeror’s proposed data
centers have met the underlying physical security re-
quirements necessary to successfully perform the con-
tract.” Id. Many of the acquisition documents bolster the
agency’s conviction that use of multiple cloud service pro-
viders exponentially increases the challenge of securing
data. We have no reason to doubt the agency’s many rep-
resentations that the Gate Criteria 1.2 security require-
ments are the minimum that will be necessary to perform
even the least sensitive aspects of the JEDI Cloud pro-
ject.

In other words, although this criteria presumes a sin-
gle award, the only logical conclusion is that, if multiple
awards were made, the security concerns would ratchet
up, not down. They are, indeed, minimally stated. If Ora-
cle cannot meet Gate Criteria 1.2 as currently configured,
it is thus not prejudiced by the decision to make a single
award. The agency’s needs would not change, so Oracle
would not stand a better chance of being awarded this con-
tract if the agency determined that the procurement must
be changed to multiple award.
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Thus, in order to prevail, Oracle must show that both
Gate Criteria 1.1 and Gate Criteria 1.2 are otherwise un-
enforceable. It would not be sufficient for Oracle to
demonstrate that Gate Criteria 1.1 alone is unenforceable,
because it also cannot not meet Gate Criteria 1.2. We need
not consider Gate Criteria 1.1, or 1.6 for that matter, be-
cause we are satisfied for reasons set out below, that Gate
Criteria 1.2 is enforceable.

IV. Gate Criteria 1.2 Is Enforceable.

Oracle argues that Gate Criteria 1.2 is unenforceable
because it exceeds the agency’s minimum needs, that it is
in fact an unauthorized qualification requirement, and it
amounts to the use of “other than competitive proce-
dures” without proper justification.

Oracle first argues that DoD did not identify an un-
derlying need before imposing Gate Criteria 1.2. When
preparing to procure services, the agency must “specify
the agency’s needs and solicit bids or proposals in a man-
ner designed to achieve full and open competition for the
procurement.” 10 U.S.C. § 2305(a)(1)(A)@) (2012). The so-
licitation must “include specifications which[,] consistent
with the provisions of this chapter, permit full and open
competition; and include restrictive provisions or condi-
tions only to the extent necessary to satisfy the needs of
the agency or as authorized by law.” § 2305(a)(1)(B). The
specifications “shall depend on the nature of the needs of
the agency and the market available to satisfy such
needs.” § 2305(a)(1)(C). The agency may state specifica-
tions for “(i) function, so that a variety of products or ser-
vices may qualify; (ii) performance, including specifica-
tions of the range of acceptable characteristics or of the
minimum acceptable standards; or (iii) design require-
ments.” Id.

Oracle alleges that the requirement in Gate Criteria
1.2 that certain offerings must be FedRAMP Moderate
“Authorized” by the proposal deadline exceeds DoD’s
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minimum needs. Oracle does not challenge any other as-
pect of Gate Criteria 1.2 in terms of the agency’s need. Or-
acle also does not argue that the agency could not require
some security assurance at the time of proposal, just that
the agency improperly chose FedRAMP authorization.
The government responds that the agency has properly
justified the criteria based on its needs.

We agree with the government that Gate Criteria 1.2
is tied to the agency’s minimum needs. Mr. Van Name’s
memorandum explained that “FedRAMP Moderate is the
Federal cloud computing standard and represents the De-
partment’s minimum security requirements for pro-
cessing or storing DoD’s least sensitive information.” AR
947. The cloud services provider will be required to work
with the agency to meet the “more stringent security re-
quirements outlined in the JEDI Cyber Security Plan”
shortly after award, and if the cloud services provider can-
not meet even the FedRAMP Moderate standard at the
time of proposal the agency will not be able to move for-
ward with implementing the JEDI Cloud in a timely man-
ner. /d. Furthermore, even though the JEDI Cyber Secu-
rity Plan is a separate requirement, Mr. Van Name ex-
plained that “FedRAMP Moderate is the minimum crite-
ria necessary for DoD to have confidence that the Offe-
ror’s proposed data centers have met the underlying
physical security requirements necessary to successfully
perform the contract.” AR 947-48. 1t is a useful proxy, in
other words, for the agency’s real need. If an offeror were
unable to meet the lower threshold, it could not hope to
meet the higher.

Oracle argues by pointing to Slack messages and risk
statements that DoD’s security requirements are not the
real reason for this Gate Criteria 1.2 component; rather
the agency wanted to decrease the possibility of too many
proposals or protests. E.g., AR 422, 3123. The Slack mes-
sages and risk sections in acquisition planning documents
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that Oracle points to do not, however, undermine Mr. Van
Name’s justification. The agency’s concern about being in-
undated with too many unqualified offers or protests does
not reveal a nefarious purpose for the gate criteria; that
concern can coexist with legitimate security risks. The
agency’s justification provides a rational basis for why it
chose FedRAMP Moderate “Authorized” to satisfy itself
that a bidder’s offerings would be eligible to house DoD
data.

Alternatively, Oracle argues that Gate Criteria 1.2 is
a qualification requirement subject to the provisions of 10
U.S.C. § 2319 (2012). The government responds that Ora-
cle waived this argument, because it had the opportunity
to object to the terms of Gate Criteria 1.2 as improperly
imposed qualification requirements prior to the close of
the bidding process and failed to do so. See Blue & Gold
Fleet, LP v. United States, 492 F.3d 1308, 1313 (Fed. Cir.
2007). The government is correct—Oracle’s more gener-
alized challenges to the criteria did not raise this precise
argument until post-hearing comments submitted to GAO
on October 18, 2018, after the close of bidding. In any
event, even if the qualification requirement argument was
timely raised, Gate Criteria 1.2 is not a qualification re-
quirement.

A qualification requirement is “a requirement for
testing or other quality assurance demonstration that
must be completed by an offeror before award of a con-
tract.” 10 U.S.C. § 2319(a). If using one, the agency must
prepare a written justification stating the requirement
and explaining why it must be completed pre-award, spec-
ifying a cost estimate, providing for a prompt opportunity
for an offeror to demonstrate its ability, and ensuring that
the offeror is provided specific information if it fails the
qualification requirement. A qualification requirement is
generally “a qualified bidders list, qualified manufactur-
ers list, or qualified products list.” § 2319(c)(3).
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This distinguishes a specification from a qualification
requirement. Specifications, the subject of 10 U.S.C. §
2305(a)(1)(A)(1)-(B)(i), “are the requirements of the par-
ticular project for which the bids are sought, such as de-
sign requirements, functional requirements, or perfor-
mance requirements.” W.G. Yates & Sons Const. Co., Inc.
v. Caldera, 192 F.3d 987, 994 (Fed. Cir. 1999). “Qualifica-
tion requirements, on the other hand, are activities which
establish the experience and abilities of the bidder to as-
sure the government that the bidder has the ability to
carry out and complete the contract.” Id.

In W.G. Yates, the Federal Circuit found that the
Army had improperly established a qualification require-
ment. The Army required a potential bidder “to have de-
signed, manufactured, and installed ten similar door sys-
tems in satisfactory operation for a minimum of five
years” prior to award. Id. at 993. The Federal Circuit con-
cluded that the requirement was not a specification, be-
cause it pertained to “to successful completion of other,
similar hangar door projects,” unrelated to the Army’s so-
licitation. Id. at 994. A specification would relate to the
project at hand, such as “the size of the doors, structural

steel requirements, ability to withstand wind loads, and
the like.” Id.

By comparison, in California Industries Facilities
Resources, Inc. v. United States, this court considered
whether the Air Force improperly imposed qualification
requirements when it required liner system, wind gust,
and snow load testing for certain military shelters prior to
award. 80 Fed. Cl. 633, 641-43 (2008). The court compared
the Air Force’s requirement to the Army’s requirement in
W.G. Yates and also explored GAQ’s explanations of qual-
ification requirements. GAO considers a qualification re-
quirement “a systematized quality assurance demonstra-
tion requirement on a continuing basis as an eligibility for
award,” Aydin Corp.—Reconsideration, B-224185, 87-1
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CPD 1141 (Feb. 10, 1987), or “a system [that] is intended
to be used prior to, and independent of, the specific pro-
curement action.” Scot, Inc., B— 292580, 2003 CPD 1 173
(Oct. 3, 2003). The court concluded that the Air Force’s
testing requirements were specifications, because they
did not relate to other contracts, products, or a system in-
dependent of the procurement but were focused on the
particular features of the shelters that the offerors would
propose.

Oracle argues that the FedRAMP Moderate “Au-
thorized” requirement in Gate Criteria 1.2 is a qualifica-
tion requirement, specifically because that authorization
would have been acquired in the past through either the
Joint Authorization Board or from another agency. The
substance of this requirement is that an offeror must show
that a sampling of its offerings, at datacenters 150 miles
apart, have certain security features. Oracle contends
that this is a backwards-looking, independent quality as-
surance mechanism because the awardee will not be sub-
ject to the FedRAMP approval process and DoD de-
scribed using FedRAMP as a “mechanism to validate that
the core architecture is extensible and likely to be able to
meet the JEDI Cloud requirements across all service of-
ferings.” AR Tab 43 at 955.

The FedRAMP authorization requirement does re-
semble an independent quality assurance system in some
respects, but a few facts distinguish this component of
Gate Criteria 1.2 from the “ten similar door systems in
satisfactory operation for a minimum of five years” re-
quirement in W.G. Yates. First, the agency did not require
an offeror to prequalify in order to submit a proposal or
to be on qualified bidders list prior to submitting its pro-
posal. In that way the JEDI Cloud gate criteria are dis-
tinetly unlike classic qualification requirements. Second,
as Oracle acknowledges, FedRAMP authorization is not
an independent, systematic requirement that DoD
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imposes in its procurements. Third, the security features
that FedRAMP authorization includes are the security
features that DoD believes are in fact the minimum nec-
essary to store DoD data for the JEDI Cloud project it-
self. The agency is not using the FedRAMP process as a
way to examine the offeror’s past performance storing
government data. Rather it is a uniform way to determine
which offerors have certain security capabilities on a num-
ber of their cloud offerings. The offeror cannot store even
the least secure data without such security features. DoD
can specify that an offeror must show that some of its of-
ferings can meet certain security baselines, using a uni-
form tool to measure that security baseline, without trig-
gering a qualification requirement.

Finally, Oracle argues that Gate Criteria 1.2 trans-
forms this procurement into one that uses other than com-
petitive procedures. The agency “(A) shall obtain full and
open competition through the use of competitive proce-
dures in accordance with the requirements of this chapter
and the Federal Acquisition Regulation; and (B) shall use
the competitive procedure or combination of competitive
procedures that is best suited under the circumstances of
the procurement.” 10 U.S.C. § 2304(a)(1). The agency
“may use other than competitive procedures,” when one
of seven conditions is present. § 2304(c).

Relevant here, the agency may forgo competitive pro-
cedures when the services “are available . . . only from a
limited number of responsible sources and no other type
of property or services will satisfy the needs of the
agency,” § 2304(c)(1), or the agency’s need “is of such an
unusual and compelling urgency that the United States
would be seriously injured unless the agency is permitted
to limit the number of sources ....” § 2304(c)(2).

Even if the agency has grounds to forgo competitive
procedures, it must not award a contract under such cir-
cumstances “unless the contracting officer. . . justifies the
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use of such procedures in writing and certifies the accu-
racy and completeness of the justification;” the justifica-
tion is properly approved; and any required notice is
given. § 2304(f)(1).

Oracle alleges that the agency chose the gate criteria
specifically to limit the number of bidders, effectively re-
sulting in “other than competitive procedures.” The state-
ments that Oracle points to, however, are not in the gate
criteria justification memorandum. They appear either in
Slack messages between members of Defense Digital Ser-
vice, or in the risk section of acquisition planning docu-
ments.

The Federal Circuit recognized in National Govern-
ment Services, Inc. v. United States, “the unremarkable
proposition that “a solicitation requirement (such as a
past experience requirement) is not necessarily objection-
able simply because that requirement has the effect of ex-
cluding certain offerors who cannot satisfy that require-
ment.” 923 F.3d 977, 985 (Fed. Cir. 2019). The few record
statements Oracle highlights are insufficient to demon-
strate that the agency is using “other than competitive
procedures” in the JEDI Cloud procurement. The agency
structured this procurement to use full and open compe-
tition and the gate criteria are just the first step in the
evaluation of proposals. The government aptly pointed
out that the substance of the gate criteria evaluation could
have occurred at any point in evaluation of proposals; the
agency simply put the gate criteria first to ensure its eval-
uation was not wasted on offerors who could not meet the
agency’s minimum needs. As Mr. Van Name’s memoran-
dum reflects, the gate criteria are based on more than the
agency’s awareness that its timeline would be delayed if it
received too many proposals. While the gate criteria cer-
tainly had the effect of excluding some offerors, that does
not transform the procurement into less than full and
open competition.
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Specific to the Gate Criteria 1.2 component that cer-
tain offerings must be FedRAMP Moderate “Author-
ized,” Oracle argues that the agency knew at the time of
issuing the RF'P that only two companies could meet that
gate criteria. As such, the agency knew that the necessary
cloud services are available from only a limited number of
responsible sources. Because the agency knew that only a
limited number of responsible sources could offer the ser-
vices, the agency necessarily chose less than open compe-
tition without following the proper procedure. Oracle ba-
ses this argument on the fact that “the FedRAMP ap-
proval process is government-run (with DoD involve-
ment). DoD necessarily knew that only two offerors could
meet this requirement—Microsoft and AWS.” P1.’s Suppl.
Mot. 41. In its response and reply brief, Oracle adds that
“[blased on its market research, DoD necessarily knew
that only two cloud service providers had the existing in-
frastructure with FedRAMP authorized offerings to meet
the gate.” P1.’s Resp. & Reply 23.

The government is correct, however, that evaluation
criteria which have the effect of limiting competition do
not necessarily trigger the procedures required by §
2304(c). Full and open competition “means that all respon-
sible sources are permitted to submit sealed bids or com-
petitive proposals on the procurement.” 41 U.S.C. § 107
(2012); 10 U.S.C. § 2302(3)(D) (2012). Here, they were.
The solicitation permitted all responsible sources to sub-
mit proposals. Four offerors submitted proposals. Even if
the agency knew that as of early 2018 only certain firms
would survive the gate criteria, it nevertheless chose to
accept proposals from all responsible sources. Indeed, the
CO in her memorandum documenting the rationale for a
single award contract stated, “The results of market re-
search indicate that multiple sources are capable of satis-
fying DoD’s requirements for JEDI Cloud and that com-
mercial cloud services customarily provided in the
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commercial marketplace are available to meet a majority
of DoD’s requirements.” AR 457. The FedRAMP author-
ization component does not transform the solicitation into
one for less than full and open competition.

Having considered both the single award determina-
tions and Gate Criteria 1.2, we can return to the question
of prejudice. Assuming the agency relied on a flawed
D&F, would Oracle have had a better chance of competing
for this contract? We can confidently answer, no, because
Oracle could not meet the agency’s properly imposed se-
curity requirements.

This conclusion might normally be the natural stop-
ping point in our decision, but Oracle raises a few other
arguments that it contends present an independent prej-
udicial error requiring this procurement to be set aside.
We thus address the competitive range briefly before
turning to the conflicts of interest determinations.

V. The CO Rationally Set The Competitive Range.

Oracle’s next argument is that, regardless of the pro-
priety of the gate criteria, the agency unequally consid-
ered offerors when she permitted Microsoft and AWS to
advance to a competitive range, despite the fact that they
were both considered unawardable on several factors.
Since all four offerors failed some factors, Oracle contends
that the agency should have established a range of all four
offerors.

Oracle is incorrect. DoD reasonably evaluated the of-
ferors according to the terms in Section M of the solicita-
tion. Section M unambiguously provided that any offeror
who failed Factor 1, the gate criteria, would be immedi-
ately eliminated from consideration. Oracle and IBM
failed Factor 1 and were thus properly eliminated. Ac-
cording to the terms of Section M, only AWS and Mi-
crosoft were eligible for further evaluation. The agency
took the next step of evaluating both under the non-price
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factors and, finding both unawardable and in need of sig-
nificant revisions, chose to set the competitive range of
those two offerors and continue on to discussions and re-
visions. The evaluation thus equally treated all offerors in
accordance with the process set out in Section M.

VI. The CO’s Determinations Regarding Conflicts Of In-
terest Are Rational And Consistent With FAR Sub-
parts 3 And 9.

Oracle challenges the CO’s determination that the in-
volvement in the procurement by Mssrs. Ubhi, DeMar-
tino, and Gavin did not taint the process. It also argues
that the CO irrationally determined that AWS does not
have an organizational conflict of interest. Oracle con-
tends that its conflicts of interest arguments are inde-
pendent bases on which to set aside this procurement, be-
cause the individual conflicts tainted the structure of the
procurement, particularly the single award determina-
tions and the substance of the gate criteria.

The facts on which Oracle rests its conflicts of inter-
est allegations are certainly sufficient to raise eyebrows.
The CO concluded that at least two DoD officials disre-
garded their ethical obligations by negotiating for AWS
employment while working on this procurement. Through
lax oversight, or in the case of Ubhi, deception, DoD was
apparently unaware of this fact. AWS, for its part, was too
prepared to take at face value assurances by Mr. Ubhi
that he had complied with his ethical obligations. While
there is nothing per se illegal about capitalizing on rele-
vant experience in moving to the private sector, the larger
impression left is of a constant gravitational pull on
agency employees by technology behemoths. The dy-
namic apparently is real enough that one would hope the
agency would be more alert to the possibilities of an ero-
sion of public confidence, particularly given the risk to the
agency in having to redo procurements of this size.
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The limited question, however, is whether any of the
actions called out make a difference to the outcome. And
in particular, the even narrower question before the court
is whether the CO’s conclusion of no impact is reasonable.
The court is fully prepared to enforce the agency’s obliga-
tion to redo part or all of this procurement if the CO’s con-
clusion that there was no impact was unreasonable in any
respect, but our ultimate conclusion, after a detailed ex-
amination of the record, is that the CO’s work was thor-
ough and even-handed. She understood the legal and fac-
tual questions and considered the relevant evidence. It is
unfortunate that the employees in question gave her so
much evidence to consider, making it is easy for Oracle to
cherry pick from the vast amount of communications and
isolate a few suggestive sound bites. But that volume
should not compel an unreasoned leap to the conclusion
that there was fire as well as smoke.

1. Individual Conflicts of Interest

We review the CO’s determinations for a rational ba-
sis and consistency with the applicable law. Regarding the
personal conflicts of interest, “[a] contracting officer who
receives or obtains information of a violation or possible
violation of 41 U.S.C. 2102, 2103, or 2104 (see 3.1043) must
determine if the reported violation or possible violation
has any impact on the pending award or selection of the
contractor.” FAR 3.01-7(a) (2018). If the CO determines
that there is no impact on the procurement, she must for-
ward the information to a designated individual within the
agency. Id. If that individual concurs with the CO, the pro-
curement may proceed." Id.

I Oracle argues that the court must go beyond the CO’s determina-
tions in this matter and consider whether these personal conflicts of
interest constitute a violation of certain statutes, particularly 18
U.S.C. § 208 as it relates to Mr. Ubhi. We disagree. Our standard of
review is explicitly set out in 28 U.S.C. § 1491(b)(4) and does not in-
clude this court holding a mini criminal trial in the course of deciding
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Here, the CO determined that, although there were
some violations or possible violations of law relating to
conflicts of interest, those conflicted individuals did not
impact the decision to use a single award approach or the
substance of the evaluation factors. It is easy to critique
uncritically her analysis and characterize it as, “there
were lots of people involved in the decisions here, so it’s
unlikely the persons in question impacted the result.” We
are satisfied that would be a simplistic and inaccurate cri-
tique. In fact, there were a lot of people involved in this
procurement, and the ones called out by the ethics inves-
tigations indeed were a very small part of the substance
of the procurement, both as a result of their limited roles
and as a result of the timing of important decisions.

We think that the conclusion the CO in effect asks us
to draw, that these individuals were bit players in the
JEDI Cloud project, is correct. They were not members
of the Cloud Executive Steering Group, the Cloud Com-
puting Program Office, the Joint Requirements Oversight
Council, or the Cost Assessment and Program Evalua-
tion, and that is only a partial list of the many DoD offices
and officials who had a role in the structure of this pro-
curement. See, e.g., AR Tab 64, 91, 94. Nor were they act-
ing as the CO, Under Secretary, the Chief Information
Officer, the Deputy Chief Management Officer, or other
official who developed or signed off on challenged compo-
nents of this procurement. While they should not have had
the opportunity to work on the JEDI Cloud procurement
at all, or at least for certain periods of time, nevertheless,
their involvement does not taint the work of many other
persons who had the real control of the direction of the
JEDI Cloud project.

a bid protest. In any event, the CO here considered possible violations
of 18 U.S.C. § 208 and performed an “even if” analysis as a part of her
FAR Subpart 3 determination.
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A. Mr. DeMartino

The CO considered all of the relevant facts regarding
Mr. DeMartino’s involvement. None of the facts contra-
dict her ultimate conclusion that his involvement with
JEDI did not impact the procurement. While we might
view the CO’s characterizations as a bit generous (for in-
stance, Mr. DeMartino clearly did not work with govern-
ment ethics personnel “throughout” his DoD employ-
ment), nevertheless, she rationally determined that he
was merely a go-between for the Deputy Secretary and
did not have substantive input into the structure or con-
tent of the solicitation. Specifically, Mr. DeMartino did
not have a voice in whether DoD should use a single or
multiple award approach and did not craft the substance
of the evaluation factors. His employer, the Deputy Sec-
retary, was expressly “open” to either single or multiple
award at least into late 2017. AR 4352. Moreover, DeMar-
tino did not leave DoD to work for AWS during, or appar-
ently after this procurement. We view him as not relevant
to the AWS organizational conflict of interest analysis.

B. Mr. Gavin

The CO likewise considered all of the relevant facts
regarding Mr. Gavin’s involvement. First, her conclusion
that “Mr. Gavin violated FAR 3.101-1, and possibly vio-
lated 18 U.S.C. § 208 and its implementing regulations,”
is well-supported. The CO properly went on to ask
whether, in light of the conflict, Mr. Gavin impacted the
procurement. The record supports her conclusion that
Mr. Gavin was involved only to offer his knowledge of the
Navy’s cloud services experience. He was not a member
of the Cloud Executive Steering Group, Defense Digital
Service, the Chief Information Office, or any other team
tasked with spearheading aspects of this procurement. As
far as we can tell from the record, he did not assist in craft-
ing the single award determinations or the technical sub-
stance of the evaluation factors. At most, he attended a
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few JEDI Cloud meetings. He does not appear to have
obtained any contractor bid or proposal information nor
does he appear to have introduced any bias toward AWS
into the meetings he attended. It would have been proper
for the CO to discount Mr. Gavin’s affidavit as she did Mr.
Ubhi’s, because she felt he had violated FAR 3.101-1.
Even when his involvement is considered without his own
assurances that he did not act improperly, the CO’s re-
view of the record was reasonable that Mr. Gavin was in-
volved solely to offer his past experience with cloud com-
puting contracts.

Oracle is correct that we do not know exactly what
Mr. Gavin communicated to AWS’s JEDI proposal team
lead prior to the information firewall. Mr. Gavin acted im-
properly in that regard, as did the AWS employee who
spoke with him. But the CO reasonably determined that
Mr. Gavin simply did not have access to competitively use-
ful information to convey to AWS. By the time Mr. Gavin
began working at AWS, the draft REF'P had been released,
providing AWS access to the relevant information that
also appeared in the draft Acquisition Strategy. We thus
find that the CO’s conclusion regarding Mr. Gavin was ra-
tional.

C. Mr. Ubhi

The last individual who worked on the procurement
despite a personal conflict of interest was Mr. Ubhi. We
agree with the CO that his behavior was disconcerting.
Despite being aware of his ethical obligations, he ignored
them. The CO drew six conclusions regarding Mr. Ubhi;
we will consider each in turn.

First, the CO reached the obvious conclusion that Mr.
Ubhi violated the FAR 3.101-1 requirement that officials
“avoid strictly any conflict of interest or even the appear-
ance of a conflict of interest in Government contractor re-
lationships” and thus the matter had to be referred to the
DoD Inspector General. AR 58707-09. She also considered
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related prohibitions and reasonably concluded that Mr.
Ubhi’s behavior must be referred to the Inspector Gen-
eral for investigation of “whether Mr. Ubhi violated 18
U.S.C. § 208, 5 CFR § 2635.604, and 5 CFR § 2635.402.”
AR 58709. The CO continued her analysis, as FAR 3.104-
7 directed her to do, assuming that Mr. Ubhi’s participa-
tion was unethical and might have impacted events he
participated in. We find nothing irrational in this first con-
clusion.

Next, the CO concluded both that Mr. Ubhi’s employ-
ment package did not reflect a quid pro quo for nonpublic
information relating to the JEDI Cloud procurement and
that there is no evidence that Mr. Ubhi shared nonpublic
information with AWS. To reach this conclusion, she con-
sidered all of the employment negotiations between Mr.
Ubhi and AWS (beginning before the JEDI Cloud pro-
curement) and his employment offer. Based on discus-
sions and research, she concluded that AWS was inter-
ested in hiring Mr. Ubhi regardless of his JEDI Cloud in-
volvement and that his substantial employment package
did not appear to be tied to receiving nonpublic infor-
mation. Her conclusion here is reasonable and highlights
an important aspect of Mr. Ubhi’s post-DoD work: he did
not return to AWS to work on its JEDI Cloud proposal
team, for its Federal Business Sector, or for the DoD Pro-
grams section.

She went on to consider the communications DoD had
with AWS and the affidavits submitted from AWS em-
ployees stating that they had not received, or hoped to re-
ceive, any information from Mr. Ubhi. She considered af-
fidavits from individuals both within AWS’s commercial
sector (where Mr. Ubhi is now employed) and AWS’s fed-
eral business sector (where the AWS JEDI Team works).
None of those affidavits suggest that Mr. Ubhi shared any
information with the JEDI Cloud team or that the team
would welcome his input. The CO did not find any
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evidence to suggest that he had shared nonpublic infor-
mation with AWS or that AWS had solicited such infor-
mation. The CO took the whole record into account, dis-
counted Mr. Ubhi’s assurances, and considered AWS’s ap-
parent motivations and the statements made by its em-
ployees under penalty of perjury. We did not find any crit-
ical facts that she overlooked in reaching this conclusion
and thus find no reason to disturb it.

The CO’s third conclusion was that even if Mr. Ubhi
had disclosed nonpublic information, none of it would have
been competitively useful. The CO detailed both potential
offeror information and DoD information that Mr. Ubhi
had access to as a member of the Defense Digital Service
team. She detailed her analysis that the vendor meeting
information would not have been competitively useful to
AWS and that much of the DoD information was prema-
ture, based on incorrect assumptions, and, in any event,
was revealed to the public during meetings and industry
research. Again, the CO considered this question closely
and we have found nothing in the record to suggest that
her explanation was unsatisfactory.

Oracle takes issue with the fact that the CO, in her
fourth conclusion, applied FAR 3.104-3(c) too literally.
The section requires officials such as Mr. Ubhi to
promptly report contacting or being contacted “by a per-
son who is an offeror in that Federal agency procurement
regarding possible non-Federal employment for that offi-
cial” and then to disqualify himself from further personal
and substantial participation in the procurement. FAR
3.104-3(c) (emphasis added). The CO repeated that Mr.
Ubhi was personally and substantially involved. She found
that Mr. Ubhi failed to “promptly report the contact with
AWS in writing to his supervisor and the agency ethics
official” and failed to timely recuse himself from JEDI
Cloud activities. But Mr. Ubhi did not violate this partic-
ular section of FAR Subpart 3 because AWS was not an
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offeror at the time. The CO repeated that Mr. Ubhi be-
haved unethically and improperly and she read and ap-
plied FAR 3.104-3(c) as written. We find nothing objec-
tionable in her analysis under FAR 3.104-3(c).

Fifth, the CO concluded that Mr. Ubhi’s seven-week
contribution to the planning stage of the JEDI Cloud pro-
curement did not introduce bias in favor of AWS. The CO
reviewed Mr. Ubhi’s work and found that, despite often
expressing vehement opinions about various people and
companies, he did not lobby in favor of a particular cloud
services provider. Her conclusion is supported in the rec-
ord.

Sixth, the CO concluded that even if Mr. Ubhi tried to
introduce bias into the procurement process, he failed. Or-
acle argues that the reasoning behind this determination
was flawed. First, the CO found that Mr. Ubhi did not
have the technical expertise to substantially influence the
procurement. Second, she concluded that his actual at-
tempts to influence the procurement were limited. Third,
the key decisions were made after Mr. Ubhi recused him-
self.

As to Mr. Ubhi’s technical expertise, or lack thereof,
the record reflects that Mr. Ubhi’ specialty was lead prod-
uct manager. The CO placed Mr. Ubhi’s participation in
the broader context of the Defense Digital Service team,
which was only one team among at least half a dozen DoD
organizations that contributed to and reviewed the con-
tent of the JEDI Cloud solicitation. Mr. Van Name ex-
plained in his GAO testimony that Mr. Ubhi was indeed
conversant in cloud computing, as one must be to work as
an industry specialist in cloud computing. But his involve-
ment early in the planning stage of this procurement does
not reflect any meaningful role in crafting the technical
aspects of this solicitation, particularly the gate criteria.
We are not aware of any step in the procurement that re-
quired his approval. By the time DoD finished its
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decisions and amendments to Gate Criteria 1.2, Mr. Ubhi
had long since left DoD. In reality, the gate criteria, par-
ticularly the security requirements, were crafted by a
number of DoD teams which focused on technical and se-
curity requirements. Mr. Ubhi’s primary role was indus-
try liaison; the record does not warrant attributing to him
any serious involvement in the technical or security as-
pects of the gate criteria.

While Oracle points to Mr. Ubhi’s loud advocacy for a
single award approach, real DoD decisionmakers had
been independently in favor of a single award approach
both before and after Mr. Ubhi’s involvement. As early as
September 14, 2017, the Cloud Executive Steering Group
(of which Mr. Ubhi was not a member) expressed a pref-
erence for a single award approach. On the other hand,
after Mr. Ubhi left DoD, the Deputy Secretary remained
unconvinced regarding which approach to use; he was
“[o]pen to the first cloud contract being single source OR
multiple source” and asked for a “layout [of] all options
and recommendations from Team Cloud” in November
2017. AR 4352. The CO recalled being in a meeting in
April 2018 in which “the single award decision was still be-
ing vigorously debated.” AR 58721. Nor is it credible to
suggest that Mr. Ubhi was steering DoD toward AWS.
Our narrative began with the visit to AWS (among other
cloud service providers) by DoD top brass, before Mr.
Ubhi’s involvement surfaces.

Ultimately, we find that the CO correctly concluded
that although Mr. Ubhi should have never worked on the
JEDI Cloud procurement, his involvement did not impact
it. We are left with the firm conviction that the agency was
headed in the direction of a single award from the begin-
ning, indeed probably before Mr. Ubhi was enlisted to
participate in the JEDI Cloud project. The CO is funda-
mentally correct: if there was a high speed train headed
toward a single award decision, Mr. Ubhi was merely a
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passenger on that train, and certainly not the conductor.
Moreover, he exited DoD prior to the substance of the
evaluation factors being crafted. Although the CO cor-
rectly found the assurances in his affidavit to be untrust-
worthy, we ultimately agree with the substance of her
conclusion that his self-promoting, fabulist and often pro-
fanity-laced descriptions of his own role were merely that.

2. Alleged Organizational Conflict of Interest

Finally, Oracle turns to the CO’s assessment of AWS.
Oracle argues that the CO’s determination that AWS did
not violate procurement integrity law and does not have
an unfair advantage lacks a rational basis. While Oracle’s
argument focuses on Mr. Gavin’s and Mr. Ubhi’s relation-
ship with AWS, even though the CO properly considered
both Mr. Bouier’s and Dr. Sutherland’s relationship with
the company as well.

FAR Subpart 9 prescribes rules and responsibilities
regarding organizational conflicts of interest. “An organ-
izational conflict of interest may result when factors cre-
ate an actual or potential conflict of interest on an instant
contract, or when the nature of the work to be performed
on the instant contract creates an actual or potential con-
flict of interest on a future acquisition.” FAR 9.502(c)
(2018). It is the CO’s responsibility to “[i]dentify and eval-
uate potential organizational conflicts of interest as early
in the acquisition process as possible” and to “[a]void, neu-
tralize, or mitigate significant potential conflicts before
contract award.” FAR 9.504(a). The CO “should avoid cre-
ating unnecessary delays, burdensome information re-
quirements, and excessive documentation. The [CO’s]
judgment need be formally documented only when a sub-
stantive issue concerning potential organizational conflict
of interest exists.” FAR 9.504(d).

The CO should examine “[e]ach individual contract-
ing situation . . . on the basis of its particular facts and the
nature of the proposed contract.” FAR 9.505. “The
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exercise of common sense, good judgment, and sound dis-
cretion is required in both the decision on whether a sig-
nificant potential conflict exists and, if it does, the devel-
opment of an appropriate means for resolving it.” Id. Rel-
evant here, the CO should seek to prevent “unfair compet-
itive advantage.” Id. Such unfair advantage “exists where
a contractor competing for award of any Federal contract
possesses—(1) Proprietary information that was obtained
from a Government official without proper authorization;
or (2) Source selection information . . . that is relevant to
the contract but is not available to all competitors, and
such information would assist that contractor in obtaining
the contract.” Id.

Oracle argues that there can be no question that AWS
had a significant, actual conflict and that only extreme
measures would eliminate the conflict at this stage. It con-
tends that the CO irrationally determined that AWS could
not derive an unfair competitive advantage from the infor-
mation Mr. Ubhi or Mr. Gavin brought with them to AWS.
The government responds that the CO properly deter-
mined that a significant potential conflict did not exist, be-
cause there is no evidence—in the CO’s determination or
that she missed—that indicates AWS possesses proprie-
tary information or source selection information not avail-
able to all competitors.

The CO’s conclusion that a conflict of interest did not
exist was sufficiently supported based on the facts pre-
sented to her. She specifically considered whether the
DoD employees who accepted jobs at AWS could have,
and did, communicate information to AWS that would give
AWS an unfair competitive advantage. She concluded that
the information the three individuals had could not offer
an unfair competitive advantage and that, in any event,
there is no evidence that protected information was com-
municated to AWS.
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Her assessment began with whether AWS obtained
source selection information that is relevant, not available
to all competitors, and would assist AWS in winning the
JEDI Cloud contract. The pertinent facts she considered
are that Mr. Ubhi participated in many JEDI Cloud meet-
ings and assisted in drafting several pre-RFP documents;
he had access to the contents of the Google Drive; Mr.
Gavin participated in two meetings and viewed a limited
set of documents; and Dr. Sutherland apparently had ac-
cess to some documents through her work with the Joint
Requirements Oversight Council. The substance of the
documents to which they had access, however, along with
the meeting notes, concerns DoD’s need to adopt cloud
computing, the disadvantages of not being able to access
an enterprise cloud, the list the cloud services DoD would
need, and the processes for how to get to closure in the
procurement.

AWS could have contemporaneously gathered such
information through the November 2017 JEDI Cloud
summary, the RFI, meetings with the JEDI Cloud pro-
curement team, and later through the draft RF'P and the
final solicitation package, not to mention DoD’s 2017
meeting with AWS prior to the kickoff of the JEDI Cloud
procurement process. DoD was not particularly secretive
about its cloud services needs or its plan for the solicita-
tion. In fact, DoD involved industry from the beginning of
this procurement. At the time Mr. Ubhi and Mr. Gavin
sought AWS employment, no bids or other source selec-
tion information existed. We find nothing irrational in the
CO’s conclusion that Mr. Gavin and Mr. Ubhi did not offer
AWS an unfair competitive advantage based on their
knowledge of nonpublic information relating to the pro-
curement.

Oracle also argues that Mr. Ubhi had nonpublic infor-
mation regarding AWS’s potential competitors, implying
that he had imparted to AWS “[p]roprietary information
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that was obtained from a Government official without
proper authorization.” FAR 9.505(b)(1). There is no real
support for this supposition. The CO considered this issue
and concluded that the information Mr. Ubhi had access
to could be accessed publicly. She also concluded that Mr.
Ubhi’s knowledge of Microsoft’s proprietary information,
submitted to DoD during its one-on-one meeting with the
JEDI Cloud team, could be accessed publicly. Moreover,
none of the information Oracle points out appears to be
sensitive to Microsoft’s future offer or approach to tack-
ling the JEDI Cloud project. It is a reasonable conclusion
that AWS had access to the information with or without
Mr. Ubhi.

In this case, there was a significant amount of com-
munication and negotiation between AWS and DoD em-
ployees. As in the case of the individual conflicts of inter-
est, the individuals, the company, and the agency were
slow to identify the potential this created for an organiza-
tional conflict, particularly as it might relate to a procure-
ment of this magnitude, and less than aggressive in head-
ing off potential harm. Nevertheless, our review is not de
novo. The question is whether the procurement was
tainted, so as to warrant a redo or possible exclusion of
AWS, a question that lies, in the first instance, in the
hands of the CO. The issue for the court is whether she
properly exercised her discretion in concluding that AWS
does not have an organizational conflict of interest based
on the facts as presented. We believe she correctly fo-
cused on the significance of the potential conflict and
whether it gave AWS any competitive advantage. Her
conclusion that the errors and omissions were not signifi-
cant and did not give AWS a competitive advantage was
reasonable and well supported.

CONCLUSION

Because the court finds that Gate Criteria 1.2 is en-
forceable, and because Oracle concedes that it could not
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meet that criteria at the time of proposal submission, we
conclude that it cannot demonstrate prejudice as a result
of any other possible errors. Plaintiff’s motion for judg-
ment on the administrative record is therefore denied.
Defendant’s and intervenor’s respective cross-motions for
judgment on the administrative record are granted. The
Clerk is directed to enter judgment for defendant. No
costs.
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APPENDIX C

10 U.S.C. § 2304a(d):

(d) SINGLE AND MULTIPLE CONTRACT AWARDS.—
(1) The head of an agency may exercise the authority pro-
vided in this section—

(A) to award a single task or delivery order con-
tract; or

(B) if the solicitation states that the head of the
agency has the option to do so, to award separate task
or delivery order contracts for the same or similar
services or property to two or more sources.

(2) No determination under section 2304(b) of this ti-
tle is required for award of multiple task or delivery order
contracts under paragraph (1)(B).

(3)(A) Except as provided under subparagraph (B),
no task or delivery order contract in an amount estimated
to exceed $100,000,000 (including all options) may be
awarded to a single source unless the head of the agency
determines in writing that—

(i) the task or delivery orders expected un-
der the contract are so integrally related that
only a single source can efficiently perform the
work;

(ii) the contract provides only for firm, fixed
price task orders or delivery orders for—

(I) products for which unit prices are es-
tablished in the contract; or

(IT) services for which prices are estab-
lished in the contract for the specific tasks to
be performed,;

(iii) only one source is qualified and capable
of performing the work at a reasonable price to
the government,; or
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(iv) because of exceptional circumstances, it
is necessary in the public interest to award the
contract to a single source.

(B) A task or delivery order contract in an
amount estimated to exceed $100,000,000 (including
all options) may be awarded to a single source without
the written determination otherwise required under
subparagraph (A) if the head of the agency has made
awritten determination pursuant to section 2304(c) of
this title that procedures other than competitive pro-
cedures may be used for the awarding of such con-
tract.

(4) The regulations implementing this subsection
shall—

(A) establish a preference for awarding, to the
maximum extent practicable, multiple task or deliv-
ery order contracts for the same or similar services
or property under the authority of paragraph (1)(B);
and

(B) establish criteria for determining when
award of multiple task or delivery order contracts
would not be in the best interest of the Federal Gov-
ernment.

18 U.S.C. § 208:

(a) Except as permitted by subsection (b) hereof,
whoever, being an officer or employee of the executive
branch of the United States Government, or of any inde-
pendent agency of the United States, a Federal Reserve
bank director, officer, or employee, or an officer or em-
ployee of the District of Columbia, including a special Gov-
ernment employee, participates personally and substan-
tially as a Government officer or employee, through deci-
sion, approval, disapproval, recommendation, the
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rendering of advice, investigation, or otherwise, in a judi-
cial or other proceeding, application, request for a ruling
or other determination, contract, claim, controversy,
charge, accusation, arrest, or other particular matter in
which, to his knowledge, he, his spouse, minor child, gen-
eral partner, organization in which he is serving as officer,
director, trustee, general partner or employee, or any
person or organization with whom he is negotiating or has
any arrangement concerning prospective employment,
has a financial interest—

Shall be subject to the penalties set forth in section
216 of this title.

(b) Subsection (a) shall not apply—

(1) if the officer or employee first advises the
Government official responsible for appointment
to his or her position of the nature and circum-
stances of the judicial or other proceeding, applica-
tion, request for a ruling or other determination,
contract, claim, controversy, charge, accusation,
arrest, or other particular matter and makes full
disclosure of the financial interest and receives in
advance a written determination made by such of-
ficial that the interest is not so substantial as to be
deemed likely to affect the integrity of the services
which the Government may expect from such of-
ficer or employee;

(2) if, by regulation issued by the Director of
the Office of Government Ethies, applicable to all
or a portion of all officers and employees covered
by this section, and published in the Federal Reg-
ister, the financial interest has been exempted
from the requirements of subsection (a) as being
too remote or too inconsequential to affect the in-
tegrity of the services of the Government officers
or employees to which such regulation applies;
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(3) in the case of a special Government em-
ployee serving on an advisory committee within
the meaning of the Federal Advisory Committee
Act (including an individual being considered for
an appointment to such a position), the official re-
sponsible for the employee’s appointment, after re-
view of the financial disclosure report filed by the
individual pursuant to the Ethics in Government
Act of 1978, certifies in writing that the need for
the individual’s services outweighs the potential
for a conflict of interest created by the financial in-
terest involved; or

(4) if the financial interest that would be af-
fected by the particular matter involved is that re-
sulting solely from the interest of the officer or em-
ployee, or his or her spouse or minor child, in birth-
rights—

(A) in an Indian tribe, band, nation, or
other organized group or community, includ-
ing any Alaska Native village corporation as
defined in or established pursuant to the
Alaska Native Claims Settlement Act, which is
recognized as eligible for the special programs
and services provided by the United States to
Indians because of their status as Indians,

(B) in an Indian allotment the title to
which is held in trust by the United States or
which is inalienable by the allottee without the
consent of the United States, or

(C) in an Indian claims fund held in trust
or administered by the United States,

if the particular matter does not involve the Indian
allotment or claims fund or the Indian tribe, band,
nation, organized group or community, or Alaska
Native village corporation as a specific party or
parties.
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(e)(1) For the purpose of paragraph (1) of subsec-
tion (b), in the case of class A and B directors of Federal
Reserve banks, the Board of Governors of the Federal
Reserve System shall be deemed to be the Government
official responsible for appointment.

(2) The potential availability of an exemption
under any particular paragraph of subsection (b)
does not preclude an exemption being granted pur-
suant to another paragraph of subsection (b).
(d)(1) Upon request, a copy of any determination

granting an exemption under subsection (b)(1) or (b)(3)
shall be made available to the public by the agency grant-
ing the exemption pursuant to the procedures set forth in
section 105 of the Ethics in Government Act of 1978. In
making such determination available, the agency may
withhold from disclosure any information contained in the
determination that would be exempt from disclosure un-
der section 552 of title 5. For purposes of determinations
under subsection (b)(3), the information describing each
financial interest shall be no more extensive than that re-
quired of the individual in his or her financial disclosure
report under the Ethics in Government Act of 1978.

(2) The Office of Government Ethics, after
consultation with the Attorney General, shall issue
uniform regulations for the issuance of waivers and
exemptions under subsection (b) which shall—

(A) list and describe exemptions; and

(B) provide guidance with respect to the
types of interests that are not so substantial as
to be deemed likely to affect the integrity of
the services the Government may expect from
the employee.



