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UNITED STATES V. NORRIS2

SUMMARY*

Criminal Law

The panel affirmed a conviction for distribution and
possession of material involving the sexual exploitation of
minors, in a case in which an FBI agent used wireless-
tracking software to detect the signal strength of the address
of the defendant’s wireless device.

The panel held that because there was no physical
intrusion into the defendant’s residence to detect the signal
strength of his device’s media-access-control (MAC) address,
the district court correctly applied the factors set forth in Katz
v. United States, 389 U.S. 347 (1967), and determined that no
search occurred under the Fourth Amendment.  The panel
wrote that the defendant lacked a subjective expectation of
privacy in the signal strength of his MAC address emanating
from his unauthorized use of a third-party’s password-
protected wireless router.  The panel concluded that society
is not, in any event, prepared to recognize as reasonable an
expectation of privacy predicated on unauthorized use of a
third-party’s internet access.

The panel held that the district court did not err in
denying the defendant’s request for a Franks hearing, where
the defendant failed to make a substantial preliminary
showing that the search warrant affidavit included any
knowingly, intentionally, or recklessly made material
misrepresentations or omissions; and where a corrected

* This summary constitutes no part of the opinion of the court.  It has
been prepared by court staff for the convenience of the reader.
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UNITED STATES V. NORRIS 3

and/or supplemented affidavit would not have affected the
probable cause determination.  

COUNSEL

John Paul Balazs (argued), Sacramento, California, for
Defendant-Appellant.

Matthew G. Morris (argued) and Shelley D. Weger, Assistant
United States Attorneys; Camil A. Skipper, Appellate Chief;
McGregor W. Scott, United States Attorney; United States
Attorney’s Office, Sacramento, California; for Plaintiff-
Appellee.

OPINION

RAWLINSON, Circuit Judge:

To resolve this case, we must once again venture into the
intersection of technology and the Fourth Amendment. 
Defendant-Appellant Alexander Nathan Norris (Norris) seeks
to have us apply the protections of the Fourth Amendment to
the use of a wireless tracking program to identify the address
of his wireless device.  Under the facts of this case, we
conclude that no Fourth Amendment search occurred in the
course of identifying Norris’s wireless device, and we affirm
his conviction.

I. BACKGROUND

This case originated in December, 2010, when Federal
Bureau of Investigation (FBI) Special Agent Nicholas G.
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UNITED STATES V. NORRIS4

Phirippidis (Special Agent Phirippidis) initiated an
investigation into the possession and distribution of child
pornography through a peer-to-peer file-sharing network (P2P
network).1  Special Agent Phirippidis downloaded child
pornography from username “boyforboys1,” using an Internet
Protocol address (IP address)2 of 67.172.180.130 registered
to Comcast Communications (Comcast).  Comcast could not
determine the physical address for “boyforboys1.”

In March, 2011, “boyforboys1” logged into the same P2P
network, using a different IP address of 64.160.118.55
registered to AT&T Internet Services (AT&T), and Special
Agent Phirippidis again downloaded child pornography from
“boyforboys1.”  In response to a subpoena, AT&T identified
the subscriber associated with the IP address as residing in
Apartment 242.  After conducting a public records search and
confirming with the apartment manager that the subscriber
still resided at Apartment 242, Special Agent Phirippidis
obtained a search warrant for Apartment 242.

Upon execution of the search warrant, Special Agent
Phirippidis discovered that the password-protected wireless
internet router (router) located in Apartment 242 used an IP
address of 69.105.80.128 rather than the 64.160.118.55 IP

1 P2P file-sharing software “allows network computer users,
connected to the Internet, to share many types of files; these files typically
include music, graphics, images, movies, and text.  In this way, [P2P
network] users are able to collect large numbers of files, including child
pornography.”

2 An IP address “refers to a unique number used by a computer to
access the Internet.”  IP addresses can be dynamic (the number changes
each time the computer accesses the Internet) or static (the number
remains the same each time the computer accesses the Internet).
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UNITED STATES V. NORRIS 5

address connected to “boyforboys1.”  The search revealed
that no devices in Apartment 242 contained any evidence of
child pornography or of the P2P file-sharing program used by
“boyforboys1.”

FBI agents identified all the devices that had recently
connected to the router located in Apartment 242 and
pinpointed two unknown devices, “bootycop” (media access
control [MAC] address unknown) and “CK” (with a MAC
address of 00.25:d3:d4:c4:73).3  Because the apartment
residents could not identify either unknown device, Special
Agent Phirippidis concluded that “CK” and “bootycop”
accessed the router in Apartment 242 without permission. 
Neither computer was connected to the router when Special
Agent Phirippidis executed the search warrant, but agents
attempted to identify the location of the “CK” device using
Moocherhunter software (Moocherhunter)4 and the
00.25:d3:d4:c4:73 MAC address.

With Moocherhunter in passive mode and using a
wireless antenna, Special Agent Phirippidis and his
colleagues captured signal strength readings to locate the
00.25:d3:d4:c4:73 MAC address.  Specifically,
Moocherhunter was installed on a laptop computer and
connected to a directional antenna.  The Moocherhunter

3 A MAC address is “a unique identifier assigned to a network device
for communication on a physical network.  A MAC address is most often
assigned by the manufacturer of a network device,” and differs from an IP
address.

4 As its name implies, Moocherhunter is an open-source wireless
tracking software program designed to identify computers trespassing on
wireless computer networks.  Moocherhunter enables the detection of
wireless traffic without directly accessing any device.
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UNITED STATES V. NORRIS6

program was provided the 00.25:d3:d4:c4:73 MAC address,
and approximately seventeen location readings were taken in
the vicinity of Apartment 242.  The readings were
significantly higher when the antennae was aimed in the
direction of Apartment 243.  As a result, the agents concluded
that Apartment 243 housed the “CK” device.  After
identifying the target apartment, Special Agent Phirippidis
waited for “boyforboys1” to log on to the P2P network.

A week later, “boyforboys1” logged onto the P2P network
and distributed child pornography from the 69.105.80.128 IP
address linked to the wireless router in Apartment 242. 
Special Agent Phirippidis downloaded child pornography
files from “boyforboys1,” and went to Apartment 242 to
confirm whether “boyforboys1” utilized “CK” or “bootycop”
devices to distribute the child pornography.  With the consent
of a resident of Apartment 242, Special Agent Phirippidis
and his colleagues determined that “CK” (with the
00.25:d3:d4:c4:73 MAC address) and “bootycop” (with a
MAC address of 00:1f:1f:49:d3:11) were logged into the
wireless router belonging to the residents of Apartment 242.

After a period of time, “CK” disconnected from the
router, leaving only “bootycop” connected to the router. 
Again using the Moocherhunter software and a wireless
antenna, Special Agent Phirippidis measured the signal
strength of MAC address 00:1f:1f:49:d3:11, taking readings
from Apartment 242 and from a nearby vacant apartment
(with permission from the apartment manager).  He
concluded that:  (1) “CK” and “bootycop” exhibited similar
signal strengths; (2) “CK” and “bootycop” were associated
with each other; (3) Apartment 243 housed both devices;
and (4) both had gained unauthorized access to the
password-protected router in Apartment 242.
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UNITED STATES V. NORRIS 7

Based on the Moocherhunter data, Special Agent
Phirippidis obtained a search warrant for Apartment 243. 
When Special Agent Phirippidis and his colleagues executed
the search warrant, they discovered evidence of child
pornography.

II. PROCEDURAL HISTORY

The government indicted Norris on one count of
distribution of material involving the sexual exploitation of
minors, in violation of 18 U.S.C. § 2252(a)(2), and one count
of possession of material involving the sexual exploitation of
minors, in violation of 18 U.S.C. § 2252(a)(4)(B).  Norris
subsequently moved to suppress the evidence obtained as a
result of the search warrant, alleging that use of the
Moocherhunter software amounted to a warrantless search in
violation of the Fourth Amendment.  Norris also moved for
a Franks5  hearing on the basis that the search warrant
affidavit contained misrepresentations and omissions that
materially misled the magistrate judge and negated any
probable cause determination.  The district court denied both
motions.

Addressing the motion to suppress, the district court held
that no Fourth Amendment search occurred, because, unlike
in Florida v. Jardines, 569 U.S. 1 (2013), the agents did not
encroach upon Norris’s curtilage to determine the location of
contraband inside the house.  See id., 569 U.S. at 3, 11 12
(holding that a Fourth Amendment search occurred when
police brought a drug-sniffing dog to defendant’s porch to
determine the presence of drugs inside the residence).  In
Jardines, the Supreme Court clarified that the focus in a

5 Franks v. Delaware, 438 U.S. 154 (1978).
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UNITED STATES V. NORRIS8

Fourth Amendment inquiry should be on “the traditional
property-based understanding of the Fourth Amendment.”  Id.
at 11.  Thus, if “the government gains evidence by physically
intruding on constitutionally protected areas,” such as the
curtilage of a home, a search has occurred, and no further
inquiry is required, including whether the defendant had a
reasonable expectation of privacy.  Id.

Having found that the agents did not physically intrude
upon Norris’s property as in Jardines, the district court
proceeded to analyze whether Norris could nevertheless
establish that a search occurred under the analysis set forth by
the Supreme Court in Katz v. United States, 389 U.S. 347
(1967).  The Katz test has been described as encapsulating
two questions.  The first question “is whether the individual,
by his conduct, has exhibited an actual (subjective)
expectation of privacy.”  Smith v. Maryland, 442 U.S. 735,
740 (1979) (citation and internal quotation marks omitted). 
The second question measures the objective reasonableness
of an individual expectation of privacy by inquiring “whether
the individual’s subjective expectation of privacy is one that
society is prepared to recognize as reasonable.”  Id. (citation
and internal quotation marks omitted).  The district court
answered both questions in the negative as applied to Norris.

The district court concluded that Norris lacked a
subjective, reasonable expectation of privacy, because he
connected to a third-party’s router without authorization and
assumed the risk that his signal would reveal the MAC
address to authorities.  The district court distinguished Kyllo
v. United States, 533 U.S. 27 (2001), involving the use of
thermal-imaging devices to scan the residence to determine
the existence of fluorescent lights used in growing marijuana.
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UNITED STATES V. NORRIS 9

The district court also ruled that society was not prepared
to recognize an expectation of privacy for an individual who
gains unauthorized access to a third-party’s
password-protected router.

Finally, the district court ruled that Norris failed to meet
the standard for a Franks hearing.  Although the alleged
misrepresentations and omissions would likely provide a
more complete picture of the reliability of the software, the
district court concluded that the alleged misrepresentations
and omissions did not invalidate the probable cause finding.

Following trial, the jury convicted Norris on both counts. 
The district court sentenced Norris to 72 months’
imprisonment and 180 months’ supervised release.  The
district court entered final judgment, and Norris timely
appealed.

III. JURISDICTION AND STANDARD OF REVIEW

The district court had subject matter jurisdiction under
18 U.S.C. § 3231, and we have jurisdiction under 28 U.S.C.
§ 1291.  We review denial of a motion to suppress de novo,
and the district court’s factual findings for clear error.  See
United States v. Zapien, 861 F.3d 971, 974 (9th Cir. 2017).
We also review de novo the denial of a Franks hearing.  See
United States v. Kleinman, 880 F.3d 1020, 1038 (9th Cir.
2018), as amended.
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UNITED STATES V. NORRIS10

IV. DISCUSSION

A. Fourth Amendment Search

It is undisputed that there was no actual physical intrusion
into Norris’s apartment.  Therefore, we apply the Katz test to
determine if the agents engaged in a search under the Fourth
Amendment.  See Jardines, 569 U.S. at 11.

1. Subjective Expectation of Privacy

To connect to the internet, Norris’s devices sent a wireless
signal transmitting the MAC address of the devices to the
password-protected wireless router in Apartment 242.  Once
connected, Norris accessed the router to utilize the internet
connection without authorization.

Although physically located in his home, Norris’s
wireless signal reached outside his residence to connect to the
wireless router in Apartment 242.  The FBI captured Norris’s
wireless signal strength outside Norris’s residence to
determine the source of the signal.  The FBI’s actions may be
likened to locating the source of loud music by standing and
listening in the common area of an apartment complex. 
Although the music is produced within the apartment, the
sound carries outside the apartment.  Just as no physical
intrusion “on constitutionally protected areas” would be
required to determine the source of the loud music, no
physical intrusion into Norris’s residence was required to
determine the strength of the wireless signal emanating from
the devices in his apartment.  Jardines, 569 U.S. at 11.

We conclude that no subjective expectation of privacy
exists under these circumstances, where information is openly
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UNITED STATES V. NORRIS 11

available to third parties.  “What a person knowingly exposes
to the public, even in his own home or office, is not a subject
of Fourth Amendment protection.”  Katz, 389 U.S. at 351
(citations omitted); see also California v. Ciraolo, 476 U.S.
207, 213 14 (1986) (holding that use of an aircraft in public
airspace to view marijuana plants in the backyard of a home
did not violate the Fourth Amendment); California v.
Greenwood, 486 U.S. 35, 40 41 (1988) (concluding that
search of publicly exposed garbage did not violate the Fourth
Amendment); United States v. Borowy, 595 F.3d 1045,
1047 48 (9th Cir. 2010) (upholding search of computer files
using file-sharing software available to the public).

We agree with the district court that Kyllo does not dictate
the conclusion that a Fourth Amendment search occurred in
this case.  In Kyllo, police officers utilized thermal-imaging
technology to scan the inside of a house to detect the presence
of heat in amounts consistent with the presence of
high-intensity lights used to grow marijuana.  See 533 U.S.
at 29 30.  The Supreme Court ruled the scan a search under
the Fourth Amendment because the government used
“sense-enhancing” technology to obtain information from the
inside of a home that the police could not otherwise obtain
“without physical intrusion into a constitutionally protected
area.”  Id. at 34.  Unlike in Kyllo, where the defendant
confined his illegal activities to the interior of his home and
relied on the privacy protections of the home to shield these
activities from public observation, Norris’s activities reached
beyond the confines of his home, thereby negating any
expectation of privacy.  See Katz, 389 U.S. at 351.

United States v. Karo, 468 U.S. 705 (1984), is equally
distinguishable.  In Karo, the United States Supreme Court
held that the government’s monitoring of a beeper inside a
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UNITED STATES V. NORRIS12

private residence violated the Fourth Amendment because the
beeper provided location information that could not have
been obtained from outside the curtilage of the house.  See id.
at 708, 714; see also Silverman v. United States, 365 U.S.
505, 506, 509 12 (1961) (holding that a Fourth Amendment
search occurred when police inserted a “spike mike” into a
house to overhear conversations of the house next door);
Jardines, 569 U.S. at 4 (concluding that a Fourth Amendment
search occurred when police used a drug-sniffing dog along
the front porch (the curtilage) to establish the location of
marijuana inside a house).  Unlike in Karo, Silverman, and
Jardines, the agents in this case collected information from
non-constitutionally protected areas, and they collected no
information from inside Norris’s residence.  Thus, Norris
lacked any expectation of privacy in the emission of the
signal strength of the MAC address emanating from outside
his apartment.  See Borowy, 595 F.3d at 1047 48.

2. Societal Recognition of Expectation of Privacy as
Reasonable

Even if Norris harbored a subjective expectation of
privacy, that expectation was not one society is prepared to
recognize as reasonable.  The concept of society’s recognition
of an expressed expectation of privacy is consistent with the
overall focus in Fourth Amendment jurisprudence on
reasonableness.  See Brigham City, Utah v. Stuart, 547 U.S.
398, 403 (2006) (“[T]he ultimate touchstone of the Fourth
Amendment is reasonableness . . .”) (citations and internal
quotation marks omitted).  If society is not prepared to
recognize an expectation of privacy as reasonable, intrusion
upon that expectation does not violate the Fourth
Amendment’s overall reasonableness requirement.  See Kyllo,
533 U.S. at 33.  As the Supreme Court articulated in Rakas v.
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UNITED STATES V. NORRIS 13

Illinois, 439 U.S. 128, 143 n.12 (1978), “[o]ne of the main
rights attaching to property is the right to exclude others, and
one who owns or lawfully possesses or controls property will
in all likelihood have a legitimate expectation of privacy.”
(citation omitted).  Conversely, one has no legitimate
expectation of privacy in property for which he lacks any
possessory or ownership interest.  See United States v. Wong,
334 F.3d 831, 839 (9th Cir. 2003).

We have also generally concluded that society is not
prepared to recognize as reasonable a subjective expectation
of privacy in the content of property obtained through
unauthorized means.  In United States v. Caymen, 404 F.3d
1196, 1197 98 (9th Cir. 2005), Caymen used a third-party’s
credit card to fraudulently purchase a laptop.  The police
obtained a search warrant for Caymen’s residence and
discovered the laptop.  See id.  The police contacted the store
owner for approval to review the contents of the laptop.  See
id. at 1198.  Once the police discovered child pornography,
they immediately ceased their search and obtained another
warrant to search for child pornography.  See id.  Caymen
was indicted for possession of child pornography and moved
to suppress seized photographs on the basis that the police
conducted an illegal search.  See id.

On appeal, we rejected Caymen’s challenge of the search,
ruling that the Fourth Amendment “does not protect a
defendant from a warrantless search of property that he stole,
because regardless of whether he expects to maintain privacy
in the contents of the stolen property, such an expectation is
not one that society is prepared to accept as reasonable.”  Id.
at 1200 (internal quotation marks omitted).
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UNITED STATES V. NORRIS14

We also find instructive the Third Circuit’s decision in
United States v. Stanley, 753 F.3d 114 (3d Cir. 2014). 
Stanley also involved use of the Moocherhunter software to
detect the signal strength of a MAC address from outside the
suspected residence.  See id. at 116.  As in our case, the
defendant accessed child pornography via a neighbor’s
wireless service.  See id. at 115 16.  The only difference is
that in Stanley, the neighbor’s wireless service was not
password-protected.  See id. at 116.  Under these similar
circumstances, the Third Circuit determined that “Stanley’s
expectation of privacy [in his MAC address signal] is not one
that society is prepared to recognize as legitimate.”  Id. at 119
(footnote reference omitted).  The Third Circuit concluded
that “while Stanley may have justifiably expected the path of
his invisible radio waves to go undetected, society would not
consider this expectation legitimate given the unauthorized
nature of his transmission.”  Id. at 120.  Although we do not
adopt the entire reasoning espoused by the Third Circuit, we
agree that even if a person in Norris’s position had a
subjective expectation of privacy in the wireless signal
transmitted outside his residence, society is not prepared to
recognize this expectation as legitimate, given the
unauthorized access used to generate the wireless
transmission.  See id.  Indeed, it strains credulity to suggest
that society would be prepared to recognize an expectation of
privacy as reasonable when an individual gains access to the
internet through the unauthorized use of a third-party’s
password-protected router located outside his residence.  See
id.

In sum, we affirm the district court’s application of the
Katz factors to conclude that no Fourth Amendment search
occurred.  Even if Norris had a subjective expectation of
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UNITED STATES V. NORRIS 15

privacy, it was not one society was prepared to accept as
reasonable.

B. Franks hearing

A Franks hearing determines “the validity of the affidavit
underlying a search warrant.”  Kleinman, 880 F.3d at 1038
(citation omitted).  To obtain a Franks hearing, a defendant
must make a substantial preliminary showing that:  (1) “the
affiant officer intentionally or recklessly made false or
misleading statements or omissions in support of the
warrant,” and (2) “the false or misleading statement or
omission was material, i.e., necessary to finding probable
cause.”  United States v. Perkins, 850 F.3d 1109, 1116 (9th
Cir. 2017) (citation, alteration, and internal quotation marks
omitted).  Once the defendant makes that showing, to prevail
at the subsequent hearing, he must establish both prongs by
a preponderance of the evidence.  See United States v.
Martinez-Garcia, 397 F.3d 1205, 1214 15 (9th Cir. 2005).

Norris failed to satisfy the first requirement because he
did not present any evidence that Special Agent Phirippidis
acted knowingly, intentionally, or with reckless disregard for
the truth in preparing the affidavit.

In any event, Norris also failed to satisfy the second
requirement for a Franks hearing because none of the alleged
false statements or omissions materially affected the probable
cause determination.  “Probable cause to search a location
exists if, based on the totality of the circumstances,” a “fair
probability” exists that the police will find evidence of a
crime.  Perkins, 850 F.3d at 1119 (citation omitted).  The key
inquiry in resolving a Franks motion is whether probable
cause remains once any misrepresentations are corrected and
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UNITED STATES V. NORRIS16

any omissions are supplemented.  See id.  If probable cause
remains, the defendant has failed to establish a material
omission.  See id.

Norris argues that the FBI falsely identified
Moocherhunter as open-source software rather than
proprietary software.  Norris also alleges that the following
omissions were material:  (1) the FBI used a free version of
Moocherhunter instead of the law enforcement version;
(2) the FBI did not authorize its agents to use Moocherhunter
in criminal investigations; (3) the FBI did not train its agents
to use Moocherhunter; (4) the FBI did not formally test the
software; (5) the FBI disregarded any reading believed to be
anomalous or not of value; (6) the FBI agents used an
incomplete method; (7) the FBI agents did not provide the
magistrate judge with location information in relation to the
signal strength; (8) the Moocherhunter developer did not
subject the software to any objective or peer-review testing;
and (9) Moocherhunter will give false readings when a party
changes the MAC address to conceal identity.

If the alleged misrepresentations and omissions were
corrected and supplemented, the probable cause
determination would not be affected, as a “fair probability”
remained that Apartment 243 housed devices containing child
pornography.  Id. (citation omitted).  The district court did not
err in denying the requested Franks hearing.  See id.

V. CONCLUSION

Because there was no physical intrusion into Norris’s
residence to detect the signal strength of the MAC address of
his device, the district court correctly applied the Katz factors
and determined that no search occurred under the Fourth
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UNITED STATES V. NORRIS 17

Amendment.  Norris lacked a subjective expectation of
privacy in the signal strength of his MAC address emanating
from his unauthorized use of a third-party’s wireless router. 
In any event, we conclude that society is not prepared to
recognize as reasonable an expectation of privacy predicated
on unauthorized use of a third-party’s internet access. 
Finally, Norris failed to make a substantial preliminary
showing that the search warrant affidavit included any
knowingly, intentionally, or recklessly made material
misrepresentations or omissions.  Moreover, a corrected
and/or supplemented affidavit would not have affected the
probable cause determination.  The district court did not err
in denying Norris a Franks hearing.

AFFIRMED.
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IN THE UNITED STATES DISTRICT COURT 

FOR THE EASTERN DISTRICT COURT OF CALIFORNIA 

UNITED STATES, 

Plaintiff, No. 2:11-cr-00188-KJM 

 vs. 

ALEXANDER NATHAN NORRIS, 

Defendant. ORDER 

________________________________/ 

On May 29, 2013, the parties appeared for hearing on defendant Alexander 

Norris’s motion to suppress evidence and for a Franks hearing.  Matthew Morris, Assistant 

United States Attorney, appeared for the government; Alexandra Paradis Negin and Matthew 

Scoble, Assistant Federal Defenders, appeared for defendant Norris, who was present out of 

custody.  For the reasons set forth below, the court DENIES defendants’ motions. 

I. BACKGROUND

Defendant is charged with possessing child pornography under 18 U.S.C.  

§ 2252(a)(2) and 18 U.S.C. § 2252(a)(4)(B).  Some of the evidence in this case was gathered

through a search of Norris’s apartment at , Apartment 243, Davis, California

(“Apartment 243”).  This search was authorized by a warrant issued by a United States

/////
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Magistrate Judge on April 11, 2009, based on an affidavit prepared by FBI Special Agent 

Nicholas G. Phirippidis.   

Agent Phirippidis explained in his affidavit that his investigation leading to 

Norris began while he was working undercover and identified a user of Peer to Peer (P2P) file 

sharing software with the screen name “boyforboys1” who was distributing images of child 

pornography.  (Phirippidis Aff. ¶¶ 35-40, Ex. A, ECF 42-1.)  P2P file-sharing programs allow 

computer users to share files with each other directly, rather than through a central server.  

Metro-Goldwyn-Mayer Studios Inc. v. Grokster, Ltd., 545 U.S. 913, 919-20 (2005).  Agent 

Phirippidis was able to identify boyforboys1’s IP address – that “unique string of numbers 

separated by full stops that identifies each computer using the Internet Protocol to communicate 

over a network” -- as registered to AT&T Internet Services.  (Id. ¶ 44; see Oxford Dictionaries 

Online (2013)).  He learned from AT&T that the subscriber associated with the IP address lived 

at , Apartment 242, Davis, California (“Apartment 242”) and obtained a search 

warrant for Apartment 242.  (Id. ¶¶ 46, 49.)   

Agent Phirippidis and other FBI agents executed the warrant on April 1, 2011, 

and determined that neither the apartment residents nor their regular visitors had child 

pornography on their computers.  With consent, the agents then reviewed Apartment 242’s 

wireless router log, which revealed that other devices had connected to Apartment 242’s 

password-protected router.  (Id. ¶¶ 50-53.)  A router is “a device which forwards data packets 

to the appropriate parts of a computer network.”  Oxford Dictionaries Online (2013).  The 

router log listed the Media Access Control (“MAC”) address of each device.  (Id. ¶ 51.)  The 

affidavit defines a MAC address as “a unique identifier assigned to a network device for 

communication on a physical network.  MAC addresses are most often assigned by the 

manufacturer of a network device.”  (Id. ¶ 11ab.)   

Two of the devices that had connected to the network were listed in the router 

log as “CK” and “bootycop.”  (Id. ¶¶ 53-54.)  Special Agents then used software described in 

the affidavit as “an open-source wireless tracking utility” that uses “a wireless antenna in a 

passive mode” to determine if the “CK” device was located in the vicinity of Apartment 242.  

Case 2:11-cr-00188-KJM   Document 52   Filed 09/03/13   Page 2 of 13

App. 19



 

3 

 

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

(Id. ¶ 55.)  The software tracks a device’s physical location through the device’s MAC address.  

(Id.)  Although not identified by name in the affidavit, the parties agree that the software is that 

known as “Moocherhunter.”  Using the software, the agents took signal strength readings from 

Apartment 242, from Apartment 240, which was a vacant apartment accessed with the 

apartment complex manager’s permission, and from the outdoor common areas of the 

apartment complex.  (Id.)  The readings indicated that the CK device was most likely located in 

Apartment 243 of the same building.  (Id.) 

On April 8, 2011, Agent Phirippidis signed back on to the P2P file sharing 

program and saw that boyforboys1 was logged in and sharing child pornography.  (Id. ¶ 56.)  

Several hours later, Agent Phirippidis returned to Apartment 242 and observed that “CK” and 

“bootycop” devices were both at that time, accessing Apartment 242’s network.  (Id. ¶ 58.)  

“CK” then disconnected, while “bootycop” stayed connected, with boyforboys1 still logged 

into the P2P file sharing program.  (Id. ¶ 59.)  

Agent Phirippidis then used the Moocherhunter software program to ascertain 

the physical location of the bootycop device.  (Id. ¶ 60.)  He took “numerous signal strength 

readings at various locations within Apartment 242 and Apartment 240,” which was vacant and 

entered with the consent of the building manager.  Based on the readings, the agent determined 

the most likely location of the “bootycop” device was Apartment 243.  (Id. ¶ 60.) 

 An FBI investigative report, submitted with the government’s opposition, 

describes Moocherhunter as 

a free, downloadable, mobile tracking software tool, for the geo-
location of wireless devices.  MOOCHERHUNTER has the 
ability to identify the location of an 802.11-based wireless device 
by the traffic sent across a network.  MOOCHERHUNTER 
enables the user to detect traffic from a wireless client passively.  
No data is transmitted from the computer running 
MOOCHERHUNTER, data is only monitored.  
MOOCHERHUNTER does not collect packets of data, it only 
displays the number of packets encountered and the signal 
strength of each. 

(Ex. G at 5, ECF 43-7.)  The parties agree that on April 8, 2011, Agent Phirippidis used 

///// 
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Moocherhunter in the passive mode described above and that no data were transmitted 

from the agents’ device running the Moocherhunter software into Apartment 243.   

During discovery, defendant requested “any and all video or audio recording, 

and photographs take [sic] during the investigation, particularly of the process of using 

MOOCHERHUNTER to track the signal in this investigation.”  (Ex. K ¶ 6, ECF 44-1.)  The 

government responded that there were no video or audio recordings that it had not already 

provided to defendant.  (Ex. L ¶ 6, ECF 44-1.)  However, the agents reported that “[s]everal 

pictures and a video were taken of [the] process” of taking “approximately 16 readings” with 

the software during the April 8 investigation.  (ECF 43-7.)  At hearing on July 8, both parties 

agreed that discs containing these pictures and video were not in the investigatory file and that 

their location was unknown, assuming that they existed.  (Tr. at 3:24-4:4, 5:23-6:17, ECF 47.)   

II. MOTION FOR FRANKS HEARING

In Franks v. Delaware, the Supreme Court held: 

where the defendant makes a substantial preliminary showing 
that a false statement knowingly and intentionally, or with 
reckless disregard for the truth, was included by the affiant in the 
warrant affidavit, and if the allegedly false statement is necessary 
to the finding of probable cause, the Fourth Amendment requires 
that a hearing be held at the defendant’s request. 

438 U.S. 154, 155-56 (1978).  The Court continued that “to mandate an evidentiary hearing, the 

challenger’s attack must be more than conclusory. . . . There must be allegations of deliberate 

falsehood or reckless disregard for the truth, and those allegations must be accompanied by an 

offer of proof.”  Id. at 171.  It cautioned that “[a]llegations of negligence or innocent mistake 

are insufficient.”  Id.  “[D]eliberate or reckless omissions of facts that tend to mislead” may 

also trigger a Franks hearing.  United States v. Stanert, 762 F.2d 775, 781 as amended by 769 

F.2d 1410 (9th Cir. 1985).

In the Ninth Circuit, a defendant is entitled to a Franks hearing if he makes 

specific allegations that identified portions of the affidavit necessary to a finding of probable 

cause are false or misleading, and a sufficient showing that the statements or omissions were 

deliberately false or made with a reckless disregard for the truth.  The latter showing, in turn, 
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requires an offer of proof challenging the veracity of the affiant, not that of any informant.   

United States v. Kiser, 716 F.2d 1268, 1271 (9th Cir. 1983).  At the pleading stage, a defendant 

need not present clear proof of deliberate or reckless misrepresentations or omissions; it is 

sufficient if he makes a substantial showing to support a finding of recklessness or intent.  

United States v. Gonzalez, Inc., 412 F.3d 1102, 1111 (9th Cir. 2005), amended on denial of 

rehearing by 437 F.3d 854 (9th Cir. 2006).   

Defendant asserts there are numerous material misrepresentations and omissions 

in Agent Phirippidis’s affidavit.  Defendant first contends that Agent Phirippidis misled the 

Magistrate Judge by not disclosing the true total number of unauthorized users of the 

Apartment 242 router.  (ECF 42 at 13-14.)  When the FBI agents served the warrant for 

Apartment 242 on April 1, 2011, the Apartment 242 wireless router log revealed that 33 

devices had connected to the router, but the log did not indicate when each device had been 

connected.  (Ex. F, ECF 42-6.)  The agents identified four of the devices as belonging to the 

residents of Apartment 242 or an agent, leaving 28 devices unaccounted for.  (Id.)  Defendants 

argue that Agent Phirippidis’s affidavit in support of the warrant for Apartment 243 is 

misleading because it states there were only two devices connected to the router, rather than 33.  

However, as the government credibly explains, only two of the devices on the log, “CK” and 

“bootycop,” were connected to the Apartment 242 router at the same time that boyforboys1 

was connected to the P2P network.  (ECF 43 at 13.)  The agents had narrowed their search for 

the boyforboys1 transmissions to these devices, and it was immaterial to their establishment of 

probable cause to search the apartment containing the device using the bootycop moniker that, 

at some other time, 26 other devices had connected to the router.   

Defendant also argues that the description of a MAC address in the affidavit was 

misleading because it omitted the fact that a device owner can alter a MAC address, so a MAC 

address is not necessarily unique to a particular device.  (ECF 42 at 13.)  This information also 

is not material to the finding of probable cause.  At the time the agents tracked defendant’s 

bootycop device with Moocherhunter, the agents knew that the MAC address was assigned to 

the bootycop device and that the device was being used to access the P2P network under the 
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boyforboys1 username.  (ECF 43 at 15.)  Thus, any prior alteration of the device’s MAC 

address before April 8, 2011, did not affect the reliability of the investigation.  (Id.) 

Defendant further asserts that Agent Phirippidis’s affidavit omitted the 

following information about the Moocherhunter software, without identifying the software by 

name: (1) that Moocherhunter is an open-source software instead of proprietary; (2) that the 

FBI had not tested Moocherhunter, trained its agents in its use, or authorized agents to use it; 

(3) that the agents downloaded and used the free version of Moocherhunter instead of the law

enforcement version of the software; (4) that Moocherhunter was made in Singapore; (5) that

the makers of Moocherhunter warned that it could be inaccurate if not used properly; (6) any

description of the number of readings or locations from which the agents took readings when

locating the CK device.  (ECF 42 at 15-16.)  Additionally, defendant claims he is unable to

challenge the agents’ methods properly because the pictures and videos of the April 8, 2011

investigation are missing.  (ECF 44 at 3.)  The government contends that each of these

criticisms is either immaterial or incorrect, while conceding that the CD is missing is troubling.

According to defendant, each of the alleged omissions is relevant to whether 

Moocherhunter is a reliable source of information, and therefore relevant to the finding of 

probable cause.  (ECF 42 at 20.)  Defendant has not made the substantial showing required 

under Franks.  In response to defendant’s claims that the agents withheld the information that 

they did not have authorization or training to use Moocherhunter, the government has 

submitted a declaration from Darren Holtz, FBI Special Agent, explaining that he and Special 

Agent Michael G. Cahoon tested Moocherhunter before it was used on April 8, 2011.  (Holtz 

Decl., Ex. D, ECF 43-4.)  The government has also submitted a declaration from Agent 

Cahoon, stating he learned about Moocherhunter and similar software at a FBI Cyber Division 

course before assisting with the April 8 investigation, along the curricula vitae of the three 

agents, including Phirippidis, who deployed Moocherhunter on April 8.  (Cahoon Decl., Ex. D, 

ECF 43-4; Holtz CV, Cahoon CV, Phirippidis CV, Ex. C, ECF 43-3.)  The agents’ familiarity 

with Moocherhunter, combined with their general expertise in computer science, shows that 

///// 
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additional information about their training with the software would not have been material to 

the finding of probable cause; in any event it further supports such a finding. 

The court also finds that additional information about warnings on the 

Moocherhunter website would have been immaterial because there is no indication that the 

agents used the software incorrectly.  The agents complied with the website’s advisement to 

use the proper chipset and antenna.  (Holtz Decl. ¶ 3.)  The warning that Moocherhunter can 

give false readings if a MAC address has been changed was not material because as explained 

above, the agents were certain of the MAC address of the bootycop device at the time they 

were searching for it.  Moreover, defendant does not explain how the mere fact that 

Moocherhunter was made in Singapore and downloaded for free raises questions about the 

software’s reliability.   

The government does not dispute that Moocherhunter is proprietary and not 

open-source, and that the terminology used in the affidavit was incomplete.  If the affidavit had 

included the information that defendants assert is required, the magistrate judge would have 

had a more complete picture about Moocherhunter, but this would not have significantly altered 

the determination of probable cause.  See United States v. Flyer, 633 F.3d 911, 917 (9th Cir. 

2011) (statement about investigator’s inability to download multiple child pornography files 

from defendant’s computer did not need to be included in affidavit when affidavit already 

contained sufficient information for probable cause).   

Finally, defendant argues that a Franks hearing is necessary to determine the 

import of the missing videos and photographs of the April 8 Moocherhunter readings.  At the 

court’s invitation, the parties submitted supplemental briefing to clarify whether this missing 

information by itself warrants a Franks hearing.  (ECF 49, 50, 51.)  After careful consideration, 

the court concludes it does not. 

Defendant asks the court to infer that the missing documentation of the readings 

would demonstrate that the Moocherhunter software did not, in fact, show that the wireless 

signal was coming from Apartment 243, negating probable cause.  (ECF 49 at 1, 3.)  In arguing 

that the loss of evidence merits this inference, defendant relies on United States v. Sivilla, 714 
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F.3d 1168 (9th Cir. 2013).  The defendant in Sivilla was arrested after border patrol agents

found drugs hidden inside the engine manifold of his jeep.  Id. at 1170.  In response to the

defendant’s request, the government agreed to preserve the jeep as evidence, and the court

subsequently granted the defendant’s motion to preserve evidence.  Id.  However, without the

knowledge of the Assistant U.S. Attorney or the case agent, the Department of Homeland

Security forfeited the jeep.  Id. at 1170-71.  The Ninth Circuit affirmed the district court’s

determination that the government acted negligently but not in bad faith, id. at 1172, but held

that the district court abused its discretion in not granting a remedial jury instruction to the

defendant, id. at 1174.

Defendant asserts that Sivilla stands for the proposition that there must be a 

remedy for the government’s negligence here.  (ECF 49 at 3.)  While this may be true, the court 

is not convinced that drawing an inference that the missing photographs and video were 

exculpatory so as to justify a Franks hearing is the appropriate remedy.  That several 

photographs and video are missing, without any other indication they were exculpatory, does 

not meet the standard for a “substantial preliminary showing” that contradicts the “presumption 

of validity” of Agent Phirippidis’s statements in the affidavit describing the Moocherhunter 

readings.  Franks, 438 U.S. at 171.  Under Franks, allegations that the statements in the 

affidavit are false must be accompanied by “[a]ffidavits or sworn or otherwise reliable 

statements of witnesses . . . or their absence satisfactorily explained.”  Id.; cf. United States v. 

Jeffus, 22 F.3d 554, 557-58 (4th Cir. 1994) (the possibility that missing witnesses had 

information to refute the information in the affidavit submitted in support of a warrant was 

insufficient grounds for a Franks hearing).  Defendant has not made such a proffer here.  

Defendant’s request for a Franks hearing is denied, although defendant may 

seek a remedial jury instruction addressed to the missing records at trial. 

III. MOTION TO SUPPRESS

Defendant contends the government’s use of Moocherhunter software to detect 

defendant’s Internet transmissions constituted a warrantless search in violation of the 

defendant’s Fourth Amendment rights.  (ECF 42 at 9.)   A search occurs when the government 
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trespasses on the “persons, house, papers, or effects” of the defendant, or there is a violation of 

a reasonable expectation of privacy.  United States v. Jones, 565 U.S. ___, 132 S. Ct. 945, 949-

50 (2012).   

The government argues there was no violation of defendant’s Fourth 

Amendment rights because there was no trespass onto defendant’s property, and defendant had 

no reasonable expectation of privacy in the signals transmitted through his neighbor’s wireless 

internet connection.  (ECF 43 at 5-11.)  As explained below, the undisputed facts support the 

conclusion that use of Moocherhunter was not a search. 

A. No Trespass 

Defendant argues that using Moocherhunter to “sniff the air waves coming from 

inside Mr. Norris’ bedroom, to discover the location of a computer inside his bedroom that 

otherwise could not have been seen without actually being in the home, intrudes into areas of 

his home that he has a reasonable expectation of privacy will not be trespassed.” (ECF 42 at 9-

10.)  The government contends no trespass occurred as the Moocherhunter was only 

“passively” detecting Internet traffic coming from defendant’s home.  (ECF 43 at 5.)  

Defendant relies heavily on the recent case of Florida v. Jardines, ___ U.S. ___, 

133 S. Ct. 1409 (2013).  In Jardines, the police used a drug-sniffing dog on a suspect’s front 

porch without a search warrant.  Id. at 1413.  The Court held this use was a search, explaining 

that the front porch “is the classic exemplar of an area adjacent to the home” and is considered 

the home’s “curtilage,” which has been widely protected by the Fourth Amendment.  Id. at 

1415.  By using the drug-sniffing dog in this area, the police made an unwarranted physical 

intrusion. Id. at 1414.  In this case, however, law enforcement made no physical intrusion into 

the defendant’s property or anything equivalent to the curtilage; rather, agents obtained 

permission to use Moocherhunter only passively while standing with permission in other 

apartments or in common areas.  (ECF 42 at 5.)  Thus, no physical trespass onto the 

defendant’s property occurred.  

///// 

/////  
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B. No Reasonable Expectation of Privacy

Defendant contends he had a reasonable expectation of privacy in his bedroom,

and a reasonable expectation of privacy in the location of his computer within that bedroom.  

(ECF 42 at 11.)  The government argues he had no expectation of privacy because defendant 

“knowingly and intentionally transmitted radio signals from inside his apartment to a location 

defendant knew had to be outside his apartment[.]”  (ECF 43 at 7.) 

In determining whether a reasonable expectation of privacy has been violated 

the court conducts a two-part analysis: “first, has the individual manifested a subjective 

expectation of privacy in the object of the challenged search? Second, is society willing to 

recognize that expectation as reasonable?” California v. Ciraolo, 476 U.S. 207, 211 (1986) 

(citing Katz v. United States, 389 U.S. 347, 360 (1967) (Harlan, J, concurring)).  In Katz, the 

Court held government agents’ use of a listening device on a telephone booth constituted a 

search in violation of the Fourth Amendment because the defendant had a reasonable 

expectation of privacy in his telephone conversation.  Katz, 389 U.S. at 351.  “What a person 

knowingly exposes to the public, even in his own home or office, is not a subject of Fourth 

Amendment protection . . . [b]ut what he seeks to preserve as private, even in an area accessible 

to the public, may be constitutionally protected.”  Id. at 351.  

Later, the Court in Smith v. Maryland determined that the government’s use of a 

pen register to record the phone numbers that a suspect dialed on his telephone, without a 

warrant, was not a violation of the Fourth Amendment.   442 U.S. 735, 745 (1979).  The Court 

reasoned, “petitioner voluntarily conveyed numerical information to the telephone company 

and ‘exposed’ that information to its equipment in the ordinary course of business. In so doing, 

petitioner assumed the risk that the company would reveal to police the numbers he dialed.”  Id. 

at 744.  In Smith, the Court distinguished Katz based on the fact that unlike the listening device 

used by the authorities in Katz, pen registers do not obtain the contents of the conversations.  

Id. at 741.  

Here, the use of Moocherhunter is more analogous to the use of the pen register 

in Smith than the listening device used in Katz, in that Moocherhunter does not capture the 
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contents of the target user’s Internet activity, only the strength of the target signal.  (ECF 43 at 

4.)  Defendant had no expectation of privacy when he initiated a wireless signal from his 

computer to the wireless router located in Apartment 242, as he “assumed the risk” his 

information would be conveyed to law enforcement by Apartment 242’s occupants.  See Smith, 

442 U.S. at 744.   

Defendant also argues, however, that the agents’ actions here were similar to 

those of the agents in Kyllo v. United States, 533 U.S. 27 (2001), in which the Supreme Court 

reversed the district court’s denial of a defendant’s motion to suppress.  (ECF 42 at 10-11).  In 

Kyllo, government agents stood on the public street outside the home of a suspected marijuana 

grower and used thermal imaging devices to scan his home.  533 U.S. at 29-30.  The imaging 

devices detected thermal “hot spots,” suggesting there were fluorescent lights used inside for 

growing marijuana.  Id.  Agents then used this information to obtain a search warrant for the 

defendant’s residence.  Id.  Even though the agents were outside a constitutionally protected 

area when they conducted their scans, the Court reasoned “that obtaining by sense-enhancing 

technology any information regarding the interior of the home that could not otherwise have 

been obtained without physical intrusion into a constitutionally protected area, constitutes a 

search.”  Id. at 34 (internal citations omitted).  In this case the agents used Moocherhunter to 

pick up signals the defendant was voluntarily transmitting to the Apartment 242 router, not 

information confined to the private area of defendant’s home.  And Moocherhunter in the 

passive mode did not enhance the agent’s senses in a way that allowed for intrusion into 

Apartment 243.   

Generally there is no expectation of privacy for internet data voluntarily turned 

over to third parties.  See Quon v. Arch Wireless Operating Co., Inc., 529 F.3d 892, 905 (9th 

Cir. 2008), reversed and remanded on other grounds by City of Ontario, Cal. v. Quon, ___ U.S. 

___, 130 S. Ct. 2619 (2010); United States v. Forrester, 512 F.3d 500, 509 (9th Cir. 2008) 

(citing Smith and holding the use of computer surveillance techniques that revealed email 

addresses was not a search because Internet users have no expectation of privacy in content that 

is voluntarily communicated to third parties).  In United States v. Stanley, another district court 
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recently denied the defendant’s motion to suppress evidence obtained by government agents 

with Moocherhunter software.  No. CRIM. 11-272, 2012 WL 5512987 (W.D. Pa. Nov. 14, 

2012).  The court reasoned the defendant “did not have a legitimate expectation of privacy in 

the wireless signal he caused to emanate from his computer to [a third party] wireless router or 

in the signal being sent from the router back to his computer, and therefore, [government’s] use 

of Moocherhunter did not constitute a search in violation of the Fourth Amendment.”  Id. at 

*12.  This court’s understanding of the Moocherhunter software is consistent with that of its

sister court in Pennsylvania.

Moreover, societal interests do not support recognizing defendant’s reasonable 

expectation of privacy in data transmitted without authorization to Apartment 242’s password-

protected wireless router.  In United States v. Caymen, the defendant obtained a laptop from a 

store through the use of a fraudulent credit card.  404 F.3d 1196, 1197 (9th Cir. 2005).  Police 

later recovered the laptop, and obtained the store’s permission to search the computer.  Id. at 

1198.  Police recovered child pornography from the laptop and the defendant was charged.  Id.  

In denying the defendant’s motion to suppress the evidence obtained from the computer, the 

court reasoned “one who takes property by theft or fraud cannot reasonably expect to retain 

possession and exclude others from it once he is caught.  Whatever expectation of privacy he 

might assert is not a legitimate expectation that society is prepared to honor.”  Id. at 1201.   

Similar to the defendant in Caymen, the defendant here transmitted information 

through an internet connection he did not have permission to use.  (ECF 43 at 7.)  Specifically, 

defendant hacked into Apartment 242’s wireless Internet router and used the Internet without 

those occupants’ consent.  (Id.) The agents used Moocherhunter to detect the router activity 

with permission of the router’s owners.  (ECF 43 at 3.)  Any expectation of privacy the 

defendant may have had is trumped by the lawful owners’ authorization given to the 

government. See Caymen, 404 F.3d at 1201.  

Because there was no trespass on the defendant’s property and defendant had no 

reasonable expectation of privacy society is willing to protect, the court denies his motion to 

suppress. 
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ACCORDINGLY, the court orders as follows: 

1. Defendant’s motion for a Franks hearing is denied.

2. Defendant’s motion to suppress on Fourth Amendment grounds is denied.

IT IS SO ORDERED.

DATED: August 30, 2013.   
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SACRAMENTO, CALIFORNIA

THURSDAY, MAY 29, 2013

---oOo---

THE CLERK: Calling criminal case 11-188, United

States versus Alexander Nathan Norris. This is on for a motion

hearing.

THE COURT: Good morning, appearances, please.

MR. MORRIS: Good morning, Your Honor. Matt Morris

for the United States.

THE COURT: Good morning, Mr. Morris.

MS. NEGIN: Good morning, Your Honor. Lexi Negin and

Matt Scoble on behalf of Alexander Norris, who is present. He

is out of custody, Your Honor.

THE COURT: Good morning to you both and to

Mr. Norris.

This is on based on the defense motion for

suppression and a Franks hearing. I have two primary

questions. First is, is there a discovery motion pending?

MS. NEGIN: There is not, Your Honor. And I wanted

to bring that up today as well.

THE COURT: Is it possible that you should exhaust a

discovery motion before I resolve whether or not to grant you a

hearing?

MS. NEGIN: Your Honor, well, it sort of is. I

believe, from what the Government has told me, and I think the

Case 2:11-cr-00188-KJM   Document 47   Filed 07/08/13   Page 3 of 23

App. 33



1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

DIANE J. SHEPARD, OFFICIAL COURT REPORTER, USDC -- (916) 554-7460

4

Government agrees with us, that the -- affirmatively the

evidence does not exist. It existed and it's been lost, or

misplaced, or something has happened to it. That seems to be

the affirmative conclusion of where that evidence is.

I would like to file something with respect to the

import of that especially given new case law, recent case law.

THE COURT: So would you be filing a motion to compel

in front of the magistrate judge? Or you'd be filing something

for a determination by this Court of the legal conclusions to

be drawn?

MS. NEGIN: The latter. That's where I feel we are.

I can certainly do the former. I think we can shortcut that

because Mr. Morris and I have been working with each other.

Mr. Morris has been very cooperative about the discovery. And,

you know, I think unless he wants to say something additional,

I think the evidence just doesn't exist anymore.

And the question is whether -- I suppose there is a

question of whether it ever existed in the first place, and

it's been lost or destroyed, and whether that was negligent or

in bad faith.

I don't know of any evidence, from what Mr. Morris is

telling me, that there would be evidence of bad faith. It

would be evidence that it was lost negligently.

THE COURT: All right.

MS. NEGIN: So I think, presuming those things, that
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the next place would be the legal significance of that. And I

do think that that affects very much the outcome of the Franks

portion of the motion.

On the first part of the motion, Your Honor, I wanted

to say to the Court that we submit on the pleadings. I don't

think there is a reason to have any kind of evidentiary hearing

on the first part of the motion.

THE COURT: On the motion to suppress?

MS. NEGIN: Right. Well, the whole thing is a motion

to suppress, but on the argument about the search issue.

THE COURT: Well, I have a question about that.

But, first, Mr. Morris, anything to add to the record

on whether or not there is further discovery that could be

produced?

MR. MORRIS: Let me kind of explicitly kind of go

through what we're talking about. There is, to my knowledge,

nothing else that can be produced in response to the request.

We have traded some e-mails, compared Bates numbers,

compared what's in the discovery. I think we've ironed out

some -- I think what both of us were confused on with respect

to some handwritten notes and where they fell into the scheme

of what happened on these various dates.

The items that Ms. Negin is referring to are the

report that was written on the 14th of April about the 8th of

April investigation mentions taking photographs of and video of
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the Moocherhunter device in process and states that those are

burned to a CD and saved in the file. There is no CD with

those documents on them or those files on them in the file.

That same report refers to another disk which has

packet capture information on it. That is in the file there.

So I think what I can proffer to the Court, I have

actually reviewed the file personally, and I don't think that

disk is in there.

Assuming that the report is correct, that the items

were burned to a disk, that disk is missing. I have spoken

with all of the agents who were involved in that transaction,

and they can't give me -- and therefore I can't give the Court

or defense -- any further explanation.

We could speculate, but I think it's -- I think we

can agree that at this point my best understanding is that that

disk with those photos and video, assuming it was made, is no

longer in the file.

THE COURT: And it was entirely photos of the

Moocherhunter device?

MR. MORRIS: That is what the report states, and

that's what the agent's recollection is that that was what they

did. I think Agent Phirippidis says he had directed Agent

Holtz to take some photographs in the course of the process.

Agent Holtz's report from the 14th states that he did take

those photos, burned them to a disk. That disk can't be found.
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So assuming that the disk was made as Agent Holtz says it was,

and that as Agent Phirippidis directed him to, if that disk

existed at one point, we can't find it now.

THE COURT: So you agree that describes, Ms. Negin,

what has not been produced and is apparently no longer

available, if it ever existed?

MS. NEGIN: Right.

And, Your Honor, I would just point out to the Court

that the report that Mr. Morris is talking about has been

submitted to the Court as Exhibit J to the defense motion.

It's Bates stamp number 170. It's the pictures and the video.

And then also, this is less clear, but 17 readings

were taken on one day, and 16 readings were taken on the other

day. It's not clear whether those readings were written down.

It's probably the case that those readings appeared in these

photographs and video of the Moocherhunter process, but those

things -- I don't have those readings -- what those readings

were either. And it's less clear whether that ever existed in

a different form than the photographs and the video.

THE COURT: But you've received no other discovery

that contains the results of those readings?

MS. NEGIN: Right. Except for those two diagrams

that are in the pleadings that we submitted to the Court. And

one of them seems to have about seven readings, and the other

one seems to have about six.
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And I believe Mr. Morris has told me that those are

both from April 1st, which is not really as important as the

readings from April 8th. Because the readings from April 8th

were the ones taken while the agent knew that the child

pornography was being traded. And actually, the April 1st

device that they were picking up was not a device that had any

child pornography associated with it. Except the agents were

making a conclusion that those two things were associated with

each other.

THE COURT: Anything to add to that record?

MR. MORRIS: There is.

I think with respect to the handwritten notes, again,

after receiving Ms. Negin's reply to the opposition, we talked

to make sure that I hadn't inadvertently left something out.

I went back and re-looked at the reports over the

weekend, a couple weekends ago, and my reading of the report --

this is Bates 10, which details the April 1st investigation --

says handwritten notes were taken. And the report detailing

the April 8th investigation, written on the 14th of April, does

not mention handwritten notes. I have spoken to the agents,

and they've confirmed any handwritten notes related to the

April 1st investigation. So those --

MS. NEGIN: What?

MR. MORRIS: Related to the April 1st investigation.

THE COURT: So there is no documentation of readings
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on April 8th unless they were in the CD that is no longer

available?

MR. MORRIS: Correct. In terms of actual numbers,

correct. The documentation that exists is Agent Phirippidis'

affidavit, Agent Holtz's report, and that would be it.

I would also say that it is true that the April 8th

readings were substantial. In fact, we wouldn't have asked the

magistrate for the search warrant without the April 8th

reports. But it's not true that the April 1st reports were not

relevant to the probable cause. It is listed in the affidavit.

And, in fact, Agent Phirippidis when he says -- when he talks

about the April 8th readings says, we got readings pointing to

this location. And he says they were consistent with the

readings on April 1st. He refers back to that previous

paragraph.

So while it is true that there were two independent

days, it isn't as if the April 1st readings were not even

included amongst the probable cause that was presented to Judge

Hollows on that second affidavit.

MS. NEGIN: I'm sorry. The Government said that the

April 1st readings notes were taken, but those notes don't

exist?

MR. MORRIS: No. As I wrote in the e-mail to you,

that Bates 178 to 179, handwritten notes, router settings.

Then we talked about the videos, the router, the investigation
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on April 1st. And then Bates 176 to 177, handwritten notes of

readings from April 1st.

MS. NEGIN: Those are the diagrams.

THE COURT: Yeah, I understand that.

Help me understand the defense position. The

Government has responded addressing the argument that the

search warrant affidavit erroneously created the impression

that there was only one possibility for evaluation when there

were these 28 other or so other possible users.

MS. NEGIN: Right.

THE COURT: The Government has responded saying at

the relevant time there were only, I guess, two -- at one point

two users and then ultimately only one user with the MAC

address that led to Mr. Norris' apartment.

MS. NEGIN: Right.

Your Honor, what the Government says is true is that

on the date, April 8th, that they were actively engaged with

that device. That there was only one device connected.

THE COURT: But that was the same date when they were

back by consent in the one apartment and by consent in the

vacant apartment.

MS. NEGIN: Right.

The point that I was trying to make in the motion

about the 28 other devices is that there is -- according to the

report, there were 33 devices connected, and there was no --
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the router did not indicate when those things had been

connected.

Four were identified as known to the people in the

apartment and the agents. So the remainder were not. The

reason why that's relevant is because of how much traffic is

going on in this area to this router from different apartments

around.

And what's important about that is what -- is how it

connects to Moocherhunter. Because what Moocherhunter is doing

-- what they are doing by using Moocherhunter, supposedly, is

finding probable cause for one apartment over -- to the

exclusion of the other 200 apartments or the public space.

When -- so the fact that there is a lot of --

THE COURT: I understand the argument, but if they've

narrowed it down -- if they actually have a single user with a

certain MAC address, why can't that establish probable cause?

MS. NEGIN: Your Honor, the point being was that the

information in the affidavit was misleading with respect to

leading the Court to believe that there was always only one or

two. I think the affidavit fairly says two.

And so you have to look within the four corners of

the affidavit to see if the information is accurate. It just

factors into what the agent is doing here to sort of, you know,

color this --

THE COURT: I understand that.
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MS. NEGIN: That's all. But I agree --

THE COURT: Why didn't the agent mention -- I mean, I

can't look at all the exhibits now attached to your motion. I

look at what was in the affidavit.

Why wasn't it a little more helpful? Why describe

the -- I mean, it never used the word Moocherhunter.

MR. MORRIS: It didn't. I think that's correct.

THE COURT: Why not just lay it out there and say

this is the tool we're using, this is what we know about it.

MR. MORRIS: Because I don't think it was necessary,

Your Honor.

For the same reason, for example, that when we see an

affidavit where an investigator says, you know, I conducted a

publically accessible database search to learn who lives at

that house. We don't ask them to say, I logged into my Dell

computer, I started up Internet Explorer 9.0, and I used it to

access this other database. We don't even go to the point

necessarily of asking the agents to say, I accessed Westlaw or

Lexis Nexis database. We say, I used a tool that let's me do

X, and it gave me the following information.

So I don't think there was any requirement,

necessarily, to tell Judge Hollows that he used Moocherhunter,

as opposed to Shadow, as opposed to -- there is a device called

Flying Squirrel that's made by the military that does the same

thing.
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I don't think that adds anything. And as the agent

writes in this affidavit, as he does -- as all of our agents

write in their affidavits -- I've presented only the items that

are necessary to establish probable cause. It's not an

exhaustive cataloging of everything I know about the

investigation.

I'm not sure whether naming Moocherhunter would have

necessarily helped Judge Hollows. I certainly don't think it

would have detracted from probable cause not to have it in

there. What's relevant to probable cause is this is a device

that allows a directional antenna to locate a transmitting

radio beacon.

THE COURT: Do you agree that the DOJ's position has

changed since the time the affidavit was presented with respect

to Moocherhunter?

The defense argues that some of what's attached to

your motion wasn't in effect at the time of the affidavit's

presentation?

MR. MORRIS: To the contrary. In fact, the motion

makes clear that, in fact, an entire year prior to this

affidavit, the Department of Justice was teaching the use of

Moocherhunter. That was at the ICAC Law Enforcement National

Training Symposium in May of 2010 in Jacksonville, Florida.

And that's the -- that's related to the declaration

regarding the detective from Florida. He was invited by the
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Department of Justice to provide national training. That was a

year prior to it.

And then in addition I said that one of the agent's

-- one of the agent's declarations says and four months later

he received FBI training that talks about Moocherhunter.

So the Government's position is that the Department

of Justice, both through the ICAC Law Enforcement Training and

then through FBI training, bookends this. Both a year prior

and four months after, Moocherhunter is being taught as an

acceptable investigative technique.

Ms. Negin only hones in on the second one. She

mentions the fact that this one happens in August of 2011.

Ignoring the fact that what I'm saying is that from 2010

through 2011, DOJ is saying it's an accepted technique.

THE COURT: Clarify your position in response to that

argument.

MS. NEGIN: Your Honor, the -- this -- apparently

this sheriff -- I was relying originally on the Government's

discovery letter to me saying there was no training. That was

my initial --

THE COURT: Forget about what's water under the

bridge. Respond to that argument you just heard.

MS. NEGIN: Your Honor, this doesn't say that any of

our agents here went to that training. And the mention of it

in an FBI training was after the fact. So I don't know about
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whether these agents went to the 2010 Internet Crimes Against

Children Law Enforcement Training Conference. And I also don't

know what they trained about Moocherhunter.

Because there is nothing here from Detective

Speakman. There's only the information from Mr. Morris talking

to Detective Speakman with Polk County Sheriff's Department in

Florida. He apparently spoke at that conference. But I don't

know that that means that any of these agents received any

training in it.

And if they had, Your Honor, I submit that it should

have been in the affidavit. It should have been in the

affidavit seeking this warrant.

The problem that the Government -- well, I'll let the

Court continue to ask questions.

THE COURT: Here's my final question.

With respect to the technology itself, I can't tell

if there's a real dispute about the way in which the technology

works.

And is it possible for the parties to reach a

stipulation about the way in which the technology works?

I know some courts have written about it. I don't

have to defer or rely on another court's description. But is

it agreed that this passive directional antenna, there is

nothing like pinging? There's nothing, even if invisible, that

penetrates a space? That the --
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MS. NEGIN: No.

THE COURT: -- the tool is entirely outside of the

space and is simply receiving information?

MS. NEGIN: I agree that in this particular instance

they used the mode that required the computer they were looking

for to be connected to the router, and so that was a passive --

that was a passive use of it.

And I believe that based on what my expert told me

and based on what the Government has represented about what

they did, that that's true. That they did not -- there is a

different way to use Moocherhunter --

THE COURT: You said that.

MS. NEGIN: -- MAC address. And if they had done

that, it would have gone into the apartment.

THE COURT: What happened here? So is it essentially

stipulated, and therefore that means -- the passive use means

that this tool was outside of Mr. Norris' apartment, and it was

not in any way entering the physical space of the apartment

electronically or otherwise?

MS. NEGIN: Right. I agree with the Court about what

the Court just said. The only difference -- the only nuance

there is that the location of the computer is inside the

apartment. And to the extent that the Moocherhunter program is

reading information that comes from inside the apartment, they

are getting inside the apartment.
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THE COURT: But it's reading it entirely outside?

MS. NEGIN: Yes. I think so.

MR. MORRIS: We would agree, Your Honor.

MS. NEGIN: Well, it's reading it -- sorry to

interrupt. It's reading it -- that's not really true because

it's reading it from the device which is inside the apartment.

THE COURT: It's because that device is sending out

signals.

MS. NEGIN: That's correct.

THE COURT: It's not because the Moocherhunter is

sending any kind of signal or any wave, or whatever it might

be. It's not sending anything into the apartment.

MS. NEGIN: I agree with that in this case.

MR. MORRIS: We would agree also, Your Honor. And

I'm less familiar with the other mode of operation as far as

the sending a signal in to make the computer respond. Because

my explicit instructions to the agents was don't even use that

mode. So the instruction was absolutely only use it in a mode

that would only listen and would not send any kind of a signal

into the apartment.

THE COURT: All right. With that essential

stipulation there is no need for an evidentiary hearing on

that --

MS. NEGIN: Right.

THE COURT: -- question.
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So then there is the Franks question. I need to go

read the search warrant affidavit closely again to see if I

think there is a need for a Franks hearing. So I'm going to

take that matter under submission.

If there is anything else I really need to know

despite what's in the briefing, you can let me know in a few

minutes now.

MR. MORRIS: If I can have one item, Your Honor. And

that is this, it's not necessarily clear from how we talked

about this, but an aspect of the timeline that I think is

relevant to the Court's potential Franks concerns -- and I'll

lay it out from April 8th onward.

April 8th they go to the neighbor's house, again with

their consent, and they do the investigation. And that's

recorded on a 302 that is actually written on the 14th of

April.

So Friday, April 8th, they go to that apartment.

Agent Phirippidis sends the draft search warrant to me the

evening of Sunday, April 10th. That's not in discovery, but I

can send the e-mail to the defense if they want.

But what is in discovery is that it was presented to

Judge Hollows then on Monday, the 11th. Judge Hollows signs it

on Monday, the 11th. They execute the search warrant on April

12th. The report about the April 8th investigation was written

April 14th, so two days after the search warrant is executed.
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To the extent that the Court is concerned about the

missing photos and video, a concern frankly that the Government

shares and has expressed to the FBI, to the extent that that

would cause the Court to question the report from that date,

that report post dates the execution of the warrant.

The warrant affidavit is Agent Phirippidis' affidavit

relying on his own independent recollection. It couldn't have

been relying on the report because the report was written six

days later.

And so while I accept that there are concerns about

the potential loss of the equivalent of notes, frankly, this

photographic equivalent of notes for that April 8th day, and to

the extent that that causes the Court to be concerned about the

reliability of that 302, that 302 could not have formed the

basis for Agent Phirippidis' affidavit for Judge Hollows that

he signed on April 11th.

THE COURT: Any response to that Ms. Negin,

Mr. Scoble?

MS. NEGIN: Well, Your Honor, the April 8th affidavit

-- I'm sorry -- the April 8th 302 report, I believe, is also

penned -- wait, let me just check for one second, Your Honor.

May I have one moment?

THE COURT: The representation is on August 14th. Do

you dispute that?

MS. NEGIN: So the report -- the 302 is penned by
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both Agent Holtz and Agent Phirippidis. So it's not the fact

of the 302 that matters. It's the information in it was

available to Agent Phirippidis on the 11th.

I don't think the report about the readings -- about

taking the readings and taking the pictures and the video is

wrong. I think the agents did take pictures. And I think they

did take video. And I think they did take readings. We just

don't have them.

So the report is only being referenced with respect

to the fact that that evidence doesn't exist anymore and

certainly was discoverable evidence.

My suggestion to the Court, on the first prong of

Franks we believe -- the first part of Franks we believe we've

established that there was a deliberate omission of material

information.

But the second part of Franks having to do with

whether or not if that material had been included would have

affected the probable cause search determination, I believe

that this discovery issue does factor into that.

So if the Court would allow, I would like to present

something to the Court about the legal import of this lost

information. Because I do believe it factors into what the

Court should do with respect to the second part of Franks; in

other words, my showing that probable cause would have been

affected by the omission.
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THE COURT: I understand that. Is that really the

order in which it needs to be determined?

MS. NEGIN: It isn't. But if the Court wanted me to

file something about that?

THE COURT: I understand where you're going with

that. I think the real question is, should the record be

developed with respect to the missing information and why it

might be missing.

MS. NEGIN: Right. And then next --

THE COURT: What it might have said.

MS. NEGIN: And then next is what the import is to

probable cause.

THE COURT: Right.

MS. NEGIN: Okay. Then I agree, Your Honor.

THE COURT: All right. So the Franks question is

submitted. I'll let you know in an order shortly.

MS. NEGIN: And, Your Honor, if we do -- we could, if

the Court wanted to -- I know that your calendar is extremely

busy. And if we do have a hearing, I would need to have

experts here. We were looking with the clerk at an August date

for a hearing if the Court -- I would just suggest that now so

if the Court issues an order and does grant a hearing, we could

do it on the date that we've cleared with everybody. The date

is August 26th.

The Government and I both agree that if this is a
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hearing, it might take a couple days. So the clerk looked at

August 26th and 27th as fairly clear. Two days is outside. Is

a very outside guess.

But we were -- so if the Court issued an order and

did ask for a hearing, I would ask that the Court schedule that

for August 26th.

MR. MORRIS: And the 26th is fine with the

Government. I think it may be a one- or two-day process. I

think that may be driven perhaps by the -- I know the Court's

previous practice has been the order -- and again the

Government doesn't think we need a hearing. But I note in

previous cases the Court has issued an order with respect to

the only -- this will be the following question which will be

at issue in the hearing. I think that if it's narrowed, that

could affect questions about how many witnesses might come.

But, again, you know, the Government's view being

that evidence that may have gone missing days, if not months

afterwards, could not possibly have had any effect on the

affidavit, and therefore couldn't affect probable cause for the

warrant.

THE COURT: I understand that position. Would it be

just Agent Phirippidis or would it be the second agent as well

on the 302 report?

MS. NEGIN: I would certainly -- I would probably end

up, if the Government didn't put on many of the agents that
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were present, I would probably put them on depending on what

the question -- the Court wanted. I mean, those --

THE COURT: We don't need to get into those details

now. So I'll keep in mind those August dates. There are quite

a few trials showing this summer, so that's also a factor. But

those often have a way of resolving. All right. You'll know

shortly what my view is. Thank you.

(End of transcript.)

CERTIFICATION

I, Diane J. Shepard, certify that the foregoing is a

correct transcript from the record of proceedings in the

above-entitled matter.

/s/ DIANE J. SHEPARD
DIANE J. SHEPARD, CSR #6331, RPR
Official Court Reporter
United States District Court
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ALEXANDER NATHAN NORRIS, 

Defendant-Appellant.

No. 17-10354

D.C. No.
2:11-cr-00188-KJM-1
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ORDER

Before:  SCHROEDER, O’SCANNLAIN, and RAWLINSON, Circuit Judges.

The panel has voted to deny the Petition for Panel Rehearing.  Judge

Rawlinson voted, and Judges Schroeder and O’Scannlain recommended, to deny

the Petition for Rehearing En Banc.

The full court has been advised of the Petition for Rehearing En Banc, and

no judge of the court has requested a vote.

Defendant-Appellant’s Petition for Panel Rehearing and Rehearing En Banc,

filed December 27, 2019, is DENIED.
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MOLLY C. DWYER, CLERK
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UNITED STATES DISTRICT COURT APR 1 l 2011 

EASTERN DISTRICT OF CALIFORNIA 

In the Matter of the Search of 
(l{W4.•d4i<M•t.lcr~ ... ot~l""l"'IYotprta!Jcs to bc-diool) 

----· APARTMENT243 DA VIS, CALIFORNIA 95616 

l, NICHOLAS G. PiiIRIPPIDIS, beins dulyswom depose and say! 

lam an FEDERAL BUREAU OF iNVBSTIGATION SPECIAL AGENT and have reason to believe thBt 
.e oil lhe person of or j!! on the prllperty or premises know. as (name, description and/or location) 

SEE ATTACHMENT A, ATIACHlID HERETO AND INCORPORATED BY REFERENCE, 

in the EASTBRN District of CALIFORNIA 
there is now concealed a <ertain person or property, namely (describe Ille person~ property to be soizcd) 

SEE ATTACHMENT B, ATTACHED HERETO AND ~CORPORATED BY REFERENCE, 

which is (slllle one or more b~es for search sea fonh under Rule 4J(c) ofw Federal Rules of criminal ~urc) 

PROPERTY THAT CONSTITUTES EVIDENCE, FRUITS AND INSTR{!MENTALO,'Y OF A 
.CRIMINAL OFFENSE 

concerning violations of Title 18 United States Code, Sections 2252 and 22S2A - Olegal Production, Distribution, Receipt and 
Possession of Visual Depietions of Minors Engaged in Sexually Expl~it Conduct and Child Pornography. The tacts 10· support a 
rmdiog of probable cause are as follows: 

See Attached Affidavit of Federal Bureau ofinvestigation Special ~ent Nicholas G. Phirippidis attached 
hereto and incorporated by refereu:ce. 

Continued on the attached sheet and made a part hereof 

Sworn to before me and subscribed in my presence, 
APRIL 11.2011 
Date 

GREGORY G. HOLLOWS 
Name of Judge Title ofJudge 

at S~CRAMENTO. CALJFORNlA m/ 
City GREGORY ~t~ ows 

Siipiaturc of Judge 
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Case 2: 11-sw-00150-GGH bocument 1 Filed 04/11/11 Page 3 of 59 ' 

5. My daily duties as an FBI agent include the inveStigation of criminal violations 

relating·to child exploitation~ including violations pertaining to the illegal production, 

distribution, receipt and possession of visual depictions of minors engag~d in sexually 

explicit conduct and child pornography (as those terms are defined in 18 U.S.C. § 2256 

and hereinafter referred to collectiyely as "child pornography") ~n violation of 18 U.S.C. 

§§ 2251, 2252(a) and 2252A. 1 have received training in the area of identifying and 

investigating child pornography and child exploitation crimes, and as part of my dUt.ies 

have observed and reviewed numerous examples of child -pornography in all forins of 

media, including co~puter media. In the course of my duties, I have assisted In~ 

execution of numerous search warrants, including several relating t<? child exploitation 

investigations. 

INTRODUCTION 

6. TPe FBI is currently investigating the possession, receipt, and distribution of child . 

· pornography through the use of a sophisticated peer to peer file sharing program/network. 

As discussed more fully within, investigation thus far has dem~nstrated that there is 

probable cause to believe that a computer user at Apar~ent 243, Dayjs, 

California, 95616 (the "SUBJECT PREMISES") possessed, received, and distributed 

child pornography through a computer network for files to be shared. For that reason, 

this affidavit is made in support of an application for a warrant to search the SUBJECT 

PREMISES. I believe that located within the SUBJECT PREMISES are evidence, fruits, 

and instrumentalities of criminal yjolations relating to the knowing possession, receipt, 

and distribution of child pornography. 

Affidavit Page 2 
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This image file depicts a nude prepubescent male minor orally copulating another 

male minor. 

"PIC_ oou;.JPG" 

This image file depicts two nude prepubescent male minots in a shower while one 

boy is bending over and holding~ other boy's erect penis. 

46. An administrative subpoena was served on AT&T Internet Services for the IP 

address 64.160.118.55 for 3/13/2011. The AT&T Internet Services response indicated 

the subscriber associated With IP address 64.160.118.55 resides a 

Apartment 242, Davis, California, 95616. The subpoena results listed the subscriber 

account as currently active (as of3/29/11) and further stated that the IP address 

64.160.118.55 was first issued to that subscriber on 02/0812011 . 

47. On 3/29/2011, I spoke with the apartment manager of Greystone Apartments, 

Davis, California, 95616 rega?ding tllls investigation. The manager 

confirmed that the subscriber named by AT&T resides in Apartment 242 along with two 

other people. 

48. A public records«iatabase check identified the AT&T subscriber's name as being 

associated with Apartment 242, Davis, California, 95616. 

49. On 4/1/11, a federal search warrant signed by Magistrate Judge Gregory Hollows · 

was executed at Apartment 242, Davis, Califo~a, 95616. 

50. Two people, (Cooperating Witness #1, "CWl", and Cooperating Witness #2, 

"CW2"), were at home at the time the wan-ant was executed. I interviewed CW#l who 

advised that she lived a Apartment 242, Davis, California, 95616, with 

two other roommates, includ~ CW2. CWl stated that her she is the subscriber named 

Affidavit Page 41 
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54. AdditionaUy, in another area of the AT&T wireless router logs, another device 

named ~'bootycop" had recently accessed the wireless Internet connection in ApartJilent 

242, but was unaccoUJited for and not known by any. of the residents. 

55. During the execulion of the search warrant, Special Agent Derren Holtz and 

Special Agent Laura Oiouzelis used an open-source wireless backing utility to determine 

if the Internet device "CK" was in the vicinity of Apartment 242. The tool was a wireless 

antenna in a passive mode' which allows it to detect if a specific MAC address is currently 

within range by filtering out all other MAC address information Using signal strength · 

readings from inside Apartment 242, from Apartment 240 (a ·vacant _apartment which the 

apartment manager allowed us to access), and the outdoor common areas of the 

apartment complex, Agents Holtz and Oiouzelis concluded that the device "CK" with 

MAC address 00:25:d3:d4:o4:73 was m~ likely located in the second floor of­

••• Apartment 243, Davis, California, 95616. The resi<ience 

· Apartment 243, Davis, California, 95616, is a corner apartment situated between 

Apartments 242 and 240. 

56. On 4/8/11, while working in an undercove,r capacity, I signed onto the same P2P 

file sharing program via an Internet-connected computer located at the FBI Sacramento 

office using an underwver screen name. I observed that user "boyforboys 1" was logged 

into the network. WhiJe recording the session by means of screen capture software, I 

browsed the subfolders of"boyforboysl" and observed that the user was sharing two 

videos depicting child pornography. Using the software program Comm View, I was able 

to identify that the files were being downloaded from "boyforboysl 11 at the Internet 

Protocol (IP) address 69.105.80.128) registered to AT&T Internet Services. This is the 

Affidavit Page 43 
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network) leaving the only coruiected computer as "bootycop" while "boyforboysl" wa5 

still logged intO the P2J> file sharing program. 

60. Using the same open source wireless netWorking tool and passive mode 

directional antenna used on 4/1/2(}} 1 during the execution of the search warrant, I was 

able to detennine that the internet device named ''bootycop" with MAC address 

00: 1f:1 f:49:d3: l I was most likely located in the second floor o 

Apartment 243, Davis, California, 95616. I detennined this to be the dase by taking 

numerous signal strength readings at various J~ons within Apartment 242 and 
\ 

Apartment 240 (a vacant apartment which we entered with the consent of the apartment 

manager), with , Apartment 243, Davis, California, 95616 being the 

only apartment betWeen the two other apartments. The signal strengths were similar to 

the readings of internet device "CK'' taken on 4/1/2011, and I believe that "CK" and 

"bootycop" ate associated wilh each other and located in the same apartment, inasmuch 

as they both were abJe to connect to a passW'ord-protected wireless router in an 

unauthorized manner. 

61. Based upon my training and experience and the training and experience of other 

agents with whom I work and with whom I have spoken, I know that it is possible to gain 

unauthorized access to a password protected wireless network using the WEP protocol, 

however it requires advanced computer knowledge and tools.· An individual with the 

knowledge necessary to crack a password-protected network would likely also have a 

strong understanding of IP addresses and how law enforcement might use them to 

identify a subject. It is reasonable to suspect that an individual in the SUBJECT 

Affidavit Page 45 
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ATTACHMENT A 
LOCATION TO BE SEARCHED 

A 3 bedr<>om."2 story apartment located ~partment 243, 

Davis, California, ~16. The subject residence is located within the Greystone · · 

Apartment Complex on the second floor. The front door is beige in color with dark 

orange trim. The numbers "243" are located to the left side of the front door. 'This 

address is located in Yolo CoWlty in the State and Eastern District of California. Besides 

the residence, the property to be searched will include any garages, outbuildings, and 

vehicles that fall under the domain and control of the person(s) associated with said 

residence. 

Moreover, the property to seaich includes any computer, computer system and 

related peripherals, digital device, commercial software and hardware, computer·disks, 

disk drives, monitors, computer printers, modems, tape drives, disk application programs, 

data disks, system disk operating systems, magnetic media floppy disks, hardware and 

software operating manuals, tape systems and bard drive and other computer related 

operation equipment. digitaJ cameras, scanners,' computer photographs, graphic 

interchange fonnats and/or photographs, ~developed photographic filiil, slides, cellular 

telephones/hybrids, an~ other visual depictions of such Graphic Interchange fonnats 

(including, but not limited to, JPG, GIF, TIP, A VI~ and MPBO), and any eleCtronic data 

storage devices including, but not limited to, hardware, software, diskettes. CD ROMs, 

DVDs, DVRs, Oash memory devices, and other storage mediums, any input/output 

peripheral devices, including but not limited to passwords, data security devices and 

related documentation, and any hardware/software manuals related thereto found within 

the Jocation to be sear.ched. END OF ATI'ACBMENT A 

. 
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AO 93 CRev. 12f03! Searoh Warrant 

UNITED STATES DISTRICT COURT 
EASTERN District of CALIFORNIA 

SEARCH WARRANT 
Case Nmnber: 

In the Matter of the Search of 

-APARTMENT243 
~95616 t· 1 1 - sa·· .: 1 ·so 
TO: FED}!RALBUREAU OFINVESTIGATIONSPECIALAGENTNICHOLAS PllIRUPIDIS and 
any Authorized Officer of the United States. · 
Affidavit(sj having been made.before me by NICHOLAS PBIRIPPJJ>IS who has reason to 
believe that g on the person of, or !! on the premises known as (name, description and/or locatlon) 

2505 5'8 STREET, DA VIS, CALIFORNIA, as ~ore particularly described in ~ttachment A, attached hereto 
and incorporated by reference. . . 

in the East~ District of California there 
is now . 
concealed a certain perron or property, namely (describe the pers0n or property) 

SEE A1TACHMENT B, A1TACBED AND INCORPORATED BY REFERENCE. 

I am satisfied that the affidavit(s) and any reeord testimo'.!ly establish probable cause to believe that the person 
· or property so described is now concealed on the person or prenrlses above-deseribed and establish grounds for 

the issuance of this w8rrant. · 
YOU AftB HEREBY COMMANDED TO search on or . .,. ",,.t:r~o.V 

before ~J ~I _, .?aef ~~ 
Date 

(not IO exceed J 0 days) the person or place named.above for tho pCJSOn or property specified, serving this ~t and making lhc scuch 

~ in thcdaYunio- 6:00 A.M. to 10:00P.M. D at anytllDll ln the da:yornlgbtas l find reasonablee$Useh11S been mablishcdand lflhc 
person or property be found there to seize same, leaving a copy of this warrant and receipt fortbe person or property taken alld prepare a 
written inventory of the person or property seiz.cd and prompUy return this wlllTilllt to 

GREGORY G. liOLLOWS as required by law. 
U.S. Magistra:te Judge (Rule 41{f)(f4)) 

_AP_RIL _ _.1_1.._, 2_0_1_1 __ ,t))' _ _._.d-.' .... ·-.>=--1'-KX"'= .......... __ at SACRAMENTO, CALIFORNIA 
Date and Time Issued I City and State . 

GREGORY G. HOLLOWS ( f7.nrin ~ 
U.S.MAGISTRATEJUDGE GREGO~ HOLLOWS 
Name and Title of Judg~ Signature of Judge 

App. 113 
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Fl>-302 (Rev. lo-6-95) 

-1-

FEDERAL BUREAU OF INVESTIGATION 

· Date of nnscription 3 /29/2011 

On November 30, 2010, an Administrative Subpoena was 
served on Comcast, requesting subscriber information for IP address 
98.208.56.194 on 11/18/2010 from 13:00 and 14:00 PDT. · 

on December 1, 2010, Comcast responded to the subpoena 
stating that they were unable to find any information responsive to 
the request, ·.and that their logs were either incomplete or 
contained an error associated with the registration of the cable 
modem or other device in question. · 

. On December 28, 2010, an Administrative Subpoena was 
served on Comcast, requesting subscriber information for IP address 
67.172.180.130 on 12/27/2010 from 07:00 and 08:00 PDT. 

On January 12, 2011, Comcast responded to the subpoena 
stating that they were unable to find 'any information responsive to 
the request, and that their logs were either incomplete or . 
contained an error associated with the registration of the cable 
modem or other device in question. 

on March 22, 2011, an Administrative subpoena was served 
on AT&T Internet Services, requesting subscriber information for IP 
Address 64.160.118.55 on 3/13/2011 from 16:00 and 18:00 PDT. 

On· March 29, 2011, AT&T Internet Services provided the 
following response: 

[Writers Note: While the respons·e listed 11 Caitlin Fitzgrald11 as 
subscriber's name, open source database checks confirm 11Caitlin 
Fitzgerald" is the accurate spelling.] 

The subpoenas and results are attached and considered a 
part of this investigative report. 

IDvcstigation on 3/29/201J. at Sacramento, California 
,:f?-D .\\'.)\ . 

fik II JOSA-SC-36939; '305A-SC-44885 .I"-;; Date dictated 

~ SA Nicholas G. Phirippidis SSngpOl.302 

This dooument contains noitncr recommendations BOf' conclusions of the FBJ. .lt is the property. of the FiJJ, ~ tkifip~-!o ~ ,wnc;;r;
2 It and iis conleltlS arc not 10 be dlstnouted outsid~ your agency. l'lV""'~ UUU I"+• 
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FEDERAL BUREAU OF JNVEsTIGATION 

Date of IR!lleripdon Q 3 /3 0 12011 

on 3/29/2011, Special Agent (SA) Nicholas G. Phirippidis 
and Scott A. Schofield spoke with CORINA GARCIA, Ag>artment Manager, 
Greystone Apartments, , Davis, california, 95618, 
telephone number , cell phone number • 
After being advised of the iaentitie~ of the interviewing agents, 
and the nature of the interview, GARCIA provided the following 
information: 

Caitlin Fitzgerald resid~s at , 
Apartment 242, Davis, california, 95618,, and has lived there with 
two other females since 2009. The tenants in Apartment 242 are all · 
college students at the University of california, Davis. 

Apartment 242 is a three-bedroom, two-story residence 
that- is -located on .. the· second .. floor--of. the apartment complex. 
There are two parking stalls associated with apartment 242: stalls 
79 and 274 which are next to each other. 

GARCIA provided the intervi&wing agents with a floor 
plan, apartment unit map, and a business card with her contact 
information. GARCIA provided basic demographic information about 
the adjoining apartments which were notated by SA ~hirippidis on 
the map provided. The items provided by GARCIA 'have been placed in 
the 1-A subsection of the file. 

l11WStlgation on 3/30/2011 m Davis, California 
_,;~;.....;;..::-=-:....;:...;;:___ 

File# 305A-SC-44885 
SA Nicholas G. Phirippidis 

by SA Scott A. Schofield 

D*dl~d 
89llgpo2.302 

This docilmml «lftllin; nei'lflet ~tl't)M flOf canclllSions of the FBL lt Is IJlc prooeny of IM FBI 11114 is lo~ to 3'01lr a&fMY: 
II and ils coolcnls aro not to be dislributed Ollts!do your llSCf!CY· NORRIS000005 
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FD-302 (h"V. 10-6-95) 

~ 1 -

RDERAL BlJREAlf or INVESTIGATION 

Daie of transcription 04/04/2011 

On 04/01/2011, Special Agent Michael G. Cahoon conducted 
the following investigative activities: 

With consent from the wireless ·network owrie:r at -
.......... ~. Apartment #242, Davis1 California, 95618, SA""'?'.!afi"oon 
collected the following information: 

~outer Make: 
Router Model: 
Serial Number: 
Router MAC Address: 
Connection Type: 
External (Public) IP Address: 
Network SSID: 

-Web ·Management · IP Addres$: .. · 
System Password: 
Encryption Type; 
Encryption Key: 

AT&T 
2701 HG-B Gateway 
370819109703 
00:22:A4:DS:P6:FO/l 
DSL 
69.105.80.128 
0 2WIRE703" 
19·2·. ];68 .1.·2-54 . .. 
LoveShack703 
WEP 
2290548086 

The following network devices appeared to be recently 
connected to the 11 2WIRE703n network due to being li.sted on the 
initia1 page of computers connected to the 11Home Network"; NOTE; 
device 11 F2365524" was the device SA cahcson used to connect to the 
network: 

DEVICH NAME INTERNAL .IP ADDRESS MAC ADDRESS 

"192 . l.68.1.114" 192.168.1.114 OO:lb:63:ca:96:20 

"F2365524" 192.168.1.66 N/A 

"CHDwhitemacbook" l.92.168.1.64 OO~l7:f2:43:bd:fc 

11 192.168.1.105" 192.168.1.105 00:1b:63:bf :46:60 

ucKn 192.168.1~78 00:25:d3:d4:c4:73 

A review of advanced r outer s ettings labeled "Wireless 
MAC Filtering11 for a1lowed devices, showed an additional 2B 
wireless dev~ces have connected to this network. Writer was unable 
to determine when logging began and duration of connections for 
each device. 

l'nvcstialtiolJ on 04/01/2011 at Davis, california 

Fiie # 305A-SC- 44885 

by SA Michael G. Cahoon:mgc 

Dale dic:satc.d 04/04/2011 

0.94mgc03.302 

This doc;unient CIJntaias oeilhcr r"'1mmardmiODJ !lllf 0011.elusioos of the FBL l! ~ 1fle p:opaty ot diet PBl &lid i. loaned to ~r ~au:•.l'i 
II and Its coll(ellfs ue not co be distributed outsi® yo11r ljDncy, NORRl::>OOOUOl:i 
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-1-

RDBRAL BUREAU O'F INVESTIGATION 

°* of trwaiptioa 04 /05 /2 011 

On 04/01/2011, Special Agent (SA) Darren M. Holtz and SA 
Laura E. Giouzelis conducted the following investigative 
activities: 

With consent from the wireless network owner at -
Pitt> St tr, Apartment #242, Davis, California, 9S61S. the""'AT&T 
wireless router with Machine Address Code (MAC) address 
00:22:a4:d5:f6:f0 was searched. 

One computer identified connected -to the wireless router 
and was not found in the :residence. This computer connected via a 
wireless device with MAC address 00:25:d3:d4:c4:73. 

MOOCHERHONTBR was installed on a laptop and connected to 
a ·directional antenna.-;. -The ~rograin was given the MAC- -address - · · 
00s25:d3~d4:c4:73 and approx~ma.tely 17 readings were taken in the 
vicinity of the residence. A review of the data identified that 
readings were significantly high~ when the directional antenna was 
pointed at the third floor southern most bedroom of apartment #243. 

It was concluded tnat the wireless device with MAC 
address 00:2S:d3:d4!C4:73 was located in the third floor southern 
most bedroom of apartment #243. Notes of these readings were 
placed in the lA section of this file. 

MOOCHER.HUNTER is a free, downloadable, mobile tracking 
software tool, for the geo-location of wireless devices. 
MOOCHERHONTER has the ability to identify the location of an 
802.11-based wirele~s device by the traffic sent across a network. 
MOOCHERHONTER enables the ueer to detect traff io from a wireless 
client _passively. 

According to the websi te s.ecuritystartshere.org, "In 
residential and commercial multi-tenant building field trials held 
in Singapore in March 2008, MOOCHBRHUNTBR allowed a single trained 

. operator to geo-locate a wireless moocher with a geographical 
positiona1 accuracy of as little as 2 meters within an average of 
30 minutes. n 

Jovcstiptlon on 04/01/2011 11 Davis, california. 

Fila# 305A-SC-44885 
SA Darren M- Holtz;diiili 

by SA Laura E. Giouzelis 

Dal4 dkl8sed 095dmh01. 302. wpd 

This ~t eonwns ~ithGf ~dafi011$ nor 1:<m~11.dons I>( the FBL It is die pcopeny i>f die FBl &Ad is foand to your a,s~ 
it ud 11$ oon1e21is are not to be disttibutcd ounhlo your •sencr. NORRIS000010 
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• 1 -

FEDERAL BUREAU OF INVESTIGATION 

Date of lnmscriptlon 0 4 / 14 /2011 

On 04/08/2011, Specia+ Agent (SA) Da~ren M. Holtz and SA 
Nicholas G. Phirippidis conducted the followinq investigative 
activities: 

With consent from Caitlin Fitzgerald, the wireless 
network owner at 75 95 p· f:i g· ', Apartment #242, Davis, 
California, 95618, the AT&T wireless router with Machine Address 
Code (MAC) address 00:22:a4:d5:f6:f0 was searched. 

(Fitzgerald had previously signed an FD-9.41 "Consent to Search 
Computer" form,, an "Authorization to. Intercept the Communications 
of a Computer Trespasser" form, and a "Consent to Monitor Content 
of Electronic Communications" form on 4/1/2011.) 

Two computers were identified as connected to the above 
wire l ess router but were not in the residence~ The first computer 
was identi fied as "CK" and had the MAC address 00:25:d3:d4:c4:73. 
The second computer was identified as "bootycop" and had . the MAC 
address of OO: l f:lf:49:d3:11. · 

MOOCHERHUNTER was installed on a laptop and connected to· 
a directional antenna. The program was given the MAC address 
00:25:d3:d4:c4:73. MOOCHERHONTER was unable t o identi fy any 
wire less signals in the· area broadcasted with the above listed MAC 
address. A second search of the AT&T wireless router listed the 
computer "CK" as inactive and. not connected to the networ:k. 

MOOCHERHUNTER was given the MAC address . 
· OO : l f:lf:49:d3:11, and approximately 16 readings were taken in the 
vicinity of the residence. A review of the data ident i fied that 
readings were significantly higher when the directional antenna was 
pointed at the third floor, southern most bedroom of apartment 
i243. Several pictures and a video were t aken of thi s process . 
This digital evidence has been placed on an optical disk and will 
be maintained i n the lA section of this file. 

It was concluded that the wireless device with MAC 
address OO:lf:lf:49:d3:11 was located in the third floor southern 
most bedroom of apartment 1243. 

Investigation on 

File# 305A-SC-44B8 5 
SA Darren M. Holtz :amh 

by SA Nicholas G. Phirippidis 

This document conlains neither recornmendlltlons nor conclusions of Inc FBf. 
it and its conlents arc nol IO be di&ll'ibutc:d ou1Side your •gcncy. 

Dare dkt.a!Cd 104dmh0l. 302. wpd 
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DECLARATION 

I, Darren Holtz, declare as follows: 

1. I am a Special Agent with the Federal Bureau of Investigation; I have been so

employed since 2008.  I am currently assigned to the Springfield Division of the FBI, 

Cyber Crime Squad, where I investigate computer crimes.  I have gained expertise 

in the conduct of such investigations through training in seminars, classes, and 

everyday work related to conducting these types of investigations.  I have a Bachelor 

of Science degree in Computer Science from Florida State University and a Master of 

Science degree in Computer Science from Florida State University.  I hold a 

certificate of Information Systems Security Professional by the NSTISSC.  Prior to 

the FBI, I taught introductory computer applications for Florida State University, 

Tallahassee, Florida in 2002.  I then became software engineer, designing medical 

software for Cerner, Inc. Kansas City, Missouri for approximately five years. 

2. The last week in March, 2011, writer downloaded a Moocherhunter OSWA live

CD and tested the application for functionality.  Prior to testing, writer reviewed a 

video published by Think Secure, the creators of Moocherhunter.  The video 

demonstrated the proper setup and use of Moocherhunter. 

3. The appropriate network card and directional antenna were used during

testing and use.  The specific chipset of the network card was RT8187.  Three 

different directional antennas were tested; the antenna with the highest resolution 

was used during triangulation. 

4. Multiple tests of the equipment/system were conducted at writer’s personal
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residence.  For initial testing, the target computer was a Toshiba netbook computer.  

Testing included the affect of triangulation wireless signal through multiple sheet 

rock and stucco walls, hallways, waterbed, steel frames, and windows. 

5. After testing at personal residence, testing was conducted by FBI SA Darren 

Holtz and FBI SA Michael Cahoon in an office building.  The following devices were 

triangulated: Apple Ipad, Apple Ipod touch, Apple Macbook, Motorola Droid phone, 

and a HP laptop. 

6. It was noted that the directional antenna would lose effectiveness if placed too 

close to the laptop.  Placing the directional antenna too close to the laptop would 

cause the antenna to operate as an omni-directional antenna.  This was mitigated 

by working in a two man team.  One person would operate the laptop while the 

second person would operate the directional antenna. 

7. The signal strength number is arbitrary, for triangulation purposes the 

relative signal drop was important.  Writer noted a significant signal drop within 30 

degrees of deflection when the target device was more than 5 yards away from the 

directional antenna.  The further away the target device, less deflection is needed to 

see a significant signal drop. 

8. The Moocherhunter software functioned without error or crash during testing 

and satisfactorily identified the location of each target device.  Settings 

recommended by Think Secure were followed. 

9. During the triangulation on April 8, 2011 readings were taken from many of 

the same locations as the triangulation on April 1, 2011. 
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I declare under the penalty of perjury that the foregoing is true and correct to 

the best of my knowledge.  Executed this 29th day of April 2013. 

 /s/ Darren Holtz  
DARREN HOLTZ 
Special Agent 
Federal Bureau of Investigation 
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DECLARATION 

I, NICHOLAS PHIRIPPIDIS, declare as follows: 

1 I am a Special Agent with the Federal Bureau of Investigation, and 

have been so employed since November 2007.  Prior to my employment with the FBI, 

I was a Software Application Engineer for approximately 2 years.  I have a Bachelor 

of Science degree in Computer Science from the University of California, San Diego. 

2 On approximately March 28, 2011, I opened and became the lead FBI 

Special Agent on the investigation into “boyforboys1” aka ALEX NORRIS.  This 

investigation concerns the distribution of child pornography through a peer to peer 

file sharing program, as well as utilizing a wireless internet connection that was 

illegally obtained through hacking. 

3 As the lead Special Agent, I participated in all aspects of the 

investigation, and concurred with all investigative decisions that were made.  I also 

consulted regularly with the assigned prosecutor from the United States Attorney’s 

Office, AUSA Matthew Morris.  

4 Based on the facts of this particular investigation, and specifically the 

difficulty in identifying ALEX NORRIS via internet subscriber records, I suspected 

that ALEX NORRIS had an above-average knowledge of computers and the internet 

(or at a minimum was tampering with internet hardware).  With this knowledge, 

during our initial search warrant, we took specific steps to prepare ourselves in the 

event that we were dealing with a sophisticated computer hacker.  Namely, we 

executed our search warrant at  #242, Davis, CA (Apartment 242) in a 

“low key, knock and talk” style, wearing plainclothes.  This was done not only to 

minimize the intrusiveness and shock on the potential victims residing in 
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Apartment 242, but also to not alert a would-be hacker living next door.  

Additionally, we considered researching technologies that would allow us 

geographically locate a hacker’s computer if, in fact, there was a trespasser on the 

network at Apartment 242.  

5 I spoke with Special Agent Darren Holtz about using technology that 

could locate a rogue computer on a wireless network.  During that discussion, 

MOOCHERHUNTER was mentioned. 

6 During the last week of March 2011, Special Agents of the FBI Cyber 

squad as well Task Force Officers of the Sacramento County High Technology 

Crimes Task Force conducted a test of MOOCHERHUNTER at the Task Force 

headquarters located at 3720 Dudley Ave, McClellan, CA.  I was present during this 

test.  Before seeing the capabilities of MOOCHERHUNTER firsthand, I was 

skeptical that it would be accurate enough for our investigative needs.  After 

witnessing MOOCHERHUNTER work in this test, I could immediately see its 

accuracy in real-time.  I observed the relative signal strength on the 

MOOCHERHUNTER interface directly correlate with the position of our directional 

antenna in relation to a wireless device. 

7 On April 8, 2011, I, along with SA Darren Holtz and Task Force 

Officer Sean Smith, Sacramento County Sheriff’s department used 

MOOCHERHUNTER to locate ALEX NORRIS’ computer “bootycop” as it was 

trespassing onto the wireless network owned by Apartment 242.  I was responsible 

for holding the directional antenna away from the laptop as the readings were 

taken.  At my direction, photographs were taken of the laptop screen showing the 

relative change in signal strength as the directional antenna was repositioned as a 

way to document this activity.  Every signal reading that we saw supported the 
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conclusion that the hacker was located in the upper bedroom of Apartment 243: 

neither I nor anybody on my team ignored or normalized any signal readings. 

8 In using the term “open source” to describe MOOCHERHUNTER on 

April 11, 2011, I used the term to mean that there was no requirement placed on me 

by the FBI to acquire the software from a single-source supplier. 

9 I declare under the penalty of perjury that the foregoing is true and 

correct to the best of my knowledge.  Executed this 30th day of April 2013. 

 /s/ Nicholas Phirippidis 
NICHOLAS PHIRIPPIDIS 
Special Agent 
Federal Bureau of Investigation 
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