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IN THE SUPREME COURT OF PENNSYLVANIA
MIDDLE DISTRICT

COMMONWEALTH OF PENNSYLVANIA, : No. 289 MAL 2019

Respondent
Application for Reconsideration

VINCENT KANE,

Petitioner

PER CURIAM -
AND NOW, this 22nd day of November, 2018, the Application for Reconsideration
is DENIED,
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IN THE SUPREME COURT OF PENNSYLVANIA
MIDDLE DISTRICT

COMMONWEALTH OF PENNSYLVANIA, : No. 289 MAL 2019

Respondent
Petition for Allowance of Appeal from
the Order of the Superior Court

VINCENT KANE,

Petitioner

ORDER

PER CURIAM -
AND NOW, this 21st day of October, 2019, the Petition for Allowance of Appeal
and “Motion for Leave to File a Short Reply and Exhibit to Answer” are DENIED.

A Trye Coff// Elizabeth E, Zisk

As Of 10/21/2019
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Core Terms

cell phone, abandoned, trial court, hard drive, bathroom, external,
expectation of privacy, search warrant, recording, child pornography,
seized, warrantless search, videos, circumstances, reasonable
expectation of privacy, motion to suppress, suppress evidence, Fourth
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Amendment, overbroad, privacy, seizure, counts, motion to suppress
evidence, invasion of privacy, contents, files

Case Summary

Overview

HOLDINGS: [1]-Defendant charged with invasion of privacy,
possession of child pornography, and criminal use of communication
facilities, had no objective expectation of privacy in his cell phone
which society would recognize when he left it turned on and
recording in a dormitory bathroom that was available to residents
and visitors in the dorm, although he intended to return and retrieve
the phone later; [2]-The search warrant authorized the search of a
particular external hard drive that was identified by serial number
and authorized a search for files containing child pornography; it
was based on probable cause that there was a fair probability that
child pornography would be found on the external hard drive given
the links to the hard drive and evidence of contraband files found on
defendant’'s home desktop computer.

Outcome
Denial of motion to suppress affirmed.

v LexisNexis® Headnotes

Criminal Law & Procedure > ... > Standards of Review+ >
De Novo Review - > Motions to Suppress

Evidence > Burdens of Proof« > Preponderance of Evidence «

Criminal Law & Procedure > Preliminary Proceedings« >
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Pretrial Motions & Procedures< > Suppression of Evidence «

Criminal Law & Procedure > ... > Standards of Review « >
Substantial Evidence « > Motions to Suppress «

HN1% De Novo Review, Motions to Suppress

Once a defendant files a motion to suppress evidence, it is the
Commonwealth's burden to prove, by a preponderance of the
evidence, that the challenged evidence was not obtained in violation
of the defendant’'s rights. Pa. R. Crim. P. 581{H). When an appellate
court reviews a ruling on a motion to suppress, the standard of
review is weli settled: the appellate court are bound by the
suppression court's factual findings that are supported by the
record, but the appellate court reviews its legal conclusions de novo.
The scope of review is limited to the record developed at the
suppression hearing, considering the evidence presented by the
Commonwealth as the prevailing party and any uncontradicted
evidence presented by the defendant. & More like this Headnote

Shepardize - Narrow by this Headnote

Constitutional Law > .., > Fundamental Rights+ > &
Search & Seizure« > &) Scope of Protection «

Criminal Law & Procedure > Search & Seizure« >
Expectation of Privacy «

Criminal Law & Procedure > Preliminary Proceedings~ >
Pretrial Motions & Procedures ~ > Suppression of Evidence -

HN2% Search & Seizure, Scope of Protection

Both the U.S. Const. amend. IV and Pa. Const, art. I, § 8, guarantee
individuals freedom from unreasonable searches and seizures. In
Pennsylvania, a defendant charged with a possessory offense has
automatic standing to pursue a suppression motion under Pa. R.
Crim. P. 581. However, in addition to standing, a defendant must
show that he had a privacy interest in the place invaded or thing
seized that society is prepared to recognize as reasonable. The
expectation of privacy is an inquiry into the validity of the search or
seizure itself; if the defendant has no protected privacy interest,
neither the Fourth Amendment nor Article I, § 8 is implicated. &
More like this Headnote

Shepardize - Narrow by this Headnote
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Constitutional Law > ... > Fundamental Rights+ >

Criminal Law & Procedure > Search & Seizure« >
Expectation of Privacy ~

HN3ZX Search & Seizure, Scope of Protection

An expectation of privacy will exist when the individual exhibits an
actual or subjective expectation of privacy and that expectation is
one that society is prepared to recognize as reasonable. In
determining whether a person’s expectation of privacy is legitimate
or reasonable, an appellate court must consider the totality of the
circumstances and the determination ultimately rests upon a
balancing of the societal interests involved. The constitutional
legitimacy of an expectation of privacy is not dependent on the
subjective intent of the individual asserting the right but on whether
the expectation is reasonable in light of all the surrounding
circumstances. & More like this Headnote

Shepardize - Narrow by this Headnote

Constitutional Law > ... > Fundamental Rights+ > I

Search & Seizurev > & Warrants «

Criminal Law & Procedure > Search & Seizure~ >
Warrantless Searches< > Abandoned Property «

Criminal Law & Procedure > Search & Seizura« >
Expectation of Privacy «

HN4% Search & Seizure, Warrants

Generally, the Fourth Amendment requires that law officers obtain a
warrant before they intrude into a place of privacy; however, an
exception to the warrant requirement exists when the property
seized has been abandoned. To prevail on a suppression motion, a
defendant must demonstrate a legitimate expectation of privacy in
the area searched or effects seized, and such expectation cannot be
established where a defendant has meaningfully abdicated his
control, ownership or possessory interest. Simply put, no one has
standing to complain of a search or seizure of property that he has
voluntarily abandoned. <\ More like this Headnote
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Shepardize - Narrow by this Headnote

Criminal Law & Procedure > Search & Seizure« >
Warrantless Searches « > Abandoned Property -

Criminal Law & Procedure > Search & Seizurev > &)
Expectation of Privacy -

HN5% Warrantless Searches, Abandoned Property
Abandonment of a privacy interest is primarily a question of intent
and may be inferred from words spoken, acts done, and other
objective facts. All relevant circumstances existing at the time of the
alleged abandonment should be considered. The issue is not
abandonment in the strict property-right sense, but whether the
person prejudiced by the search had voluntarily discarded, left
behind, or otherwise relinquished his interest in the property in
guestion so that he could no longer retain a reasonable expectation
of privacy with regard to it at the time of the search. @ More like this
Headnote

Shepardize - Narrow by this Headnote

o

Constitutional Law > ... > Fundamental Rights« > &
Search & Seizure~ > ¥ Warrants «

Criminal Law & Procedure > Search & Seizure+~ > Search Warrants«
> [ Particularity Requirement «

HN62 Search & Seizure, Warrants

A warrant must name or describe with particularity the property to
be seized and the person or place to be searched; this particularity
requirement prohibits both a warrant that is not particular enough
and a warrant that is overbroad. A warrant that is not particular
enough authorizes a search in terms so ambiguous as to allow the
executing officers to pick and choose among an individual's
possessions to find which items to seize, resulting in the generai
"rummaging” banned by the Fourth Amendment. An overbroad
warrant authorizes in clear or specific terms the seizure of an entire
set of items, or documents, many of which will prove unrelated to
the crime under investigation, and is unconstitutional because it
authorizes a general search and seizure. & More like this Headnote
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Shepardize - Narrow by this Headnote

Constitutional Law > State Constitutional Operation «

Criminal Law & Procedure > Search & Seizure+« > Search Warrants «
> ¥ Particutarity Requirement

Criminal Law & Procedure > Search & Seizure s > Search Warrants«
> & Scope of Search Warrants «

Constitutional Law > ... > Fundamental Rights« > &
Search & Seizure« > i Warrants «

HN7%£ Constitutional Law, State Constitutional Operation
Search warrants should be read in a common sense fashion and
should not be invalidated by hypertechnical interpretations. This
may mean, for instance, that when an exact description of a
particular item is not possible, a generic description will suffice.
Accordingly, where the items to be seized are as precisely identified
as the nature of the activity permits the searching officer is only
required to describe the general class of the item he is seeking.
Importantly, because the particularity requirement in Pa. Const. art.
I, § 8, is more stringent than in the Fourth Amendment, if the
warrant is satisfactory under the Pennsylvania Constitution it will
also be satisfactory under the federal Constitution. & More like this
Headnote

Shepardize - Narrow by this Headnote

Counsel: Cheryl J. Sturm«, Chadds Ford, for appeliant.

Andrew S. Kovach «, Assistant District Attorney, Media, for
Commonwealth, appellee.

Judges: BEFORE: OTT~, J.,, DUBOW +, 1., and STEVENS /=4, P.J.E.
OPINION BY DUBOW «, J.

Opinion by: DUBOW ~
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Opinion

[*327] OPINION BY DUBOW -, J.:

Appellant, Vincent Kane, appeals from the Judgment of Sentence of
twenty to sixty months' incarceration following his non-jury conviction
for Invasion of Privacy, Possession of Child Pornography, and Criminal
Use of Communication Facilities./1 & Appellant challenges the denial of
his Motion to Suppress evidence derived from the warrantless search of
‘his abandoned cell phone and the search of the external hard drive of
his computer pursuant to a search warrant. After careful review, we
affirm.

The relevant factual and procedural history, as gleaned from the
certified record, [*328] are as follows. On September 22, 2016, a
female student at Villanova University discovered a smart cell phonezs
in the co-ed dormitory bathroom. The cell phone was behind a "wet
floor" sign, and was actively video recording the toilet area. The camera
captured the activities of men and women using the toilet. The student
took the cell phone to the Villanova University Police, [**2] who turned
the cell phone over to the Delaware County Criminal Investigation
Division ("CID").

CID Detective Edmond Pisani, a computer forensic examiner assigned to
the Internet Crimes Against Children Task Force, consulted with the
Delaware County District Attorney's Office and declined to obtain a
search warrant for the ceil phone after a Deputy District Attorney
advised him that he should consider the cell phone to be abandoned.
Detective Pisani proceeded to conduct a forensic examination of the cell
phone and identified Appellant as the owner of the cell phone after
viewing several videos of Appellant setting up the video camera function
on the cell phone to record. Detective Pisani recovered videos of
Villanova students in the bathroom, "upskirt” videos taken at a C.V.S.
store where Appellant worked, and videos of students secretly recorded
at Cardinal O'Hara School, where Appellant had attended high school
the year before.

On September 27, 2017, Detective Pisani, CID Detective John Hoffner,
and Villanova Police Chief David Tedjeske located Appellant in a
classroom and asked to speak with him. Appellant agreed, and all four
men walked to a smaller, unfocked room next to the classroom. [**3]
Appellant agreed to have his interview recorded. Detective Hoffner told
Appellant that he was not under arrest and he was free to leave at any
time. Upon questioning, Appellant disclosed that he downloaded videos
from his cell phone to a home desktop computer, which was located in
Broomall, Pennsyivania, where he lived with his mother. Appeliant
signed a written consent to search both his laptop computer and his
home desktop computer; officers seized the desktop computer and,
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during a search, discovered that an external hard drive had recently
been connected to the computer.

On September 28, 2016, pursuant to a search warrant, Detective Pisani
seized and searched the external hard drive for videos of people in
bathrooms and invasion of privacy. Detective Pisani discovered child
pornography on the external hard drive and suspended his search. On
October 4, 2016, Detective Pisani obtained a second warrant to search
for images of child pornography on the external hard drive. Detective
Pisani recovered numerous images evidencing Invasion of Privacy and
Possession of Child Pornography.

On October 26, 2016, Appellant was charged with twenty-five counts of
Invasion of Privacy, twenty counts [**4] of Possession of Child
Pornography, and four counts of Criminal Use of a Communication
Facility. On March 23, 2017, Appellant filed an Omnibus Pre-Trial Motion,
including a Motion to Suppress Physical Evidence. Specifically, Appellant
moved to suppress evidence obtained from the cell phone, arguing that
the police conducted an illegal warrantless cell phone search. He also
sought to suppress evidence obtained from the external hard drive,
arguing that the October 4, 2016 search warrant was flawed. On May
12, 2017, after a hearing, the trial court denied Appellant's [¥329]
Motion to Suppress evidence derived from the cell phone after
concluding that Appellant voiuntarily abandoned his cell phone and
therefore had no reasonable expectation of privacy. See Order, 5/12/17,
at 5-6. On the same day, the trial court denied Appellant's Motion to
Suppress evidence derived from the external hard drive, finding that the
search was authorized by a warrant. See id. at 8.

On November 28, 2017, trial commenced and Appellant chose to waive
his right to a jury trial. In exchange, the Commonwealth agreed to
proceed on only four counts of Invasion of Privacy, three counts of
Possessing Child Pornography, and two counts [**5] of Criminal Use of

the Appellant's identity and the Commonwealth's evidence.

On December 4, 2017, the trial court found Appellant guilty of all
counts. On February 16, 2018, the trial court imposed an aggregate
sentence of twenty to sixty months' incarceration followed by eight
years of probation.

Appeliant timely appealed. Both Appellant and the trial court complied
with Pa.R.A.P. 1925,

Appellant raises the following issues on appeal:

I. Whether the trial court erred when it denied the Motion to
Suppress evidence derived directly or indirectly from a
warrantliess cell phone search in violation of Article I, Section
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8 of the Pennsylvania Constitution and the Fourth Amendment
to the Constitution of the United States?

II. Whether the trial court erred when it denied the Motion to
Suppress evidence derived directly or indirectly from the
search of an external hard drive pursuant to an overbroad
warrant?

Appellant's Brief at 2.

MHNI¥ Once a defendant files a motion to suppress evidence, it is the
Commonwealth's burden to prove, by a preponderance of the evidence,
that the challenged evidence was not obtained in violation of the
defendant's rights. Commonweafth v. Wallace, 615 Pa. 395, 42 A.3d
1040, 1047-48 (Pa. 2012) (citing Pa.R.Crim.P. 581(H)). When this Court
reviews a ruling on a motion to suppress, our standard of review is well
settled: [**6] we are bound by the suppression court's factual findings
that are supported by the record but we review its legal conclusions de
novo. Commonwealth v. Cooley, 632 Pa. 119, 118 A.3d 370, 373 (Pa.
2015). "Our scope of review is limited to the record developed at the
suppression hearing, considering the evidence presented by the
Commonwealth as the prevailing party and any uncontradicted evidence
presented by [the defendant]." Commonwealth v. Fuiton, 645 Pa.
296, 179 A.3d 475, 487 (Pa. 2018) (citation omitted).

Warrantless Search of Cell Phone

In his first issue, Appellant avers that the court erred when it denied the
Motion to Suppress evidence derived directly or indirectly from a
warrantless search of his celi phone. Appellant's Brief at 10. Appellant
avers that the warrantless search violated his constitutional rights under
Article I, Section 8 of the Pennsylvania Constitution and the Fourth
Amendment of the United States Constitution. Id. at 2. Appellant
argues that the trial court erred pursuant to the Pennsylvania Supreme
Court's decision in Fufton, 179 A.3d at 479, which heid that "accessing
any information from a cell phone without a warrant contravenes the
United States [*330] Supreme Court's decision in Riley v. California
and United States v. Wurie, [573 U.S. 373, 134 S. Ct. 2473, 189 L.
Ed. 2d 430 (2014)] (hereinafter, "Riley/Wurie")." See Appellant's
Brief at 13. Appellant contends that he did not abandon the cell phone
because he intended to come back to the cell phone and retrieve the
video, and that, [**7] nevertheless, "the privacy interest is in the cell
phone, not in the location or the use of the cell phone.” Id. at 20, 22. In
response, the Commonwealth asserts that Appellant "had no objective
expectation of privacy in the cell phone which society would recognize
when he left it turned on and recording in a public bathroom[.]"
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Commonwealth's Brief at 7. We agree.

HNZF Both the Fourth Amendment of the United States Constitution
and Article 1, Section 8 of the Pennsylvania Constitution "guarantee
individuals freedom from unreasonable searches and seizures."”
Commonwealth v. Bostick, 2008 PA Super 233, 958 A.2d 543, 550
(Pa. Super. 2008) (citation omitted). In Pennsylvania, a defendant
charged with a possessory offense has "automatic standing" to pursue a
suppression motion under Rule 581. Commonwealth v. Enimpah, 630
Pa. 357, 106 A.3d 695, 698 (Pa. 2014). However, in addition to
standing, "a defendant must show that he had a privacy interest in the
place invaded or thing seized that society is prepared to recognize as
reasonable.” Id. "The expectation of privacy is an inquiry into the
validity of the search or seizure itself; if the defendant has no protected
privacy interest, neither the Fourth Amendment nor Article I, § 8 is
implicated." Id. at 699.

This Court has found that HN3¥ an expectation of privacy will exist
when the individual exhibits an actual or subjective expectation of
privacy and that expectation is one that society is prepared to recognize
as reasonable. Commmonwealth v. Jones, 2005 PA Super 166, 874
A.2d 108, 118 (Pa. Super. 2005). In determining whether [**8] a
person's expectation of privacy is legitimate or reasonable, we must
consider the totality of the circumstances and the determination
"ultimately rests upon a balancing of the societal interests involved."
Commonwealth v. Peterson, 535 Pa. 492, 636 A.2d 615, 619 (Pa.
1983) (citations omitted). "The constitutional legitimacy of an
expectation of privacy is not dependent on the subjective intent of the
individual asserting the right but on whether the expectation is
reasonable in light of all the surrounding circumstances.”
Commonwealth v. Viall, 2005 PA Super 435, 890 A.2d 419, 422 (Pa.
Super. 2005) (citation omitted).

HN4F Generally, the Fourth Amendment requires that law officers
obtain a warrant before they intrude into a place of privacy; however, an
exception to the warrant requirement exists when the property seized
has been abandoned. Commonwealith v. Clark, 2000 PA Super 14,
746 A.2d 1128, 1133 (Pa. Super. 2000). "[T]o prevail on a suppression
motion, a defendant must demonstrate a legitimate expectation of
privacy in the area searched or effects seized, and such expectation
cannot be established where a defendant has meaningfully abdicated his
control, ownership or possessory interest." Commonwealth v. Dowds,
563 Pa. 377, 761 A.2d 1125, 1131 (Pa. 2000). Simply put, "no one has
standing to complain of a search or seizure of property that he has
voluntarily abandoned." Commonwealth v. Shoatz, 469 Pa. 545, 366
A.2d 1216, 1220 (Pa. 1976).

Our Supreme Court has explained, HN5% "abandonment of a privacy
interest is primarily a question of intent and may [**9] be inferred
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from words spoken, acts done, and other objective facts." Dowds, 761
A.2d at 1131. "All relevant circumstances existing at the time of the
alleged abandonment should be considered." [*331] Shoatz, 366
A.2d at 1220. "The issue is not abandonment in the strict property-right
sense, but whether the person prejudiced by the search had voluntarily
discarded, left behind, or otherwise relinquished his interest in the
property in question so that he could no longer retain a reasonable
expectation of privacy with regard to it at the time of the search." Id.

In this case, the trial court concluded that Appellant "relinquished his
expectation of privacy in his cell phone when [he] voluntarily left it
operating as a recorder in the dormitory bathroom." Trial Court Opinion,
dated 4/20/18, at 15. The trial court made the following factual
findings:

The totality of the circumstances upon which this conclusion is
based follow. [Appellant] intentionally and volitionally left his
cell phone unattended, powered on and recording in a
dormitory bathroom. The bathroom was open and available to
residents and visitors in the dorm. Any one of the many
people who used that bathroom had access to the celi[]Jphone
and its contents. Although he may have [**10] attempted to
hide the cell phone behind a "wet floor" sign, in view of the
circumstances his feeble attempt to obscure the cell phone
may be viewed simply as a means to surreptitiously record his
victims as opposed to demonstrating an expectation of privacy
in his property. [Appellant] used the recording capability of the
phone to capture images of unknowing victims who were
using the toilet. Defendant did not live in the dormitory. He
lived with his mother at their home in Broomall. There is
nothing in the record that indicates that the cell[]Jphone was
lost or stolen. In fact, the only reasonable inference that can
be drawn from the facts of record is that [Appellant] placed
and then left his cell phone recording others in a bathroom
that was accessible to anyone who happened to use the
bathroom. Detective Pisani examined the phone, determined
the identity of the owner and confirmed that it was recording
the bathroom activities of the students. While [Appellant] may
have intended to retrieve his cell[Jphone/recording device
later, this fact does not alter our conclusion. The [Appellant]
intentionally left his cell phone open and accessibie to others
in a public area.

Id. at 16-17.
In light of the [**11] trial court's findings of fact, which the record

supports, we discern no error of law in the trial court's conclusion that
when Appellant intentionally and voluntarily left his cell phone in a
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public bathroom he did not have a reasonable expectation of privacy in
his cell phone. Once Appellant voluntarily abandoned his cell phone in a
public bathroom, he abandoned any legitimate expectation of privacy in
its contents. Likewise, he abandoned standing to complain of a search
or seizure of that cell phone. See Shoatz, 366 A.2d at 1219-20.
Accordingly, under the facts and circumstances of this case, the trial
court did not err when it concluded that Appellant did not have a
reasonable expectation of privacy and denied Appellant's Motion to
Suppress the warrantless search of his cell phone. Cf. Commonwealth
v. Sodomsky, 2007 PA Super 369, 939 A.2d 363, 369 (Pa. Super.
2007} (reversing the suppression of child pornography found on a
personail computer when the defendant left his computer at a store for
repairs, concluding that he "knowingly exposed the contents of his
computer to the public and [] lost any reasonable expectation of privacy
in those contents").

Appellant argues that the trial court erred pursuant to the United States
Supreme Court decision in Riley/Wurie, and the Pennsylvania
Supreme [**12] Court's subsequent decision in Fulton, Because
[¥*332] Appellant abandoned his cell phone, and therefore his
expectation of privacy, both Riley/Wurie and Fulton are easily
distinguishable from the instant case.

Here, police conducted a warrantless search of a cell phone that
Appellant voluntarily abandoned, while it was turned on and recording,
in a public bathroom. However, in Riley/Wurie, police conducted a
warrantless search of a cell phone that was not abandoned by its
owner, but rather seized directly from its cwner incident to arrest. See
Rifey/Wurie, 573 U.S. at 378-380. Likewise, in Fulton, police
conducted a warrantless search of a cell phone that was not
abandoned by its owner, but rather seized from a car — pursuant to a
warrant to search the car — after police arrested its owner while he was
sitting in that car. See Fufton, 179 A.3d at 479-480.

While Appellant argues that the holding in Fulton applies to warrantiess
searches of all cell phones, we decline to conclude that Fulton stands
for the overbroad and sweeping proposition that police must get a
warrant to search a cell phone, even if it has been abandoned, when
the facts of the case and our case law pertaining to abandoned property
do not support that proposition. See Commonwealith v. Resto, 645
Pa. 196, 179 A.3d 18, 22 (Pa. 2018) ("the holding [**13] of a judicial
decision is to be read against its facts").

Moreover, as the trial court observed, the "holdings in [Rifey/Wurie]
and Fufton, supra, do not relieve a defendant of the burden of
demonstrating a reasonable expectation of privacy on a cell phone that
is searched." Trial Court Opinion, dated 4/20/18, at 15. Under the facts
and circumstances of this case where Appellant abandoned his cell
phone, which was turned on and recording, in a public bathroom, we
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conclude that the trial court did not err in denying Appellant's Motion to
Suppress.

Search of External Hard Drive

In his second issue, Appellant avers that the trial court erred when it
denied the Motion to Suppress evidence derived directly or indirectly
from the search of an external hard drive pursuant to an overbroad
warrant. Appellant's Brief at 25. Appellant argues that the court erred in
granting the search warrant because the application sought a search of
the entire external hard drive without any limitations on the dates of the
files requested, even though the application lists the date of the
violation as September 28, 2016. See id. at 26.

"It is a fundamental rule of law that HAME¥ a warrant must name or
describe with particularity the property [**14] to be seized and the
person or place to be searched[;]" this particularity requirement
prohibits both a warrant that is not particular enough and a warrant that
is overbroad. Commonwealth v. Dougalewicz, 2015 PA Super 63,
113 A.3d 817, 827 (Pa. Super. 2015) (citation omitted). A warrant that
is not particular enough "authorizes a search in terms so ambiguous as
to allow the executing officers to pick and choose among an individual's
possessions to find which items to seize[,]" resulting in "the general
'ummaging' banned by the Fourth Amendment." Id. An overbroad
warrant "authorizes in clear or specific terms the seizure of an entire set
of items, or documents, many of which will prove unrelated to the crime
under investigation[,]" and "is unconstitutional because it authorizes a
general search and seizure." Id.

However, HN7¥ search warrants should "be read in a common sense
fashion and should not be invalidated by hypertechnical interpretations.
This may mean, for instance, that when an exact description of a
particular item is not possible, a generic description will suffice."
Commonwealfth [¥333] v. Rega, 593 Pa. 659, 933 A.2d 997, 1012
(Pa. 2007) (quoting Pa.R.Crim.P. 205 cmt.). Accordingly, "where the
items to be seized are as precisely identified as the nature of the activity
permits . . . the searching officer is only required to describe the general
class of the [**15] item he is seeking." Id. (citation omitted).
Importantly, "[b]ecause the particularity requirement in Articie I,
Section 8 is more stringent than in the Fourth Amendment, if the
warrant is satisfactory under the Pennsylvania Constitution it will also be
satisfactory under the federal Constitution." Commonwealith v. Orie,
2014 PA Super 44, 88 A.3d 983, 1003 (Pa. Super. 2014).

Instantly, the trial court opined:
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The search warrant authorizes the search of a particular
external hard drive that is identified by serial number. The
search authorized is for files containing child pornography. The
probable cause set forth in the affidavit describes the
investigation and the facts that lead to the conclusion that
there was a fair probability that child pornography would be
found on the external hard drive given the fact that links to
the hard drive and evidence of contraband files were found on
the home desktop [computer]. Read in a common sense
manner, the search authorized is specific and supported by
probable cause to believe that files containing child
pornography would be found on the external hard drive.

Trial Court Opinion, dated 4/20/18 at 22. Qur review of the record
supports the trial court's findings and we find no error of law.

Conclusion

Because Appellant abandoned his cell phone, which [**16] was turned
on and recording, in a public bathroom, the trial court properly applied
relevant case law and did not err in concluding that Appellant did not
have a reasonable expectation of privacy in its contents. In addition, our
review of the record reveals that the search warrant authorizing the
search of Appellant's external hard drive was not overbroad. The record
supports the trial court's findings, and the trial court did not err in
denying Appellant's Motion to Suppress evidence derived from
Appellant's cell phone and external hard drive.

Judgment of Sentence affirmed.
Judgment Entered.

Date: 5/9/19

Footnotes

Former Justice specially assigned to the Superior Court.

17

18 Pa.C.S. §§ 7507.1(a)(1), 6312(d), and 7512(a), respectively.
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1_Opinion Dated Aprit 20, 2018

IN THE COURT OF COMMORN PLEAS OF DELAWARE COUNTY, PENNSYLVANIA
CRIMINAL DIVISION

COMMONWEALTH OF PENNSYLVANIA CP-23-CR-7062-2017
Vs,

VINCENT KANE

A. Sheldon Kovach, Esquire, on behalf of the Commonwealth
Todd M. Mosser, Esquire on behalf of the Defendant

OPINION

e 4 [24[12

Bradley, 1.

Defendant, Vincent Kane was charged with twenty-five counts of invasion of privacy?,

twenty counts of possession of child pornography? and four counts of criminal use of
communication facility.? After a non-jury trial he was found guilty of five counts of invasion
of privacy, three counts of possession of child pornography and two counts of criminal use of
communication facilities. On February 16, 2018 an aggregate sentence of twenty to sixty
months of incarceration to be followed by eight years of probation was imposed. Defendant
filed a Notice of Appeal from judgment of sentence on Mar{;h 2, 2018, necessitating this
Opinion.

Defendant was Ordered to file a Concise Statement of Errors Complained of on Appeal

and in response he has identified several claimed errors. While Defendant’s Pa.R.A.P.

118 Pa.C.S.A. §7507.1{A)(1)
218 Pa.C.S.A. §6312(D)
318 Pa.C.S.A. § 7512(A)




1925(b) Statement spans five pages, the errors claimed fall into five categories: 1) the trial
court erred by failing to suppress evidence obtained through a warrantless search of the
Defendant’s cell phone and by failing to suppreﬁs‘ the fruits of the unlalwful search, 2) the
court erred by failing to suppress statements that were made without the benefit of Miranda
warnings when the Defendant was in custody, 3) the Court erred by failing to grant
Defendant’s motion to suppress evidence of child pornography that was seized pursuant to
an allegedly overbroad search warrant, 4) the Court erred when it denied Defendant’s motion
‘to compel discovery and request for a continuance to enable his chosen forensic expert to
conduct a forensic examination, and 5) the Court erred when it denfed Defendant’s request
for a change of venue.

Briefly, on September 22, 2016 a cell phone was discovered in a Villanova University
dormitory bathroom by a student who was using the facilities. The video recorder was on and
the cell phone had been placed behind a “wet floor” sign in the bathroom. The camera
captured the activities of students that were using the toilet. The student reported her
discovery to the Villanova University Police department and turned over the cell phone.
Thereafter, University Chief of Police Tedjeski, contacted the Delaware County Criminal
Investigation Division (CID} and then brought the cell phone to CID. In the investigation that
followed Defendant was identified as the owner of the cellphone and in addition to the videos
that appeared to have been recently taken of unknowing students in Villanova bathrooms,

images evidencing additional instances of invasion of privacy that were created over a period
of more than one year were discovered. These included, infer alia, “upskirt” images taken

at a CVS store where Defendant worked and victims who were surreptitiously recorded at:
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Cardinal O'Hara High School. Ultimately after two search warrants were executed images
depicting apparent child pornography were found on the Defendant’s home computer and on
an external hard drive.

A Complaint was filed on October 26, 2016. Following his arrest Defendant waé
represented by Michael J. Malloy, Esquire, On January 26, 2017 he waived his right to a
preliminary hearing. The matter proceeded to the Court of Common Pleas and on February
21, 2017 Michael T. van der Veer, Esquire entered his appearance. On March 23, 2017 Mr.
van der Veer filed "Defendant’s Omnibus Pre-Trial Motion.” Included in the motion were
maotions to suppress physical evidence and statements, a motion to examine the evidence
seized from the Defendant , a “Motion to Prevent The Prejudicial Damage from Pretrial
Publicity and Nature of Accusations,” @ motion for a change of venue and a discovery
motion. A hearing on these omnibus motions was scheduied to take place on April 17, 2017.
On March 28, 2017 a new attorney, Scott Godshall, Esquire entered his appearance. Mr.
Godshall appeared before the Court on April 20, 2017.

At the April 20, 2017 evidentiary hearing counsel identified the evidence that he
sought to be suppressed. He proceeded only on the suppression motions. See N.T, 4/20/17
p. 4-5. No evidence or argument was offered on any of the remaining motions.
Subsequently, in “Defendant’s Brief in Support of Omnibus Motion,” filed on May 8, 2017,
counsel addressed the “remaining motions as follows: “With respect to the remaining
motions in Defendant’s Omnibus Pretrial Motion, Defendant refies on the statement of facts

and legal arguments raised by prior counsel in each of these motions.” Thus, no evidence
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was offered to support the factual allegations that were set forth in the motion for a change
of venue filed by prior counsel.

On May 12, 2017 an Order denying the Defendant’s motions to suppress and his
motion for a change of venue was entered. His "Motion to Prevent The Prejudicial Damage
from Pretrial Publicity and Nature of Accusatiohs,” was denied without prejudice. * Trial was
scheduled for July 17, 2017 and on that day it was continued at the Defendant’s request. A
new trial date of Sepfember 11, 2017 was established and on that date the trial was
cohtinued, to October 30, 2017, again at the Defendant’s request. On October 1?, 2017 Mr.
Godshall filed a petition to withdraw his appearance. In his petition counsel alleged that due
to ongoing interference from Defendant’s father he was being prevented from effectively
representing the Defendant’s interests. Briefly, Mr. Godshall averred that the Defendant’s
father demanded that a retained expert conduct a forensic analysis limited in scope by
parameters set by “father.” That expert resigned. Another forensic expert was retainad.
“Father” expressed interest in retaining a third expert witness who would enable “father” to
personally review discovery and the images of child pornography. “Father” broached the
subject of hiring additional attorneys with whom he expected Mr. Godshall to consuif. Mr.
Godshall advised the Defendant that he would petition to withdraw if “additional” attorheys
were retained. Defendant expressed his desire to continue with Mr. Godshall. Nevertheless,
on October 17, 2017 Mr. Godshall received a message that was sent from the Defendant’s

email account informing him that two additional attorneys had been _retained.5

* Defendant was directed to submit appropriate questions. for voir dire prior to trial.
* Marc Neff, Esquire and Matthew Sedacca, Esquire were identified as the additional attorneys. Nerther Mr. Neff

nor Mr. Sedacca entered an appearance. _ )
4 / @



A hearing upon Mr. Godshall’s motion to withdraw ook place. His request was denied
with the provisio that he would be granted leave to withdraw if new counsel who would be
ready to proceed to trial without delay entered an appearance. Mr. Godshall continued his
representation, filing a "Motion to Compef”r on QOctober 24, 2017. This motion to compel
alleged that the Commonwealth did not provide Defendant’s chosen forensic expert, Loehrs
and Associates , LLC of Tucson® Arizona, adequate time, access and the specialized
equipment. it considered necessary to perform its analysis bf the electronic evidence.
Defendant asked the Court to compel the Commonwealth to create and provide mirror
forensic copies of the Defendant’s cellphone, desktop computer and external hard drive.

On the October 30, 2017 trial date Michael H. Fienman, Esquire entered his
appearance. Mr. Feinman assured the Court that he would be prepared to represent
Defendant at a trial without further defa§.7 A new trial date of November 27, 2017 was
established. On November 14, 2017 Mr. Feinman filed a memorandum of law in suppert of
the motion to compel that was previously filed by Mr. Godshall, In that motion Defendant
recognized that in March of 2017 that Commonwealth notified defense counsel that the
discovery was ready to be viewed and that in an e-mait message to defense counsel the
prosecutor stated: “I encourage you to bring an expert with you to review the materials, If
you do, they must bring their own equipment to do their own examination.” See
Memorandum of Law in Support of Defendant’s Motion to Compel.” Exhibit A.

More than five months later, in September 2017, Loehrs and Associates, LLC, a

computer forensic company was retained by the Defendant. On September 12, 2017 &

&t oehrs and Associates was the third forensic expert retained.
7 An Order granting Mr. Gedshall’s motion to withdraw was entered the following day, October 31, 2017,
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representative of Loehrs made arrangements to view the électronic evidence on October 3 &
4, 2017 in the CID offices. Loehrs was advised that they would be alloﬁed four hours of time
each day to conduct their examination. A Loehrs representative replied that the time afforded
would be inadequate and asked that the Commonwealth ship the evidence to a secure
government facility in Arizona. Detective Pisani responded that this request would not be
accommodated and that the original evidence would be available for viewing only at CID
offices. Michele Bush, a Loehrs emp'lc;yee arrived at the CID offices oﬁ October 3, 2017. Iﬁ an
affidavit attached to the motion to compel Ms. Bush attests that she was unable to complete
her forensic analysis and claimed that this was due to the fact that she “had to install
software drivers and applications needed for basic operation and essential functions of the
examination...and specialized forensic tools and licensing for the purpose of conducting [her]
forensic examination.” Ms. Bush described her difficulties in completing her task at great
length and claimed that Detective Pisani had "unrestricted access to [her] work product for
several hours.” To summarize, she complained that she was offered inadequate, |
unsophisticated equipment and inadequate time and access to complete her task. See
Memorandum of Law in Support of Defendant’s Motion to Compel.” Exhibit B.

A hearing was convened on NovemEer‘ 20, 2017, The Court ruled that the evidence
would be made available to the Defendant’s expert in the CID offices for immediate
inspection. Loehrs could choose to use its own tools or to use the tools that were available in
CID. The frial date would not be continued. See N.T. 11/20/17.

Trial commenced on November 28, 2017. Defendant chose to waive his right to a jﬁry

trial. After a colloquy, the Court accepted the waiver as knowing, intelligent and voluntary. In
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exchange for the Defendant’s waiver the Commonwealth went forward with only four counts
of invasion of privacy each related fo a different victim, three counts of child pornography
and two counts of criminal communication facilities related to the cell phone that was used to
record the victims and the computer on which the child pornography and videos were
located. Stipulations were entered regarding the Defendant’s identity and the
Commonwealth’s evidence was admitted by stipulation. After review of all of the e}/idence,
including the videos and images that were offered fnto evidence, the Cou-rt found that
Defendant was guilty beyond reascnable doubts of the Counts that were submitted to the

Court for its consideration.

Suppression Issues

At the April 20, 2017 hearing Mr. Godshall was asked to identify with specificity, the
evidence that Defendant was seeking to suppress. He identified evidence obtéined from the
Defendant’s cell phone, evidence seized thereafter from a laptop computer and a desktop
computer and an external hard drive as fruit of the poisonous tree. He alleged separately
that a warmant authorizing the search that led to the seizure was “ﬂaWed”. N.T. 4/20/17 p. 4
5. Additionally, Defendant sought suppression of statements made during an interview that
took place at Villanova University as in violation of Miranda v. Arizona. Id.

The Commonwealth met its burden of proof through the evidence that follows. On
September 22, 2016 a cell phone was discovered by a female Villanova University student in
a dormitory bathroom at the University. The phone was on and recording. It was on the

bathroom floor placed behind a “wet floor” floor sign and was recording views of the toilet

area. Id. at 34-38, 71. :;\\
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Detective Edmond Pisani, was the lead detective in this case. He is assigned to the
Internet Crimes Against Children Task Force and is aiso a forensic examiner in the Criminal
Investigation Division of the Delaware County District Attorney’s Office. N.T. 4/20/17 p. 7-8,
32. In this professional role Detective Pisani came to possess the cellphone. The student who

found the cellphone turned it in to the Villanova University Police Department and University

Chief of Police Tedjeski, contacted CID and then brought the Cell phone to the CID offices.

Seeid. at 7, 17, 30.
Detective Pisani did nct know the identity of the phone’s owner. Id. at 9, 40. He

conducted a forensic examination of the phone to determine ownership and in the course of
that examination he viewed the “bathroom videos” and saw a video showing the Defendant,
Vincent Kane, setting up the video camera for recording. Id. at 10, 41, 43. Having concluded

that the cell phone belonged to Defendant, a Villanova student, Detective Pisani and CID

Detective John Hoffner met with Chief Tedjeski en September 27, 2017 at Villanova at about

2:00 p.m. The officers determined that at that time Defendant was in a computer lab in

Villanova Hall.
Chief Tedjeski, Detective Pisani and Detective Hoffner, all in plain clothes, approached

the Defendant in the lab, identified themselves, and asked the Defendant if he “had a
minute” and if they cqu!d speak to him. Id. .at 52, 57. Other students were in the lab at this
time. Defendant said, “okay,” and all four men walked about thirty to fifty feet to a smaller
gl_ass room that was next to the computér lab. Id. 13, 55. The smaller room was about ten
feet by ten feet in size and had a table with chairs in it. Defendant sat closest to the door

with the officers aroﬁnd the table. They told the Defendant that they had the cell phone and
_f/w f}
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were investigating the incident. Defendant was told that he was not under arrest, that he did
not have to speak with the detectives and that he could leave at any time. The door was
unlocked. Defendant was told that the door was closed only for privacy, so others would not
hear their conversation. Id. at 1{5-, 57. He was asked if the interview could be recorded and
he agreed. Id. at 15, 69. The transcript of the fntéwiew was offered into evidence as Exhibit
C-5. Théy were in the robm for about an hour. Id. at 57. Defendant was 19 years old and a
college student at the time. Id. at 59.

During the course of the interview Defendant admitted that he dewnloaded videos
onto a home desktop computer. Id. at 18. The Defendant offered to let the officers come to
his home to “look at” his desk top computer and signed a written consent to search his
laptop computer. Id. at 18, 22. After the recorder was turned off they discussed the written
consent forms and the fogistics of getting to the Defendant’s home. Id. at 62. The Defendant
executed the written consent form authorizing the search of his Japtop computer and he
partially completed a second consent to search his home desktpp computer. Id. at 23, 63,
66. The interview ended and the men parted ways and went to the Defendant’s home in

their respective vehicles. The Defendant drove to his home in Broomall in his own vehicle.

Detectives Pisani and Hoffner followed. Id. at 18-20, 63.

Defendant’s home was about a fifteen minute drive from the University. Id. at 20, 65.
The Defendant’s mother met the Defendant and the detectives in the home's entryway.
Defendant led the detectives into the home and down to the basement where the computer
was located. Id. at 21-22. When asked to complete the written consent form for the desktop,

Defendant asked “what would happen if he refused consent?” and the detectives advised him
I \
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| that: he did not have to give his consent, in which case they would try to get a search
warrant. Id. at 24-26, 66. The consent to search form for the desktop computer was
completed with information identifying the device and then signed by the Defendant. Id. at
24. The desk top was seized. Id. at 25.

Later, on SeptemberVZS, 2016, a search warrant for an external hard drive was obtained
and executed. Id. at 25, 27. The afﬁdévit of probable cause supporting the warrant states
that Detective Pisani’s prefiminary examination of the laptop and desktop computers gave
rise to evidence that videos were downloaded from those devices onté an external hard
drive. See Exhibit C5-4. See also N.T. 4/20.18 pp. 25-26. Detective Pisani retrieved the
- external hard drive and searched it for “videos of people in bathrooms and invasion of
privacy.” Id. at 27. In the course of this search he discovered child pornography. Detective
Pisani suspended his search and on October 4, 2017 he sought a second warrant to search
for images of child pornography. Id. at 27-28. See Exhibit CS-5. Additional vfdeos evidencing
invasion of privacy beyond the Villanova incident and the possession of child pornography
were discovered. On October 26, 2016 a criminal complaint charging multiple counts was
filed. The Defendant was contacted through his attorney and he turned himself in to police.

“The Fourth Amendment to the Constitution of the United States ‘protects peopfe from
unreasonable government intrusions into their legitimate expectations of privacy.”

Commonwealth v. Williams, 551 A.2d 313, 314 (Pa. Super. 1988) (citations omitted). “The

Commenwealth bears the burden of proving by a preponderance of the evidence that a

search or seizure did not violate the Fourth amendment. With few exceptions, the Fourth
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Amendment requires that law officers obtain a warrant issued by a neutral magistrate before

they intrude into a place of privacy.” Id.
In Commonwealth v. Fulton, 179 A.3d 475, 478-79 (Pa. 2018), upon which Defendant

relies, the Pennsylvania Supreme Court held that following Riley v. California_and United

134 S.Ct. 2473, 189 L.Ed.2d 430 (2014), where a cellphone

States v. Wurie, — U.5. ;

is seized incident to an arrest “accessing any information from a cell phone without a warrant
violates the Fourth Amendment to the Constitution.” In Fulton, supra, police seized a cell
phone from the appeliant at the time of his arrest. Without a warrant a homicide detective
conducting a murder investigation powered the phone on and searched for a “target” number
relevant to his investigation. After finding the target number he left the phone powered on
and monitored incoming calls. An incoming call led the detective to a witness who was able
to connect the cell phone to Fulton, a suspect in the murder investigation. The witness also
told police that she regularly bought heroin from Fulton. Uitimately Fulton was charged and
convicted of murder. The court explained that the seizure of the cellphone itself was lawful
as incident to Fulton’s arrest, The search of the cellphone itself however, required a warrant
because “an individual's expectation of privacy is in the cell phone itself, not in each and
every piece of énformat]on stored therein” and given the “quantity and quality of data” that
can be stored on cell phones a warrant is generalily required before a cell phone can be
searched.

In Pennsylvania, defendants charged with possessory offenses are conferred with
“automatic standing” to challenge a search and seizure under Article 1, section 8 of the

Pennsylvania Constitution. Commonwesatth v. Sell, 470 A.2d 457, 469 (Pa. 1983). Insofar as

T
H o Py
v




the Defendant here was charged with possession of child pornography “standing” is
automatic. However, independent of “automatic” standing when challenging the lawfulness
of a search and seizure a defendant bears the burden of demonstrating that he had a privacy

interest in the place invaded or thing seized and that society is prepared to recognize his

expectation of privacy as reasonable and justifiable. Commonwealth v. Enimpah, 106 A.3d

695, 698 {Pa. 2014) citing Commonwealth v. Hawkins, 718 A.2d 265, 267 (Pa. 1998). See

also Commonwealth v. Gordon, 683 A.2d 253, 256 (Pa. 1996)(The defendant bears the

burden of proving that his subjective expectation of privacy is one that society is willing to

recognize as legitimate.)

In Enimpah, supra, the Court explained:

a defendant charged with a possessory offense in this Commonwealth has

“automatic standing” because “the charge itself alleges an interest sufficient to

support af | claim [under Article I, § 8].” Commonwealth v. Sell, 504 Pa. 46, 470

A.2d 457, 468 (1983) (citation and internal quotation marks omitted). This rule
entitles a defendant fo a review of the merits of his suppression motion without
a prefiminary shOW/hg of ownership or possession in the premises or items
seized, Commonwealth v. Peterson, 535 Pa. 492, 636 A.2d 615, 617 (1993).... In
addition to standing, though, a defendant must show that he had a privacy
interest in the place invaded or thing seized that sbaél}/ Is prepared to recognize

as reasonable. Commonwealth v. Hawkins, 553 Pa. 76, 718 A.2d 265, 267

(1998) (citation omitted).
Id. at 363-64. “The expectation of privacy is an inquiry info the validity of the search or

seizure itself; if the defendant has no protected privacy interest, neither the Fourth

Amendment nor Article 1, § 8 is implicated.” Id. diting Commonwealth v. White, 327 A.2d 40,

42 (Pa. 1974). See also Commonwealth v. Bostick, 958 A.2d 543, 551 (Pa. Super, 2008). "An

~
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| expectation of privacy will be found to exist when the individual exhibits an actual or
subjective expectation of brfvacy and that expectation is one that society is prepared to
recognize as reasonable. In determining whether a person's expectation of privacy is
legitimate or reasonable, the totality of the circumstances must be considered and the
deter&ination will uitimately rest upon a balancing of the societal interests involved. ‘The
constitutional legitimacy of an expectation of privacy is not dependent on the subjective
intent of the individual asserting the right but on whether the expectation is reasonable in

fight of all the surrounding circumstances.” Commonwealth v. Bostick, supra, 958 A.2d at

552 (emphasis added). “In determining whether a person's expectation of privacy is
legitimate or reasonable, the totality of the circumstances must be considered and the
determination will ultimately rest upon a balancing of the societal interests involved. ‘The
constitutional legitimacy of an expectation of privacy is not dependent on the subjective
intent of the individual assetting the right but on whether the expectation is reasonable in

light of all the surrounding circumstances.”™ Commonwealth v. Viall, 890 A.2d 419, 422 (Pa.

Super. 2005) (cifations omitted). See also Commonwealth v. Gordon, supra, (setting forth a

two-prong test a defendant must meet to establish violation of Pennsylvania constitutional
right against unreasonable search and seizure, namely, a de;cendant mﬁst “(1) have exhibited
a subjective expectation of privacy and (2) have demonstrated that the expectation is one
that society is prepared to recognize as reasonable and legitimate”). ‘

Where property has been voluntarily abandoned a defendant relinquishes his

expectation of privacy. See e.g. Commonwealth v. Clark, 746 A.2d 1128 (Pa. Super. 2000).

In CJark, the appellant conducted a series of drug transactions. He conducted business on
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the street and stored his supply of drugs in a “publiic location-the weeded lot or lawn area-
some distance away from where he actually negotiated and delivered the narcotics.” The
appellant was arrested after completing a sale. After he was taken into custody an officer
went to the weeded lot and discovered a brown bag containing cocaine. The appellant
moved o suppress the cocaine. The trial court found and the Superior Court agreed that the
“Talppellant’s decision to hide the seized drugs in public areas establishes that he effectively
abandoned any reasonable expectation of privacy in them.” Id. at 1134. (lark is instructive
here because in determining that the appellant had effectively abandoned the cocaine in an
empty lot accessible to the public the court focused on whether, in light of the circumstances,

the appellant could claim a reascnable expectation of privacy:

Abandonment is primarily a question of intent, and intent may be inferred

from words spoken, acts done, and other objective facts. Ali relevant
circumstances existing at the time of the alleged abandonment should be
considered. The issue is not abandonment in the strict property-right sense, but
whether the person prejudiced by the search had voluntarily discarded, left
behind, or otherwise relinquished his interest in the property in question so that

he could no fonger retain a reasonable expectation of privacy with regard to it at

the time of the search.

366 A.2d at 1220 citing Commonwealth . Johnson, 636 A.2d 656, 658 (Pa. Super. 1994)
( [a]bahdonment can be established where an individual's surrender of possession of the

property constitutes such a relinquishment of interest in the property that a reasonable

expectation of privacy may no longer be asserted’). See also Commonwealth. v. Williams,

supra, (fundamental question in abandonment cases is whether the relinquishment occurred
~
™ C’D
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under dircumstances which indicate the defendant retained no justified expectation of privacy
in the object.).

The courts’ holdings in Rifey and Fulton, supra, do not relieve a defendanf of the
burden of demonstrating a reasonable expectation of privacy in a cell phone that is searched.

In Commonwealth v. Sodomsky, 939 A.2d 363, 367-370 (Pa. Super. 2007) the appeliant left

his home computer at a Circuit City store for repairs. In the course of doing the work a
technician discovered files containing child pornography on the computer and he notified the
police. The computer was seized and searched without a warrant. The trial court suppresses
the evidence that was located on the computer and on appeal the Superior Court reversed.
The Superior Court concluded that by giving Circuit City employees access to those files the
appellant had “abandoned his privacy interest in [the] computer conten£s because those
employees were members of the public.” The appellant “had no reasonable expectation,
under the applicable Iqw, that the video files would not be disseminated to other individuals,
including police.” Noting that “ébandonment is a question of intent and dependent upon all
the attendant facts and circumstances” the court. observed that the appeltant “should have
been aware that he faced a risk of exposing the contents of his illegal video files” when he
gave the computer to Circuit City, that the technician did not engage in a “fishing expedition
and” that the appellant’s actions were entirely volitional: he “removed the computer from his
home, took the computer to Circuit City, and left it there without either removing the videos

containing child pornography or changing the titles of the videos so that they did not appear

to have illegal content.” 939 A.2d 363, 368.

15



Sirnifarly, in this case the Defendant relinquished his expectation of privacy inhis cell
phone when if voluntarily left it operating as a recorder in the dormitory bathroom. Given all
of the circumstances, the suggestion that Defendant held a subjective.expectation of prfvacy
because he obscured the celiphon;a/recording device beneath a “wet floor” sign is meritless
and may be summarily dismissed. Assuming arguendo however that through this act
Defendant actually exhibited some subjective expectation of privacy, his expectation is not
one that society is prepared to recognize as reasonable and legitimate. The totality of the
circumstances upon which this conclusion is based follow. Defendant intentionally and
volitionally left his cell phone unattended, powered on and recording in a dormitory
bathroom. The bathroom was open and available to residents and visitors in the dorm. Any
one of the mény people who used that bathroom had access fo the cellphone and its
contents. Although he may have attempted to hide the cell phone behind a “wet fioor” sign,
in view of the circumstances his feeble attempt to obscure the cell phone may be viewed
simply as a means to surreptitiously record his victims as opposed to demonstrating an
expectation of pr&vacy in his property. Defendant used the recording capability of the phone
to captljre images of unknowihg victims who were using the toilet. Defendant did not live in |
the dormitory. He lived with his mother at their home in Broomall. There is nothing in the
record that indicates that the cellphone was lost or stolen. In fact, the only reasonable
inference that can be drawn from the facts of record is that Defendant placed and then left
his cell phone recording others in a bathroom that was accessible to anyone who happened
to use the bathroom. Detective Pisani examined the phone, determined the identity of the

owner and confirmed that it was recording the bathroom activities of the students, While

Y -
Y
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Defendant may have intended to retrieve his cellphone/recording device later, this féct does
net alter our conclusion. The Defendant intentionally left his cell phone open and accessible
“to others in a public area. Accordingly, he had no expectation of privacy.
Next, Defendant claims that the Trail Court erroneously failed to suppress the
Defendant's statement. Defendant’s claims that the statement taken on September 7, 2016
at Villanova University must be suppressed as the “fruit of the poisonous tree, ” See

Wong Sun v. United States, 371 LS, 471, 83 S.Ct. 407, 9 L.Ed.2d 441 (1963)(where

evidence is discovered by exploitation of an illegal search it will be suppressed unless
sufficiently distinguishable so as to be purged of the primary taint).” This claim may be

summarily dismissed because the search that is alleged to have been unlawful, in fact was

not.
Defendant also claims that the statement was elicited through custodial interrogation

that took place without the benefit of Miranda warnings. It is well-settled that suspect who is
subject to custodial interrogation by police must be warned that he has the right to remain
sitenf, that anything he says may be used against him in court, and that he is entitled to the

presence of an attorney, Miranda v. Arizona, 384 U.S. 436, 86 S.Ct. 1602, 16 L.Fd.2d 694

(1966). Evidence obtained through custedial interrogation is inadmissible absent Miranda

warnings. “Miranda safeguards are triggered ‘whenever a person in custody is subjected to

either express questioning or its functional equivalent.™ Commonwealth v. Freeman, 128

A.3d 1231, 1240 (Pa. Super. 2015) quoting Rhode Island v. Innis, 446 U.S. 291, 292, 100

S.Ct 1682, 64 L.Ed.2d 297 (1980).
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An individual is in “custody” for Mirandz purposes when he “is physically denied ...
his freedom of action in any significant way or is placed in a situation in which he reasonably
believes that his freedom of action or movement is restricted by the interrogation.” The
totality of the circumstances are considered to determine whether an individual reasonably
believed that he was in custody when interrogated. The circumstances may include “the
basis for the detention; the duration; the location; whether the suspect was transferred

against his will, how far, and why; whether restraints were used; the show, threat, or use of

force; and the methods of investigation used to confirm or dispel suspicions.” Commonwealth

v. Freeman, supra, “[T}he police officer's subjective intent does not govern the [custody]

determination,” instead we look to “the reasonable belief of the individual being

interrogated.” Id. quoting Commonwealth v, Zogby, 689 A.2d 280, 282 (1997).

In Commonwealth v. Yandamuri, 159 A.3d 503, 517-18 (Pa. 2017) the Court

explained:

"The standard for determining whether police have initiated a custodial
interrogation or an arrest is an objective one, with due consideration given to the
reasonable impression corwéyed to the person interrogated rather than the
strictly subjective view of the troopers or the person being seized.” An arrest
exists when the police intended to take the defendant into custody and the
defendant was subjected to the actual control and will of the police. A person is
in custody when he is physicéliy denied his freedom of action in any significant

way or is placed in a situation in which he reasonably believes that his freedom

of action or movement is restricted by the interrogation.

Id. at 517-18.
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Defendant was never subjected to custodial interrogation. He was not in custody
when he was interviewed at Villanova Hall. The factors that follow support this
conclusion. The interview took place at a neutral location, Villanova University. The
investigating officers approached the Defendant in plain clothes. They candidly advised
him that they were investigating the bathroom-cellphone incident and he agreed to
answer questions. Other students were present and the four men went to an adjacent
room to speak privately. The smaller room, enclosed by glass, was approximately fifty
feet away. Defendant was never restrained, he was- not threatened and he was advised
that he was free to leave at any time. The door was not locked. Defendant was advised
that the door was closed for privacy, He agreed that interview could be recorded. The
recorded interview took about thirteen minutes. After he revealed that he had
downloaded video onto other devices he gave the officers consent to search those
devices. He was not arrested after his admissions. He agreed to give the detectives
access to his computer devices and left the building and drove to his home in his own
vehicle. There are no facts that support the conclusion that his interaction ever rose to
the level of “custody” as he voluntarily allowed the detectives into his home and in the
presence of his mother completed tHe writt_en consent to search ﬁis home computer. He

was not arrested until days later, after additional incriminating was discovered on his

devices. See generally Commonwealth v, Witmayer, 144 A.3d 939, 949 (Pa. Super.
2016)( defendant who voluntarily met with detective at police station was not “in
custody; detective informed defendant he was not under arrest, that he was free to
leave at any time, defendant was given directions for exiting the station, a casual
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interview ensued and was not unduly long, at no point did defendant exhibit signs of

misunderstanding or incapacity, and a reasonable man would not have believed he was

in police custody).

The search warrant authorizing the search of the external hard drive was neither

overbroad nor lacking in particularity.

It is a fundamental rule of law that a warrant must name or describe with
part]cglarity the property to be seized and the person or place to be searched....
The particularity requirement prohibits a warrant that is not particular enough
and a warrant that is overbroad. These are two separate, though related, issues.
A warrant unconstitutional for its lack of particularity authorizes a search in terms
so ambiguous as to allow the executing officers to pick and choose among an
individual's possessions to find which items to seize. This will result in the
general “rummaging” banned by the [Flourth [A]Jmendment. A warrant
unconstitutional for its overbreadth authorizes in clear or specific terms the
seizure of an entire set of items, or documents, many of which will prove
unrelated to the crime under investigation.... An overbroad warrant is

unconstitutional because it authorizes a general search and seizure.

| The language of the Pennsylvania Constitution requires that a warrant
describe the items to be seized “as nearly as may be....” The clear meaning of
the Janguagde is that a warrant must describe the items as specifically as is
reasonably possible. This requirement is more stringent than that of the Fourth
Amendment, which merely requires particularity in the description. The
Pennsylvania Constitution further requires the description to be as particular as is
reasonably possible.... Conseguently, in any assessment of the validity of the
description contained in a warrant, a court must initially determine for what
items probable cause existed. The sufficiency of the description must then be
measured against those items for which there was probable cause. Any N
T
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unreasonable discrepancy between the items for which there was probable cause

and the description in the warrant requires suppression. An unreasonable
discrepancy reveals that the description was not as specific as was reasonably

possible.
Because the particularity requirement in Article I, Section 8 is more

stfingent than in the Fourth Amendment, if the warrant is satisfactory under the

Pennsylvania Constitution it will also be satisfactory under the federal

Constitution.

“[Tihe Pennsylvania Supreme Court has instructed that search warrants should

be read in a common sense fashion and should not be invalidated by hyper-technical

interpretations. This may mean, for instance, that when an exact description of a

particular item is not possible, a generic description will suffice.”

Commonwealth v. Dougalewicz, 2015 PA Super 63, 113 A.3d 817, 827-28 (Pa. Super. Ct.

2015). “The twin aims of Article 1, Section 8 are the safequarding of privacy and the
fundamental requirement that warrants shall only be issued upon probable cause.’

in order to protect these twin aims, a warrant must describe the place to be searched
and the items to be seized with specificity, and the warrant must be subported by
probable cause. The place to be searched must be described “precise enough to enable
the executing officer to ascertain and identify, with reasonable effort, the place

intended, and where probable ca use exists to support the search of the area so

designated, a warrant will not fail for lack of particularity.” Commonwealth_ v. Belenky,

/77 A.2d 483, 486 (Pa. Super. 2001).

The warrant issued on October 4, 2016 authorizes the search of "The Seagate

Backup Plus External Drive. SN:NA7WT8H0.” The items to be searched for are identified
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as “videos and images of evidence of violation of PA Title 18 §6312 Sexual Abuse of
Children.” The supporting affidavit sets forth Detective Pisani’ s qualifications and
experience and the progress of the %nvestigation to that date. Detective Pisani avers
that his examination of the Defendant’s desktop computer uncovered links indicating
that the particularly described external hard drivé had been connected to the desktop.
Paragraph 13 sets forth the following: “On 10/04/2016 Your Affiant was reviewing the
video and images for invasion of privacy located on the Seagate Backup Plus Drive
External Drive, SN:NA7WT8HO0. During the review your affiant located Child
Pornography. Your affiant knows that these files are in violation of PA title 18 § 6312
Sexual Abuse of Children and request(sic) to search for an seize the contraband files.”
Exhibit CS-5.
| The search warrant authorizes the search of a particular external hard drive that
is identified by serial number. The search authorized is for files containing chi]d
pornogiaphy. The probable cause set forth in the affidavit describes the investigation
and the facts that lead to the conclusion that there was a fair probability that child
pornography would be found on the external hard drive given the fact that links to the
hard drive and evidence of the contraband files were found on the home deskiop
commuter. Read in a common sense manner, the search authorized is specific and

supported by probable cause to believe that files containing child pornography would be

found on the external hard drive.
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Reqguest for Continuance

Defendant claims that the Court erred when on November 20, 2017 it denied tfe
Defendant’s request for a continuance, leaving “only” three days for the defense expert

to perform a forensic review. The matter of granting or denying a continuance is within

the discretion of the trial court.. See Commonwealth v. Sandusky, 77 A.3d 663, 671 (Pa.

Super. 2013). “In a criminal case, the appellate court should look to the nature of the
crime and the surrounding circumstances to determine if the denial of a continuance

was an abuse of discretion.” Commonwealth v. Scott, 365 A.2d 140, 142—43 (Pa.

1976). See also Commonwealth v. Simmons, 662 A.2d 621, 636 (Pa. 1995)

In reality Defendant had over six months in which to secure whatever forensic .
review he deemed appropriéte. Mr. Fienman entered his appearance on October 30,
2017 when trial was scheduled for the next day. As a courtesy, a new trial date of
November 27, 2017 was established. The prosecutor and defense counsel were
attached and Defendant’s motion to compel was scheduled for a hearing on November
20, 2017. At the November 20, 2017 hearing the court considered Defendant’s request
for another continuance to aflow time for Lohers & Associates to complete its forensic
analysis in Delaware County. When denying Defendant’s request the Court noted that
the evidence in question was made available to the defense in March of 201.7. See N.T.
11/20/17 p. 4. Six months later a Loehrs analyst arrived in the CID offices to conduct
her examination. Although the prosecutor advi'sed in March that an expert would have
to bring the equipment necessary to conduct its analysis the Loehr’s analyst arrived

unprepared and then objected to having to use computer software that she considered

L
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antiguated. As the history of this case set forth above indicates, Defendant apparently
had difficulty ﬁnding and retaining an expert who would provide evidence that he
considered satisfactory. Défendant’s inability in this regard was not grounds for further
delay of trial.

Assuming arguendo, that the Trial Court abused its discreﬁon the error was
harmless. At its inception this was an invasion of privacy case. Defendant admitted that
he placed his celf phone in the bathroom to record so that he could later watch the
videos for his own arousal. See Exhibit CS-5. He was captured on video setting up the
camera. The Court viewed the videos and considered the Commonwealth’s evidence
and it was overwhelming. There was no evidence of record that raised any doubt that
the Defendant did not intentionally commit the acts for which he was convicted.
Similarly, the Court viewed the exhibits depicting child pornography. These were images
of adults engaged in sex acts and sexual intercourse with very young children. There

was no question either that the victims were children or that the images were

pornographic in their nature. Cf, Commonwealth. v. Sandusky, supra. The images were
located on the home computer that the Defendant identified as his own and
subsequently on the external drive that was linked to that computer.

Similarly, the Court did not commit an abuse of discretion when it denied
Defendant’s motion to compéi discovery. The electronic evidence was available to the
Defendant. The Commonwealth did not act in bad faith when, on the eve of trial it did
not agree to ship the evidence to Arizona. Defendant’s alternative request that the
Commonwealth, at great expense, create and provide mirrcr forensic copies of the

T
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Defendant’s cellphone, desktop computer and external hard drive was unreasonable

under the circumstances.

Change of Venue

Finally, Defendant claims that the Court erred when it denied his “motion for a
change of venue despite inflammatory pre-trial news coverage.” Statement of Matter
Complained of on Appeal. While in certain cases pretrial publicity can be so sustained,

pervasive, inflammatory and inculpatory as to warrant a change in venue this is not

such a case.

An application for a change of venue is addressed to the sound discretion of the
trial court. In reviewing a trial court’s decision to dény a motion for a change of venue
“the only legitimate inquiry is whether any juror formed a fixed opinion of (the
defendant’s) guilt or innocence as a result of the pre-irial publicity.” The defendant
bears the burden of demonstrating that he has been denied a fair tria) because of
prejudicial pre-trial publicity and generaily this requires a showing of actual prejudice in

the empaneling of the jury. See Commonwealth v. Bachert, 453 A.2d 931, 938 (Pa.

1982); Commonwealth v. Casper, 392 A.2d 287, 291 (Pa. 1978) ("In reviewing the trial

court’s decision, the only legitimate inquiry is whether any juror formed a fixed dp‘mion

of (the defendant's) guilt or innocence as a result of the pre-trial publicity”)

This claim is frivolous for reasons that are apparent and therefore require little
explanation. First and foremost, the Defendant waived his right to a jury trial

eliminating the possihility that the Defendant could be prejudiced by an inability to
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empanel a fair and impartial jury. That waiver was accepted as knowing, inteiligent and

voluntary. Further, Defendant’s pre-trial motion was colorfully written but lacking in
evidentiary support. A single Iocal Fox29 news story that was posted on October 27
2016 is referenced in the motion. Trial in this matter took place more than one year

later and the record is devoid of any evidence of continued pervasive or inflammatory

coverage during the year between Defendant’s arrest and trial

In light of the foregoing it is respectfully submitted that judgment of sentence
should be affirmed.

BY THE COURT:
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COMMONWEALTH OF PENNSYLVANIA

Delaware County District Attorney
September 26th, 2016

SUBJECT: Computer Forensics Analysis

Surmmary Report
16-1879, VILLANOVA

TO: - David Tedjeske
Chief
Villanova University Police

FROM: Det. Edmond Pisani
Computer Forensics Examiner

FEQUIPMENT/ITEMS EXAMINED:

Ttem # 1 of-1: Cellular Phone: Motorola, XT1548, MEID: 256691544500227398
(Job # DC16-304) Contained a Kingston MicroSD Card — 32GB, S/N 1451PX 75094

SCURCE OF ITEMS:

The item was turned over by Clnef Tedjeske and the item was searched after-it was determined to be
abandon. :

CONDITION OF ITEMS:

The phone has a cracked front screen.
PURPOSE OF EXAMINATION/ANATL YSIS:

Recover any data which relates to the ownership of the phone and invasion of privacy case.

SPECIAL CONSIDERATIONS/PROBILEMS:

None noted

METHODS OF BXAMINATION:

The software UFED4PC was used to extract the data from the devices. The UFED Physical Adalyzer
V5.2.0.213 was used to conduct the examination.

. The MicroSD Card from the above item was imaged using AccessData's FTK Imager to EnCase image

* format. This i 1mag1ng captures all data residing on the microsd card including areas not used by active
data files, commonly referred to as unallocated space and slack space. An Acquisition Report is made
part of this summary report as ATTACHMENT # 1.




16-1879, Villanova
- Summary Report
Page 2

Examiner’s Note: “Unallocated space” is space on the hard drive not assigned to programs or data files. It
is also known as free space. Data often exists in this area of the disk. The possible origins of this data .

" include deleted files, data generated during Internet or Email activity and other unsaved data discarded by
the computer’s programs in the normal course of operations.

RESULTS OF EXAMINATION/ANATLYSHS:

Item # 1 of 1: Cellular Phone: Motorola, XT1548, MEID: 256691544500227398
{Job # DC16-304) ]

The following data was extracted from the device by the UFED4PC:
call history records (incoming, outgoing, and missed calls)

[ -]

¢ contacts

» SMS messages

e chat conversations
e noles

e videos

e images

The content extracted from the phone by the UFED Physical Analyzer was used to create a report. The
report includes the phone’s properties, call history records, contacts, SMS messages, chat
conversations, notes, videos and images that were located on the phone. The UFED Physical Analyzer
report is available on the USB FLASHDRIVE accompanying this report and contains additional
information that is not listed above. The UFED Physical Analyzer report is in UFED Reader format
(viewable with the reader on the USB FLASHDRIVE) and is located in the folder “CELLEBRITE

REPORT DC16-304".
1. The phone reports its number to be 610-550-9764.

2. There are 150 user accounts found on this device. They are all appear related. Theére several
email addresses and websites that have the username “vinnytothek™, “vinnytothek@gmail.com™
and a Villanova login ID of “Vkane(1” associated with this device. A full listing of all
usemames is ava.ilable for viewing as “ATTACHMENT #2”.

3. There was a Googlet+ account login found for the name “Vmcent Kane” and assoclated
Villanova Email address “Vkane0l@villanova.edu”.

4. There were six (6) videos, all recorded on the same date (09/22/2016) that are surreptitiously
recording various individuals located on this device.

a. One video, labeled “VID 20160922 140559131.mp4”, shows a white male with
freckles on his leg, wearing white sneakers and blue laces, with red, blue stripes on the
side, wearing blue shorts, grey and white vertical stripe, place the camera under a yellow
sign and leaves it recording in a bathroom. This video is approximately 31 minutes in
length and records and captures twelve (12) people using the bathroom and one person



16-1879, Villanova
Summary Report
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just entering and taking towels. The audio is being captured in this video. This video
was stored on the MicroSD Card.

b. Second video of interest shows a male attempting to record in a classroom. The camera
catches his face and he is described as a white male, with red hair and acne. The video
also captures his shoes and shorts which match the above described individual. This
video is labeled “VID_20160922_134445658.mp4”. A second video, labeled
“VID 20160922 134633956”, confirms again that is the same individual that placed it
into the bathroom. This video was stored on the MicroSD. Card.

¢. Screen captures of the above videos were captured by this examiner and show the face
of the person operating the phone, and then the clothes they were wearing that match the
person placing it into the bathroom. The screen captures are available for viewing as
“ATTACHMENT #3” and on the Flash drive in the folder “SCREEN CAPTURES OF

VIDEO”.

5. A review of the web history shows that the user was visiting the website 4chan. The user visited
the /b/ boards section of this website, The title of the post he visited was “/b/ - “Creepshot
thread. Must be upskirt, downblouse, or - Random - 4chan” with a date/time of 09/19/2016 at
11:50:57AM (UTC -4). It appears that the user has posted something to this thread based off the

website history.

6. A review of the MicroSD card found that the user was also following around females at a CVS
in an attempt to capture upskirt videos. There were also more videos that were deleted that
show the user attempting to get upskirt images and videos of females in his classroom. These
videos are available for viewing on the USB Flash drive in the folder “VIDEOS FROM
MICROSD CARD”. One video, “VID_20160918 182352127.mp4”, while inside the CVS
does successfully capture and up skirt video. The metadata for these video files are available for
viewing as “ATTACHMENT #4”.

Examiner’s Note: Some of the videos found on the MicroSD Card had been deleted. They were recovered
but may not fully play the entive video. Please refer to Attachment #4 to identify the videos that have been

deleted.

7. Areview of the MicroSD card also over a thousand images where the user was attempting to
take surreptitiously capture women, including upskirt, and downshirt pictures of females. The
pictures are available for viewing on the USB Flash drive in the folder “NOTABLE IMAGES
FROM MICROSD CARD”.

8. A video and image recovery program was run against the contents of the unallocated space of
the MicroSD-Card. A total of sixteen (16) images and three (3) video were recovered. They are
available for viewing on the USB Flash drive in the folder “RECOVERED VIDEOS AND
IMAGES?”. These too appear to be images and videos being covertly recorded.

ATTACHMENTS:

1. Acquisition Report - describing the microSD Card examined and verifying the mtegnty of

the evidence image used for this analysis.
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Summary Report
Page 4
2. DC16-304 User Accounts — Containing the Usernames found on this device.
3. DC16-304 Screen Capture of Videos — showing the identity of who was operating the
camera.
4. MicroSD Card Video File metadata- Containing select file data from the videos found on

the MicroSD Card.

CONTENTS OF USB FLASH DRIVE:

L.

Folder named “REPORTS” containing this summary report and all‘attachments in Adobe

Acrobat (pdf) format.
Folder named "CELLEBRITE REPORT DC16- 304“ containing the report from DC16-304.

2.
3. Folder named "NOTABLE IMAGES".
4. Folder named "VIDEOS OF INTEREST".
5. Folder named "SCREEN CAPTURES OF VIDEO". 7
6. Folder named “Viewers” containing Adobe Reader and picture viewing programs to
facilitate viewing of the contents of this USB FLASH DRIVE.
Distribution:

Job file # DC16-304



User Accounts (150)

# User Accoutit

Entries

Addresses

Notes

Deleted

Creation time
7118/2018
9:33:17 PM{UTC4)

Usemame: vinnytothek
Password: fatkid22

Service Type:
https:#faccounis.snapchat.com/

Source Extraction: File System

Source file: Motorola CDMA_XT1548 Moto

G .zlpfappsfcom.android.chreme/tfapp_chrome/
DefauitLogin Data : OXABD2 (Table: logins,
Size: 49152 bytes)

i(1) | Greationiime
711812016

9:33:17 PM(UTC)
Usemame: vinnyfothek

Password: faildd22

Service Type:
htips:ifaccounts.snapchat.com/

Sourca Extraction: Logical
Sourcs file: Motorola COMA_XT1548 Moto
G.zipfappsfcom.android.chrome/rfapp_chrome/
1l;)ynatfau)lh’Logln Data : 0xABD2 (Size: 49152

es,

2 Creation time
9/18/2016

4:07:58 PM(UTC-4)
Usemame:
vinnytothek@grmail.com

Password: solderingfingers

Servica Type:
https:#soundeloud.comf

Source Extraction: File System

Source fite: Motorola COMA_XT1548 Moto
G.zipfapps/com.android chromefrfapp_chrome/
Default/Login Data : OxAC9E (Table: logins,
Size: 49152 byles)

2{1) | Creatlen time
9/48/2016

4:07:58 PM{UTC4)
Usemname:
vinnytothek@gmaif.com

Password: sclderingfingers

Service Type:
hitps:fsoundefoud.com/

Source Extraction: Loplcal
Source file! Motorola COMA_XT1548 Moto
G zlp/apps/com,android.chromefrfapp_chrome/

Default/Login Data : OXACSE {Size: 49152
bytes}

3 Creatlon time
442512016

1:08:03 AM{UTC-4)
Password: Fatkid22?

Service Type:
https:Ainovanet.vilanova.edu/

Spurca Extraction: File System

Source file: Motorola COMA_XT1548 Moto
G.zip/apps/com.android.chrome/r/app_chrome/
Default/l.ogin Data : OxAEB3 (Tabie: logins,
Size: 49152 bytes)

3{1) | Creation time
4/25/2016

1:08:03 AM{UTC4)
Password: Fatkid22?

Service Type:
hitps:f/novanet.villanova.edu/

Source Extraction: Logical

Source fila: Motorold COMA_XT1548 Moto
G.zipfapps/com.android.chromefrfapp_chrome/
DefauitflLogin Data : OxAEB3 (Size: 49152

bytes)

-

4 Creation ime

. 9152016

2:05:48 AM(UTC4)
Usemame: VinnytotheX

Password: lamvinnytothek

Service Type:
hitps:/fapi,witter.com/

Sourca Extraction: File System

Source file; Motorola COMA_XT1548 Moto
G.zip/appsicom.android.ciirome/r/app_chrome/
DefaultLogin Data : 0xAF89 {Table: logins,
Size: 49152 hytes)




Source Exh-acﬁon:_Lugical

4{1) Creation time .
9/15/2016 Sourca file: Motercla COMA_XT1548 Meto
2:05:48 AM(UTCH) G zipfappsfcom.android.chrome/t/app_chrome/
Usemame: VinaytotheK Eﬁfﬂl;WLogin Data ; OxAF8% (Size: 49152

GhY
Password; lamvinnytothek
Service Type:
kitps:fapi twitter.com/
3 Creatfon time Source Extraction: File System |
5752016 Boures file: Motorola CDMA,_XT1548 Mota
1:24:48 AM(UTC4) G.zIpfappsfcom.android.chrome/rapp_chrome/
Usemame: vkane01! DefaulttLogin Data : Cx517E (Table: logins,
Size: 48152 bytes)
Passwaord: fatkid22
Service Type:
https://nefpay.higherone.com/

5(1) | Creation ime Source Extraction: Logical
5152018 Sonpce filer Motorola COMA,_XT1548 Mota
1:24:49 AM(UTC-4) G.zip/apps/com.android chromelt/app_chrome!
Usemame: vkane(i! Defaultiogin Data : Ox517E (Size: 49152 byles)
Password: faikid22
Service Type:
httpsdinetpay.higherene.com/ \

<] Creation time Source Extraction: File System
511912016 Source file: Metorola CDMA_XT1548 Moto
6:59:11 PM{UTC-4) G.zipfappsfcom.android.chromefrfapp_chrame/
Password: Solderingfingers22? Defauit/Login Data : Ox52C7 (Table: logins,
Size: 49152 bytes)
Service Type;
https#leidmss.cvscaremark.com/

8(1) |Creaticn ime Source Exiraction: Logical
5/18/2016 Source file: Motorola CDMA_XT 3548 Moto
6:59:11 PM{UTC-4) G, zipfapps/com.android.chrome/i/app_chrome/
Password: Solderingfingers22? Eﬁfat.)mlLogin Data : Ox52CT (Size: 48152

es,
Satvice Type:
httpsdfeidmss.cvscaremaric.com/
7 | Creationime Sourcs Extrachon; File System
5M7/20186 Source file: Motorola CDMA_XT1548 Moto
2:09:04 AM{UTC-4) @ zip/apps/com.android.chrome/t/app_chrome/
Passwond: fatkid22 DefaultfLogin Data : 0x5396 (Table: logins,
Size; 49152 byles)
Service Type:
http:/fwww.icanhazchat.com/

7(1) | Creation fime Source Extraction: Logical . K
5/17/2016 Source file: Motorola COMA_XT1548 Mafo  ~
2:09:04 AM(UTC-4) G.zip/apps/com.android.chromeltfapp_chrome/
Passwond: fatkid22 Default/Login Data : 0x5396 (Size: 49152 bytes)
Service Type:.
hitp:/www.icanhazchat.com/

8 Creatlon ime Source Extraclion: File System
5/16/2016 Sourcs file: Motorola CDMA_XT1548 Moto
2:30:18 AM{UTC4) G_zip!alﬂ_psfcom:android.chromefn'app_chmmen’
Passward: GRADUATE Default/Login Data : 0x5466 (Table: logins,
Size: 43152 byles)
Service Type: .
hitp:/iprotected_tickets.com/

8{1} |Creation tims Source Extraction: Logical
5/16/2016 Sourcs file: Motorota CDMA,_XT1848 Moto
2:30:18 AM(UTCH) G.zip/apps/com.android.chrome/r/app_chrome/
Passwaord: GRADUATE Default/Login Data : 0x5466 (Size: 49152 bytes)
Service Type:
hitp:/protected tickets.com/

9 Creation time Source Extraction: File Systemn
5/8/2016 Source file: Motorela COMA_XT1548 Moo
11:00:37 PM{UTC-4) G.zip/appsfcom.android.chrome/r/app_chrome/
Usemama: Default/Login Data : Ox54F2 (Table; logins,

nacliffjumping@amail.com
Password: fatkid22

Sarvice Type: hitps:/fmega.nz/

Size: 49152 byles)




g(1) | Creatlon ime Scurce Extraction: Logical
51812016 Source fila: Motorola COMA_XT 1548 Mote
11:00:37 PM(UTC4) G.zipfapps/com.android .chrcmelriapg_chromel
Usemame: Default/Login Data : 0x54F2 (Slze: 43152 bytes)
nocliffumping@gmail.com
Password: fatkid22
Service Type: hitps:/imega.nz/
10 | Creafion fime Source Extraction: File System
5/6/2016 Saures file: Motorola CDMA_XT1548 Moto
1:40:08 AM{UTC-4) G.zlp/appsfcom.android.chrome/i/app_chrome/
Usemname: admin Defauit’Login Data : 0x55B88 (Table: logins,
Size: 49152 bytes)
Passwaord: 2
Service Type.
hitp//173.48.110.213¢
10{1} | Creation time Source Extraction: Logical
5/8/2016 Source flle: Matorala CDMA_XT1548 Moto
1:40:08 AM{UTC4) G zipfappsfcom.android.chromefi/app_chrome/
Username: admin Default/Login Data : 0x5588 {Size: 49152 bytes)
Password: 2
Service Type!
httpy#1 Tsﬁe.‘l 10,213/
11 Creation time Source Extraction: File System
B/3/2016 Source fila: Motorala CDMA_XT.1548 Moto
7:31:04 PM{UTC4) G.zipfappsfcom.android.chrome/t/app_chrome/
Usemame: Vinhytothek@ Default/Login 'Data : 0x56C86 {Table: logins,
Size: 49152 bytes)
Password: lamvinnytothek
Servica Type:
http:ifnefworkpartner.zoomin.tv/
14(1) |Creation ime Source Exiraction: Logical
5/3/2016 Source file: Motorota CDMA_XT1548 Moto
7:31:04 PM{UTC4)} G.zipfappsicom.android-chromefrfapp_chrome/
Usemame: Vinnytothek@ bDefat;lt!Login Data : 0x56C6 (Size:; 49752
yles
Password: iamvinnylothek
Service Type:
htip:finetworkpartner.zcomin. v/
t2 | Creationtime Source Extractior: File System
412412016 Source file: Matorofa CDMA_XT1548 Moto
7:28:06 PM{UTC-4) G .zipfapps/com,android.chrome/ifapp_chrome/
Service Typa: Defaul/Login Data : OxS7B0 {Table: logins,
hitps:/faccounts.google.com/ Size: 49152 bytes).
12{1) | Creation time Source Extraction: Logical
4/24/2016 Source file: Motorola COMA_XT1548 Mato
7:28:06 PM{UTC-4) @ zip/appsicom.andraid.chrome/r/app_chrome/
Service Type: Default/Login Data : 0x57B0 {Size: 49152 bytes)
https-/faccourts.gaogle.comy
13 | Creation ime Source Extrachor: Flls Systemn
6/19/2016 . Source file: Motorola CDMA_XT 1548 Moto
6:25:12 PM{UTC-4) Gzipfappsfcom.android.chrome/tfapp_chrome!
Usemame: vinnytothek Defauit! ogin Dala ; 0x5918 (Table: legins,
Size: 49152 byles)
Password: fatkid22
Sarvice Type:
https:im.reddit.com/
13(1) |Creation ime Solitcs Extraction: Logleal
B/18/2018 Source file: Motorofa CIOMA,_XT1548 Moto
6:25:12 PM({UTC-4) G.zip/apps/com.androld .chromefrfapp_chrome/

Usemame: vinnytothek
Passward: fatkid22

Serqvice Type:
hitps:/fm.reddit.com/

Default’Login Data : 0x5919 (Sizs: 49152 bytes)




Sourcs Extraction: Fiie System

14 | Creation time
6/19/2016 Sourea file: Motorola COMA_XT1548 Mato
5:26:04 AM(UTC4) G.zip/appsicom.android.chrome/t/app_chrome/
Usemame: Defaul/Login Data : 0x89E2 (Table: logins,
vinnytothek@gmail.com Size: 49152 bytes)
Password: fatikid22
Service Typa:
hitps:ffwww.lickstmaster.com/ .

1‘4(1) Creation time Source Extraction: Logical
8/19/2016 Sourcs file: Motorala COMA_XT1548 Moto
5:26:04 AM(UTC-4) G.z'tpfappsfcom.andrcld.r:.hromelr.’apg_chmmef
Usemame: Default/Login Data : 9x58E2 {Size: 49152 bytes)
vinnytothek@gmail.com
Password: fatkid22
Service Type:
hitpsdiwww ticketmaster.com/ R

15 | Creation fime Source Extraction: File System

© | 61972018 Source file: Motorola CDMA_XT1548 Moto
5:22:26 AM(UTC~4) G.Zip/apps/com.andreld.chrome/riapp_chromef
Usemame: DefaultLogin Data : 0xSAD2 (Tabie: logins,
vinnytothek@gmall.cam Size: 49152 byles)
Password: fatkid22 - '
Service Type:
htips:ffm.ficketmaster.comy/

15(1) [ Creation ime . Source Extraction: Logical .

6/18/2016 Source file: Motorols CDMA_XT1548 Moto
5:22:26 AM{UTC4) G.zipfappsfcom.android.chrome/rlapp_chrome/
Usemame: DefaulifLogin Data : 0x5AD2 {Size: 49152
vinnytothek@gmail.com bytes)
Passwaord: fatkid22 :
Service Type:
https:ffm ticketmastear,com/

i6 | Creation ime Source Extraction: Fife System
6/19/2016 Source file: Motorola CDMA_XT1548 Mcto
3:18:38 AM(UTCH4) G.zip/appsicom.android.chrome/rapp_chromef
Usemama: DefaultiLogin Data : 0x5BB6 (Table: logins,
VinnytotheK@gmait.com Size: 49152 bytes)
Password: iamvinnytothek

N

Servica Type: hitps:/fwitter.com/

16(1} |Creation ime Source Extraction: Logical i
6/12/2016 Source file: Motorola COMA_XT1548 Moto
3:19:38 AM(UTC4) G.zipfappsicom.android.chrome/rfapp_chrome!
Usemame: DefauitfLogin Data : 0x5BB6 (Size: 49152
VinnytotheK@gmail.com bytes)

Passward: iamvinnytothek
Sarvica Type: hitpsiAwitter.com/
17 | Creafion time Source Exfraction: File System
: 6/16/2016 Source file: Meterala GDMA,_XT1548 Moto
6:13:24 PM{UTC4} G.zipfapps/com.android.chrome/rfapp_chrome/
Usemame; vinnytothek Default/Login Data : 0x5CFC (Table: logins,
Size: 49152 bytes)
Password: fatkid22
Servica Type:
hitp:/iwww,3dsiso.com/

17{1) | Creation time Source Extraction: Logical :

6/16/2016 Source file: Molorola CDMA_XT1548 Moto

8:13:24 PM{UTC-4}
Usemame: vinnytothek

Password: fatkid22

Service Type:
http:/fwww,3dsiso,com/

G.zip/apps/com.android.chromelfrfapp _chrome/
Eﬁfau)lULogin Data : 0x5CFC (Size: 49152
es,




- Source Extraction: File System

18 | Creatiort time
6/14/2016 Sourcs file: Motorcia COMA_XT 1548 Moto
1:36:14 PM(UTCH) G.zlpfappsicor.androld.chrome/rfapp_chrome/
Usemame: Default/Login Data ; 0xSDE4 {Table: logins,
vinrytothek@gmail.cam Size; 48152 bytes)
Passward: fatkid22
Servica Type:
https:ifiwwew humblebundle.com/
1B(1) | Creation fime Source Exfrastion: Logical
611412016 . Sourca file: Motorofa COMA_XT1548 Moto
1:36:14 PM{UTC-4) G zip/appsfcom.android.chromefsiapp_chrome/
Usemame: Default/Login Data : 0x6DE4 (Size: 40152
vinnytothek@gmaill.com bytes)
Password: fatkid22
Service Type:
https:/Awww.humblebundle.com/
18 | Creation time Source Exfraction: File System
6/9/2016 Source file: Motarola CDMA_XT 1548 Mofo
4:30:22 AM{UTC-4) G.zipfappsfcom.android.chrome/rfapp_chrome/
Servige Type: Default/Login Data : 0x5EB9 (Table: [ogins,
hitps:/iwww.facebook.com/ Size: 49152 bytes)
19(1) [ Creation time Source Extracﬁoh: Logical
6/3/2016 Source fifa: Motorola COMA_XT1548 Moto
4:30:22 AM{UTC-4) G zipfappsicom.andreld .chrome/r/app_chrome/
Bervice Type: Default/l.ogin Data : 0xSEBS (Size: 49152
https/www.facebook.com/ bytes)
20 [ Creatfon time Source Exraction: File System
6/6/2016 Source file: Moterola CDMA_XT 1548 Moto
2;28:24 AM(UTC) G.zip/apps/com.android.chrome/r/app_chrome/
Lisemame: Default/Login Data : 0x5F7C (Table: logins,
vinnytothek@gmall.com Size: 49152 bytes)
Password: 534412
Service Type:
hitps:www virginmobileusa.com/
20(1) | Creation time Source Extraction: Logical
6/6/2016 Source file: Motorola CDMA_XT1548 Moto
2:28:24 AM{UTCH) G .zipfappsfcom.android.chrome/r/app_chrome/
Usemame: . Default’Login Datd : 0x6F7C (Size: 48162
vinnylothek@gmail.com bytes)
Password: 534412
Sepvice Type:
hitps:/iwww.virginmabileusa.com/
21 Creation time Sourca Extraction; File System
7111/2018 Source fiie: Motorofa CDMA_XT 1548 Moto
1:56:36 AM{UTC-4} G.zipfapps/com.androld.chromefrfapp_chrome/
Usemame: Default!l.ogin [ata : 0x6106 (Table: logins,
VinnytotheK@gmail.com Size: 49152 bytes)
Passward: iamvinnytothek
Service Type:
hitpsi/otakumode.com/ -
21(1) | Creation time Source Extraction: Logical
711/2018 Source file: Motorola CDMA_XT1548 Moto
1:56:36 AM{UTC-4) G .Zip/appsfcom.android.chrome/rapp_chrome/
Usemame: Defauit/Login Data : 0x6106 (Size: 49152 byles)

VinnytetheK@gmail.com
Passwerd: iamvinnytothek

Service Type:
hitps:fotakumode.com/




Source Extracton: File System

Noclifffurnping@gmafl.com
Passward: fatkid22

Senvice Type:
hitp:ffwww.orientbeauties.net!

22 Creation fims
T/9/2018 Source file: Motorala COMA_XT1548 Moto
2:14:12 AMUTC-4) G.ziplappsicom.android.chrome/rfapp_chrome!
Usemame: DefaultLogin Data : 0x62%3 (Tabie! logins,
stephen.jkane@verizon.com Size: 49152 bytes)
Password: Kaner209
Service Type:
android://Jzj5T2E454b330-k-
EHZVCrb7al84dEicTwr TYQYGX
099JGE2YERRDMP1gLogw iy87
0sBzC09Gk0942Z-
U_hg==@com.nefflix.nediaclient
!
22(1} | Creation tme Bource Extracion: Logical
719120186 Source file; Motorala CDMA_XT1548 Moto
2:14:12 AM(UTC-4} Gzip/fapps/com,android.chrome/rfapp_chrome/
Usemama: DefaultLogin Data : 0x6243 (Size: 49152 bytes)
stephen.j kane@verizon.com
Password: Kaner209
Sarvice Type:
androtd//3zj5T 2E45HB33D-k-
EHZVCrh7a064dEicTwi TYQYGX
089.)gE2YERhBMP 1glogwliy87
0sBzC09GK094Z-
}J_hg=@com.netﬂix.mediaclient
23 Creation time Source Extraction: File System
74512016 Source file: Motorola CDMA_XT1548 Moto
B 12:45:56 PM{UTCH4) G zipfapps/com.andreid.chrome/r/zpp_chrome/
Usemame: Default/Login Data : 0x6346 (Table: logins,
danklobrap@gmall.com Size: 49152 bytes)
Password: fatkid22
Service Typa:
htps:/ithepiratebay,org/
23(1) | Creation time Source Exiraction: Logical
71512018 Source file: Motorala COMA_XT1548 Moto
12:45:56 PM(UTC-4) G.zipfappsicom.andreid.chrome/rapp._chrome/
Usemame: Default/Login Data ;: 0x6345 (Size: 49152 bytes)
danklobrap@gmail.com _
Password: fatkid22
Service Type:
hitps:/fthepiratebay.org/
24 | Creation time Souree Extraction: File System
. iThizo1e Source fila: Motorola CDMA_XT1548 Moto
4:13:51 PM(UTC-4) G.zip/appsicom.androld.chrome/i/app_chrome/
Usemame: 6105509764 Default/Login Data : 0x644D (Table: logins,
Size: 49152 bytes)
Password; 534412
Service Typer
https:Hmyaccount.virginmobileus
a.comf
24(1) | Creation fima Source Extraction: Logical
712018 N Sourca file: Mciorola CDMA_XT1548 Moto
4:13:51 PM{UTC4) G.zip/apps/com.andreid.chromefrapp_chrome/
Usemame: 6106509764 Default/Login Data : 0x644D {Size: 49752
bytes} ’
Pessward: 534412
Segvica Typa:
hitps:/fmyaccount.virginmobileus
a.caom/ .
25 | Creation time Source Extracton: Flle System
6/29/2016 Source file; Motorola CDMA_XT1548 Mofo
12:04:41 PM(UTCH) G.zipfappsfcom.android.chrome/rfapp_chrome/
Usemame: Default/Login Data : 0x6516 (Tabie: iogins,

Size: 49152 byles)




25{1)

Creation fime

6/25/2016

12:04:41 PM{UTC-4)
Usemame: .
Noclifjumping@gmail.com

Password: fatkid22

Source Extraction: Logical

Seurce file: Motorala CDMA_XT1548 Moto
G.zipf?pslcom.android.chromafr!app_chrome."
Default/Login Data : 0x6516 (Size: 49752 byles)

Senvice Type:
-1 hitp:fwww.arientbeauties.net/
26 | Creation ime ‘Source Extractom: File Sysiem
B/27/2016 Sourca file: Motorola CDMA,_XT1548 Mote
9:26:16 PM{UTC-4) G.zZipfappsfcom.androld.chrome/rfapp_chrome/
Username: Default’_ogin Data : 0x6600 {Table: logins,
vinnytothek@gmail.com Size: 49152 bytes}
Password: Fatkid22
Servica Type:
hitps:/fausth.republicwireless.com/f
26(1) |Creation time Source Extraction: Legical
6/27/2016 Sourca file: Motorola CDMA, XT1548 Moto
9:26:16 PM{UTC-4) G zipfapps/com.android.chromefr/app_chrome/
Usemame: Defaul’Login Data : 0x6600 (Slze: 49762 bytes)
vinnylothek@gmait.com
Password: Fatkid22
Service Type: '
hitps:fauth.republicwireless.com/
27 i Creation time Sourse Extraction: File System
62712016 Source file: Motorola COMA_XT1548 Moto
5:22:24 AM{UTC-4} G .zip/lapps/com.android.chromelifapp_chrame/
Usemame: Default/Login Data : 0x66CS (Table: lagins,
Danklobrap@gmail.com Size: 49152 byles)
Password; fatkid22
Sarvica Type: ’
hitps:ffwww refme.com/
27(1) | Creation fime Source Extraction: Logical
6/27/2016 Source file; Motorola COMA,_XT1548 Moto
5:22:24 AM(UTC-4) G.zip/apps/com.andreld.chromeft/app_chromef
Usemame: Defaultl.ogin Data : Ox66C5 (Size: 467152
Danklobrap@gmail.com bytes)
Password: fatkid22
Service Type:
ht‘lps:1’1’l.n.r|.1.¥mrp.?efrne.c:v:)m.r
28 | Creafion fime Sourcs Extraction: File System
8/20/2016 . Source file: Motorola CDOMA,_XT1548 Moto
6:51:23 PM{UTC4) 3, Zipfapps/com.android.chrome/tfapp_chromef
Usemamae: vinnytothek Defaultfl ogin Data ; 0x6798 (Table: logins,
Size: 49152 byles)
Password: iamvincentkane
Service Type: hitps://picarto.tv/
28(1) | Crestion fime Sourca Exiraction: Logical
6/20/201B Soures file; Motorola CDMA_XT1548 Moto
6:51:23 PM{UTC-4) G.zipfappsfeom.android.chrome/rfapp_chrome/f
Usemame: vinnytothek Default/Login Data : 0x6758 (Size: 49752 bytes)
Password: iamvincentkane
Senvica Type: https:Vpicarto b
28 | Creation time Source Extraction: File System
6/20/2016 Sourca file: Motorola COMA_XT1548 Moto
1:20:15 PM{UTC4) G.zipfapps/com.androld.chrome/r/app_chromef
Usemante: Default/Login Data : Ox7BFA (Table: legins,
FunnyMinecraftMomentsLOL Size: 48152 bytes;
Password: fatkid22
Service Type:

https:#accolints.googie.com/




Source Extraction: Logical

Z3(1) | Creation tims
6/20/2016 Source file: Motorela COMA_X7 1548 Mofo
1:20:45 PM{UTC-4) G,zip/apps/eom.androld.chrome//app_chrome/
Username; DefaultLogin Data : 0x78FA (Size: 49152
FunnyMinecraffMementsL OL bytes)
Passward: fatkid22
Service Type:
hitps:/faccounts.google.com/
30 |Creationtime Source Exdraction: File System
71292016 Source fle; Matorola COMA_XT 1548 Moto
11:42:30 PM{UTC-4) G .Zipfappsicom.androld.chrome/r/app_chrome/
Usemame: - Defaul/Login Data ; 0x79CD {Table: logins,
vinnytothek@gmail.com Size: 49152 bytes)
Password: fatkid22
Servics Type:'
hitps:ffaccount.mojang.com/
30{1) | Creation time Source Bxdraction: Logical
712972016 Source file: Motorala CDMA,_XT1548 Moto
11:42:30 PM(UTCH4) G.zip/appsfcom.android.chrome/ifapp_chrome/
Usemame: Default/Login Data : OX79CD {Size: 49152
vinnytothek@gmail.com bytes) .
Password: fatkld22 !
Servica Type:
hitps:faccount.mojang.com/
3 Creafion ime Source Extraction: File System
5/8/2016 Sourca file: Motorola CDMA_XT1548 Moto
1:00:15 AM{UTC-4) G.Zipfappsicom.android.chrome/rfapp_chromef
Usemame: Default/Login Data : 0x7A9F (Table: iogins,
vinnytothek@amail.cont Size: 49152 bytes)
Password: fatkid22
Servics Type:
https:#minecraft.netf
31(1) | Creation time Source Extractior: Logical
5/8/2016 . Source file: Motorola CDMA_XT1548 Moto
1:00:15 AM{UTC4) G.zipfappsfcom.androld .chrome/r/app_chrome/
Usemame; | Default/Login Data : OXTASF (Size: 49152
vinnytothek@gmail.com bytes)
Passwaord: fatkid22
Service Type: .
hitps:/minecraft.net/
32 | Creafion ima Bource Exirachan: Fiie System
7/28/2016 Source file: Matorola CDMA_XT1548 Moto
3:38:04 PM{UTC-4) G.zipfappsfcom.android .chrome/rfapp _chrome/
Usemame: vinnytothelk Default/Login Data : 0x788D (Table: logins,
Size: 43152 bytes)
Password: fatkid22
Service Type:
https:/passport.twitch.tvf
32(1) | Creation time Source Extraction: Logical
71282016 Sourca file: Motorola CDMA_XT1548 Moto
3:38:04 PM{UTC-4} (3.zipfappsfgom.android.chrome/rfapp_chrome/
Username; vinnytothek 1l;kafaliltangin Data : O0x7B8D (Size: 49152
| bytes
Password: fatkid22
Service Type:
hitps:ffpassport.twitch.tvf b
33 | Creation time ‘Source Extrachon: Fie System
712712016 Source file: Motorola CDMA_XT1548 Moto

4:49:41 PM(UTC-4)
LIsemame: vinnytothek

Password: fatkid22

Service Type: hitps:/fimgur.corn/

G.zip/appsicom.android.chromeft/app_chramef
Defaultiogin Data : 0x7C4A (Table: logins,
Sizer 49152 bytes)




Source Extraction: Logical

33(1)

Creatioh time
7i2712016

4:49:41 PM{UTC-4)
Username: vinnytothek
Pagsword: fatkid22

Service Type: hifps:/imgur.com/

Sourcs file: Motorola CBMA_XT 1548 Moto

‘| G.zip/appsfcom.android.chrome/tfapp_chrome!

Default/Login Data : OX7C4A (Size: 49152
bytes)

Source Extraction: File System

34 Creation time
7125/2016 Source file: Motorafa CDMA_XT1548 Moto
5:11:39 AM(UTC~4) G zip/appsfcom,android.chrome/t/app_chrome/
Usem Default’Logia Data : 0x7CFD (Table: logins,
dankfubmp@gmall com Size: 491562 byles)
Passward: fatkid22
Service Type: hitps:ifimgur.com/
34{1) | Creation time Source Extracton: Logical -
712512016 Source fila: Motorota COMA_XT1548 Mote
5:11:39 AM{UTCH4) G zipfapps/com.androld_chrome/ifapp_chrame/
Usemame: DefaultfLogin Data : Ox7CFD (Size: 48152
danklobrap@gmail.com bytes)
Password: fatkid22
Service Type: hitps/fimgur.com/
35 | Creatlion time Source Extraction: File System
719/2018 Source file: Matorata CDMA_XT15648 Moto
2:09:34 AM{UTC4} G.zipfappsicom.andraid.chreme/rfabp_chromef
Usemame: 19008 Default/Login Data : Ox7DD1 (Table: ogins,
Size: 49152 byles)
Password: fatkid22
Service Type:.
http:/iwww.sk8factory.com/
35(1) | Creation time ‘Source Bxtraction: Logical
TH9/2016 Source file: Motorala CDMA_XT 1548 Moto
2:09:34 AM(UTC4) G.zlpfapps/com.android, chrome/riapp_chrome/
Usemamea! 16008 Befault/l.ogin Data : 0x7DD1 (Size: 49152
' bytes)
Password: fatkid22
Service Type:
http/Awww.sk&factory.com/ .
36 | Creafiontime Source Exkaction: File Sysfem
7M5/2018 Source file; Motorola CEMA,_XT1548 Moto
3:47:02 AM{UTC4) G zip/apps/com.android.chrome/r/app_chramef
Usemame: Defaultiogin Data : Ox7ESF (Table: loging,
vinnytothek@gmall.com Size: 49152 bytes)
Password: Fatkid22!
Servica Type:
hitps:/fogin.gamestop.com/
38(1) [Creation time Source Extraction: Logical
7115/2016 Sourca file: Motorola CDMA_XT1548 Moto
3:47:02 AM(UTCH) (.zipfapps/com.android.chrome/r/app_chremef
Usemams: Defavittogin Data : Ox7E9F (Size: 49152
vinnytothek@gmail.com bytes)
Password: Fatkig221
Service Type:
hRtips:login.gamestop.com/
37 | Creatlon time Sourca Extraction: Fie System
7112/2016 Sourca file: Motarsla COMA_XT1548 Moto
10:36:25 PM{UTC-4) G.zip/appsfcom.android.chrome/rfapp_chrome/
Usemame; Defaultflogin Data : Ox7FBA (Tabie: logins,

vinnytothek@gmail.com
Passwornd: Fatkid22?

Servica Type:
hitps:/fsignin.m.ebay.com/

Size: 49152 bytes)




Sourca Extraction: Logical

37(1) | Creation fime - .

71212018 Source file: Motorola CDMA_XT1548 Mote
10:36:25 PM{UTC-4) G_zip/appsicom.androld.chrome/t/app_chrome/
Usemamea: Default/Login Data : Ox7F8A (Size: 49152
vinnytothek@gmail.corn bytes)
Password: Fatkid22?
Servica Type:
hitps://signin.m.ebay.com/

38 | Creation time Source Exiraction: File System
8/25/2016 Source file: Motorola COMA_XT1548 Moto
12:00:30 AM{UTC-4) G .zipfappsfcom.andraid.chrome/rfapp_‘chromef
Usemame: Defaultf_ogin Data : 0x80FB (Table: iogins,
VinnylotheK@gmaft.com Size: 48152 bytes)
Password: fatkid22
Sevice Type:
hitps:fiwww.chegg.com!

38(1) | Creation time Source Exdracton: Logical
8/25/2016 Source file: Mofcrola CDMA_XT1548 Mote
12:00:30 AM{UTC4) G.zipfappsfcom.androld.chromefifapp_chromef
Usemame: Default/Login Data : OxBOFB (Size: 49152
VinnytetheK@gmail.com bytes}

Password: falkid22
Sarvica Type:
httpsZiwww.chegg.com/
39 | Creatlon time Source Extraction: Fila System
8/24/2016 Source file: Motorola CDMA_XT1548 Moto
, | 8:32:37 PM(UTC4} G.zip/apps/com.androld.chrome/r/app_chrome/
Usemame: Dank Lob Default/Login Data - 0x81D4 (Table: logins,
Size: 49152 bytes)
Password: fatkid22
Service Type:
hitp:ifwww friendlife.com/

38(1) | Creation time Source Extraction: Logical -

Bf24/20116 Sourca file: Motorcla CDMA_XT1548 Moto
8:32:37 PM(UTC-4) G.zip/apps/com.androld.chromefriapp_chromef
Usamame: Dank Lob Default/Login Data : 0x8104 {Size: 49752
. bytes)

Password: fatkid22
Servica Type:
hitp://iwww friendiife.com/

40 | Creation tima Source Extraction: File System |
6/6/2016 Source file: Motorcia CDMA_XT1548 Mofa
2:34:54 AM(UTC} G.zip/apps/com.android.chrome/rlapp_chramef
Usemame: Default/ ogin Data : 0x82CC (Tabie: logins,
vinnytothek@gmall.com Size: 49152 byles)
Password: fatkid22
Service Type:
hitps:ffwww.shirtpunch.com/

40(7) | Greation time Source Extracton: Logical '
6/8/2016 Sourca file: Motorola CDMA_XT1548 Moto
2:34:54 AR{UTCH) G zipfappsfcom.android.chrome/fapp_chrome/
Usemame: Default’Login Data : 0x82CC (Size: 48752
vinmytothek@gmail.com bytes}

Password: fatikid22
Service Typs:
hitps:fwww.shirtpunch.com/

41 Creation fime Source Extraction: File System
6/14/2018 Source file: Matarola CDMA_XT1548 Moto
1:39:40 PM(UTC-4) G.zip/apps/com.androld.chromeh/app_chrome/
Usemame: Default/Login Data : OxB3C7T (Table: logins,
noclifffumping@gmail.com Size: 49152 bytes}

Password; Fatkidz2!

Service Type:
hitps:/www. paypal.com/

Y.y




41(1)

Creatlon time

6/14/12016

1:39:40 PM(UTC-4)
Usemama:
noclifffumping@gmail.com

Sourca Exiracion: Logical -
Source file: Motorola COMA_XT1548 Mot
(3.zlp/appsfcom.android.chrome/r/app_chrome/
DefaultiLagin Data : 0x83C7 (Size: 49152

bytes) i .

Password: Fatkid22!
Service Type:
hitps:/fwww.paypal.com/
42 | Creation time Source Extraction: File Sysiem
7/15/2016 Source file: Motorola CDMA_XT1548 Moto
34722 AM(UTC-4) G.zip/appsicom.android.chrome/tfapp_chrome/
Usemarme: Default/Login Data : DxB4B5 (Table: logins,
neclifffumping@gmail.com Size: 49152 bytes)
Passworﬁ: Fatkid32!
Servica Type:
hitps:fflogin.gamestop.com/
42(1) | Creation time Source Extraction: Logical
711512016 Source file; Moloroia COMA_XT 1548 Moto
3:47:22 AM{UTC-4) G.zipfappsicom.androld.chromeft/app_chrome/
Usemame: Defaultfi.ogin Data : 0xB4BS (Size: 49152 bytes)
nociiffjumplng@gmail.com
Password: Fatkid22!
Service Type:
hitps:#login.gamestop.com/
43 | Creation time Sourca Extraction: File System
7115/2016 Source file: Motorola CDMA,_X71548 Moto
3:40:38 AM(UTCH) G.zipfapps/com.android.chrome/rfapp_chrome/
Usemame: DefaultfLogin Dafa : 0x8593 {Tzble: logins,
vinnytethek@gmall.com Size; 48152 byles)
Password: fatkid22
Service Type:
hitpsiifaccounts_nintendo.com/
43(1) | Greation time Sotirca Extraction: Logical
7116/2018 Source file: Matorola CDMA_XT1548 Moto
3:40:30 AM{UTC-4) G.ziplappsfcom.android.chrome/r/app_chrome/
Usemame: DefaultfLogln Data - 0x8593 (Size: 49752 bytes)
vinnytothek@gmail.com
Password: fatkid22
Servico Type:
hitps:ffaccounts.nintendo.com/
44 | Creafion ime “Source Exiraction: File Systern
B8/16/2016 i Source file: Motorola CDMA,_XT1548 Moto
11:32110 PM{UTC-4) G .zipfappsicom.android .chrormefrfapp_chrome/
Usemame: Default/Lagin Data ; 0x868A (Table: iogins,
danklobrap@gmat.com Size: 48152 byles)
Password: fatkdd22
Service Type: )
https://dashboard towerdala.com/
44(1) | Creation time Source Extraction: Logical
8/16/2016 Source file: Motorola CDMA_XT1548 Moto
11:32:10 PM(UTC-4) G.zipfapps/com.androld.chrome/rfapp_chrame/
Usemame: Default?_opin Data : Ox868A, (Size: 497152 bytes)
dankiobrap@gmail.com
Password: fatkid22
Servica Type:
https://dashboard fowerdata.com/
45 | Creation ime Sourca Exiraction: File System
B/15/2016 Source file: Motorola CDMA_XT1548 Mofo
4:17:24 PM(UTC-4} G.zip/zppsicom.android.chrome/rapp_chromef
Password: fa2851 DefaulffLogin Data : 0x87AD {Table: logins,
Sfza: 46152 bytes)
Service Type:

hitps:/fnovasis.villanova,edu/

14



Soures Extraction: Logical

45(1) | Creation time .
8/15/2016 Source file: Motorala CDMA_XT 1548 Moto
4:17:24 PM{UTC-4) G.zip/apps/com.android.chrome/r/app_chrome/
Password: faz851 DefaultiLogin Data : 0x87AD (Size: 49152

bytes)
Service Type:
hitps/novasis.villanova.edu/

46 [Creationtime Source Bxiraction: File System - ‘
9/ar2018 Source file: Motorola CDMA,_XT1548 Moto
5:24:36 AM{UTC-4) G zip/appsfcom.android.chrome/r/app_chrome/
Senvice Type: Default/Login Data : Gx&16F (Tzble; logins,
https:fiwww eventbrite.com/ Size: 49152 byles)

46{1} | Creafion time’ ‘Source Extraction: e System
9/8/2016 Source file: Motorola COMA_XT1548 Mota
1:46:19 AM{UTCH) G.zZipfappsicom.android.chrome/fifapp_chromef
Service Type: Default/Login Pata : 0xBFB1 (Table: logins,
hitps:/iwww.evenibrile.com/ Size: 49152 bytes)

48(2) | Creation time Source Extracion; Logical
9/9/2016 Source fite; Motorola CDMA_XT1548 Moto
1:48:19 AM{UTC-4) G.zip/appsfcom.android .chrome/rfapp_chrome/
Servica Type: Defauit/L.ogin Data ; 0x8FB1 {Size: 49152
hittps:/fuwww.eventbrite.com/ bytes}

' 46(3) | Creation fime Sctrce Exraction: Legical .
9/8/2018 Source file: Motorola COMA,_XT1548 Molo
5:24:36 AM{UTC-4} G.zipfappsicom.androld.chrome/rfapp_chrome/
Servica Type: Default/Login Data : 0x316F (Size: 49152 bytes)
https:/Avww .eventbrite.com/ - .

47 | Creation time Source Extracton; Fle System
9/8/2018 Source file: Motorala CDMA_XT1548 Moto
5:21:47 AM(UTCH) G.zipfapps/com.andraid.chrome/rfapp_chrome/
Usemame: Default’Login Data : 0x9234 (Table: logins,
vinnytathek@gmail.com Size: 49152 byles)

-{ Password: soldetingfingers
Service Type:
hitps:/ferww.eventbrite, com/

47(1} | Greaticn time Sotirca Extraction: Logicat -

9/8/2016 Source file: Motorola CDMA_XT1548 Moto
5:21:47 AM(UTC4) G.ziplappslcom.andmid.chromelr!apg_chromef
Usemarme: Default/Login Data : 0x9234 (Slze: 49152 bytes)
vinnytothek@gmail.com

Password: solderingfingers

Servica Type:

hitps:fiwww eventbrite.com/

48 | Creation firhe Source Exiraction: File System
4/26/2016 Source file: Motorola CDMA_XT1548 Moto
2:28:06 PM(UTC-3) G zlp/apps/com.android.chromelr/app_chrome/
Usemame: vinnytothek Default/Login Data : 0x8321 {Table: logins,

Size: 49152 bytes)
Password: fatkid22
Service Type:
hétps:iww. reddit.com/

48(1) | Creation ime Source Extraction: Logical T
4/26/2018 Source file: Motorola CDMA_X71548 Moto
2:28:08 PM(UTC-4) G.zipfapps/com.android chrome/tiapp_chrome/
Usemame: vinnytothek DefaultfLogin Data : 0x8321 {Size: 49752 bytes)
Password: fatild22 '

Servica Type:
hittps:/www.reddit.com/

49 | Creation time Sourcs Extraction: File System _

6/26/2016 Source fila: Motorcla CDMA_XT1548 Moto
6:38:26 PM{UTC-4} G.zlp/apps/com.android chrome/rfapp_chromef
Usemame: vkaned1 DefaultfLogin Data : 0x33F3 (Table: iogins,

Password: Fatkid22?

Service Type:
https:mogrlivillanova.edul

Size: 49152 byles)

g




Source Exiraction: Logical

49(1) | Creation ims 1
6/26/2016 Source file: Motorola CDOMA_XT1548 Mato
6:38:26 PM{UTC4) G.ziplapps/com.android.chromeft/app._chrome/
Usemame: vkane0?1 DefaultiLogin Data : 0x93F3 (Size: 49152 byles)
Password: Fatkid22?

Servica ‘.J‘ypa:
https:ilegin.villanova.edu/
50 i Creationtime Source Extraction: File System
5/28/2016 Source fita: Moterola COMA_XT1548 Mote
1:48:16 AM(UTC-4) G zip/apps/com.android.chrome/r/app_throme/
Password: fatkid22 Defaulttogin Data : 0x&507 (Table: iogins,
Size: 49152 bytes)
Service Type:
rrlnt}pszlfwww.on[inebanking.pnc.co

50{1} | Creation fime Source Extraction: Logical .
5i28/2016 Source file: Motarola CDMA_XT1548 Moto
1:48:16 AM{UTC-4} G zip/appsfcom.android chrome/t/app_chrome/
Password: fatkid22 Defauli/t_ogin Data : 0x9507 (Size: 49152 bytes)
Service Type:
https:/fwww.onlinebanking.pne.ce
mf

81 |Creation ime Source Extraction: Fiie Systern
6/19/2016 Source file: Motorola COMA_XT1548 Moto
3:20:22 AM{UTC) G.zip/apps/com.android.chromefrfapp._chromef
Usemame: Vinnytothel( DefaultLogin Data : 0x95CB (Table: logins,
Size: 49152 bytes)
Pagsword; iamvinnytothek .
Service Type: https:/ftwitter com/

§1(1) |Creafion time Source Extrackon: Logical
-6/19/2016 Source file: Metorala COMA_XT1548 Moto
3:20:22 AM(UTC) G.zip/apps/com.android .chrome/i/app_chrome/
Usemame; Vinnytothek Eefau)ithogin Data : 0x95CB (Size: 43152

vies :
Password: lamvinnytothek
1
Servics Type: hitps:/itwitter.com/ ~
52 Creation time Source Extraction: Fie System
4/24/2016 Source file: Moforala CDMA,_XT1548 Moto
7:17:25 PM(UTCA4) G.zipfappsicom.android.chromefr/app. chrome/
Usemname: Default/Login Data : 0x969E (Table: ingins,
vinnytothek@gmail.com Size: 49152 bytes)
Password: fatkid22
Service Type: |,
https:/Awerw amazon.comf

52(1} |Creation fime Source Extraction; Lagical ’
4/24/2016 Sourea file; Matoroja COMA_XT1548 Moto
7:17:25 PM(UTC4} G zipfappsicom.android.chrome/t/app  chrome/
Usemame; Default/.ogin Data : GxSBSE (Slze? 49752 byles)
vinnytothek@gmall.com
Password: fatkid22
Servica Type:
hitps:/fwww.amazon,comy/

53 | Creation time Source Extraction: File System
g9/14/2016 Source fife: Motorola COMA_XT1548 Mota
4:10:28 PM(LITC-4) G zipfappsfcom.andreid.chrome/r/app_chromef
Usemame: -| Default/Login Data : 0x9900 {Table: logins,
vinnytothek@gmail.com Size: 43152 bytes)
Password: fatkid22
Service Type:
hitpsifwww.abebooks.com/

A%




Source Exdraction: Logical

53(1) |Creation tme

. 9/14/2016 Source file: Motorola CDMA_XT 1548 Moto
4:10:29 PM{UTC-4) G zipfapps/eom.android.chromait/app_chrome/
Usermname: Default/Login Data : 0x9900 {Size: 49152 bytes)
vinnytothek@amalf.com \
Password: fatkid22
Service Type:
hitps:fivww.abebooks.com/

84 | Creation fime Source Exdraction: File System
97132016 Sourca file: Molorala CDMA_XT1548 Moto
10:13:20 PM{UTC-4} @,zipfapps/com.android.chrome/rfapp_chrome/
Usemame: vinnytothek Default/togin Data : 0x8835 (Table: lagins,
Size: 49152 bytes)

Password: fatkid22
Service Type:
hitpshannw,smashladder.com/

54(1} | Creation tme Source Extrachon; Logical
9M13/20146 Bouree file: Motorola CDMA,_XT1548 Mota
10:13:20 PM{UTC-4} G zipfapps/com.android chrome/rfapp_chrome/

- Username: vinnytothek Defaultfi.ogin [ata : 0x9B35 (Stze: 49752 bytes)
Password; fatkid22

Service Type:
hitps:/Awww.smashladder.cormy
55 | Craation ime .| Source Extraction: File System
5f24/2016 Source file: Melorola CDMA_XT1548 Moto
3:45:54 AM(UTC-4) G.zip/appsfcom.android.chrome/t/app_chrome/
Username: vkane01 Default/login Data : 0x9C20 {Table: iogins,
Size; 49152 bytes)

Password: Fatiid227?

Service Typa:

https:/iwebmail.villanova.edu/

55(1) |Craation time  Source Extraction: Logical

5/24/2016 Source fila: Motorola COMA_XT1548 Moto

3:45:54 AM(UTC-4) G .zip/apps/com.android.chrome/rfapp,_chrome/

Username: vkane01 DefaultLogin Data : 0x9C20 {Size: 497152
bytes)

Password: Fatkid22? |

Service Type:

https:/iAwebmail villanava.edu!

56 | Creation ime Source Extraction: File System .
9/11/2018 Source file: Motorola CDMA_XT1548 Moto
11:00:00 PM{UTC4) G.zipfapps/com.android.chrome/rfapp_chrome/
Usemame: vinnytothek Default/Login Data : 0x8DD2 (Table: logins,

Size: 49152 byles)
Password: Fatkid22?
Service Type:
htipsfreg.usps.com/
56(1) | Creatlon ime Source EJEn-action: Legical
9/11/2018 Source file: Motorola CDMA_XT 1548 Moto
11:00:00 PM{UTC-4) G.zipfapps/com.android.chrome/rfapp_chrome/
Usernamae: vinnytothek aE)yetfau)lto’Lagin Data : 0x0DD2 (Size: 49152
s,
Passwond: Fatkid22?
Service Type:
https:fireg.usps.com/

57 | Creallon ime Sotrce Extraction: File System
B8/11/2018 Source file: Motorola CDMA_XT1548 Moto
3:05:33 AM(UTC-4} G .zipfapps/com.androld.chromeffapp _chrome/

Default/Login Data ; 0xSEAE (Table: logins,

Usemamps: danklobrap2
Password: fatkid22

Service Type:
htips:/faccounts.google.com/

Size: 49152 bytes)

44




Source Exdraction: Logical

57(1} | Creation time
8/11/2016 Source file: Motorola CDMA_XT1548 Moto
3:05:33 AM{UTC4) G.zipfapps/com.android.chrome/r/app_chrome/
Usemame: danklobrap? E;falilt,fLogin Data : OxSEAE (Size: 49152
es
Password: fatkid22
Service Typa:
https:/faccounts.google.com/
58 | Creation time : Emaik: Source Exraction: File System Yes
Usemame: vinnytothek nocliffumping@grmall.com Source file: Motorola CDMA_XT 1548 Moto
' G.ziplapps.fio.cglsper.androi&?dbl%asper_main.d
+ Fr b b : 0x3F88 {Fable: casper_shapchat_accounts,
Passwaord: fatkid22 Size: 16384 bytes)
Servica Type: casper.io (third-
party Snapchat app)
59 Creation time Source Extractiot: File System Yes
Passwaord: 732a Source file: Matorola COMA_XT 1548 Moto
: E.zép.lgggcs:ﬁ(q'._c%?per.androi&?dblc?s?er_maint.g
Senvlce Type: casper.io (third- + % able: casper_snapchat_accounts,
party Srragpchat ann) Size: 16384 bytes)
60 | Creation ime User ID: Source Extraction: File System
Account Name: Dank Lob 105372438157815484464 Source file: Motorola CDMA_XT1548 Mato
1 G.zipfappsfcom.google.android.apps plus/sp/ac
Service Type: Google+ Emall address: counts.xml : 0x2D87 (Size: 23245 byles)
dankicbrap@gmail.com
Phofos:
60(1) [Creation time User ID: Source Extraction: File Systemn
Account Name: Dank Lob 105372438197815484464 Source file: Motorola COMA_XT1548 Moto
. G zipfapps/com.google.android,apps.plus/spfac
Service Type: Geogle+ Emaif address: counts.xml ;: 0x2D87 (Size: 23245 bytes)
danklobrap@gmail.com
Photos:
60{2) |Creation ime User ID: Sournce Extraction: File System
- {Account Name: Dank Lob 105372438197815484484 Source fita: Metorola CDMA_XT1548 Moto
Gzlplappsfcom.gnngle.android.apgs.pluslspfac
Servica Type: Gaogle+ Emall address: counts.xmi : 0x2D&7 (Size: 23245 bytes)
danklobrap@gmall.com
Photos:
60{3) | Creatlon time UseriD: i Solrca Extraction: File System
Account Name; Dank Lob 105372438197815484464 Source file: Motorola COMA_XT1548 Moto
G.zipfappsfcom.google.android .apgs.pluslsp!ac
Service Type: Google+ Emalt address: counts.xml : Ox2D87 (Size: 23245 byles)
' danklobrap@gmail.com
Photos:
60({4) [ Creation time User 1D Scurce Exiraction: Logieal
Account Name: Dank Lob 105372438197815484464 Source file: Motorola CEMA_XT1548 Moto
G.zipfapps/com.gaogle.android.apps. plusispfac
Service Type: Google+ Emalt address: counts.xml : Dx2087 (Sszg: 23245 bytes}
dankiobrap@gmail.com .
Pholos: - ‘
80(5) [ Creafion time User ID: Source Exiraction; Logical .
Account Name: Dank Lob 1065372438197815484464 Souncs file: Motorola COMA_XT1548 Moto
G.zip.fappslcom.goog[e.android.aspgs.pluslsplac
Servica Type: Google+ Ermtail address: counts.xmi : 0x2DB7 (Size: 23245 byles)
] danklobrap@gmail.com
Photos:
60(6) | Crealion fime User ID: Source Extraction: Logical
- Account Name: {lank Lob 105372438197815484464 Source file: Motorola CDMA_XT1548 Moto
G.zip/appsfcom.google.android.apps.plisisplac
Senvice Type: Google+ Einall address: counte.xmi : 0x2[287 (Size: 23245 bytes)
) dankiobrap@gmail.corm '
Pholos:
69(7) | Creation ime User ID: Source Extraction: Lagical ]
Account Name: Dank Lab 105372438197815484464 Sourea file: Motorela CDMA_XT1548 Moto
G.ziplapps/com.google.androld.apps.plus/spfac
Service Typa: Google+ Emall address: counts.xmi : 0x2DB7 {Size: 23245 bytes)
danklebrap@gmail.com
| Photos:
B1 Creation ime User 18: Source Extraction: File System
Account Name: nocliffumping 102428560610896076354 Source file: Motorola COMA_XT1548 Moto
G zip/apps/com.gaogle.android apps.plusfsplac
Senvice Type: Goagle+ Email address: counts,xml ; 0x1CD4 (Size: 23245 bytes)
noclifffjumping@gmail.com
61{1) [ Creafion fime - User1D: Source Extraction: File System |
102428560610896075354 Saource file; Motorola COMA_XT 1548 Moto

Account Name: nocliffjumpin

Senvica Type: Googlet

Email address:
noclifjumplng@gmail.com

G zip/appsicotr.gacgle.android.apps.plus/spfac
counts.xml : 0x1CD4 (Size: 23245 bytes)
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81(3)

Creafion time .
Account Name: noclifffumping

Service Type: Google+

User ID; ]
1024285606108968076354

Email address:
noclifffurping@gmail.com

Source Extraction: File System

Source file: Motorola CDMA_XT1548 Moto

G zip/fapps/com.google.android apps.plus/spfac
counts.éml 1 051004 (Size: 23245 bytes)

513}

Greation time
Account Name: noclifflumping

User ID:
102428560610896076364

Source Exiraction: Flle System

SBource file: Motorola CDMA_XT71548 Moto

G ziplappsfcom,googie.androld.apps.plus/spfac
counts.xml : 0x1CD4 (Size: 23245 bytes)

Service Type: Goagle+ Emall address: )
nociiffumping@omail.com
81(4) | Creation ima Usar ID: Source Extraction: Logical
Account Name: nocliffiurnping 102428560610896076354 Source file: Motorola CDMA_XT1548 Molo
G.Zipfapps/com.googlé.android apps.plus/splac
Servica Type: Googlet Emalt address: counts.xml ; 0x1CD4 (Size: 23245 bytes)
) nocliffumping@gmail.com
61(5) | Creafion time UserD: Sotirca Extracton: Logical
102428560610886076354 Source file: Motorola CEDMA_XT1548 Noto

Account Name: nocHffjumping

G.zipfappsicom.gocgie.android. apps.plus/sp/ac
counts.xmi : 0x1CD4 (Size: 23245 bytes)

Service Type: Coogle+ Email address:
nocliffumping@gmail.com
61(6) | Creation ime User ID:
102428560610896076354

Account Name: nocliffumping

Service Type: Google+

Email address:
noclifffumping@gmail.com

Source Extraction: Logical

Sourca file: Motorala CDMA_XT1548 Moto
G.zip/appsfcom.google.android apps.plus/splac
counts.xml ; 0x1CD4 (Size: 23245 bytes}

“Solree Extraction: Logical

61(7) | Creation ime User ID: :
Account Name: nocliffjumping 102428560610886076354 Source file: Matorcla CDMA_XT1548 Mota
G zip/apps/com.google.android.apps.plus/spfac
Service Type: Google+ Emait address: counts.xml : Ox1CD4 (Size: 23245 bytes)
, noclifjumping@gmalt.com
62 | Creation ime Email address: Source Exiraction: File System
Account Name: Vincent Kane vkaneO1@villanova.edu Sourca file: Motorola COMA_XT1548 Moto
G zip/apps/com.google.android apps.plusispfac
Service Type: Google+ User ID: ) counts.xml : 0x2539 (Size: 23245 bytes)
113092727394008196913
Photos:
82(1} | Creation time Emall address: Source Extraction: File Systemn
Account Name: Vincent Kane vkaned1@villanova.edu Sourca file: Motorola COMA_XT1548 Mota
. ) G zipfappsicom,google.android,apps.plus/spfac
Servica Type: Google+ User ID: ’ countexri : 0x253% {Size: 23245 bytes)
113092727394008196913
Photos:
62{2) |Creationtime, Emait address: Source Exiracticn: File System
Account Name: Vincent Kane vkane01@villanova.edu Bourca fila: Motorola COMA_XT1548 Moto
) Gzip/apps/com.googie.android.apps:plus/sp/ac
Servica Type: Google+ User ID: counts.xml : 0x2539 (Size: 23245 byles)
113092727394008196913
Photos:
B2(3) | Creationtime Emall address: Source Extraction: File System
Account Name: Vincent Kane vkane01@villanova.edu Source file: Motorola CDMA_XT1548 Moto
. . G zlp/apps/com.google.androld .apps:plis/spfac
Service Type: Google+ UsertD: ~ counts.Xml : 0x2539 (Size: 23245 bytes)
113092727394008186913
Photos:
62(4) | Creation fime Emaif address: Source Extraction; Logical
Account Name: Vincent Kane vkaneO1@villanova.edu Souree filo: Motorola CDMA,_XT1548 Moto
G.zipfapps/com.google.android.apps.plus/spfac
Service Type: Google+ User [D: counts.xeml ; 0x2539 (Size: 23245 bytes)
113092727394008106913
Photos:
62(5) | Creation tima Emal address: Source Extraction: Logical
Account Name: Vincent Kane vkanal1@villanova.edu Source file: Motorola COMA_XT1548 Moto
' G.ziplappsicom.google.android apps.plus/spfac
Servica Typs: Gaogle+ User ID: counts.xml : 0x2639 (Size: 23245 bytes)
113092727394008196913 .
Pholos:
§2(6) | Creationtime Emall address: Source Extraction: Logical
Account Nameé: Vincent Kane vkane01@villanova.edu Sourca file: Motorola CDMA_XT1548 Moto
G zip/apps/com.googie.android.apps.plusisp/ac
Senvice Type: Google+ User ID: counts.xml : 0x2539 (Slze: 23245 bytes)
113092727394008196913
Photos:
62(7)} |Creaticn fime Emai address: Source Exiraction: Logical
Account Name: Vincent Kane vkaneCi@villanova.edu Source file: Motorola CDMA_XT1548 Moto
G.zip/apps/com.google.android.apps.plus/sp/ac
Service Type: Googlat User ID: counts.xml ; 0x2539 (Size: 23245 bytes)
113092727394008196913
Photos:
63 | Creation time User ID: Sourca Extraction: Flle System
117106711496267235789

Account Name: VinnhytotheK
Service Type: Googlet

Photos:

Email address:
vinnytothek@gmail.com

Source file: Moterola CDMA,_XT1548 Moto
G zip/apps/com.google.androidapps, plus/sp/ac
counts.xml : 0x5863 (Size: 23245 bytes)




53(1)

Creatlon fime
Accournt Name: VinnytotheK

User I
117108711496207235789

Source Extraclion: File System *

Souree file: Motarola CBIMA_XT1548 Moto

G Zip/apps/icom.goegle.android. apps.plus/sp/ac
counts.xmi : 0x5863 (Size: 23245 bytes)

Service Typé: Googlet Email address:
vinnytothek@grmail.com
Photos: -
63(2)} | Creationtme UseriD: Source Extraction: File System”
Account Name: Vinnytothek 117106711496207235782 Sourca file: Motorola CDMA_XT 1548 Moto

Serviee Typa: Google+

Email address:

" |vinaytethek@gmad.coin

G.zipfappsfcom.goagle.android.apps.plusfspfac
counts.xmi : 0x5863 (Size: 23245 bytes)

Photos:
63(3) | Creation ime ’ UserID: ) Source Extraction: File Sysiem
Account Name: VinnytotheK 117106711486207235789 Sources fie: Motorola CDMA_XT1548 Moto
G.zip/apps/com.google.android.apps.plus/sp/ac
Service Type: Google+ Emall address: counts.xml : 0x5863 (Size: 23245 bytes)
vinnytothek@gmail.com :
Photos: __
63(4) | Creallontime User [D: Source Exfraction: Logical
117106711496207235789 Source §le: Motorala COMA_XT1548 Moto

Account Name: VinnytotheK

Sarvice Typs: Google+

Email address:
vinnytothek@gmail.com

G ziplappsicom.google.androld.apps.plusisp/ac
counts.mt : 0x5663 (Size: 23245 bytes)

: Photos: .
63(5) i Creation time User ID;
Account Name: Vinnytothel 117106711496207235789

Service Type: Googlet

Photos.

Email address:
vinnytothek@grmail.com

Source Exiraclion: Logical

Source file: Motorola COMA_XT1548 Moto

G zipfappsfcom.goeogle.android apps.plusisplac
counts,xmi ; 0x5863 {Size: 23245 bytes)

B3(6)

Creation time
Actount Name: VinnytothelK

Service Type: Google#

Photos:

UseriD:
117106711496207235789

Email address:
vinnylothek@gmaif.com

"t Source Exraction; Logical

Source file: Motorcla CDMA_XT1548 Moto
G.zipfappsicom.google.android.apps.plus/spfac
counts.xml | Ox5863 (Size: 23245 bytes)

63(7)

Creafion time
Account Name: VinnytotheK

Servica Type: Google+

Photos:

User ID:
117106711496207235789

Email address:
vinnytothek@gmail.com

Source Extraction: Logical

Sourea file: Motorola CDMA_XT 1548 Moto
G.zipfapps/com.goegle.android . apps.plus/sp/ac
counts.xml : 0x5863 (Size: 23245 bytes)
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