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UNITED STATES OF AMERICA, | No. 18-30121
Plaintiff-Appellee, D.C. No. 4:14-cr-0007:8-RRB
V. | -
v 'MEMORANDUM"*
KALEB L. BASEY,
Defehdant-Appell'ant.'

Appeal from the United States D1stnct Court
: ' - for the District of Alaska-
Ralph R. Beistline, District Judge, Pres1ding

Argued and Submitted August 5, 2019
Anchorage, Alaska

Before: TALLMAN, IKUTA, and N.R. SMITH, Circuit Judges.

Kaleb Basey was convicted by a jury of one count of transportation of child
pornography and one count of distribution of child pornography, in violation of 18
U.S.C. § 2252(a)(1), (a)(2), and (b)(1). Basey appeals the dlstnct court’s denials of
his request for a continuance in order to file add1t10na1 suppression motions, his

motion to dismiss the indictment on speedy trial grounds, and his motion for

This disposition is not appropriate for publication and is not precedent
except as provided by Ninth Circuit Rule 36-3.
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judgment of acquittal under Federal Rule of Criminal Procedure 29. We have
jurisdiction under 28 U.S.C. § 1291, and we affirm.

1.  We review the denial of a motion to continue for abuse of discretion. See
United States v. Soto, 794 F.3d 635, 655 (9th Cir. 2015). It is undisputed that
Basey made his request for a continuance té file additional suppression motions:
(a) twelve days before trial was set to begin; (b) eight months after the last stated
pretrial motions deadline; and (c) following two complete rounds of pretrial
suppression motions he had previously filed. Basey’s renewed request was
untimely under Federal Rule of Criminal Procedure 12(c)(3), and he was required
to show good cause why the district court nevertheless should consider it. See
United States v. Tekle, 329 F.3d 1108, 1112 (9th Cir. 2003) (addressing then-
current Rule 12(f)). Based on this record, we cannot say that the district court
abused its discretion when it denied Basey’s motion to continue.!

2.  We review the district court’s denial of a Sixth Amendment speedy trial

1 We reject Basey’s argument that the district court must have reached the merits of
his proposed motions in denying the continuance because it stated that the motions
“all appear to be without merit on their face.” Because the court made no findings
(explicit or implicit) respecting whether Basey’s email account was seized under

18 U.S.C. § 2703(f) in violation of the Fourth Amendment, let alone whether his
emails should be suppressed, ¢f. United States v. Scott, 705 F.3d 410, 416 (9th Cir.
2012) (to constitute a ruling on the merits of a waived or forfeited suppression
argument, a court’s order must actually determine whether seized evidence should
have been suppressed), we are not persuaded that the merits, and not the untimely
nature of the motion, was the basis of the court’s ruling.

2
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claim de novo, reviewing the underlying findings of fact for clear error. See
United States v. Sutcliffe, 505 F.3d 944, 956 (9th Cir. 2007). To determine
whether Basey’s Sixth Amendment rights were violated, we must balance “the
length of the delay, the reason for the delay, the defendant’s assertion of his right,
and prejudice to the defendant.” United States v. Tanh Huu Lam, 251 F.3d 852,
855 (9th Cir. 2001) (citing Barker v. Wingo, 407 U.S. 514, 529 (1972)). Though
the delay in this case was long enough to trigger the Barker balancing test, we
conclude that the balance of factors here ultimately does not weigh in Basey’s
favor.

The second Barker factor—the reason for the delay—is the “focal inquiry”
in the analysis. See United States v. King, 483 F.3d 969, 976 (9th Cir. 2007). The
district court’s finding that Basey was largely responsible for the delay is not
clearly erroneous. The record supports the court’s conclusion that most, if not all,
of the delay was due to the sequential manner in which Basey chose to file his
pretrial motions and his decision to change counsel less than a month before his
trial date. As to the third factor, Basey did not assert his right to a speedy trial until
after all of his other pretrial motions had been resolved and he was approaching the
eve of trial. This does not “strongly counsel in favor of finding a Sixth
Amendment violation.” Id. Finally, while Basey’s pretrial confinement—whether

measured from the date of the superseding indictment or the first indictment—was
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lengthy, it still must be “balanced and assessed in light of the other Barker factors,
including the . . . reasons[] and responsibility for the delay.” Lam, 251 F.3d at 860.
Under the circumstances of this case, we conclude that Basey’s Sixth Amendment
right to a speedy trial was not violated since he was primarily responsible for
delays.
3.  Wereview de novo the denial of a Rule 29 motion for acquittal and examine
the sufficiency of the evidence to convict. See United States v. Tisor, 96 F.3d 370,
379 (9th Cir. 1996). Here, the evidence at trial, taken in the light most favorable to
the prosecution, was sufficient for a rational juror to find the essential elements of
Basey’s crimes beyond a reasonable doubt and the venue properly laid in the
District of Alaska.? See United States v. Doe, 842 F.3d 1117, 1119 (9th Cir. 2016).
Even assuming that the child pornography distribution charge at issue here
required proof that a recipient opened the email attachment of a pornographic
image, the jury reasonably could have concluded from the emails produced at trial
that the recipient of Basey’s email did so. Likewise, as to his claim that venue was
not proper in Alaska, a rational fact finder could conclude that it was more likely
than not that Basey emailed a child pornography image to himself on October 22,

2013, while he was in Fairbanks, Alaska, and that venue there was proper.

2 Venue need only be shown by a preponderance of the evidence. See United
States v. Lukashov, 694 F.3d 1107, 1120 (9th Cir. 2012).

4
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IN THE UNITED STATES DISTRICT COURT

FOR THE DISTRICT OF ALASKA

UNITED STATES OF AMERICA,
Plaintiff, Case No. 4:14-cr-00028-RRB-SAO
VS. A
ORDER DENYING
KALEB LEE BASEY, MOTION TO CONTINUE TRIAL
Defendant.

Before the Court at Docket 166 is Defendant’s seventh Motion to Continue Trail.
The Government opposed at Docket 169 and the Court held a hearing in the matter on June 30,
2017. Thereafter each of thé parties briefed the issue.

Defendant seeks a seventh continuance in order to file additional motions to
suppress, contending that there are new issues of substance that must be resolved prior to trial.
The Government disputes these assertions, and the Court has independently studied the matter.
As the Government points out at Docket 172, most, if not all, of the issues that Defendant seeks
to address by motion practice already have been addressed and resolved by the Court, and all
appear to be without merit on their face.

Therefore, for the reasons set forth by the Government at Docket 172, the Motion
to Continue Trial is hereby DENIED. Defendant has had ample time and opportunity to file

pretrial motions and now appears to be motivated primarily for delay.

Appendix B
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. 7a
There is a status hearing set for Thursday July20, 2017, in Fairbanks, Alaska. At
that time, the parties shall notify the Court when they will be ready for trial.
IT IS SO ORDERED this 18" dayvof July, 2018, at Anchorage, Alaska.
/s/ Ralph R. Beistline

RALPHR. BEISTLINE
Senior United States District Judge

United States v. Basey Case No. 4:14-cr-00028-RRB-SAO
Order Denying Motion to Continue Trial Page 2

Case 4:14-cr-00028-RRB Document 173 Filed 07/18/17 Page 2 of 2
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UNITED STATES DISTRICT COURT

District of Alaska v
UNITED STATES OF AMERICA JUDGMENT IN A CRIMINAL CASE
V. (For Supervised Release) :
KALEB L. BASEY Case Number:  4:14-CR-00028-01-RRB

USM Number:  17753-006

Rex Lamont Butler

Defendant’s Attorney

THE DEFENDANT: o
O pleaded guilty to count(s)
O pleaded nolo contendere to count(s)

which was accepted by the court.
X was found guilty on count(s) 5sand 6s of the Superseding Indictment

after a plea of not guilty.
The defendant is adjudicated guilty of these offenses:
Title & Section Nature of Offense - " OffenseEnded  Count
18 U.S.C. §§2252(a)(1) and - Transportation of Child Pornography : : o 10/22/2013 -1
2252(b)(1)
18 U.S.C. §§2252(a)(2) and  Sexual Exploitation of a Child - Distribution of Child 12/27/2013 65
2252(b)(1) Pornography _ - '
18 U.S.C. §§2252(a)(2) and  Criminal Forfeiture Allegation . v N/A N/A

(A)4)(B)

The defendant is sentenced as provided in pages 2 through 8 of this judgment. The sentence is imposed pursuant to
the Sentencing Reform Act of 1984.

0 The defendant has been found not guilty on count(s)
Count(s) 1s, 2s, 3s, and 4s of the Superseding Indictment

O is

X are dismissed on the motion of the United States.

1t is ordered that the defendant must notify the United States attorney for this district within 30 days of any change of name, residence,
or mailing address until all fines, restitution, costs, and special assessments imposed by this judgment are fully paid. If ordered to pay
restitution, the defendant must notify the court and United States Attorney of material changes in economic circumstances.

5/18/2018

Date of Imposition of Judgment
S/RALPH R. BEISTLINE

Signature of Judge

Ralph R. Beistline, Senior United States District Judge

Name and Title of Judge

6/04/2018

Date
Appendix C

Case 4:14-cr-00028-RRB  Document 257 Filed 06/04/18 Page 1 of 8
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Sheet 2 — Imprisonment ; e ————————————————
DEFENDANT: KALEB L. BASEY
CASE NUMBER: 4:14-CR-00028-01-RRB - :

IMPRISONMENT

The defendant is hereby committed to the custody of theAUnited States Bureau of Prisons to be imprisoned for a total term of:
180 MONTHS

" Judgment — Page 2 of 8

This term consists of 180 months on Counts 5s and 6s, to run concurrently.

X The court makes the following recommendations to the Bureau of Prisons:

The Court STRONGLY recommends the defendant serve his term of imprisonment in Indiana.

X The defendant is remanded to the custody of the United States Marshal.

[0 The defendant shall surrender to the United States Marshal for this district: -

O at Oam Opm on
O as notified by the United States Marshal.

[0 The defendant shall surrender for service of sentence at the institution designated by the Bureau of Prisons:

0  before 2 p.m. on
[0 as notified by the United States Marshal.
[0 as notified by the Probation or Pretrial Services Office.

RETURN
I have executed this judgment as follows:
Defendant delivered on , ' to
at _ , with a certified copy of this judgment. -
UNITED STATES MARSHAL
By

DEPUTY UNITED STATES MARSHAL

Case 4:14-cr-00028-RRB  Document 257 Filed 06/04/18 Page 2 of 8
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF ALASKA

UNITED STATES OF AMERICA,
4:14-cr-00028-RRB-SAO
Plaintiff,
REPORT AND RECOMMENDATION
VSs. REGARDING DEFENDANT’S
MOTION TO SUPPRESS FILED
KALEB LEE BASEY, OCTOBER 4, 2016 (Dkt. 130)
Defendant.
INTRODUCTION

Basey was indicted on three counts of Attemﬁted Enticement of a Minor in violation of
18 U.S.C. § 2242(b) and one count of Receipt of Child Pornography m violation of 18 U.S.VC.-§
2252(a)(2).1. The defendant, Kaleb Lee Basey (Basey), filed two Motions to Suppress at Dkts.
44 and 49, the Magistrate Judge addressed both in a Final Report and Recommendation (R & R)
at Dkt. 110. The District Court judge adopted the Magistrate Judge’s R & R at Dkt 113.2

Basey obtained new counsel. New counsel filed the instant motion requesting that this
court reconsider several of its Recommendations to the District Court judge made in Dkt. 110.
Basey renewed his motion to suppress all fruits of law enforcement’s search of his barracks

room, custodial statements made to law enforcement after the unlawful search, and suppress all

! Original Indictment (Dkt. 2) was filed on December 16, 2014. A Superseding Indictment (Dkt.
101) was filed on March 17, 2016 charging Basey with three counts of Attempted Enticement of
a Minor in violation of 18 U.S.C. § 2422(b), one count of Receipt of Child Pornography in
violation of 18 U.S.C. § 2252(a)(2) and (b)(1), one count of Transportation of Child Pornography
in violation of 18 U.S.C. § 2252(a)(1) and (b)(1), and one count of Distribution of Child
Pornography in violation of 18 U.S.C. § 2252(a)(2) and (b)(1). .

2 A typographical error was noted in the District Judge’s Order at Dkt. 113, it is discussed below
and corrective action included as a recommendation.

Appendix D
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evidence obtained from a subsequent U. S. District Court warrant® authorizing the FBI to search
his electronics seized from his room. Basey supplemented his motion with an addendum.* The
United States filed a response in opposition to the motion,? and Basey filed a reply in support of
the motion.® Thereafter, the court issued an order from chambers directing additional briefing on
proscribed questions of law from the United States, and the court invited Basey to respond in
kind.” Both parties filed responsive briefs.®

ISSUES PRESENTED’

This Report and Recommendation primarily examines the following issues:

3 This case included federal, state, and military warrants. Two of those warrants are at issue here.
The first warrant was issued by a military magistrate who authorized a search of Basey’s
barracks room. The second warrant was issued by a U.S. District Court magistrate judge,
approximately nine months after the military warrant, and authorized a search of the electronics
seized from Basey’s barracks room. For the reader’s ease, the first warrant is herein referred to as
“the military warrant” while the latter is referred to as “the federal warrant.” Basey did not raise
concerns and this R & R does not address the other warrants.

4 Dkt. 135-1.
5 Dkt. 139.
6 Dkt. 142.

7 Dkt. 149. The order informed the parties that the court rejected the United States’ argument that
Basey’s instant motion must be reviewed under the doctrine of law of the case. (Citing, e.g.,
United States v. Smith, 389 F.3d 944, 949 (9th Cir. 2004) (“The law of the case doctrine is
wholly inapposite to circumstances where a district court seeks to reconsider an order over which
it has not been divested of jurisdiction.[ ]JAll rulings of a trial court are subject to revision at any
time before the entry of judgment . . . The doctrine simply does not impinge upon a district
court's power to reconsider its own interlocutory order provided that the district court has not
been divested of jurisdiction over the order.”)) This court instead construed Basey’s motion as
one for reconsideration. The parties were informed that the court would entertain Basey’s motion
de novo and provided the United States opportunity to respond to Basey’s arguments.

8 United States at Dkt. 152, Basey at Dkt. 156.

% As explained above, the court construes Basey’s motion as one for reconsideration, since the
issues presented have been previously raised and adjudicated. Any of the parties’ arguments not
addressed in this R&R which were addressed at Dkt. 110 remain undisturbed and unchanged.

2

Case 4:14-cr-00028-RRB Document 160 Filed 05/09/17 Page 2 of 45
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1. Whether Basey’s statement’s to Agent Shanahan in the U.S. Army Criminal Investigation
Division’s (CID) office at Fort Wainwright, Alaska were tainted as fruits of the unlawful search
of his barracks room, pursuant to a military search warrant and, if so, whether they must be
suppressed.

2. If the federal warrant contained tainted information, whether a neutral magistrate ’
would find probable cause to issue a warrant, without relying on any tainted evidence contained
in the affidavit.

HISTORY OF ISSUES PRESENTED

This court previously found the search of Basey’s barracks room to have been unlawful
because the military warrant authorizing it lacked probable cause.!® Basey was taken into
custody -and questioned by law enforcement shortly after the search. Basey was repeatedly
advised of his rights under Article 31 of the Uniform Code of Military Justice by CID Agent
Shanahan, and he voluntarily made several statements to law enforcement.!! After the initial
Report and Recommendation found that the search was unlawful, Basey objected to the Report
and Recommendation on the grounds that his statements to Agent Shanahan were tainted fruit of

the search and should be suppressed.'? Basey did not proffer any argument in support of his

10 Dkt. 110.

11 Basey’s earlier motion, as adjudicated by this court at Dkt. 110, sought suppression of various
statements Basey made to law enforcement in various locations, at various times, and to various
law enforcement personnel. The instant motion involves only the statements Basey made to
Agent Shanahan in the CID interview room immediately following him being taken into custody.
For the reader’s ease, reference herein to “Basey’s statements” refer specifically and only to
those made in the CID interview room unless otherwise specified.

12 Dkt. 97 at 4-7.

Case 4:14-cr-00028-RRB Document 160 Filed 05/09/17 Page 3 of 45
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assertion as to taint, but included a cursory citation to U.S. v. Shetler,'® the: Ninth Circuit’s
cornerstone case on confessions potentially tainted by illegal searches. This court considered but
rejected Basey’s new argument, instead relying on the Ninth Circuit’s holding in U.S. v. Green'*

which allows for an exception to.the taint rule of Shetler. Basey, with new counsel, now

embraces Shetler and offers additional argument, urging the court to do the same and suppress

his post-search statements.

Basey’s opening brief discussed Shetler but failed to address this court’s earlier reliance

on Green. His reply brief, however, and his later brief in response to this court’s order, did. In
Qe;e_g, the court held that despite a confession’s taint from an. earlier illegal search, the
confession was nonetheless admissible because the role of the illegally obtained evidence in
inducing the confession was de minimis when the defendant had already been confronted with
other legally obtained .and signiﬁcanﬂy more inculpable evidence.!® Basey argues that while the

fact pattern in this case is similar to that of Green, the nature of the evidence Basey was

presented with is too dissimilar to Green, and therefore this court should retract its reliance on
Green and conduct its analysis under the default rules in Shetler. -

Basey contrasts-Green in two ways. First, he states that the electronics unlawfully seized

from his room were far from de minimis, and were the “prime cause” of his confession that child
pornography was on his computer.!® Second, he argues that while law enforcement may have

confronted him with other evidence that was legally obtained, none of that evidence was

i

S Lo
-

13 United States v. Shelter, 665 F. 3d 1150 (9¢h Cir. 2011).
14 United States v. Green, 523 F.2d 968 (91h Cir. 1975). -
15 Green at 972. | |

16 Dkt. 142 at 4.

Case 4:14-cr-00028-RRB. Document 160 Filed 05/09/17 Page 4 of 45
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indicative of child pornography, although indicative of other crimes. Basey concludes that under
these circumstances, the illegally obtained evidence could not be de minimis.

The United States urges the court to affirm the ruling in its earlier R&R. The prime:
contention is that Green controls because the effect of the illegal search on Basey’s confession to
possession of child pornography was “at best de minimis.”}” The argument rests on an assertion
that Basey was only confronted with the illegal search by an ihnocuous, unspecific statement
made by Agent Shanahan to Basey that law enforcement would be “going through all [the
defendant’s] stuff and find[ing] everything.”!® This sole statement, it is argued, does not confront
Basey with any illegally seized evidence from the unlawful search. Even if it did, the United
States’ position is that the confrontation was nonspecific and, when added to the “overwhelming
quantity of lawfully obtained evidence relating to the defendant’s pandering activities on
Craigslist, such a single, generalized statement about *going through all [the defendant’s] stuff*

is de minimis within the meaning of Green.”!® Finally, the United States concludes, even if

Basey was confronted with the unlawful search at the time he made his statements, the search:
was sufficiently attenuated from those statements sufficiént to remove any taint.2?

Basey further argues that once this couit suppresses the custodial statements made to
Agent Shanahan, the court should then suppress eviderice obtained from ‘the subsequent federal

warrant because “the weightiest evidence contained in the supporting affidavit was Basey’s

17 Dkt. 152 at 4.
18 Dkt. 152 at 4, 6.
15 Dkt. 152 at 5.
2 Dig, 152 at9,

Case 4:14-cr-00028-RRB ‘Document 160 - Filed 05/09/17 - Page 5 of 45
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interrogation statements, including his confession to having child porn on his computer.”?! Once
this court suppresses those statements, it must excise the statements from the affidavit presented
to the U.S. Magistrate Judge and reassess whether probable cause existed. Basey argues the
federal warrant will lack probable cause, the evidence obtained from the federal warrant is
tainted, and thus that evidence must be suppressed.

The United States disagrees by contending that even if Basey’s statements are suppressed
and then excised from the probable cause analysis for the federal warrant, sufficient probable
cause remained to support the federal warrant to search Basey’s electronics for evidence of
enticement of a minor and child pornography. The United States contends further that even if the
warrant :lacked probable cause to search the .electrqnics for child pornography, sufficient
probable cause remained to authorize the search for evidence related to solicitation of a minor. 2

- RECOMMENDATIONS

Upon due consideration of the arguments presented by the parties, and reconsideration of
these issues, this court hereby recommends that:

1. Basey’s renewed motion to suppress his statements made at the CID office to Agent
Shanahan be GRANTED in part and DENIED in part; and . -

2. Basey’s motion to suppress the evidence obtained from the search of his _-elegtronics be
DENIED.

FINDINGS OF FACT?

21 Dkt. 130 at 16.
2 Dkt. 152 at 14,

23 The Findings of Fact remain substantially unchanged from the elaborate findings made at Dkt.
110. They are reproduced here in full for convenience of the reader. Any alterations to the
6

Case 4:14-cr-00028-RRB Document. 160 Filed 05/09/17.- Page 6 of 45
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The Investigation

A worker from the State of Alaska’s Office of Children’s Services contacted the
investigation department of the Alaska State Troopers, the Alaska Bureau of Investigation (ABI),
on January 15. 2014. The worker described an advertisement placed on Craigslist, an online
forum where anyone can post advertisements. The posting, listed in the Fairbanks section, was
located in a category of “Personals™ and in the section labeled “Casual Encounters.”?* Most
postings in “Casual Encounters” are of a sexual nature and seek a sexual encounter. It was
originally posted January 15, 2014 at 9:46pm and modified on January 16, 2014 at 10:15pm.”
The posting, Government Ex. 3, included text and a photograph of a young, clothed girl laying
on a couch. The posting was titled “daughter share — m4w” and read:

“any dads or moms want to share a daughter with me for the night? just gauging interest,

must have a daughter. respond with torchat id if you got one. Fit, attractive, kinky, hung

male here.”?8

- The Alaska State Troopers sent an evidence preservation request to Craigslist, located in

San Francisco, California, requesting them to preserve the Craigslist ad “4289756436 “daughter

_FINDINGS OF FACT are in italics. A notable alteration is at page 19 where the court quotes
more precisely the dialogue between Agent Shanahan and Basey in the interview room, extracted
from Government Ex. 8, admitted at the evidentiary hearing. Immediately under that addition,
the court also added additional quotation from Agent Shanahan’s court testimony.

% Agent Shanahan believed the only reason one would post an ad in the “Casual Encounters”
section of Craigslist would be to obtain sexual favors, sexual meet-ups, or establish other sexual
contact.

2> Many times in this case are described in the military format, however, this Report and
Recommendation converted all times referenced to standard time format for convenience of the
reader.

26 Government Ex. 3.

Case 4:14-cr-00028-RRB Document 160 Filed 05/09/17 Page 7 of 45
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share — m4w” (Fairbanks).”?’ Investigator Ramin Dunford (ABI) requested and received a
search warrant from a State of Alaska Magistrate Judge.® The warrant and affidavit were
admitted as Government Ex. 2 and 2a. Investigator Dunford identified the Internet Protocol (IP)
address used to place the posting and then contacted the internet service provider for this IP
address. General Communication Inc. (GCI), an internet service provider for Fairbanks and Fort
Wainwright, gave Investigator Dunford the customer information for the customer utilizing the
IP address at the date and time of the Craigslist posting. GCIT identified the customer as Kaleb
Basey, residing at-3442 Ile De France, Roém 310A, Fort Wainwright, Fairbanks, Alaska®® with a
service activation date of August 23, 2013.3° Investigator Hanson (ABI) contacted the Army
Criminal Investigations Division (CID) at Fort Wainwright with this information. - Investigator
Hanson met with CID Agent Sean P;lnick Shanahan. Agent Shanahan conducted a Department
of Defense people search using the informatidn providéd byG.CvI. Agént Shanahan .cdhcluded
that “Kaleb Basey” was in fact, Specialist Kaleb Basey, an active duty Army Soldier assigned to
and residing on Fort Wainwright, Alaska. While the investigation was ongoing, ABI informed
Agent Shanahan that Kaleb Basey placed another posting on Craigslist with similar

characteristics and terminology used as in the first posting. This posting, listed in the Fairbanks

27 Government Ex. 2.

28 The warrant ordered Craigslist to provide account information and other details related to the
user who authored the posting. : _

2 Fort Wainwright, Alaska is an active duty military installation located adjacent to Fairbanks,
Alaska. ‘

0 3442 Tle De France is located on Fort Wainwright, Alaska. It is a military barracks building
with multiple barracks rooms set up like a college dormitory. On the first floor, a Soldier,

serving as the Charge of Quarters (CQ), is posted on duty and monitors who enters and exits the
main entrance of the building.

Case 4:14-cr-00028-RRB Document 160 Filed 05/09/17 Page 8 of 45



18a -
section, was also located in a category of “Personals” and called “Casual Encounters.” It was
originally posted on January 17, 2014 at 5:30pm and then modified at 10:27pm. The posting,
Government Ex. 4, included text and a photograph of a middle aged woman and a young girl.
This picture was more sexually suggestive than the first; an adult female and a young girl, clearly
under the age of eighteen, both clothed, but with the adult female’s hand on the front the young
girl’s pants. The posting was titled “Mom with young daughter — m4w” and read:

“I'm a good looking guy looking for a mom who has a young daughter she’d like to share
with me for taboo fun. It’s a lot warmer here in Alaska today.”>!

Agent Shanahan continued to work with Investigator Hanson on January 17, 2014.
Agent Shanahan wént to the building at 3442 Tle De France on Fort Wainwright. Knowing
Basey lived on the third floor, Agent Shanahan walked through the hallway on the third floor
with an electronic device to learn which wireless internelt or ‘wifi’ networks were available.3
Agent Shanahan walked by Basey’s room, Room 310A, and stood outside his door.>* Agent
Shanahan picked up three different wifi sources, all of which were password protected. This led
Agent Shanahan and the other investigators to conclude the person using the IP address was
utilizing the internet through either a hard-line internet connection or password protected wifi. -

This discovery appeared to eliminate the possibility another person from another location

31 Government Ex. 4.

32 The hallway is an open area running the length of each floor which allows building residents
to access their individual rooms, like a dorm. Even though this building is a military barracks,
there are suites designed to accommodate two Soldiers, each suite has three rooms, a common
area which accesses a door to each of the Soldier’s private rooms for a total of three rooms.

33 Agent Shanahan observed a placard on the wall next to the door to room 310A listing Basey’s
name, rank, and unit.
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utilizing the IP address to post the advertisements.3* A digital forensic examiner, working with
Investigator Hanson, tried to send an email to the email address account attached to the Craigslist
posting but there was no response.
The Military Warrant

In conducting his investigation, Agent Shanahan turned to seeking to search Building
3442, room 310A, Specialist Kaleb Basey’s barracks room and felt the investigation was very
urgent.>> The procedures for obtaining a search authorization from a Military Magistrate under
the Military Rules of Evidence differ from those under the Federél Rules of Cnmmal Procedure.
Mlhtary Rule of Evidenée. 315(b;(1) defines an “authoﬁzation to search” als an “express
permission, written or oral, issued by:competent m111tary authoﬁty to search a person or an area
for specified property or evidence .ér'fdr a specific person and to seize such property, evidence,

or person.”>® Agent Shanahan contacted a Military Magistrate located at Joint Base Lewis-

34 During this tirhe, Agent Shanahan shared his information with Invesﬁgator Hanson and both
were actively investigating.

35 Agent Shanahan pointed to several details in the investigation, including their concern that
Basey may actually have been physically seeking out children; that Basey’s barracks were
located approximately two miles from the nearest on-base family housing where children reside;
the two advertisements listed in quick succession; the escalating lascivious nature of the
photographs; and uncertainty about whether Basey had access to children.

36 This court is not going to examine and opine on the differences in procedures, because the
probable cause standard applies to both, and the appropriate inquiry is whether or not probable
cause existed within the four corners of the underlying affidavit as required under United States
v. Stanert, 762 F.2d 775, 778 (9th Cir.1985).

10
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search using the terms “young” and “pre-teen.” Basey admitted that that mother-daughter
scenario excited him, but did not believe he would actually engage in a sexual encounter if
offered. Basey described his email as “swingguy23@yahoo.com,” and he also described
“Torchat” as a place on-line to talk back and forth secretly.

Shanahan asked Basey a series cf questions about computers, websites, passwords,
usernames, and the like, and Basey answered his questions. Then, Agent Shanahan stated the
Jollowing to Basey.

Um, is there anything else that I need to know about? Because I feel like we're being

pretty honest with each other, pretty open, cuz, I'll tell you what I'm gonna do. I'm gonna

go through all your stujf . . . I'm gonna go through all cf it, I'm gonna find everything,
good and bad; what else ... I mean, a bunch or porn, every guy's laptop in the fricken
world. We delete our history but its still there, so what else are we gonna find on there?

I'm just trying to prepare myseif so I'm like, okay, this is all wrapped up, and all ¢f a

sudden kaboom . So . . .7
Basey then confessed, “Um, yea, you'll find, some, I guess child porn.”’® Immediately after
Basey’s statement, Agent Shanahan stopped his questioning and told Basey he would have to re-
advise him cf his rights. Agent Shanahan took a break, left the room, and provided water to
Basey.

Starting at 4:19am, Agent Shanahan advised Basey of his rights using another DA3881,

Government Ex. 11. Agent Shanahan read Block A and told Basey he was suspected of

75 Government’s Exhibit 8 at 4:07:50. As noted above, italicized text is indicative of facts or
analysis not included in the initial Report and Recommendation (Dkt. 110). At Docket 142, n.1,
Basey identified that certain dialogue was missing from the video footage at Government Exhibit
8. The court has located the footage and included it herein.

76 Shanahan testified as follows regarding the exchange: “I told him we were going to be
examining his -- all the evidence we took, his cell phone, his computer, all cf that stujf. And I
asked him, I said, is there anything else we’re going to find on here, because I don’t like being
surprised. And it’s a tool I use in the interview, as well, to just get it all on the table.” Trans. at
92.

22
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FRAP 35(b) Statement.
| The defense respectfully asks this Court to grant en banc review under
FRAP 35(b)(2) in this, the first case ever to present a United States Court of
Appeals the following question of exceptional importance:
Does the government’s use of 18 U.S.C. § 2703(f)!
to compel an internet service provider (ISPs) to
warrantlessly preserve a private individual’s emails
amount to a search or seizure under the Fourth Amendment?
The government uses § 2703(f) to preserve hundreds of thousands of
individual’s eléctronically stored information (ESI) nationwide every year.
The government may hold ﬂﬁs information for months, with any showing of
probable cause or exigency, before getting a warrant. Section 2703(f)’s use is
increasing and shows no signs of stopping given the ever-increasing amount
of information stored online. An en banc decision is warranted to curb the
potentially massive abuses of 2703(f) and preserve the Fourth Amendment

rights of Americans in the digital age. Also, another case currently before

this Court, 1S, v. Perez, No. 18-30004, raises essentially the same

1 Section 2703(f) requires ISPs to “take all necessary steps to preserve records and
other evidence in its possession pending the issuance of a court order or other
process.” 18 U.S.C. § 2703(f)(1). ISPs must retain the information for 90 days with
the option to extend for another 90 days. § 2703(f)(2).

1
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exceptionally important issue regarding 2703(f) and could be consolidated
with Basey’s case en banc.
II. Background

In February 2014, police send a 2703(f) to Yahoo! to preserve Basey’s
emails.? The government has conceded that Basey’s emails were preserved
by Yahoo!.? Nine months later a warrant was obtained for Basey’s emails in
November 2014.* Basey was charged by superseding indictment in March
2016,° énd convicted. bn the basis of two pteserved emails from his account.®
A pénel of this Court did not .address Basey'’s 2703(f)-felated suppression
issue because it -félt the district court did not abuse its discretion in denying
Basey’s attorney a continuance to address it in a suppression motion. App.

Dkt. 70-1 (Memorandum Decision) at *2 no. 1.7

:[ER 695] (Government’s Answer to Proposed Additional Motions) (“Records
indicate that [a 2703(f)] letter was sent to Yahoo! by law enforcement in February
2014...[Basey’s] content was held by Yahoo! and preserved by that private entity
at the United States’ request.”). This excerpt constituted a judicial admission of fact
by the government to Yahoo!’s preservation of Basey’s email account which is
binding on appeal. American Title Insurance Company v, Lacelaw Corp,, 861 F.2d
224, 226 (9th Cir. 1988).

s App. Dkt. 51 (Appellee’s Answering Brief) at 5 n.2 (“[TJhe United States did not
dispute below that the preservation request was sent to Yahoo.”).

+[SER 133-139] (Yahoo! Search Warrant).

s[ER 711-17].

¢[SER 188].

7 This Court may still address Basey’s 2703(f) issue even if it was not properly
before the panel since it “has the authority and discretion to decide questions first

2
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III. Warrantless Preservation of Private Information Pursuant to 2703(f) is
an Exceptionally Important Issue.

Every year, law enforcement uses 2703(f) requests to effectively seize
privately information in hundreds of thousands of online accounts. Here, the -
government admitted that it compelled Yahoo! to preserve Basey’s emails
before getting a warrant. Once the emails were preserved, Basey could no

- longer exclude the government from possessing his emails—the digital
equivalent of his private papers and effects protected by the Fourth
Amendment. This case is illustrative of a growing trend in the use of 2703(f)
to covertly, collect information just in case police decide to get a warrant
later on.

The use of 2703(f) raises grave constitutional concerns and has lead

one Justice to ponder, “Can the government demand a copy of ail your

raised in a petition for rehearing en banc.” U.S, v. Hernandez-Estrada, 749 F.3d
1154, 1159 (9th Cir. 2013). Also, since the 2703(f) issue presents a constitutional

issue, “[e]xception [to waiver] has frequently been made for constitutional
questions, even if not raised on direct appeal.” LS, v. Schlesinger, 49 F.3d 483,
485 (9th Cir. 1994). Moreover, since the government made a judicial admission to
Basey’s emails being preserved by Yahoo!, this Court may at least decide whether
the Fourth Amendment was implicated since this is a pure question of law. IS, v,
Flores-Pavon, 942 F.2d 556, 558 (Sth Cir. 1991) (outlining an exception for issues
of pure law raised for the first time on appeal). The Court could then remand to
address the reasonableness of any search or seizure and whether exclusmn of
evidence is appropriate.
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emails...without implicating your Fourth Amendment rights?” Carpenterv,

U.S,, 138 S. Ct. 2206, 2262 (2018) (Gorsuch, J., dissenting). Justice

Gorsuch’s question is essentially the one raised by Basey for this Court’s

consideration en banc. The Fourth Amendment is implicated and an en banc

decision will help-clarify the law surrounding this exceptionally important
- issue.
A. The increasing, wideside, and unchecked use of 2703(f) to preserve
private information underscores the importance of this issue.

This is not an isolated or occasional concern. The use of 2703(f) is
staggering and on the rise. In the first half of 2018, Facebook received 57,000
preservation requests for 96,000 different accounts.® However, investigators never
demonstrated any basis for their 2703(f) requests on almost 23,000 occasions
during that time frame. In that same time frame, Google received 8,698 letters
affecting 22,030 accounts.® From 2017 to 2018, both companies experienced

between 20% and 30% increases in 2703(f) letters and affected accounts.

8 Facebook, T}'ansparency Report: Govemment Requests (United States), _
https:/perma.cc/TVVS-QYW?9 (last visited Feb. 19, 2019). .
9 Google, Transparency Report: Request for User Information (United States),
https:/perma.co/MP98-8SCP (last visited Feb. 19, 2019).

4
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Despite the prevalence of 2703(f) as an investigative tool, there is virtually
no case law addressing it, likely owing to the covert nature of the request.’® Since
any mention of any 2703(f) requests may be inconspicuous in a defendant's
discovery, it is essential that an authoritative en banc opinion be issued to highlight
its importance to police, prosecutors, defendants, and the public.

“When requests for...information have become so numerous that the [ISP]
must develop a self-service website so that law enforcement agents can retrieve
user data from the comfort of their desks, we can safely say that ‘such dragnet-type
law enforcemeht practices’ are already in use.” 1S, v, Pineda-Moreno, 613 F.3d
1120, 1126 (9th Cir. 2010) (Kozinski, C.J., dissenting from denial of rehearing en
banc) (my alteration). What was true 9 years ago is more so today where ISPs offer
police websites with self-service 2703(f) requests forms.™ This Court’s en banc

intervention is needed now to ensure that the Fourth Amendment does not become

W 2018 US Dlst LEXIS 198054 *32 (S.D. Cal Nov 2018) In

No. 1-MJ-8036-DIW, 2016 WL 1239916, at *12 n.78 (D. Kan. Mar. 28, 2016)
(noting that the case at issue was “the first time that the Court can remember the
government indicating that it renewed its preservation requests” within the allotted
90 days).

1 E g, Rosenow, supra at *12 (describing Facebook’s Law Enforcement Online
Request System) (LEORS) for processing 2703(f) requests).

5
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a dead letter as police accelerate their warrantless access to rich troves of digital
papers and effects. -
B. Section 2703(f) implicates Fourth Amendment rights making its
use and misuse an issue of exceptional importance.

Section 2703(f) preservation may frequently violate Fourth Amendment
rights given its widespread, arbitrary, and unchecked use. “[A]n email is a ‘paper’
or ‘effect’ for Fourth Amendment _purpose.s.”12 Americans have possessory
interests in their emails since they exclude others from them.'®* When the
government compels an ISP to preserve emails, the ISP becomes a government
agent. Becéuse the government interferes with one’s right to exclude by its
copying or preservation; it prevents exclusive possession, use, and disposition of
those emails resulting in a meaningful interference with one’s possessory

interest--a seizure.’® While privacy-based approaches may offer protection from

2 {18, v, Ackerman, 831 F.3d 1292, 1304 (10th Cir. 2016) (opinion by Gorsuch, J.)
13 BLACK’S LAW DICTIONARY at 1284 (9th ed. 2009) (defining “possessory
interest” as the “present or future right to exclusive use and possession of -
property:).

1118, v, Miller, 688 F.2d 652, 657 (Sth Cir. 1982).

15 17,8, v, Jacobsen, 466 U.S. 109, 113 (1984).

6
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unreasonable searches,® an en banc property-based approach would fill in the gap
to protect against unreasonable seizures of ESLY

Additionally, a search also occurs as ISPs must intrude upon password ‘
protected accounts and emails to obtain and preserve the customers information for
the government. See Florida v, Jardines, 596 U.S. 1, 11 (2013) (“when the
Government obtains information by physically intruding on persons, houses,
papers, or affects, a ‘search’ within the original meaning of the Fourth Amendment
has undoubtedly occurred.”); Ackerman, 831 F.3d at 1308 (trespass may occur by
electronic means).

It cannot be stressed enough how important it is to address a 2703(f) seizure
issue when it presents itself since it lacks any notice requirement. This makes it
almost impossible to assert your possessory interests, once your emails or other
ESI is preserved. It “strike[s] at the very heart of the interests protected by the
Fourth Amendment.”®® Senders of emails may also retain possessory interests in

! §

16 E.g., 1LS. v, Forrester, 512 F.3d 500 (9th C1r 2008)

17 See U.S, v. Jones, 625 F.3d 766, 770 (D.C. Cir. 2010) (Kavanaugh, J., dissenting
from denial of rehearing en banc) (property-based Fourth Amendment challenge to
GPS tracker installation “poses an important quesnon and deserves careful
consideration by the en banc court”).

18 [1,S, v, Freitas, 800 F.2d 1451, 1456 (9th Cir. 1986).

7
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their sent messages within a seized account. This could exponentially increase the
number of people affected by 2703(f).

The lengthy preservation in this case violated Basey’s Fourth Amendment
rights. However, this court sitting en banc need only address the important
threshold issue of whether the Fourth Amendment was implicated by 2703(f). The
panel’s refusal to address the exceptionally important issue is unfortunate, but has
left a blank slate to write on. Courts have consistently condemned “stealthy
encroachment”*® by overzealous officers or permitted by judicial laxity. To further
abstain from addressing the important issues in this case would be a disservice to
tens if not hundreds of thousands of Americans.

C. Récent en banc and Supreme Court cases have recognized a need
to reexamine traditional understandil;gs of the Fourth
Amendment in the digital age.

This Court and other Circuits sitting en banc have recognized the need to
confront crucial questions regarding the Fourth Amendment in the digital age. See,
e.g, .S, v, Dreyver, 804 F.3d 1266 (Sth Cir. 2015) (en banc) (addressing electronic

searches and seizures conducted by military personnel); 1S, v. Comprehensive

9 LLS..x..E.ag.e, 302 F.2d 31 83 (Sth Cir. 1962). See also Olmstead v, U.S,, 277
U.S. 438, 479 (1928) (“the greatest dangers to hberty lurk in insidious
encroachment by men of zeal.”).
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Drug Testing, Inc, (“CDT III™), 621 F.3d 1162 (9th Cir. 2013) (per curiam)
(procedures for issuing warrants ESI); 1S, v. Cotternan, 709 F.3d 952 (9th Cir.
2012) (en banc) (addressing border searches of digital devices); 1S, v, Ganias, 824
- F.3d 199 (2d Cir. 2016) (en banc) (addressing retention of ESI seized by warrant);
1S, v, Davis, 785 F.3d 498 (11th Cir. 2015) (en banc) (addressing search and
seizure of cell site location information) “CSLI”)).” -

The issues present here regarding 2703(f) are arguably more important than
those presented in previous en banc decisions. While not every investigation
involves the military, border crossings, search warrants, ‘or requests for CSLL a
majority of cases involving digital information will likely involve 2703(f). See
Microsoft Corp. v. 1U.S,, 855 F.3d 53, 63 & n.4 (dd Cir. 2017) (Cabrares, J.,
dissenting from denial of rehearing en banc) (arguing that an en banc review is
appropriate where it involves “an essential investigative tool used thousands of
times a year [in] important criminal 'investig'ations‘ around the country”). Every
warrant for a social media or email account or CSLI is likely tied to a previous
2703(f) request as government agencies encourage this as a best practice. Every
search of a digital device will likely yield online accounts police can preserve with
2703(f). It is difficult to overstate the importance of addressing the constitutional

implications of 2703(f).
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At least thrice in recent terms the supreme court has confronted crucial
‘questions regarding the Fourth Amendment in the digital age. Sge Carpenter v,
15.S,, 138 S. Ct. 2206 (2018) (warrants for CSLI); Riley v, California, 134 S. Ct.
2473 (2014) (warrant required to search cell phone seized incident to lawful arrest);
U.S. v. Jones, 132 S.-Ct. 945 (2012) (tracking car with a GPS device is a Fourth
Amendment search). This case presents an important step in the ongoing effort to
reconcile enduring Fourth Amendment principles with the reality of a new digital
world. Given the panel’s decision to not address Basey’s 2703(f) issue, the supreme
court’s decision to address the important issues here is far from inevitable en banc
review is appropriate here because this is “the exceptional case that is an unlikely
candidate for supreme court resolution.” John M. Walker, Jt., forward, 21
Quinnipiac L. Rev. 1, 14 (2001).

IV. Conclusion.

The Executive Branch has made a bid for unrestricted power to secretly
seize our private information by exploiting §2703(f). Without judicial guidance
police will continue their unchecked intrusions under the statute. This is an issue of
great, long-term importance to business and ordinary citizens alike requiringen

banc review to protect the constitutional rights of Americans in the digital era.

10
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federal warrant does not satisfy the particularity requirement. It therefore is in violation of
the Fourth Amendment. Fufthermore, the presentation of illegally obtained evidence
precludes an application of the good faith exception to the exclusionary rule. United States
v. Vasey, 834 F.2d 782, 789 (9 Cir. 1987).

This argument was previously advanced by Basey. See Addendum To Motion To

Suppress, at Page 2. It is believed that the Court has not addressed it.

3. Motion To Suppress Yahoo Warrant:

On November 20, 2014, this Court granted search warrant 3:14-mj-49, which
commanded the seizure of specified Yahoo e-mail account records reflecting activity during
specified periods of time. This warrant should be suppressed for 'the following reasons:

First, the warrant suffers from the same defects, and relies on the same suppressed
statements, that invalidates the federal warrant for the search of the devices.

Second, the execution was unreasonable. Information in Yahoo accounts may be
deleted by the owners of the accounts. On information and belief, Yahoo received a
preservation letter ‘in February, 2014. This made it impossible for the owners of the
designated accounts, including Basey, to delete material from their accounts. A search
warrant ordering the seizure of the contents of the designated accounts was issued
approximately nine months later. This was an unreasonable amount of time to interfere with
Basey’s possessory right to his account. Thus, suppression is required.

Third, the Yahoo warrant is overbroad. As a result of a grand jury subpoena, the
Government knew precisely when e-mail communications were sent and received regarding
the CraigsList postings. Yet, authority was granted to search e-mail accounts over broad
swaths of time. For instance, the warrant authorized the seizure of information contained in
Basey’s account for a period of nearly six months. Yet, for large portions of that period, there

was no probable cause to believe that the account contained evidence of the violation of any

Appendix G 3
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evidence of crimes Qiﬂ be found in a particular place.” Illinois v.. Gates, 462 U.S.
213, 236 (1983). The defendant's claim that the Yahoo! search warrant was lacking
is without merit.

iti. There Was No Violation of the Stored Communications Act.

The defendant also argues that the search of his Yahoo! account was:
unreasonable due to the delay between its preservation pursuant to a request filed
by law enforcement in January 2014 under the authority of Stored
Communications Ac (SCA), 18 U.S.C. § 2703(f), and the account’s search in
November 2014. However, this argument fails to understand the mechanics of
preservation requests made under federal law.

The SCA requires electronic communications services like Yahoo! to “take all
necessary steps to preserve records and other evidence in its possession pending
~ the issuance of a court order or other process.” 18 U.S.C. § 2703(f). Retention of
such records can be accomplish through a preservation letter. Records indicate
that such a letter was sent to Yahoo! by law enforcement in February 2014.

At no time prior to the search of his account was law enforcement in
possession of any content from the defendant’s Yahoo! account. Rather, that
content was held by Yahoo!, and preserved by that private entity at the United
States’ request. It cannot be argued by virtue of the preservation letter that the
United States was in possession of any material.

Furthermore, Yahoo! cannot be considered a government agent. This is

necessarily so because the SCA requires a search warrant, court order, or consent

. Gov't. Answer to Proposed Addt’l Mot.
Appendix H 9 United States v, Webb
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s
preservation letter. Were Yahoo! a government actor, no such further order or
consent would be needed.

In addition, preservaﬁon does not equal obstruction. The defendant offers
nothing to support his argument that there was any interference with his
péssessory interest. Nonetheless, even if such denial of access occurred, it was not
the result of any government action, but rather, by virtue of the defendant’s
violation of Yahoo!’s terms, of service that prohibit use of the service to engage in.
illegal activity. .

The United States is unable to locate any cases, reported or otherwise, that
address the claim made by the defendant. This is remarkable given the fact that
the SCA has been in existence since 1986, and speaks to the fundamental
misunderstanding the defendant possesses about preservation letters and their
operation. The service of a preservation letter to a private company is not a -
government seizure of evidence. Absent any seizure by the United States, there
can be no 4% Amendment violation.!

iv. The Search Warrant Was Not Quverbroad. . |
The defendant complains that the Yahoo! search warrant was overbroad

because it sought information for a period of six months, from August 1, 2013,

through January 22, 2014. It is true that the United States sought information

1 Congress authorized preservation of evidence. Congress also authorized civil remedies
against private actors for any party aggrieved by a violation of the statute. See 18 U.S.C.
§ 2707. If the defendant has any objection to the preservation of records from his account,
this is where his remedy lies.

10 Gov't. Answer to Proposed Addt’1 Mot..
Case 4:14-cr-00028-RRB Document 172 Filed 07/14/1 7155801 8P0fME-DMS
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AQ 93 {Rev. 1209 Scarch and Senre Warrant

UNITED STATES DISTRICT COURT
: for the
District of Alaska

In the Matter of the Search of
(Briefly describe the property to be searched
or identify the person by name and address)

Case No. 3:14-mj-00349-iksM- JCrewm
Yahoo Email Accounts Identified in Attachment A

R A il

SEARCH AND SEIZURE WARRANT
To:  Any authorized law enforcememt officer

Anapplication by a federal law enforcement officer or an attorney for the government requests the search
of the following person or property located in the District of , _Alaska

o s ¢kt

See Attachment A

The person or property to be searched, described above, is believed to conceal fiddentifi: the person or describe the
praperiy to be seized):

See Attachment 8

1 find that the affidavit(s), or any recorded testimony, establish probable cause to s¢arch and seize the person or
property.

YOU ARE COMMANDED to execute this warrant on or before _— December 2, 2014
(ot to exceed 14 days)
& inthe daytime 6:00 a.m. to 10 p.m. O at any time in the day or night as | find reasonable cause has been
cstablished.

Unless delayed notice is authorized below, you must give a copy -of the warrant and 4 receipt for the property
taken to the person from whom, or from whose premises, the property was 1aken, or leave the copy and receipt at the
place where the property was taken,

The officer exccuting this warrans, or anofficer present during the cxecution of the warrant, must prepare an
inventory as required by law and promptly retumn this warrant and inventory to United States Magistrate Judge
Kevin F. McCoy, or the on-duty magistrate _
) (name)}

3 I'find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay
of trial), and authorize the officer exccuting this warrant to delay notige f0 the persan who, or whose property, will be
searched or seized (check the appropriate box) Oor = days frot 0 excecd. )" .

Tuntil, the .l‘acxsjp»sﬁi’yih;g‘, the »iaier}jmciﬁ('f date of

-
B it 2 e

) tsf Kovin F. MaGoy
Date and time issued: =~ 20! ‘)‘{; ' United States Magusteate Judgs
anc time issu ‘L{‘.)‘Q"*ij&” f“:' " Stﬁn!sre;g‘dé';:a new m——
City and state:  Anchorage, Alaska___ ".'KE)ZLU;,E.,MCCO_Y:tﬂﬁﬁég_&ﬁlgsﬂﬁgi&(@wgﬁ )

celTT sPrivicd nanie and title

Case 4:14-cr-00028-RRB Document 172-1 Filed 07/14/17 - Page 1 of 45 55924
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AD 93 {Rev. 12/09) Searchand Seizure Wasrant (Page 2)

Rc’turn
Case No.: ' Date-and time warrant eﬁecuted | Copy of warrant-and »invcﬁtbry Teft with:
3:14-mj-00349 KM Uf2oli4 & S:y0pm N[A
Inventory made in the presence of :
™A

Invembnf of the property taken and name of any person(s) seized:
One. CD- R ww%w_g}qd Kl v O W
e t]2z]20oM,

e e,

>

Certi‘ﬁcati(m ]

I declare under penalty of perjury that this inventory is carrect and was mum«.d along with the original warrant

to the designated judge.

Exei ulm;: oﬂ‘ car ‘s signciure

S M,_..,._.J Dl.um él% S

I’rmn'd nome andt title

| Dae: 2 1 % s

Subscribed, swarn to. and returncd before me this date:

. Fas

Signature Redacted -
KEVINF MCCOY T Date
U.S. Magistrate Judge

Case 4:14-cr-00028-RRB Document 172-1 Filed 07/14/17 Page 2 of 45 55925
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' Attachment A
Location to Be Searched

The location to be searched is information associated with the following

YAHOO e-mail accounts:

1. swingguy23@yahoo.com,

(hereinafter “SUBJECT ACCOU NTS”) that is stored at premises owned,
maintained, controlled, or operated by Yahoo, Inc., headquartered at 701 First

Ave, Sunnyvale, California 94089, fax numbey (408) 349-7941.

Attachment A
Affidavit in Support of Search Warrant
3:14-mj-00349-KFM

Case 4:14-cr-00028-RRB Document 172-1 Filed 07/14/17 Page 3 of 45 55926
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Attachment B
Items to Be Seized

For the Yahoo email accounts

1. swingguy23@yahoo.com,

11

12

13

14

15

16,
(hereinafter “SUBJECT ACCOUNTS”) and any other screen names associated
with these accounts, the following records maintained by Yahoo, Inc.:

1. All subscriber information for the SUBJECT ACCOUNTS, including:

a. names, email addresses, and screen names:;

Case 4:14-cr-00028-RRB Document 172-1 Filed 07/14/17 Page 4 of 45 55927
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b. addresses;

¢. detailed billing records or records of session times and durations;

d. length of service (including start date) and types of service utilized;

e. telephone or instrument number or other subscriber number or identity,
including any temporarily assigned network address: and

f. the means and source of payment for such service (including any credit

card or bank account number).

‘.[Q

For the date ranges listed below, all transactional information for the

SUBJECT ACCOUNTS, including:

a. logs of Internet Protocol {(“IP”) address connections, including dates,
times, and time zones, and any ANI information made available to
Yahoo, Inc.;

b. address books;

c buddy lists; and

d. account history, including contacts with Yahoo, Inc. support services and
records of actions taken online by the subscriber or by Yahoo, Inc.
svupport staff in connection with the service.

3. For the date ranges listed below, the contents of electronic or wire

communications held in accounts of the SUBJECT ACCOUNTS, including:

a. all electronic or wire communications with a minor or any person

~ purporting to be a minor, or claiming to have access to a minor, or that

otherwise involve the enticement of a minor to en gage In sexual activity

2 Attachment B
Affidavit in Support of Search Warrant
3:14-mj-00349-KFM

Case 4:14-cr-00028-RRB Document 172-1 Filed 07/14/17 Page 5 of 45 55928



453 -

for which any person can be charged with a criminal offense (including
e-mail text, attachments, and embedded files) in electronic storage by
the PROVIDER, or held by the PROVIDER as a remote computing
service (if any), within the meaning of the Stored Communications Act:

b. all photos, files, data, or information in whatever form and by whatever
means they have been created or stored reia_t;’,ng- to-a minor, or
individuals claiming to have access to a minor, or that otherwise involve
the eniticement of a minor to engage in sexual activity for which any
person can be charged with a criminal offense.

4. The date ranges sought in this search warrant are as follows:

1. swingguy23@yahoo.com - August 1, 2013 to January 22, 2014

10
11

12

Attachment R
Affidavit in Support of Search Warrant
3:14-mj-00349-KFM

s

- Case 4:14-cr-00028-RRB Document 172-1 Filed 07/14/17 Page 6 of 45 55929
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Attachment B
Affidavit in Support of Search Warrant
3:14-mj-00349-KFM

Case 4:14-cr-00028-RRB Document 172-1 Filed 07/14/17 Page 7 of 45 55930
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A. I do.

Q. And what was that posting title?

A. It was the same, "Fuck while watching kinky porn
- M4W."

Q. And now we've got an "RE," colon in front of
that. Do you know what. that RE,- colon, stands for? -

A. Regarding a reference.

Q. Okay. So swingguy23@yahoo.com e-mail replies to
the Esther Crabb e-mail. What does Swingguy23 write?

A. He writes -- it's right above what we just
read -- "Would you be into watching some of this?"”

Q. Now, with that e-mail, were there any images
attached?

A, There were.

Q. And generally speaking, can you describe what
image was attached to the swingguy23@yahoo.com e-mail?

A. It's an image of two prepubescent children with
what appears to be an adult malé penis between them.

Q. And was the file name for that image the file
name that's indicated there on the bottom of the screen,
1388053260175.jpeg?

A. That's correct.

MR. REARDON: Can we scroll down, please?

BY MR. REARDON:

Appendix J
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A.

e-mail.
Q.

A.

A‘

Q.
address
A,
Q.
A.
Q.

A.

to admi

Judge.

This is a copy of one of the e-mails that I

received from Yahoo from the swingguy23@yahoo.com

And what is the date on Exhibit 13?

December 22nd -~ I'm sorry.

October 22nd, 2013.

And what is the "from"™ account on this é—mail?

From H M Swingguy -- H M, and then

swingguy23@yahoo.com.

And what is the "to" account =-- or the "to"
, rather?
Swingguy23@yahoo.com.
And does this e-mail contain an attachmént?
It does.
And that attachment is a photograph?
It is.
MR. REARDON: Your Honor, the Government moves
t Exhibit 13 into evidence.
MR. BUTLER: 13 is the e-mail itself, right?
MR. REARDON: Yes, it is.

MR. BUTLER: Okay. No objection to that,

THE COURT: 13 will bBe received.

(Exhibit No. 13 admitted.)

38]] BY MR. REARBGN:
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Q. And then 13A is in the binder there in front of
you. What is 13A°?

A. 13A is just a redacted version of the picture on
the e-mail.

Q. So it's the same e-mail in 13, with the picture
redacted?

A. That's correct.

MR. REARDON: Your Hoﬁorr the Government moves
to admit and seeks to publish Exhibit 13A.,

MR. BUTLER: - No objection.

THE COURT: Is that the redacted or the
unredacted?

MR. REARDON: 13A is the redacted coﬁy, Your
Honor.

THE COURT: Okay. It will be receivéd,

(Exhibit No. 13A admitted.) |

(Pause.)

MR. REARDON: So let's just highlighf?the top
portion here.
BY MR. REARDON:

Q. So . looking at Exhibit 13A, what's been fut up on
the screen, again, the "from" address is
swingguy23@yahoo.com?

A. Yes.

Q. And the "to" address is the same address?
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image, but I don't think we need do that. I think we

can just publish the e-mail and it would accomplish the

same thing. We'd ask for the admonition to be read.
THE COURT: Okay. She hasn't described what it

is yet. |

BY MR. REARDON:

Q. Special Agent Goeden, can I ask you to describe
in general terms what the imagé that's identified by the
long series of letters and numbers starting_wifh
"Matrix" and ending in 75e.3.jpeg, what that attachment
shows?

A. Sure. This is an image of a prepubescegt child,
a toddler, with an adult male penis in her mouﬁh. You
can see the room. There's a crib in the,backgiound as
well. _ : .

MR. REARDON: Thank you, Your Honor. lWe ask
now permission to publish.

THE COURT: Okay. Very well. And I'il read
the admonition. |

You're about to see an image that the -
Government alleges contains a visual depiction: of a
minor engaged ‘in sexually explicit conduct. This image

is being shown only to assist you in determining whether

- the Government has met its burden to prove the defendant |

guilty of all the elements of the charge againét him.
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A. Correct.

Q. In your tréining and experience, have you seen
instances in which individuals have sent e-mails to
themselves?

A. I have.

Q. And based on your training and experienée, in
what situations have you seen this occur?.

A. I have seen it occur in order to move an imagé
from one device to another. So for example, if I have
an image on my computer, but I also want to have it on
my cell phone, I can e-mail it to myself -and it will be
on my cell phone, or I'll have access to it on my cell
phone.

Q. Now, the image that is attached to Exhibit 13,
13A, i1s there a file name for that exhibit?

A, There is.

Q. I'm sorry, for that attachment?

A. Xes.

Q. Can you read that file name into' the record,

‘please?

A. I can. It's a long one. "Matrix TXRI ?45 DFW
onion_131022110431 JAL_332 A68435A 3682341191EED 6FE 097
5E3.jpg."

MR. REARDON: Your Honor, the Government moves

to publish Exhibit 13. I have a 13B, which is just the
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STATEMENT OF INTEREST!

The American Civil Liberties Union (“ACLU") is a nationwide,-.nonproﬁt, -
nonpartisan organization with more than two millioﬁ membérs and" Sﬂppo“rters |
dedicated to the principles of liberty and equality embodied in the Constitution and
our nation’s civil rights laws. Since its founding in 1920, the ACLU has frequently
appeared before the Supreme Court and other federal courts in numerous cases
implicating Americans’ right to privacy, including as counsel in Carpenter v.
United States, 138 S. Ct. 2206 (2018), and as amicus in United States v. Warshak,
631 F.3d 266 (6th Cir. 2010).

The ACLU of Alaska Foundation is an Alaska non-profit corporation
dedicated to advancing civil liberties in Alaska; it is an affiliate of the American
Civil Liberties Union. Like the national organization, the ACLU of Alaska
Foundation has a long-time interest in protecting Alaskan’s rights to privacy. The
members and supporters of the ACLU of Alaska Foundation include individuals

‘statewide who seek to ensure that they and their family members and friends

receive fair and just treatment in the courts.”

! All parties consent to the filing of this brief. No party or party’s counsel
authored this brief or contributed money to fund the preparation or submission of
this brief. No person other than amici, their members, and their counsel contributed
money to fund the preparation or submission of this brief.

2 Amici would like to thank Melodi Dincer and Kristin M. Mulvey, students in
the Technology Law & Policy Clinic at NYU School of Law, for their
contributions to this brief.
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INTRODUCTION
Investigators in this case relied on 18 U.S.C. § 2703(f) to compel Yahoo! to .

copy and preserve Mr. Basey’s emails and other account data—without getting a
warrant—for nine months. This prolonged, warrantless seizure is typical ofa - -
growing nationwide practice: one where investigators regularly issue secret
demands to preserve individuals’ private account datq. just in case they decide to -
return with a court order later. Based on public transparency reports, federal and
state investigators rely on section 2703(f) to copy and preserve private electronic
data tens or hundreds of thousands of times each year. None of these demands
require any showing of suspicion, need, or exigency.

The copying and preservation of Mr. Basey’s emails and account data
violated the Fourth Amendment. When Yahoo! secretly duplicated Mr. Basey’s -
private data at the government’s direction, it was acting as a government agent—
and thus this seizure of his information was subject to Fourth Amendment
constraints. In the absence of a warrant, copying and preserving these messages
was an unconstitutional seizure of private information. A warrantless seizure can
be justified by exigent circumstances if the government has good cause to preserve
the data for a short while to seek a warrant. But if any exigency existed in this
case—and none is apparent from the record—it dissipated over the nine months -

that the government delayed before applying for a warrant. Moreover, section
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2703(f) is problematic because in most cases investigators appear to be using it to
unconstitutionally seize private communications. The statute does not require
probable cause, a risk that evidence will be destroyed, or that investigators
promptly submit a court application to obtain the data they have preserved. While
there may well be cases where the short-term, warrantless copying and
preservation of private data is reasonable, this case is not one of them. The Court
should hold that the government’s protracted, warrantless seizure of Mr. Basey’s
private data violated the Fourth Amendment.

STATUTORY AND FACTUAL BACKGROUND -

Every year, investigators use section 2703(f) to warrantlessly copy and
preserve—for months at a time—the private data in tens or hundreds of thousands
of internet accounts, including Mr. Basey’s. This takes place because section -
2703(f) gives law enforcement the power to unilaterally, and without suspicion or
judicial approval, compel electronic communications service providers like Yahoo!
to copy and preserve their users’ email accounts.

The Stored Communications Act (“SCA”) regulates government access to -
user data stored by electronic communications service providers (hereinafter
“providers”), including Yahoo!. Under the SCA, some types of information,
including certain account-related metadata, can be compelled from providers with

a subpoena, while more sensitive data, including emails and other electronic - -
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communications, require a court order or a search warrant. 18 U.S.C. § 2703. By
contrast, section 2703(f) of the SCA establishes a procedure whereby investigators
may themselves, without any judicial involvement, compel providers to make a
copy of email messages and other account data, and preserve that copy for 90 days
“pending the issuance of” legal process (or 180 days, with a renewal). The provider
must comply.
Section 2703(f) reads:
(1)In general.—
A provider of wire or electronic communication services or a
remote computing service, upon the request of a governmental
entity, shall take all necessary steps to preserve records and other
evidence in its possession pending the issuance of a court order or
other process.
(2) Period of retention.—
Records referred to in paragraph (1) shall be retained for a period
of 90 days, which shall be extended for an additional 90-day period
upon a renewed request by the governmental entity.
Both the statutory text and the DOJ’s own internal guidanéé documents
indicate that the purpose of section 2703(f) is to give investigators the ability to
ensure that relevant evidence will not be destroyed before law enforcement can

obtain the requisite legal process compelling disclosure of private data.” The

statute itself indicates that the government demand must be a precursor to seeking

? It is not clear that section 2703(f) permits law enforcement to seize the content
of communications at all. The statute refers to “records and other evidence” and a
“court order or other process.” It does not specifically reference communications
content nor the search warrants required to seize and search that information.
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judicial authorization to obtain and‘search the data: requests must be made
“pending the issuance of a court order or other process.” 18 U.S.C. § 2703(f)(1).
'The Department of Justice (“DOJ’’) manual for Searching and Seizing Computers
describes section 2703(f) as a means of preserving evidence so that it will not be
“destroyed or lost before law enforcement can obtain the appropriate legal order -
compelling disclosure.” DOJ, Searching and Seizing Computers and Obtaining
Electronic Evidence in Criminal Investigations 139 (2015), available at.
https://perma.cc/XYF8-12KG. And the FBI's Domestic Investigations and
Operations Guide instructs investigators that in vorder .“§o make a pfeéefvz;ﬁon
request, the FBI rhust béliéve,that the records Win 'subsequently‘b‘e_ sought by
appropriate legal process.” FB1, Domestic Investigations and Oj;érations Guide 18-
126 (2016), available at https://perma.cc/4DDY—942B. | |

However, ‘»the statute dbes hot require Fourth Arheﬁdment safeguards. It does
not require probable cause at the time law enforcement issues a copy and-
preservation demand. It does not require that there be a risk that evidence will be-
destroyed. Nor does it obligate investigators to seek legal process in a reasonable
amount of time under the facts and circumstances of the case. Instead, it permits
seizing information for up to 180 days without judicial oversight. : -

In pracfice, investigators issue tens or hundreds of thousands of boilerplate

preservation demands under section 2703(f) each year—and oftéh never return -
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with additional 'legél process. DOJ Aadvises investigators to seek preservation “as
soon as possible” after an investigation commences, and it provides a template for
investigators to fill out. See DOJ, App. C Sample Language for Preservation
Requests under 18 U.S.C. § 2703(f), Searching and Seizing Computers and
Obtaining Electronic Evidence in Criminal Investigations 225-26 (2015),
available at https://perma.cc/XYF8-J2KG. When investigators do return with a”
court order authorizing a search of the targeted account, they commonly wait
months to do so. In theory, section 2703(f) appears intended to preserve records in
cases where investigators have concrete intentions to seek legal process. Butin '
practice, investigators regularly use the statute to force pro{'iders to copy and
preserve tens or hundreds of thousands of private online accounts just in case a
need for the information arises later in the course of an investigation.

Unsurprisingly, because section 2703(f) does not require probable cause or
individualized suspicion and-an independent judicial check—and because the
government can issue demands under the statute quickly and simply—the volume
of preservation demands is extremely high. Since at least July 2014, Google has
‘annually received tens of thousands of 2703(f) létters féquesting preservation of

multiple user accounts—including 8,698 letters affecting 22,030 accounts in the
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first half of 2018 aldne.4 Google, Transparency Report: Requests for User
Information (United States), https://perma.cc/MP98-8SCP (last visited Feb. 19,
2019). In that same six-month period, Facebook received 57,000 preservation
letters for 96,000 different accounts. Facebook, Transparency Report: Government
Requests (United States), https://perma.cc/TVVS-QYW?9 (last visited Feb. 19,
2019) (“Facebook Transparency Report”). In recent years, these numbers have
been rising. Comparing to the six-month period between July and December 2017
with the period between January and June 2018, Google and Facebook together
experienced between 20% and 30% increases in section 2703(f) letters and affected
accounts.

In some of these instances, investigators eventually meet the constitutional
and statutory standards required to search private account data by subsequently
serving appropriate legal process on providers. But providers receive thousands
more section 2703(f) letters than they do subsequent legal process to actually
search the accounts. For example, in the most recent six-month reporting period,
Facebook received a total of 57,000 section 2703(f) letters, but only received

23,801 search warrants, 9,369 subpoenas, and 942 section 2703(d) court orders.

* One letter can require a provider to copy and retain emails and other data from
more than one account.
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1d.” Even assuming—implausibly—that legal process is always tied to an account
previously targeted by a section 2703(f) letter, investigators never demonstrated
any basis for their demands to copy and preserve accounts on almost 23,000
occasions over six months. From this data, it appears that the government’s actual
use of section 2703(f) is not primarily about preservation of evidence in cases
where investigators are actively seeking a warrant. Rather, section 2703(f)
provides investigators with a powerful tool to routinely copy and preserve tens of
thousands of accounts without any evidence, risk of spoliation, judicial oversight,
or obligation to follow-up.

Making matters worse, investigators appear to rarely formally renew section
2703(f) demands (or seek related judicial process) within the statutorily provided -
90-day retention period—or even within 180 days, after the one renewal
contemplated by the statute. Indeed, one district court recently noted that the case
at issue was “the first time the Court can remember the government indicating it
renewed its preservation request” within the allotted 90 days. In the Matter of the
Search of premises known as: Three Hotmail Email accounts, No. 16-MJ-8036-
DJW, 2016 WL 1239916, at * 12 n.78 (D. Kan., Mar. 28, 2016), overruled in part

on other grounds, 212 F. Supp. 3d 1023 (D. Kan. 2016). According to the court, it

3 Section 2703(d) allows the government to obtain certain account data upon a
showing of “specific and articulable facts showing that there are reasonable
grounds to believe that [the data sought] are relevant and material to an ongoing
criminal investigation.”
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was also “the first time the Court can remember the government seeking a search
warrant within that one-time renewal period, as seems to be the intent of
subsection (f).” Id. There, the records were preserved beyond the 180-day statutory
maximum and it appears the government never requested an extension of time.®

As both data and anecdote demonstrate, law enforcement officers regularly |
send section 2703(f) requests as a “matter of course,” copying and preserving
troves of personal data for months at a time, without any showing of cause or need.
Orin Kerr, The Fourth Amendment and Email Preservation Letters, Wash. Post:
The Volokh Conspiracy, Oct. 28, 2016, https://wapo.st/2IdmLjv (“[Tlhe
preservation authority is routinely used by the government to preserve contents of
communications. . . . And it turns out that a lot of investigators and prosecutors
issue such letters often.”). As explained above, this offends the statute—and, as
discussed below—the Fourth Amendment as well. .

ARGUMENT .

I. . The Government’s Use of Section 2703(f) in Mr. Basey’s Case Violated
the Fourth Amendment.

The government’s use of section 2703(f) to copy and preserve Mr. Basey’s
email account data violated the Fourth Amendment. Although warrantless seizures
of email accounts may' be justified in certain cases involving exigent |

circumstances, this case is not one of them. Congress could write a statute that

® As discussed below, the same sequence of events occurred in this case.
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lawfully requires pfoviders to temporarily retain data at risk of spoliation for a
short period of time while law enforcement seeks a warrant. But section 2703(f) =
authorizes law enforcement to seize emails—private property—far beyond what
the Fourth Amendment allows. Without probable cause, or case-specific reasons to
believe that evidence will be destroyed, the statute forces communications
providers to copy and preserve communications for months at a time. These

seizures are unconstitutional.

A. The Government Compelled Yahoo! to Copy and Preserve Mr.
Basey’s Private Data for Nine Months Without a Warrant.

“The government’s use of section 2703(f) in this case exemplifies ﬁow
investigators regularly rely ori this provision fo carry out protracted, Warrantl'eSs.
seizures of personal communications. |

In this case, three law enforcéfﬁeht agencies were investigaﬁng Mr. Basey |
for attempted enticement of a minor in vic;iaﬁon Qf 18 USC § 2422(b), recéipt of
child pornography in violation of 18 U.S.C. §‘2252(é)(2) andv (b)(l), and
distribution of child pbmography in violatioﬁ df 182“UF.S.C. §. 2252(5)(2) and (b)(1).
Indictment, United States v. Basey, No. 4:14-cr-06028-RRB D. Alaska Dec.} 16,
2014). These agencies inclﬁded the Alaska Stafe Trbc;pers (“AST’;), the United
States Army Cﬁnﬂnalvlﬁvesﬁgaﬁon Command .(“C;ID”),‘and the Fe;ieral ﬁuréau of
Investigation (“FBI”). Br. for Appellant at 2-3, United States v. Basey, No. 18-

3012 (9th Cir. Feb. 12, 2019), ECF No. 26. As part of the investigation, in January

10



Case: 18-30121, 02/19/2019, ID: 11199553, DktEntry: 31, Page 20 of 39
Tla

of 2014, officials seized Basey’s ele“ctronicthdevices. Id. at 6. Almost one month
later, on February 7, 2014, CID agent Shanahan sent a section 2703(f) letter to
Yahoo!, requiring the company to preserve Basey’s email account for 90 days. Id.
at 6. Four days later, on February 11, Yahoo! confirmed with investigators that it
had preserved Basey’s account. Id. at 6~7. From May to June of 2014, AST
searched Basey’s devices (but not his Yahoo! account) pursuant to a military
search warrant. Id. Based on information obtained through this search, AST and
CID then contacted the FB], which used a subpoena to obtain Craigslist’ postings
sent from Basey S Yahoo' email address. Id. Fmally, on November 11, 2014—-—
more than nine months after 1ssu1ng a section 2703(i) demand to Yahoo'—the FBI
secured a warrant for the Yahoo! | account. The FBI then obtamed the data
preserved under section 2703(f) and searched Basey’s Yahoo! emails, produeing
the evidence used to convict him in this case. | - |

| Thls use of section 2703(f) is typical in that mvest‘lgators.do not appear to
have issued the demand when they were actlvely seekmg a warrant to take
possesswn of and search Mr Basey’s Yahoo! data—nor did they obtain legal

process within the statutorily prescribed time period. These failures both afﬂlcted

this investigation, and also fit a pattern that appears common in criminal

7 Craigslist is a popular online forum hosting classified advertisements for jobs,
housing, items wanted and for sale, as well as discussion forums.

11
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investigations that involve potential searches of digital data—which, in today’s
world, is practically all investigations.

B.  The Fourth Amendment Protects the Content of Email
Communications Against Warrantless Searches and Seizures.

The Fourth Amendment provides that:

The right of the people to be secure in their persons, héuses, papers, and

effects, against unreasonable searches and seizures, shall not be violated, and

no Warrants shall issue, but upon probable cause, supported by Oath or

affirmation, and particularly describing the place to be searched, and the

persons or things to be seized.
U.S. Const. amend. IV. The Fourth Amendment prbte;:ts both an individﬁai’s
reasonable expectation of privacy and her property rights: 'I"his colnstitu‘tionalbw
protection means that the government generally must thain a wlarr;mt befdre
searching or seizing private property. Katz v. Unitéd States, 389 U.S. 347, 357
(1967). | |

Email and other electrbhic commuﬁications are aﬁlong théée .personal effects
protected by tﬁe Fourth Amendment. Email can cont;lin‘ the most pﬁvate énd
personal messages imaginable. See, e.g., Riley v. Calij’omz:a, 134 S. Ct. 2473, 2490,
2494;95 (2014). Today we use email and téxt messaigrgeS to }“‘sen‘d sénsitive and
intimate infofmation, instantaneously, to friends, faﬁ‘nily, and. colleagues half a
world awéy. Lovers exchange sweet»hothings,. and busines'smen swap ambitious

plané, all with the click of a mouse button.” United States v. Warshak, 631 F.3d

266, 284 (6th Cir. 2010). Email and other electronic communications have become

12
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so pervasive that many would “consider them to be essential means or necessary

instruments for self-expression, even self-identification.” City of Ontario v. Quon,

560 U.S. 746, 760 (2010); see Warshak, 631 F.3d at 284 (“Since the advent of

email, the telephone call and the letter' have waned in importance, and an explosion

of Intemet—based communications has taken place. ”), see also Kyllo v. United

States, 533 U.S. 27 28 (2001) (caunomng that advances in technology must not
“erode the privacy guaranteed by the Fourth Amendment").

Because of its sensitivity, the Fourth Amendment protects email and other
similar modes of commumcatlon from unreasonable searches and seizures. See
Katz, 389 U.S. at 353; Umted States V. Jacobsen, 466 U.S. 109, 114 (1984)
(“Letters and other sealed packages are in the general class of effects in whxch the
public at large has a legitimate expectatlon of privacy[.]”); In re Grand Jury |
Subpoena, 828 F.3d 1083, 1090 (9th Cir. 2016) (“Personal emait can, and often
does, contain all the information once foundiin the ‘papers and efrects’ mentioned
explicitly in the Fourth Amendment.”); United States vv Forrester, 512 F. 3d,500
511 (9th Cir. 2008) (holding that “[t]he privacy interests in [ma.tl and email] are
identical”); Warshak 631 F.3d at 284, 288 (holding that an 1nd1v1dua1 enjoys a
reasonable expectatlon of pnvacy in the contents of emails); cf. Ex parte Jackson,
96 U S. 727,733 (1877) (Fourth Amendment protects letters in transn) Indeed in

the Supreme Court’s recent opinion in United States v. Carpenter, every Justice

13
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agreed, at least in ciicta, that the Fourth Amendment protects the content of emails.
See 138 S. Ct. 2206, 2222 (2018) (majority op.); id. at 2230 (Kennedy, J.,
dissenting, joined by Thomas and Alito, J1.); id. at 2262, 2269 (Gorsuch, J.,
dissenting).®

Widespread adoption of email and other electronic communications has led
to a societal recognition that these materials are extremely private. That
recognition goes hand in hand with the longstanding possessory interest people
have in their email messages, as well as the growing nimber of statutes that seek to
manage property rights in intangible data.

Like the privacy interest, the Fourth Amendment also protects the property °
interest in email. The Fourth Amendment protects an individual’s possessory
interest in her papers and effects. See Soldal v. Cook Cty., 506 U.S. 56, 62—64, 68
(1992) (explaining that a seizure occurs when one’s property rights are violated,
even if the property is never searched). Possessory interest is defined as-the present
“right to control property, including the right to-exclude others, [even] by a person

who is not necessarily the owner.” Black’s Law Dictionary (10th ed. 2014)

(emphasis added); United States v. 1982 Sanger 24’ Spectra Boat, 738 F.2d 1043,

® Besides communications content, an email subscriber may have a reasonable
expectation of privacy in other categories of account information, such as certain
account metadata. Since the government seized the content of Basey’s
communications, this Court need not decide here whether the Fourth Amendment
also protects the other types of data that the government seized when it directed
Yahoo! to preserve Basey’s account.
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1046 (9th Cir. 1984); Loretto v. Teleprompter Manhattan CA TV Corp., 458 U.S.
419, 435 (1982) (“The power to exclude has traditionally been considered one of
the most treasured strands in an owner’s bundle of property rights.”). A possessory
interest also includes the right to delete or destroy the property. United States v.
General Motors Corp., 323 U.S. 373, 378 (1945) (Property rights in a physical
thing have been described as the rights “to possess, ﬁse and dispose of it.”
(quotation marks omitted)); cf. United States v. Carpenter, 484 U.S. 19, 26 (1987)
(“Confidential business information has long been recognized as property.”).
Email has these canonical characteristics of propérty, Users have the right to
exclude others from their accounts. Users protect their accounts with passwords.
Providers encrypt user emails both in transit and when stored on servers in order to
exclude outsiders. Email users also have the right to delete their email messages.
Providers allow users to delete single messages, or the entire account. And even
though email is intangible, it is still property subject to Fourth Amendment
protections. Hoffa v. United States, 385 U.S. 293, 301 (1966) (Fourth Amendment -
protections are “surely not limited to tangibles . . . .”); United States v. Freitas, 800
F.2d 1451, 1456 (9th Cir.1986) (“[Slurreptitious searches and seizures of
intangibles strike at the very heart of the interests protected by the Fourth
Amendment.”); Katz, 389 U.S. at 353; Beréer v. New York, 388 US 41, 54—60

(1967) (telephone conversations); United States v. Biasucci, 786 F.2d 504, 509-10
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(2d Cir. 1986) (vidéo surveillance); United States v. Torres, 751 F.2d 875, 883 (7th
Cir. 1984) (video surveillance); United States v. Taborda, 635 F.2d 131, 139 (2d
Cir. 1980) (enhanced visual surveillance inside the home). Moreover, the Fourth’
Amendment protects emails even if a provider’s terms of service or privacy policy
 allow government access under certain circumstances, as almost all do. Courts
have considered and rejected arguments to the contrary. See, e.g., Warshak, 631
F.3d at 286 (“While . . . a subscriber agreement might, in some cases, be sweeping
enough to defeat a reasonable expectation of privacy in the contents of an email -
account . . . we doubt that will be the case in most situations . . . .”); United States -
v. Heckenkamp, 482 F.3d 1142, 1146-47 (9th Cir. 2007) (policies establishing
limited instances of access do not vitiate Fourth Amendment interests).

State laws recognize that individuals are the owners of the data in their email
accounts. State legislatures are increasingly recognizing a property right in
electronic communications. For example, the Texas Property Code defines
“[plroperty” for the purposes of trust management as “including property held in
any digital or électronic medium.” Tex. Prop. Code Ann. § 111.004(12) (2017).
Missouri amended its state constitution in 2014 to protect “persons, papers, homes,
effects, and electronic communications and data, from unreasonable searches and -
seizures[.]” Mo. Const, art. I, § 15 (emphasis added); see also Becca Stanek,

Missouri Passes Constitutional Amendment to Protect Electronic Privacy, Time
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Magazine, Aug. 6, 2014, https://perma.cc/56D3-RUUR. Similarly, California’s
Electronic Communications Privacy Act prohibits government entities from
compelling production of or access to electronic communications without a
warrant. Cal. Penal Code § 1546.1 (2016).

In some states, legislatures have made clear that email account information
is property in the context of determining rights after incapacity or-death. Over the :
past several years, a wave of state legislatures enacted laws addressing access to
“digital assets,” including email accounts, upon a person’s incapacity or death. See
generally Access to Digital Assets of Decedents, Nat’l Conf. of State Legs. (Dec. 3,
2018), https://perma.cc/Z35T-AS45; Natalie M. Banta, Inherit The Cloud: The -
Role of Private Contracts in Distributing or Deleting Digital Assets At Death, 83
Fordham L. Rev. 799, 801 (2014) (defining “digital assets” to “include an .
individual’s email accounts”). These laws extend fiduciary duties to.electronic
communications as another form of property that can be held in trust. For example,
Alaska’s Fiduciary Access to Digital Assets Act conditions disclosure of the
electronic communications of a deceased user upon their prior consent or on a
court order. Alaska Stat. Ann. § 13.63.040 (2017). Since 2013, at least 46 states
have enacted similar laws regulating fiduciary duties with respect to digital assets,

all of which explicitly recognize a deceased or incapacitated user’s legal interest in-
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access to their email communications.” Wisconsin’s version is of particular note, as
the statutory chapter is entitled “Digital Property.” Wisc. Stat. Ann. § 711 (2016).

Additionally, some state courts have also begun to expand common law
property principles to better protect digital communications. See, e.g., Ajemian v.
Yahoo!, Inc., 478 Mass. 169, 170 (2017) (finding e-mail accounts are a “form of
property often referred to as a ‘digital asset’”); Eysoldt v. ProScanImaging, 194
Ohio App. 3d 630, 638 (2011) (permitting conversion action of web account as
intangible property).

Because email is private personal property, it is protected by the Fourth
Amendment from unreasonable searches and seizures.

C. Yahoo! Acted as a Government Agent When It Copied and

Preserved Mr. Basey’s Email Account Pursuant to Section
2703(f).

Although the Fourth Amendment does not apply to private entities, Yahoo!

acted as a government agent here when it copied and preserved Basey’s email at

? See, e.g., Ariz. Rev. Stat. Ann. §§ 14-13101 to -13118 (2016); Cal. Prob. Code
§8§ 870-84 (2017); Colo. Rev. Stat. Ann. §§ 15-1-1501 to -1518 (2016); Conn.
Gen. Stat. Ann. §§ 45a-334b-339 (2016); Del. Code Ann. tit. 12, §§ 5001-5007
(2015); Fla. Stat. §§ 740.001-.09 (2016); Hawaii Rev. Stat. §§ 556a-1 to -17
(2016); Idaho Code §§ 15-14-101 to -119 (2016); 755 111. Comp. Stat. 70/1 to -21
(2016); Ind. Code §§ 32-39-1-1 to -2-15 (2016); Md. Code Ann. Est. & Trusts
§8§ 15-601 to -620 (2016); Mich. Comp. Laws §§ 700.1001-.1018 (2016); Minn.
Stat. §§ 521a.01-.19 (2016); Neb. Rev. Stat. §§ 30-501 to 508 (2016); N.Y. Est.
Powers & Trusts Law §§ 13-a-1 to -5.2 (2016); N.C. Gen. Stat. Ann. §§ 3f-1 to -18
(2016); S.C. Code Ann. §§ 62-2-1010 to -1090 (2016); Tenn. Code Ann. §§ 35-8-
101 to 118 (2016); Wash. Rev. Code Ann. §§ 11.120.010-.901 (2016); Wisc. Stat.
§ 711.01 (2016).
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the government’s behest. Yahoo!’s actions, then, must comply with the Fourth
Amendment.

Private entities are state actors when the government directé their activities.
In United States v. Miller, this Court created a two-prong test to discern whether a
private individual is acting as a governmental agent or instrument for Fourth
Amendment Purposes: “(1) whether the government knew of and acquiesced in the -
intrusive conduct, and (2) whether the party performing the search intended to .
assist law enforcement efforts or to further [their] own ends.” 688 F.2d 652, 657 -,
(9th Cir. 1982); see United States v. Reed, 15 F.3d 928,.931 (9th Cir. 1994).

When companies comply with section 2703(f) letters, they are acting as
agents of the government—just as they are when they actually retrieve and produce
customervvdata in responSe to court-apprerG légal procéss. Here, Yéﬁop!, a private
company, acted as a governmental agent because (1) thé investigating agencies
involved in Mr. Basey’s case not only knew of but directed the search and seizure,
and (2) Yahoo! preserved Mr. Basey’s entire email account fof the purpose of .
complying with investigators’ secﬁon 2703(f) demand, not for its 3o§vn pﬁfposes.-
See In the Matter of Warrant to Search a Certain E-Mail Account Cdnirolled‘and
Maintained by Microsoft Corporation, 829 F.3d 197, 214 (2d Cir. 2016) (holding,
in another case involving the Stored Communicat.,ionsv Act, fhat “[w]hen the |

government compels a private party to assist it in conducting a search or seizure,
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the private party becomes an agent of the government” under the Fourth
Amendment), vacated as moot by United States v. Microsoft, 138 S. Ct. 1186
(2018).

D. The Copying and Preservation of Mr. Basey’s Emails Was a
Seizure Under the Fourth Amendment.

When the government sent Yahoo! a section 2703(f) demahd requifiﬁg
copying and preservation of Basey’s email and other'mevssages, it was a Fourth
‘Amendment seizure. A Fourth Amendment “seizufe” of propefty occurs when
“there is s_dme meaningful interference with an individual.’s possessory il;éeresté 1n
that property.” Jacobsen, 466 U.S. at 113; Horton v. California, 496 US }128, 133
(1990). Yahoo!’s compliance méant that Basey could no longer exclude tile |
government from accessing, searching, using, or sharing his private messages and
associated data. It meant that he could no longer delete his messages. Because of
the receipt of the 2703(f) letter; whatever the u;er did to‘his information, a copy
would nevertheless remain for govgmmeﬁt u;e. That cobyiﬁg e‘md _preseﬁaﬁon
meaningfully interfered with his possessory interesté—and thus. colﬁstituted a
Fourth Amendment seizure. | | N

The government may argue that it neither_took possession of nor reviewed
Basey’s emails prior to ébtaining a warrant. Tﬁis is irrelevant. The wafrantless
seizure took place at the point in time when the government’s agent, Yahoo!,

copied the account data. Human examination is not required for a seizure. Rather, a
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seizure occurs when police secure or detain private property so that they may
search it later. The Supreme Court has flatly rejected the view that the Fourth
Amendment only protects property seizures where there is a corresponding privacy
or liberty invasion. See Soldal, 506 U.S. at 62—65 (holding that dragging away a
mobile home was a seizure even though officers had not entered the house,
rummaged through the possessions, or detainéd the owner). Similarly, in United
States v. Place, the seized a container and did not allow anyone to iouch it or its
contents while the police obtained a search warrant—but ﬁle Court held this was a
seizure governed by the Fourth Amendment. 462 U.S. 696, 707 (1983) (“There is _}
no doubt fhat tﬁe agents rﬁéde a ‘seizure’» of Place".s luggage for purposes of the.
Fourth Amendrhent when; following his refusal to .consent toa searéh, the agent
told Place that he was going to take the luggage to a federal judge to secﬁre |
issuance of a warrant.”). Likewise, private accoﬁnt dz;ta isF seized at the moment
that providers coiay and preserve that information i)umuant to fhe government’s
demand. Tﬁe section 2703(f) letter process interferesﬂ with an email accouﬁt
holder’s Fourth Afnendment—protected interests éven if an investigator never

examines the materials.

E. The Government’s Warrantless Seizure of Mr. Basey’s Private
Information Was Unreasonable.

The government seized Basey’s emails without a warrant when Yahoo!

copied the data for investigators. The record here does not justify this warrantless
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seizure, especially not for nine months. The seizure of Basey’s emails was
unreasonable and unconstitutional.

It is a cardinal Fourth Amendment rule that “[a] seizure conducted without a
warrant is per se unreasonable . . . subject only to a few specifically established
and well-delineated exceptions.” Sandoval v. Cty. of Sonoma, 912 F.3d 509, 515
(9th Cir. 2018); United States v. Hawkins, 249 F.3d 867, 872 (9th Cir. 2001)

(quoting Minnesota v. Dickerson, 508 U.S. 366, 372 (1993)). “When the right of
| privacy must reasonably yield to the right of search (and seizure) is, as a rule, to be
decided by a judicial officer, not by a policeman or Government enforcement
-agent.” United States v. McCormick, 502 F.2d 281, 285 (9th Cir. 1974) (quoting
Johnson v. United States, 333 U.S. 10, 14 (1948)). Review by a neutral and
objective judicial magistrate who weighs the importance of the constitutional
safeguards of the Fourth Amendment with law enforcement interests helps ensure
law enforcement actions are not abusive or unjustified. The purpose of requiring a
warrant is to minimize the risk of “arbitrary invasions by governmental officials”
to the “privacy and security of individuals{.]” Camara v. Municipal Ct., 387 U.S.
523, 528 (1967). The warrant process “‘assures the individual whose property is
searched or seized of the lawful authority of the executing officer, his need to
search, and the limits of his power to search.”” Groh v. Ramirez, 540 U.S. 551, 561

(2004) (quoting United States v. Chadwick, 433 U.S. 1, 9 (1977)). In other words,
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the warrant speciﬁc.ally describing the items to be seized legitimates an officer’s
authority to seize those items. See San Jose Charter of the Hells Angels Motorcycle
Club v. City of San Jose, 402 F.3d 962, 973 (9th Cir. 2005).

Here, no warrant authorized the government’s seizure of Mr. Basey’s email
account. Thus, the government bears the burden of showing that its watrantless
seizure falls “under one of a few specifically established exceptions to the-warrant
requirem_ent.” United States v. Huguez-Ibarra, 954 F.2d 546, 551 (9th Cir. 1992).
No exception applies.

The government may argue that Basey consented to the seizure of his
account via the Yahoo! terms of service or privacy policy. But these materials do.
not vitiate users’ Fourth Amendment interests. Courts have repeatedly rejected the
argument that they do. See e.g., Warshak, 631 F.3d at 286; Heckenkamp, 482 F.3d
at 1146-47; Carpenter, 138 S. Ct. at 2220; see also supra Section 1.B. Nearly every.
terms of service and privacy policy states that the provider may disclose
information pursuant to valid legal process and legal requests.»’I_'hat is a statement
of fact, not an expression of consent. If these notices authorized warrantless
seizures and searches, most of our email communications would lack Fourth
Amendment protection. As the courts have repeatedly made clear, that is hardly the

case.
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More to the pbint, the government may argue that this warrantless seizure
was justified to preserve evidence pending investigators’ application for a search
warrant. Under the exigency exception to the warrant requirement, a warrantless
search or seizure may nevertheless be constitutional if: “(1) [officers] have
probable cause to believe that the item or place . . . contains evidence of a crime,
and (2) they are facing exigent circumstances that require immediate police
action.” United States v. Camou, 773 F.3d 932, 940 (9th Cir. 2014); see United
States v. Ojeda, 276 F.3d 486, 488 (9th Cir. 2002). The circumstances must “cause
a reasonable person to believe that entry or search was necessary to prevent °
physical harm . . . the destruction of relevant evidence, the escape of the suspect, or
some other consequence improperly frustrating legitimate law enforcement
efforts.” Camou, 773 F.3d at 940 (alterations and citations omitted). Thus, the
exigency exception applies when officers are in “hot pursuit” of a fleeing suspect,
the suspect might threaten the safety of police or others, or when evidence of the
crime or contraband might be destroyed. See Warden v. Hayden, 387 U.S. 294
(1967) (fleeing suspect); Ryburn v. Huff, 565 U.S. 469 (2012) (threat of injury);
Kentucky v. King, 563 U.S. 452, 455 (2011) (destruction of contraband).

The government has not met its burden to establish exigency here. The
record does not appear to establish probable cause to seize or search Basey’s email

account at the time investigators sent the section 2703(f) letter to Yahoo!. Email
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accounts contain highly sensitive information and the invasion of privacy and
interference with property is extreme. Without probable cause, the government has
no demonstrable right to the information, and its seizure is unreasonable. See
Camou, 773 F.3d at 940.

The need to preserve evidence that might be destroyed can justify a
warrantless seizure, but only for as long as the exigency lasts. The exigency
exception is limited to the length of the exigency itself. See Mincey v. Arizona, 437
U.S. 385 (197 8). A warrantless search or seizure under the exigency exception
must be limited in scope so that it is “strictly circumscribed by the exigencies .
which justify its initiation.” Id. at 393. At some point, the duration of a seizure can
exceed the time required to promptly prepare and obtain a warrant—rendering the .
seizure unreasonable. : \

If investigators reasonably believed that the contents of Mr. Basey’s account
could be destroyed, it is beyond imagination that exigency lasted for nine
months—beyond even what the statute permits. Even if initially copying Basey’s
emails was lawful, retaining them for nine months was not. The Fourth .
Amendment governs both the initial copying of data and also its retention. Given
how strong the individual’s privacy and property interests are, and the weak
government interest in stpckpiling private communications in the absence of any

genuine exigency, this ongoing retention was unreasonable as well. In Mincey, the
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Supreme Court held that a four-day long warrantless search of appellant’s
apartment following a shoot-out was impermissible, even though the investigators
were initially legitimately at the premises and investigating a murder. Mincey, 437
U.S. at 394. In Place, the Court suppressed evidence obtained after investigators
detained the defendant’s luggage for ninety minutes. Place, 462 U.S. at 696, 710.
The Court held that “the length of the detention of respondent's luggage alone
precludes the conclusion that the seizure was reasonable in the absence of probable
cause.” Id. at 709 (emphasis added).

Thus, in both Mincey and Place, an initial seizure was justified by exigency.
But prolonged interferences with Fourth Amendment interests converted lawful
police action into unconstitutional ones. Likewise, here, because the government
compelled the retention of Basey’s data long past any time period necessary to
obtain legal process, that seizure was unreasonable.

F. Section 2703(f) Forces Providers to Perform Unconstitutional
Seizures on Behalf of Law Enforcement.

The statute authorizes warrantless seizures that last 90 dayé by default and
are untethered from any showing bf exigency. The Fourth Amendment requires |
more than that to justify such a warrantless intrusion. Section 270I3(f). states that a
provider must preserve reéords “pending the iséuance ofa cou1:t order ;)r other
process.” But the statﬁte does not contain any judicial oversight, notice, or

obligation to seek a warrant within a reasonable amount of time. 18 U.S.C.
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§ 2703(f). As a result, investigators routinely copy and preserve private email.
account information just in case. Sometimeé the police come back for the data
months later. Sometimes they do not. See supra Statutory and Factual Background.
Meanwhile, the most sensitive of our personal materials is preserved in
anticipation of government perusal at some undetermined future point.

The need to preserve evidence is a legitimate law enforcement interest. But -
officers must have probable cause to believe that the item contains evidence of a
crime, and must be facing exigent circumstances that require immediate police
action. Camou, 773 F.3d 932, 940. Section 2703(f) also does not limit the seizures
it authorizes to the length of the exigency as the Fourth Amendment requires. -
Mincey, 437 U.S. 385. Instead, section 2703(f) provides a 90- or 180-day retention,
period, regardless of the facts of the case. It is hard to. imagine any situation where -
the government has the requisite probable cause but needs 90 days or more to seek -
a warrant. - .

Congress could pass a statute that would lawfully obhgate prov1ders to
preserve account 1nformat10n in exigent c1rcumstances At the very least a
constitutional statute would authonze law enforcement to make preservatlon‘
demands if investigators have probable cause, are. in the processv of seeking a

warrant, and there is a risk of spoliation. In that situation, upon rece1pt of the

demand, a prov1der could be required copy and retain the data for a short perlod of

B
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time while the government applies for the warrant. Unfortunately, to the detriment

of tens or even hundreds of thousands of people each year, this is not what section

2703(f) does.

CONCLUSION

Mr. Basey’s emails were warrantlessly seized for nine months, an

unreasonable amount of time for law enforcement to interfere with an individual’s

powerful constitutional interest in these private and personal digital papers. For

these reasons, this Court should hold that the government’s seizure of Mr. Basey’s

Yahoo! emails pursuant to section 2703(f) violated the Fourth Amendment.
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