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Opinion of the Court of Appeals for the Eleventh Circuit
[PUBLISH]

IN THE UN ITED STATES COURT OF APPEALS
FOR THE ELEVENTH CIRCUIT

No. 17-15011
D.C. Docket No. 1:17-cr-20221-JEM-1
UNITED STATES OF AMERICA, |
Plaihtiff-Appellee_,
- Versus
' ISABEL YERO GRIMON,
befendant—Appéllant.

Appeal from the Unitéd States District Court
for the Southern District of Florida

| (May 13, 2019)

Before MARCUS, GRANT and HULL, Circuit Judges.
HULL, Cireuit Judge:

After pleading guilty, Isabel Yero Grimon appeals her convictions for posséssing 15
'or more unauthorized access devices and aggTavated_ideﬁtify theft. Defendant Gﬁmon argues
that the factual proffer supporting her guilty plsa was insufficient to establish that the
unauthorized access devices she possessed affected interstate commerce and, therefore, the
district court lacked subject matter jurisdiction. The Question presented is whether the
district court has subject matter jurisdiction over a criminal case to accept a guilty plea

Whe_re: (1) the indictment charges a violation of a valid federal criminal statute and sets forth
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the interstate commerce element of ';he crime; (2) the factual proffer for the guilty plea states
the government at trial would prove that the defendant’s conduct affected interstate
commerce; but (3) the factual proffer does not contain any underlying facts explaining how
the interstate commerce nexus was satisfied.

After review, and with the benefit of oral ‘argument, we conclude that the interstate
commerce element in § 1029(a)(3) is not “jurisdictional” in the sense of bearing on whether
_the di‘strict‘ court has subject matter jurisdiction to adjudicate a case, and thus the
government’s alleged failure to prove sufficiently the interstate commerce nexus does not
deprive the district court of ité subject matter jurisdiqtion over Grimon’s criminal case. Thus,
we affirm Grimon’s convictions.

L. BACKGROUND
A. Arrest

On January 18, 2017, officers condu_ctéd a traffic stop of Grimon’s vehicle after |
bbserving her swerving between lanes and determining, through a records check, that there.
was an active warrant for her arrest out of Texas. Grimon was arrested on the active Wari'ant,
and officers conducted a search incident to that arrest.

During the search, officers found 19 blank credit cards in Grimon’s vehicle, 16 of Which
were encoded with acecount numbers issued to 10 other persons. Officers also.recovered a
thumb drive from Grimon, which contained 134 credit card accouht numbers issued to other.
persons. Grimon admitted that (1) she knew the blank cards were re-encoded with credit card

account numbers issued to other persons, (2) the credit card numbers on the thumb drive did
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not belong to her, and (3) she was not authorized to possess those accbunt numbers by their
OWners.
B. Indictment and Plea
In March 2017, a fedéral grand jury charged Grimon with (1) one count of posslession

- of 15 6r more ﬁnauthorized access devices, in violation of 18 U.S.C. § 1029(a)(3) (Count 1), and
(2) three counts of aggravated identity theft, in Violation of 18 U.S.C. § 1028A(a)(1) (Counts
2-4). Count 1 Speciﬁcally charged that Grimon knowingly, and with intent t(‘) defraud,
poss‘essed 15 or more unauthorized accesé devices and that “said conduct affect[ed] interstate
and fofeign commerce.” | | |

In July 2017, pursﬁant to a written plea agreement, Grjmon pled guilty to Counts 1
| and 2 of the indictmenﬁ, and the govefnment agreed to disfniss Counts 3 and 4. In connection
with her plea agreemént, Grimon éxecuted a factual proffer detailing the offense conduct
described above. As to all of the elements of Count 1; Grimon’s factual proffer stated that, had
the case gone to trial, the government would have proved beyond a reasonable doubt thét
Grimon “did khowingly, and with intent to defraud, possess ﬁf’peen (15) or more devicés which
are countér‘feit aﬁd unauthorized access devices, said conduct affecting interstate and foreign
commerce.” |

At the change of plea hearing, Grimon confirmed, through an interpreter, thaf she
_received a copy of the indictment and had an opportunity to fully discuss the charges with her
attorney. The government summarized the charges in Counts 1 and 2 In doing so, the
goyernment explicitly stated with respect to Cou;lt 1 that one of the elemehts of the offense
“isthat the D‘efendant’s conduct in some way affected commerce between one state and other
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states or between a state of the United States and a foreign country.” Grimon then confirmed
that she understood the charges to which she was pleading guilty. The government_ also read
the factual proffer into the record. That proffer included a stipulation that. the government
would have proven at trial that Grimon “did knowingly and with intent to defraud, possess
15 or more devices which are counterfeit and unauthorized access devices, said conduct
affecting interstate and foreign commerce.”

Afte:r this recitation, through an interpreter, Grimon agreed that the government’s
recitation of the facts was correct and that it could prove those fatcte at trial. Grimon also
confirmed that she had read and discussed the factual proffer with her attorney before
signing it. Grimon’s attorn-ey stated that he wes bilingual and was able to translate the‘factual
proffer into Spanish for Grirnon, that he explained the factual proffer to her, and that he was
confident she understood its contents.

Grimon pled guilty to Counts 1 and 2, .and the district courti accepted her plea. The
distriet court found that Grimon was “fully competent and capuble of entering an informed
plea” and that “her pleas of guilty [were] knowing and voluntary pieas supported by an
independent basis in fact econtaining each of the essential elements of the offenses.”

- C. Sentence

Following a sentencing hearing, the district court sentenced Grimon to 12 months’
imprisonment on her § 1029(a)(8) access device conviction in Count 1, followed by a
" mandatory consecutive term of 24 months’ imprisonrnent on her § 1028A(a)(1) aggravated
identity theft conviction in Count 2. Grirnon’s total sen_tence is thus 36 months’ imprisdnment.

At that time, the district court dismissed Counts 3 and 4 of the indictment. |
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Grimon now appeals her convictions.!
IL DISCUSSION
-_ On appeal, Grimon argues that the district court lacked subject matter jurisdicﬁon
over her offenses because the factual proffer (1) merely stipulated to the interstate commerce
element of her access device offense and (2) did not contain any underlying facts showing that
her possession of counterfeit credit cards and account numbers affected interstate commerce.
Grimon stresses that the credit cards were never used.

The government responds that its indictment charged Grimon with violating a valid
federal statute, alleged an offense égainst 1%he United States and, therefore, invoked the
district court’s subject matter jurisdiction. The government argues that even if Grimon’s
stipulation—that her conduct affected interstate commerce—was an insufficient factual basis
for the interstate éommerce element of her offense, that did ﬁot deprive the district court of
subject matter jurisdiction to accept her plea.

Whether the district court had “subject matter jurisdicﬁon isa question of law that

we review de novo even when raised for the first time on appeal.” United States v. Iguaran,

821 F.3d 1335, 1336 (11th Cir. 2016).
A. Subject Matter J urisdictjon :

“Subject matter jurisdiction,” which Congress bestows on the lower federal courts by

statute, “defines the court’s authority to hear a given type of case.” United States v. Morton, |

467 U.S. 822, 828 (1984); United States v. Brown, 752 F.3d 1344, 1348 (11th Cir. 2014). In the

'On appeal, Grimon does not challenge the district court’s sentencing guidelines
calculations or the procedural or substantive reasonableness of her sentence.
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context of federal crimes, Congress has granted federal district courts original jurisdiction

“of all offenses against the laws of the United States.” Brown, 752 F.3d at 1348; 18 U.S.C. §
3231. Assuch, “[s]olong as the indictment charges the defendantwith violating avalid federal
statute as enacted in the United States Code, it alleges ‘an offense against the laws of the

.United States,” and, thereby, invokes the district court’s subject;matter jurisdiction.” Brown,

752 F.3d at 1354; see also Alikhani v. United States, 200 F'.3d 732, 734-35 (11th Cir. 2000). An
effect on interstate commerce may be required for Congress to have authority under the
Commerce Clause to forbid the conduct and make it a federal crime in the first place. United

States v. Lopez, 514 U.S. 549, 562 (1995). But if an indictment itself allegés a violation of a

valid federal statute, the district court has subject matter jurisdiction of that case.
In contrast to subject matter jurisdiction, some federal statutes do contain what is

»

referred to as a “jurisdictional element”—that is, an element of the offense requiring the
government to prove that the defendant’s offense had some nexus with interstate or foreign

commerce. See, e.g., United States v. Suarez, 893 F.3d 1330, 1333 (11th Cir. 2018) (“This'

statute contains a jurisdictionai element—the offense, in the case of én attempt, ‘would have
affected interstate or foreign commerce.” (qﬁoting 18 U.S.C. § 2332a(a)(2)(D))). In ’;his very
case, § 1029(a)(3), under which Grimon was convicted in Count 1, contains such an interstate
‘commerce element. 18 U.S.C. § 1029(a)(3). Specifically, § 1029(a)(3) provides tha'p whoever
“knowingly and with intent to defraud poésesses fifteen or more devices which ére counterfeit
oi' unauthorized access devices shall, if the offense affects interstate or fbreign commerce,

be punished as provided in subsectibn (¢) of this section.” Id. (emphasis added).



Nonetheless, interstate commerce jurisdictional elements, such as § 1029(a)(3)‘s, are
not “jurisdictional” in the sense of bearing on whether or _ndt the district court has subject
matter jurisdiction or authority to adjudicate the case. See Alikhani, 200 F.3d at 735. Rather, |

the interstate commerce element is “jurisdictional” only in the sense that it relates to the

power of Congress to regulate thé forbidden conduct. See id.; see also Lopez, 51_4.U.S. at
561-62 (indicéting that interstate commérce elementé are meant to limit the reach of federal
| statutes to ensure the conduct they regulate falls vﬁfhin Congress’s Commerce Clause
powers).

- This Court has therefore explained that, when it comes to federal criminal statutes
requiﬁng an i{lterStaté commerce nexus, the gox;ernment’s failure to sufﬁciently allege or
prove the interstate commerce ele_inent does not deprive the district court of its subject
v métter juﬁsdiction over thé criminal ease. Alikhani, 200 F.3d at 735. Thls Couft in Alikhani

reasoned that,rwhile “la]n effect on interstate commerce may be required for Congress to
have authority under the Commerce Clause to forbid certain conduct,” that “does not imply
that a district court faced with an insufficient interstate-commerce nexus loses subject-matter
. jurisdiction of the case.” Id. Stated differently, even if an indictment fails to allege sufficient
facts to support, or the government does not present sufficient ’ev'idence to prove, an
interstate commercé nexus; the district ‘court still has subject mafter jurisdiction to

adjudicate the case under § 3231, including, for example, the power to dismiss the indictment

for failure to allege facts showing the deféndant committed the cha’i‘ged offense. See id.; see

also Brown, 752 F'.3d at 1348-49 (discussing Alikhani).



Here, Grimon makes the same argument this Court explicitly rejected in Alikhani. )
Grimon asserts that because her stipulated factual proffer merely stated that her § 1029(a)(3) |
offense affected interstate commerce, without providing supporting facts to explain how her
conduct affected interstate Icommerce, the district court lacked subject matter jurisdiction
over her case. But as this Court explained in Alikhani, tile government’s alleged failure to-
sufﬁciently establish an interstate commerce nexus does not deprive the district court of its
subject matter jurisdiction under § 32315 See Alikhani, 2001.F.3d at 735. All that was required
for the distriet court to exercise subject matter jurisdiction over Grimon’s case was an
indictment charging her with a violation of a vali(i federalv law enacted in the United States
Code, and the indictment here did just that. See Brown, 752 F.3d at 1354. The indictment
tracked the statutory language in § 1:029(a)(3),'charg'ing tha_t Grimon: |

did knowingly, and with intent to defraud, possess fifteen (155 or more

counterfeit and unauthorized access devices, that is, counterfeit credit cards

encoded with account numbers issued to other persons and credit card account
numbers issued to other persons, said conduct affecting interstate and foreign
commerce, in violation of Title 18, United States Code, Sections 1029(a)(3) and

2.

Whether thatv indictment sufficiently alleéed, or Grimon’s subsequent factual proffer
sufficiently demonstrated, an interstate nexus is merely a non-jurisdictional challenge to the
sufficiency of the evidence as to that element of the offense and has no bearing on t}ie (iistrict
court’s power to adjudicate her case or subject matter jurisdiction. See Alikhani,'200 F.3dat

735. Thus, we reject Grimon’s claim that the district court lacked subject matter jurisdiction

to accept her plea. -



B. Iguaran

We recognize that Grimon relies on this Court’s decision in United States v. Iguaran,
821 F.3d 1335 (11th Cir. 2016). But as we explain below, that reliance is misplaced. Iguaran
dealt with a wholly different statutory scheme, which, unlike § 1029(&)(3), specifically requires
the district court to make a preliminary determination regarding subject matter
Jjurisdiction—not just an interstate commerce “jurisdictional element”—before proceeding
with a case.

In Iguaran, the defendant pled guilty to a cocaine cbnspiracy offense under the
Maritime Drug Law Enforcement Act (‘%MDLEA”). Id. at 1336. .Among other things, the
sfatutory text of the MDLEA “makes it a crime to conspire to distribute a controlled
substancelwhile on board ‘a vessel subject to the jurisdicti Id. (quoting 46 U.S.C. §§
70503(a)(1), 70506(b)). Unlike the interstate Eommerce element in § 1029(a)(3), this “vessel

subject to the jurisdiction of the United States” requirement in the MDLEA is

“jurisdictional” in the true, subject matter jurisdiction sense of the word. See id. Specifically,

the MDLEA expressly states that “[jlurisdiction of the United States with respect to a vessel
subject to this chapter is not a Id. (quotihg 46 U.S.C. § 70504(a)). Instead, “[jlurisdictional
issues arising under this éhapter are preliminary questions of law to be determined solely by
the trial judge.” Id. (quoting 46 U.S.C. § 70504(a)). .

Ih light of this statutory language in the MDLEA, this Court has “interpretgd the on
bioard avessel subject to the jurisdiction of the United States” proviéion “asa congressionally.
imposed limit on courts’ subject matter jurisdiction, akin to the amount-in-controversy |

requirement conta Id. (internal quotation marks and citation omitted). Consequently, for a
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* district court to have adjudicétory authority over a charge that the defendant conspired to

violate a substantive crime defined in the MDLEA, the government must make a preliminary

' s};o“dng that the vessel was, when apprehended, subject to the jurisdiction of the United
States. Id.

In lgm, this Court vacated .the defendant’s guilty plea because the district court

did not make any factual findings with respect to its subjecf matter jurisdiction ﬁnder the

MDLEA, and the record contained no facts from which such juriédiction could be determined.

See id. at 1337-38. We then remanded the case to the districf court for the limited purpose
of determining whether Subject matter jur'isdiction existed, after afi;ording both parties an
opportlihity to present eyidence bearing on whether Iguaran’s vessel was subject to the
jurisdiction of the United States. Id. at 1338.

Thpugh Grimon is correct that this Court held in Iguaran that parties may not
stipulate to jurisdiction, but rather oniy to underlying facts that bear on the jﬁrisdictional
inquiry, that holding is simply irrelevant to her case. ﬁ at 1337. Iguaran involved the

MDLEA, where the statutory text made clear that “jurisdiction” is not merely an element

of the offense. See id. at 1336 (““Jurisdiction of the United States with respect to a vessel

- subject to this chapter is not an element of an offense.” (emphasis added) (quoting 46 U.S.C.
§ 70504(a))). l_gga_i;@_, as-explained above, dealt with a statutory requirement that was truly
“jurisdictional”—that is, without facts éhowing that Iguaran’s vessel was subject to the
jurisdiction of the United States, the district court in that case had no authority to adjudicate

his case. M
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Here, by contrast, § 1029(a)(3) did not require the district court to determine that
Grimon’s offense affected interstate commerce to have subject matter jurisdiction. See 18

U.S.C. § 1029(a)(3). Rather, the interstate nexus requirement was simply one of several

elements of Grimon’s § 1029(a)(3) offense that the government had to prove. See id.; United

States v. Klopf, 423 F.3d 1228, 1240 (11th Cir. 2005) (indicating that an effect on interstate

or foreign commerce is an element for offenses under § 1029(a)). Nelther _gm nor any
other case 01ted by Grimon has held that this interstate nexus requlrement is akin to the
amount in controversy requirement in 28 U.S.C. § 1332 or to the jurisdictional requirement '
in the MDLEA. And we squarely hold that it is not. So, whether the gover‘nment proved the
interstate commerce nexus or failed to prove it, the disi;rict court still had subject matter
jurisdiction over Grimon’s case and her .Count 1 conviction. See Alikhani 200 F.3d at 735.

As to her aggravated 1dent1ty theft conviction in Count 2, Grimon’s statute of
conviction, 18 U.S.C. § 1028A(a)(1), 1tself does not contam an interstate commerce element
See 18 U.S.C. § 1028A. However, because a conviction under § 1028A is predicated on the
unlawful transfer, leossession, or-use of ameans of identification “during and in relation to [an
enumerated] felony violation,” Grimon argues that, if the district court lacked subject matter
jurisdiction over the § 1029(a)(3) offense in Count 1, it likewise lacked subject mdtter
jurisdiction over the § 1028A(a)(1) offense in Count 2: For the reasons stated above, we reject
Grimon’s jurisdiction claim as to Count 2 as well.
C. No Other Claim

As a final matter, Grimon’s brief on appeal did not raise any error or argument other
than the subject matter jurisdictional one addreseed above. More specifically, as the
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government points out, Grimon has not raised on appeal, and has therefore abandoned, any
 claim or argument that the alleged insufficiency of the factual proffer as to the interstate

commerce element violated Federal Rule of Criminal Procedure 11 or rendered her plea

unknowing or inybluntary. See Unitéd States v..J ernigan, 341 F3d 1273, 1283 n.8 (11th Cll‘
2003) ('e/xplain.ing that issues not raised on appeal are deemed abandoned). |

Accordingly, we do not address whether any alleged insufficiency in Gﬁmoﬁ’s factual
proffer as to the interstate commerce element of her § 1029(a)(3) offense invalidated her
guilty plea. Because Grimon has raised no claim of Rule 11 error, we also do not address the
government’s argument that the doctrine of invited error épplies because Grimon agreed in
her factual proffer that the government could have established at trial that her copduct
affecfed interstate or foreign commerce.

IIL CON CLUSION
Fbr the foregoing reasons,.we affirm Grifnon’s two convictions.

AFFIRMED.
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Order Denying Rehearing and Rehearing En Banc
Case: 17-15011 Date Filed: 07/16/2019  Page: 1of 1

IN THE UNITED STATES COURT OF APPEALS
FOR THE ELEVENTH CIRCUIT

No. 17-15011-FF

UNITED STATES OF AMERICA,

Plaintiff-Appellee,

Versus |

ISABEL YERO GRIMON,

Défeﬁdant-Appellant.

Appeal from the United States District Court for the Soufhern Distﬁct of Florida

ON PETITION(S) FOR REHEARING AND PETITION(S) FOR REHEARING EN BANC
BEFORE: MARCUS, GRANT and HULL Circuit Judges '
PER CURIAM: e .
The Petition for Rehearing En Bane is DE NIED, no Judge in regular active service on
the Court having requested that the Court be polled on rehearing en banc. (FRAP 35) The
Petition for Panel Rehearing is also DENIED. (FRAP 35, IOP 2)

ENTERED FOR THE COURT:

':MMW\ TW

UNITED STATES CIRCUIT JUDGE

ORD-42
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Text of Provisions 6f Law Involved

Title 18 U.S.C. § 1028A provides:

law—

(a) Offenses.—

(1) In general.—Whoever, durmg and in relation to any felony
violation enumerated in subsection (c), knowingly transfers,
possesses, or uses, without lawful authority, a means of identification
of another person shall, in addition to the punishment provided for
such felony, be sentenced to a term of imprisonment of 2 years.

(2) Terrorism offense.—Whoever, during and in relation to
any felony violation enumerated in section 2332b(g)(5)(B), knowingly
transfers, possesses, or uses, without lawful authority, a means of '
identification of another person or a false identification document -
shall, in addition to the punishment provided for such felony, be
sentenced to a term of imprisonment of 5 years.

(b) Consecutive sentence.—Notwithstanding any other provision of

(1) a court shall not place on probation any person convicted of
a violation of this section; ‘

(2) except as provided in paragraph (4), no term of
imprisonment imposed on a person under this section shall run
concurrently with any other term of imprisonment imposed on the
person under any other provision of law, including any term of |
imprisonment imposed for the felony during which the means of
identification was transferred, possessed, or used;

(3) in determining any term of imprisonment to be imposed
for the felony during which the means of identification was
transferred, possessed, or used, a court shall not in any way reduce
the term to be imposed for such crime so as to compensate for, or
otherwise take into account, any separate term of imprisonment
imposed or to be imposed for a violation of this section; and

(4) a term of imprisonment imposed on a person for a violation
of this section may, in the discretion of the court, run concurrently, in
whole or in part, only with another term of imprisonment that is
imposed by the court at the same time on that person for an
additional violation of this section, provided that such discretion shall

- be exercised in accordance with any applicable guidelines and policy

statements issued by the Sentencing Commission pursuant to section
994 of title 28.
(¢) Definition.—For purposes of this section, the term “felony

violation enumerated in subsection (¢)” means any offense that is a felony
violation of—

A-14



(1) section 641 (relating to theft of public money, property, or
rewardsl), section 656 (relating to theft, embezzlement, or
misapplication by bank officer or employee), or section 664 (relating
to theft from employee benefit plans);

(2) section 911 (relating to false personation of c1tlzensh1p),

(3) section 922(a)(6) (relating to false statements in connection
with the acquisition of a firearm);

(4) any provision contained in this chapter (relating to fraud
and false statements), other than this section or section 1028(a)(7);

(5) any provision contained in chapter 63 (relating to mail,
bank, and wire fraud);

(6) any provision contained in chapter 69 (relating to
nationality and citizenship);

(7) any provision contained in chapter 75 (relating to passports
and visas);

(8) section 523 of the Gramm-Leach-Bliley Act (15 U.S.C.
6823) (relating to obtaining customer information by false pretenses);

(9) section 243 or 266 of the Immigration and Nationality Act
(8 U.S.C. 1253 and 1306) (relating to willfully failing to leave the
United States after deportation and creating a counterfeit alien
registration card);

(10) any provision contained in chapter 8 of title II of the
Immigration and Nationality Act (8 U.S.C. 1321 et seq.) (relating to
various immigration offenses); or

(11) section 208, 811, 1107(b), 1128B(a), or 1632 of the Social
Security Act (42 U.S.C. 408, 1011, 1307(b), 1320a-7b(a), and 1383a)
(relating to false statements relating to programs under the Act).

Title 18 U.S.C. § 1029 provides:

(a) Whoever— :
(1) knowingly and with intent to defraud produces, uses, or
traffics in one or more counterfeit access devices;

(2) knowingly and with intent to defraud traffics in or uses one
or more unauthorized access devices during any one-year period, and
by such conduct obtains anything of value aggregating $1,000 or
more during that period;

(8) knowingly and with intent to defraud possesses fifteen or
more devices which are counterfeit or unauthorized access devices;

(4) knowingly, and with intent to defraud, produces, traffics in,
has control or custody of, or possesses device-making equipment;

(6) knowingly and with intent to defraud effects transactions,
with 1 or more access devices issued to another person or persons, to
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receive payment or any other thing of value during any 1-year period
the aggregate value of which is equal to or greater than $1,000;

(6) without the authorization of the issuer of the access device,
knowingly and with intent to defraud solicits a person for the purpose
of— -

(A) offering an access device; or
(B) selling information regarding or an application to
obtain an access device;

(7) knowingly and with intent to defraud uses, produces,
traffics in, has control or custody of, or possesses a
telecommunications instrument that has been modified or altered to
obtain unauthorized use of telecommunications services;

" (8) knowingly and with intent to defraud uses, produces,
traffics in, has control or custody of, or possesses a scanning receiver;

(9) knowingly uses, produces, traffics in, has control or
custody of, or possesses hardware or software, knowing it has been
configured to insert or modify telecommunication identifying
information associated with or contained in a telecommunications
instrument so that such instrument may be used to obtain
telecommunications service without authorization; or

(10) without the authorization of the credit card system
member or its agent, knowingly and with intent to defraud causes or
arranges for another person to present to the member or its agent,

. for payment, 1 or more evidences or records of transactions made by
an access device; -
shall, if the offense affects interstate or foreign commerce, be punished as
provided in subsection (c) of this section.
(b) (1) Whoever attempts to commit an offense under subsection
(a) of this section shall be subject to the same penalties as those
prescribed for the offense attempted. '

' (2) Whoever is a party to a conspiracy of two or more persons
to commit an offense under subsection (a) of this section, if any of the
parties engages in any conduct in furtherance of such offense, shall
be fined an amount not greater than the amount provided as the
maximum fine for such offense under subsection (¢) of this section or
imprisoned not longer than one-half the period provided as the
maximum imprisonment for such offense under subsection (c) of this

~ section, or both.
(c) Penalties.— ‘

(1) Generally.—The punishment for an offense under
subsection (a) of this section is— '

-(A) in the case of an offense that does not occur after a
conviction for another offense under this section—
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@) if the offense is under paragraph (1), (2), (3),
(6), (7), or (10) of subsection (a), a fine under this title
or imprisonment for not more than 10 years, or both;
and :
(ii) if the offense is under paragraph (4), (5), (8),

or (9) of subsection (a), a fine under this title or

imprisonment for not more than 15 years, or both;

(B) in the case of an offense that occurs after a
conviction for another offense under this section, a fine under
this title or imprisonment for not more than 20 years, or both;
and

(C) in either case, forfeiture to the United States of any
personal property used or intended to be used to commit the
offense.

(2) Forfeiture procedure —The forfelture of property under
this section, including any seizure and disposition of the property and
any related administrative and judicial proceeding, shall be governed
by section 413 of the Controlled Substances Act, except for
subsection (d) of that section..

(d) The United States Secret Service shall, in addition to any other
agency having such authority, have the authority to investigate offenses
under this section. Such authority of the United States Secret Service shall
be exercised in accordance with an agreement which shall be entered into by
the Secretary of the Treasury and the Attorney General

(e) As used in this section—

(1) the term “access device” means any card plate, code,
account number, electronic serial number, mobile identification
number, personal identification number, or other telecommunications
service, equipment, or instrument identifier, or other means of
account access that can be used, alone or in conjunction with another
access device, to obtain money, goods, services, or any other thing of
value, or that ¢an be used to initiate a transfer of funds (other than a
transfer originated solely by paper instrument);

(2) the term “counterfeit access device” means any access .
device that is counterfeit, fictitious, altered, or forged, or an
identifiable component of an access device or a counterfeit access
device; . o

(3) the term “unauthorized access device” means any access
device that is lost, stolen, expired, revoked, canceled, or obtained
with intent to defraud;

(4) the term “produce” includes design, alter, authenticate,
duphcate or assemble,
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(5) the term “traffic” means transfer, or otherwise dispose of,
to another, or obtain control of with intent to transfer or dispose of

(6) the term “dev1ce-mak1ng equipment” means any
equipment, mechanism, or impression designed or primarily used for
making an access device or a counterfeit access device;

(7) the term “credit card system member” means a financial
institution or other entity that is a member of a credit card system,
including an entity, whether affiliated with or identical to the credit
card issuer, that is the sole member of a credit card system;

(8) the term “scanning receiver” means a device or apparatus
that can be used to intercept a wire or electronic communication in
violation of chapter 119 or to intercept an electronic serial number,
mobile identification number, or other identifier of any
telecommunications service, equipment, or instrument;

(9) the term “telecommunications service” has the meaning
given such term in section 3 of title I of the Communications Act of
1934 (47U.8.C. 153);

(10) the term “facilities-based carrier” means an entity that
owns communications transmission facilities, is responsible for the
operation and maintenance of those facilities, and holds an operating
license issued by the Federal Communications Commission under
the authority of title III of the Communications Act of 1934; and

(11) the term “telecommunication identifying information”
means electronic serial number or any other number or signal that
identifies a specific telecommunications instrument or account, or a
specific communication transmitted from a telecommunications
instrument. _

(f) This section does not prohibit any lawfully authorized
investigative, protective, or intelligence activity of a law enforcement agency
of the United States, a State, or a political subdivision of a State, or of an
intelligence agency of the United States, or any activity authorized under
chapter 224 of this title. For purposes of this subsection, the term “State”
includes a State of the United States, the District of Columbia, and any
commonwealth, territory, or possession of the United States.

(g) (1) Itisnot a violation of subsection (a)(9) for an officer,

employee, or agent of, or a person engaged in business with, a

facilities-based carrier, to engage in conduct (other than trafficking)

otherwise prohibited by that subsection for the purpose of protecting
the property or legal rights of that carrier, unless such conduct is for
the purpose of obtaining telecommunications service provided by
another facilities-based carrier without the authorization of such
‘carrier.
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(2) In a prosecution fora violation of subsection (a)(9), (other
than a violation consisting of producing or trafficking) it is an
_affirmative defense (which the deféndant must establish by a
preponderance of the evidence) that the conduct charged was
engaged in for research or development in connection with a lawful
purpose. ' S ‘
~ (h) Any person who, outside the jurisdiction of the United States,
engages in any act that, if committed within the jurisdiction of the United
States, would constitute an offense under subsection (a) or (b) of this
section, shall be subject to the fines, penalties, imprisonment, and forfeiture
‘provided in this title if the offense involves an access device issued, owned,
managed, or controlled by a financial institution, account issuer, credit card
system member, or other entity organized under the laws of the United
States, or any State, the District of Columbia, or other territory of the -
United States.
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