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UESTION PRESENTED
L Whether the Fourth Amendment prohibits the search of the content of a suspect’s
cell phone when the afﬁdavit in support of the search provides no nexus between the crime under

investigation and the use of the cell phone.
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All parties appear in the caption of the case on the cover page.
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PETITITON FOR A WRIT OF CERTIORARI

Michael Goynes respectfully petitions for a writ of certiorari to the Nebraska Supreme

Court in State v. Goynes No. S-18-135.
OPINION BELOW

The opinion of the Nebraska Supreme Court is reported at 303 Neb. 129, 927 N.w.2d

346 (2019) (No. S-18-135) and is attached at (App. A).
STATEMENT OF JURISDICTION

The Nebraska Supreme Court issued its opinion on May 1"7, 2019 (App. A). This Court’s

jurisdiction is invoked under 28 U.S.C. Section 1257 (éj. e

CONSTITUTIONAL PROVISIONS INVOLVED

L

The Fourth Amendment states that “The right of the people to be secure in their persons,
houses, papers, and effects, againét unreasonable searches and seizures, shall not be Vic;lated, ;a.nd
no Warraﬁts shall issue, but upon probable cause, supported by Oath or affirmation, and
particularly describing the place to be searched; and the persoris or things to be seized.”

The Fourteenth Amendment states in pertinent part that “... nor shall any state deprive
any person of life, libert, or property ‘Without due processof law” Lo

STATEMENT OF THE CASE

The Petitioner, Michael Goynes was c'(-)vnv.ic.t'ed By a Juryof Murder in the First Degree,

Use of a Deadly Weapon (firearm) to Commiit a Felony, and Possession of a Deadly Weapon by

a Prohibited Person. He was seritericed to life in prison on thé murder charge, 45 to 50 years in



prison on the charge of Use of a Deadly Weapon to Commit a Felony, and 20 to 25 years in
prison on the charge of Possession of a Deadly Weapon by a Prohibited Person.

At 4:25 p.m. on April 25, 2016, Omaha police were called to an Omaha apartment
complex for a report of gunshots fired. Upon arrival, they found Barbarba Williams laying dead
on the ground in front of an exterior stoop attached to the apartrﬁen’; building. She had been been
shot in the chest. The investigation led to Goynes as a suspect in the shooting and he turned
himself in to police on April 30, 2016. When Goynes was taken into custody, he was in
possession of an LG Tribute 5 cell phone. Police seized the cell phone and obtained a search
warrant authorizing the examination and extraction of electronically stored information
contained in the cell phone.

The affidavit in support of the search warrant indicated that two witnesses observed the
shooting. These two witnesses Were acquainted with Géyﬁés' and identified him as the shooter.
Both witnesses observed Goynes exit a white vehicle béf’o"r"e""‘%if)ﬁroacbhinglthe stoop where '
Williams and two males were seated, and commence firinig. Both witnesses observed otheér
occupants of the white vehicle but none of them ever exited the vehicle.

Goynes filed & miotion to suppress thie information obtainéd from the cell phohe based on
the warrantless seizure of the ¢l phone anid the ’abs‘eﬁ;cé*'6“f'";'sf66551e"‘cause 6 believe ftems of
evidence would be found in the contents of the phone. Additionally, Goynes asserted that the
search warrant violated the particularity réquirement of the Fourth Afnendment. "~

" At the hearing on'the rhét’ib’h 10 éﬁiﬁﬁrészs,’"thé Stateplaced thie search warrant and the
affidavit in support into evidence. These dociments arelncluded herein and identified as
“Appendix B”. In addition to the informaiion stated above; the affidavit recited a litany of
generic assérti'o'ns as to why police bélievé that 1nformat10n aborit 4 crime will be found in the
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contents of a cell phone. The affidavit pfovided no evidence from any source that the shooter had
communicated about the shooting over his cell phone, that the 'sho_oter used his cell phoné- to take
photographs orvideo of the shooting,vor that the shooter communicated about the shooting on
social media. The affiant, DctéctiVe Larry Cahill of the Oméha police homicide unit, testified at
the motibn héarihg, He acknoWledged that the éyvé_wit»nesisvevs.fdid ript p;ovide any mformatlon or
eVidence t}llat.they .o‘bser.ved the sﬁooter usmg or pov‘sse‘ssviné a cell phone”when.t}lle‘y‘ sawhlm
during the commission of the shooting. , |

The trial court denied the motion to suppresé and the prosecution was allowed to present
the information obtained from the phone pursuant to the séarch warrant at Goynes’ trial. This
evidence included information that the phone was in fréquer;t use before and after the shooting
but there was an absence of phone activity between 4:19 p.m. and '5:08 p.m. on April 25%:; The -
evidence also included browsing activity aftér the shooting 16 include écéés’sing websités of local
news channels coverage of the homicide.

After his conviction, Goynes appealed and the Nebraska Supreme Court affifmed the trial
court’s findings that there was sufficient probable cause to search the contents of the cell phone
and that the search warrant did not violate the particularity requitement of the Fourth
Amendment.

REASONS FOR GRANTING THE WRIT ~

The opinion of the Nebraska S'ubremé Court al:lS\iv"s"."for‘; {ie warrantless seizure and
subsequent search of the contents of & /susp(ects‘cell' ph.on'e"-’afié:r having obtained a séarch warrant,
even though the police had no information that the cell phone had been used to plan, commit or
cover up the crime or that it contained any evidence of the crifiie. The Nebraska Supreme Coutt’s

written opinion in this case does not even attempt to establish a nexus between the cell phone



and the crime under investigétion. On the other hand, many pqufts require evidence of a nexus
between the cell phone and the crime undc; investigation before approving a search warrant for
the contents of a cell phone. These éourts further require more than a police officer’s opinion that
a generic suspect’s cell phone frequently contains evidence of a crime. To follow the Nebraska
Court’s opinion to its logical conciusion, if a person isa_cc#sgd ;)f a %:rime, his cel'l i)hone .is fair
game for police seizure énd subsequént search of the de\./’ice. The fact thaf there is p‘robabl‘e cause
to arrest a person for a crime cannot per se provide probable cause to search his or her cell phone
and other electronic devices. The nexus requirement involves both the issue of probable cause
and the particularity réquire“mentvo‘fnfhe. Fourth Amendment made applicable to the states through
the due process clause of the Fourteenth Amendment.

“This Court should provide guidance and state unequivocally that without some nexus
between a suspect’s cell phone and the crime Under:invésﬁgaﬁon,‘there f_:ould be rio finding of
probable cause to search the cell phone. I addition, this Cotrt should state unequivocally that
the particularity requirement contained in the Fourth Ameéndmenit has héightehed'reléVaﬁCe when
it comes to ‘searching cell phones. Far fédqrriahy{ search warratits ‘f'(’)r’"céli'f)hbnés: afe"o’%ﬂ&r broad
and allow police to search for virtually everything conitained in th phione. With the éver -
increasing number of cell phones in i‘heAhaﬁd's‘ of V1rtua11y everyperson over the age of ten, this
issue will repeatedly be litigated, with inconsistent results, until this court decides whether or not
probable cause for an arrest, without evidencé of 4 nexits betiween the crime and the suspect’s
cell phone, provides law enforcement probable cause to seize and search the contents of cell
phones.

M‘any‘ courts, .ir'i'c'ludi'ng' the Nebraska Supréme'édd:rt' iﬁ‘tﬁis"éas‘é, have diﬁpéhéed with the

nexus requirement when it comes to approving séarch watratits for cell phonés. Thie Petitioner
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urges the Court to‘require: that courts hqno’r the nexusrequlrementand that, at a minirvnnm,yv_l_‘aw
enforcement nroVide evidence that,a eell ‘phone waé usedtoplan, cemmit,‘ er cover up a crime or
that it contains evidence of a crime before a ﬁnding of nrobable cause can be made.

In Riley v. California 573 U.S. 373, 134 S. Ct. 2473, 189 L.Ed. 430 (2014) this Court
determined that in most cases, a search of a suspect’s cell phone requires a search warrant
supported by probable cause. This Conrt observed that “T he fa& that an arrestee hés diminished
privacy interests does not mean that the Fourth Amendment falls out of the picture entirely. Not
every search “is acceptable solely because a person is in custody.” Riley v. Caiifornia, 573 U.S.
373, 392, 134 S. Ct. 2473, 2488, 189 L. Ed. 2d 430 (2014).

In Riley supra, Chief Justice Roberts made it clear that the contents of a person’s cell
phone contain a treasure trove of information about an individual. The opinion outlines the
menagerie of types of information contained in the cell phone, Vincluding a list of a persons
associates, location at a given time and place, the persons interests as disclosed -by web bfowsing
history, thousands of photos or videos, and conversations in the form of text messages, just to
name a few. Given the galaxy of information retained ‘in‘é'r;ei‘é’:on’s cell phone, Chief Justice
Roberts reminded courts to be vigilant in preventing overly broad searches and honoring' the -
particularity requirement stating: -

“Our cases have recognized that the Fourth Amendrhent was the founding generation's
response to the reviled “general warrants” and “writs é)f as'sisféﬁée” of the colonial era, which
allowed British officers to rummage through homes in'an unrestrained search for evidence of
criminal activity. Opposition to such searches was in fact otie of the driving forces behind the
Revolution itself.... Modern cell phones are not just another tecnnological convenience. With all

they contain and all they may reveal, thiey hold for many Ameficans “the privacies of life,” Boyd,



supra, at 630, 6 S.Ct. 524. The fact that technology now allows an individual to carry such
information in his hand does not make the information any less worthy of the protection for
which the Founders fought. Riley supra, 573 U.S. 373, 403, 134 S. Ct. 2473, 2494-95, 189 L.
Ed. 2d 430 (2014). |

In Zurcher v. Stanford Daily, 436 U.S. 547, 556, 98 S_.Ct; 1970, 56 L.Ed.2d 525 (1978)
this court stated that“[t}he critical element in a reasonable séarch is not that the dwﬁer of
property is suspected of crime but that there is reasonable cause to believe that the specific
‘things’ to be searched for and seized are located on the property to which entry is sought.” The
same concept should be applied to the search of the contents of cell phones.

A review of several illustrative cases reveals the inconsistency with which the nexus
requirement is applied, and in some cases is totally ignored. A common thread used to 'jﬁs"tify the
search includes a recitation by the officer affiant that based on officer’s experience, individuals
involved in criminal conduct frequently use cell phonés, and ‘é\;idehcé of the crime is likély to be
found on the cell phone. Frequently, as in this case, courts have found that, the officer’s
experience, coupled with an allegation of mdltiplé'ﬁéfbétfﬁfoS;' satisfies the probable cause and
particularity requirements. Other courts have found to ‘the contrary.

" In ‘Commonwealthv. White 59 N:E. 3d 369 (Mass. "201'6), th"e‘pi‘(')secutors appealed the
trial court’s suppression of evidence obtained from a Search oF the content of the defendant’s cell
phone. The Massachusetts .S.upf'e‘me Judicial Court affirmed the trial court’s ruling and
determined that there was insufficient probable cause to seatch the ¢ell phone: The detectives
admitted that they had no information that the cell phone was used'in the commission of the
crime under investigation nor did they claim that a specific et of evidence was likely 'to be

found on the cell phone: The police relied on theit experience that because thére were multiple



persons involved in the crime, the defendant’s ‘gell phdne was _likeiy to contain evidence of the
crime. The court found that was insufficient to establish probaﬁle cause. The court stated that the
absence of a nexus between the crime #nd the éell phone was fatal to the seérch.

In réjecting the vprosecutor’vs argurhénfs the court sfated:- B

© . “The Commonwéa’_lth argﬁes; :ho\‘ve;/er,; tﬁat'tﬁé .dg’_cfctg_::’ci»_\_‘/g:s_-.‘pqs'se‘sjs_gd the ﬁiﬁctiqha__l‘
equivalent of such [particularizéd] infor‘inatioﬁ in'the fOI'I;l'.Of th.é' 'éofhmongeﬁse notiéh that
“cellular telephones are ... necessary to social interactions.” On this basis, polic;e inferred that, if
the defendant planned and committed multiple crimes with two coventurers, it was likely hé did
so, at least in part, using his cellular telephone, and that evidence of these communications would
be found on the device.

It may well be the case that “many of [those] ... who own a cell phone [in effect] keep on
their person a digital record of nearly every aspect of théi‘lf 'ﬁVé_s,” including, presumably,
communications with their coventurers. See Riley v. Cdliforﬁid,' 573 U.S. 373, -1'34 S.Ct. 2473,
2490, 189 L.Ed.2d 430 (2014). Nonetheless, the Commonwealth's argument is unavailing. While
probable cause may be based in part on police expertise or on ?"‘thé:pr‘éc'ﬁcalcdnsideratidns of
everyday life,” such considerations do “not, alone, furnish the requisite nexus bétween the”
criminal activity and the places to be seatched” or seized.” White, supra. 475 Mass. 583, 591, 59
N.E.3d 369, 376-77 (2016). (Internal citations omitted).

Finally, the court stated:

“In essence, the'COMonwealth is suggesting that there exists a nexus between a
suspect's criminal acts and his or her cellular telephone whenever there is probable cause that the
suspect was involved in an offense, accompanied by an officér's averment that, given the type of

crime under investigation, the device likely would contain evidénce. If this were sufficienit,



however, it would be a rare case where probable cause to chairge someone with a crime would
not open the person's cellular telephone to seizure and sﬁbseélﬁenf search. See Riley, 134 S.Ct. at
2492 (only “inexperienced or unimaginative law enforceniént officer ... could not come up with
several reasons to suppose evidence of jﬁst about any crime could be found on a cell phone™).
We cannot accept such é rgsult, which is inconsistent with -Ql_l_r‘ac:lmOnition t_hat"“ipdiyiduals have
significant privacy interests at stake in their [ceilular telephbnés] and that the probable cause
requirement ... under... the Fourth Amendment ... [must] serve[ ] to protect these interests.”
White, supra. 475 Mass. 583, 591-92, 59 N.E.3d 369, 377 (2016)

In United States v. Oglesby 2019 WL 1877228 (U.S. District Court S.D. Texas decided
April 26, 2019), the court suppressed the evidence derived from as search of the content of the
defendant’s cell phone because there was insufficient probéble"céusé in the supporting affidavit
and because the warrant was overbroad and failed the paftiéularity‘requireﬁleht. This case is a
good example of the oftentimes close connection between the "iv‘ssue of probable cause and the
issue of particularity. - .‘

The court emphasized the need for a néxus between the crime for which the evidence is
sought and the place to be searched. The court stated that “... the protections given to a.cell
phone must be at least equal to if not gréatéf‘ than, the "p’lrotéct"i'b."r'i's:‘ set ot for Houses. 'Ih"R'iley V.
California the Suprefne Court noted that the priva(:& interest in a'cell phone may often be greater
than that in a home.” Oglesby supra (slip opinion p. 5). T SGnrarizing the affidavit in Oleshy,
the court opinéd that the affidavit; in essence, stated thiat crimirials often leave evidence of théir
crimes on cell phones, which is not a generalization of the particular crime, but of criminals in
general. The court concluded “If these statements are held sufficient, every accuéation of

criminal activity would dutomatically authorize a'séarch of & suspect’s cell phone; transforming



every arrest warrant into a search warrant .and di:rectly contrayening the Suprerne Court’s
decision in Riley.” Oglesby supta (slip opinion p. 6). o |

In United States v. Ramirez 180 F Supp. 3d 491 (US Dist. Ct. W.D. Kentucky 20.1 6),
the court suppressed the ev1dence derlved from a search of' the contents of the defendant’s cell .
phone statlng that the mere fact that the afﬁant ofﬁcer clauns that through her experlence
individuals may keep text messages or other 1nformat10n stored in their cell phones which may
relate them to the crime and/or co/defendants/victim, coupled with the fact that the defendant
was in possession of a cell phone at the time of his arrest, does not establish a sufficient nexus to
establish probable cause.

See also State v. Buckham, 185 A. 3d 1 (Del. 2018) wherein the court suppressed the
search of the content of the defendant’s cell phone based on ovetbreadth of the warrant stating
that “... warrants issued to search electronic devices oall for'particular sensitivity giVen the
enormous potential fro privacy violations that unoonstrained‘of cell phones pose. Modern
smartphones store an unprecedented volume of private information, and a top to bottom search
of one can perrnit the government access to far more t‘han.t‘he' miost exhaustive search of &
house.” Buckham supra, 185 A.3d 1, 18.

In United States v. Winn 79 F.Su'pp._3d 904 (U.S. Dist. Ct. S.D. 1ll. 2015), the court
suppressed evidence from the search of the contents of the defendant’s cell phone. The court
stated that while boilerplate forms or templates used in affidavits may be useful as a starting
point, the affidavit must be tailored to the particular facts of thie case. The coutt observed that the
template used in the affidavit to authorize the seizure of virtually every piece of data that could
conceivably be found on the phone. The court observed that ‘Police would not have probable

cause to search through and seize siuch an expansive array of data every time they search a cell



phone. The affidavit in the presvent‘case does not include thé term “‘any and ail files” that may
constitute useful evidence. However, by merely omitting the term *“any and all” and substituting
a list of literally every function associated wiih a cell phone, .dées not overcome the infirmity of
being a general warrant that fails fhe pafticularity requiremenf. R

Moreover, the afﬁdavit states “Affiant officer seeks to complete a comprehensive and |
unbiased examination of the data on the device for information which could aid in the
investigation; seeking énly prescribed information would jeopardize the completeness of the
search as it is typically unknown how the cell phone was Iu‘sed or the technical ability and intent
of the user before the device has been examined.” (Emphasis added).

The search warrant before this Court in this Petition; (Appendix B), granted the broad
request authorizing the i)olicé to “copy, forensically image, view, photograph; record and
conduct forensic analysis of the data obtained from the aforementioned cell phone as well as any
data storage devices therein”. It further authorizes police to “. éXamiﬁé’ every file and scan its
contents briefly to determine whether it falls within the scope of the warrant.” The Nebraska
Supreme court decided that this search warrant was not overly broad becavsé it did not use the
term “any and all”:

The application of the Foutth Amendinent shotild fiot b left to inane parsing of words or
semantics games. The affidavit i support of the search warrantin this case establish absolutely
no nexus between the crime under iniiésiigatibn’ and the ‘ééll"bhahé‘;that Wé‘s searched. Moreover,
the affidavit cleary r‘eqlie'sfsv, and the warrant péﬂhits police to ‘"séé"riih"evefything contained in the

contents of the cell phone:
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CONCLUSION

The Petitioner respectfully requests that this court grant his Petition for Writ of Certiorari

and answer the question presented and rule that

1. Probable cause to arrest a suspect for a crime does not, standing alone also provide
probable cause to search the content of a suspect’s cell phone;

2. An affidavit in support of a search warrant for the contents of a suspect’s phone must
provide specific facts establishing a nexus between the crime under investigation and
the cell phone;

3. Templates or boilerplate language contained in the affidavit opining that criminals
use cell phones in furtherance of their criminal activity must be ac'corhpaniéd by' '
specific facts relative to the crime under investigation and that such general-
assertions, standing alone do hot provide probable cause;

4. The particularity requirement is not satisfied when the search warrant allows police to
search everything contained in the contents of the cell phone unless a nexus can be
established that links the crime under investigation and the components of the cell”

phone to be searched.

RESPECTFULLY SUBMITTED
Thomas C. Rlley, A13533 7 /
Douglas County Public Defender

Attorney for Petitioner
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