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This is an appeal from the judgment of the Supe-
rior Court, which affirmed the trial court’s order deny-
ing a motion to suppress images of child pornography 
discovered by a computer repair shop employee after 
Jon Eric Shaffer (“Appellant”) took his laptop to the 
commercial establishment for repair and consented to 
the replacement of the laptop’s hard drive. The Supe-
rior Court held that the trial court did not err in deny-
ing suppression because Appellant abandoned his rea-
sonable expectation of privacy in the computer files 
under the facts presented. We affirm the judgment of 
the Superior Court, albeit on different grounds. See 
Commonwealth v. Wholaver, 177 A.3d 136, 145 (Pa. 
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2018) (holding that this Court may affirm a valid judg-
ment or order for any reason appearing of record). 

We hold that because the contraband images were 
discovered by a computer technician who was not act-
ing as an agent of the government and because the po-
lice officer’s subsequent viewing of the contraband im-
ages did not exceed the scope of the computer techni-
cian’s search, the private search doctrine applies and 
Appellant’s constitutional privacy protections are not 
implicated.1 

I. Background 
The facts of this case, as revealed during the sup-

pression hearing, are as follows. On November 25, 
2015, Appellant delivered his laptop computer to 
CompuGig, a computer repair shop. To obtain repair 
services, Appellant was required to complete Compu-
Gig’s intake form, which queried “What problems are 
you experiencing?” and listed several alternatives. 
Commonwealth Exhibit 1. Appellant marked the 
boxes indicating “Spyware/virus” and “Can’t get to In-
ternet.” Id. He also provided his computer login pass-
word. Id. Additionally, CompuGig’s administrative log 
indicated that Appellant informed a CompuGig em-
ployee that his “son downloaded some things and now 

                                                           
1 As discussed in detail, infra, the High Court in United States v. 
Jacobson, 466 U.S. 109 (1984), held that a search conducted by 
private citizens is not protected by the Fourth Amendment. Any 
additional invasion of privacy by the government must be exam-
ined by considering the degree to which the government exceeded 
the private search. Id. at 115. This Court has acknowledged this 
rule of law in relation to both the federal and state constitutions. 
See Commonwealth v. Harris, 817 A.2d 1033, 1047 (Pa. 2002) 
(recognizing that “[t]he proscriptions of the Fourth Amendment 
and Article I, Section 8 do not apply to searches and seizures con-
ducted by private individuals”). 
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there are a lot of pop-ups. Internet has stopped work-
ing.” Commonwealth Exhibit 2, at 1. 

After conducting diagnostic testing, CompuGig 
technician Justin Eidenmiller believed that Appel-
lant’s computer had a failing hard drive. Consistent 
with CompuGig’s policy of contacting the customer for 
approval if the service charges will exceed $160, an 
administrative employee called Appellant on Decem-
ber 4, 2015, and Appellant consented to the replace-
ment of the hard drive.2 In an effort to replace the 
hard drive, Eidenmiller attempted to “take an image 
of the hard drive and put it on a new hard drive at the 
customer’s request.” N.T., 7/7/2016, at 6. While Ei-
denmiller obtained an image of the hard drive, he was 
unable to transfer that image successfully to a new 
hard drive.3 Id. 

The next day, after several unsuccessful attempts 
to transfer files from the hard drive, Eidenmiller con-
tinued his efforts to relocate the contents of the hard 

                                                           
2 The exact contents of this conversation are unknown as the ad-
ministrative employee who called Appellant did not testify at the 
suppression hearing. The record establishes, however, that Ei-
denmiller was told by CompuGig administration to continue 
working on the laptop because Appellant had consented to re-
placing the hard drive. Notes of Testimony (“N.T.”), Suppression 
Hearing, 7/7/2016, at 17-18. Further, CompuGig’s log indicated 
“Called customer to explain that we must do an OS Rebuild with 
data.” Commonwealth Exhibit 2, at 2. 
3 CompuGig’s administrative log indicated a second communica-
tion between Appellant and CompuGig when, on November 30, 
2015, Appellant had called CompuGig, purportedly to check on 
the status of his repair, and was given a quote of $250.50 to cover 
“New 500 Gig HDD,” “Reinstall image,” and “PE.” Common-
wealth Exhibit 2, at 3. The log further indicated that Appellant 
was in a rush to have the repair completed as he used the laptop 
for his business. Id. 
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drive to the new hard drive by manually opening each 
individual folder and copying the contents. Id. at 7. 
During this process, Eidenmiller observed thumbnail 
images, i.e., small images reflecting the identify of a 
computer file’s contents, revealing what he believed to 
be sexually explicit photos of children. Id. at 7, 23-24. 
Notably, Eidenmiller had not been searching for that 
kind of information and had never been asked by law 
enforcement to keep watch for evidence of child por-
nography. Id. at 7, 13. Eidenmiller informed his boss 
of the images he discovered, and an administrative 
employee of CompuGig contacted the police. Id. at 7. 

Later that afternoon, Officer Christopher Maloney 
of the Cranberry Township Police Department arrived 
at CompuGig. The store owners advised Officer Malo-
ney that technicians had found explicit images of 
young girls on Appellant’s laptop and took the officer 
to the room where Eidenmiller had been working on 
the computer. Id. at 28. Officer Maloney asked to see 
the images that Eidenmiller had found. Id. at 28-29. 
Eidenmiller complied and showed Officer Maloney the 
child pornography images he had discovered, using 
the “exact route taken to find the images.” Id. at 9, 
30.4 Germane to this appeal, after viewing the images 
that Eidenmiller displayed, Officer Maloney directed 
Eidenmiller to “shut down the file” and seized the lap-
top, external hard drive copy, and power cord. Id. at 
29. 

On December 11, 2015, Detective Matthew Irvin of 
the Cranberry Township Police Department went to 
Appellant’s home and questioned him. Appellant ad-

                                                           
4 The record does not disclose the precise number of images that 
Eidenmiller found and displayed to Officer Maloney. 
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mitted to having some images on his computer depict-
ing children as young as eight years old in sexually 
explicit positions and identified the folders where the 
digital images were stored. Detective Irvin thereafter 
obtained a search warrant for the laptop and accom-
panying hardware on December 15, 2015.5 Id. at 31. 
While the suppression record does not indicate when 
the search warrant was executed, there is no evidence 
suggesting that police conducted an independent 
search of the files on Appellant’s laptop beyond what 
was observed at CompuGig prior to obtaining the war-
rant. 

On December 18, 2015, Detective Irvin met with 
Appellant a second time and obtained a written incul-
patory statement regarding the illegal images. The 
following month, on January 21, 2016, a criminal com-
plaint was filed against Appellant charging him with 
sexual abuse of children (possession of child pornogra-
phy), 18 Pa.C.S. § 6312(d), for possessing seventy-two 
digital images, which depicted a child under eighteen 
years of age engaging in a prohibited sexual act or in 
the simulation of such act. The complaint also charged 
Appellant with criminal use of a communication facil-
ity (laptop computer), 18 Pa.C.S. § 7512(a), for utiliz-
ing the internet to commit, cause or facilitate the com-
mission of the felony of sexual abuse of children. 

On May 27, 2016, Appellant filed a pretrial omni-
bus motion to suppress the contraband images discov-
ered on the hard drive of his laptop computer. Ac-
knowledging that a CompuGig employee had sum-

                                                           
5 Detective Irvin did not testify at the suppression hearing; ra-
ther, Officer Maloney testified that Detective Irwin questioned 
Appellant and subsequently obtained a search warrant. 
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moned Officer Maloney to the establishment after dis-
covering the illegal images, in his suppression motion, 
Appellant asserted that an illegal search occurred at 
the moment Officer Maloney directed the CompuGig 
employee to open Appellant’s computer files and dis-
play the suspected contraband images that Eidenmil-
ler had discovered, after which Officer Maloney 
viewed the images and seized the laptop and the copy 
of the external hard drive.6 Defendant’s Omnibus Pre-
trial Motion, at ¶ 4, 8. Appellant maintained that Of-
ficer Maloney’s discovery of the evidence was neither 
inadvertent nor involved exigent circumstances be-
cause the CompuGig employee had informed the of-
ficer that the illegal images were on the laptop and 
that the laptop had been secured in the backroom of 
the CompuGig facility. Under these circumstances, 
Appellant submitted, Officer Maloney was required to 
obtain a warrant before conducting a search of his 
computer files. 

Appellant further contended in his suppression 
motion that this police conduct constituted a warrant-
less search of his laptop in violation of his reasonable 
expectation of privacy, as well as a trespass upon his 
property in violation of Article I, Section 8 of the Penn-
sylvania Constitution and the Fourth and Fourteenth 
Amendments to the United States Constitution. Id. at 
¶ 8.7 Relevant here, Appellant argued that he did not 
abandon his expectation of privacy in the files stored 
on his laptop when he took the computer to CompuGig 
                                                           
6 Appellant did not challenge the chain of custody of his laptop in 
his suppression motion or suggest that police searched the laptop 
after seizing it at CompuGig, but before obtaining a warrant. 
7 Appellant did not argue in his suppression motion that Article 
I, Section 8 offers greater protection than the Fourth Amend-
ment under the circumstances presented. 
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for repair. He further argued that the incriminating 
statements he made to police after this illegal search 
and seizure were the fruit of the unlawful police con-
duct. Id. at ¶ 9. Accordingly, Appellant requested that 
the trial court suppress the physical evidence seized 
and all the fruits thereof. 

In opposing Appellant’s suppression motion, the 
Commonwealth did not specifically invoke the private 
search doctrine. Instead, the Commonwealth took the 
position that once Appellant gave his laptop to Com-
puGig for repairs, he abandoned his expectation of pri-
vacy in the computer files stored on the laptop. In sup-
port of this position, the Commonwealth relied upon 
the Superior Court’s decision in Commonwealth v. 
Sodomsky, 939 A.2d 363 (Pa. Super. 2007). As the par-
ties’ arguments and the lower courts’ decisions revolve 
around the Sodomsky decision, we shall examine that 
case. 

In Sodomsky, the defendant went to a Circuit City 
store and requested the installation of an optical drive 
and DVD burner onto his desktop computer. The de-
fendant was informed that as part of the installation 
process, the installer would have to make sure that 
the DVD burner worked. The defendant did not in-
quire as to how operability of the DVD burner would 
be determined. After the software was installed, a 
computer technician performed a general search of 
the defendant’s computer files for a video to test the 
new DVD drive. During this general search, the tech-
nician observed titles of videos which appeared to be 
pornographic in nature because their titles included 
masculine first names, ages of either thirteen or four-
teen, and sexual acts. The technician clicked on the 
first video title that appeared questionable, and the 
video contained the lower torso of an unclothed male 
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and a hand approaching the male’s penis. The techni-
cian immediately stopped the video and contacted his 
manager, who summoned the police. 

The police arrived at the Circuit City store and 
viewed the same video clip discovered by the techni-
cian. When the defendant arrived shortly thereafter 
to retrieve his computer, the police informed him that 
his computer was being seized because police sus-
pected that it contained child pornography. The de-
fendant responded that he knew what they had found 
and that “his life was over.” Id. at 366. Police seized 
the computer. After obtaining a warrant, the police 
searched the computer and discovered child pornogra-
phy. The defendant filed a motion to suppress the ille-
gal images, which the trial court granted. The trial 
court reasoned that the defendant retained a privacy 
interest in the computer files as he did not expect the 
computer’s contents to be published to anyone other 
than Circuit City employees who were performing the 
requested installation. 

On appeal to the Superior Court, the issue was 
whether the defendant’s “expectation of privacy in the 
videos on the computer that he relinquished to Circuit 
City employees for repairs was reasonable or whether 
he knowingly exposed the computer’s video files to the 
public such that he voluntarily abandoned his privacy 
interest in them.” Id. at 367. The Sodomsky court ex-
amined the theory of abandonment in Pennsylvania, 
acknowledging that “[w]hat a person knowingly ex-
poses to the public, even in his own home or office, is 
not a subject of Fourth Amendment protection. But 
what he seeks to preserve as private, even in an area 
accessible to the public, may be constitutionally pro-
tected.” Id. at 367 (quoting Katz v. United States, 389 
U.S. 347, 351-52 (1967)). 
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Emphasizing that abandonment is a question of in-

tent that is dependent upon the facts and circum-
stances presented, the Sodomsky court concluded that 
the defendant had no reasonable expectation of pri-
vacy in his illegal computer files. First, the court ob-
served that the defendant requested the installation 
of a DVD drive, that Circuit City employees informed 
him that the drive’s operability would be tested, and 
that the defendant did not inquire as to the manner of 
testing or restrict the employees’ access to his com-
puter files. Sodomsky, 939 A.2d at 368. The court con-
cluded that the defendant “should have been aware 
that he faced a risk of exposing the contents of his il-
legal video files.” Id. 

Although not characterizing the initial search as a 
private one, the Sodomsky court found it critical that 
when the child pornography was discovered, the com-
puter technicians were testing the “drive’s operability 
in a commercially-accepted manner” and were not 
searching for contraband. Id. The court further em-
phasized the voluntary nature of the defendant’s ac-
tions in leaving his computer at the store without de-
leting the child pornography videos or altering the 
videos’ illicit titles. Id. at 369. 

The Superior Court distinguished the Sodomsky 
case from Commonwealth v. DeJohn, 403 A.2d 1283 
(Pa. 1979), where this Court held that a bank could 
not submit a customer’s bank records to the police ab-
sent a search warrant because one’s disclosure of fi-
nancial records to a bank was not entirely volitional 
as one cannot participate in the economic life of con-
temporary society without a bank account. To the con-
trary, the court held that the defendant in Sodomsky 
was not compelled to take his computer to Circuit City 
for repair and could have elected to leave the store 
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with the computer after being informed that the DVD 
burner’s operability would be examined, instead of 
risking discovery of the illegal images. Sodomsky, 939 
A.2d at 369. The court concluded that because the de-
fendant abandoned his privacy interest in the child 
pornography videos on his computer, he could not ob-
ject to the subsequent viewing of the video list and file 
by police. Id. 

Finally, the Sodomsky court rejected the defend-
ant’s contention that the seizure of the computer was 
improper absent a warrant. The court held that the 
plain view exception to the warrant requirement ap-
plied because the police had been invited to the repair 
center in Circuit City, the videos were not obscured 
and could be readily seen from that location, the in-
criminating nature of the video files was immediately 
apparent based on the graphic titles assigned to the 
videos, and the police had the lawful right to access 
the videos because the defendant had abandoned any 
reasonable expectation of privacy in them.8 Id. at 370. 

Returning to the instant case, at the suppression 
hearing on July 7, 2016, two witnesses, Eidenmiller 
and Officer Maloney, testified to the aforementioned 
facts. The parties’ arguments focused exclusively 
upon the applicability of the Sodomsky decision. Fol-
lowing the hearing, the trial court denied Appellant’s 
suppression motion, finding that the present facts 
were similar enough to render Sodomsky controlling. 
Trial Court Opinion, 10/3/2016, at 7. While the trial 

                                                           
8 Judge Colville filed a concurring opinion in which he opined 
that he would not engage in a plain view analysis as the defend-
ant’s challenge fails because he lacked a reasonable expectation 
of privacy in the videos stored on his computer after he delivered 
the computer to Circuit City. 
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court did not agree with the Commonwealth that un-
der Sodomsky Appellant abandoned his expectation of 
privacy in his computer files as soon as he delivered 
the laptop for repair, the court held that Appellant 
abandoned his expectation of privacy when he re-
quested repairs on his computer related to complaints 
of a virus and an inability to use the Internet and con-
sented to the replacement of his hard drive. 

The trial court found that the instant circum-
stances would “obviously lead a person to conclude 
that CompuGig was likely to perform work related to 
the hard drive and the files contained on it [and that 
Appellant] was or should have been aware that he 
faced a risk of exposing the files contained thereon, as 
was the case in Sodomsky.” Id. at 9. Also similar to 
Sodomsky, the trial court held that when the images 
of child pornography were discovered, the CompuGig 
technician was not conducting a search for illicit 
items, but was attempting to transfer the files from 
Appellant’s hard drive to a new drive. Id. The court 
further opined that Appellant’s actions in delivering 
his laptop to CompuGig for repairs and consenting to 
the replacement of the laptop’s hard drive were volun-
tary and were not required for Appellant to function 
in society, distinguishing the case from this Court’s 
decision in DeJohn. Id. at 9-10. 

Concluding that Appellant abandoned his privacy 
interest in the files at issue, the trial court found that 
he could not object to the subsequent viewing of the 
files by police as Officer Maloney properly seized the 
laptop under the plain view exception to the warrant 
requirement. Id. at 10. The court reasoned that Of-
ficer Maloney was lawfully at the CompuGig store at 
the invitation of the store’s owners, the computer and 
files were not obscured and could be plainly seen from 
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that location, the incriminating nature of the files was 
readily apparent, and Officer Maloney had a lawful 
right of access to the computer files because Appellant 
had abandoned his privacy interest in them. Id. at 10. 

The trial court further rejected Appellant’s chal-
lenge to the search and seizure of his computer based 
upon a trespass analysis, concluding that Eidenmiller 
was engaged in conduct permitted by Appellant when 
the files were discovered; thus, he was not trespassing 
on Appellant’s effects. Id. at 10. Relevant here, the 
trial court emphasized that Officer Maloney never ex-
panded upon Eidenmiller’s actions, but merely viewed 
the images that Eidenmiller presented to him. Id. at 
11. 

On November 10, 2016, the trial court, sitting as 
finder of fact, found Appellant guilty of both charges 
(possession of child pornography and criminal use of a 
communication facility) and subsequently sentenced 
him to an aggregate six to twelve months of incarcer-
ation, followed by 156 months of probation. Appellant 
appealed his judgment of sentence to the Superior 
Court, raising the single issue of whether the trial 
court erred in failing to suppress evidence from the 
warrantless search and seizure of his laptop. As it did 
before the trial court, the Commonwealth again con-
tended that the Sodomsky decision was controlling, 
while Appellant maintained that Sodomsky was dis-
tinguishable or, in the alternative, should be over-
turned. 

The Superior Court affirmed Appellant’s judgment 
of sentence in a published decision. Commonwealth v. 
Shaffer, 177 A.3d 241 (Pa. Super. 2017). Initially, the 
court declined Appellant’s invitation to overrule Sod-
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omsky, finding that such action should be taken by ei-
ther an en banc panel of the Superior Court or this 
Court. Id. at 246. Further, the Superior Court was un-
persuaded by Appellant’s attempt to distinguish Sod-
omsky on the ground that it was unforeseeable that 
the technician replacing his hard drive would have 
been unable to take an image of the entire hard drive, 
causing him to copy Appellant’s files manually from 
the old hard drive to the new one, thereby exposing 
his illicit photographs. 

The court emphasized that in Sodomsky, the de-
fendant made a similar contention, alleging that he 
was unaware that the technician intended to run a 
test on the new DVD drive using a video from the de-
fendant’s hard drive. In both cases, the Superior Court 
reasoned, the defendants did not inquire as to how the 
repair procedure would be executed or restrict in any 
way the computer technician’s access to the illegal 
files. Id. The Superior Court further noted that in both 
cases the computer technicians were completing re-
pairs in a commercially-accepted manner and were 
not conducting a search for illicit items when they in-
advertently discovered the child pornography. Id. at 
247. The court concluded that any factual distinctions 
between the two cases favored the denial of suppres-
sion in the instant case as Appellant was informed 
that CompuGig needed to transfer all of his files and 
the illicit images appeared obviously in thumbnail im-
ages when Eidenmiller opened a folder on the hard 
drive. Id. Accordingly, the Superior Court concluded 
that, like the defendant in Sodomsky, Appellant aban-
doned his expectation of privacy in the contents of his 
computer files; thus, the trial court did not err in 
denying his motion to suppress. 
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As noted, this Court granted allowance of appeal 

to determine whether the Superior Court erred in de-
termining that Appellant abandoned his expectation 
of privacy in child pornography files stored on his com-
puter under the facts presented. 

II. The Parties’ Arguments 
Appellant contends that the trial court erred in 

denying suppression of the physical evidence obtained 
from his laptop and his resulting confessions because 
such evidence was obtained without a warrant or con-
sent and in the absence of exigent circumstances, 
thereby violating his right against unreasonable 
searches and seizures under both Article I, Section 8 
of the Pennsylvania Constitution and the Fourth 
Amendment to the United States Constitution.9,10 Ap-
pellant acknowledges that for these constitutional 
                                                           
9 The Fourth Amendment to the United States Constitution pro-
vides that “[t]he right of the people to be secure in their persons, 
houses, papers, and effects, against unreasonable searches and 
seizures, shall not be violated, and no Warrants shall issue, but 
upon probable cause, supported by Oath or affirmation, and par-
ticularly describing the place to be searched, and the persons or 
things to be seized.” U.S. CONST. amend. IV. 
Article I, Section 8 of the Pennsylvania Constitution provides 
that “[t]he people shall be secure in their persons, houses, papers 
and possessions from unreasonable searches and seizures, and 
no warrant to search any place or to seize any person or things 
shall issue without describing them as nearly as may be, nor 
without probable cause, supported by oath or affirmation sub-
scribed to by the affiant. PA. CONST. art. I, § 8. 
10 Appellant does not contend in his brief to this Court that Arti-
cle I, Section 8 of the Pennsylvania Constitution offers any 
greater protection than the Fourth Amendment. Accordingly, we 
assume for purposes of argument that both provisions offer the 
same protection under the circumstances presented. 
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protections to apply, the citizen must first establish a 
subjective expectation of privacy in the area searched 
or the effects seized and must demonstrate that the 
expectation is one that society is prepared to recognize 
as reasonable. Brief for Appellant, at 9. He posits, 
however, that one cannot abandon his reasonable ex-
pectation of privacy unless he does so with intent or 
where it is reasonably foreseeable to him that his ac-
tions will relinquish his privacy to others. 

Appellant maintains that he did not intend to re-
linquish his reasonable expectation of privacy in his 
computer files when he took his laptop to CompuGig 
for enumerated repairs. Further, he submits, it was 
not reasonably foreseeable that his private computer 
files would be accessed by CompuGig employees. Ap-
pellant explains that only a “convoluted chain of 
events” prompted discovery of the illegal images as Ei-
denmiller determined that his laptop’s hard drive was 
failing, attempted to copy the entire hard drive to a 
new drive using particular software, and was ulti-
mately forced to copy folders onto the new hard drive 
manually. Brief for Appellant, at 10. He asserts that 
it was not until Eidenmiller was unable to copy some 
of the folders that the individual files were opened for 
copying purposes, thereby revealing the contraband 
images. 

Appellant contends that if this scenario is inter-
preted as being reasonably foreseeable, he cannot im-
agine an instance where one would retain a reasona-
ble expectation of privacy in his computer files when 
the computer is taken to a commercial establishment 
for repair. Emphasizing one’s general inability to re-
pair a broken computer, Appellant likens his case to 
Commonwealth v. DeJohn, supra, where this Court 
held that one does not lose his reasonable expectation 
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of privacy when he discloses financial records to his 
bank because disclosure of these records is not en-
tirely volitional, considering that one cannot partici-
pate in the economic life of contemporary society with-
out a bank account. He asserts that the same is true 
for personal computers. 

Regarding the application of the Superior Court’s 
decision in Sodomsky, Appellant neither expressly re-
quests that we overrule that decision nor distin-
guishes that case from the facts presented. He offers 
only his opinion that the Sodomsky finding of an aban-
doned expectation of privacy was based, in part, on the 
defendant’s failure to ask the right questions at the 
computer repair shop. In Appellant’s view, “the vast 
majority of people in our society do not understand 
computers enough to ask the right questions.” Brief 
for Appellant, at 14. He maintains that other jurisdic-
tions have decided cases in a manner consistent with 
his position. See U.S. v. Barth, 26 F.Supp.2d 929 
(W.D. TX. 1998) (suppressing evidence found on com-
puter given to a technician for repair on grounds that 
the defendant retained his expectation of privacy 
where he gave his computer for the limited purpose of 
repairing a problem unrelated to the contraband files 
recovered and where the police search of the computer 
exceeded the scope of the search conducted by the 
technician); State v. Cardwell, 778 S.E.2d 483 (S.C. 
Ct. of App. 2015) (disagreeing with the proposition 
that one has no concept of privacy in a computer and 
data contained therein when one voluntarily gave the 
computer to a technician for repair). 

Further, while acknowledging that the case is not 
dispositive, Appellant cites the United States Su-
preme Court’s decision in Riley v. California, 134 S. 
Ct. 2473 (2014), which held that when police lawfully 
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seize a cell phone in a search incident to arrest, they 
must obtain a search warrant prior to accessing the 
contents of the cell phone because cell phones contain 
an abundance of private information and, accordingly, 
deserve more stringent privacy safeguards. Appellant 
suggests that because a laptop may contain even more 
private material than a cell phone, this Court should 
follow the trend in the law to respect a citizen’s pri-
vacy in personal data in the computer age. 

In response, the Commonwealth first takes the 
broad position that citizens relinquish their expecta-
tion of privacy in closed computer files once they take 
the computer to a commercial establishment for re-
pair. Based on the theory of abandonment espoused in 
Sodomsky, it submits that when one takes a computer 
to a commercial repair shop, the individual voluntar-
ily relinquishes control over the computer’s contents 
to the technician who is a member of the public. Re-
gardless of what type of repairs are necessary, the 
Commonwealth asserts, the individual has complete 
control over what he exposes as he can delete private 
files prior to the repair or limit the technician’s access 
to folders or files on the computer. When the individ-
ual does not choose to protect his privacy interest and 
instead simply hands over his computer to a commer-
cial establishment, the Commonwealth asserts that 
there is an abandonment of any reasonable expecta-
tion of privacy. 

The Commonwealth refutes Appellant’s argument 
that private files on a laptop are analogous to finan-
cial records disclosed to a bank. Unlike in DeJohn, 
where this Court held that the relinquishment of bank 
records was not voluntary because one needs a bank 
account to function in today’s society, the Common-
wealth reiterates that one retains control over what 
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one exposes to a computer repair shop. See Brief for 
Appellee, at 10 (citing Sodomsky, 939 A.2d at 369 
(holding that “[c]ontrary to the circumstances in 
DeJohn, supra, where a person has little choice but to 
retain bank accounts in order to function in society, 
Appellee was not compelled to take this particular 
computer containing child pornography to the store in 
the first instance, nor was he forced to leave it there 
after being informed that the burner’s operability 
would be checked”)). 

The Commonwealth further distinguishes the 
High Court’s decision in Riley, supra, which held that 
police cannot search the contents of a cell phone inci-
dent to an arrest without a warrant. It argues that 
Riley has no application to the instant appeal, which 
is not focused upon the immense amount of infor-
mation a computer can store but, rather, on the aban-
donment of a reasonable expectation of privacy by 
knowingly exposing personal data to the public. 

In the event this Court rejects its broad proposition 
that one abandons his expectation of privacy each 
time he takes a computer for repair, the Common-
wealth alternatively argues that Appellant aban-
doned his expectation of privacy under the particular 
facts presented. It contends that Appellant knew that 
CompuGig technicians would access his files as he dis-
closed his computer password to the commercial es-
tablishment, authorized it to run diagnostics, was in-
formed that CompuGig needed to do an “OS rebuild 
with data,” and consented to the replacement of his 
hard drive. The Commonwealth points out that Appel-
lant was not obligated to have the repairs completed, 
and was free to leave or retrieve his computer at any 
time. It asserts that there is no evidence that Appel-
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lant attempted to keep the files at issue private, con-
sidering that he did not remove the contraband files 
from his computer, did not indicate that there was val-
uable or private data on the computer, and did not re-
strict CompuGig's access to the computer in any way. 

Thus, the Commonwealth asserts, the record 
demonstrates that Appellant knowingly and voluntar-
ily granted CompuGig access to his computer files, 
thereby exposing them to the public and extinguish-
ing his reasonable expectation of privacy. The Com-
monwealth maintains that other jurisdictions have 
reached similar results. Brief for Appellee, at 19-21 
(citing State v. Horton, 962 So. 2d 469 (La. App. 2d 
Cir. 2007) (holding that the defendant relinquished 
his reasonable expectation of privacy when he brought 
his computer to a commercial establishment to have a 
hard drive installed and his illicit images of child por-
nography were in a default file, which automatically 
opened and displayed the unlawful photos to the com-
puter technician); Rogers v. State, 113 S.W.3d. 452 
(Tex. App. San Antonio 2003) (holding that although 
the defendant had a privacy interest in his computer 
hard drive, he did not have complete dominion or con-
trol over the files because he had voluntarily relin-
quished control to the computer repair store and did 
not take normal precautions to protect his privacy 
when he expressly directed the computer repair tech-
nician to back up the jpeg files)). 

Finally, the Commonwealth discusses the private 
search doctrine. See Brief for Appellee at 17 (citing 
United States v. Jacobsen, 466 U.S. 109 (1984), for the 
proposition that under the private search doctrine, if 
an individual conducts a search of another’s belong-
ings, the police may replicate that search because the 
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reasonable expectation of privacy has been extin-
guished with respect to that object or container). Ac-
knowledging that police are limited by, and may not 
exceed, the scope of the private search, the Common-
wealth contends that the record here is clear that the 
police did not exceed the private search. It submits 
that when Eidenmiller opened the folder containing 
the illicit photos, they were displayed as larger 
thumbnails and when Officer Maloney asked to see 
the images found, he viewed the identical thumbnails 
that the private search had already revealed. 

The Commonwealth finds the Sixth Circuit Court 
of Appeals’ decision in United States v. Lichtenberger, 
786 F.3d 478 (6th Cir. 2015), instructive as it ad-
dresses application of the private search doctrine in a 
case involving the search of digital information. In 
Lichtenberger, the defendant's girlfriend hacked into 
his computer using a password recovery program, dis-
covered a folder containing child pornography, and in-
formed police of her discovery. The Sixth Circuit Court 
of Appeals held that there was no Fourth Amendment 
violation when police viewed the images that the pri-
vate searcher had viewed because the reasonable ex-
pectation of privacy was already frustrated with re-
spect to those images. However, the court held that a 
subsequent search by police was unlawful because the 
police exceeded the scope of the prior private search, 
thereby violating the Fourth Amendment. The Com-
monwealth reiterates that because the police in no 
way exceeded the scope of Eidenmiller’s private 
search here, there is no Fourth Amendment violation. 
According to the Commonwealth, no federal circuit 
court has found that the private search doctrine is in-
applicable to digital containers. Brief of Appellee, at 
19 (citing U.S. v. Tosti, 733 F.3d 816 (9th Cir. 2013); 
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Rann v. Atchison, 689 F.3d 832 (7th Cir. 2012); and 
U.S. v. Runyan, 275 F.3d 449 (5th Cir. 2001)). 

In his reply brief, Appellant asserts that the Com-
monwealth relies upon the private search doctrine in 
its brief to this Court for the first time in this litiga-
tion. He contends that the Commonwealth cites no 
Pennsylvania case law in support of this doctrine be-
cause there is none. Appellant urges this Court not to 
adopt the private search doctrine as a part of Pennsyl-
vania jurisprudence because there is no record made 
in the instant case regarding the extent of the private 
search as compared to the scope of the subsequent po-
lice search. Finally, he maintains that the private 
search doctrine offers the Commonwealth no relief 
from the warrantless seizure of Appellant’s laptop. 

III. Analysis 
A. Standard/Scope of Review 

An appellate court’s standard of reviewing the de-
nial of a suppression motion is limited to determining 
whether the suppression court’s factual findings are 
supported by the record and whether the legal conclu-
sions drawn from those facts are correct. Common-
wealth v. Yandamuri, 159 A.3d 503, 516 (Pa. 2017). 
Thus, our review of questions of law is de novo. Id. Our 
scope of review is to consider only the evidence of the 
Commonwealth and so much of the evidence for the 
defense as remains uncontradicted when read in the 
context of the suppression record as a whole. Id. 

B. Private Search Doctrine 
We examine first the Commonwealth’s assertion 

regarding applicability of the private search doctrine 
because if we determine that the doctrine applies, that 
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conclusion would be dispositive of the appeal.11 The 
doctrine is illustrated in the United States Supreme 
Court’s seminal decision in United States v. Jacobson, 
supra. There, employees of a private freight carrier 
opened a cardboard package that had been damaged 
by a forklift and found a closed ten-inch tube wrapped 
in newspaper. Consistent with company policy regard-
ing insurance claims, the employees cut open the tube 
to examine its contents and found several plastic bags 
containing a white powder. By the time a Drug En-
forcement Administration (“DEA”) agent was sum-
moned, the employees had returned the plastic bags 
to the tube and replaced the tube in the box. Upon ar-
rival, the DEA agent removed the tube from the box, 
removed the plastic bags from the tube, field tested 
the powder to determine if it was cocaine, and con-
cluded that it was. Additional agents subsequently ar-
rived, conducted a second field test, and obtained a 
warrant to search the mailing address listed on the 
package. 

After being indicted on drug charges, the defend-
ants filed a motion to suppress the evidence recovered 
from the package, contending that the warrant was 
the product of an illegal search and seizure. The dis-
trict court denied suppression. The Court of Appeals 
reversed, holding that a warrant was required be-
cause the testing of the powder constituted a signifi-
cant expansion of the earlier private search. 

                                                           
11 Any determination of whether Appellant retained a reasonable 
expectation of privacy in his laptop when he consented to the re-
placement of his hard drive presumes that it was the government 
who invaded his privacy by conducting the search. As explained 
infra, once it is determined that the search was conducted absent 
state action, the inquiry becomes whether the police exceeded the 
scope of the private search. 
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The High Court reversed, holding that “the federal 

agents did not infringe any constitutionally protected 
privacy interest that had not already been frustrated 
as a result of private conduct.” Jacobsen, 466 U.S. at 
126. The Court explained that “[t]o the extent that a 
protected possessory interest was infringed, the in-
fringement was de minimis and constitutionally rea-
sonable.” Id. Acknowledging that the Fourth Amend-
ment protects against both unreasonable searches 
and seizures, the Court defined a “search” as occur-
ring “when an expectation of privacy that society is 
prepared to consider reasonable is infringed.” Id. at 
113. It defined a “seizure” of property as occurring 
“when there is some meaningful interference with an 
individual’s possessory interests in that property.” Id. 
The Court proceeded to explain that this constitu-
tional protection proscribed only governmental action 
and was wholly inapplicable “to a search or seizure, 
even an unreasonable one, effected by a private indi-
vidual not acting as an agent of the Government or 
with the participation or knowledge of any govern-
ment official.” Id. (citation omitted). 

Categorizing the package as an “effect” in which an 
individual has a reasonable expectation of privacy, the 
Court observed that a warrantless search of the pack-
age would be presumptively unreasonable. Id. at 114. 
However, the Court opined, “the fact that agents of the 
private carrier independently opened the package and 
made an examination that might have been impermis-
sible for a government agent cannot render otherwise 
reasonable official conduct unreasonable.” Id. at 114-
15. Accordingly, because the initial invasion of the 
package was accomplished by private action, the 
Court held that the Fourth Amendment was not vio-



24a 
lated, regardless of whether the private action was ac-
cidental, deliberate, reasonable, or unreasonable. Id. 
at 115. 

Significantly, the High Court explained that the 
additional invasions of privacy by the government 
agent “must be tested by the degree to which they ex-
ceeded the scope of the private search.” Id. (citing Wal-
ter v. United States, 447 U.S. 649 (1980)). The Court 
observed that “[t]he Fourth Amendment is implicated 
only if the authorities use information with respect to 
which the expectation of privacy has not already been 
frustrated.” Id. at 117. The High Court construed the 
governmental actions as twofold, first removing the 
contraband from its packaging and viewing it, and, 
second, conducting a chemical test of the powder. Id. 
at 118. 

Regarding the government agent’s reopening of 
the package after having been told by the employees 
that it contained a white powder, the Court empha-
sized that “there was a virtual certainty that nothing 
else of significance was in the package and that a 
manual inspection of the tube and its contents would 
not tell him anything more than he already had been 
told.” Id. at 119. As the government could use the em-
ployees’ testimony regarding the contents of the pack-
age, the Court found that “it hardly infringed [the de-
fendants’] privacy for the agents to re-examine the 
contents of the open package by brushing aside a 
crumpled newspaper and picking up the tube.” Id. The 
Court observed that this governmental action did not 
further infringe upon the defendants’ privacy, but ra-
ther merely avoided the risk of a flaw in the employ-
ees’ recollection. Id. The High Court held that the de-
fendants “could have no privacy interest in the con-
tents of the package, since it remained unsealed and 
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since the Federal Express employees had just exam-
ined the package and had, of their own accord, invited 
the federal agent to their offices for the express pur-
pose of viewing its contents.” Id. It concluded that the 
DEA agent’s observation of what a private party had 
voluntarily made available for his inspection did not 
violate the Fourth Amendment. Id. 

In the same vein, the Court ruled that the removal 
of the plastic bags from the tube and the visual inspec-
tion of the contents provided the agent with no more 
information than what had been discovered during 
the private search. Thus, the High Court opined, the 
agent’s actions “infringed no legitimate expectation of 
privacy and hence was not a ‘search’ within the mean-
ing of the Fourth Amendment.” Id. at 120. Notably, 
the Court explained that while the agent’s assertion 
of dominion and control over the package and its con-
tents constituted a “seizure,” the seizure was not un-
reasonable because the privacy interest in the pack-
age had already been compromised, as it had been 
opened and remained unsealed and because the agent 
had been specifically invited to examine the package’s 
contents. Id. at 120-21. The Court ruled that “since it 
was apparent that the tube and plastic bags contained 
contraband and little else, this warrantless seizure 
was reasonable, for it is well settled that it is consti-
tutionally reasonable for law enforcement officials to 
seize ‘effects’ that cannot support a justifiable expec-
tation of privacy without a warrant, based on probable 
cause to believe they contain contraband.” Id. at 121-
22. 

The High Court proceeded to examine whether the 
agent’s additional intrusion, occasioned by the field 
test of the white powder, exceeded the scope of the pri-
vate search. The Court answered this inquiry in the 
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negative, finding that the chemical test that merely 
disclosed whether a substance is cocaine did not com-
promise any legitimate interest in privacy as one can-
not legitimately have a privacy interest in cocaine, an 
illegal substance. Id. at 123. The Court concluded that 
because only a trace amount of the material was in-
volved and because the property had been lawfully de-
tained, “the ‘seizure’ could, at most, have only a de 
minimis impact on any protected property interest.” 
Id. at 125. Because the safeguards of a warrant would 
only minimally advance Fourth Amendment inter-
ests, the court concluded that the warrantless “sei-
zure” was reasonable. Id. 

Contrary to Appellant’s assertion in his reply brief, 
there is ample support for the private search doctrine 
in Pennsylvania jurisprudence. This Court in Com-
monwealth v. Harris, 817 A.2d 1033, 1047 (Pa. 2002), 
acknowledged that “[t]he proscriptions of the Fourth 
Amendment and Article I, § 8, do not apply to searches 
and seizures conducted by private individuals.” We 
explained that the admission of incriminating letters 
that had been taken by a private individual and 
turned over to police did not implicate the Fourth 
Amendment or Article I, Section 8, because those pro-
visions concern only governmental searches and sei-
zures. Id. at 1046. In addition to citing the federal au-
thority discussed supra, we relied upon this Court’s 
previous decision in Commonwealth v. Corley, 491 
A.2d 829 (Pa. 1985), which held that the exclusionary 
rule did not apply to a citizen’s arrest because there 
was no state action. We explained that “[a]t the core 
of the reasoning underlying this refusal to extend ap-
plication of the exclusionary rule to private searches 
is the concept of ‘state action,’ the understanding that 
the Fourth Amendment operates only in the context 
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of the relationship between the citizen and the state.” 
Harris, 817 A.2d at 1047 (quoting Corley, 491 A.2d at 
831). 

In any event, while Appellant has claimed 
throughout this litigation that the unlawful search 
and seizure of his laptop violated both the Fourth 
Amendment and Article I, Section 8, he has not pre-
sented any claim that Article I, Section 8 provides 
greater protection to abandoned property or that our 
state counterpart to the Fourth Amendment should 
extend constitutional privacy protections to private 
searches under the circumstances here present. Thus, 
we analyze the case under Fourth Amendment juris-
prudence. 

C. Application of Private Search Doctrine 
Initially, we readily acknowledge that the Com-

monwealth did not assert the private search doctrine 
during the suppression hearing and that the parties’ 
arguments instead focused upon whether Appellant 
had a reasonable expectation of privacy in his laptop 
when he took the computer to CompuGig for repairs 
and consented to the replacement of his hard drive. 
However, we should not ignore governing Fourth 
Amendment jurisprudence by treating a private 
search, which is not entitled to constitutional protec-
tion, as though it were conducted by a government 
agent. Moreover, throughout this litigation, the Com-
monwealth was the nonmoving party or appellee and 
had no obligation to preserve the issue of whether the 
private search doctrine applied. See Rufo v. Bd. of Li-
cense & Inspection Review, 192 A.3d 1113, 1123 (Pa. 
2018) (observing that appellees have no obligation to 
preserve issues). As demonstrated infra, we further 
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disagree with Appellant that the record is inconclu-
sive as to whether the requisites of the doctrine are 
satisfied. 

Pursuant to Jacobson, our inquiry is two-fold: (1) 
whether the facts presented establish that a private 
search was conducted; and, if so, (2) whether the po-
lice actions exceeded the scope of the private search. 
Jacobsen, 466 U.S. at 115. Regarding the private na-
ture of the search, we reiterate that Appellant took his 
laptop to CompuGig for repairs, disclosed his pass-
word, and authorized the replacement of his hard 
drive. While transferring files from the old hard drive 
to the new one, Eidenmiller discovered the thumbnail 
images of child pornography. Appellant does not con-
tend that Eidenmiller was in any way acting in con-
cert with law enforcement when this occurred. In fact, 
Eidenmiller expressly testified at the suppression 
hearing that he had not been searching for illicit in-
formation and had never been asked by law enforce-
ment to keep watch for evidence of child pornography. 
N.T., 7/7/2016, at 7, 13. 

After discovering the contraband images, Ei-
denmiller then reported the child pornography to his 
supervisor, and a CompuGig administrative employee 
contacted the police. Id. at 7. In response, Officer 
Maloney proceeded to the CompuGig facility. The 
store owners then reiterated that Eidenmiller had 
found explicit images of young girls on Appellant’s 
laptop and led Officer Maloney back to the computer 
repair room where Eidenmiller was located. Id. at 28. 
Officer Maloney then asked Eidenmiller to show him 
what he had found. The relevant testimony in this re-
gard provides: 
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PROSECUTOR: What happened when 

you got to where the com-
puter was? 

OFFICER MALONEY: I spoke with the techni-
cian that found the 
items on the computer. 

PROSECUTOR:  Mr. Eidenmiller? 
OFFICER MALONEY:  Yes, Ma’am. 
PROSECUTOR:  And what was that con-

versation? 
OFFICER MALONEY:  I asked him what kind of 

images that he saw, what 
was on the computer, 
and I also asked him if he 
could show me what the 
images were. 

PROSECUTOR: Did he do so?  
OFFICER MALONEY: Yes. 
PROSECUTOR: Did you view those im-

ages? 
OFFICER MALONEY: I did, yes. 
PROSECUTOR: And what were the im-

ages that you viewed? 
OFFICER MALONEY:  The images that I saw 

were of young females 
under the age of eight-
een, some of them were 
under the age of I would 
say thirteen and sexually 
explicit positions. 
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PROSECUTOR: And once you viewed 

those what did you do?  
OFFICER MALONEY: I had them shut down 

the file, and I asked him 
if there was anything 
else that needed to be 
done or anything else 
that he has and I seized 
everything. 

N.T., 7/7/2016, at 29.12 
On cross-examination, defense counsel asked Of-

ficer Maloney whether Eidenmiller had to “do some 
clicking around to access the file.” Id. at 30. Officer 
Maloney responded in the affirmative. Id. Defense 
counsel then inquired as to whether Eidenmiller 
opened the file at Officer Maloney’s request. Id. Of-
ficer Maloney replied, “Yes, sir, he showed me the ex-
act route taken to find the images.” Id. 

It has been Appellant’s contention throughout 
these proceedings that when Officer Maloney re-
quested to see the images that Eidenmiller had found 
while trying to repair Appellant’s laptop, an illegal 
governmental search ensued in violation of his consti-
tutional rights to privacy. Consistent with the High 
Court’s decision in Jacobsen, we find this position un-
persuasive as it ignores the context of Officer Malo-
ney’s request and the fact that CompuGig invited the 
                                                           
12 Officer Maloney explained that he seized Appellant’s laptop, 
an external hard drive containing a copy of Appellant’s hard 
drive, and the power cord. Id. at 31. Eidenmiller corroborated Of-
ficer Maloney’s testimony regarding the conversation that oc-
curred between the two men. See id. at 26 (responding in the af-
firmative when asked whether Officer Maloney asked Eidenmil-
ler to display what he had found). 
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officer into the establishment to view the very contra-
band that Officer Maloney asked Eidenmiller to dis-
close. See Jacobsen, 466 U.S. at 119 (explaining that 
because the government could use the employees’ tes-
timony regarding the contents of the package, it 
“hardly infringed upon [the defendants’] privacy for 
the agents to re-examine the contents of the open 
package by brushing aside a crumpled newspaper and 
picking up the tube;” thus, this governmental action 
did not further infringe upon the defendants’ privacy, 
but rather merely avoided the risk of a flaw in the em-
ployees’ recollection). The Jacobsen Court explained 
that the defendants “could have no privacy interest in 
the contents of the package, since it remained un-
sealed and since the Federal Express employees had 
just examined the package and had, of their own ac-
cord, invited the federal agent to their offices for the 
express purpose of viewing its contents.” Id. at 119. 

Like the High Court in Jacobsen, we conclude that 
Officer Maloney’s observation of what Eidenmiller 
voluntarily made known to him for his inspection af-
ter Officer Maloney was invited to the premises for the 
express purpose of viewing the contraband did not vi-
olate the Fourth Amendment because the private ac-
tor’s viewing of the images extinguished Appellant’s 
reasonable expectation of privacy in the images of 
child pornography. Thus, the subsequent police view-
ing of the contraband was not a “search” under the 
Fourth Amendment. See Coolidge v. New Hampshire, 
403 U.S. 443, 489 (1971) (providing that when a pri-
vate actor of her own accord produced evidence such 
as guns and clothes for police inspection, “it was not 
incumbent on the police to stop her or avert their 
eyes”); Corely, 491 A.2d at 832 (holding that the acts 
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of an individual do not “become imbued with the char-
acter of ‘state action’ merely because they are in turn 
relied upon and used by the state in furtherance of 
state objectives”). In other words, by the time Officer 
Maloney viewed the illegal images, Appellant’s expec-
tation of privacy in them had already been compro-
mised by Eidenmiller’s examinations of the otherwise 
private information stored in Appellant’s computer 
files. 

We next examine whether Officer Maloney’s view-
ing of the images exceeded the search conducted by 
Eidenmiller. This inquiry is easily determined by the 
same passage of the suppression hearing testimony 
cited above. Officer Maloney testified that Eidenmil-
ler showed him “the exact route taken to find the im-
ages,” id., at 30, and that after viewing the images, 
Officer Maloney directed Eidenmiller to shut down 
the computer. Id. at 29. The record supports the sup-
pression court’s finding that Officer Maloney never ex-
panded upon Eidenmiller’s actions, but merely viewed 
the images that Eidenmiller presented to him. Trial 
Court Opinion, 10/3/2016, at 11. 

Accordingly, Officer Maloney did not exceed the 
scope of Eidenmiller’s private search. As in Jacobsen, 
Officer Maloney’s actions infringed upon no legitimate 
expectation of privacy and, hence, were not a “search” 
within the meaning of the Fourth Amendment. Also 
as in Jacobsen, Officer Maloney’s assertion of domin-
ion and control over Appellant’s laptop, which con-
tained the contraband images, constituted a “seizure,” 
although it was not an unreasonable one as the pri-
vacy interest in the contraband images, the only infor-
mation from the laptop revealed to the officer, had al-
ready been compromised by the private search. It 
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should not be ignored that police subsequently ob-
tained a warrant to view the remaining files on Appel-
lant’s laptop. See N.T., 7/7/2016, at 31 (providing that 
ten days after seizing Appellant’s laptop, the police ob-
tained a search warrant). As noted, supra at note 6, 
Appellant does not suggest that the police inde-
pendently reviewed the remaining files on Appellant’s 
laptop computer at a time prior to obtaining the war-
rant. 

While not binding on this Court, we find persua-
sive the decisions of the federal circuit courts of ap-
peals that have applied the Jacobson construct to the 
private search of a computer in a similar manner. To 
illustrate, in United States v. Lichtenberger, supra, 
the defendant’s girlfriend hacked into his computer, 
discovered thumbnail images of adults engaging in 
sexual acts with minors, and contacted the police. 
When an officer arrived at the residence, the girl-
friend informed him that she hacked the computer be-
longing exclusively to the defendant and found child 
pornography. As occurred in the instant appeal, the 
officer then asked the girlfriend to show him what she 
had discovered. Unlike the instant case, however, the 
girlfriend displayed to the officer not only the images 
that she had recovered during the private search, but 
also displayed additional images of child pornography. 
The officer then directed the girlfriend to shut down 
the computer and seized it. 

The defendant was later indicted on charges of 
child pornography and moved to suppress all evidence 
obtained pursuant to the officer’s warrantless review 
of the laptop. The defendant contended that when the 
officer directed the girlfriend to show him what she 
had found, the girlfriend had become an agent of the 
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government rendering the search impermissible un-
der the Fourth Amendment. The government coun-
tered that the Officer’s review of the images was valid 
under the private search doctrine as set forth in Ja-
cobson. The district court granted the defendant’s sup-
pression motion. 

The Sixth Circuit Court of Appeals affirmed the 
district court’s order granting suppression, but did so 
based only on the second prong of the Jacobsen test, 
finding that the police exceeded the scope of the pri-
vate search. As an initial matter, the court concluded 
that the private search doctrine applied because the 
defendant’s girlfriend acted solely as a private citizen 
when she searched the defendant’s computer, invited 
the officer into the residence, and showed the officer 
what she had found. Pursuant to Jacobsen, the Court 
of Appeals agreed with the district court that the case 
presented an “after-the-fact confirmation of a private 
search.” Id. at 484. 

The Court of Appeals in Lichtenberger viewed the 
next inquiry under Jacobsen as whether the officer’s 
search remained within the scope of the private 
search. Id. at 485. The court acknowledged how 
“searches of physical spaces and the items they con-
tain differ in significant ways from searches of com-
plex electronic devices under the Fourth Amend-
ment.” Id. at 487 (referencing Riley v. California, su-
pra). The court reasoned that the magnitude of pri-
vate information retained in a computer manifested 
itself in Jacobsen’s requirement that the officer has to 
proceed with “virtual certainty” that the inspection of 
the laptop and its contents would not tell the police 
anything more than they had already learned from 
the individual who conducted the private search. Id. 
at 488. Stated differently, when the governmental 
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viewing is limited to the scope of the private search, 
the magnitude of confidential files and information 
contained in one’s computer is protected from the pry-
ing eyes of the government unless and until a warrant 
is obtained. Absent a warrant, the government may 
view only those files that were disclosed pursuant to 
the private search. 

The Lichtenberger court found that this require-
ment was not satisfied because the officer admitted 
that he may have asked the girlfriend to open files 
that she had not previously opened during her private 
search. Id. Finding a lack of certainty that the officer’s 
review was limited to the photographs discovered dur-
ing the girlfriend’s earlier private search, the Court of 
Appeals held that there was a real possibility that the 
officer exceeded that search and could have discovered 
other information on the defendant’s laptop that was 
private, such as bank statements or personal commu-
nications unrelated to the allegations prompting the 
search. The court concluded that this discovery was 
precisely what the Jacobsen decision sought to avoid 
in articulating its beyond-the-scope test. Id. at 488-89. 

The Lichtenberger court asserted that it was not 
alone in its approach to these modern considerations 
under the Fourth Amendment, as other circuit courts 
have placed a similar emphasis on “virtual certainty” 
in their application of Jacobsen to searches of contem-
porary electronic devices. Id. at 489-91 (citing United 
States v. Runyan, supra (holding that, under Jacob-
sen, police did not exceed the private search of defend-
ant’s computer disks where his ex-wife had privately 
searched them and found child pornography, but did 
exceed the scope of the private search when police ex-
amined disks not viewed during that private search as 
police had no “substantial certainty” regarding their 
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contents); Rann v. Atchison, supra (applying Jacobsen 
to a subsequent police viewing of privately searched 
digital storage devices such as a memory card and 
computer zip drive that the victim of child pornogra-
phy and her mother provided to police, and holding 
that police did not exceed the private search as they 
were “substantially certain” that the devices con-
tained child pornography based upon the statements 
of the private parties); United States v. Tosti, supra 
(upholding an officer’s viewing of contraband under 
Jacobsen where the computer technician repairing the 
defendant’s computer disclosed to police thumbnail 
images containing child pornography and the police 
viewed only the images that the technician had al-
ready viewed)).13 

                                                           
13 Additional federal circuit court decisions have applied the Ja-
cobsen private search construct to searches of digital infor-
mation stored on electronic devices. See e.g. United States v. 
Reddick, 900 F.3d 636 (5th Cir. 2018) (applying Jacobsen to an 
officer’s viewing of the defendant’s computer files and conclud-
ing that because the child pornography files were deemed sus-
picious by a private actor and police did not expand the private 
actor’s search, the Fourth Amendment was not violated); United 
States v. Johnson, 806 F.3d 1323 (11th Cir. 2015) (applying Ja-
cobsen to the private search of a cell phone and concluding that 
the police exceeded the scope of the private search when the of-
ficer viewed a video that the private actor had not viewed); 
United States v. Goodale, 738 F.3d 917 (8th Cir. 2013) (holding 
that it is immaterial to application of the private search doc-
trine under Jacobsen whether the private party who conducted 
the search of the defendant’s computer had the defendant’s con-
sent to turn over to police illegal images discovered on the de-
fendant’s computer; so long as the police officer did not exceed 
the scope of the private search, the Fourth Amendment was not 
violated); United States v. Cameron, 699 F.3d 621 (1st Cir. 2012) 
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D. Conclusion 

In the instant case, we have applied the High 
Court’s accepted Jacobsen criteria and have con-
cluded, based on the clear record, that Eidenmiller 
was not acting as an agent of the government when he 
discovered the thumbnail images of child pornogra-
phy, and that Officer Maloney viewed only those im-
ages that Eidenmiller had presented to him based on 
Eidenmiller’s private search. As Officer Maloney did 
not exceed the private search conducted by Eidenmil-
ler, there is no violation of the Fourth Amendment un-
der Jacobsen. 

We clarify that we are not adopting the Common-
wealth’s position that one abandons his expectation of 
privacy in his computer files when he delivers his com-
puter to a commercial retail establishment for repair. 
Further, we reject as inapplicable the narrower hold-
ing of the Superior Court in Sodomsky that one aban-
dons his expectation of privacy when he consents to 
having the computer repaired in a manner that may 
result in the exposure of private information stored on 
the computer files. Instead, we hold that an individ-
ual’s expectation of privacy at the moment he relin-
quishes his computer to a commercial establishment 
for repair is irrelevant to our constitutional analysis 

                                                           
(holding that the Fourth Amendment was not violated when Ya-
hoo!, Inc. searched an account after receiving an anonymous tip 
that it contained images of child pornography because there was 
no evidence that the government had any role in investigating 
or participating in the private search); Commonwealth v. Jar-
rett, 338 F.3d 339 (4th Cir. 2003) (holding that the search of the 
defendant’s computer conducted by a hacker did not implicate 
the Fourth Amendment because the hacker was not acting as 
an agent of the government when he conducted the search). 
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because the computer technicians examining the con-
tents of the computer are private actors, not subject to 
the restrictions of the Fourth Amendment.14 Thus, 
our decision to affirm the lower court’s judgment 
based upon the private search doctrine is not prem-
ised upon a preference to avoid the issue presented 
but, rather, arises from the inapplicability of Fourth 
Amendment jurisprudence to non-state actors. 

We observe that the ramifications of applying an 
abandonment theory to the facts presented are pro-
found, as the abandonment theory, unlike the private 
search doctrine, lacks the constitutional safeguard of 
a restricted scope of the government’s subsequent ex-
amination of the evidence discovered. Under an aban-
donment theory, the individual “checks his privacy in-
terest at the door” when he requests a repair that may 
reveal the contents of private files stored on his com-
puter. Once that expectation of privacy has been aban-
doned, there is no constitutional protection to be af-
forded, and the officer who responds to a report of 
child pornography found on a computer could poten-
tially search every file on it without restriction. Ap-
plied to the facts presented, a true application of an 
abandonment theory would provide that when Officer 
Maloney arrived at CompuGig to view the images of 
child pornography found by Eidenmiller, he could 
have examined all of the files contained on Appellant’s 
laptop, as any expectation of privacy in those files had 
been abandoned.15 
                                                           
14 For this same reason, the federal cases of United States v. 
Jones, 565 U.S. 400 (2012), and Carpenter v. United States, 138 
S. Ct. 2206 (2018), are inapplicable as they involve government 
searches and not searches conducted by a private individual. 
15 Additionally, under an abandonment theory the court would 
examine whether a reasonable person should have known that 
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Under the private search doctrine, however, as ex-

plained supra, the officer responding to a report of 
child pornography found on a computer would be lim-
ited to viewing only those images revealed in the pri-
vate search. Accordingly, application of the private 
search doctrine to the facts presented more narrowly 
tailors the scope of the governmental examination of 
the information revealed by the private search and of-
fers greater protection of the privacy interests in-
volved. 

That is not to say that the application of the pri-
vate search doctrine always affords greater protec-
tion. Where an unscrupulous computer technician 
takes it upon himself to peruse one’s personal infor-
mation contained in various files stored on the com-
puter, unrelated to the requested repair, and that 
technician later finds and reports to law enforcement 
images of child pornography, the Fourth Amendment 
is not implicated so long as the police officer does not 
exceed the scope of the private search conducted. This 
unsavory result, however, is not the fault of the appli-
cation of a flawed legal theory, but rather a conse-
quence of the Fourth Amendment’s guarantee against 
unreasonable searches by the government. For these 
reasons, we conclude that the abandonment rationale 
employed in Sodomsky has no application to searches 
conducted by private individuals. 

Accordingly, we affirm the judgment of the Supe-
rior Court on these independent grounds. 

                                                           
his private computer files would be revealed during the comple-
tion of a particular computer repair. As Appellant cogently ar-
gues herein, the disparity of knowledge of computer operability 
possessed by average citizens would render this determination 
difficult to resolve in many cases. 
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Justices Todd, Dougherty and Mundy join the 

opinion. 
Chief Justice Saylor files a dissenting opinion in 

which Justice Donohue joins. Justice Wecht files a 
concurring and dissenting opinion. 
 
Judgment Entered 06/18/2019 
s/ John A. Vaskov] 
DEPUTY PROTHONOTARY 
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I concur only in the result that today’s learned Ma-
jority reaches. The Majority chooses to invoke our dis-
cretionary authority to affirm an order upon any ba-
sis, and does so on the basis of the “private search” 
doctrine.1 I would address instead the question of 
abandonment of privacy, which is the issue upon 
which this Court granted allocatur. As applied to 
these facts, this abandonment issue happens to re-
solve here in the Commonwealth’s favor. Accordingly, 
I would affirm the judgment of sentence, and I join the 
Majority only insofar as it reaches the same result. As 
my path to that result diverges from the Majority’s, I 
respectfully dissent from the Majority’s rationale. 

                                                           
1 Maj. Op. at 1-2 & n.1. 
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As the Majority aptly summarizes the history of 

the case,2 I reiterate here only those facts and events 
necessary to this discussion. On May 27, 2016, Jon 
Shaffer filed a motion seeking suppression of the child 
pornography seized from his personal computer. As 
the Majority recounts, Shaffer argued that Officer 
Christopher Maloney unconstitutionally searched 
Shaffer’s computer without a search warrant when he 
directed a CompuGig employee to open the files on 
Shaffer’s computer and then proceeded to view those 
files. Shaffer argued that neither exigent circum-
stances nor any other exception to the warrant re-
quirement of our Constitutions3 justified the warrant-
less intrusion. Shaffer asserted that he had a legiti-
mate expectation of privacy in the contents of his lap-
top computer, an expectation which, he maintained, 
he did not relinquish by providing the computer to 
CompuGig for repairs. 

The Commonwealth responded by arguing that 
Shaffer abandoned any expectation of privacy that he 
had in the computer. The Commonwealth relied pri-
marily upon the Superior Court’s decision in Com-
monwealth v. Sodomsky, 939 A.2d 363 (Pa. Super. 
2007), a case that is both factually and legally similar 
to the instant dispute. 

On July 7, 2016, the trial court held a hearing on 
Shaffer’s suppression motion. Following testimony 
                                                           
2 Id. at 2-12. 
3 In his brief to this Court, Shaffer invokes both the Fourth 
Amendment to the United States Constitution and Article I, Sec-
tion 8 of the Pennsylvania Constitution. See Brief for Shaffer at 
8. Shaffer does not provide an analysis pursuant to Common-
wealth v. Edmunds, 586 A.2d 887 (Pa. 1991), in an effort to 
demonstrate that the Pennsylvania Constitution provides 
greater protections than its federal counterpart. 



43a 
from CompuGig employee John Eidenmiller and Of-
ficer Maloney, the inquiry focused primarily upon the 
applicability of Sodomsky. The trial court found that 
the facts of this case were close enough to those in 
Sodomsky that the court was bound to apply its ra-
tionale. However, the trial court disagreed with the 
Commonwealth’s assertion that Shaffer abandoned 
his expectation of privacy the moment he delivered 
the computer to CompuGig. Instead, the trial court de-
termined, it was not until Shaffer requested repairs 
that he abandoned any expectation that the contents 
of the computer would be kept private. At that point, 
Shaffer forfeited any right to challenge Officer Malo-
ney’s actions. Consequently, the trial court denied 
Shaffer’s suppression motion, and, later sitting as the 
fact-finder, convicted Shaffer of the charges stemming 
from the images obtained from the computer. 

Initially, what is most important is what did not 
occur during the suppression proceedings. At no point 
did the Commonwealth assert that Officer Maloney’s 
actions with respect to the computer were constitu-
tional due to an earlier private search. The Common-
wealth placed all of its eggs into the Sodomsky basket 
(which addressed only whether a person has an expec-
tation of privacy in these circumstances), and did not 
invoke the private search doctrine. The trial court 
ruled upon expectation of privacy grounds; it did not 
find that the search was a private one. 

Shaffer had no reason to anticipate or rebut any 
argument that Officer Maloney’s warrantless inquiry 
into the files on his computer was permissible as an 
extension of CompuGig’s private search. More im-
portantly, Shaffer had no opportunity to create a rec-
ord to defend against such an argument. As the Ma-
jority explains, the applicability of the private search 
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doctrine hinges principally upon whether the police of-
ficer exceeded the bounds of the private action already 
undertaken.4 Given no reason to believe that the Com-
monwealth would one day claim that the search at is-
sue was a private search, Shaffer had no cause specif-
ically to cross-examine either Officer Maloney or Com-
puGig’s Eidenmiller regarding the particular actions 
performed by each. In a case involving the private 
search question, such cross-examination would be un-
dertaken in order to ascertain whether Officer Malo-
ney did, in fact, exceed the parameters of Eidenmil-
ler’s actions. 

The case continued in the same character before 
the Superior Court, where the focus of the parties and 
the appellate panel remained upon Shaffer’s expecta-
tion of privacy in the computer or his abandonment 
thereof. Once more, the Commonwealth did not raise 
the argument that the private search doctrine ap-
plied, and the Superior Court accordingly did not ad-
dress that doctrine. The Superior Court held only that 
Shaffer had abandoned his expectation of privacy in 
the computer. 

We granted allocatur to address the following 
question: 

Does an individual give up his expectation of 
privacy in the closed private files stored on his 
computer, merely by taking his computer to a 
commercial establishment for service or repair, 
where the service or repair requested does not 

                                                           
4 See Maj. Op. at 20 (citing United States v. Jacobsen, 466 U.S. 
109, 115, 117 (1984)). 
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render the viewing of the citizen[’]s closed pri-
vate files as foreseeable to either the customer 
or the computer technician? 

See Commonwealth v. Shaffer, 188 A.3d 1111 (Pa. 
2018) (per curiam). Our order did not mention the pri-
vate search doctrine, nor can one reasonably argue 
that the doctrine was fairly encompassed within the 
stated question. Nor did we direct any briefing or ar-
gument on the private search doctrine.5 

The private search doctrine did not make any ap-
pearance in this case until it surfaced as the Common-
wealth’s third line of argument in its brief to this 
Court.6 The Majority relies exclusively upon this 
tardy assertion to uphold Shaffer’s judgment of sen-
tence. Under the “affirm-on-any-basis” jurispruden-
tial device–which alternatively is known as the “right-
for-any-reason” doctrine—the Majority undeniably 
has the discretionary authority to resolve the case in 
this manner. But there are compelling reasons not to 
do so. 

                                                           
5 As the Majority correctly notes, the failure of the Common-
wealth at any point to raise the issue does not amount to waiver 
of its right to raise it before us now. See Maj. Op. at 23-24 (citing 
Rufo v. Bd. of License & Inspection Review, 192 A.3d 1113, 1123 
(Pa. 2018)). As the appellee at all stages, the Commonwealth had 
no burden to preserve any particular issue on pain of waiver. 
However, as I discuss below, the Commonwealth’s failure to do 
so undermines the notion that an issue raised for the first time 
before this Court is “of record” for purposes of our ability to affirm 
an order on any basis, and this failure places the other party at 
a significant disadvantage in his or her ability to argue success-
fully to this Court. 
6 See Brief for the Commonwealth at 17. 
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I. The Right-For-Any-Reason Doctrine 
The “right-for-any-reason” doctrine “allows an ap-

pellate court to affirm the trial court’s decision on any 
basis that is supported by the record.” In re A.J.R.-H., 
188 A.3d 1157, 1175-76 (Pa. 2018) (citing Ario v. In-
gram Micro, Inc., 965 A.2d 1194, 1200 (Pa. 2009)). 

The rationale behind the “right for any reason” 
doctrine is that appellate review is of “the judg-
ment or order before the appellate court, rather 
than any particular reasoning or rationale em-
ployed by the lower tribunal.” Ario, 965 A.2d at 
1200 (citing Hader v. Coplay Cement Mfg. Co., 
189 A.2d 271, 274-75 (Pa. 1953)). As the United 
States Supreme Court has explained, “The rea-
son for this rule is obvious. It would be wasteful 
to send a case back to a lower court to reinstate 
a decision which it had already made but which 
the appellate court concluded should properly 
be based on another ground within the power of 
the appellate court to formulate.” Sec. & Exch. 
Comm’n v. Chenery Corp., 318 U.S. 80, 88 
(1943). 

Id. at 1176 (citations modified). 
However jurisprudentially economical the use of 

the doctrine may be, an appellate court is not bound 
to utilize it any time it can scour the record and find 
another basis upon which to affirm. The doctrine is, 
and always has been, discretionary and prudential. 
See id. at 1176 (“This Court has stated that an appel-
late court may apply the right for any reason doctrine 
. . . .”) (emphasis added); Commonwealth v. Wholaver, 
177 A.3d 136, 145 (Pa. 2018) (“[I]t is well settled that 
this Court may affirm a valid judgment or order for 
any reason appearing as of record.”) (emphasis 
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added); E. J. McAleer & Co. Inc. v. Iceland Prod., Inc., 
381 A.2d 441, 443 n.4 (Pa. 1977) (“We may, of course, 
affirm the decision of the trial court if the result is cor-
rect on any ground without regard to the grounds 
which the trial court itself relied upon.”) (emphasis 
added). 

The principal restraint upon an appellate court’s 
discretionary prerogative to apply the right-for-any-
reason doctrine arises when the record does not con-
tain a sufficient factual basis to support the new 
grounds for affirmance. As we explained most recently 
in In re A.J.R.-H., an appellate court may apply the 
doctrine if “the established facts support a legal con-
clusion producing the same outcome. It may not be 
used to affirm a decision when the appellate court 
must weigh evidence and engage in fact finding or 
make credibility determinations to reach a legal con-
clusion.” In re A.J.R.-H., 188 A.3d at 1176 (citing 
Chenery Corp., 318 U.S. at 88; Bearoff v. Bearoff Bros., 
Inc., 327 A.2d 72, 76 (Pa. 1974)). 

Thus, at the forefront of any inquiry into the pro-
priety of the application of the right-for-any-reason 
doctrine is the question of whether the newly asserted 
basis for affirmance is “of record,” i.e., whether the ba-
sis is supported by the existing factual record. In con-
ducting this inquiry, we should not ignore how the rec-
ord in this case was created. At no point before or dur-
ing the evidentiary hearing on Shaffer’s motion did 
the Commonwealth raise the private search doctrine. 
Although the Commonwealth bears no issue-preser-
vation duty as appellee, the arguments that it ad-
vanced in service of its initial burden at the suppres-
sion hearing played a significant role in the creation 
of the factual record. 
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At the heart of any private search doctrine analy-

sis is the question of whether the police officer’s sub-
sequent actions exceeded those of the private citizen 
who conducted the first search.7 Had Shaffer been put 
on notice, actual or constructive, that he would have 
to rebut a private search argument, then or in the fu-
ture, his counsel could have conducted the hearing dif-
ferently, as any reasonably competent lawyer would. 
To defend against any private search claim, Shaffer’s 
counsel no doubt would have cross-examined Ei-
denmiller in detail regarding the steps that the latter 
took until he eventually discovered the pornographic 
files. Counsel then would have inquired as extensively 
into Eidenmiller’s actions when Officer Maloney di-
rected him to locate and display the files for the sec-
ond time. Finally, counsel would have engaged in a 
similarly detailed examination of Officer Maloney. 
Only then would Shaffer have a factual record suffi-
cient to oppose a claim of a private search and to argue 
that any discrepancies between the two searches (as-
suming that there were discrepancies and that the 
second search exceeded the first) rendered the private 
search doctrine inapplicable. At the very minimum, 
Shaffer should have had the opportunity to create a 
sufficient record. 

I do not maintain that notice always is a necessary 
precondition to application of the right-for-any-reason 
doctrine. Rather, under circumstances such as those 
presented here, the manner in which the record is cre-
ated is both an important factor in an appellate court’s 
consideration of whether to apply the right-for-any-
reason doctrine, and a significant factor in the crucial 

                                                           
7 See Jacobsen, 466 U.S. at 115, 117; see also Maj. Op. at 20. 
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inquiry of whether the newly asserted basis for affir-
mance is “of record.” 

The sole inquiry from the outset of this case up to 
and through our grant of allocatur was whether Shaf-
fer had an expectation of privacy in the laptop com-
puter that he dropped off for repairs at CompuGig. 
That inquiry differs significantly from one assessing 
the private search doctrine. As a general matter, there 
are two essential elements that must be present be-
fore any search can be challenged constitutionally. 
The area searched must be an area in which the per-
son challenging the search has a reasonable expecta-
tion of privacy, see Commonwealth v. Hawkins, 718 
A.2d 265, 267 (Pa. 1998), and the search must be per-
formed by a state actor. Commonwealth v. Price, 672 
A.2d 280, 283 (Pa. 1996). The former element concerns 
whether the challenger has a privacy right in the area 
that was searched. The latter addresses the issue of 
who conducts the search. These two elements entail 
different substantive analyses and examinations, 
both as to law and as to fact. The factual record cre-
ated to establish one element cannot automatically be 
substituted as a sufficient factual record for the other. 
We cannot graft an evidentiary record focused entirely 
upon Shaffer’s expectation of privacy onto the Com-
monwealth’s new invocation of the private search doc-
trine. These are apples and oranges. 

To find a sufficient record basis for application of 
the private search doctrine, the Majority highlights a 
brief exchange between the Commonwealth’s attorney 
and Officer Maloney, as well as two limited interac-
tions between Shaffer’s counsel and Officer Maloney.8 
These excerpts cannot suffice as an evidentiary record 
                                                           
8 See Maj. Op. at 24-25. 
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that would enable a proper analysis of the private 
search doctrine under the facts and circumstances of 
this case. The Commonwealth was not attempting to 
establish that Officer Maloney’s examination of the 
computer did not exceed Eidenmiller’s initial actions. 
More importantly, a brief two question/and two an-
swer exchange between Shaffer’s counsel and Officer 
Maloney that touched inadvertently upon matters 
that sometime later might be deemed pertinent to the 
private search doctrine is a far cry from the examina-
tion that would be necessary to build a record ade-
quate to evaluate the private actor versus state actor 
dilemma. 

A review of one aspect of those exchanges will il-
lustrate my point. When Officer Maloney was on the 
stand, Shaffer’s counsel asked him whether Eidenmil-
ler, at the officer’s request, opened the file containing 
the pornographic images. Officer Maloney responded, 
“Yes, sir, he showed me the exact route taken to find 
the images.”9 The Majority construes this statement 
as conclusive evidence that Eidenmiller did, in fact, 
take the same exact path in front of Officer Maloney, 
and, therefore, that Officer Maloney did not (and 
could not) exceed the scope of the private search. The 
problem is that Shaffer’s counsel did not test that 
statement through cross-examination. He simply let 
it go. The reason for the free pass is not difficult to 
discern. Shaffer’s counsel had no reason to know that 
the parallelism between the two searches would be an 
issue in the case, or that years later that one answer 
would form the factual basis to deny his client relief 
on a newly asserted, and entirely different, legal ba-

                                                           
9 N.T., 7/7/2016, at 30. 
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sis. Instead, counsel let Officer Maloney testify effec-
tively to a legal conclusion without exploring the fac-
tual basis for that conclusion, through no fault of his 
own. No one would anticipate that a case would take 
on such a different character at the last stage of state 
appellate proceedings. That counsel, by happenstance 
or coincidence, stumbled upon one or two questions 
relevant to the new issue upon which this Court now 
chooses to focus does not mean that the record suffices 
for purposes of our discretionary application of the 
right-for-any-reason doctrine. 

Moreover, the problem is not only that the issue is 
not “of record.” The problem also is that it is inequita-
ble to employ our discretionary authority to apply the 
right-for-any-reason doctrine here, inasmuch as the 
issue was thrust upon Shaffer only at this very late 
stage in the proceedings. When the Commonwealth 
raised the private search doctrine for the first time as 
its third argument in its brief to this Court, Shaffer 
was forced to respond to a new legal theory for the first 
time in his reply brief to this Court. Reply briefs, by 
rule, must be limited to 7000 words, and may not ex-
ceed fifteen pages.10 But the page limit is not the 
greatest obstacle that Shaffer must overcome. It is not 
what puts him at a significant disadvantage, not what 
hinders his ability to defend against the Common-
wealth’s newly asserted theory. It is the state of the 
record in this case that precludes Shaffer effectively 
from defending against the new claim. The record be-
fore this Court is one tailored (“teed up,” as we say) 
specifically to the question of whether Shaffer re-
tained an expectation of privacy in his laptop com-
puter when he turned it over for repairs. It is not a 
                                                           
10 See Pa.R.A.P. 2135(a)(1). 
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record containing any meaningful evidentiary devel-
opment of the facts necessary for evaluation of the pri-
vate search doctrine in the context of this case. Shaf-
fer is forced—in a reply brief—to try to make the rec-
ord that we have suffice for the record that we need. 
He is forced to cram the proverbial square peg into a 
round hole. 

The right-for-any-reason doctrine is premised pri-
marily upon the desirability of conserving judicial and 
prosecutorial resources. Laudable as that goal may be, 
we still must be judicious in our exercise of discretion, 
and we should not wield that tool when it would im-
pose upon one litigant an inequitable handicap. We 
should apply the doctrine only when the newly in-
voked basis for relief truly is of record, and where the 
applicability of that new basis is sufficiently clear, 
such that further proceedings on remand would be a 
waste of time and resources. That is not the case here. 

There is another reason that I would not apply the 
right-for-any-reason doctrine in this case. As I discuss 
in greater detail in Part III below, Shaffer’s judgment 
of sentence should be affirmed on the merits of the 
question upon which we actually granted allocatur. In 
other words, there is no reason to find an alternative 
basis to affirm when the case, as is, necessitates affir-
mance on the precise question presented. 

II. The Private Search Doctrine 
Before proceeding to the merits of the abandon-

ment of privacy question presented by this case, I will 
assume for the moment that it would be an equitable 
exercise of our discretion to apply the right-for-any-
reason doctrine; I do so in order to note my disagree-
ment with the Majority’s application of the private 
search doctrine. 
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The seminal case regarding the private search doc-

trine is the Supreme Court of the United States’ deci-
sion in Jacobsen. In that case, a supervisor at an air-
port location of Federal Express noticed that a forklift 
had damaged a package. Jacobsen, 466 U.S. at 111. 
Together with the office manager, the supervisor 
opened the damaged package in order to inventory its 
contents pursuant to a written insurance protocol. In-
side the package was a tube assembled from duct tape. 
The Federal Express employees cut open the tube and 
found baggies containing what they believed to be co-
caine. Immediately, they called the DEA and returned 
the baggies to the tube. A DEA agent arrived, removed 
the baggies from the tube, and examined the sub-
stance, which tested positive for cocaine. Id. at 111-
12. Other DEA agents arrived on the scene and, ulti-
mately, obtained a search warrant based in large part 
upon the search performed by the first agent. Id. at 
112. 

As the Majority recounts, the Supreme Court con-
sidered the DEA agent’s initial search as a private 
search because “the federal agents did not infringe 
any constitutionally protected privacy interest that 
had not already been frustrated as the result of pri-
vate conduct.” Id. at 126. Because the initial invasion 
of privacy occurred at the hands of a private individ-
ual, and was not performed by a government agent, 
the subsequent search by the DEA agent was not un-
reasonable. 

This doctrine poses readily identifiable risks to an 
individual’s right of privacy, and entails a considera-
ble potential for abuse. The private search doctrine es-
sentially places the state actor behind private eyes, al-
lowing a law enforcement officer to go wherever a pri-
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vate person before him has gone. To cabin the poten-
tial hazard to privacy rights, the Supreme Court lim-
ited the subsequent governmental action to the 
bounds of the actions of the private individual. Any 
additional actions “must be tested by the degree to 
which they exceeded the scope of the private search.” 
Id. at 115 (citing Walter v. United States, 447 U.S. 649 
(1980)). 

More significant to the case sub judice, and as an-
other limitation on the private search doctrine, the 
Supreme Court explained that the DEA’s subsequent 
opening of the package did not exceed the parameters 
of the initial, private search because “there was a vir-
tual certainty that nothing else of significance was in 
the package and that a manual inspection of the tube 
and its contents would not tell [the DEA agent] any-
thing more than he already had been told.” Id. at 119. 
It is this statement that distinguishes the circum-
stances in Jacobsen from Officer Maloney’s actions in 
this case. 

In Jacobsen, the DEA agent opened a package that 
contained a tube. In the tube were plastic bags con-
taining cocaine. There was nothing else to find or dis-
cover. The DEA’s re-examination of the package posed 
no additional threat to Jacobsen’s privacy. It was “a 
virtual certainty” that the second search would reveal 
nothing but what the Federal Express employees had 
found and reported. 

The same cannot be said for a personal computer. 
Regardless of the path taken by CompuGig’s Ei-
denmiller to locate the suspicious files as directed by 
Officer Maloney, there existed a very real potential for 
exposure of information not yet discovered by the pri-
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vate search. In 2019, one’s personal computer con-
tains a wealth of information, both private and public. 
Even the screen saver, wallpaper, and names of files 
on the home screen of a computer can expose private 
information about the individual who owns the com-
puter. Unlike a duct tape tube that has only one area 
where items can be stored, a personal computer offers 
virtually limitless areas for exploration. An inadvert-
ent click on a file or tab could uncover to a state actor 
private information that was not part of the infor-
mation collected initially by the private actor. Ei-
denmiller’s navigation of a personal computer at the 
direction of a police officer does not entail the same 
“virtual certainty,” or near guarantee, that no other 
private information could fall into the hands of the 
law enforcement agent in the same way that the tube 
in Jacobsen did. The tube in Jacobsen was a limited 
vessel, eliminating the possibility that the DEA agent 
would be able to exceed the bounds of the private 
search. Indeed, if the tube could be said to have an 
opposite, that opposite would be a personal computer. 

Because nothing in the record as established in 
this case convincingly demonstrates a “virtual cer-
tainty” that Officer Maloney’s second, warrantless 
search would not exceed the scope of the initial private 
search and would not reveal information other than 
what Eidenmiller already had discovered, I would find 
the private search doctrine to be inapplicable in this 
case in the event that the doctrine was properly before 
us. 

That does not mean that I would reverse the lower 
courts. For the reasons that follow, I would hold that 
Shaffer ultimately, though not initially, abandoned 
his expectation of privacy in the computer. 
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III. Shaffer’s Expectation of Privacy in the 

Personal Computer 
We granted allocatur in this case to consider 

whether the owner of a personal computer abandons 
his or her expectation of privacy in closed files on that 
computer the moment he or she drops it off with a 
computer repair service. This question necessarily im-
plicates the third-party doctrine. When we accepted 
this appeal, we provided ourselves with an oppor-
tunity to reconsider that doctrine in the context of our 
modern high-tech world, a world in which the interac-
tion between technology and one’s personal infor-
mation has changed significantly from the past. 

In Katz v. United States, 389 U.S. 347 (1967), the 
United States Supreme Court stated for the first time 
that the Fourth Amendment to the United States Con-
stitution “protects people, not places.” Id. at 351. Katz 
expanded the protections of the Fourth Amendment to 
include those places where one enjoys a reasonable ex-
pectation of privacy. This landmark decision marked 
the beginning of our current understanding that a 
person, place, area, or thing is protected by the Fourth 
Amendment if the person asserting the protection 
seeks to preserve the area or place infringed upon as 
private, and if the expectation of privacy is one that 
society would deem reasonable. See Commonwealth v. 
Shabezz, 166 A.3d 278, 288 (Pa. 2017). 

The third-party doctrine addresses the question of 
whether a person’s expectation of privacy applies 
when the object as to which the expectation is asserted 
is placed in the hands of a third person. Had this case 
been brought even a decade ago, its resolution as a 
matter of federal constitutional law would have been 
relatively straightforward. In United States v. Miller, 
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425 U.S. 435 (1976), and Smith v. Maryland, 442 U.S. 
735 (1979), the Supreme Court of the United States 
firmly established the third-party doctrine, effectively 
holding that a person retained no expectation of pri-
vacy in materials given over to the possession of a 
third party. In Miller, the Court held that Miller’s 
bank records actually were business records of the 
bank in which Miller could “assert neither ownership 
nor possession.” Miller, 425 U.S. at 440. Further, the 
records, in possession of a third party, could not be 
deemed exclusively private to Miller as they were “ex-
posed to [bank] employees in the ordinary course of 
business.” Id. at 442. Miller had “take[n] the risk, in 
revealing his affairs to another, that the information 
[would] be conveyed by that person to the [g]overn-
ment.” Id. at 443. 

In Smith, the Supreme Court addressed Smith’s 
claim that he held a reasonable expectation of privacy 
in a pen register that recorded the outgoing numbers 
dialed from his landline telephone. The Court rejected 
Smith’s claim, opining that it “doubt[ed] that people 
in general entertain any actual expectation of privacy 
in the numbers they dial.” Smith, 442 U.S. at 742. The 
Court noted that, at the time, telephone companies 
used dialed numbers for a variety of legitimate busi-
ness purposes. When a person makes a call, the Smith 
Court reasoned, he or she voluntarily conveyed the di-
aled number to the phone company, which received 
the information in the regular course of business. 
Thus, as in Miller, Smith had assumed the risk that, 
by dialing a number, he subjected himself to the pos-
sibility that the telephone company would turn his di-
aling information over to the government. The Court 
explained that “a person has no legitimate expectation 
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of privacy in information he voluntarily turns over to 
third parties.” Id. at 743-44. 

Under a reading of only Miller and Smith, it would 
appear that Shaffer could claim no legitimate expec-
tation of privacy in his computer once he turned it 
over to CompuGig. By doing so, he would be deemed 
by those precedents voluntarily to have exposed the 
computer’s contents to CompuGig’s employees, who 
received the information in the regular course of their 
business. The argument would follow that Shaffer as-
sumed the risk that a person working at CompuGig 
could turn any information found on the computer 
over to the police. 

However, the jurisprudential landscape has 
evolved since the 1970’s. A fair review of the United 
States Supreme Court’s recent cases, beginning with 
United States v. Jones, 565 U.S. 400 (2012), reveals 
that the Miller/Smith view of the third-party doctrine 
now is somewhat antiquated, inasmuch as modern 
technology has caused the High Court to think differ-
ently about third-party interactions. In 2012, the 
Court in Jones confronted the question of whether af-
fixing a GPS device to a person’s vehicle and tracking 
his or her movements—without a search warrant—
constitutes a search or seizure under the Fourth 
Amendment. Id. at 402. In deciding that doing so was 
indeed a search, the Court (in an opinion authored by 
Justice Scalia) emphasized the intrusiveness that the 
government’s actions entailed: “The Government 
physically occupied private property for the purpose 
of obtaining information.” Id. at 404. The Court had 
“no doubt” that this was a search for purposes of the 
Fourth Amendment. Id. The installation of the GPS 
device effectively was a trespass that, for twenty-eight 
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days, permitted the government to know and evaluate 
all of Jones’ vehicular movements. 

Justice Scalia’s majority opinion drew two concur-
rences relevant here. First, Justice Alito, joined by 
Justices Ginsburg, Breyer, and Kagan, rejected Jus-
tice Scalia’s trespass-oriented approach to the case. 
These four Justices would have simply concluded that 
attachment of the GPS device to Jones’ car was a 
search because it violated Jones’ reasonable expecta-
tion of privacy through “the long-term monitoring of 
the movements of the vehicle he drove.” Id. at 419. 
Justice Alito opined that “the use of longer term GPS 
monitoring in investigations of most offenses im-
pinges on expectations of privacy. For such offenses, 
society's expectation has been that law enforcement 
agents and others would not—and indeed, in the 
main, simply could not—secretly monitor and cata-
logue every single movement of an individual's car for 
a very long period.” Id. at 430. 

Justice Sotomayor authored a concurring opinion 
in which she questioned whether the “Executive, in 
the absence of any oversight from a coordinate branch, 
[should have] a tool so amenable to misuse, especially 
in light of the Fourth Amendment’s goal to curb arbi-
trary exercises of police power . . . .” Id. at 416. More 
importantly for present purposes, Justice Sotomayor 
opined that “it may be necessary to reconsider the 
premise that an individual has no reasonable expec-
tation of privacy in information voluntarily disclosed 
to third parties.” Id. at 417. Specifically with regard to 
the “digital age,” Justice Sotomayor found the third-
party doctrine to be “ill suited” because people now 
“reveal a great deal about themselves to third parties 
in the course of carrying out mundane tasks.” Id. “Peo-
ple disclose the phone numbers that they dial or text 
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to their cellular providers; the URLs that they visit 
and the e-mail addresses with which they correspond 
to their Internet service providers; and the books, gro-
ceries, and medications they purchase to online retail-
ers.” Id. In Justice Sotomayor’s view, a strict applica-
tion of the third-party doctrine no longer is feasible. 
This is an idea that would pick up steam a few years 
later in Carpenter v. United States, 138 S. Ct. 2206 
(2018). 

In Carpenter, the Supreme Court granted certio-
rari to determine “how to apply the Fourth Amend-
ment to a new phenomenon: the ability to chronicle a 
person’s past movements through the record of his cell 
phone signals.” Id. at 2216. At issue were records ob-
tained from communications between a person’s cellu-
lar telephone and a cellular tower. Through these rec-
ords, police could track a person’s movement or deter-
mine whether that person had been in a particular 
area during a certain time period. 

In a majority opinion authored by Chief Justice 
Roberts, the Court declined to extend Miller’s and 
Smith’s strict third-party doctrine to preclude an ex-
pectation of privacy in the cellular tower records. The 
Court held first that, although Miller and Smith apply 
to phone numbers and bank records, the doctrine can-
not apply automatically to the cellular tower records 
at issue. The core inquiry still must be whether society 
would deem reasonable an expectation of privacy in 
the area or items that were searched or seized. At the 
time that Miller and Smith were decided, few would 
have imagined a society so technologically advanced, 
or one in which citizens were so attached to electronic 
devices. Quoting Riley v. California, 573 U.S. 373 
(2014) (holding that police must get a warrant before 
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searching a cellular telephone seized incident to an ar-
rest), the Court repeated its view that cell phones 
have become a “feature of human anatomy,” which 
“tracks nearly exactly the movements of its owner.” 
Carpenter, 138 S. Ct. at 2218. Modern people “compul-
sively carry cell phones with them all the time. A cell 
phone faithfully follows its owner beyond public thor-
oughfares and into private residences, doctor’s offices, 
political headquarters, and other potentially reveal-
ing locales.” Id. 

The Court also found it important that cellular 
towers do not merely log phone numbers. The towers 
in actuality compile a comprehensive and detailed rec-
ord of a person’s movements. These towers had gener-
ated “seismic shifts in digital technology that made 
possible the tracking of not only Carpenter’s location 
but also everyone else’s, not for a short period but for 
years and years.” Id. at 2219. The unique nature of 
the compilation of data by these towers necessarily 
overcomes the strict parameters of the third-party 
doctrine. “[A]n individual maintains a legitimate ex-
pectation of privacy in the record of his physical move-
ments as captured through [cellular tower records.]” 
Id. at 2217. Thus, the reach of the earlier third-party 
doctrine cases has been substantially limited in this 
context. 

That the records technically are compiled for com-
mercial purposes cannot negate a person’s expectation 
of privacy. In Carpenter, the government seized rec-
ords encompassing one hundred and twenty-seven 
days of activity, “an all-encompassing record of the 
holder’s whereabouts.” Id. As was the case with the 
GPS tracker in Jones, the “time stamped data pro-
vides an intimate window into a person’s life, reveal-
ing not only his particular movements, but through 
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them his ‘familial, political, professional, religious, 
and sexual associations.’” Id. (quoting Jones, 565 U.S. 
at 415 (Sotomayor, J., concurring)). Like the cell 
phones themselves, the records “hold for many Amer-
icans the privacies of life.” Id. (citation and quotation 
marks omitted). 

Rejecting a rote application of the third-party doc-
trine, as advocated by the Government and the dis-
senting Justices, the Carpenter Court explained that 
the doctrine is rooted in a “reduced” expectation of pri-
vacy; it does not mean that a person has no expecta-
tion of privacy at all. “[T]he fact of ‘diminished privacy 
interests does not mean that the Fourth Amendment 
falls out of the picture entirely.’” Id. at 2219 (quoting 
Riley, 573 U.S. at 392). Neither Miller nor Smith re-
lied solely upon the fact that the relevant materials 
were in the hands of another. Instead, the Court con-
sidered “the nature of the particular documents 
sought” to determine whether there was “a legitimate 
expectation of privacy concerning their contents.” Id. 
at 2219 (citation and quotation marks omitted). 

In dissent, Justice Thomas expressed reservations 
as to the continued viability of the third-party doc-
trine, as Justice Sotomayor had done in her concur-
ring opinion in Jones. In Justice Thomas’ view, the 
Court approached the case incorrectly, inasmuch as 
the Court should not have contemplated at all 
whether a search occurred, but instead should have 
considered whose property was searched. Justice 
Thomas noted that the Fourth Amendment protects 
people from unreasonable searches of “their” places, 
property, and effects. Id. at 2235 (Thomas, J., dissent-
ing). Thus, “each person has the right to be secure 
against unreasonable searches . . . in his own person, 
house, papers, and effects.” Id. (quoting Minnesota v. 
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Carter, 525 U.S. 83, 92 (1998) (Scalia, J., concurring) 
(emphasis in original)). In Carpenter, the cellular 
tower records did not belong to Carpenter. Thus, ac-
cording to Justice Thomas, he had no viable Fourth 
Amendment claim. Notably, this approach would 
eliminate the third-party doctrine altogether. As long 
as a person owned the property, he or she could claim 
a Fourth Amendment violation regardless of who was 
in possession at the time that the search occurred. 

It is noteworthy that both Justices Thomas and So-
tomayor have opined that the long standing third-
party doctrine is no longer sustainable, albeit for dif-
ferent reasons. Nonetheless, what is important pres-
ently is that Carpenter itself provides the roadmap to 
resolving the expectation of privacy issue before us to-
day. Foremost, Carpenter expressly rejected the no-
tion that a person loses all expectation of privacy in 
an object immediately upon it landing in the hands of 
a third party. The Court emphasized that, while one 
may have a diminished expectation of privacy in that 
object, he or she does not invariably forfeit his or her 
expectation of privacy entirely. Examining Miller and 
Smith, the Court noted that what matters most was 
not that the materials at issue were in the hands of 
another, but rather “the nature of the particular doc-
uments sought” in ascertaining whether there existed 
a reasonable expectation of privacy in the contents 
searched or seized. Carpenter, 138 S. Ct. at 2219. 

In the modern digital age, personal computers and 
similar devices are quite like the cellular telephones 
at issue in Riley and the tracking of movements in 
Jones and Carpenter. Americans use these computing 
devices to aid in almost every aspect of their daily 
lives. We use them to get an education, to discuss pol-
itics and current events, to find a romantic partner, 
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and to pay our bills. We store personal digital photo-
graphs on them, and engage in personal correspond-
ence. We use computers for work, entertainment, and 
religion. We chronicle our lives with them. We shop 
with them. We pay our taxes with them. The personal 
computer, although not always carried everywhere we 
go like cell phones, has become equally important to 
the functioning of our daily lives. A search of a com-
puter can provide the government with a complete 
snap-shot of a person’s private life, revealing infor-
mation related to every aspect of our lives, including 
those things we seek to keep most private. “An Inter-
net search and browsing history, for example, can be 
found on an Internet-enabled [personal computer] and 
could reveal an individual's private interests or con-
cerns—perhaps a search for certain symptoms of dis-
ease, coupled with frequent visits to WebMD.” Riley, 
573 U.S. at 395-96. 

Personal computers, like modern cellular tele-
phones, “are not just another technological conven-
ience. With all they contain and all they may reveal, 
they hold for many Americans the privacies of life.” Id. 
at 403 (citation and quotation marks omitted). For 
these reasons, personal computers align with cellular 
phones, GPS devices, and long-term records of a per-
son’s movements, such that the third-party doctrine 
does not automatically extinguish any and all expec-
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tation of privacy that a person has in his or her com-
puter when it is in the hands of another.11 The protec-
tion of the Fourth Amendment simply “does not fall 
out of the picture entirely.” See Carpenter, supra.12 

Nonetheless, that Shaffer maintained some expec-
tation of privacy even though he submitted the com-
puter to CompuGig does not mean that Shaffer re-
tained that expectation forever. It is axiomatic that a 
person who has an expectation of privacy also can 
abandon that expectation. Commonwealth v. Dowds, 
761 A.2d 1125, 1131 (Pa. 2000). Abandonment is a 

                                                           
11 The Majority chooses to resolve this case on the basis of the 
private search doctrine, concluding that “an individual’s expec-
tation of privacy at the moment he relinquishes his computer to 
a commercial establishment for repair is irrelevant to our consti-
tutional analysis because the computer technicians examining 
the contents of the computer are private actors, not subject to the 
restrictions of the Fourth Amendment.” Maj. Op. at 32. I disa-
gree. If the expectation of privacy was irrelevant, then the Su-
preme Court of the United States’ analyses in Smith (bank rec-
ords) and Miller (pen register) would be irrelevant. In those 
cases, the Supreme Court held that the defendants could not 
challenge a subsequent search or seizure of the relevant materi-
als because, once those materials were exposed to a third party, 
the defendants no longer retained an expectation of privacy in 
them. The Court did not predicate its holding that the seizures 
were constitutional on the rationale that the subsequent search 
did not exceed what was exposed to the third-parties. Moreover, 
if a person does not hold an expectation of privacy in an item 
being searched, then it does not matter whether the person per-
forming the search is a private or state actor. 
12 My perspective also is congruent with Pennsylvania’s Article 
I, Section 8 third-party doctrine. See Commonwealth v. DeJohn, 
403 A.2d 1283 (Pa. 1979) (holding that, contrary to Miller and 
Smith, under the Pennsylvania Constitution, a person retains a 
reasonable expectation of privacy in bank records even though a 
bank employee would have free access to view the contents con-
tained therein). 
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question of intent, and “may be inferred from words 
spoken, acts done, and other objective facts.” Id. (cit-
ing Commonwealth v. Shoatz, 366 A.2d 1216, 1220 
(Pa. 1976)). 

Presently, Shaffer’s words and actions demon-
strate clearly that he abandoned his expectation of 
privacy in the computer.13 In November 2015, Shaf-
fer’s laptop stopped operating correctly. He believed 
that his son had downloaded some files on the com-

                                                           
13 The Majority characterizes the application of an abandonment 
theory to the facts of this case as “profound,” and observes that 
such a theory is less protective (in some instances) of privacy 
rights than is the private search doctrine. Maj. Op. at 32. To be 
sure, any time that the state obtains and exercises carte blanche 
authority to invade a person’s effects, a profound act occurs, re-
gardless of whether that search occurs because the person has 
given up any right to challenge the search or because the state 
actor is merely following the actions of a private citizen. It is true 
as well that the private search doctrine affords an extra layer of 
constitutional protection beyond that allowed by the traditional 
third-party doctrine, inasmuch as the latter necessarily entails 
an absolute abandonment of any and all privacy interests in the 
property or item provided to the third party, i.e., the person 
“checks his privacy interest at the door.” Id. at 32. I depart from 
the Majority because, as explained hereinabove, I would not ap-
ply the traditional third-party doctrine. The Supreme Court of 
the United States’ case law has evolved to the degree that a per-
son no longer categorically checks his privacy interest at the 
door, at least when the item now in the hands of a third party is 
a personal computer. Having retained some privacy in that per-
sonal computer, the owner may, by limiting access to certain ar-
eas of the device, retain some of his or her privacy interest in it. 
Put differently, with regard to her personal computer and similar 
devices, a person does not automatically grant access to all of the 
files stored anywhere on the computer simply by turning it over 
for service. Of course, as with Shaffer here, the facts of the case 
may demonstrate that the person intended to grant unfettered 
access to the entire computer. 
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puter that had affected its functionality. On Novem-
ber 25, 2015, Shaffer took the laptop to CompuGig for 
service. On the intake form, Shaffer indicated that the 
computer had been affected by “Spyware/virus” and 
that it could not “get the Internet.” He also indicated 
that, after his son had downloaded something, the lap-
top’s performance was riddled by “pop ups.” 

Shaffer provided CompuGig with his password, to 
allow CompuGig access to the computer, and he re-
quested restorative services. Eidenmiller performed a 
basic diagnostic test, which revealed that the hard 
drive was failing. An administrator from CompuGig 
called Shaffer and told him of the results of this initial 
test. The administrator also informed Shaffer that the 
repairs would cost more than the initial estimate of 
$160. Shaffer told the administrator that, based upon 
the diagnostics, he wanted to replace the failing hard 
drive despite the increased cost. Shaffer then author-
ized further repairs. Shaffer made no efforts to limit 
CompuGig’s access to any file or folder on the laptop. 

Eidenmiller was not a party to that call, but he 
continued to work on the laptop. Acting on what he 
believed was Shaffer’s request, Eidenmiller attempted 
to take an image of the hard drive and to place that 
image into a new hard drive. Although he successfully 
imaged the old hard drive, he was unable to insert 
that image onto a new hard drive. A CompuGig em-
ployee once more contacted Shaffer and told him of the 
failed attempt. 

Eidenmiller then determined that the only other 
way to save the files on the defective hard drive was 
to manually copy the files and transfer them to the 
new hard drive one-by-one. CompuGig again con-
tacted Shaffer and informed him that this was the last 
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viable option to save the files. Shaffer consented to the 
work. 

On these facts, Shaffer undeniably abandoned 
whatever expectation of privacy that he retained in 
the computer. Thus, by the time that Officer Maloney 
observed the pornographic photographs, Shaffer was 
unable to claim an expectation of privacy in the elec-
tronic folders in which they were stored. Having no 
such expectation, Shaffer is not entitled to suppres-
sion of those images. 

* * * 
Determination of whether a person has an expec-

tation of privacy in an area searched is no easy task. 
It requires consideration of a number of factors, some 
of which are not always readily apparent. Police offic-
ers in the field make these decisions every day across 
Pennsylvania. Occasionally, and no doubt frustrat-
ingly, an appellate court will hold that an officer’s es-
timation of a person’s expectation of privacy was erro-
neous, leading to the suppression of evidence and, pos-
sibly, the dismissal of charges. 

The risk of such an outcome often can be amelio-
rated by following the letter of our Constitutions and 
obtaining a search warrant when probable cause ex-
ists. It is true that an officer is not required to get a 
warrant to search an area in which the suspect has no 
expectation of privacy. However, simply because an 
officer is not required to get a warrant does not mean 
that he or she cannot (or should not) do so. To obtain 
a warrant is to provide the subsequent search with an 
added layer of protection from challenge, inasmuch as 
the search was authorized by a neutral and detached 
magistrate. Pre- approval of the search by a judicial 
officer eliminates the officer’s need to make the much 
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riskier decision of determining on the spot whether 
the subject has an expectation of privacy. 

In some instances, it will be patent and obvious 
that the suspect has no expectation of privacy in the 
area that the officer seeks to search. However, this is 
not that case. CompuGig had sole possession of Shaf-
fer’s computer. An identified witness informed the po-
lice that he observed what he believed to be child por-
nography on the computer. Clearly, probable cause ex-
isted to obtain a warrant to search the computer. In-
stead of searching the computer immediately, the bet-
ter (and more constitutionally adherent) practice is to 
secure the computer and proceed to get a warrant, 
thereby avoiding the risk of erroneously calculating 
whether Shaffer had an expectation of privacy. 

* * * 
For the reasons discussed, I concur in the result 

reached by the Majority. I dissent as to the Majority’s 
legal analysis. 
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CONCURRING AND DISSENTING OPINION 
CHIEF JUSTICE SAYLOR 
DECIDED: JUNE 18, 2019 

On the issue of abandonment, I agree with those 
courts which have held that a person does not aban-
don a reasonable expectation of privacy merely by 
turning a computer over to a repairperson to restore 
its functionality. See, e.g, United States v. Barth, 26 F. 
Supp. 2d 929, 936-37 (1998); State v. Cardwell, 778 
S.E.2d 483, 488-89 (S.C. Ct. App. 2015), aff’d as mod-
ified, 824 S.E.2d 451 (S.C. 2019). For my part, in the 
computer repair scenario, I am reluctant to find 
wholesale abandonment absent an express admoni-
tion to the defendant that closed files may be opened 
and viewed non-confidentially in the repair process. 

Substantively, my thoughts align more closely 
with the majority’s invocation of the private-search 
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doctrine, since the present circumstances “signifi-
cantly lessened [Appellant’s] reasonable expectation 
of privacy ‘by creating a risk of intrusion [by private 
parties] which [was] reasonable foreseeable.” Id. 
(quoting United States v. Paige 136 F.3d 1012, 1017 
(5th Cir. 1998)). Nevertheless, I agree with Justice 
Wecht that the record has not been appropriately de-
veloped to allow for consideration of the application of 
the doctrine in this case. See Concurring and Dissent-
ing Opinion at 3-10. 

Finally, to the degree that the private search doc-
trine applies, it would seem to me that it should only 
justify a viewing, by authorities, of files that already 
have been opened in the course of the private search. 
Here, however, police proceeded to seize Appellant’s 
laptop from its place of entrustment without a war-
rant. See Majority Opinion, slip op. at 4. Other than 
relying on the concept of abandonment, the Common-
wealth fails to identify an applicable exception to the 
warrant requirement to justify such seizure.1 

                                                           
1 As Justice Wecht has amply demonstrated, many of the con-
ceptual difficulties here arise from the shifting focus, at the pre-
sent stage, from abandonment to the private search doctrine. 
See, e.g. Concurring and Dissenting Opinion at 3 (“Shaffer had 
no reason to anticipate or rebut any argument that Officer Malo-
ney’s warrantless inquiry into the files on his computer was per-
missible as an extension of CompuGig’s private search.”). In 
these circumstances, I respectfully differ with the majority’s ap-
proach in faulting Appellant for failing to previously anticipate 
concerns and considerations relevant to the private search doc-
trine. See Majority Opinion, slip op. at 5 n.6. 
Closer consideration of exceptions to the warrant requirement 
other than abandonment might be in order, had this case been 
developed by the Commonwealth so as to bring such exceptions 
into play in a timely fashion. Again, the Commonwealth does 
bear a substantial burden relative to warrantless seizures at a 
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Concluding, as I do, that the case should turn on 

the abandonment question, and that Appellant did 
not completely abandon his expectation of privacy in 
closed computer files stored on his hard disk, I would 
reverse the order the Superior Court. 

 
Justice Donohue joins this dissenting opinion. 

                                                           
suppression hearing. See, e.g., In re L.J., 622 Pa. 126, 146, 79 
A.3d 1073, 1085 (2013). 
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APPENDIX B 
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OF PENNSYLVANIA 
[filed December 21, 2017] 

COMMONWEALTH OF 
PENNSYLVANIA, 

Appellee 
 

v. 
 
JON ERIC SHAFFER, 

Appellant 

 
 

 
 
No. 435 WDA 2017 

Appeal from the Judgment of Sentence Entered 
March 9, 2017 

In the Court of Common Pleas of Butler County 
Criminal Division at No: CP-10-CR-0000896-2016 

BEFORE: BENDER, P.J.E., OLSON, J., and 
STABILE, J. 
OPINION BY STABILE, J.: 

Appellant, Jon Eric Shaffer, appeals from the 
March 9, 2017 judgment of sentence imposing an ag-
gregate 6 to 12 months of incarceration followed by 
156 months of probation for possession of child por-
nography (18 Pa.C.S.A. § 6312(d)) and criminal use of 
a communication facility (18 Pa.C.S.A. § 7512). We af-
firm. 

On November 25, 2015, a computer technician was 
attempting to save files from the failing hard drive in 
Appellant’s laptop computer when he discovered ex-
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plicit photographic images of young girls. The techni-
cian summoned the police, and the police arrested Ap-
pellant and charged him with the aforementioned of-
fenses. Appellant filed a pretrial motion to suppress 
the evidence from the warrantless search and seizure 
of his laptop computer. The trial court conducted a 
hearing on July 7, 2016, and denied the motion on Oc-
tober 3, 2016. On November 10, 2016, the trial court, 
sitting as finder of fact, found Appellant guilty of both 
charges. The trial court imposed sentence on March 9, 
2016, and Appellant filed this timely appeal on March 
14, 2017. 

The trial court summarized the pertinent facts: 
[Appellant] delivered his laptop computer to 

CompuGig for repair and completed an initial 
work order form that is dated November 25, 
2015. On the form, in response to the question, 
‘What problems are you experiencing?’, boxes 
next to ‘Spyware/virus’ and ‘Can’t get to Inter-
net’ are marked. Additional information pro-
vided by [Appellant] at the time he delivered 
the laptop to CompuGig indicated that ‘Cus-
tomer’s son downloaded some things and now 
there are a lot of pop-ups. Internet has stopped 
working.’ After running initial diagnostics, 
[computer technician Justin] Eidenmiller be-
lieved the computer had a failing hard drive. A 
telephone call was made to [Appellant] by Com-
puGig’s administration. During that call [Ap-
pellant] indicated that he wished to replace the 
hard drive on the laptop. Mr. Eidenmiller was 
not privy to the phone call. Mr. Eidenmiller at-
tempted to ‘take an image of the hard drive and 
put it on a new hard drive at the customer’s re-



75a 

quest.’ While the hard drive was able to be im-
aged, the procedure of transferring the image 
successfully was unable to be completed. An-
other call was apparently placed to [Appellant] 
regarding the matter. In an attempt to move 
data from the failing hard drive to a new drive, 
Mr. Eidenmiller manually opened various por-
tions of the data contained in the failing hard 
drive. In doing so, Mr. Eidenmiller observed the 
evidence which [Appellant] is seeking to sup-
press. Mr. Eidenmiller fist [sic] attempted to 
copy the entire folder that contained the evi-
dence at issue without opening it, but was una-
ble to do so. He then opened the folder in order 
to copy the within files manually. At that point 
he observed the files at issue in the form of 
thumbnail images. Mr. Eidenmiller notified his 
boss of the discovery. 

The police were then called and Officer 
[Christopher] Maloney arrived, he spoke both 
to the owners of CompuGig and, after being 
handed the work order and escorted to the tech 
area by the owners, to Mr. Eidenmiller. Mr. Ei-
denmiller then went to where [Appellant’s] lap-
top computer was located on a bench inside the 
tech area. Mr. Eidenmiller showed Officer 
Maloney, at the officer’s request, the evidence 
[Appellant] is seeking to suppress. Mr. Ei-
denmiller prepared a statement for Officer 
Maloney and Officer Maloney took possession of 
the computer and hard drive that had been de-
livered to CompuGig, as well as other equip-
ment. At a later date, warrants to search the 
laptop and accompanying hardware were se-
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cured by Detective Matthew Irvin of the Cran-
berry Township Police Department. 

Trial Court Opinion, 10/3/16, at 2-3 (record citations 
and footnotes omitted). 

The only issue before us is whether the trial court 
properly suppressed evidence from the initial war-
rantless search and seizure of his laptop computer. 
Our standard of review is as follows: 

[An appellate court’s] standard of review in 
addressing a challenge to the denial of a sup-
pression motion is limited to determining 
whether the suppression court’s factual find-
ings are supported by the record and whether 
the legal conclusions drawn from those facts are 
correct. Because the Commonwealth prevailed 
before the suppression court, we may consider 
only the evidence of the Commonwealth and so 
much of the evidence for the defense as remains 
uncontradicted when read in the context of the 
record as a whole. Where the suppression 
court’s factual findings are supported by the 
record, [the appellate court is] bound by [those] 
findings and may reverse only if the court’s le-
gal conclusions are erroneous. Where ... the ap-
peal of the determination of the suppression 
court turns on allegations of legal error, the 
suppression court’s legal conclusions are not 
binding on an appellate court, whose duty it is 
to determine if the suppression court properly 
applied the law to the facts. Thus, the conclu-
sions of law of the courts below are subject to 
plenary review. 

Commonwealth v. Smith, 164 A.3d 1255, 1257 (Pa. 
Super. 2017). Article 1, Section 8 of the Pennsylvania 
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Constitution precludes warrantless searches of pri-
vate property. PA. CONST. art. I, § 8. “Absent the ap-
plication of one of a few clearly delineated exceptions, 
a warrantless search or seizure is presumptively un-
reasonable. Commonwealth v. Williams, 73 A.3d 609, 
614 (Pa. Super. 2013) (quoting Commonwealth v. 
Whitlock, 69 A.3d 635, 637 (Pa. Super. 2013)), appeal 
denied, 87 A.3d 320 (Pa. 2014). 

Both parties and the trial court rely heavily on 
Commonwealth v. Sodomsky, 939 A.2d 363 (Pa. Su-
per. 2007), another case in which a computer techni-
cian discovered child pornography on a customer’s 
computer. The Sodomsky Court concluded, under the 
circumstances there present, that the customer relin-
quished his privacy expectation in the contents of his 
hard drive. The Commonwealth and the trial court 
find Sodomsky controlling, while Appellant argues 
that it is distinguishable and/or that it should be over-
turned. 

In Sodomsky, the defendant took his computer to a 
Circuit City and requested installation of an optical 
drive and DVD burner into his computer. Id. at 364. 
The store informed the defendant that it would run 
tests to confirm the DVD burner was working, but did 
not describe that testing process in detail. Id. In order 
to test the newly installed DVD burner, the technician 
ran a “general search for a video” to be burned to a 
disc. Id. at 365. The search returned a number of files, 
some of which “appeared to be pornographic in nature 
due to their titles which included masculine first 
names, ages of either thirteen or fourteen, and sexual 
acts.” Id. at 365-66. The technician clicked on ‘“the 
first one’ that appeared questionable, and the video 
contained the lower torso of an unclothed male, and 
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when a hand approached the male’s penis, [the tech-
nician] immediately stopped the video.” Id. at 366. 
The technician summoned police, as he had been told 
to do by a state police officer under such circum-
stances. Id. Police responded, viewed the video clip the 
technician had seen, and seized the computer. Id. Sub-
sequently, they obtained a warrant and discovered 
child pornography. Id. 

The trial court granted the defendant’s motion to 
suppress. Central to the dispute was whether and to 
what extent the defendant abandoned his privacy in-
terest in the computer while it was at Circuit City for 
the requested work. The trial court reasoned that the 
defendant did not expect his computer’s contents to be 
published to anyone other than Circuit City employ-
ees. Id. at 367. 

In canvassing the law of abandonment, the Sod-
omsky Court noted, “[t]he issue is not abandonment in 
the strict property-right sense, but whether the per-
son prejudiced by the search had voluntarily dis-
carded, left behind, or otherwise relinquished his in-
terest in the property in question so that he could no 
longer retain a reasonable expectation of privacy with 
regard to it at the time of the search.” Id. at 366-67 
(quoting Commonwealth v. Shoatz, 366 A.2d 1216, 
1220 (Pa. 1976)). Furthermore, “the Fourth Amend-
ment protects people, not places. What a person know-
ingly exposes to the public, even in his own home or 
office, is not a subject of Fourth Amendment protec-
tion. But what he seeks to preserve as private, even in 
an area accessible to the public, may be constitution-
ally protected.” Id. at 367 (quoting Katz v. United 
States, 389 U.S. 347, 351-52 (1967)). 
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In light of these principles, the Sodomsky Court 
determined that the proper inquiry was whether the 
defendant’s “expectation of privacy in the videos on 
the computer that he relinquished to Circuit City em-
ployees for repairs was reasonable or whether he 
knowingly exposed the computer’s video files to the 
public such that he voluntarily abandoned his privacy 
interest in them.” Id. In other words, did the defend-
ant “give access or knowingly risk access to his video 
files.” Id. at 368. This Court disagreed with the trial 
court’s analysis because “if [the defendant] exposed 
the video contents of his computer to Circuit City em-
ployees, he abandoned his privacy interest in those 
computer contents because those employees were 
members of the public.” Id. 

Applying these principles, the Sodomsky Court 
noted that the defendant requested installation of a 
new DVD drive and was informed that the DVD drive 
would be tested once installed. Id. He did not inquire 
about the testing process or restrict Circuit City’s ac-
cess to his files for purposes of running that test. Id. 
Further, Circuit City employees discovered the illicit 
material while they were testing the DVD drive in a 
“commercially-accepted manner.” Id. The employees 
were free to choose any video file from the list of videos 
to run the test. Id. at 369. In addition, the Sodomsky 
Court noted that the defendant’s actions—bringing 
his computer to Circuit City, requesting repairs, and 
failing to remove or rename the illicit files before-
hand—were volitional. Id. at 369. 

The Sodomsky Court distinguished Common-
wealth v. DeJohn, 403 A.2d 1283 (Pa. 1979), cert. de-
nied, 444 U.S. 1032 (1980), wherein our Supreme 
Court held that banks cannot disclose their customers’ 
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financial records without a search warrant. The 
DeJohn Court reasoned: 

[T]he disclosure by individuals or business 
firms of their financial affairs to a bank is not 
entirely volitional, since it is impossible to par-
ticipate in the economic life of contemporary so-
ciety without maintaining a bank account. In 
the course of such dealings, a depositor reveals 
many aspects of his personal affairs, opinions, 
habits and associations. Indeed, the totality of 
bank records provides a virtual current biog-
raphy. [...] To permit a police officer access to 
these records merely upon his request, without 
any judicial control as to relevancy or other tra-
ditional requirements of legal process, and to 
allow the evidence to be used in any subsequent 
criminal prosecution against a defendant, 
opens the door to a vast and unlimited range of 
very real abuses of police power. 

Id. at 1289-90. 
Similarly, the Sodomsky Court distinguished Com-

monwealth v. Davis, 743 A.2d 946 (Pa. Super. 1999), 
in which this Court held that tenants retain a privacy 
interest in rented property despite a landlord’s right 
of access. Thus, police subjected the tenant to an un-
reasonable search and seizure despite the landlord’s 
consent to enter the property. Id. at 951-52. 

Ultimately, the Sodomsky Court concluded that 
the defendant did not retain a privacy interest in his 
video files under the circumstances of that case. Sod-
omsky, 939 A.2d at 369. “If a person is aware of, or 
freely grants to a third party, potential access to his 
computer contents, he has knowingly exposed the con-
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tents of his computer to the public and lost any rea-
sonable expectation of privacy in those contents.” Id. 

Appellant first argues that that Sodomsky should 
be overruled. Appellant’s Brief at 11-15. That action 
must come, if at all, from an en bane panel of this 
Court or from our Supreme Court. See Commonwealth 
v. Taggert, 997 A.2d 1189,1201n.16 (Pa. Super. 2010) 
(noting that one threejudge Superior Court panel 
cannot overrule another). 

Appellant next argues that Sodomsky is distin-
guishable. In essence, Appellant argues that he did 
not give or knowingly risk access to the illicit photo-
graphs in his hard drive because the possibility of 
their discovery was extremely remote, given his initial 
reasons for leaving his computer with CompuGig. As 
noted above, Appellant stated that he could not access 
the Internet and that he believed his laptop was in-
fected by spyware or a virus. He did not anticipate 
that his hard drive was failing. Nonetheless, the rec-
ord indicates that CompuGig contacted Appellant af-
ter Eidenmiller discovered the failing hard drive, and 
Appellant requested that the hard drive be replaced. 
Given his consent to the hard drive replacement, Ap-
pellant’s original description of the problem is irrele-
vant to our analysis. 

Appellant also argues that he did not anticipate—
and was never told—that CompuGig might need to ac-
cess individual files in order to salvage data. He notes 
that CompuGig first tried to take an image of the en-
tire hard drive and, when that failed, tried to copy in-
dividual folders and, when that failed, opened folders 
to copy individual files. The illicit photographs hap-
pened to be in a folder that would not copy. Appellant 
argues that this chain of events was unforeseeable, 
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and that he therefore did not legally abandon his pri-
vacy interest in the illicit photos within the meaning 
of Sodomsky. 

We believe Appellant reads Sodomsky too nar-
rowly. There, unbeknownst to the defendant, the tech-
nician intended to run a test using a video file from 
the defendant’s hard drive. See Sodomsky, 939 A.2d at 
364. The defendant did not ask how that would be 
done, nor did he restrict the means of doing so. See id. 
Thus, the defendant was uninformed and unaware of 
the possibility that the technician would search video 
files on the defendant’s computer. Similarly, in this 
case, Appellant was unaware and did not inquire into 
the details of the procedure he authorized. The record 
reflects that, on November 30, 2015, five days after 
Appellant dropped his computer off for service, Com-
puGig called Appellant and informed him his hard 
drive was failing. N.T. Hearing, 7/7/16, at Exhibit A. 
Appellant authorized CompuGig to replace the hard 
and install an image of the failing drive. Id. Four days 
later, on December 4, 2015, a CompuGig administra-
tor called Appellant to “explain that we must do an OS 
rebuild with data.” Id.1 Appellant was informed that 
CompuGig intended to install a new hard drive and 
transfer data from the old one. Id. at 20. 

We find this case slightly distinguishable from 
Sodomsky in several respects, but in those respects it 
                                                           
1 Appellant insists he received only one phone call from Compu-
Gig after his initial visit. Appellant's Brief at 17. Appellant ig-
nores the applicable standard of review, pursuant to which we 
“consider only the evidence of the Commonwealth and so much 
of the evidence for the defense as remains uncontradicted when 
read in the context of the record as a whole.” Smith, 164 A.3d at 
1257. The record contradicts Appellant's assertion that he re-
ceived only one phone call. 
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favors the trial court’s order. The Sodomsky defendant 
was unaware that the technician would need to access 
any of his files. Here, in contrast, Appellant was in-
formed that CompuGig needed to copy and transfer all 
his files. In Sodomsky, the technician noticed incrimi-
nating titles attached to the illicit video files, and he 
confirmed his suspicions by opening and beginning to 
play one of the files. Instantly, the illicit images ap-
peared as thumbnail files when Eidenmiller opened a 
folder on Appellant’s hard drive, and they immedi-
ately appeared2 to Eidenmiller to be sexually explicit 
depictions of underage children. He conducted no fur-
ther investigation. We cannot reasonably distinguish 
Sodomsky on grounds that Eidenmiller’s methods 
were unnecessarily intrusive or unforeseeable, as 
compared to those employed in Sodomsky. In other re-
spects, the two cases are similar. Appellant, like the 
Sodomsky defendant, did not inquire about or restrict 
the means of completing the requested service. The 
Sodomsky Court noted the Circuit City technicians 
were “testing the DVD drive’s operability in a com-
mercially accepted manner rather than conducting a 
search  for illicit items.” Sodomsky, 939 A.2d at 
368. Likewise, in this case, Eidenmiller was not 
searching for illicit photographs. He discovered the 
photographs during a file-by-file transfer after 
broader, less intrusive means of transferring the data 

                                                           
2 The Sodomsky Court expressed no opinion on whether the de-
fendant abandoned his privacy interest in other files, such as e-
mail or financial records. Sodomsky, 939 A.2d at 369. Similarly, 
we do not address whether and to what extent a person retains 
a privacy interest in e-mails, financial records, or other files 
whose incriminating nature might not be immediately obvious to 
a technician who accesses them in the ordinary course of per-
forming a requested service. 
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failed. Nothing in the record suggests that Eidenmil-
ler failed to use a commercially accepted manner of 
performing the work Appellant requested. 

In short, we find Sodomsky controlling. As noted 
above, the Sodomsky Court concluded that abandon-
ment occurs when a person “freely grants to a third 
party, potential access to his computer contents, he 
has knowingly exposed the contents of his computer 
to the public and has lost any reasonable expectation 
of privacy in those contents.” Id. at 370. If the Sod-
omsky defendant granted potential access to his illicit 
files under the circumstances there present, Appel-
lant clearly did so in the instant case.3 

For all of the foregoing reasons, we discern no error 
in the order denying Appellant’s motion to suppress 
evidence. We therefore affirm the judgment of sen-
tence. 

Judgment of sentence affirmed. 

Judgment Entered. 
s/ Joseph D. Seletyn, Esq. 
Joseph D. Seletyn, Esq. 
Prothonotary 
Date: 12/21/2017 

                                                           
3 Appellant seeks to avoid this result by relying on United States 
v. Jones, 565 U.S. 400 (2012), in which the Supreme Court ruled 
that, for Fourth Amendment purposes, police engage in a search 
when they place a GPS unit in a person's vehicle. Relying on 
Jones, Appellant claims police “physically occupied” and “tres-
passed upon” Appellant's computer when they retrieved the illicit 
files without a warrant. Appellant's Brief at 21. We find Jones 
inapposite, and Appellant's reliance on it is not responsive to the 
trial court's finding that he abandoned his privacy interest in the 
illicit files. 
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MEMORANDUM OPINION 

The Defendant seeks suppression of evidence dis-

covered on his computer during servicing at Compu-

Gig, a computer repair store in Cranberry Township, 

Butler County. The Defendant argues that the evi-

dence was observed during illegal warrantless 

searches, whereby a technician, and later the police, 

improperly trespassed upon the Defendant's effects 

and intruded into or onto an area in which the Defend-

ant had a reasonable expectation of privacy. At the 

time of the suppression hearing, the Commonwealth 

argued that Commonwealth v. Sodomsky, 939 A.2d 

363 (Pa. Super. Ct. 2007), was controlling and the De-

fendant’s motion must be denied because, “[o]nce the 

[D]efendant gave [the] computer to CompuGig he had 
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no expectation of privacy whatsoever.” The Defendant 
requested the opportunity to file a brief. Accordingly, 
the Defendant was given the opportunity to file a brief 
regarding this matter, and the Commonwealth was 
given a period in which to file a responsive brief. 

The Defendant has filed a brief in which he distin-
guishes Sodomsky, argues the Defendant had a rea-
sonable expectation of privacy in the items or files 
searched, and maintains that the police trespassed 
upon his effects by conducting a warrantless search. 
The Commonwealth relies upon its argument made at 
the time of the suppression hearing. Two witnesses 
testified at the suppression hearing on behalf of the 
Commonwealth: 1) Justin Eidenmiller, a technician at 
CompuGig at the time of the alleged search; and 2) 
Officer Christopher Maloney of the Cranberry Town-
ship Police Department. They revealed the following 
facts. 

The Defendant delivered his laptop computer to 
CompuGig for repair and completed an initial work 
order form that is dated November 25, 2015.1 On the 
form, in response to the question, “What problems are 
you experiencing?”, boxes next to “Spyware/virus” and 
“Can't get to Internet” are marked. Additional infor-
mation provided by the Defendant at the time he de-
livered the laptop to CompuGig indicated that "Cus-
tomer’s son downloaded some things and now there 
are a lot of pop-ups. Internet has stopped working." 
Commonwealth’s Exhibit 2. After running initial di-
agnostics, Mr. Eidenmiller believed the computer had 

                                                            
1 A copy of the form was admitted into evidence as Common-
wealth’s Exhibit 1. A work log was entered into evidence as Com-
monwealth’s Exhibit 2. The log indicates that the evidence at is-
sue was found on December 5, 2015. 
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a failing hard drive. A telephone call was made to the 
Defendant by CompuGig’s administration. During 
that call the Defendant indicated that he wished to 
replace the hard drive on the laptop. OPTM N.T., p. 
17. Mr. Eidenmiller was not privy to the phone call. 
OPTM N.T., p. 21. Mr. Eidenmiller attempted to “take 
an image of the hard drive and put it on a new hard 
drive at the customer’s request.” OPTM N.T., p. 6. 
While the hard drive was able to be imaged, the pro-
cedure of transferring the image successfully was un-
able to be completed. Another call was apparently 
placed to the Defendant regarding the matter. Com-
monwealth’s Exhibit 2. In an attempt to move data 
from the failing hard drive to a new drive, Mr. Ei-
denmiller manually opened various portions of the 
data contained on the failing hard drive. In doing so, 
Mr. Eidenmiller observed the evidence which the De-
fendant is seeking to suppress. Mr. Eidenmiller fist 
attempted to copy the entire folder that contained the 
evidence at issue without opening it, but was unable 
to do so. He then opened the folder in order to copy the 
within files manually. At that point he observed the 
files at issue in the form of thumbnail images. OPTM 
N.T., p. 23-24. Mr. Eidenmiller notified his boss of the 
discovery. 

The police were then called and Officer Maloney 
arrived later in the day. Once Officer Maloney arrived, 
he spoke both to the owners of CompuGig and, after 
being handed the work order and escorted to the tech 
area by the owners, to Mr. Eidenmiller. OPTM N.T. p. 
28. Mr. Eidenmiller then went to where the Defend-
ant’s laptop computer was located on a bench inside 
the tech area. OPTM N.T., p. 25. Mr. Eidenmiller 
showed Officer Maloney, at the officer’s request, the 
evidence the Defendant is seeking to suppress. OPTM 
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N.T., p. 26. Mr. Eidenmiller prepared a statement for 
Officer Maloney and Officer Maloney took possession 
of the computer and hard drive that had been deliv-
ered to CompuGig, as well as other equipment. At a 
later date, warrants to search the laptop and accom-
panying hardware were secured by Detective Mat-
thew Irvin of the Cranberry Township Police Depart-
ment. 

As mentioned above, the Commonwealth argued 
that this matter is controlled by Sodomsky. The De-
fendant, as was noted, distinguishes Sodomsky and 
argues that the Commonwealth’s reading of the case 
is overly broad. As Sodomsky is at the center of both 
sides’ arguments, the facts, as set forth by the Supe-
rior Court of Pennsylvania, will be presented in full: 

¶2...Richard Kasting was the senior sales assis-
tant in the technology department of the Cir-
cuit City Store located on Woodland Road, Wy-
omissing, Berks County. Mr. Kasting testified 
that on October 15,2004, Appellee, Kenneth 
Sodomsky, came to Circuit City and asked Mr. 
Kasting to install an optical drive and DVD 
burner into his computer. The work order that 
Appellee executed that day authorized Circuit 
City to install and configure the optical drive 
unit and DVD in his desktop computer. 

¶3 In accordance with store practice, Mr. Kast-
ing summarized to Appellee “what is done dur-
ing the installation.” N.T. Suppression Hear-
ing, 9/28/05, at 16. Appellee was informed that 
as part of the installation process, the installer 
would “have to make sure [the DVD burner] 
works.” Id. at 17. There is no indication that 
Appellee asked how the DVD burner would be 
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tested or in any manner restricted what proce-
dure could be utilized to confirm the burner’s 
operability. Appellee requested that the work 
be performed on an expedited basis, and Mr. 
Kasting instructed him to return in approxi-
mately one hour. 

¶4 Toby Werner was in the middle of the instal-
lation process when Stephen Richert, the head 
of personal computer repairs at that Circuit 
City, arrived. Mr. Richert testified that the 
DVD drive was installed when he arrived in the 
department, but the software had not yet been 
installed. Mr. Richert explained that all DVD 
burners and players were accompanied by soft-
ware. Mr. Richert testified specifically that at 
Circuit City, with “every installation” of the 
hardware, “any supplementary software” was 
installed both as a courtesy “and to make sure 
when it leaves the store, we can guarantee that 
it is working.” ld. at 21. 

¶5 After the software was installed, Mr. Richert 
performed a general search for a video to test 
the new DVD drive. More specifically, he testi-
fied as follows: 

Well, after we installed the software, we 
did a generic search of the PC where you 
click on the start menu, you click on 
search, and this being the windows XP, a 
search box comes up and it is custom 
made to this operating system. In this 
case, this system, it’s about half way 
down the screen on the left-hand side 
there’s a search, and you can enter- in 
this case, you could enter a specific name 
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of a file that you're looking for and find 
it. 

We weren’t looking for anything specific, 
so we did a generic search. Below the 
field where you could enter the name of 
a file that you are looking for, you can 
click on the generic boxes listed, picture, 
movie or if you click it, it does a general 
search of the whole PC and finds any of 
that type of objects that you’re looking 
for. In this case, we clicked movies or 
video, and it brings up all the different 
formats of videos. 

There are many different types of video 
formats. There’s M-peg, MPG-4, AVI, 
Quick Time. Any types of those files, if 
used to place on Windows Media Player, 
which is a program that’s inherent to PC 
when running windows XP or to the DVD 
software, in certain circumstances, if you 
install the software and it wasn’t in-
stalled properly or you didn’t receive no-
tification and you try to play the files or 
play a DVD movie on the PC, you get dis-
tortion that isn’t necessarily seen right 
away when you install it. 

So, in this case, we wanted to make sure 
that all types of files were working fine 
so that you wouldn’t get any type of er-
rors. When you install the different type 
of software, there’s something called 
code X. It’s a little piece of software in-
side the PC that helps the PC better un-
derstand and translate video signals 
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through different players. 

So, in this case, if we play a movie file 
and we get distorted colors or blurring of 
the image or a ghosting effect where all 
color is inverted, we know there is a prob-
lem with the installation and we have to 
find it and fix it. If there is a software up-
date, we have to uninstall and reinstall 
it, if there was an issue. 

Id. at 22-23. 

¶6 Mr. Richert testified that once the search 
button was activated for a given object, the com-
puter automatically loaded the requested files 
onto the screen, which continued to enlarge by 
itself. Thus, after the search was initiated, Mr. 
Richert did not manipulate the computer fur-
ther to see the entire list of videos Id. at 30-31. 
The first few video titles that appeared from 
Appellee’s video list were innocuous. However, 
as the video log continued to compile on the 
computer screen, which occurred without any 
human intervention, some of the files appeared 
to be pornographic in nature due to their titles 
which included masculine first names, ages of 
either thirteen or fourteen, and sexual acts. Mr. 
Richert clicked on “the first one” that appeared 
questionable, and the video contained the lower 
torso of an unclothed male, and when a hand 
approached the male’s penis, Mr. Richert im-
mediately stopped the video. Id. at 24. Mr. Rich-
ert contacted his manager and then telephoned 
the Wyomissing police. 

¶7 During cross-examination, Mr. Richert ad-
mitted that he had been told by a Pennsylvania 
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State Police Officer to contact police if he ever 
ran across what appeared to be child pornogra-
phy while at work. At the time, Mr. Richert was 
taking a course at a local college and hoped to 
enter the law enforcement field. 

¶8 Wyomissing Police Detective George Bell 
and two other police officers responded to the 
call and viewed the same video clip. When Ap-
pellee arrived to retrieve his computer, Detec-
tive Bell informed him that his computer was 
being seized because police suspected that it 
contained child pornography. Appellee re-
sponded that he knew what they had found and 
that his “life was over.” Id. at 87. Police took the 
computer to the police station, obtained a war-
rant to search it, and discovered child pornog-
raphy. 

Commonwealth v. Sodomsky, 939 A.2d 363, 364-66 
(Pa. Super. Ct. 2007) (footnote omitted). On appeal, 
the Commonwealth argued that the suppression court 
erred in concluding that the appellee “retained a pri-
vacy interest in the computer because he volitionally 
relinquished any expectation of privacy in that item 
by delivering it to Circuit City employees knowing 
that those employees were going to install and test a 
DVD drive.” Id. at 366. The Superior Court agreed 
with that contention in part, but framed the appropri-
ate considerations as follows: 

We must examine whether [the appellee] did 
give access or knowingly risk access to his video 
files, which were the items discovered herein. 
Furthermore, contrary to the trial court’s con-
clusion, if Appellee exposed the video contents 
of his computer to Circuit City employees, he 
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abandoned his privacy interest in those com-
puter contents because those employees were 
members of the public. If Appellee knowingly 
published his computer video files to members 
of the public, he had no reasonable expectation, 
under the applicable law, that the video files 
would not be disseminated to other individuals, 
including police. 

Id. at 368. The Court analyzed the issue as follows: 

[A]bandonment is a question of intent and de-
pendent upon all the attendant facts and cir-
cumstances. In accordance with this pertinent 
standard, we therefore will scrutinize all the 
facts and circumstances to determine whether 
Appellee retained a reasonable expectation of 
privacy in his videos. First, we observe that Ap-
pellee gave the employees permission to per-
form certain actions relative to his computer 
files. He requested and consented to the instal-
lation of a DVD drive and was specifically in-
formed that the drive’s operability would be 
tested by Circuit City employees. Appellee 
failed to either inquire as to how the DVD drive 
would be tested or otherwise restrict the em-
ployees’ access to his computer files for that 
purpose. Thus, Appellee should have been 
aware that he faced a risk of exposing the con-
tents of his illegal video files. Cf. United States 
v. Barth, 26 F.Supp.2d 929 (W.D. Tex. l998) 
(computer owner did not lose reasonable expec-
tation of privacy in computer files contained in 
searched hard drive because owner gave repair-
man, a confidential informant, hard drive for 
limited purpose of repairing problem unrelated 
to files that were searched). 
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We also find it critical to our analysis that when 
the child pornography was discovered, the Cir-
cuit City employees were testing the DVD 
drive’s operability in a commercially-accepted 
manner rather than conducting a search for il-
licit items. Cf. Barth, id. Appellee implies that 
the DVD drive should have been tested by in-
serting and playing a DVD. Appellee’s brief at 
3. Nevertheless, as noted, Appellee did not ask 
how the burner would be tested nor did he place 
any restrictions regarding the manner of that 
procedure. As Mr. Richert’s testimony indi-
cated, the playing of videos already in the com-
puter was a manner of ensuring that the burner 
was functioning properly. Once the search for 
videos was initiated, the list of Appellee’s vid-
eos appeared automatically on the computer 
screen. The employee testing the burner was 
free to select any video for testing purposes, as 
Appellee had not restricted access to any files. 
Therefore, Mr. Richert did not engage in a fish-
ing expedition in this case. 

The final factor we utilize is the volitional na-
ture of Appellee’s actions. In this case, Appellee 
removed the computer from his home, took the 
computer to Circuit City, and left it there with-
out either removing the videos containing child 
pornography or changing the titles of the videos 
so that they did not appear to have illegal con-
tent. Contrary to the circumstances in [Com-
monwealth v. DeJohn, 403 A.2d 1283 (Pa. 
1979)], where a person has little choice but to 
retain bank accounts in order to function in so-
ciety, Appellee was not compelled to take this 
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particular computer containing child pornogra-
phy to the store in the first instance, nor was he 
forced to leave it there after being informed 
that the burner’s operability would be checked. 
Appellee was aware of the child pornography 
and could have elected to leave the store with 
the computer rather than risk discovery of the 
pornographic files. 

Sodomsky, 939 A.2d at 368-69. After concluding that 
the appellee had no reasonable expectation of privacy 
in the contraband files, the Superior Court deter-
mined that the warrantless seizure of the computer 
was proper under the plain view exception to the war-
rant requirement. Id. at 370. 

We agree with the Defendant that the position ar-
gued by the Commonwealth, that “Once [the Defend-
ant] gave [the] computer to CompuGig he had no ex-
pectation of privacy whatsoever”, is broader than 
what the holding in Sodomsky supports. Deciding 
whether such a position is tenable under the Federal 
Constitution or Pennsylvania law is unnecessary. We 
do not need to address that broader position because, 
as it was in Sodomsky, the question here is whether 
the Defendant had a reasonable expectation of privacy 
in the evidence for which he is seeking suppression. 
The facts here are similar enough that Sodomsky is 
controlling. We reject the Defendant’s argument, 
raised in his brief, that we must adopt the wider posi-
tion advocated by the Commonwealth and its position 
“that such complete abandonment was accomplished 
the moment Defendant handed his computer to the re-
pair shop,” Supplemental Memorandum of Law, p. 5, 
in order to find that the Defendant abandoned any ex-
pectation of privacy in the files at issue. That is not 
the case. 
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The Defendant did not retain a reasonable expec-
tation of privacy under the facts of this case in the files 
at issue when they were first observed by Mr. Ei-
denmiller. On the initial form submitted by the De-
fendant, he indicated the problems were “Spyware/vi-
rus” and “Can't get to Internet.” Additionally, infor-
mation was provided to CompuGig indicating that, 
“Customer’s son downloaded some things and now 
there are a lot of pop-ups. Internet has stopped work-
ing.” During the course of diagnosing or attempting to 
repair the complained-of problem, it was determined 
by CompuGig personnel that the hard drive on the De-
fendant’s laptop was corrupted. A call was then placed 
to the Defendant apparently informing him of the is-
sue. An entry on the log submitted as Common-
wealth’s Exhibit 2 reflects the following entry from 
“Admin” dated November 30,2015 at 5:29P.M.: 

Customer called. I gave him the following quote 
which he approved: 

New 500 Gig $49.00 
Reinstall image 112.50  
PE (If needed) 129.00 
Less diag  -                40.00 
Total $250.50 jl 

 

Note: customer is in a bit of a rush for this as 
he uses it for his business. 

It was related to Mr. Eidenmiller that the Defendant 
wished to have the hard drive replaced. In the course 
of replacing the hard drive, it was determined that the 
normal, automatic imagining procedure was not effec-
tively transferring the full contents of the defective 
hard drive onto the new one. The log, admitted as 
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Commonwealth’s Exhibit 2, shows that several at-
tempts were made to utilized the image of the original 
hard drive. Those attempts failed. The log also indi-
cates the following entry from “Admin” dated Decem-
ber 4, 2015 at 4:38P.M.: 

Called customer to explain that we must do an 
OS Rebuild w/data. I will still apply the $30 off 
coupon that we were going to, to the difference 
in amount owed by customer is about $25. New 
balance owed is $274. LK. 

Mr. Eidenmiller then utilized a manual process in or-
der to complete the data transfer. It was during that 
process that the contraband at issue was discovered. 

Like the appellee in Sodomsky, who requested that 
Circuit City perform work on his computer, the De-
fendant here requested that CompuGig perform work 
on his computer related to his complaints of “Spy-
ware/virus” and “Can't get to Internet,” as well as an 
indication that his “son downloaded some things and 
now there are a lot of pop-ups.” Such a request would 
obviously lead a person to conclude that CompuGig 
was likely to perform work related to the hard drive 
and the files contained on it. The Defendant was or 
should have been aware that he faced a risk of expos-
ing the files contained thereon, as was the case in Sod-
omsky. Also like in Sodomsky, when the files at issue 
here were discovered, the CompuGig technician was 
attempting to transfer the files contained on the De-
fendant’s hard drive to a new drive in order to com-
plete the work that was apparently requested by the 
Defendant, rather than conducting a search for illicit 
items. And while the evidence presented at the sup-
pression hearing did not touch upon whether or not 
the Defendant was aware of the files at issue here, his 



 

98a 

 

actions relating to the laptop—taking it to CompuGig, 
requesting work be performed, leaving it in their cus-
tody, responding to a phone call indicating the com-
puter’s hard drive was failing, apparently requesting 
further corrective measures, and, based on Common-
wealth’s Exhibit 2, responding to a phone call a second 
time and apparently approving work, including an 
“OS Rebuild w/data”—were voluntary. Unlike in 
DeJohn, none of those actions were required of the De-
fendant to function in society. Sodomsky is control-
ling. The Defendant abandoned his privacy interest in 
the files at issue here. He cannot object to the subse-
quent viewing of the files by the police2 . Officer Malo-
ney properly seized the laptop and the other equip-
ment under the plain view exception to the warrant 
requirement. He was properly in CompuGig at the in-
vitation of the owners and Mr. Eidenmiller. The com-
puter and files were not obscured and could be seen 
plainly from that location. The incriminating nature 
of the files was readily apparent, and, because the De-
fendant abandoned his privacy interest in them, Of-
ficer Maloney had a lawful right of access to the files.3 

Contrary to the argument made by the Defendant in 
his Memorandum of Law, we believe the warrantless 
seizure by Officer Maloney was proper. 

                                                            
2 Neither can he object to the subsequent viewing of the files by 
Mr. Eidenmiller, whether or not he was acting as an agent of the 
police. Sodomsky, 939 A.2d at 370. 
3 We believe the assertion made in the Defendant’s Memoran-
dum of Law filed contemporaneously with his Omnibus Motion, 
that inadvertence is required, is incorrect under both Federal 
and Pennsylvania law. Horton v. California, 496 U.S. 128, 110 S. 
Ct. 2301 (1990); Commonwealth v. McCree, 924 A.2d 621 (Pa. 
2007). 
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The Defendant also argues that the search and sei-
zure of the Defendant’s computer was improper based 
on a trespass analysis. We believe such an analysis 
affords the Defendant no relief given the facts of this 
this case. As discussed above, the Defendant, at a min-
imum, should have known that he was risking expo-
sure of the computer files contained on the hard drive, 
and yet he gave permission to CompuGig to perform 
work related to the hard drive and the files contain on 
it. It was in the course of that work that the files at 
issue were discovered. As Mr. Eidenmiller was en-
gaged in conduct that was explicitly or implicitly per-
mitted by the Defendant when the files were discov-
ered, he was not trespassing upon the effects of the 
Defendant. Florida v. Jardines, 133 S. Ct. 1409, 1414 
(U.S. 2013). Later, after Officer Maloney arrived, Mr. 
Eidenmiller again accessed the folder where the files 
at issue were contained. While it is true that the scope 
of a given license, express or implied, is limited to a 
particular purpose, Id. at 1416, even if he was at that 
point acting as an agent of the government, it makes 
no sense to conclude that Mr. Eidenmiller could no 
longer access the files under a trespass analysis when 
he properly had done so shortly before in the course of 
his employment. Officer Maloney in no way expanded 
upon the actions of Mr. Eidenmiller. Commonwealth 
v. Harris, 817 A.2d 1033, 1047-48 (Pa. 2002). He, in 
fact, merely viewed the images that were presented to 
him, albeit at his request. After observing the files, 
and immediately seeing that they were contraband, 
Officer Maloney seized the computer. Officer Maloney 
did not himself physically intrude upon the effects of 
the Defendant beyond seizing the computer and re-
lated equipment, and that seizure was made only af-
ter Mr. Eidenrniller accessed files that had previously 
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been accessed in the course of his work. We see no ba-
sis for concluding that either Mr. Eidenrniller or Of-
ficer Maloney impermissibly or unconstitutionally 
trespassed upon the effects of the Defendant. But see, 
United States v. Ackerman, ____F.3d____, 2016 WL 
4158217 (10th Cir. 2016) (characterizing a clearing-
house search of email as a trespass and inadmissible 
under the “private search” doctrine in light of United 
States v. Jones, 132 S. Ct. 945 (U.S. 2012)). Suppres-
sion is not warranted. 

Accordingly, the Court enters the following: 
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IN THE COURT OF COMMON PLEAS 
BUTLER COUNTY, PENNSYLVANIA 

COMMONWEALTH OF 
PENNSYLVANIA 

 

vs. 

 

JON ERIC SHAFFER  

CRIMINAL DIVISION 

 
C.A. No. 0896 of 2016 
 
 

For the Commonwealth: Patricia J. McLean, Esq., 
 First Assistant District 
 Attorney 

For the Defendant:  Lee Markovitz, Esq. 

ORDER OF COURT 

AND NOW, this 3rd day of October, 2016, fol-
lowing a hearing on the Defendant’s Omnibus Pre-
trial Motion and the submission of the Defendant’s 
Supplemental Memorandum of Law, it is ordered 
that the motion is denied. 

 

By the Court, 

s/ William R. Shaffer 
William R. Shaffer, Judge 
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