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{2019 U.S. App. LEXIS 1}Appeal from the United States District Court for the Western District of
Tennessee at Jackson. No. 1:15-cr-10077-1-S. Thomas Anderson, District Judge.United States v.
Moorehead, 2017 U.S. Dist. LEXIS 217003 (W.D. Tenn., June 6, 2017)
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Memphis, Tennessee for Appellant. '
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ON BRIEF: M. Dianne Smothers, FEDERAL PUBLIC
DEFENDER, Memphls Tennessee, for Appellant.
Debra L. Ireland, UNITED STATES ATTORNEY'S OFFICE,
Memphis, Tennessee, for Appellee.
Judges: Before: COLE, Chief Judge; GRIFFIN and KETHLEDGE, Circuit Judges.

CASE SUMMARYEven if Network Investigative Technique warrant ran afoul of Fourth Amendment,
good-faith exception to exclusionary rule precluded suppression because, given that any jurisdictional
error was made by magistrate, coupled with fact that Fed. R. Crim. P. 41(b) was amended to authorize
such warrants, benefits of deterrence could not outweigh costs.

OVERVIEW: HOLDINGS: [1]-On appeal from denial of a motion to suppress, the court determined that
even if a Network Investigative Technique warrant ran afoul of the Fourth Amendment, the good-faith
exception to the exclusidnary rule applied to preclude suppression; [2]-The good-faith exception was not
concerned with whether a valid warrant existed, but instead asked whether a reasonably well-trained
officer would have known that a search was illegal; [3)-The good-faith exception to the exclusionary rule
was not categorically inapplicable to warrants that were void ab initio because of a magistrate judge's
jurisdictional error; {4]-The fact that any jurisdictional error in the case was made by the magistrate,
coupled with the fact that Fed. R. Crim. P. 41(b) was amended to authorize warrants like the one at
issue, meant that the benefits of deterrence could not outweigh the costs.

OUTCOME: Judgment affirmed.
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Motions to Suppress o o T o
Criminal Law & Procedure > Appeals > Standards of Review > De Novo Review > Motions to ' .
Suppress o KR ' Y
Criminal Law & Procedure > Appeals > Standards of Review K '

On appeal from the denial of a motion to suppress, the United States Court of Appeals for the Sixth

Circuit reviews the district court's findings of fact for clear error and its conclusions of law de novo. The
evidence is reviewed in the light most likely to support the district court's decision. A denial.of a motion to -
suppress will be affirmed on appeal if the district court's conclusion can be justified for.any reason.

Constitutional Law > Bill of Rights > Fundamental Rights > Search & Seizure > Exc_l&siqnéry Rule
Criminal Law & Procedure > Search & Seizure > Exclusionary Rule > Rule Application &

Interpretation” *

Suppression is not an automatic consequence of a Fourth Amendment violation. Indeed, the Fourth
Amendment says nothing about suppressing evidence obtained in violation of its command.
Nonetheless, theé U.S. Supreme Court created the exclusionary fule-a prudential doctrine which. prohibits-
evidence obtained in violation of the Fourth Amendmernit from:being used in a criminal proceeding
against the victim of the illegal search and seizure. Exclusion of evidence under the rule is not a
personal constifutional right nor is it calculated to redress the injury to‘the privacy of the victimof the
search. Rather, the rule is designed to safeguard Fourth Ameéndment rights generally through its -
deterrent effect, As the U.S. Supreme Court has repeatedly held, the_rule's sole purpose is to deter future

Fourth Amendment violations. Thus, the fact that & Fourth Amendment viclation occurred does not
necessarily -m?anAvthat}heLeX_ClUSionary‘-ru|e applies. ek . : '

! 1

Criminal Law & Procedure > Search & Seizure > Exclusionary Rule > Rule Application &
Interpretation - R ‘

Constitutional Law > Bill of Rights > Fundamental Rights > Search & Seizure > Exclusionary Rule
Criminal Law & Procedure > Search & Seizure > Exclusionary Rule > Exceptions > Good Faith

Courts must ask whether the deterrence benefits of suppression outweigh its heavy costs. Where
suppression fails to yield appreciable deterrence, exclusion i§ clearly unwarranted. In the deterrence
analysis, courts must consider the culpability of the law-enforcement.conduct at issue: The deterrence
benefits of exclusion vary with the culpability of the law enforcement conduct at issue. When the police
exhibit deliberate, reckless, or grossly negligent disregard for Fourth Amendment rights, the deterrent. . - .
value of- exclusion is strong and tends to outweigh the resulting costs. But when the police act with an .
objectively reasonable good-faith belief that their conduct is lawful, or when their conduct involves only
simple, isolated negligence, the deterrence rationale loses much of its force and exclusion cannot pay its
way. o . s . - , . : .

Criminal Law & Procedure > Search & Séizure >vE.chusionary Rule > Exdeptions > Good Falth N
Constitutional Law > Bill of Rig'hts 3 Fundamental Rights > Search & Seizure > Exclusionary Rule .

" The U.S. Supreme Court has created a "good-faith” exception to the-exclusionary rule: the iqtrbduction of
evidence obtained in violation of the Fourth Amendment is permitted in criminal trials when the evidence
is obtained in the reasonable gbod-faith belief that a search or'seizure was in-accord with the Fourth- «
Amendment. Following Leon, courts presented with a motion to suppress challenging a warrant must ask -
whether a reasonably well trained officer would have known that the search was illegal despite the, .. . ..
magistrate's decision. Leon delineated at least four instances it which a well-trained officer would have
known a search was illegal, thus barring application of the good faith exception: [1] If the magistrate was .
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Appendix-A,

misled by information in an affidavit that the affiant knew was false or would have known was false
except for his reckless disregard of the truth; [2] where the issuing magistrate wholly abandoned her
judicial role; [3] where a warrant is based on an affidavit so lacking in indicia of probable cause as to
render official belief in its existence entirely unreasonable and [4] where a warrant is so facially
deficient-i.e., in failing to particularize the place to be searched or the things to be seized-that the
executlng offlcers cannot reasonably presume it to be valid. : : : :

Constltutronal Law > Blll of nghts > Fundamental nghts > Search & Selzure > Exclus:onary Rule
Criminal Law & Procedure > Search & Seizure > Exclus:onary Rule > Exceptlons > Good Falth
Criminal Law & Procedure > Search & Selzure > Exclusionary Rule > Exceptlons > Reasonable
Reliance Upon Warrant o - o :

In most cases, when an offlcer obtalned a search warrant from a Judge or maglstrate and acted W|th|n |ts
scope, the good-fa|th exceptlon applles

Criminal Law & Procedure >. Search & Selzure > Exclusronary Rule > Exceptlons > Scope
Criminal Law & Procedure > Search. & Seizure >.Exclusionary. Rule > Exceptions. > Good Faith
Constitutional Law > Bill of Rights.> Fundamental Rights > Search & Seizure > Echus:onary RuIe

The good-faith exceptuon is not. concerned wrth whether a valid warrant ex:sts but mstead asks whether &
reasonably well-trained officer would. have known that.a search was lllegal

Constltutlonal Law > BI” of nghts > Fundamental Rights > Search’& Selzure > Exclus:onary Rule
Criminal Law & Procedure > Search & Seizure > Excfusronary Rule > Exceptions > Good Faith :
Criminal Law & Procedure > Search & Seizure > Exclusionary Rule > Exceptions > Scope " -

The good faith exception i$ not foreclosed when a warrant is issued outside of a state court judge's "
junsd|ct|on

Criminal Law & Procedure > Search & Seizure > Exclusronary Rule > Exceptlons > Good Falth
Criminal Law & Procedure > Search & Seizure > Exclusionary Rule > Exceptions > Scope
Constitutional Law > Bill of nghts > Fundamental nghts > Search & Selzure > Exclusronary RuIe

i

The good falth excep‘uon |s not categorlcaﬂy lnapphcable to warrants found to be vond abrlmtlo £

Criminal Law & Procedure > Search & Selzure > Exclus:onary Rule > Exceptlons > Scope .
Criminal Law & Procedure > Search & Seizure > Exclusionary Rule >-Exceptions > Good Faith
Constltutlonal Law > B/II of Rights > Fundamental nghts > Search & Se:zure > Exclus:onary Rule .

The good-faith exceptlon to the exclusionary rule is not categoncally mapphcable to warrants that are
void ab |n|t|o because of a maglstrate judge' s;unsdlctlonal error. :

Criminal Law & Procedure > Search & Selzure > Search Warrants > Scope L o -
Criminal Law & Procedure > Search & Selzure > Search Warrants > Issuance by Neutral &

Detached Mag:strates ; 23 T

The amendment to'Fed: R Crlm P 41(b) effective December-1, 2016; gives a magistrate judge with
authority in‘any district where activitiesrelated to a crime may have occurred the authority to issue.a
warrant to use remote access to search electronic storage media and to seize or copy electronrcally ‘
stored information located within or outside that district if the district where the medla or information is- .,
located has been concealed through-technological means. Fed. R. Crim. P. 41(b)(6)
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. Opinion -
Opinion by: CCOLE 70 et e R T

- Opinion ’ |

COLE; Chief Judge.- This case is ohe of many- that have affsen from the government 'S mvestlgatxon
into a ch|ld pornography website known as "Playpen " Andrew Moorehead was indictéd for:
possessmn and’ recelpt of child pornography based on his actlwty on the websrte He moved to "
stppress the ewdence agalnst him; arguing that it was obtained-as a result of an'invalid warrant The
districtcourt deriiéd his motion; and Moorehead now appeals Because the good falt“h exceptlon to
the exclusronary r‘ule applles we afflrm ' :

.In December 2014, a foreign law enforcement agency-informed. the. FBI of its suspicion that an.IP
address{2019 U.S. App. LEXIS 2} in the United States was assocnated with Playpen,. After accessmg
Playpen and verifying the nature of its contents, the FBI obtalned and executed a search warrant at
Centrilogic, a server hostlng company in North Carollna that owned the IP address The FBI seized
the server that was assigned the relevant IP address and confirmed that it contarned a copy of
"Playpen. The! agents relocated-a copy of the Server.to'a’ governiment facrllty in Newington, Vlrglma
Because of a'server. mlsconflguratlon the government was able to-identify the admlnlstrator of
Playpen ‘and gain - administrative control of the websité. For approximately two weeks; the FBI
'contlnued to’operate Playpen from a government-controlled computer server at its facmty ln
Newrngton .

Even with administrative control however’ the government was unable to identlfy the individuals
who logged into Playpen because the website operates on the Onion'Router:("Tor")-an anonymity
network that masks computer users' [P'addresses. Ordinarily, when the government seizes control of
an illicit website, law enforcement officers can access the website's‘IP-fog-which reécords the 1P
.addresses that have accessed the-wgbsite-and use the log to locate{2019 U.S. App. LEXIS.3} and.
apprehend the website's users; But because Playpen was operating on Tor, the IP addresses of the
users were hidden, and traditional investigative technlques were unavailable.

To combat the problem of user anonymity, the FBI turned to counter-technology called the Network
lnvestlgatlve Technique ("NIT") The NIT works as follows

When a user logs, |nto Playpen by entermg a. username and password the NlT is downloaded on
theuserscomputer S .o . g o S

‘Onhee downloadéd; the NIT obtalns the followmg information from the user's computer: (1) thé IP
address; (2) a unique identifier that distinguishes-the data-frém that of other computers; (3)the
type of operating system; (4) information regarding'whether the NIT has alfeady been-delivered

.. . tothat computer; (5) the, Host Name; (6) an.active operatlng system username; and (7) a Medla
Access Control address , . . .

oy s T

That lnformatlon is'then sent to a computer controlled- by the government in Newmgton

The government sought a warrant in the Eastern Dlstrlct of V|rg|n|a authonzmg use of the' NIT ‘
Specrflcally, the warrant sought to "cause an actlvatlng computer - wherever /ocated to’ send .
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[identifying information] to a computer controlled by or known to{2019 U.S. App. LEXIS 4} the
government." (Mot. Suppress, Ex. 3, R. 45-3, PagelD 452) (emphasis added.) The affidavit in

~ support of the warrant described the large number of Playpen users: "[O]ver 1,500 unique users
"visit]] the website daily and over 11,000 unique users visit[] the website over. the course of-a week."
(/d. at PagelD 441.) On February 20, 2015, a magistrate judge in the Eastern District of Virginia
signed a warrant authorizing the government to deploy the NIT on "any user or administrator who
logs into [Playpen] by entermg a username and password" (the "NIT Warrant"). (/d. at PagelD
421-422.) :

Between March 1, 2015.and March 5, 2015, a user named "logidragon321" logged into Playpen for a
little over three and a half hours. On March 2, 2015, while "logidragon321" was logged into Playpen,
law enforcement personnel deployed the NIT and rdentmed the IP. address associated with the
username ‘An admmrstratlve subpoena was sent to Jackson Energy Authorrty, the Internet Service
Provider that operated the iP address. The subpoena response lndlcated that Rebecca Moorehead

-was paying for the internet service at a residence in Tennessée, and,an open source database . -
revealed that she and Andrew Moorehead{2019 U.S. App. LEXIS 5} were the occupants of the
residence.

On‘September 22,2015, the governiment obtained.a residential warrant.for the Moorehead property,

"and officers executed the warrant on September 24; 2015, seizing Andrew Moorehead's computer*
equipment. During the execution of thé search warrant, Moorehead admitted that he used the B
Internet to view child pornography and that "Iogrdragon321" was his user name :

Moorehead was mdlcted by a federal grand jury. for one count of possessron of chrld pornography in
vrolatlon of 18 U.S.C. § 2252(a)(4)(B) and one count of receipt of child..pornography-in violation of
18 U.S.C. §:2252(a)(2). He filed a motion to suppress the ewdence obtalned from the. government‘
use of the NIT, arguing that the.NIT Warrant violated Federal Rule of Cnmmal Procedure 41 and-28
U.S.C. § 636(a) because it was executed outside of the magistrate judge's territorial jurisdiction. On
June 6, 2017, the dlstrrct court denled Moorehead s motion to suppress

Subsequently, Moorehead pleaded gullty to recelpt of child pornography and the government agreed
. to.dismiss the possession charge The pIeatagreement reserved Moorehead s nght to appeal the
denial of his motion to suppress. T ST T VUL I

On February 27,2018, Moorehead was séentenced to 97 months" 1rnpr|sonment Moorehead flled a
timely notice of appea|{2019 u.s. App LEXIS 6) the foIIowrng day S :

Il

On appeal from the denial of a motion to-suppress, "we review the district court's findings of fact for
clear error and its conclusions of law de novo." United States v. Buford, 632 F.3d 264, 268 (6th Cir.
2011) (citation omitted). The evidence is reviewed "in the light most likely to' support the drstrrct
court's decision.” United States v. Powell, 847 F.3d 760, 767 (6th Cir. 2017), cert. denied, 138 S. Ct.
143, 199 L. Ed. 2d 36 (2017) (citations omitted). "[A] denial of a motion:to suppress will be.affirmed
on appeal if the district court's conclusion can be justified for any reason." United States v.
Pasquarille, 20 F.3d 682, 685 (6th Cir. 1994), -, . .. . .- A SIS

Moérehead first argues that the magistrate Judge'violéted 'F'e’d’eralfRuIe'of_Cr'iminaI Procedure 41(b)
by signing the NIT.Warrant. That rule gives a magistrate judge authority to issue warrants for people
or property- located within her district. In 2015, when the magistrate judge issued the NiT Warrant,
Rule 41(b) provided four exceptions to the requirement that a search warrant be issued within a
magistrate judge's district. Relevant hére is the exception for "trackmg devrces the government
contends the NIT is analogous to a tracking device and thus argues that the' warrant was authorized
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at the-time it was-issued. See Fed. R. Crim. P. 41(b)(4). After the warrant was issued, Rule 41(b) was
amended to add an additional exception.to a magistrate judge's territorial limitations, one that -. .
indisputably authorizes warrants{2019 U.S. App. LEXIS 7} like the NIT Warrant. But Moorehead -
contends that no exceptions authorized the NIT Warrant in 2015, arguing (persuasively) that the NIT
is not a tracking device. He thus contends that the magrstrate Judge violated Rule 41, rending the
warrant invalid. He further contends that such'violation is of constitutional magnitude and that the
NIT Warrant i$ void ab initio. But we need not decide these issues. 'We conclude that even if the NIT
Warrant runs afoul of the Fourth Amendimerit, the good-farth exception to the exclu3|onary rule
applies to preclude suppressron

Suppression is not an automatic consequence of a Fourth Amendment vrolatron Indeed the Fourth
Amendment "says nothing about suppressing evidence obtained.in.violation of [its] command." Davis
.v. United States, 564 U.S. 229,236, 131 S. Ct. 2419, 180 L. Ed~2d 285 (2011). Nonetheless, the
Supreme - Court created.the exclusionary rule-a prudential doctrine which prohibits "evidence
- obtained in violation of the Fourth Amendment [from] be[ing] used in a-criminal proceeding against
the victim of the illegal search and seizure." United States v. Calandra, 414 US. 338,.347, 94 S. Ct.
613, 38 L. Ed. 2d 561 (1974). Exclusmn ‘of eVIdence under the rule "is not a personal constltutlonal
right” nor is it "calculated to redress the injury to the privacy of the victim of the search." Stone v.
Powell, 428 U.S. 465, 486, 96 S. Ct. 3037, 49 L. Ed. 2d 1067 (1976) Rather, the rule is "designed to
safeguard Fourth Amendment rights generally through its deterrent effect."{2019 U.S. App. LEXIS 8}
Calandra, 414 U.S. at 348.:As the Supreme Court has'"repeatedly held,” the rule's "sole purpose : . .
is to deter future Fourth Amendment violations." Davis, 564 U.S. at 236:37 (citing Herring v: United
States, 555 U.S. 135, 141; 129'S. Ct. 695, 172:L. Ed. 2d 496,.and n:2 (2009); United States v. Leon,
468 U.S: 897,-909,.921 n.22,104 S. Ct. 3405, 82 L. Ed. 2d 677:(1984); .Elkins v. United States, 364
U.S. 206,217, 80 S. Gt. 1437, 4 L.. Ed. 2d 1669 (1960)). Thus, "[t]he fact that a Fourth Amendment
-violation occurred . . . does not necessarily mean that the .exclusionary rule applies." Herring,: 555
U.S. at 140. : : - ) S

Instead, courts must ask whether "the deterrence benefits of suppressuon . outweigh its heavy
costs." Davis, 564 U.S. at 237; see also Buford, 632 F 3d at 270 ("[T]he Court has made clear that
the benefits of deterrence must outwelgh the costs i in order to Warrant.the exclu5|on of ewdence '
obtained in violation of the Fourth Amendmerit. ") (cntatrons omiitted). "WHhere suppression fails to’
yield appreciable:deterrence, exclusion is clearly unwarranted."iDavis, 564 U.S. at 237 (citations'and
“brackets oniitted). In the deterrence analysis, courts must consider the culpability of the Iaw
enforcement conduct at issue: S o : vl

,[T]he deterrence benefits of exclusmn vary with the culpability of the law enforcement conduct at
issue. When the polrce exhibit deliberate, reckless, or grossly negligefit disregard for Fourth
Améndmeit rights, the detérrenit value of exclusion is strong and tends to outweigh ttie resultmg
costs But when the ‘police act with an objectlvely reasonable good-falth belief that their co_nduct

s Iawful or when their conduct involves only simple,{2019 U. S. App. LEXIS 9) isolated
negligence, the deterrence ratronale loses much of |ts force and exclusmn cannot pay |ts way. Id.
at 238 (crtatlons and brackets omltted)

The Supreme Court thus has created a "good-falth" exceptlon to the exclusmnary ruIe the
introduction of evidence obtained in violation of the Fourth Amendmeht is permitted in criminal trials
when the évidence is "obtamed in the reasonable good-faith belief that a search or seizure was in
~ accord with the Fourth Amendment " Leon, 468 U.S. at 909 (citations omltted) see also Herring, 555
- US! at 142 ("We (perhaps confusmgly) call[] . objectively reasonable relrance good faith. ").
"FoIIowmg Leon, courts presented with'a motlon to suppress [challengrng a warrant] must ‘ask
whether & reasonably well trained officer would have known that the search was illegal despite the
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magistrate's decision.” United States v. White, 874 F.3d 490, 496 (6th Cir. 2017) (citations omitted).
- Leon delineated at least.four-instances.in which a well-trained officer would have known a search
was illegal, thus barnng appllcatlon of the goodfaith. except|on

' [1] [I]f the magtstrate .-was masIed by mformatlon inan afftdaVIt that the affiant knew was false
.or would have known was false except for his reckiess dlsregard of the truth . . . [2] where the
1ssumg magrstrate wholly' abandoned [her] judicial{2019 U.S. App LEXIS 1 0} role . . . [3] [where]
a warrant [is) based on an affidavit so lacking in indicia of probable cause as to render ofﬂcrat
belief in its existence entirely unreasonable . . . [and [4] where] a warrant [is] so facially -
deficient-i.e., in failing to particularize the place to be searched or the things to be seized-that the
executing officers ‘cannot reasonably presume it to be valid.468 U.S. at 923. In "most . . . cases,"
- however, when.an officer "obtained a'search warrant from: a judge:or magistrate and acted.within
its scope," the good-faith exception applies. /d. at. 920-21; see-also-United States v. Fisher, 745
F.3d 200, 203 (6th Cir. 2014) ("Exclusion has always*been our. /ast resort, not our first |mpulse "
(emphasus in onglnal) (crtatlons and brackets omrtted) N -

Moorehead argues that his case is unlike most because he says the NIT Warrant was void from
the beginning and therefore had no legal effect. He contends that the good-faith exceptionis .
categorically inapplicable to warrants that’ are v0|d ab |n|t|o as a résult of a Jurrsdlcttonal defect. We
dlsagree

.

The good-faith exception is not concerned W|th whether a valld warrant exrsts but mstead asks
whether a reasonably well-trained officer:would-have-known that a search was illegal. See White, 874
F.3d at 496. The Supreme Court has{2019 U.S. App. LEXIS 11} made this clear time and time. . -
again, applying the good-faith exception in a.variety of contexts, including in cases wheré a-warrant
did not exist at the time of a search. For instance, in Arizena v. Evans, the Court found thatithe -
good-faith exception applied when officers executed a search based on a'warrant that was quashed
seventeen days prior to the defendant's arrest. 514 U.S. 1, 4, 6, 115 S. Ct. 1185, 131 L. Ed. 2d 34"
(1995). Similarly, in Herring, the Supreme Court applied the exceptlon when an officer executed a
warrant that had previously been recalled. 5565 U.S. at 137- 39. We see no difference between a '’
warrant that does not.exist at the time of a defendant's arrest like the warrants in Evans and Herring,
anda warrant that is void ab lnltlo because of a jurrsdlctlonal defect

Indeed, we relied on Herr/ng in holdrng that the good-faith- exceptron applres when a state Judge
issues a warrant outside of her territorial jurisdiction. .See United States v.: Master, 614 F.3d 236, 243
(6th Cir. 2010). In Master, a state court judge in Franklin County, Tennessee issued a warrant for.
property that was actually located in Coffee County, Tennessee. /d. at 238. Under Tennessee law,
judges do not have jurisdiction to authorize a warrant for a search in a different county. ld at 239.
After concluding that the warrant was void ab initio and{2019 U.S. App. LEXIS 12} violated the
Fourth Amendment, we considered whether the good-faith exception was foreclosed in Ilght of the
determination that the judge had no authonty to issue the warrant, /d. at '239:41. We found that it was
not. /d. at 242-43. In doing so, we rejected a broad’ mterpretahon of our decision in United States V.
Scott, 260 F.3d 512, 515 (6th Cir. 2001) where we held that the good faath exceptlon dtd hot apply to
a warrant signed by a person lacking the reqursrte legal authorlty We explarned

v tTh[e] language [in Herr/ng] is contrary toa foundational assumptlon of the op|n|on in Scott that
"Subject to a few exceptions, "the exclusronary rule requires the suppressmn of evidence -
lobtalned in Vviolation of the Fourth Amendment.” 'Scott, 260 F.3d ‘at 514. Whereas Scott . ,
effectively required the government to qualify for an; exceptlon to the general rule of suppressron

. the Supreme Court has since emphasized that the decision to éxclude evidence is dlvorced from

, whether a Fourth Amendment violation occurred See Herr/ng, [555 U.S. at 140] The o
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- . exclusionary rule's purposeis instead "to deter deliberate, reckless, or grossly negligent conduct,
or in some circumstances recurring or systemic negligence:" [/d.-at 144]. Furtheérmore, the Court
“ noted that the "exclusionary rule was crafted to curb police rather than judicial misconduct.” /d. at
[142]. Arguably, the issuing magistrate's{2019 U.S. App. LEXIS 13} lack ‘of authority has no.
“impact on police misconduct, if the officers mistakenly, but inadvertently, presented the warrant
- ~to an incorrect magistrate. Master, 614 F.3d at 242. We therefore found that Herring required us
to conclude that the good faith exception is not foreclosed when a warrant is issued outside of a
state court.judge’s jurisdiction. /d. at 243.

For the same reasons articulated in Master, we conclude that the good falth exception.is not
categorically inapplicable to warrants found to be void ab initio. The differerice between a state court
judge acting without authority and a federal magistrate judge acting-without authority is of little -
significance-in both instances, the individual who signed-the warrant (arguably) had no power to'do
s0. Master's holding that the good-faith exception applies to one applies with.equal force-to the other.
‘Accordingly, - the.good-faith‘exception to the exclusionhary rule is not categorically inapplicable to
warrants that are void ab.initio because of a magistrate judge's jurisdictiona!l error. Our decision is in
accord with the'seven other circuits to have decided this very‘issue, many of whom relied on our *
decision in Master. See United States v. Lévin, 874 F.3d 316, 318 (1st Cir. 2017); United States v.

. Werdene, 883.F.3d 204, 216-17.(3d Cir. 2018); cert. denied, 139'S..Ct..260, 202 L. Ed. 2d 174 .
(2018); United States v. McLamb, 880 F.3d 685, 691 (4th Cir. 2018); United States:v. Kienast, 907"
F.3d 522, 527-28 (7th Cir. 2018); United States v. Horton, 863 F.3d 1041, 1051 (8th Cir. 2017), cert.
denled 138 8. Ct. 1440, 200 L. Ed. 2d 721 (2018) Un/ted States v. Hendersén, 996 F.3d 1109, 1118
(9th Cir. 2018)(2019 u. S. App LEXIS A4}, Un/ted States V.. Workman 863 F. 3d 1313 1317 (10th”
Cll‘ 2017) . , :

Ha\/lhg determmed that the good falth exception applies to warrants that are v0|d ab initio, only one
question remains: Does the good falth exceptlon apply here so as to preclude suppressnon”rWe -
conclude that it does. , : -

-t Y

Moorehead challenges the district court's apphcatuon of the Herr/ng balancing test, arguing first that
the district court incorrectly réasoned that the amendment to Rule 41(b) makes deterrence
unnecessary. But the district court was correct. While it.is certalnly arguable that the maglstrate ,
judge did not have authority to sign the NIT Warrant tinder the version of Rule 41(b)'in effect in
2015, it is undisputed that the 2016-amendmerit to Rule 41 specifically authorizes warrants like the:
NIT Warrant. The amendment, effective December 1, 2016, gives "a magistrate judge with authority
in any district where activities related to'a crime may have occurred” the authority tc "issue.a warrant
to use remote access to search electronic storage media and to seize or copy electronically stored -
-information located within or outside that district.if . . . the district where the media or information is
located has been concealed through technological means." Fed. R. Crim. P-41(b)(6). -

The parties do not dispute that the NIT Warrant{2019 U.S. App. LEXIS 15} is explicitly authorized by
this new exception. Moorehead only argues that the NIT Warrant itself could still be used to
prosecute hundreds, if not thousands, more defendants. But the Herring analy3|s requires us to look
at whether suppression would "deter[] Fourth Amendment violations in the future." 555 U.S. at 141
(emphasis added). Because magistrate judges now have the authority to issue warrants like the NIT
Warrant, suppressing evidence in this case wouid not result in appreciable deterrence in the future.

Moorehead next contends that no reasonable officer could have believed in good faith that the NiT
Warrant was valid. He does not make any credible argument that any of the four circumstances
enumerated in Leon apply. Instead, he argues that the officers must have known that the NIT
Warrant was not authorized under Rule 41 at the time they obtained it because of a memorandum

AO06CASES 8. .

© 2019 Matthew Bender & Company, Inc., a member of the LexisNexis Group. All rlghts reserved. Use of this product is subjéct to the restrictions *
and terms and conditions of the Matthew Bender Master Agreement. :

27670076



Appendix A

. ‘addressed to the Committee-on Rules of Practice-and Procedure, dated May 5, 2014, that proposed
" the amendment that ultimately became Rule 41(b)(6). Moorehead argues that the proposal, which
. had its origins from a letter from the Acting Assistant Attorney General, shows that the government,
" including high-level officials, knew that the current.version of Rule 41(b){2019 U.S. App. LEXIS 16} °
-did not authorize the NIT Warrant. He also points out that the officers obtained a general "Search
and Seizure Warrant,” rather than the specialized "Tracking Warrant," that they presumably would
have sought if they believed that Rule 41(b)(4) authorized the warrant.

But reasonable jurists have come to different conclusions about whether the 'NIT Warrant was valid.
Compare United States v. Austin, 230 F. Supp. 3d 828, 833 (M.D. Tenn. 2017) (finding the NIT
Warrant does not violate Rule 41(b) because it is the equivalent-of a "tracking device" and therefore
falls under.the-ambit.of Rule 41(b)(4)), with United States v. €Croghan, 209 F. Supp. 3d 1080, 1089
(S.D. lewa 2018) (concluding that the magistrate judge lacked authority to issue the NIT Warrant),.

~overruled on other grounds by Horton, 863 F.3d at 1052. We cannot; therefore, expect officers.to..
have known that this type of watrant was.invalid-at the time it was,sought.'See Workman, 863.F.3d
at 1321-("[l]f a violation took place,’ it has escaped the notice of eight federal judges who have held
that the same warrant complied with federal law and the federal rules everi though data was being
extracted from computers outside the Eastern-District of:Virginia. . . . [E]xecuting agents could-.:
reasonably have made the same mlstake and reasonably relied.on the maglstrate judgé's dec:suon to
issue the warrant.”). - , o, viooa o _

indeed, the maglstrate judge who |ssued the NlT Warrant{2019 U.S. App. LEXIS 17} concluded

"'(whether correctly or not) that she had jurisdiction. The Supreme Court's precedent on the
exclusionary rule is clear: suppression must deter “police rather than judicial misconduct." Master,
614 F.3d at 242 (citing Herring, 555 U.S. at 142); see also Massachusetts v. Sheppard, 468 U.S.
981, 990, 104.S. Ct. 3424, 82 L. Ed..2d 737 (1984) ("The exclusionary rule was adopted to deter .
unlawful searches by police, not to punish the errors of. magistrates and judges.") (citations omitted);
Davis, 564 U.S. at 246 ("[W]e have said time and again that the sole purpose of the exclusionary rule
is to deter misconduct by law enforcement.") (emphasis in original). The fact that any jurisdictional
erfor here was made by the maglstrate coupled with the fact that Rule 41(b) has been amended to
autharize warrants like the one at issue, means “the benefits of deterrence"” ‘cannot "outweigh the
costs A Master 614 F. 3d at 243 (cmng Herr/ng,‘555 U S. at 141) j "J :

Moorehead contends that the good-falth exceptlon has swallowed the. exclu5|onary rule. But N
Supteme Court precedent dictates that the.gqod-faith exception applies here. All seven-appellate :
courts to have considered the issue-on.facts Moorehead concedes are virtually identical to his .
case-have come to the same conclusion. Levins 874 F.3d at 324; Werdene, 883 F.3d at 218;
MclLamb, 880 F.3d at 690; Kienast, 907 F.3d at 528, Horton, 863 F. 3d at 1051 Henderson 906 F.3d
at 1120; Workmanh, 863 F.3d at 1321. We now join them. .

A I“ . B ’ et o N ’ R P A
L . d
. ‘e ' . : . I T

We affirm the judgjmen't of the district coort.: ’
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Moorehead, Defendant: M. Dianne Smothers, LEAD ATTORNEY, FEDERAL PUBLIC
DEFENDER, Jackson, TN USA; Randolph W. Alden, FEDERAL PUBLIC DEFENDER,
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Jackson, Jackson, TN; USA; Debra Lynn Ireland, US ATTORNEY'S OFFICE, Memphis, TN

USA. '
Judges: S. THOMAS ANDERSON, CHIEF UNITED STATES DISTRICT JUDGE.

Opinion

Opinion by: S. THOMAS ANDERSON

Opinion

" ORDER DENYING DEFENDANT'S MOTION TO SUPPRESS

Before the Court is Defendant Andrew Blake Moorehead's Motion to Suppress (ECF No. 45) filed
under seal on August 11, 2016. The United States of America has responded in opposition and filed
two supplements to its initial response.1 On March 24, 2017, this matter was transferred to the
undersigned for all further proceedings. The parties agree that a contested evidentiary hearing is
unnecessary, as the issues raised in the Motion to Suppress present questions of law for the Court.
For the reasons set forth below, Defendant's Motion is DENIED.

BACKGROUND

On September 25, 2015, the United States filed under seal a Criminal Complaint against Defendant
accusing him of accessing with the intent to view child pornography in violation of{2017 U.S. Dist.
LEXIS 2} 18 U.S.C. § 2252(a)}(4)(B). The Criminal Complaint was sworn and supported by the ‘
affidavit of Special Agent Chris Miller of the Federal Bureau of Investigation. According to SA Miller's
affidavit, the FBI had obtained a search warrant from the United States Magistrate Judge to search
the home of Defendant and executed the warrant on September 24, 2015. The affidavit identifies
specific computer files which Defendant allegedly accessed from a website known to contain child
pornography. Agents advised Defendant of his rights during the search, and Defendant agreed to
give a statement. According to SA Miller, Defendant admitted that he had downloaded and viewed
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images of ¢hild pornography from the internet. Defendant further-admitted that he had been viewing
child pornography for the previous ten to fifteen years and that he accessed images.online with-the
username "logidragon321." SA Miller averred that baséd on his:training and ‘experience in :
investigating child pornography offenses, he believed that probable cause existed to charge * "+
Defendant with accessing -known child pornography websites with the intent to download images and
" videos depicting child pornography. The Court issued a warrant for Defendant s arrest{2017 us. -
Drst LEXIS 3} the same day : w S

On October 19 2015 a grand jury sitting m the Western Drstrlct of Tennessee returned an
indictment against Defendant charging him,with one count of knowrngly possessmg ‘a computer .
containing child pornography in violation of 18U.S.C. § 2252(a)( )(B), and-one count of knowingly .
receiving child pornography in violation of 18 U.S.C. § 2252(a)(2) Defendant. pIeaded not guilty to
the charges. In his Motion to Suppress, Defendant asks the Court to suppress the evidence selzed
from his-home and his statement obtained by the FBI.'Defendant states that the search warrant ’
‘issuied for'his home and computer relied on information obtained from a broader investigation of a
child pornography website, which the parties refer to as "Website A." The facts surrounding the
- investigation are undlsputed and supported by affrdavrts from federal agents |nvoIVed inthe -
mvestlgatron e t E

The undrsputed facts show that Websrte A encouraged users to reglster anonymously usmg a false
eémail address at’ whlch pornt users could access dtfferent sections of the website rncludmg forums
related to the sexual explortatron of, children. The FBI seized the computer server hostlng Website A
.in North Carolina on February 20, 2015 and brought the server to{2017 U.S. Dist. LEXIS 4} V|rg|n|a
Once there the FB! assumed administrative control over the website and continued to. operate it from
a government facility in Vlrgmla through March 4, 2015. On the same day, the’ FBI seized the server,
the government obtained a Title IlI search warrant from a United States District Judge in the United
States District Court for the Eastern, Drstrrct of Virginia. The warrant authorized the investigators to
intercept electronic communlcatlons on Websrte A's prrvate chat and messaging services. However
Website A operated network software known as the Onion Router, or "TOR," to conceal, each '
registered user's Internet Protocol address, thereby preserving their anonymlty This meant that even
though Website A's server Iogged user actrvrty, the FBI could not analyze the Iogs to locate and
identify the users. To get around the TOR and rdentlfy Websrte A's reglstered users, the FBI sought
and obtained'a separate ‘Warrant to deploy its own software duibbed a Network Investrgatrve
Technique, or "NIT." The NIT communicated with other computers accessing Website A and caused
the computers to deliver data to the Website A server. The data revealed the IP addresses, among
other data,2 of the{201 7 U.S. Dist. LEXIS 5} computers used by Websrte A's reglstered users to
access the’ chrld pornography on Website A :

During the time in which.the EB! assumed operatronal control over.Website A's server,.a user. named
"logidragon321" registered an'account on the site and logged into the site for approximately three. :
hours total between March -1, and March 5, 2015. The FBl.used the NIT on March 2, 2015, tor obtaln
the IR address associated-with the "logidragon321" username: Investigators caused an . -
administrative: subpoena to.issue as to the Jackson Energy Authority seeking information connected
to the "logidragon321". IP address: The Jackson Energy Authority identified the subscriber associated
with the IP address. Using that information, the FBI.obtained a search warrant for the residence : .-
where it seized-Defendant's computer and obtamed the previously mentroned statement from
Defendant. T S :

Defendant now seeks the suppression of.that evidence. Defendant's argument is straightforward: The

warrant obtained for the use of the Network: Investigative Technique (hereinafter "the NIT-warrant”)

allowed the FBI to.work ‘around Website A's masking protocols and-discover Defendant's IP address
lyfcases S 2
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in the Western District of Tennessee.{2017 U.S. Dist. LEXIS 6} However, the NIT warrant was  «
issued.in the Eastern District of Virginia and signed by a United States Magistrate Judge. Rule 41(b)
of the Federal Rules of Criminal Procedure limits the authority of magistrate judges to issue search
warrants outside their own Districts, and none of Rule 41(b)'s exceptions to this general rule apply.

- The warrant did not concern a search within the Eastern District of Virginia for. purposes of Rule
41(b)(1). According to Defendant, the NIT warrant incorrectly stated that the evidence sought was in
the Eastern District of Virginia and the Website A server was the place to be searched. Likewise,
Defendant's computer was never present in the Eastern District of Virginia and the computer did not
implicate a terrorism offense, making subparagraphs (2) and (3) of Rule 41(b) also inapposite.
Finally, the NIT is not a "tracking device," as Rule 41 (b){4) uses the term. Under the circumstances,
Defendant argues that the NIT warrant ran afoul of Federal Rule of Cnmlnal Procedure 41(b) as welI
as the Federal Maglstrates Act, 28 U.S.C. § 636 '

Defendant contends that the NIT warrant.was- "no warrant at aII" and suppressuon is therefore
required. Def.'s Mem., in Support of-Mot. to Suppress § (quoting United States v. Krueger, 809 F.3d
1109, 1126 (10th- Cir. 2015) (Gorsuch, J., concurring)). Defendant asserts that suppression will
vindicate a number of significant policies. First, suppression{2017 U.S. Dist. LEXIS 7} will "preserVe
judicial integrity and proper separation of powers. . . ." /d. at 10. Rule 41(b) creates specific -
geographic limits on the jurisdiction of a magistrate Judge to issue a warrant. Second, suppressmn
will cure the prejudlce Deferidant suffered because without the NIT warrant, investigators would have
never had probable calse to search Defendants home’ and computer Third, suppression is
necessary due to the constitutional gravrty of the violatior}, &s opposed to a merely technical .
violation, of Rule 41(b) Finally, suppressmn would deter police misconduct. ‘According to Defendant
the FBI acted "in'intentional and deliberate disregard of Rule 41" and in bad faith. On its face, Rule
41(b) did not authorize the Magistrate Judge to issue the subpoena, and the FBI knew as’ much At
the time agents sought the NIT warrant in February 2015, @ change ‘had already been proposéd to.
amend Rule 41(b), an amendment that would permit a magistrate judge to "issué a warrant to use
rémote access to search electronic stOrage media and seize electronically stored information inside
or outside of the dlstnct (1) when a suspect has used technology to conceal the location of the:
media to be searched. N Id. at 13- 14 (crtatlon omitted). Defendant argues that the{2017 U.S. Dist.
LEXIS 8} government was aware then its NIT search was not proper because an Acting Assistant
General had proposed the amendment to Rule 41(b) For all of these reasons Defendant contends
.that suppressron is necessary. v .

ANALYSIS .

The Court holds that Defendant has failed to show why the Court should suppress the eviderice
against him. As a threshold matter, the parties agree that an evidentiary hearing is not necessary.
"An.evidentiary hearing is required only. if. the motion.{to suppress] is.sufficiently definite, specific,
detailed, and non-conjectural to enable the court to conclude that contested.issues of fact going to
the validity of the [police .conduct] are in question." United States v. Abboud, 438 F.3d 554, 577 (6th
Cir. 2006) (citation-and internal quotation marks omitted); United States v. Lawhorn, 467-F. App'x .
493, 495 (6th Cir. 2012). An evidentiary hearing is not required where the defendant's motion to

" suppress raises only questions-of law. Lawhorn, 467 F. App'x at 495; United States v. Knowledge,
418 F. App'x 405, 408 (6th Cir. 2011). Based on the parties' agreement'that an evidentiary hearing is
not required to decide Defendant's Motion to Suppress the Court will proceed to consider the
questions of law presented. - a

Defendant argues that the Court should suppress the-evidence against him because the Magistrate
Judge in the Eastern. District of Virginia exceeded her authority in issuing the NIT warrant.{2017 U.S.
Dist. LEXIS 9} The evidence collected pursuarit to the NIT warrant allowed investigators to identify
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Defendant as a registered user of Website A and resulted-in the search of Defendants home and his
staterment to police. The Federal Magistrates Act states as follows: : -

(a) Each United. States maglstrate judge servmg under this chapter shall have W|th|n the drstrlct
in which sessions are held by the court that appomted the magistrate Judge at other. places
where that court may, function, and elsewhere as authorized by law- - C

© . (1) all powers and duties conferred or imposed upon United- States commissioners by Iaw or by
the Rules of Criminal Procedure for the United States Dlstrlct Courts

'28 usc.§ 636(a)(1)

At the time of the investigation at issue in. thls case and at the time of Defendant's rndrctment Rule
41(b) of the Federal Rules of Criminal Procedure granted a magistrate judge with authority in.a
judicial district the authority ¢6 issue' a warrant:(1) "to search for and seize a:person or property .
located within the district;" (2) "for a person or property outside-the district if the person or property is
located within the district when the warrant is issued but might. move or be moved outside the district
before the warrant is executed;" (3) as'part of "an investigation{2017 U.S. Dist. LEXIS 10} of
domestic terrorism or-international terrorism;” (4) "to install within.the district a tracking device . . ..to
track the movement.of a person or. property located within the district, outside the district, or both;"
and (5) "for property that is located outside: the jurisdiction of any. state of district, but within" a U.S.

" territory, possession, or commonwealth, or within certain diplomatic or consular property 'so long as
the "activities related to the crime" may have occurred in the magistrate judge's district. Fed. R.
Crim. P. 41(b): The United States Supreme Court has described Rule 41's grant of authority.as .
“broad" and flexible.” United States v. New York Tel..Co., 434 U. S..159, 169-70, 98 S. Ct. 364, 54 L.
‘Ed. 2d,376.(1977) (holding.that Rule 41 authorizes "seizures of rntanglble |tems such as dial .
lmpulses recorded by pen registers,as well as tangible items"). -

Effective December 1, 2016 Rule 41(b) was amended to add subparagraph (6) which states as
follows: o

5 . PRSI

[A] magrs’trate judge with authorrty in any dlstnct where actrvrtles related toa crlme may have -
occurred has authority to issue a warrant to use, remote aecess to search electronrc  storage,
media and to seize or copy. electronrcally stored lnformatron located wrthln or outside that district

3 he I (A) the dlstrlcttwhere the media.or. rnformatlon is located has been{2017 U.S. Dist. LEXIS 11}
concealed through technologrcal means; or.(B) in an investigation of a violation 18 U.S.C. §
1030(a)(5), the media are protected computers that have been damaged without authorization
and Iocated in five or more drstrrcts

Fed R Crim. P.41(b )(6) The notes to the 2016 amendments to Rule 41(b) explam that the new
subparagraph (b)(6)(A) prowdes authority to issue a warrant to use remote access within or
outside that district.when the district in which the media or.information its. located is not. known .

: because of the use of technology such as anonymizing software." Advisory Committee Notes to
Fed. R. Crim.. P. 41, 2016 Amendments It is undisputed in this case that the 2016 amendment to
Rule 41 (b) authorlzes maglstrate judges toi issue warrants like the NIT warrant but that the NIT
warrant |ssued before the amendment took effect . .

The first question presentéd then is whether the Magtstrate Judge exceeded her authorlty under Rule
41(b) by signing.the NIT warrant. Defendant's is merely the latest in a number of prosecutions across
the country to challenge the NIT warrant and raise the issue of the territorial limits of the Maglstrate
Judge's power to act under Rule 41 (b). A majority of courts, including five district courts wrthln the ~
‘Sixth Circuit, have elther held that the NIT warrant violated{2017 U.S. Dist. LEXIS 12} Rule 41(b) or
assumed without deciding that the NIT warrant violated Rule 41(b) and then went on to conclude that
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the good faith exception applied and that suppression was therefore unnecessary. United States v.
Ammons, 207 F. Supp. 3d 732 (W.D. Ky. 2016); United States v. Schuster, No. 1:16-cr-51, 2017
U.S. Dist. LEXIS 45674, 2017 WL 1154088 (S.D. Ohio Mar. 28, 2017); United States v. Gaver, No.
3:16-cr-88, 2017 U.S.' Dist. LEXIS 44757, 2017 WL 1134814 (S.D. Ohio Mar. 27, 2017); United
States v. Kahler, 236 F. Supp. 3d 1009, 2017 WL 586707 (E.D. Mich. 2017); United States v.
Scarbrough, No. 16-cr-035, 2016 U.S. Dist. LEXIS 140549, 2016 WL 5900152 (E.D. Tenn. Oct. 11,
2016); see also. United States v. Taylor, 250 F. Supp. 3d 1215, 2017 WL 1437511 (N.D. Ala. 2017);
United States v. Deichert, 232 F. Supp. 3d 772, 2017 WL 398370 (E.D.N.C. 2017) (holding that any
violation of Rule 41(b) did not rise to the level of a constitutional violation and that the violation was
not reckless or prejudicial to the defendant); United States v. Allain, 213 F. Supp. 3d 236 (D. Mass.
2016) (holding that NIT warrant violated Rule 41{b) but that good faith exception applied); United
States v. Knoewles, 207 F. Supp. 3d 585 (D.S.C: 2016); United States v. Werdene, 188 F. Supp. 3d
431 (E.D. Pa.-2016); United States v."Broy, 209 F. Supp. 3d'1045:(C.D.lll. 2016); United States v.
‘Lough, 221 F."Supp. 3d 770,'2016 WL-6834003:(N.D.'W. Va..2016); United States v. Tran,; 226 F.’
Supp. 3d 58, 2016 WL 7468005 (D. Mass. 2016);United States.v. Pawlak, No. 3:16-CR-306-D(1), -
237 F. Supp. 3d 460, 2017 WL-661371 (N.D. Tex. Feb: 17, 2017); United States v. Perdue; 237 F.
Supp. 3d 471, 2017 WL 661378 (N.D. Tex. 2017); United States v. Dzwonzyk, No. 4:15-CR-3134,.
2016 U.S. Dist. LEXIS 178020, 2016 WL 7428390 (D. Neb. Dec. 23, 2016) (holding that good faith
exception applied and that violation of Rule'41(b)-was not "fundamental”); United States v. Vortman,
No. 16-cr-00210-TEH-1, 2016 U.S. Dist: LEXIS 475235, 2016 WL 7324987 (N.D. Cal. Dec. 16, 2016)
(same); United Stdtes v. Hammond, 263 F. Supp. 3d 826, 2016 WL 7157762 (N.D. Calif. 2016) -
(holding that suppression would not serve any deterrent purpose); United States v. Duncan, No.
'3:15-¢cr-00414-JO, 2016 U.S. Dist. LEXIS 168365, 2016 WL 7131475 (D. Or. Dec. 6,:2016) (holding
that the NIT warrant "technically violated the letter, but not the spirit'of Rule 41(b)" and applying the
good faith exception); United States v. Torres, No. 5:16-cr-285-DAE, 2016-U.S. Dist. LEXIS 122086,
2016 WL 4821223 (W.D. Tex. Sept. 9, 2016) {2017 U.S. Dist. LEXIS 13}(holding that NIT warrant
violated Rule 41(b) but that the violation was not of a constitutional magnitude); United States v.
Henderson, No. 15-cr-00565-WHO, 2016 U.S. Dist. LEXIS 118608, 2016 WL 4549108 (N.D. Calif.
Sept. 1, 2016) (holding that the NIT warrant technically. violated Rule 41(b) and that good faith
exception applied); United States v. Adams, No. 6:16-cr-11-Orl-40GJK, 2016 U.S. Dist. LEXIS
105471, 2016 WL 4212079 (M. D: Flat Aug: 10, 2016) (same) United States'v. Epich, No.
:15-CR-163-PP, 2016 U.S. Dist. LEXIS 32459, 2016 WL 953269 (E.D. Wisc.'Mar. 14, 2016): (possible
violation of Rule 41(b) was not grounds for suppression); United States v. Michaud, No.> - -
3:15-cr-6351-RJB, 2016 U.S. Dlst LEXIS 11033, 2016 WL 337263 (W D Wash Jan. 28, 2016).

A small number of courts have also rejected the theory that the NIT warrant and/or the government s
operatiori of the website was'so outrageous that law enforéement's conduct violated due process.
United States v. Kim, No. 16-CR-191 (PKC), 2017 U.S. Dist. LEXIS 11770, 2017 WL 394498 -
(E.D.N.Y.Jan. 27, 2017) (rejecting the defendant's theory that the NIT warrant amounted to "

_outrageous conduct); United States v. Owens, No. 16-CR-38-JPS; 2016 U.S. Dist. LEXIS 187559,

© 2016 WL 7079617 (E.D. Wisc. Dec. 5, 2016) (holding that the outrageous conduct defense was not
good at law as grounds to suppress the evidence seized as a result of the NIT warrant) United
States v. Anzalone, 221 F. Supp. 3d 189, 2016 WL 6476939 (D. Mass. 2016) (holding that FB!s act
of operating the website for.two weeks did not-amount to outrageous conduct).. ,

"Only a mlnorlty of cdourts have concluded that the NIT warrant violated Rule 41(b) and reqwred the
suppressron{2017 U.S. Drst LEXIS 14} of the evidence obtained through' ‘the NIT. United States v.
Croghan 209 F. Supp. '3d 1080 (S.D. lowa 2016) (holding | that |nvestlgators could not have relied in

, good falth on the NIT warrant); United States v. Workman 205 F. Supp 3d 1256 (D Colo 2016) ‘
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(holding that the NIT warrant was void ab initid); United States v.-Levin, 186 F. Supp. 3d 26 (D.
Mass. 2016) (same); United States v. Arterbury, No. 15-CR- 182 2016 U. S Dlst LEXIS 67091 (N D
OKla. Apr. 25, 2016).

Several courts, mcludmg three dlstrlct courts in the Sixth C|rcwt have concluded that the NIT, was
the functional equivalent of a tracking device, ‘and so Rule 41(b)(4) authorized the Magistrate. Judge
to issue the NIT warrant. United States v. Austin, 230 F. Supp. 3d 828, 2017 WL 496374 (M.D. Tenn.
2017); United States, v. Jones, 230 F. Supp. 3d 819, 2017 WL 511883 (S.D. Ohio 2017) Un/ted
States v. Sullivan, 229 F. Supp. 3d 647, 2017 WL 201332 (N D. Ohio 2017); see also United States
v. Jean, 207 F. Supp 3d.920 (W.D. Ark. 2016); Un/ted States v. Darby, 190 F. Supp. 3d.520 (E.D.
Va. 2016); United States.v. Matish, 193 F. Supp. 3d 585 (E.D. Va. 20186); United States v. Bee, No.
16- 00002 CR- W GAF, 2017 U.S. Dist. LEXIS 13055, 2017 WL 424889 (W.D. Mo. Jan. 13 2017)
United States v. Johnson, No. 15-00340-CR- W-GAF, 2016 U. S. Dist. LEXIS 145180, 2016 WL
6136586 (W.D. Mo. Oct. 20, 2016); United States v. McLamb, 220 F. Supp. 3d 663, 2016 WL~
6963046 (E D.'Va. 2016) -United States v. Acevedo-Lemus No. SACR 15-00137-CJC, 2016 U.S.
“Dist* LEXIS 105195, 2016 WL 4208436 (C.D. Callf Aug. 8, 2016); United States v. Laur/ta No.
8:13cr107, 2016 U.S. Drst LEXIS 103405, 2016 wL 4179365 (D Neb. Aug 5, 2016) -

The Court finds this hne of decisions: persuasive. Federal Rule of Criminal Procedure 41( )(4) adopts
the ‘definition of a "tracking device" found;in.18.U.S.C. § 31 17(b) where "{racking device" is defined.
as "an electronic or mechanical devnce which permlts tracking of movement of a person or object.”
See Fed. R. Crim: P.41(a)(2)(E), 18 U.S.C. § 3117( b).3 The language of section 3117(b) is certaln!y
broad and elastlc enough to include the NIT, an "electronic . . . device" capable of "tracking .-
movement . of an object," to wit, the movement of lnformatlon via the internet.. This is premsely
the kind of{2017 U.S. Dist. LEXIS 15} conduct with Wthh the indictment charges Defendant ,
possgssing a computer containing images of child pornography where the images had been
transmitted over the internet, a. facility of interstate commerce, in violation of 18 U.S.C. § .
2252(a)(4)(B).(Count 1); and receiving child pornography over the internet in violation of 18 U S. C §
2252(a)(2) (Count 2)

What is more, the use of the NIT comports W|th Rule 41(b)(4)'s exception authorlzmg a maglstrate
judge to order the.use of a tracklng device.. The Rule: operates.to permit searches by electronlc
means to track crlmmal actlvtty that has some nexus with the maglstrate Judge s district but where
the. evidence. of a crime, including the ‘perpetrator, of the. crime, may be found beyond the’ maglstrate
judge s district. In this case Website A, the source of the child pornography allegedly accessed by |
Defendant in the Western District of, Tennessee, was located in the Eastern Dlstrlct of Virginia. As
one,court has noted, . o ‘ , S S ’

“The whole point of seeking authonty touse a trackmg device is because law enforcement does

“net know where a crime suspect-or evidence of his crimé-may be located. In such instances,
Rule 41(b)(4) allows a magistrate - judge to authorize law enforcement's use of electronic

* tracking{2017 U.S. Dist. LEXIS 16} tools and techniques. When' an unknown crime suspect, or
unknown evidence of ‘his crime, is located in an unknown district, it would be nonsensical to’
inferpret the: Rile . . to require law enforcement to- make application for such a warrantto an’
unknown maglstrate judge in the unknown district. The Magistrate Judge arguably:had authority
under Rule 41(b)(4) to issue the NIT warrant to track the illegal possession and receipt of child,
pornography shared onhne

aar PR . Goee s B K__‘
In the final analysis, the Court need not decide whether the NIT warrant ran afoul of Rule 41(b) or 28
U.S.C. § 636 generally. Everi:if Déferidant could show that the Magistrate Judge exceeded her -

“authority in issuifig the NIT warrant; Defendant has not shown why suppression: of the evidence "+
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Appendix B

against him is required. In United States v. Leon, 468 U.S.897, 104 S. Ct. 3405; 82 L. Ed. 2d 677
{1984), "the Supreme Court-held that the Fourth-Amendment exclusionary rule does not apply when
police officers rely in good faith on a warrant that is ultimately determined to lack probable cause."
United States v. Abernathy, 843 F.3d 243, 257 (6th Cir. 2016) (citing Leon, 468 U.S. at 913). The
Supreme Court decliried to apply the exception under the followmg cnrcumstahces (1) "if the
magistrate or judge in issuing a warfant was misled by information'in an affidavit" that violated
Franks'v. Delaware, 438 U.S. 154, 98'S. Ct. 2674, 57 L. Ed. 2d 667 (1978) ; (2) "where the issuing
maglstrate wholly abandoned his judlClal role;"{2017 U.S. Dist. LEXIS 17} (3) when the warrant is
"based on'an affidavit so lackirigin indicia of probable cause as to render official belief in its
existence entirely unredsonable;" and (4) when a warrant is “so facially deficient-i.e., in failing to
partlculanze the place’ to be searched or the things to be seized-that the executing offlcers cannot
reasonably presume it to be valid. " Id. (quoting Leon, 468 U.S. at 923) (mternal crtatlon and quotatlon
marks omrtted) Defendant has made none of these showrngs here!

Moreover a violation of the Fourth Amendment without more does not automatlcally result in- the
exclusion of the evudence United States v. Master, 614 F.3d 236, 242 (6th Cir. 2010).(citing Herr/ng
v. United States, 555 U. S. 135, 140 129 S. Ct. 695,172 L. Ed. 2d- 496 (2009)). Suppression should
"deter dellberate reckless, or grossly negligent conduct, or in some circumstances recurring or
-systemic negllgence" and in particular- "pollce rather than judicial misconduct." /d. (citing Herring, 555
U.S. at 142, 143). “[T]he-éxclusionary rule was adopted to-deter unlawful Searches by police, not to
punlsh the errors of maglstrates and judges." Massachusetts V. Sheppard 468 U.S. 981, 990, 104 S.
Ct. 3424, 82 L. Ed. 2d'737 (1984)-(quoting Minois v. Gates, 462 U.S. 243;263, 103 S. Ct. 2317, 76:L.
Ed. 2d 527 (1983) (WHITE, J., conourrmg in judgmerit)). The Sixth Circuit has remarked that
"[a]rguably, the issuing maglstrate s lack of authorlty has no ifhpact on pollce misconduct, if the .
officers mistakenly, but inadvértently, presented the warrant to an lncorrect magistrate."{2017 U.S.
Dist. LEXIS 18} Master, 614 F.3d at 242; see ‘also United States v. Kienast, No. 16-CR-103:2016 -
U.S. Dist. LEXIS 157154, 2016 WL 6683481 (E.D. Wisc. Nov. 14; 2016) (stating'that the "only
mistake [of the investigators 'seeking the NIT'warrant]. . . was knocking on the wrong door’. . ..").

. Assuming without deciding that the NIT warrant was issued in violation of Rule 41(b) and that the
violation- was constltutlonal and not merely procedural the Court holds that suppression of the
ev1dence obtarned through the use of the NIT is not requrred Suppressmn would ot deter pollce

crted 'no ‘evidénce that the FBI agents who presented the NIT warrant to the Maglstrate Judge it the
Eastern District of Virginia did so with the intént to evade Rule 41(b) or with reckless dlsregard for
the limits of the Magistrate Judge's authority or acted in any way with gross negligence.4 Defendant
only‘argues that the investigators should have reasonably known that the Magistrate Judge lacked
authority to issue the NIT warrant in light of the general case law on Rule 41(b) and what were at the
time proposed amendments to Rule 41(b). The Court finds Defendant's argument to bey - ..
unpersuasive. Defendant's contentions{2017- U.S. Dist. LEXIS 19} go to the reasonableness of the
government's chosen course of action. In other words,-Defendant argues the government acted
negligently in this instance. A smgle incident of negligence is_not the kmd of police, malfeasance the .
exclusionary rule exists to deter: - -+ ¢ o e £ : :

The Court also rejects Defendant's argument that the NIT warfant wais vond ab /nlt/o Some courts
have concluded that the NIT warrant was void ab initio because the Maglstrate Judge lacked
authority to-issue the warrant:- Workman, 205 F. Supp. 3d 1256 (holding that the NIT-warrant was
void ab. initio); Levin, 186 F. Supp. 3d 26 (same). The Sixth Circuit has held that warrants issued
without authority under state law are void ab initio. United States v. Scott, 260,F.3d,512, 515 (6th Cir.
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2001) (holding that warrant signed by retired Tennessee judge was void ab initio); but see United
States v. Bennett, 170 F.3d 632, 636-37 (6th Cir. 1999) (search warrant issued by court clerk
authorized by state law to do so was valid under the Fourth Amendment). However, the Sixth Circuit
has never held that a warrant issued by a United States Magistrate Judge in violation of Federal Rule
of Criminal Procedure 41(b) is void ab initio. On the contrary, the Sixth Circuit concluded in an

" unreported case that Scoft's void ab initio rule did not apply in cases where the issuing judge
otherwise "had the authority to grant warrants.” United States v. Franklin, 284 F. App'x 266, 272 (6th
Cir. 2008). And even in cases where the warrant issued{2017 U.S. Dist. LEXIS 20} by a state court
judge was void ab initio, the Court of Appeals has not categorically excluded evidence seized with
such a warrant. Master, 614 F.3d at 242 (holding that good faith exception applied even though the
warrant was void ab initio). Therefore, the Court has no reason to conclude that the NIT warrant was
void ab initio, and even if it was, the exclusionary rule does not mandate suppression of the evidence
against Defendant. Defendant's Motion to Suppress is DENIED. ‘

IT 1S SO ORDERED. ,

/sl 8. Thomas AndersAonJ

S. THOMAS ANDERSON

CHIEF UNITED STATES DISTRICT JUDGE

Date: June 6, 2017. . ' e
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