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knowledge of the officer on the scene if
there is some degree of communication.”
United States v. Horne, 4 F.3d 579, 585
(8th Cir. 1993). Detective Giger communi-
cated with Officer Gash before the traffic
stop, informing him that Edwards was un-
der investigation for drug trafficking and
that there was probable cause to believe
that Edwards had just obtained drugs.
Because the officers collectively had proba-
ble cause, and Officer Gash was included in
the communications, Edwards’s arrest was
lawful. The district court properly denied
Edwards’s motion to suppress his custodial
statements to police.

[7-9] Gash also had probable cause to
believe that Edwards’s car contained her-
oin before he searched the vehicle. Under
the automobile exception to the warrant
requirement, officers may conduct a war-
rantless search of a vehicle if they have
probable cause to believe that the car con-
tains contraband or other evidence. Cali-
fornia v. Acevedo, 500 U.S. 565, 580, 111
S.Ct. 1982, 114 L.Ed.2d 619 (1991). The
same information that provided probable
cause for the arrest justified the search of
the Bonneville. See United States .
Marchena—Borjas, 209 F.3d 698, 700 (8th
Cir. 2000) (per curiam). Edwards com-
plains that the second informant at Ter-
rell’s house had no history of providing
reliable information. But a track record is
not required before officers may deem an
informant credible, see United States w.
Winarske, 715 F.3d 1063, 1067 (8th Cir.
2013), and the second informant’s assertion
that Edwards had purchased heroin at the
house was consistent with other evidence
and worthy of some weight. In any event,
officers did not need the second infor-
mant’s statement to establish probable
cause, because statements of the first in-
formant and subsequent investigation were
sufficient.

[10-12] Seizing on testimony from Of-
ficer Gash that his drug dog alerts accu-

rately “[a] hundred percent of the time,”
Edwards contends that any probable cause
that might have existed promptly dissipat-
ed when the canine failed to alert to the
presence of drugs at Edwards’s car. A
drug dog’s failure to alert is relevant, see
United States v. Jacobs, 986 F.2d 1231,
1234-35 (8th Cir. 1993), but not dispositive.
See United States v. Lakoskey, 462 F.3d
965, 976-77 (8th Cir. 2006). Whatever Offi-
cer Gash’s subjective opinion about the
accuracy of his dog, officers may consider
pre-existing information in making the ob-
jective determination whether there is a
fair probability that evidence of a crime
would be found in the conveyance. The
evidence of criminal activity here was
strong enough to establish a substantial
chance that the dog might have been mis-
taken or unable to perceive drugs that
were within the vehicle. Based on the to-
tality of the -circumstances, there was
probable cause to search the car. The dis-
trict court properly denied the motion to
suppress the heroin found inside the
Bonneville.

The judgment of the district court is
affirmed.
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District Court for the Western District of
Arkansas, Timothy L. Brooks, J., of receiv-
ing child pornography and possessing child
pornography pursuant to guilty plea pre-
serving his right to appeal rulings on his
motions to suppress, 207 F.Supp.3d 920,
and to compel, 2016 WL 6886871, 2016 WL
7655397. Defendant appealed.

Holdings: The Court of Appeals, Benton,
Circuit Judge, held that:

(1) source code of software used to identi-
fy defendant was not material to prep-
aration of his defense, and thus he
could not compel its disclosure, and

(2) law-enforcement privilege prevented
disclosure of code of software exploit
used to identify defendant.

Affirmed.

1. Criminal Law ¢=1148, 1166(10.10)

The Court of Appeals reviews rulings
on pretrial motions for production for an
abuse of discretion, reversing only on a
showing that the error was prejudicial to
the substantial rights of the defendant.

2. Criminal Law &=627.8(3)

A defendant in a prosecution may dis-
cover certain documents and tangible ob-
jects upon a showing that they are materi-
al to the preparation of his defense.

3. Criminal Law €=627.8(3)

“Material” under the rule that a de-
fendant in a prosecution may discover cer-
tain documents and tangible objects upon
a showing that they are material to the
preparation of his defense means “helpful
to the defense.”

See publication Words and Phrases
for other judicial constructions and
definitions.

4. Criminal Law €=627.8(3)

Inculpatory and exculpatory evidence
can assist in the preparation of a defen-
dant’s defense, but a showing of materiali-

ty under the rule that a defendant may
discover certain documents and tangible
objects upon a showing that they are mate-
rial to the preparation of his defense is not
satisfied by a mere conclusory allegation
that the requested information is material
to the preparation of the defense.

5. Criminal Law €&=627.6(2)

Even if a defendant successfully
shows materiality under the rule that a
defendant may discover certain documents
and tangible objects upon a showing that
they are material to the preparation of his
defense, the district court may allow the
government to withhold information to fur-
ther and protect the public interest in ef-
fective law enforcement.

6. Criminal Law €&=627.6(3)

Complete source code of all software,
specifically codes of software exploit and
server, used to identify defendant charged
with receiving child pornography and pos-
sessing child pornography was not materi-
al under rule that defendant could discover
certain documents and tangible objects
upon showing they were material to prepa-
ration of his defense, and thus defendant
could not compel disclosure of code; re-
quested evidence did not bear abstract
logical relationship to issues in case, and
likelihood of any help to defense was van-
ishingly small. 18 U.S.C.A.
§§ 2252(a)(4)(B), 2252(b)(2), 2252A(a)(2),
2252A(b)(1).

7. Privileged Communications and Con-
fidentiality &=358

Law-enforcement privilege applied to
prevent defendant charged with receiving
child pornography and possessing child
pornography from compelling disclosure of
code of software exploit used to identify
him; any need defendant had for code was
greatly outweighed by public’s interest in
keeping exploit secret, and protective or-

2a
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der would not suffice as risk that informa-
tion might inadvertently be leaked or oth-
erwise used by third parties was too great.
18 U.S.C.A. §§ 2252(a)(4)(B), 2252(b)(2),
2252A(a)(2), 2252A(b)(1).

Appeal from United States District
Court for the Western District of Arkan-
sas—Fayetteville

Denis Dean, Aaron L. Jennen, Assistant
U.S. Attorney, U.S. ATTORNEY’S OF-
FICE, Western District of Arkansas, Fort
Smith, AR, for Plaintiff-Appellee.

Jose Alfaro, Assistant Federal Public
Defender, FEDERAL PUBLIC DE-
FENDER’S OFFICE, Fayetteville, AR,
for Defendant—-Appellant.

Anthony Allen Jean, Texarkana, TX, Pro
Se.

Before LOKEN, BENTON, and
ERICKSON, Circuit Judges.

BENTON, Circuit Judge.

After a bench trial, Anthony A. Jean
pled guilty to receiving child pornography
in violation of 18 U.S.C. § 2252A(a)(2),
(b)(1), and possessing child pornography in
violation of 18 U.S.C. § 2252(a)(4)(B),
(b)(2). He appeals, arguing that the district
court ! erred in denying his motion to sup-
press evidence obtained by a warrant us-
ing the Network Investigative Technique
(NIT). He also claims the court abused its
discretion by denying his motion to dis-
close the NIT’s codes. Having jurisdiction
under 28 U.S.C. § 1291, this court affirms.

In 2014, the FBI began investigating a
child pornography website “Playpen.” It
offered users the opportunity to advertise,
view, and distribute child pornography.

1. The Honorable Timothy L. Brooks, United
States District Judge for the Western District

The website’s host, the Onion Router, gave
anonymity to users, hiding identifying in-
formation and requiring access to Playpen
through a nondescript web address. Play-
pen required users to create a username
and password.

On February 20, 2015, a United States
Magistrate Judge for the Eastern District
of Virginia granted the FBI’s warrant to
search computers, “wherever located,” ac-
cessing Playpen. The warrant approved
the use of NIT, a computer program that
reveals Playpen’s users. The NIT would
“cause” the user’s computer to send its
Internet Protocol address, operating sys-
tem information and username, and Media
Access Control address to the FBI.

FBI agents discovered a user named
“regalbegal.” This username belonged to
Jean, living in Arkansas. On July 9, 2015,
executing an Arkansas search warrant, the
agents seized Jean’s computer and other
devices with child pornography. He admit-
ted downloading and viewing child pornog-
raphy. He confirmed his username was
“regalbegal.”

Jean moved to suppress his statements
and all evidence from the search. He as-
serted that the search was unauthorized
because the warrant was issued in the
Eastern District of Virginia, not Arkansas.
The district court denied his motion. He
then moved to compel disclosure of the
complete NIT code, arguing it was materi-
al to his defense. The court denied disclo-
sure of the exploit and server codes. Jean
pled guilty, preserving his right to appeal
the rulings on the motions to suppress and
compel.

Jean challenges the NIT warrant under
Federal Rule of Criminal Procedure
41(b)(4). His challenge is preempted by

of Arkansas.
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this court’s decision in United States v.
Horton, 863 F.3d 1041 (8th Cir. 2017).
There, the NIT warrant was upheld under
the good faith exception to the exclusion-
ary rule. Id. at 1052. This court noted that
“the costs of exclusion in this case are
substantial. Suppression here would ex-
tend beyond the present defendants and
impact multiple cases within this circuit.”
Id. The district court did not err in deny-
ing Jean’s motion to suppress.

[1-5] This court reviews “rulings on
pretrial motions for production for an
abuse of discretion,” reversing “only on a
showing that the error was prejudicial to
the substantial rights of the defendant.”
United States v. White Horse, 316 F.3d
769, 773 (8th Cir. 2003) (citation omitted).
A defendant may “discover certain docu-
ments and tangible objects upon a showing
that they are ‘material to the preparation
of his defense.’” United States v. Krauth,
769 F.2d 473, 476 (8th Cir. 1985). “Materi-
al” means “helpful to the defense.” E.g.,
United States v. Vue, 13 F.3d 1206, 1208
(8th Cir. 1994). Inculpatory and exculpato-
ry evidence can “assist in ‘the preparation
of the defendant’s defense.”’” United
States v. Marshall, 132 F.3d 63, 67 (D.C.
Cir. 1998). But a showing of materiality “is
‘not satisfied by a mere conclusory allega-
tion that the requested information is ma-
terial to the preparation of the defense.’”
Krauth, 769 F.2d at 476 (citation omitted).
Even if a defendant successfully shows
materiality, the district court may allow
the government to withhold information to
“further and protect the public interest in
effective law enforcement.” Barnes v. Dor-
mire, 251 F.3d 767, 769 (8th Cir. 2001),
citing Roviaro v. United States, 353 U.S.
53, 59, 77 S.Ct. 623, 1 L.Ed.2d 639 (1957).

[6] Jean argues that the district court
abused its discretion by not compelling
disclosure of the complete source code for
all software it used to identify him, specifi-

cally the exploit and server codes. Jean
believes these codes were material to his
defense. The district court disagreed, find-
ing “Jean’s argument fails to ‘demonstrate
that the requested evidence bears some
abstract logical relationship to the issues
in the case.”” Summarizing the testimony
of Jean’s own expert, the district court
found that the likelihood of any help to
Jean’s defense was “vanishingly small.”
The district court did not abuse its discre-
tion in denying the motion to compel.

[7]1 Alternatively, the court invoked the
law-enforcement privilege to prevent dis-
closure of the exploit code, finding “any
need ... is greatly outweighed by the
public’s interest in keeping the exploit se-
cret.” Jean contends a protective order
could alleviate this concern. But the court
deemed a protective order insufficient:
“The risk that the information might inad-
vertently be leaked or otherwise used by
third parties is too great.” The court fur-
ther found, “Mere knowledge of the partie-
ular vulnerability exploited here could po-
tentially lead the expert to later build his
own exploit, or assist others in doing so,
thereby effectively circumventing a protec-
tive order.” The district court did not
clearly err in making these findings.

The judgment is affirmed.

w
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gree or attempted burglary in the
second degree is attempted burglary
in the third degree. Attempted bur-
glary in the third degree is an aggra-
vated misdemeanor, except as pro-
vided in subsection 2.

(2) Attempted burglary in the third de-
gree involving an attempted burgla-
ry of an unoccupied motor vehicle or
motor truck as defined in section
321.1, or a vessel defined in section
462A.2, is a serious misdemeanor for
a first offense. A second or subse-
quent conviction under this subsec-
tion is punishable under subsection
1.

Towa Code Ann. § 713.6B. “Burglary” is
committed by:

Any person, having the intent to commit

a felony, assault or theft therein, who,

having no right, license or privilege to

do so, enters an occupied structure, such
occupied structure not being open to the
public, or who remains therein after it is
closed to the public or after the person’s
right, license or privilege to be there has
expired, or any person having such in-
tent who breaks an occupied structure

Towa Code Ann. § 713.1 (emphasis added).
“Occupied structure,” in turn, includes
“any building, structure, appurtenances to
buildings and structures, land, water or air
vehicle, or similar place adapted for over-
night accommodation of persons, or occu-
pied by persons for the purpose of carry-
ing on business or other activity therein,
or for the storage or safekeeping of any-
thing of value.” Iowa Code Ann. § 702.12.

As stated above, Mathis also involved
Towa’s burglary statute, and therein the
Supreme Court held the statute to be
broader than generic burglary. Mathis,
136 S.Ct. at 2250 (finding that Iowa Code
§ 702.12 reaches “a broader range of
places” than generic burglary). The Math-
18 Court also held that the locations listed

by Iowa Code § 702.12 “are not alternative
elements, going toward the creation of sep-
arate crimes,” but instead “lay out alterna-
tive ways of satisfying a single locational
element ....” Id. The Eighth Circuit,
shortly after Mathis, overturned a district
court’s sentence that factored Iowa’s sec-
ond-degree burglary statute as an ACCA
predicate violent felony. United States v.
Pledge, 2016 WL 3644648, at *1 (8th Cir.
July 8, 2016) (per curiam). Given the hold-
ings of Mathis and Pledge, there can be no
question that Rockwell’s 1999 attempted
third-degree burglary conviction does not
constitute a predicate violent felony for
purposes of the ACCA.

III. CONCLUSION

For the reasons described herein, the
Court finds that Rockwell’s Motion for Re-
lief Under 28 U.S.C. § 2255 (Doc. 20) is
GRANTED, and his sentence is VACAT-
ED. The Probation Office shall prepare a
revised PSR, and a date for resentencing
shall be set by separate order.

IT IS SO ORDERED on this 14th day
of September, 2016.

W
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UNITED STATES of America, Plaintiff
v.
Anthony Allen JEAN, Defendant.
Case No. 5:15-CR-50087-001

United States District Court,
W.D. Arkansas, Fayetteville Division.
Signed September 13, 2016

Background:  Defendant, who was
charged with receiving child pornography

Ha



U.S. v. JEAN 921

Cite as 207 F.Supp.3d 920 (W.D.Ark. 2016)

and possessing a laptop computer contain-
ing images of child pornography, moved to
suppress evidence obtained through a
“network investigative technique” search
warrant on child pornography website the
FBI had taken control of, which ran mali-
cious software, or malware on the user’s
computer, causing it to report back certain
identifying information to the govern-
ment’s computer.

Holdings: The District Court, Timothy L.
Brooks, J., held that:

(1) probable cause existed for magistrate
judge to issue the warrant;

(2) warrant application met Fourth
Amendment’s particularity require-
ment;

(3) rule authorizing magistrate judge to
issue a warrant for property outside
the district, if the property was located
within the district when warrant was
issued, did not authorize the warrant;
but

(4) magistrate judge properly issued the
warrant under rule giving her authori-
ty to issue a warrant to install a track-
ing device;

(5) even if magistrate judge lacked author-
ity to issue the warrant, the violation
was non-fundamental, and suppression
was not warranted; and

(6) good-faith exception to exclusionary
rule applied even if warrant was inval-
id.

Motion denied.

1. Searches and Seizures =26

If there is no legitimate expectation of
privacy in the area searched and the items
seized, then there can be no Fourth
Amendment  violation. U.S. Const.
Amend. 4.

2. Searches and Seizures ¢=28

In general, a person has no legitimate
expectation of privacy under the Fourth
Amendment in information he voluntarily

turns over to third parties. U.S. Const.

Amend. 4.

3. Searches and Seizures €28

In general, when an individual reveals
private information to another, he assumes
the risk that this confidant will reveal that
information to the authorities, and if that
occurs the Fourth Amendment does not

prohibit governmental use of that informa-
tion. U.S. Const. Amend.4.

4. Searches and Seizures €200

Court reviewing the wvalidity of a
search warrant issued by a magistrate
judge must make sure that the magistrate
had a substantial basis for concluding that

probable cause existed. U.S. Const.
Amend. 4.

5. Obscenity ¢=282(2)
Telecommunications €=1466

Magistrate judge had substantial ba-
sis for concluding that probable cause
existed to issue “network investigative
technique” search warrant on child por-
nography website the FBI had taken
control of, which ran malicious software,
or malware to uncover the hidden inter-
net protocol (IP) addresses of individuals
who logged in as website members; FBI
agent’s detained supporting affidavit ex-
plaining that website had been operating
on network that used onion-like layers of
encryption to obscure users’ identities,
explained why the network investigative
technique protocol provided a minimally
intrusive method for revealing the loca-
tions of website users, and showed that
users knew about the contents of the
site when they logged in, and did so
with the intent to engage in illegal acts.
U.S. Const. Amend. 4.

6. Searches and Seizures €200
After-the-fact scrutiny by courts of

the sufficiency of an affidavit written in

support of a search warrant should not

6a
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take the form of de novo review; a magis-
trate’s ‘determination of probable cause
should be paid great deference by review-
ing courts. U.S. Const. Amend. 4.

7. Searches and Seizures €200

So long as the magistrate had a sub-
stantial basis for concluding that a search
would uncover evidence of wrongdoing, the
Fourth Amendment requires no more for a
warrant to issue. U.S. Const. Amend. 4.

8. Obscenity ¢=286(3)
Telecommunications €=1473

Application for “network investigative
technique” search warrant on child por-
nography website the FBI had taken con-
trol of, which ran malicious software, or
malware on computer of users who logged
into the website, causing user’s computer
to report back certain identifying informa-
tion to the government’s computer, met
Fourth Amendment’s particularity require-
ment; term “activating computer” as used
in the exhibits attached to and incorporat-
ed into the warrant had specific meaning
and context, as it referred to computer of
any website user who logged into the web-
site via the internet with a username and
password, and given the anonymity provid-
ed by the network on which the website
operated, the users could be located any-
where in the world. U.S. Const. Amend.
4.

9. Searches and Seizures ¢=103.1

The property that was the target of
the “network investigative technique”
search warrant on child pornography web-
site the FBI had taken control of, which
ran malicious software, or malware on
computer of users who logged into the
website, causing user’s computer to report
back certain identifying information to the
government’s computer, was not the mal-
ware, but the information collected by the
malware, and thus, rule authorizing a mag-
istrate judge to issue a warrant for proper-
ty outside the district, if the property was

located within the district when the war-
rant was issued, did not authorize magis-
trate judge in Eastern District of Virginia
to issue the warrant with respect to web-
site user’s computer located in Arkansas.
U.S. Const. Amend. 4; Fed. R. Crim. P.
41(b)(2).

10. Searches and Seizures ¢=103.1

District judges, unlike magistrate
judges, may issue warrants to search prop-
erty located outside their judicial districts
when the requirements of the Fourth
Amendment are met. U.S. Const. Amend.
4; Fed. R. Crim. P. 41(b).

11. Searches and Seizures €=103.1

The “network investigative technique”
search warrant on child pornography web-
site FBI had taken control of, which ran
malicious software, or malware on comput-
er of user who logged into website, causing
user’s computer to report back certain
identifying information to FBI’s computer
located in Eastern District of Virginia, was
a “tracking device,” and thus, magistrate
judge properly issued the warrant under
rule giving her authority to issue a war-
rant to install within the district a tracking
device, despite fact defendant’s computer,
on which the malware was deployed, was
located in Arkansas; warrant authorized
electronic tool or technique designed and
executed to track movement of information
both within and outside Eastern District of
Virginia, and that tool was installed in
Eastern District of Virginia, after defen-
dant had electronically traveled there in
search of child pornography, when a string
of computer code was caused to be execut-
ed and deployed by FBI’s computer. U.S.
Const. Amend. 4; Fed. R. Crim. P. 41(a)(2),
41(b)(4).

See publication Words and Phrases

for other judicial constructions and
definitions.
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12. Criminal Law €=392.16(1)

A fundamental violation of rule gov-
erning magistrate judge’s authority to is-
sue a search warrant would require auto-
matic suppression of the evidence, whereas
a non-fundamental violation, where no con-
stitutional error occurred, would not trig-
ger automatic suppression. U.S. Const.
Amend. 4; Fed. R. Crim. P. 41(b).

13. Criminal Law €=392.16(1)

A non-fundamental violation of rule
governing magistrate judge’s authority to
issue a search warrant would only justify
suppression of evidence seized pursuant to
the warrant where there was prejudice to
the defendant, in the sense that the search
might not have occurred or would not have
been so abrasive if the rule had been fol-
lowed, or if the defendant were able to
show that law enforcement and/or the
magistrate judge demonstrated an inten-
tional and deliberate disregard of a provi-
sion in the rule. U.S. Const. Amend. 4;
Fed. R. Crim. P. 41(b).

14. Criminal Law €=392.16(1)

Even if “network investigative tech-
nique” search warrant on child pornogra-
phy website FBI had taken control of,
which ran malicious software, or malware
on computer of user who logged into web-
site, causing user’s computer to report
certain identifying information to FBI’s
computer located in Eastern District of
Virginia, had violated rule governing mag-
istrate judge’s authority to issue a search
warrant when it obtained identifying infor-
mation from defendant’s computer located
in Arkansas, the violation was non-funda-
mental, and suppression of that identifying
information was not warranted; warrant
was supported by probable cause and sat-
isfied the particularity requirement, war-
rant could have been authorized by an
Article III judge, fact that search led to
defendant’s arrest and detainment on fed-
eral child pornography charges did not es-
tablish prejudice, and FBI had good-faith

basis for believing that the warrant satis-
fied the rule. U.S. Const. Amend. 4; Fed.
R. Crim. P. 41(b).

15. Criminal Law €=392.38(12)

Good-faith exception to exclusionary
rule applied to identifying information ob-
tained from defendant’s computer located
in Arkansas, even if “network investigative
technique” search warrant on child por-
nography website FBI had taken control
of, which ran malicious software, or mal-
ware on defendant’s computer after he
logged into website, causing it to report
identifying information to FBI’'s computer
located in Eastern District of Virginia, was
invalid; FBI reasonably relied on the war-
rant, as there was no indication that FBI
suspected the warrant was lacking in prob-
able cause or sufficient particularity, or
that agents believed magistrate judge
lacked jurisdictional authority to authorize
the relatively new technology described in
the warrant application, and defendant’s
speculation that hackers could have cor-
rupted the data in transit went to the
weight of the evidence. U.S. Const.
Amend. 4; Fed. R. Crim. P. 41(b).

16. Criminal Law ¢=392.38(1)

The good-faith exception to the exclu-
sionary rule provides that when a search
warrant is declared invalid, the evidence
obtained as a result of the warrant’s execu-
tion must not be suppressed if law enforce-
ment’s reliance on the warrant was objec-
tively reasonable. U.S. Const. Amend. 4.

Denis Dean, United States Attorney’s
Office, Fort Smith, AR, for Plaintiff.

Jose Manuel Alfaro, Federal Public De-
fender Western District of Arkansas, Fay-
etteville, AR, for Defendant.
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MEMORANDUM OPINION
AND ORDER

TIMOTHY L. BROOKS, UNITED
STATES DISTRICT JUDGE

Now pending before the Court is a Mo-
tion to Suppress Evidence (Doc. 19) filed
under seal by Defendant Anthony Allen
Jean. The parties fully briefed the Motion,
and on June 28, 2016, the Court held an
evidentiary hearing, at which time the
Government and Mr. Jean each called a
witness to testify. The Court then enter-
tained oral argument before taking the
matter under advisement. Now having con-
sidered these complex issues thoroughly,
the Court finds that Mr. Jean’s Motion to
Suppress Evidence (Doc. 19) should be
DENIED for the reasons explained herein.

I. BACKGROUND

Mr. Jean was indicted on December 9,
2015 (Doc. 1), on four counts of knowingly
receiving child pornography in violation of
18 U.S.C. § 2252(a)(2) and (b)(1); one
count of knowingly possessing a laptop
computer containing images of child por-
nography in violation of 18 U.S.C.
§ 2252(a)(4)(B) and (b)(2); and a forfeiture
allegation.

Mr. Jean is accused of downloading child
pornography from a website called “Play-
pen.” The Playpen website operated as a
“hidden service” on “The Onion Router,”
which allows users to roam the internet in
complete anonymity. In the course of its
investigation, the FBI was able circumvent
the anonymity feature—a feat that Mr.
Jean now challenges as a constitutionally
impermissible violation of his rights under
the Fourth Amendment and the Federal
Rules of Criminal Procedure.

1. This is true with respect to the relay of
communications after passing through the
first relay node on the distributed network.
Technically, however, the user’s true IP ad-

The TOR Network, a/k/a
the “Dark Web”

A primer of The Onion Router, or “TOR
network,” for short, is necessary for an
understanding of the issues presented. The
Onion Router is so named because of its
onion-like layers of encryption that operate
to obscure users’ identities. Anyone may
download TOR software for free. The TOR
browser masks a user’s true Internet Pro-
tocol (“IP”) address by bouncing user com-
munications around a distributed network
of relay computers, called “nodes,” which
are run by volunteers around the world.
When a TOR user accesses a website, the
IP address of a TOR “exit node” will ap-
pear in the website’s IP log, rather than
the user’s actual IP address. Through
these mechanisms, the TOR software pre-
vents the tracing of a user’s IP address,
thereby concealing the identity of the user
at every node or “hop” along the informa-
tion highway.!

The TOR network was originally de-
signed by the United States Naval Re-
search Laboratory to protect intelligence
communications online, and legal uses for
the network include whistleblowing activi-
ties, investigative journalism, activism, and
scholarship dealing with such issues as
cyber-spying and censorship. Despite
these legal uses, TOR has developed a
reputation for hosting illicit criminal activi-
ty, as well. For this reason, the TOR net-
work of websites—called “hidden ser-
vices” 2—is commonly referred to by TOR
users and non-users alike as the “dark
web.” This name is apt for two reasons.
First, the TOR browser enables users to
cloak their identities in darkness—Ilike
guests to a dimly lit masquerade ball using

dress is contained on the communication
stream to the very first node on the route.

2. TOR hidden services bear the suffix ““.on-
ion” rather than “.com.”
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masks to conceal their faces. Second, the
TOR network is an ideal forum for dark,
illegal activities to flourish, precisely be-
cause TOR users remain masked, and this
allows them to escape easy detection by
law enforcement.

In his testimony at the motion hearing,
FBI Special Agent Dan Alfin explained the
TOR network and its hidden services this
way:

The Tor network is accessible initially
through use of the regular Internet. It
runs on top of the regular Internet, and
it is made up of hundreds of thousands
of computers all around the world.
Tor affords its users two primary uses.
The first is the user using the Tor net-
work can use it to connect to a website
or other type of Internet service on the
regular Internet in an anonymous capa-
bility. So a user could use the Tor soft-
ware or the Tor browser software to
connect to a regular Internet website,
Google.com, CNN.com, any normal web-
site. In doing so through the Tor net-
work, that website cannot see where
you're actually coming from. So if I were
to access Google.com from this court-
room using the Tor software, Google
would not know that I was here in Ar-
kansas. It may pull an IP address some-
where else in the country or somewhere
else in the world. It wouldn’t be able to
locate me here.

Another use of the Tor network [is]

what are referred to as hidden services.

So when you run a website or other

Internet service within the Tor network,

that service is now referred to as a

hidden service and so when a website is

configured to operate as a hidden ser-
vice, it can only be accessed through use
of the Tor software. It can no longer be
accessed on the traditional Internet in
the manner that you would normally
access Google.com. You need to use spe-

cial [TOR] software to access the hidden
serviee.

And so the hidden service affords the
same [ | benefits that I described earlier
in that a user who accesses a hidden
service, his or her IP address and other
identifying information is concealed. The
owner and operator of the hidden ser-
vice cannot see it. The additional benefit
that Tor provides to operators of hidden
services is that the true IP address and
location of the hidden service [are] simi-
larly concealed [The operators]
could be anywhere in the world. And so
Tor hidden services are frequently used
to host child pornography websites be-
cause of these types of security benefits
afforded to operators of such websites,
and these are the areas where I focus
the majority of my investigative work.

(Doc. 38, pp.16-17).

The Playpen Website

In August of 2014, Agent Alfin discover-
ed the existence of the Playpen website—
which was configured as a “hidden service”
on the TOR network—and he came to
learn that the website’s primary purpose
was dedicated to the advertisement and
distribution of child pornography. Because
the website operated in complete anonymi-
ty on the TOR network, law enforcement
had no readily available means to identify
its owner/operator, much less its users.
Then, in December of 2014, the FBI re-
ceived a serendipitous break. The Playpen
operator inadvertently misconfigured the
website’s TOR settings during an update—
temporarily deactivating its cloaking mech-
anism for a few days—which was enough
time for investigators to locate a computer
server in North Carolina that was being
used to host the Playpen website. This, in
turn, led to the arrest of Playpen’s owner
on February 19, 2015, at his residence in
Naples, Florida—which further resulted in
the FBI gaining access to the owner’s

10a
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administrative account, and with that came
the ability to control the Playpen website.

The NIT Warrant

But investigators still had no means to
identify and locate the website’s users,
whom they believed to be downloading and
distributing child pornography in violation
of federal law.? The users’ identifying in-
formation was purposely unknown to Play-
pen’s owner, and the users’ IP addresses
remained concealed because the website
was only accessible as a hidden service on
the TOR network, thus providing total an-
onymity to the users. So the FBI devised a
plan. First, agents made a copy of the
Playpen website and placed it on a govern-
ment computer server located in the East-
ern District of Virginia. Then, after obtain-
ing a search warrant, the FBI re-launched
the Playpen website from its own comput-
er server in Virginia, secretly assuming
administrative control over the website for
a window of approximately 13 days, from
February 20, 2015, to March 4, 2015.

The FBI submitted the application for
the search warrant to Magistrate Judge
Theresa Carroll Buchanan in the Eastern
District of Virginia. See Doc. 19-2. The
warrant application was supported by a 31-
page affidavit signed by Special Agent
Douglas Macfarlane. See Doc. 19-2, pp. 2-
32. In the affidavit, Agent Macfarlane first
explained why there was probable cause to
believe that users of the Playpen website
were committing criminal acts related to
the exploitation of children. Agent Macfar-
lane’s affidavit then requested Judge Bu-
chanan to authorize the FBI to deploy
computer code, which it refers to as a
“Network Investigative Technique”
(“NIT”), from its server in Virginia that
would be used to host the Playpen website.
When a Playpen user’s computer (defined

3. See Agent Alfin’s testimony, id. at pp. 36-37.

4. The term ‘‘activating computer’ is ex-
plained in the warrant application to mean

in the affidavit and warrant as an “activat-
ing computer”) would log into the website
using a username and password, the NIT
would surreptitiously deploy and “cause”
the user’s “activating computer”—wherev-
er it might be located—to report back
certain identifying information to the gov-
ernment’s computer on the other end of
the line. Id. at pp. 30-31.

Judge Buchanan made a finding of prob-
able cause and signed the warrant autho-
rizing use of the NIT to search “[t]he
activating computers? ... of any user or
administrator who logs into the [Playpen]
WEBSITE by entering a username and
password.” Id. at p. 34. The warrant’s au-
thorization was expressly limited to a peri-
od of not more than 30 days. Id. The items
authorized to be “seized” were expressly
identified and limited to the following iden-
tifying information:

1. the activating computer’s actual IP
address, and the date and time that
the NIT determines what that IP
address is;

2. a unique identifier generated by the
NIT (e.g., a series of numbers, let-
ters, and/or special characters) to dis-
tinguish data from that of other acti-
vating computers, that would be sent
with and collected by the NIT;

3. the type of operating system running
on the computer, including type (e.g.,
Windows), version (e.g., Windows 7),
and architecture (e.g., x 86);

4. information about whether the NIT
has already been delivered to the ac-
tivating computer;

5. the activating computer’s Host Name;

6. the activating computer’s active oper-
ating system username; and

the computer of any Playpen user—"“wherever
located”—who subsequently logged into the
website with a username and password. See
146(a) of the Warrant Application, id. at p. 30.
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7. the activating computer’s media ac-
cess control (“MAC”) address;®

Attachment B to the warrant, id. at p. 35.

Finding of Probable Cause

Judge Buchanan’s finding of probable
cause was based on Agent Macfarlane’s
affidavit in support of the search warrant,
which provided, in part:

Because the TARGET WEBSITE is a

Tor hidden service, it does not reside on

the traditional or “open” Internet. A

user may only access the TARGET

WEBSITE through the Tor network.

Even after connecting to the Tor net-

work, however, a user must know the

web address of the website in order to
access the Site. Moreover, Tor hidden
services are not indexed like websites on
the traditional Internet. Accordingly, un-
like on the traditional Internet, a user
may not simply perform a Google search
for the name of one of the websites on
Tor to obtain and click on a link to the
site. A user might obtain the web ad-
dress directly from communicating with
other users of the board, or from Inter-
net postings describing the sort of con-
tent available on the website as well as
the website’s location. For example,
there is a Tor “hidden service” page that
is dedicated to pedophilia and child por-
nography. That “hidden service” con-
tains a section with links to Tor hidden
services that contain child pornography.

5. The MAC address is a unique identifier asso-
ciated with a particular network adapter, and,
in contrast to the IP address, does not
change, because it is hardwired into the com-
puter or device itself.

6. Although the warrant authorized deploy-
ment of the NIT upon the user accessing the
website with his username and password, the
“FBI further restricted how [it] deployed the
technique,” and in most instances, the NIT
was not deployed until the user actually took
the final step to begin the download of child
pornography. (Doc. 38, p. 38).

The TARGET WEBSITE is listed in
that section. Accessing the TARGET
WEBSITE therefore requires numerous
affirmative steps by the user, making it
extremely unlikely that any user could
simply stumble upon the TARGET
WEBSITE without understanding its
purpose and content.

Id. at pp. 13-14. Agent Alfin elaborated on
this point when he testified at the hearing
that it was “incredibly unlikely” that a
user would simply stumble upon the Play-
pen website without knowing the website’s
illegal purpose. See Doc. 38, p. 20.

The FBI’s Use of the NIT

Agent Alfin also testified that he had
personal knowledge as to how the FBI
went about deploying the NIT from the
Playpen server onto a user’s computer.
The NIT was designed to automatically
deploy once an activating computer (1) en-
tered the Playpen website via a username
and password, and then (2) clicked on a
forum link to begin downloading child por-
nography.® (Doc. 38, p. 86). The FBI was
able to cause the user’s computer to report
the identifying information by exploiting a
defective window in the TOR broswer,
through which it ran what amounts to
malware 7 on the user’s computer, with the
objective being to override the TOR
browser’s and the user’s computer security
settings, and then “cause” the user’s com-
puter to return discrete, content-neutral

7. Malware means ‘‘malicious software.”
Agent Aflin objects to describing the NIT as
malware, because the term has a derogatory
connotation, and in fact is used to describe
criminal activity when used by a computer
hacker for unlawful purposes. Nevertheless,
Agent Alfin concedes that when used as a
term of art to explain an ethical hacking tech-
nique used by law enforcement, the term mal-
ware is descriptive of the NIT used here. See
id. at pp. 39-40. Thus, where descriptively
appropriate, the Court has used the term mal-
ware interchangeably with the term NIT.
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items of identifying information back to
the FBI. Id. at pp. 60-61.8

Important to the Court’s analysis below
is Agent Alfin’s testimony that the NIT
deployed and returned the identifying in-
formation while the user’s computer was
(1) actually online, (2) connected to and
actively communicating with the FBI's
computer in Virginia, and (3) while the
user was in the process of receiving child
pornography. As Agent Alfin explained:

As soon as a user clicks on the post,
they begin downloading the material
from that post. Additionally they down-
load the NIT instructions to their com-
puter, and while the post is still ...
downloading, the NIT does its business
and sends the information back to the
FBI. This happens very quickly. In the
matter at hand, the entire transmission
generated by the NIT took place in ap-
proximately 0.27 seconds. Again, it hap-
pened very quickly because it was just
transferring a very limited amount of
information .... [T]he NIT would be
triggered and deploy and likely complete
its task before that page even fully
loads.

Id. at pp. 86-87. The entire objective of the
NIT transaction was consummated in the
blink of an eye,’ while the user’s computer
was still in the process of actively down-
loading child pornography from the com-
puter hosting the Playpen website in Virgi-
nia. See Doc. 38, pp. 88-89.

The FBI monitored and generated re-
ports of all Playpen user activity during

8. Although the Defendant’s expert, Dr. Chris-
topher Soghoian, testified that he was philo-
sophically opposed to the FBI's use of such
“exploits,” id. at pp. 107-108, 123-125, the
Motion to Suppress does not identify the
FBI's use of the exploit as a constitutional
infirmity.

9. Harvard Database of Useful Biological
Numbers, http://bionumbers.hms.harvard.
edu/bionumber.aspx?&id=100706&ver=1

the authorized period of surveillance.' The
reports contained two sets of data. See id.
at pp. 40-41. The first set related to Play-
pen website usage and included the date
each user registered his account with Play-
pen, the number of hours that each user
was logged into the website during the
monitoring period, and the specific posts
each user accessed while online. None of
this data was gathered using the malware,
but was instead observed directly by the
FBI through website monitoring.

The second set of data was seized by
virtue of the malware causing each user’s
computer to return the identifying infor-
mation (without the user’s knowledge) to
the government’s computer in Virginia.
This second set of data, as authorized by
the warrant, included the user’s MAC ad-
dress, hostname, log-on name, and the ac-
tivating computer’s IP address.

Interestingly though, the user’s IP ad-
dress—the most critical piece of informa-
tion in locating the user—does not actually
reside on the user’s computer. IP address-
es are assigned by an Internet Service
Provider (“ISP”)—much like one’s residen-
tial address is assigned by the postal ser-
vice. The IP address is maintained on the
internet modem that connects an internet
device to the internet. See id. at p. 43.
Ordinarily, one’s true IP address can be
determined with relative ease because it is
always attached, like a “return address,”
to every “envelope” of information ex-
changed back and forth by computers that
are actively communicating with each oth-

(last visited July 5, 2016) (noting that the
average duration of a single eye blink is be-
tween 0.1 and 0.4 seconds).

10. Although the warrant authorized the NIT
to be used for no more than 30 days, the
FBI's monitoring of the Playpen website and
usage of the NIT actually took place during a
13-day period from February 20 through
March 4, 2015.
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er over the internet. But this is not so on
the TOR network, where a user’s true IP
address is intentionally masked by the
shuffling of information into different en-
velopes with different return addresses at
each node along the route. Here, the FBI’s
malware circumvented TOR’s veil—simply
by causing the user’s computer to return
the “envelopes” of seized information to
the government’s computer via the regular
internet—which had the clever side effect
of causing the user’s true “return address”
to be written on the envelope.! With the
user’s true IP address in hand, the FBI
subpoenaed the internet service provider
and—in effect—turned on the lights to
unmask the user’s real location.

The Investigation of Anthony
Allen Jean

Agent Alfin testified that the Playpen
website was accessed thousands of times
during the 13 days it was monitored by the
FBI. Id. at p. 65. As to the specific investi-
gation of Defendant Anthony Allen Jean,
Agent Alfin testified that on March 1,
2015, an individual logged into the Playpen
website with the username “regalbegal”
and used the website index to select a
forum dedicated to “Preteen Videos—Girls
Hardcore.” Id. at pp. 44-45. There, re-
galbegal allegedly opened a post that pur-
ported to contain images of prepubescent
female children engaged in penetrative
sexual activity. Once regalbegal opened
this post, the NIT protocol was triggered,
and, unbeknownst to regalbegal, the mal-
ware deployed from the Playpen server in
Virginia to his computer. According to

11. See Agent Alfin’s testimony, Doc. 38, p. 92.
(explaining that the information “‘was sent
[back] in clear text over the regular Internet).
See also Dr. Soghoian’s testimony, Doc. 38, p.
148. (“The NIT did not harvest the IP ad-
dress. ... the NIT harvested ... information
about the computer; ... It put [the informa-
tion] in a letter, put the letter in an envelope
and sent it back. . .. the contents of the envel-
ope does not include the IP address, and

Agent Alfin, in 0.27 seconds, while regalbe-
gal was still actively connected to (and
downloading child pornography from) the
Playpen server, the malware caused his
computer to transmit the information au-
thorized by the warrant back to the gov-
ernment computer server located in the
Eastern District of Virginia. And with that
return transmission of data over the regu-
lar internet came regalbegal’s true IP ad-
dress.

The Administrative Subpoena

From the IP address alone, and using
publically available data, the FBI could
determine the region of the country where
regalbegal resided, as well as the particu-
lar ISP, Cox Communications (“Cox”), as-
sociated with his IP address. The FBI
then sent an administrative subpoena to
Cox, and Cox provided the FBI with the
name and residential address affiliated
with regalbegal’s IP address.

The Residential Search Warrant

Soon after obtaining this subscriber in-
formation, law enforcement applied to
Magistrate Judge Erin L. Setser of the
Western District of Arkansas for a resi-
dential search warrant (Doc. 19-1) to be
executed at Mr. Jean’s residence.’? The
warrant was signed on July 8, 2015, and
executed on July 9, 2015. When the FBI
first arrived at the residence, they advised
Mr. Jean that they had a search warrant,
but they did not volunteer that they had
located his whereabouts by tracing his IP
address. Mr. Jean apparently cooperated

Special Agent Alfin testified that the govern-
ment, in fact, did not harvest the IP address
from [Mr. Jean’s] computer; they merely
looked to see where the NIT response came
from and assumed that was the IP address for
the defendant.”).

12. Mr. Jean does not separately contest the
validity of the administrative subpoena or the
residential warrant in his Motion to Suppress.
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with investigating agents and allegedly
made incriminating statements both at the
time of his arrest and later during an
interview on July 17, 2015. His computer
equipment was seized at that time, and a
later search revealed that the computer
contained images of child pornography.

The Motion to Suppress

After charges were brought some five
months later, Mr. Jean was arrested and
ordered detained on December 15, 2015.
On March 21, 2016, his attorney filed the
instant Motion, challenging the validity of
the Virginia search warrant and seeking to
suppress all physical evidence seized from
Mr. Jean’s computer and related equip-
ment, as well as any alleged incriminating
statements he made to law enforcement as
“fruit of the poisonous tree.” Mr. Jean
maintains that the Virginia search warrant
did not authorize use of the NIT to search
any activating computer outside the East-
ern District of Virginia, and as his comput-
er was located outside that district, the
search was not authorized. He also argues
that the Virginia warrant was issued in
violation of Federal Rule of Criminal Pro-
cedure 41(b), which outlines the scope of a
magistrate judge’s authority to issue
search warrants. Lastly, he contends that
the search warrant itself was not sup-
ported by probable cause. The Govern-
ment filed a Response to the Motion, and
both sides supplied the Court with recent
persuasive authority from other district
courts that have considered the validity of
this very same search warrant. In the
following discussion, the Court will analyze
whether the Virginia search warrant valid-
ly comported with the requirements of the
Fourth Amendment; whether the magis-
trate judge who authorized the warrant
did so in violation of Rule 41(b); and, final-
ly, if a violation of Rule 41(b) did occur,

13. This is because several internet-capable de-
vices in a given household may share a com-

whether suppression of the evidence is the
appropriate remedy.

II. DISCUSSION

A. Did the NIT Warrant Comply with
the Fourth Amendment?

1. Was the NIT Warrant
Even Necessary?

Mr. Jean has offered several arguments
as to why the Virginia warrant failed to
comply with the Fourth Amendment and
the Federal Rules, and the Court will
reach those arguments in due course.
However, it seems prudent at the start of
the discussion to consider whether it was
even necessary for law enforcement to ob-
tain this search warrant at all. The ques-
tion is somewhat academic, since the FBI
did, in fact, make an application for a
search warrant, apparently believing it to
be necessary, and did obtain the warrant
before utilizing the NIT protocol on the
Playpen website. Nevertheless the Court
begins by asking whether an alleged Play-
pen user like Mr. Jean had any legitimate
expectation of privacy in his IP address—
the sole piece of information that led inves-
tigators to his door.

Agent Alfin confirmed on the stand that
the FBI was able to locate the residential
address of the Playpen user named re-
galbegal by using only his IP address. In
fact the only information placed on the
administrative subpoena served on Cox
was the IP address in question, and the
date and time it was collected. The rest of
the information reported by the NIT (in-
cluding regalbegal’'s MAC address, host
name, and operating system) potentially
could have been helpful to the FBI if there
had been a question as to which of several
computers or electronic devices in the resi-
dence had been accessing Playpen.’® But

mon IP address.
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no such question exists in Mr. Jean’s case,
because once investigators arrived at his
home, he immediately confessed to access-
ing child pornography and pointed out the
computer he had used. Even if the Court
were to determine that Mr. Jean had a
legitimate expectation of privacy in all the
other information the FBI actually collect-
ed from his computer, the question of
whether he had a reasonable expectation
of privacy in the IP address—which was
maintained on his modem and ordinarily
accompanied messages sent via the regular
internet—is uniquely important because it
is only the IP address that gives rise to
Mr. Jean’s “fruit of the poisonous tree”
argument in favor of suppressing the evi-
dence.

[1,2] The Eight Circuit has explained
that, “[a]s a preliminary matter ... in
order to find a violation of the Fourth
Amendment, there must be a legitimate
expectation of privacy in the area searched
and the items seized.” United States v.
Bach, 310 F.3d 1063, 1066 (8th Cir.2002)
(citing Smith v. Maryland, 442 U.S. 735,
740, 99 S.Ct. 2577, 61 L.Ed.2d 220 (1979)).
“If there is no legitimate expectation of
privacy, then there can be no Fourth
Amendment violation.” Id. The Eighth Cir-
cuit has never explicitly held that a defen-
dant lacks an expectation of privacy in his
IP address and username, unless he has
installed a file-sharing program on his
computer that makes his files accessible to
others. United States v. Stults, 575 F.3d
834, 842 (8th Cir.2009). In general, howev-
er, “[a] person has no legitimate expecta-
tion of privacy in information he voluntari-
ly turns over to third parties.” United
States v. Miller, 425 U.S. 435, 442-44, 96
S.Ct. 1619, 48 L.Ed.2d 71 (1976).

To access the internet at one’s resi-
dence, an individual must first go through
a network that is either connected to the
internet or grants access to the internet.
An ISP will generally provide this access

and assign the resident an IP address. The
IP address can change at any time at the
ISP’s discretion or at the resident’s re-
quest. The TP address will give clues as to
the identity of the ISP, as well as the
region or state where the IP address has
been assigned. Although the Eighth Cir-
cuit has not had the opportunity to rule on
the broader issue of whether an internet
user who does not use file-sharing soft-
ware would otherwise enjoy a legitimate
expectation of privacy in his IP address,
other courts of appeal have clearly decided
the issue, and their opinions are instruc-
tive.

Before turning to these more recent cir-
cuit court opinions, the Court begins its
discussion with a Supreme Court opinion
issued 40 years ago. The 1976 case of
United States v. Miller was one in which
the Court held that an individual enjoys no
legitimate expectation of privacy in bank
records showing his various transactions,
including his checks and deposit slips. Id.
The Court reasoned that when one volun-
tarily conveys such transactional informa-
tion to third parties—for example, to mul-
tiple banks—one loses any expectation of
privacy in those records or transactions.
Id.

A few years later in 1979, the Court in
Smith v. Maryland held that an individual
has no legitimate expectation of privacy in
the list of phone numbers he has dialed
from his phone. 442 U.S. at 743-744, 99
S.Ct. 2577. In Smith, police had requested
that a telephone company install a pen
register at its central offices to record all
the phone numbers dialed by a particular
customer. Id. Justice Harry A. Blackmun,
writing for the majority in Smith, ex-
plained that “[a]ll telephone users realize
that they must ‘convey’ phone numbers to
the telephone company, since it is through
telephone company switching equipment
that their calls are completed.” Id. Since
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users know this, he reasoned, they should
also understand “that their phone company
has facilities for making permanent rec-
ords of the numbers they dial, for they see
a list of their long-distance (toll) calls on
their monthly bills.” Id. at 742, 99 S.Ct.
25717.

An IP address does not “belong to” the
user in the sense that it is not associated
with the user’s personal property and can-
not be transported to a new location sim-
ply by moving the user’s personal comput-
er to that new location. For example, if a
user were to take his home laptop comput-
er to a local coffee shop to browse the
internet, his IP address would not follow
him from his home to the coffee shop.
Instead, he would use the coffee shop’s IP
address when browsing online.

The Third Circuit has definitively held
that a person has “no reasonable expecta-
tion of privacy in his IP address and so
cannot establish a Fourth Amendment vio-
lation” because IP addresses are routinely
conveyed to and from third parties, includ-
ing ISPs. United States v. Christie, 624
F.3d 558, 574 (3d Cir.2010). Similarly, the
Ninth Circuit, relying on an analogy to the
pen register in Smith, has determined that
IP addresses are not subject to Fourth
Amendment protection because they “are
not merely passively conveyed through
third party equipment, but rather are vol-
untarily turned over in order to direct the
third party’s servers.” United States wv.
Forrester, 512 F.3d 500, 510 (9th Cir.2008)
(discussing and comparing to Swmith, 442
U.S. at 742, 99 S.Ct. 2577). Both of these
appellate courts concluded that there is no
need to obtain a search warrant to capture
an IP address because the IP address
itself conveys no substantive information
about the user or the contents of the user’s
online communications—just as a pen reg-
ister, which does not require a warrant to
install, only captures “the addressing in-
formation associated with phone calls” and

not the content of the communications
themselves. See id. at 509.

[3] The Fourth, Tenth, and Sixth Cir-
cuits have long held that subscriber infor-
mation that is provided to an ISP is not
protected by the Fourth Amendment’s pri-
vacy expectations, since the subsecriber vol-
untarily conveys that information to the
system operator and thus assumes the risk
that the company might later provide it to
law enforcement if served with an adminis-
trative subpoena. See United States v. By-
num, 604 F.3d 161, 164 (4th Cir.2010);
United States v. Perrine, 518 F.3d 1196,
1204 (10th Cir.2008); Guest v. Leis, 255
F.3d 325, 336 (6th Cir.2001). In general,
then, “when an individual reveals private
information to another, he assumes the
risk that this confidant will reveal that
information to the authorities, and if that
occurs the Fourth Amendment does not
prohibit governmental use of that informa-
tion.” United States v. Jacobsen 466 U.S.
109, 117, 104 S.Ct. 1652, 80 L.Ed.2d 85
(1984).

Turning now to the thorny issue of
whether any of the above cases and legal
principles should apply when an internet
user has gone to the trouble of download-
ing TOR software to mask his IP address
from public view, a reasonable question to
ask is whether the TOR user’s expectation
of privacy in his IP address may be
stronger, or more legitimate, than that of
an internet user who has taken no affirma-
tive steps to conceal his IP address. As
explained previously, the TOR software
operates on top of the regular internet—
and in the normal course of using the
internet, one’s IP address is routinely at-
tached to the back-and-forth transmissions
that occur when two computers are active-
ly communicating with each other. This is
exactly what happened here when the NIT
caused the seized information from Mr.
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Jean’s computer to be transmitted back
across the unencrypted regular internet.

TOR’s encryption works by substituting
components of the IP address of each vol-
unteer node as it hops across the internet,
but on its very first hop, the TOR user’s
true IP address is disclosed to the first
node computer in the TOR chain. Thus,
the user’s true IP address is not a com-
plete secret, and the user must necessarily
assume some measure of risk that TOR’s
encryption technology could be defeated
and thereby potentially reveal his true IP
address. Taking this reasoning to its logi-
cal conclusion, the principles behind the
decision in United States v. Miller would
apply: If a user engaged in illegal activity
while using TOR, and law enforcement
obtained the user’s true IP address, it
would follow that the user would have no
legitimate expectation of privacy in the IP
address, as he “[took] the risk, in revealing
his affairs to others,”—namely, to both his
ISP and the owner of the first node com-
puter in the TOR chain—“that the infor-
mation [would] be conveyed by that person
to the Government.” 425 U.S. at 443, 96
S.Ct. 1619. Indeed, the Supreme Court has
repeatedly held “that the Fourth Amend-
ment does not prohibit the obtaining of
information revealed to a third party and
conveyed by him to Government authori-
ties, even if the information is revealed on
the assumption that it will be used only for
a limited purpose and the confidence
placed in the third party will not be be-
trayed.” Id.

14. This would be a very close call though,
because unlike some of the cases cited by the
Court, the Government here did not actually
obtain the information at issue from a third
party. Another important distinction has to do
with the source of the information which the
defendant seeks to have suppressed. For ex-
ample, if the MAC address (or any other con-
tent derived from a search of the computer)
was the subject of suppression, the Court
would likely find a warrant necessary because
such information wasn’t obtained or freely

All of the above authority leads the
Court to consider that, if pressed, it could
potentially find that the FBI in the instant
case was under no legal obligation to ob-
tain a search warrant to discover the resi-
dential IP addresses of Playpen users in
the manner that it did, as IP addresses are
unlikely to be entitled to the same Fourth
Amendment protections as are the sub-
stantive contents of users’ computers.™
However, as the reality of the situation is
that the FBI did obtain a warrant, and
there is no definitive authority in this Cir-
cuit as of yet regarding the privacy inter-
ests either a general user or a TOR user
would have in an IP address, the Court
will assume that a warrant was necessary
in this case, and will analyze below wheth-
er the warrant complied with both the
Fourth Amendment and the Federal
Rules.

2. Was the Virginia search warrant
supported by probable cause?

[4-7] A court reviewing the validity of
a search warrant issued by a magistrate
judge must make sure “that the magis-
trate had a substantial basis for ... [con-
cluding] that probable cause existed.” Illi-
nots v. Gates, 462 U.S. 213, 238-39, 103
S.Ct. 2317, 76 L.Ed.2d 527 (1983) (internal
quotation and citation omitted). The ques-
tion now becomes whether, under the to-
tality of the circumstances, it was reason-
able for the magistrate judge to infer that
there was a probability or substantial
chance of criminal activity being commit-

available from a third party, but rather it was
seized directly from Mr. Jean’s computer. The
difference here is that Mr. Jean's true IP
address is the one piece of information that
wasn't harvested from a search of his comput-
er. In fact, the IP address at issue does not
even belong to Mr. Jean. The IP address is
assigned by the ISP with the intent and un-
derstanding that it will be automatically at-
tached to every transmission of data which is
directed across the regular internet.
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ted by Playpen users, and that deploying
the NIT protocol onto the Playpen website
in Virginia would reveal evidence of viola-
tions of federal law. See id. at 230-31, 103
S.Ct. 2317. The Court must bear in mind
that “after-the-fact scrutiny by courts of
the sufficiency of an affidavit [written in
support of a warrant] should not take the
form of de nmovo review. A magistrate’s
‘determination of probable cause should be
paid great deference by reviewing
courts.”” Id. at 236, 103 S.Ct. 2317 (quot-
ing Spinelli v. United States, 393 U.S. 410,
419, 89 S.Ct. 584, 21 L.Ed.2d 637 (1969)).
Further, “so long as the magistrate had a
substantial basis for ... conclud[ing] that
a search would uncover evidence of wrong-
doing, the Fourth Amendment requires no
more.” Id. (internal quotation and citation
omitted).

Mr. Jean focuses his probable cause ar-
gument on his contention that some of the
statements made by Agent Macfarlane in
the supporting affidavit were either untrue
or potentially misleading. For example,
Mr. Jean asserts that innocent TOR users
could have unknowingly stumbled upon the
Playpen website without understanding
that it was dedicated to child pornography.
He notes that the homepage of the website
did not include enough information or im-
ages to allow an unsuspecting user to con-
clude that child pornography lay within.
He contends that accessing the Playpen
website did not require as many affirma-
tive steps or as much advance knowledge
of the content of the site as Agent Macfar-
lane’s affidavit led the magistrate judge to
believe. Finally, he maintains that the
name “Playpen” might not have signaled
to potential users that the site was devoted
to advertising and distributing child por-

15. After considering the testimony during the
motion hearing of both the Government’s ex-
pert, Agent Alfin, and Mr. Jean’s expert, Dr.
Soghoian, the Court is further convinced of
the accuracy of the representations in Agent
Macfarlane’s supporting affidavit. Agent Alfin

nography, since, according to Mr. Jean,
the name “Playpen” is more commonly
associated with a men’s lifestyle magazine
that is a knock-off of Playboy magazine,
featuring legal, adult pornography. See
Doc. 19-5 (images from Playpen magazine
and print advertisements for adult strip
clubs that use the name “Playpen”).

The Court has considered Mr. Jean’s
arguments as to probable cause and has
reviewed Agent Macfarlane’s affidavit
carefully. Considering Agent Macfarlane’s
many years of experience and the level of
detail contained in the 31-page affidavit,
the Court is well satisfied that the infor-
mation provided to Judge Buchanan about
the contents of the Playpen website, the
details of the NIT protocol, and the way
that the TOR software and TOR network
operated afforded her a substantial basis
for determining there was probable cause
to believe that Playpen users knew about
the contents of the site when they logged
in, and did so with the intent to engage in
illegal acts. Agent Macfarlane’s affidavit is
neither conclusory, nor “bare-bones,” but
is instead filled with a wealth of informa-
tion about the reasons why the NIT proto-
col provided a minimally intrusive method
for revealing the locations of Playpen
users. The Court is not persuaded, nor
does Mr. Jean directly allege, that Agent
Macfarlane sought to deceive the magis-
trate judge in some manner or intentional-
ly placed demonstrably false information in
the affidavit. Instead, it appears Mr. Jean
simply disagrees with some of the repre-
sentations made in the affidavit.’ As the
warrant easily meets the totality-of-the-
circumstances test for probable cause, it
passes constitutional muster on that front.

testified that it would be “incredibly unlikely”
for any TOR user to accidentally stumble
upon the Playpen website without having pri-
or knowledge of its illegal contents. (Doc. 38,
p. 20). None of Dr. Soghoian’s testimony dur-
ing the hearing undermined that assertion.
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The Government points out that other
Courts of Appeal have held that mere
membership in a child pornography web-
site—even without specific evidence of
downloading activity—provides sufficient
probable cause for a search warrant. See
United States v. Gourde, 440 F.3d 1065,
1071 (9th Cir.2006) (en banc) (citing Umnit-
ed States v. Martin, 426 F.3d 68, 75 (2d
Cir.2005), and Unaited States v. Froman,
355 F.3d 882, 890-91 (5th Cir.2004), for the
same proposition). This commonsense rule
strikes the Court as sound and lends fur-
ther support to the Court’s finding that
Judge Buchanan had a substantial basis
for concluding that probable cause existed
to issue the search warrant and deploy
malware to uncover the hidden IP ad-
dresses of individuals who logged in as
members of the child pornography website
known as Playpen.

3. Did the Virginia search warrant meet
the particularity requirement of the
Fourth Amendment?

[8] The next question the Court must
answer is whether the search warrant suf-
ficiently described the place to be searched
and items to be seized. According to Mr.
Jean, the cover sheet of the Virginia war-
rant application requested a search war-
rant as to persons or property “located in
the Eastern District of Virginia ....” See
Doc. 19-2. His argument is that the war-
rant only authorized a search to take place
in the Eastern District Virginia, but the
malware actually searched Mr. Jean’s com-
puter in the Western District of Arkansas.
He further argues that “a fair reading of
the warrant and attachment ... author-
ize[s] searches of ‘activating computers’
wherever they may be located in the East-
ern District of Virginia, [and that] there is
nothing within the four corners of the war-
rant that alters its plain language or can
reasonably be construed to expand the
search authorization to anywhere in the
world.” (Doc. 19, p. 7 (emphasis added)).

Essentially, Mr. Jean contends that be-
cause the data seized from his computer
was located outside Virginia, it must be
suppressed. Mr. Jean’s counsel argues:
“To state the obvious, when a warrant
authorizes searches in one location, it does
not authorize searches in other locations.”
Id. at p. 6. In support of his argument, he
cites to various cases in which a warrant
was issued to search a particular residen-
tial address, but officers searched a differ-
ent address instead. See, e.g., Simmons v.
City of Paris, Tex., 378 F.3d 476 (5th
Cir.2004) (warrant for 400 N.W. 14th
Street did not justify search of 410 N.W.
14th Street); Pray v. City of Sandusky, 49
F.3d 1154 (6th Cir.1995) (warrant for 716
Y2 Erie Street, upper level of a duplex
home, did not justify search of 716 Erie
Street, lower level of the duplex).

The Government counters that the cases
cited to by Mr. Jean are inapposite. The
instant case involves an internet-based
search, not a search of an apartment build-
ing or a duplex. Moreover, the instant
search was only triggered after website
users voluntarily and remotely accessed a
server that was physically located in Virgi-
nia. Attachments A and B to the warrant
application explain that the NIT protocol
and malware would be deployed on “all
activating computers” that logged into the
website “by entering a username and pass-
word.” (Doc. 19-2, p. 34).

The Government contends that since the
server was located in the Eastern District
of Virginia, that jurisdiction was the prop-
er place to seek the warrant, as it had the
most significant ties to the known location
of the server. According to the Govern-
ment, a reasonable reading of the war-
rant’s scope means the FBI was granted
the authority to deploy the NIT protocol
from the server in Virginia to the “activat-
ing computer” of any user who logged into
the server, no matter the user’s physical

20a



936 207 FEDERAL SUPPLEMENT, 3d SERIES

location. As the entire aim of the NIT
protocol was to identify the unknown loca-
tions of users who were masking their
identities through TOR, the Government
maintains it was obvious from the face of
the warrant application that the NIT pro-
tocol was intended to be deployed to com-
puters in any jurisdiction.

After considering both sides’ briefing on
this issue, the Court agrees with the Gov-
ernment. The term “activating computer”
as used in the exhibits attached to and
incorporated into the warrant has a specif-
ic meaning and context. The term refers to
the computer of any Playpen user who
subsequently logged into the website with
a username and password. See Attachment
A to the warrant, Doc. 19-2, p. 34. As
stated in the affidavit submitted in support
of the warrant request, it is clear that
users’ “activating computers” are under-
stood to be accessing the website via the
internet, and given the anonymity provid-
ed by the TOR browser, the users could be
located anywhere in the world—which cre-
ated the necessity of the NIT in the first
place. Thus, the context for what the FBI
was seeking—and what the magistrate
judge knowingly ordered by using this
term in her warrant—was authority to
search any “activating computer”—“wher-
ever located.” Id. at p. 30.

The Court therefore finds that the war-
rant application meets the Fourth Amend-
ment’s particularity requirement, as “the
items to be seized and the places to be
searched [were] described with sufficient
particularity as to enable the searcher to
locate and identify the places and items
with reasonable effort and to avoid mistak-
enly searching the wrong places or seizing

16. District judges are not limited by Rule
41(b) as magistrate judges are. Instead, dis-
trict judges may issue warrants to search
property located outside their judicial dis-
tricts when the requirements of the Fourth
Amendment are met. ‘“The Fourth Amend-

the wrong items.” United States v. Gleich,
397 F.3d 608, 611 (8th Cir.2005).

B. Did the Virginia warrant
satisfy Rule 41(b)?

[9,10] Mr. Jean’s next argument is
that Judge Buchanan exceeded the author-
ity granted to her by Rule 41(b) of the
Federal Rules of Criminal Procedure in
issuing the warrant. Rule 41(b) authorizes
a magistrate judge to issue a warrant only
in certain situations, and that authority is
more limited than a district judge’s author-
ity.!% In general, a magistrate judge cannot
issue a warrant in her own district to
search and seize property located outside
the district, unless certain factual situa-
tions are present.

Rule 41(b) provides as follows:

(b) Authority to Issue a Warrant. At the
request of a federal law enforcement
officer or an attorney for the govern-
ment:

(1) a magistrate judge with authority
in the district—or if none is reason-
ably available, a judge of a state court
of record in the district—has authori-
ty to issue a warrant to search for and
seize a person or property located
within the district;

(2) a magistrate judge with authority
in the district has authority to issue a
warrant for a person or property out-
side the district if the person or prop-
erty is located within the district when
the warrant is issued but might move
or be moved outside the district be-
fore the warrant is executed;

(3) a magistrate judge—in an investi-
gation of domestic terrorism or inter-
national terrorism—with authority in

ment commands that ‘no Warrants shall is-
sue, but upon probable cause, supported by
Oath or affirmation.”” United States v. Fiori-
to, 640 F.3d 338, 345 (8th Cir.2011) (quoting
U.S. Const. Amend. IV).
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any district in which activities related
to the terrorism may have occurred
has authority to issue a warrant for a
person or property within or outside
that district;
(4) a magistrate judge with authority
in the district has authority to issue a
warrant to install within the district a
tracking device; the warrant may au-
thorize use of the device to track the
movement of a person or property
located within the district, outside the
distriet, or both; and
(5) a magistrate judge having authori-
ty in any district where activities re-
lated to the crime may have occurred,
or in the District of Columbia, may
issue a warrant for property that is
located outside the jurisdiction of any
state or district, but within any of the
following:

(A) a United States territory, pos-

session, or commonwealth;

(B) the premises—no matter who
owns them—of a United States dip-
lomatic or consular mission in a for-
eign state, including any appurte-
nant building, part of a building, or
land used for the mission’s pur-
poses; or

(C) a residence and any appurte-
nant land owned or leased by the
United States and used by United
States personnel assigned to a Unit-
ed States diplomatic or consular
mission in a foreign state.

The Government argues that the search
warrant at issue here met the require-
ments of subparts (2) and/or (4) above.
According to the Government, Judge Bu-
chanan had authority to issue the warrant
under subpart (2) because the NIT consti-
tuted “property” 1 that was located in the

17. Rule 41(a)(2) defines “property” to include
documents, books, papers, any other tangible

Eastern District at the time the warrant
was issued, and that “might move ... out-
side the district before the warrant is exe-
cuted.” (Doc. 21, pp. 17-18). The Govern-
ment also contends that the NIT operated
like a “tracking device” described in sub-
part (4), since the NIT “installed” in the
Eastern District of Virginia when users
logged into the Playpen website, and then
revealed the locations of the users outside
the district. Id. at p. 18. In response to
these arguments, Mr. Jean maintains that
subpart (2) does not apply because the
“property” to be searched was not the NIT
located in the Eastern District of Virginia,
but the target information on the users’
computers outside the district. See Doc. 24,
p- 2. As for subpart (4), Mr. Jean disagrees
that the NIT was “installed” in the East-
ern District of Virginia and argues instead
that the NIT installed on the users’ com-
puters outside the district.

1. Rule 41(b)(2)

The Court has considered the parties’
arguments and finds that subpart (2) does
not apply, since the “property” that was
the target of the warrant was not the NIT
itself, but the information collected by the
NIT. This information, at least in Mr.
Jean’s case, was not “located within the
[Eastern District of Virginia] when the
warrant was issued.” Rule 41(b)(2). There-
fore, as applied to the facts here, Judge
Buchanan had no authority to issue a
search warrant under subpart (2) for prop-
erty that was not within her judicial dis-
trict when the warrant was issued.

2. Rule 41(b)(4)
[11] Having likewise considered the
parties’ arguments with respect to subpart

(b)(4), the Court finds that the FBI’s NIT
was an electronic tool or technique de-

objects, and information.
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signed and executed for the purpose of
tracking the movement of information both
within and outside the Eastern District of
Virginia. For the reasons explained more
fully below, Judge Buchanan had the au-
thority to issue such a warrant pursuant to
Rule 41(b)(4), and thus the seizure in ques-
tion was not unlawful.

The In Re Warrant Case

In reaching its conclusion, the Court has
considered the cases Mr. Jean cites in
opposition to the Government’s argu-
ments. In re Warrant to Search a Target
Computer at Premises Unknown is a deci-
sion issued in 2013 by Magistrate Judge
Stephen William Smith in the Southern
District of Texas. 958 F.Supp.2d 753
(S.D.Tex.2013). In re Warrant concerned
law enforcement’s application for a search
warrant to surreptitiously install data ex-
traction software on a computer that was
allegedly being used by unknown persons
at an unknown location to violate federal
laws concerning bank fraud, identity theft,
and computer security. Id. at 755. Law en-
forcement had obtained an email address
they suspected was being used by an indi-
vidual or individuals engaging in bank
fraud and identity theft online. Id. at 759.
The FBI's plan was to email a malware
program to the suspected email address.
Once the email was opened and the mal-
ware downloaded, the malware would
scour the individual’s computer for infor-
mation about the user’s web-based activi-
ties and his or her physical location, and
then send that information back to the
FBI. Id.

For a variety of fact-specific reasons not
present in Mr. Jean’s case, the magistrate
judge in In re Warrant declined to sign
the search warrant authorizing the deploy-
ment of malware. First, he found that the

18. It appears that in Mr. Jean's particular
case, the malware only deployed after the FBI
observed the user named ‘regalbegal”’ com-

government had provided nothing more
than “conclusory assurance that its search
technique will avoid infecting innocent
computers or devices.” Id. This was be-
cause the FBI had not been certain about
who had access to the email address in
question, and could not give the magistrate
judge assurances that an innocent user
with access to that same email account
could avoid being subjected to the malware
search. Id. By contrast, with respect to the
Virginia warrant in Mr. Jean’s case, the
malware protocol would only deploy afier a
registered Playpen user affirmatively ac-
cessed the Playpen server in Virginia and
logged into the website with a username
and password. Accordingly, the NIT proto-
col for the Virginia warrant made it almost
impossible for an innocent user to be sub-
jected to the malware search.!®

The second reason given by dJudge
Smith in declining the warrant was be-
cause the malware in that case was inva-
sive—far more so than the malware used
in Mr. Jean’s case. The malware in the
Texas case was designed to take control of
the user’s computer’s camera and generate
photographs of the user, and also generate
the latitude and longitude coordinates for
the computer’s physical location. Id. at 756.
Judge Smith was concerned that “[iln be-
tween snapping photographs, the Govern-
ment [would] have real time access to the
camera’s video feed,” which would, in turn,
“amount[ ] to video surveillance.” Id. at
759. This fact alone provided sufficient
grounds for him to refuse to authorize the
warrant, since the malware protocol failed
to meet established Fourth Amendment
standards for video camera surveillance.
Id. at 761.

The third reason advanced by the Texas
court in refusing to issue the warrant was

mitting a crime in the Eastern District of
Virginia by opening a file containing child
pornography.
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that the malware would have collected a
great deal of content-specific data from the
target’s computer. The warrant authorized
a 30-day period of monitoring the target’s
internet activity and authorized the collec-
tion of “Internet browser history, search
terms, e-mail contents and contacts, ‘chat’,
instant messaging logs, photographs, cor-
respondence, and records of applications
run, among other things ....” Id. at 760.
By contrast, the protocol for the Virginia
warrant in Mr. Jean’s case identified and
returned content-neutral information over
the course of approximately 0.27 seconds—
while the user’s computer in Arkansas was
actively communicating with (and in the
act of downloading child pornography
from) the Playpen server in Virginia.

Considering the factual circumstances
surrounding the Texas warrant, it comes
as no surprise that Judge Smith found the
warrant to exceed his authority as set
forth in Rule 41(b), primarily because the
malware’s method of deployment in that
case was not sufficiently targeted to those
individuals likely to be committing crimes,
nor was it reasonably limited in time,
place, and manner of search.

Opinions Discussing the NIT
Warrant at Issue

Setting aside the In Re Warrant case,
which is too factually distinguishable to be
persuasive of the outcome here, Judge Bu-
chanan’s warrant has been the subject of
extensive motion practice across the Unit-
ed States and, fortunately for this Court,
has been the subject of no less than eleven
helpful opinions. In six of those opinions,
the courts found that the Virginia warrant
was issued in at least technical violation of
Rule 41(b)—or else assumed without de-
ciding that there was a technical viola-
tion—and, nonetheless, declined to sup-
press the evidence. See United States wv.
Adams, 2016 WL 4212079, at *6 (M.D.Fla.
Aug. 10, 2016) (opining that the tracking
exception under subpart (4) did not apply,

as “the NIT does not track; it searches”;
but declining to suppress the evidence be-
cause the Rule 41 violation was only “a
technical or procedural violation”); United
States v. Acevedo-Lemus, 2016 WL
4208436, at *7 (C.D.Cal. Aug. 8, 2016) (ob-
serving that “there are credible arguments
to be made that Rule 41 was never violated
at all,” but finding that even if the Rule
were violated, there was no justification
for suppressing the evidence); United
States v. Werdene, 188 F.Supp.3d 431, 447-
48, 2016 WL 3002376, at *11 (E.D.Pa. May
18, 2016) (refusing to apply the tracking
exception because, technically, the defen-
dant’s computer was never physically pres-
ent in the Eastern District of Virginia and
so could not be outfitted with a tracking
device there; but finding “suppression is
not the appropriate remedy”) (Doc. 27-9, p.
23); United States v. Epich, 2016 WL
953269, at *2 (E.D.Wis. Mar. 14, 2016)
(Doe. 27-1, p. 23) (adopting report and
recommendation of magistrate judge, see
Doc. 27-1, and declining to decide whether
Rule 41(b) had been violated, as “[s]up-
pression of the evidence is rarely, if ever,
the remedy for a violation of Rule 41, even
if such a violation has occurred”); United
States v. Stamper, No. 1:15-CR-00109,
2016 WL 695660 (S.D.Ohio Feb. 19, 2016)
(finding without explaining that “the NIT
Warrant technically violates Rule 41(b),”
but concluding that “exclusion is not neces-
sary because there has not been a showing
of prejudice or an intentional and deliber-
ate disregard of the Rule”) (Doc. 27-4, p.
21); United States v. Michaud, 2016 WL
337263, at *6 (W.D.Wash. Jan. 28, 2016)
(finding that to apply the tracking excep-
tion to the NIT protocol “stretches the
rule too far” because the defendant’s com-
puter was “unlike a car with a tracking
device leaving a particular district” and at
no point was ever physically present in the
Eastern District of Virginia; but conceding
that “the arguments to the contrary are
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not unreasonable and do not strain creduli-
ty”) (Doc. 27-3, p. 13).

Only two out of the eleven reviewing
courts interpreted Rule 41(b)(4) rigidly
and found that a violation occurred, and
then went so far as to suppress the evi-
dence collected from the search, due to
their opinion that Judge Buchanan’s ap-
parent lack of jurisdiction rendered the
warrant void ab initio. See United States
v. Levin, 2016 WL 2596010, at *6 (D.Mass.
May 5, 2016) (suppressing the evidence
after finding that Rule 41(b) had been
violated, since the FBI’s internet transmit-
tal of malware to the defendant’s computer
was not analogous to “the installation of a
tracking device in a container holding con-
traband ... regardless of where the ‘in-
stallation’ occurred”); United States v. Ar-
terbury, No. 15-CR-182 (N.D.Okla. April
25, 2016) (interpreting Rule 41(b)(4) nar-
rowly and suppressing the evidence as a
result, after observing that “[t]he NIT did
not track Defendant’s computer as it
moved,” and the warrant “was not for the
purpose of installing a device that would
permit authorities to track the movements
of Defendant or his property”) (Doc. 27-8,
pp. 16-17).

Finally, in three out of the eleven opin-
ions, two district judges—both from the
Eastern District of Virginia—concluded
that the warrant was properly issued un-
der Rule 41(b)(4). Judge Robert G. Dou-
mar first considered a motion to suppress
the Playpen warrant in United States v.
Darby, 190 F.Supp.3d 520, 2016 WL
3189703 (E.D.Va. June 3, 2016) (Doc. 27-
11), and he later applied his reasoning
from Darby to a different defendant mak-
ing the identical argument in favor of sup-

19. Judge Morgan’s explanation of the technol-
ogy at issue is spoken in the virtual sense. No
“individual computer” literally entered and
left Virginia, simply because the computer’s
operator logged into and out of the Playpen
server. Instead, a Playpen user would remote-

pression in United States v. Eure, 2016
WL 4059663 (E.D.Va. July 28, 2016). In
Darby, Judge Doumar opined that the
warrant authorized something “exactly
analogous” to the installation of a tradi-
tional tracking device. 190 F.Supp.3d at
536, 2016 WL 3189703, at *12. He believed
that “[u]sers of Playpen digitally touched
down in the Eastern District of Virginia
when they logged into the site. When they
logged in, the government placed code on
their home computers. Then their home
computers, which may have been outside
of the district, sent information to the gov-
ernment about their location.” Id.

In like fashion, Judge Henry Coke Mor-
gan, Jr., in United States v. Matish, 193
F.Supp.3d 585, 2016 WL 3545776 (E.D.Va.
June 1, 2016) (Doc. 27-10), analogized that
“whenever someone entered Playpen, he
or she made ‘a virtual trip’ via the Internet
to Virginia, just as a person logging into a
foreign website containing child pornogra-
phy makes ‘a virtual trip’ overseas.” 193
F.Supp.3d at 612, 2016 WL 3545776, at
*18. Continuing the analogy, “the installa-
tion [of a tracking device by the FBI] did
not occur on the government-controlled
computer but on each individual computer
that entered the Eastern District of Virgi-
nia when its user logged into Playpen via
the Tor network. When the computer left
Virginia—when the user logged out of
Playpen »—the NIT worked to determine
its location, just as traditional tracking de-
vices inform law enforcement of a target’s
location.” Id.

This Court’s Ruling

Citing Levin and Arterbury, Mr. Jean
argues that the NIT here was “installed”

ly visit the server in Virginia and access im-
ages located there. While accessing the im-
ages, malware would deploy from Virginia to
follow the user’s signal back to his computer
and identify his IP address.
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outside of Virginia, because the NIT was
downloaded onto regalbegal’s computer in
Arkansas. But such an interpretation of
the term “install” sacrifices substance in
favor of mere form. Internet crime and
surveillance defy traditional notions of
place. An individual may commit the crime
of knowingly receiving child pornography
without ever having visited the physical
location of the server containing these im-
ages. All acts are committed over the vir-
tual highways of the internet. And while
advances in technology always seem to
outpace the abilities of rules committees to
keep up,? that doesn’t necessarily mean
that the newer techniques used here were
outside the bounds of Rule 41(b), as pres-
ently defined.

It is true that the FBI was not seeking
to install a tangible tracking device to
some other physical piece of property, but
Rule 41(b)(4) is not constrained or limited
to traditional tracking techniques. Apply-
ing the definitions in Rule 41(a)2), a
“tracking device” is any “electronic or me-
chanical device which permits the tracking
of the movement of a person or object.” 2!
And subpart (b)(4) authorizes the tracking
of “property,” which is specifically defined
to include the tracking of mere intangible

20. It appears the Judiciary Conference’s
Committee on Rules of Practice and Proce-
dure must have anticipated that courts might
have difficulty reconciling the newly evolving
technology of electronic surveillance tech-
niques with the current version of the Federal
Rules. The Committee therefore updated Rule
41(b) to keep abreast of advances in technolo-
gy by submitting an amendment to the Su-
preme Court in October of 2015. The Court
approved the amendment on April 28, 2016,
and it is scheduled to take effect on December
1, 2016. The amendment explicitly authorizes
magistrate judges to issue warrants that em-
ploy remote access techniques to search elec-
tronic media, when such media is “‘concealed
through technological means”’—exactly the
situation in Mr. Jean’s case, where Playpen
users were using technological means (TOR
software) to conceal their IP addresses. Su-

“information.” See Rule 41(a)(2)(A). Al-
though the term “device” is not more spe-
cifically defined in the Rule, it is a word
commonly used to deseribe “a tool or tech-
nique used to do a task.” Device, American
Heritage Dictionary, http:/www.
yourdictionary.com/device#american

heritage (last visited September 12, 2016).

Here, the government was essentially
seeking authority to conduct a sting oper-
ation, whereby it would re-launch the
Playpen website from its own server in
Virginia, after which the FBI would then
monitor the flow of electronic information
as Playpen users accessed the website for
allegedly unlawful purposes. Upon enter-
ing this “watering hole,” # a user—while
still immersed—would become infected
with the malware as it was deployed to
the user’s computer incident to the pro-
cess of downloading child pornography.

Looking to the express language of the
warrant application before Judge Buchan-
an, it was explained that the purpose of
the NIT was to secure proof of “the actual
location and identity of the [Playpen]
users.” (Doc. 19-2, p. 24). When a Playpen
user accessed the website’s content, the
NIT electronically “augment[ed]” that con-

preme Court of the United States, http://www.
supremecourt.gov/orders/courtorders/frcr16_
mj80.pdf (last visited July 8, 2016). In light of
this new Rule amendment, the Court agrees
with the Central District of California in Acev-
edo-Lemus that “[i]Jt would be strange indeed
for the Court to suppress the evidence in this
case in the face of a strong signal from the
Supreme Court that Rule 41 should explicitly
permit the issuance of warrants like the NIT
Warrant.” 2016 WL 4208436, at *8.

21. Rule 41(a)(2)(E) cross-references this defi-
nition from 18 U.S.C. § 3117(b).

22. The Defendant’s expert, Dr. Soghoian, de-
scribed these types of virtual sting operations
as “‘watering holes,” because of the propensi-
ty of an illicit website to attract users of such
contraband. (Doc. 38, p. 118).
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tent with “additional computer instruc-
tions.” Id. at p. 25. These instructions
caused the user’s activating computer to
electronically transmit certain identifying
information to a computer controlled by
the government. Id. at p. 26. As explained
above, the simplicity of the NIT was that it
caused this information to be transmitted
back to the government over the regular
internet—thus circumventing TOR’s en-
cryption—which in turn allowed the gov-
ernment to track the user’s true IP ad-
dress.

After considering the reasoning set forth
above by the various district courts to have
considered Judge Buchanan’s authority to
issue the warrant in question, this Court is
persuaded that the investigative technique
comports with Rule 41(b)(4)’s tracking ex-
ception. First, the NIT is an “electronic
device” within the meaning of 18 U.S.C.
§ 3117(b), because it is an investigative
tool consisting of computer code transmit-
ted electronically over the internet. Sec-
ond, the purpose of the NIT was to track
the movement of “property”—which in this
case consisted of intangible “information,”
something expressly contemplated by the
definition in Rule 41(a)(2)(A).

The third requirement is that the device
be “install[ed]” within the issuing district.
As reflected in many of the opinions ad-
dressing Judge Buchanan’s warrant, the
term “install” is problematic, primarily be-
cause—in a more traditional scenario—the
tracking of tangible property under Rule
41(b)(4) requires the tracking device to be
physically attached within the warrant is-
suing district. But the investigative tech-
nique used here was not designed or in-
tended to track a tangible item of physical

23. Nor, to the best of this Court’s understand-
ing, was the NIT actually “downloaded” to
Mr. Jean’s computer—in the sense that some-
thing remained installed on the computer un-
til deleted. Instead, the NIT consisted of com-
puter code deployed to Mr. Jean’s computer.
The code “ran” on Mr. Jean’s computer and

property. Rather, the NIT was designed to
track the flow of intangible property—
information—something expressly contem-
plated by Rule 41(a)2)(A). So when one
uses an intangible technique to track the
flow of information, to what does the term
“install” refer, and where does “installa-
tion” take place? Mr. Jean argues that the
NIT was downloaded onto his computer,
and therefore installation occurred in Ar-
kansas. But that statement isn’t entirely
correct. While it is obviously true that Mr.
Jean and his computer were never physi-
cally present in Virginia, it is equally accu-
rate that the warrant did not violate Rule
41(b)(4)’s jurisdictional boundaries, be-
cause law enforcement did not leave the
Eastern District of Virginia to attach the
tracking device used here.?

The whole point of seeking authority to
use a tracking device is because law en-
forcement does not know where a crime
suspect—or evidence of his crime—may be
located. In such instances, Rule 41(b)(4)
allows a magistrate judge to authorize law
enforcement’s use of electronic tracking
tools and techniques. When an unknown
crime suspect, or unknown evidence of his
crime, is located in an unknown district, it
would be nonsensical to interpret the
Rule—as Mr. Jean does—to require law
enforcement to make application for such a
warrant to an unknown magistrate judge
in the unknown district. The fact that the
NIT was purposely designed to allow the
FBI to electronically trace the activating
computer by causing it to return location
identifying information from outside the
Eastern District of Virginia—is not only

“instructed’”’ it to execute a command, i.e., to
return identifying pieces of information over
the regular internet. But the only thing down-
loaded onto Mr. Jean’s computer, in the sense
of remaining on the computer after the fact,
was the child pornography.
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authorized by Rule 41(b)(4), but is the very
purpose intended by the exception.

The warrant application alleged that un-
known Playpen users would likely access
the website server located in Virginia for
purposes of engaging in illegal activity.
The application sought authority to track
the flow of electronic information while
these suspected crimes were occurring. It
is undisputed that the NIT authorized by
the warrant was executed by the FBI from
its computer located within the Eastern
District of Virginia. It is also undisputed
that but for Mr. Jean electronically travel-
ing in search of child pornography to the
watering hole in Virginia, the NIT could
not have been deployed. Thus, on the facts
of this case, the only reasonable interpre-
tation of where the information-tracking
NIT was “install[ed]” for purposes of Rule
41(b)(4), is the Eastern District of Virginia,
where the tracking device—in this case a
string of computer code—was caused to be
executed and deployed. The only alterna-
tive reading of the Rule would require a
finding that magistrate judges do not cur-
rently possess authority to issue informa-
tion-tracking warrants; but such a reading
is squarely contradicted by the plain lan-
guage of Rule 41(a)(2)(A).

Accordingly, for all of these reasons, this
Court finds that Rule 41(b)(4) is applicable,
that Judge Buchanan possessed the au-
thority to issue the warrant on that basis,
and that the resulting seizure of evidence
was not unlawful.

C. Suppression of the Evidence
Not Justified Regardless

Even if the Court had agreed with Mr.
Jean and found that Judge Buchanan is-
sued the warrant in violation of Rule
41(b)(4), this Court would nevertheless
find the violation to be technical in nature,
which would not, in any event, justify the
suppression of evidence.

1. Fundamental vs. Non-Fundamental
Violation

[12,13] The Court’s first step in this
analysis is to determine whether the vio-
lation of Rule 41(b)—assuming such oc-
curred—was either “fundamental” and
rendered the search unconstitutional un-
der traditional Fourth Amendment stan-
dards, or “non-fundamental.” United
States v. Freeman, 897 F.2d 346, 350
(8th Cir.1990). A fundamental violation
would require automatic suppression of
the evidence, whereas a non-fundamental
violation, where no constitutional error
occurred, would not trigger automatic
suppression. Id. A non-fundamental viola-
tion would only justify suppression where
there was prejudice to the defendant, “in
the sense that the search might not have
occurred or would not have been so abra-
sive if the Rule had been followed,” or if
the defendant were able to show that law
enforcement and/or the magistrate judge
demonstrated an “intentional and deliber-
ate disregard of a provision in the Rule.”
1d.

[14] Here, if there was any violation of
the Rule at all, it was certainly non-funda-
mental. The search warrant was constitu-
tionally sufficient in that it was supported
by probable cause and satisfied the partic-
ularity requirement. See supra, Section II.
A.2-3. Another indication that the violation
was, if anything, non-fundamental, is the
fact that the search warrant could have
been authorized by an Article IIT judge,
apparently without incident. The crux of
Mr. Jean’s Motion to Suppress is the Rule
41(b) violation. His counsel admitted when
pressed by the Court during the motion
hearing that a district court judge could
have authorized the FBI’s warrant applica-
tion. Furthermore, at least two district
court judges in the Eastern District of
Virginia have stated in written opinions
that they found the search warrant to be
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constitutionally valid and compliant with
Rule 41(b)(4)’s tracking-device exception.
See Darby, 190 F.Supp.3d at 538, 2016 WL
3189703; Matish, 193 F.Supp.3d at 593,
2016 WL 3545776; Eure, 2016 WL
4059663.

If a non-fundamental violation of Rule
41(b) occurs, the suppression of evidence is
only justified if a defendant can demon-
strate that the search might not have oc-
curred if the Rule had been followed. Mr.
Jean argues that he has been prejudiced
by the search because it led to his arrest
and detainment on federal charges. The
Government counters that, by Mr. Jean’s
logic, every defendant could potentially ar-
gue he was prejudiced due to a search,
even though the underlying search war-
rant was constitutionally valid. The Court
agrees with the Government that a show-
ing of prejudice must require more than
the fact that the defendant would have
been better off had the search not been
conducted at all. The simple fact to which
both parties appear to agree is that an
Article III judge in the Eastern District of
Virginia could have authorized this partic-
ular search warrant. For these reasons,
Mr. Jean has not convinced the Court that
the extreme remedy of suppression is re-
quired due to a showing of prejudice.

Turning to the second possible argu-
ment Mr. Jean could make in favor of
suppression under the Freeman test, he
must show that law enforcement and/or
the magistrate judge evinced an “inten-
tional and deliberate disregard of a provi-
sion in the Rule.” 897 F.2d at 350. Initially,
the Court notes that Mr. Jean has made
no attempt to characterize as improper the
magistrate judge’s motivations in signing
the warrant application. Instead, he sug-
gests that the FBI should have known
better than to submit this search warrant
to the magistrate judge when she so obvi-
ously lacked jurisdiction under Rule 41(b)
to authorize the search. However, at the

time the FBI presented the search war-
rant to the magistrate judge, at least a
good-faith basis existed to allow the offi-
cers to believe that the warrant satisfied
Rule 41(b)(4), as this Court and others
have now endorsed that particular reading
of the Rule. Moreover, the warrant was
not facially insufficient, and there is no
persuasive argument that the FBI failed to
carry out the NIT protocol as per the
description in the warrant application. For
these reasons, Mr. Jean has failed to dem-
onstrate to the Court’s satisfaction that
law enforcement evinced an intentional or
deliberate disregard of a provision in the
Rule. Therefore, suppression of the evi-
dence would not be supported even if a
non-fundamental violation of the Rule had
occurred.

2. The Good Faith Exception

[15] The parties’ final argument in
their briefing contemplates whether the
good-faith exception to the Exclusionary
Rule, as announced by the Supreme Court
in United States v. Leon, would save the
evidence here from suppression if the war-
rant were found to be invalid. 468 U.S. 897,
922, 104 S.Ct. 3405, 82 L.Ed.2d 677 (1984).
In light of the Court’s previous findings,
there is no pressing need to reach this
argument at all, as the warrant is, in this
Court’s view, entirely valid. However, since
the parties have so thoroughly briefed this
issue, the Court will consider it.

[16] The good-faith exception to the
Exclusionary Rule provides that when a
search warrant is declared invalid, the evi-
dence obtained as a result of the warrant’s
execution must not be suppressed if law
enforcement’s reliance on the warrant was
objectively reasonable. In the instant case,
Mr. Jean does not suggest that the FBI’s
search of his computer was not in keeping
with the warrant application’s written de-
seription of how the NIT protocol would
function. Neither does Mr. Jean directly
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allege that Agent Macfarlane’s affidavit in
support of the warrant was written in such
a way as to mislead the magistrate judge
about the contents of the Playpen website
or the likelihood that users of the site
knew in advance the site’s content. Mr.
Jean does not even maintain that the affi-
davit’s descriptions of TOR’s functionali-
ty—and the way TOR masked users’ IP
addresses—were untrue. It appears in-
stead that Mr. Jean’s argument boils down
to his belief that it was not objectively
reasonable for the FBI to rely on the
validity of the data returned by the mal-
ware. He argues that the FBI failed to
encrypt the connection between his com-
puter and the FBI server during the de-
ployment of the malware, and this might
have caused the data to be compromised in
some way.

Mr. Jean’s argument fails to persuade
the Court that law enforcement’s reliance
on the warrant was objectively unreason-
able, and really goes more to the weight of
the evidence than to the suppression of the
evidence. There is simply no indication
that law enforcement suspected the war-
rant was lacking in probable cause or suffi-
cient particularity, or that agents believed
the magistrate judge might lack the juris-
dictional authority to authorize the rela-
tively new technology described in the
warrant application. Mr. Jean’s speculation
that hackers could have corrupted the data
in transit, or that the FBI’s unencrypted
connection might have led to some irregu-
larity, does not go to the ultimate question
of whether the good-faith exception from
Leon should apply. The Court therefore
finds that, if somehow the warrant were
deemed deficient in some respect, the
good-faith exception would save the evi-
dence from suppression.

I11. CONCLUSION
For the reasons explained herein, the
Court finds that Mr. Jean’s Motion to Sup-
press Evidence (Doc. 19) is DENIED.

IT IS SO ORDERED on this 13" day of
September, 2016.

w
O E KEY NUMBER SYSTEM
T

Patrick L. JACKSON, on behalf of
himself and others similarly
situated, Plaintiff,

V.

ABENDROTH & RUSSELL,
P.C., Defendant.

No. 4:16-¢v-00113-RGE-HCA

United States District Court,
S.D. Towa, Central Division.

Signed September 12, 2016

Background: Debtor brought putative
class action against debt collector, alleging
that debt collector violated disclosure re-
quirements of Fair Debt Collection Prac-
tices Act (FDCPA). Debt collector moved
to dismiss for lack of subject matter juris-
diction.

Holdings: The District Court, Rebecca
Goodgame Ebinger, J., held that:

(1) debtor did not suffer any concrete
harm from debt collector’s alleged pro-
cedural violations of FDCPA, and

(2) a violation of the disclosure provisions
of the FDCPA does not, by itself, con-
stitute an intangible harm that satisfies
the injury-in-fact requirement for Arti-
cle IIT standing.

Motion granted.

1. Federal Courts €=2081

The party invoking federal jurisdiction
bears the burden of establishing Article
IIT standing. U.S. Const. art. 3, § 2, cl. 1.
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UNITED STATES COURT OF APPEALS
FOR THE EIGHTH CIRCUIT

No: 17-2178
United States of America
Appellee
V.
Anthony Allen Jean

Appellant

Appeal from U.S. District Court for the Western District of Arkansas - Fayetteville
(5:15-cr-50087-TLB-1)

ORDER
The petition for rehearing en banc is denied. The petition for rehearing by the panel is
also denied.

July 11, 2018

Order Entered at the Direction of the Court:
Clerk, U.S. Court of Appeals, Eighth Circuit.

/s/ Michael E. Gans
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