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Opinion

Affirmed by unpublished per curiam opinion.

Unpublished opinions are not binding precedent in this
circuit.

PER CURIAM:

*239  Hunter Vaughan Eure pled guilty, pursuant to
a conditional plea agreement, to possession of child
pornography, in violation of 18 U.S.C. §§ 2252(a)(4)(B),
2256(1) & (2) (2012). The district court sentenced Eure to
24 months’ imprisonment. On appeal, Eure challenges the
denial of his pretrial motion to suppress.

In United States v. McLamb, 880 F.3d 685 (4th Cir. 2018),
we addressed a substantially similar challenge to the same
warrant at issue here and concluded that, even if the
warrant was unconstitutional, the good faith exception
precluded suppression of the evidence. Id. at 689-90. To
the extent that any of Eure’s arguments are not expressly
addressed by McLamb, we have considered those claims
and find them to be without merit.

Accordingly, we affirm the criminal judgment. We
dispense with oral argument because the facts and legal
contentions are adequately presented in the materials
before this court and argument would not aid the
decisional process.

AFFIRMED

All Citations

723 Fed.Appx. 238 (Mem)
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way to trace a user's communications from the exit node
back to the user's computer, users of the Tor network are
effectively anonymous to the websites they visit. Id.

*2  The Tor network also provides anonymity to
individuals who run websites or forums on it. Id. ¶ 9.
Websites may be set up on the Tor network as “hidden
services.” Id. A hidden service may only be accessed
through the Tor network. Id. A hidden service functions
much like a regular website except that its IP address
is hidden. Id. The IP address is replaced with a Tor-
based address which consists of a series of alphanumeric
characters followed by “.onion.” Id. There is no way to
look up the IP address of the computer hosting a hidden
service. Id.

A user of the Tor network cannot simply perform a search
to find a hidden service that may interest the user. Id. ¶ 10.
In order to access a hidden service a user must know the
Tor-based address of the hidden service. Id. As a result,
a user cannot simply stumble onto a hidden service. Id.
The user may obtain the address from postings on the
Internet or by communications with other users of the Tor
network. Id. One hidden service may also link to another.
See id. Playpen was a hidden service contained on the
Tor network, and it had been linked to by another hidden
service that was dedicated to child pornography. Id.

Of importance to the First Motion to Suppress is the
homepage of the Playpen site. See Def.'s First Mot. to
Suppress (“First Mot.”), ECF No. 21 at 2–3. In the
warrant application, the homepage is said to contain
“images of prepubescent females partially clothed and
whose legs are spread.” Macfarlane Aff. ¶ 12. A screenshot
of this version of the homepage has been attached to
the briefing. ECF No. 27-4. There appears to have just
been two photographs on the homepage. The images show
two young girls in the attire and pose described. Id. The
images of these children appear at the top of the homepage
and flank a large image of the site's name. Playpen. Id.
In their briefing, the parties describe the combination of
these images and the site name as the site logo. Although
these images were at an earlier point on the homepage,
the parties agree that at the lime the warrant was signed,
on February 20, 2015 at 11:45 a.m., a different logo
confronted users to the site. First Mot. at 8-9; Gov't's
Resp. to Def.'s First Mot. to Suppress (“Gov't's Resp. to
First Mot.”), ECF No. 27 at 14–15. A screenshot of this
version of the homepage has also been included in the

briefing. ECF No. 17-5. There is an image of a young
girl with her legs crossed, reclined on a chair, wearing
stockings that stop at her upper thigh and a short dress or
top that exposes the portion of her upper thigh not covered
by the stockings. Id. Her image is to the left of the site
name in this version of the site logo. Id.

The government claims that the images must have
changed shortly before the warrant was signed. Gov't's
Resp. to First Mot. at 14–15. In the affidavit in support of
the warrant, Special Agent Macfarlane recounts that FBI
agents monitored the Playpen website from September
16, 2014 to February 3, 2015. Macfarlane Aff. ¶ 11. The
screenshot of the homepage that was included in the
government's brief and contains the images of the two
young girls was taken on February 3, 2015. ECF No. 27-4.
The date is visible in the lower right corner of the screen.
Id. The affidavit further states that sometime between
February 3, 2015 and February 18, 2015, the Tor address
of the site was changed. Macfarlane Aff. ¶ 11 n.3. Special
Agent Macfarlane states in his affidavit that after the
address change he “accessed the TARGET WEBSITE in
an undercover capacity at its new URL, and determined
that its content had not changed.” Id. In its briefing the
government asserts that this statement confirms that the
homepage of Playpen was as described in the warrant
application on February 18, 2015, two days before the
warrant was sworn and signed. Gov't's Resp. to First Mot.
at 14–15.

*3  The homepage also provided users with instructions
on how to join and then log into the site. Macfarlane
Aff. ¶ 12. Users had to register with the site before going
any further into the site. Id. Users were instructed to
enter a phony email address and to create a login name
and password. Id. ¶ 13. The instructions also informed
users that the owners of the site and staff were unable to
determine the true identity of users and that the website
could not see the IP addresses of users. Id.

Once registered and logged into the site users had access
to numerous sections, forums, and sub-forums where they
could upload material and view material uploaded by
others. Id. ¶ 14. For instance under the heading “Playpen

Chan” 3  are four subcategories: “Jailbait – Boy,” “Jailbait
– Girl.” “Preteen – Boy,” and “Preteen – Girl.” Id.
Special Agent Macfarlane, based on his training and
experience, explains that “jailbait” refers to underage but
post-pubescent minors. Id. ¶ 14 n.4. Other forum and
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sub-forum categories on the site include “Jailbait videos.”
“Family Playpen – Incest.” “Toddlers,” and “Bondage.”
Id. ¶ 14. Not surprisingly, a review of the contents of these
forums revealed that the majority of content was child
pornography. Id. ¶ 18. The warrant application has several
specific examples of the reprehensible material contained
on the site. Id. ¶¶ 18, 23–25. Additionally, there was a
section of the site that allowed members of the site to
exchange usernames on a Tor-based instant messaging
service known to law enforcement to be “used by subjects
engaged in the online sexual exploitation of children.” Id.
¶ 15.

In December of 2014. a foreign law enforcement agency
informed the FBI that it suspected that a United States-
based IP address was the IP address of Playpen. Id. ¶ 28.
In January 2015, after obtaining a search warrant, the
FBI seized the IP address and copied the contents of the
website. Id. ¶ 28. On February 19, 2015 the FBI arrested
the individual suspected of administering Playpen. Id. ¶
30.

The FBI desired to continue to operate Playpen for a
limited time so as to identify individuals who logged into
the site and who were likely to possess, distribute, or
produce child pornography. Id. ¶ 30, The FBI would
operate the site from a location in the Eastern District
of Virginia. Id. ¶ 33. As mentioned above, normally a
website administrator is able to determine the IP addresses
of those individuals that visit the site. However, on the
Tor network the website administrator is only able to
determine the IP address of the exit node, which it not
the IP-address of the visitor to the website. To determine
the IP addresses of individuals who logged into Playpen,
the FBI sought a warrant from a magistrate judge in
the Eastern District of Virginia, Alexandria Division
that would allow it to deploy a Network Investigative
Technique (“NIT”). Id. ¶ 31.

According to the FBI in the warrant application, when
an individual visits a website the website sends “content”
to the individual. Id. ¶ 33. This content is downloaded
by the individual's computer and used to display the
webpage on the computer. Id. A NIT “augments”
the content with additional instructions. Id. The NIT
deployed in the instant case instructed the computers of
those individuals who logged into Playpen to send to a
computer “controlled by or known to the government”
certain information. Id. The information that the NIT

would instruct the computers to send is described in
an attachment to the warrant application. Attach. B,
Warrant Appl., ECF No. 21-1 at 3. The NIT extracted
from any “activating computer”—that is, a computer that
logged into Playpen using a username and password—
(1) the IP address of the computer and the date and time
this information is determined, (2) a unique identifier that
distinguishes the data from this activating computer from
that of others, (3) the type of operating system used by
the computer, (4) information about whether the NIT has
already been sent to the computer, (5) the computer's Host
Name, (6) the computer's operating system user name, and
(7) the computer's media access control (“MAC”) address.
Id.

*4  On February 20, 2016 at 11:45 a.m. Magistrate Judge
Theresa Carroll Buchanan of the United States District
Court for the Eastern District of Virginia, Alexandria
Division, issued the requested warrant. Warrant Appl.,
ECF No. 21-1 at 1. The warrant permitted the FBI to
run Playpen from a location in the Eastern District of
Virginia for thirty (30) days and to deploy a NIT from the
website. Id. at 2–3. The NIT would instruct any computer
that logged into Playpen with a username and password
to send the just described information. Id.

According to the briefing of Defendant, on or about
February 22, 2015, the Playpen website sent the NIT
to Defendant's computer. First Mot. at 10. Using the
information obtained through the NIT, the FBI issued
an administrative subpoena to Verizon, Defendant's ISP.
Id. Verizon then provided the FBI with Defendant's
subscriber information, name, and address. Id. On
January 4, 2016, Magistrate Judge Lawrence R. Leonard
issued a warrant to search Defendant's home. Id. On
January 20, 2016, the FBI and other law enforcement
agents searched Defendant's home pursuant to this
warrant. Id. The agents seized a computer and thumb
drive. Id.

According to the government, Defendant was not present
in his home during the search. Gov't's Resp. to First
Mot. at 7. FBI agents interviewed him at his work. Id.
Defendant told agents that he accessed and downloaded
images of minors engaging in sexually explicit content. Id.
He told agents that he viewed child pornography on a
daily basis. Id.
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On March 24, 2016, Defendant was indicted on three
counts of Receipt of Images of Minors Engaging in
Sexually Explicit Conduct, in violation of 18 U.S.C.
§ 2252(a)(2), and one count of Possession of Images
of Minors Engaging in Sexually Explicit Conduct, in
violation of 18 U.S.C. § 2252(a)(4)(B). Indictment, ECF
No. 14. On May 16, 2016, Defendant tiled his First
Motion to Suppress, ECF No. 21, and his Second Motion
to Suppress, ECF No. 22. The government responded
to both motions on May 31, 2016. ECF Nos. 27, 28.
Defendant replied to both responses on June 3, 2016.
ECF No. 29, 30. The Court allowed argument on both
Motions to Suppress during a hearing held on July
5, 2016. Hr'g, ECF No. 44. The Court also heard
argument on Defendant's pending Motion to Compel

Discovery. 4  See Mot. to Compel Disc., ECF No. 23. Two
witnesses testified at the hearing. Defendant called Dr.
Christopher Soghoian, a technologist. Hr'g, ECF No. 44.
The government called FBI Special Agent Daniel Alfin.
Id. At the conclusion of the hearing the undersigned
denied both Motions to Suppress from the bench. Id.

II. LEGAL PRINCIPLES AND ANALYSIS
The exact issues raised by the instant motions to suppress
were also raised by the defendant in United States v.
Gerald Andrew Darby, 2:16cr36, another case pending
before the undersigned. The Court denied both Motions
to Suppress in Darby and issued a written opinion
justifying its denial. United States v. Darby, No. 2:16cr36,
2016 WL 3189703 (E.D. Va. June 3, 2016). The Court
explained why the issuance of the NIT warrant did
not violate either the Fourth Amendment or Federal
Rule of Criminal Procedure Rule 41(b). Although the
factual record in the instant ease has been supplemented
by Defendant, the reasons the Court gave in Darby
for denying the Motions to Suppress apply with equal
force here. Accordingly, the Court hereby incorporates
its opinion in Darby. The undersigned writes further to
emphasize that suppression is an extraordinary remedy
and would not be appropriate in the instant case even if, as
Defendant maintains, there were a violation of the Fourth
Amendment or of Rule 41(b).

A. THE SCOPE OF THE EXCLUSIONARY RULE
*5  As the Supreme Court has emphasized again and

again in recent years, the suppression of evidence is not
the appropriate remedy for every violation of the Fourth
Amendment. Herring v. United States, 555 U.S. 135,

140 (2009) (citing Illinois v. Gates, 462 U.S. 213. 223
(1983)). “Each time the exclusionary rule is applied it
exacts a substantial social cost for the vindication of
Fourth Amendment rights.” Rakas v. Illinois, 439 U.S.
128, 137 (1978). Accordingly, the exclusionary rule is the
“last resort” for the courts and should not be the “first
impulse.” Utah v. Strieff, 136 S.Ct. 2056, 2061 (2016)
(quoting Hudson v. Michigan, 547 U.S. 586, 591 (2006)).
Suppression is only appropriate when the benefits of
suppression outweigh its costs. Herring, 555 U.S. at 141
(citing United States v. Leon, 468 U.S. 897, 910 (1984)).

The goal of the exclusionary rule, its benefit, is that it
may deter police misconduct. Id. (citing Leon, 468 U.S. at
909). The extent of deterrence “varies with the culpability
of the taw enforcement conduct.” Id. at 143. There is
a greater need to deter more culpable conduct and the
mote culpable the police misconduct, the greater deterrent
effect of suppression—it is impossible to deter innocent
conduct. See id. at 144. Against the need and effect of
deterrence, a district court must consider the “substantial
social costs” of suppression. Id. at 141 (quoting Illinois
v. Krull, 480 U.S. 340. 352–353 (1987)). “The principal
cost of applying the rule is, of course, letting guilty and
possibly dangerous defendants go free—something that
‘offends basic concepts of the criminal justice system.’ ”
Id. (quoting Leon, 468 U.S. at 908).

To summarize all of the above in test form, the Supreme
Court has instructed district courts to consider whether
the conduct of law enforcement was: (1) “sufficiently
deliberate [such] that exclusion can meaningfully deter
it,” and (2) “sufficiently culpable that such deterrence
is worth the price paid by the justice system.” Id. at
144. This analysis must be performed in every case
where suppression is sought. See Strieff, 136 S.Ct. at
2061 (“[T]he significant costs of this rule have led us
to deem it applicable only where its deterrence benefits
outweigh its substantial social costs.” (emphasis added)
(internal quotations and citation omitted)). Although the
Supreme Court has consistently referred to exceptions to
the exclusionary rule, Strieff, 136 S.Ct. at 2061, its recent
Fourth Amendment jurisprudence, especially the opinion

in Herring, suggests that suppression is the exception. 5

B. FIRST MOTION TO SUPPRESS
In his First Motion to Suppress Defendant raises several
related grounds for suppressing the fruits of the search
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executed pursuant to the NIT warrant. First, he argues
that the warrant was not supported by probable cause.
First Mot. at 2. Second, he argues the FBI. either
intentionally or recklessly, misled the warrant issuing
court with its description of Playpen's homepage. Id. at
2–3. He demands a Franks hearing on this issue. Id.; see
Franks v. Delaware, 438 U.S. 154 (1978). Third, he argues
that the NIT warrant was an anticipatory warrant and
that the triggering event establishing probable cause did
not occur. First Mot. at 3.

*6  As this Court explained in Darby, each of these
arguments is premised on the contention, rejected in
Darby, that there was not probable cause to search the
computers of those users who logged into Playpen after
the images on the homepage were changed. See Darby,
2016 WL 3189703, at *7—10. The warrant application
described the homepage as containing, to the left and
right of the site logo, two young female children in their
underwear with their legs spread. At the time the warrant
application was submitted and when the warrant was
executed there was a single image beside the site logo
of a slightly older child whose legs were crossed and
who was wearing stockings and a short dress or top. In
Darby, the undersigned explained why there was probable
cause to search the computers of those who registered
and logged into the website even after the change to the
website. Darby, 2016 WL 3189703, at *7–8. However,
even assuming that there was not probable cause to search,
suppression would not be appropriate.

It is well-established that “[w]hen police act under a
warrant that is invalid for lack of probable cause, the
exclusionary rule does not apply if the police acted
‘in objectively reasonable reliance’ on the subsequently
invalidated search warrant.” Herring, 555 U.S. at 142
(quoting Leon, 468 U.S. at 922). Defendant argues that
this “exception,” typically referred to as the Leon “good
faith exception.” does not apply because the FBI misled
the magistrate judge with information it knew to be false
and because the good faith exception does not apply if
a law enforcement officer wrongly concludes that the
triggering event of an anticipatory warrant has occurred.
See Reply to Gov't's Resp. to First Mot. at 15–17.

In support of his first argument. Defendant cites to the
exceptions identified by the Supreme Court in Leon to
the good faith exception applied in that case. The good
faith exception docs not apply: (1) “if the magistrate or

judge in issuing a warrant was misled by information in
an affidavit that the affiant knew was false or would have
known was false except for his reckless disregard of the
truth;” (2) “if the issuing magistrate wholly abandoned his
judicial role;” (3) “if the affidavit supporting the warrant
is so lacking in indicia of probable cause as to render
official belief in its existence entirely unreasonable;” or
(4) “if under the circumstances of the case the warrant is
so facially deficient ... that the executing officers cannot
reasonably presume it to be valid.” United States v. Doyle,
650 F.3d 460, 467 (4th Cir. 2011) (internal quotations
omitted) (quoting United States v. DeQuasie, 373 F.3d
509, 519-20 (4th Cir. 2004)). After Herring, it is probably
best to view these exceptions to the good faith exception
as distillations of the cost-benefit analysis mandated in
Herring. Upon close analysis, all of the factors inquire into
whether there was any wrongdoing by law enforcement
officers in obtaining and executing the warrant. The first
exception does this explicitly. The other three require an
inquiry into the extent of the deficiency of the warrant
application approved by the magistrate. Of course, law
enforcement officers must submit the warrant application
to the magistrate and are responsible for any gross
deficiencies.

In this case. Defendant has presented evidence that at least
one FBI agent reviewed the website after it had changed
and before the warrant application was submitted to the
magistrate judge. As recounted in the warrant application,
the FBI seized control of the server that hosted the
Playpen website sometime in January 2015. Macfarlane
Aff. ¶ 28. On February 19, 2016, the FBI executed a
search warrant at the home of the individual suspected
of administrating Playpen, Id. ¶ 30. The next day. on
February 20, 2016, the FBI applied for and was granted
the NIT warrant. As described above, Agent Macfarlane,
who submitted the affidavit in support of the warrant,
reviewed the website on February 18, 2016 and did not
notice any changes to the site. See id. ¶ 11 n. 3. It is
the government's position that Agent Macfarlane's sworn
statement that the website on February 18, 2016 looked
the same as it did on February 3, 2016 is evidence that the

website must have changed sometime after February 18. 6

Gov't's Resp. to First Mot. at 14–15. In a hearing held
in another proceeding, Special Agent Daniel Alfin, who
testified in this Court's hearing on the instant motions,
testified that he viewed the website as it appeared on
February 19 and on the morning of February 20. before
the warrant application was submitted. Test, of Special
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Agent Daniel Alfin, Hr'g Tr. at 89:15-18 (Jan. 22, 2016).
United States v. Michaud, No. 15-5351 (W.D. Wash.
Jan. 26, 2016). He conceded that the warrant application
“reflected a specific period of review, and it was not
updated to include my observations from the night of
February 19th and morning of February 20th.” Id. He
also testified that “I would have clearly seen the website
and would have seen the new logo, [but] it did not jump
out to me as a significant change to the website or a
material change to the website.” Id. at 84:12-15. Similarly,

in testimony before the Honorable Judge Morgan, 7  the
undersigned's colleague in the Norfolk Division of the
United States District Court for the Eastern District of
Virginia. Special Agent Alfin testified that “I saw [the new
logo], but I did not notice it because it was an insignificant
and minor change to the Web site.” Test. of Special Agent
Alfin, Hr'g Tr. at 10:24-25 (May 19, 2016), United States v.
Edward Joseph Matish, No. 4:16cr16, ECF No. 61 (E.D.
Va. May 24, 2016), docketed in the instant case at ECF
No. 29-1. When asked to confirm that he had seen the new
logo, Special Agent Alfin stated that “yes, I did see it. and,
as I stated previously, it went unobserved by me because it
was an insignificant change to the Web site.” Id. at 11:5-7.

*7  From the testimony cited above, it is certain that,
at the very least. Special Agent Alfin saw the changed
website. His testimony as to whether he noticed the change
might appear at first glance to be inconsistent. In his
testimony in the Western District of Washington, he
claims to have seen the new logo but that the change
did not “jump out” to him as “significant” or “material”
while before Judge Morgan he claims that he did not
“notice” the change because it was “insignificant” and
“minor.” To see something is not necessarily to have
noticed it. To say that the change did not “jump out”
may be another way of saying that he did not notice the
change. There is nothing in the record indicating whether
Special Agent Alfin told Special Agent Macfarlane, who
signed the affidavit in support of the warrant, about any
changes to the website. If Special Agent Alfin had not
noticed the change, he could not have told Special Agent
Macfarlane, and if he did notice, he should have told
Special Agent Macfarlane. But whatever Special Agent
Alfin's cognizance of the change to the website's logo, the
FBI filed a false warrant application even though its agent
had seen the changed website and could have reviewed it
more thoroughly to ensure that it matched the description
in the warrant application. As the Court explained in
Darby, the changes to the website logo were immaterial

and there was probable cause to search anyone who visited
and then logged into the changed homepage. Darby, 2016
WL 3189703, at *7–8. However, Defendant is correct
in arguing that it is for the magistrate judge to decide
whether any changes to the website were material. The
FBI should have done more to ensure that its description
of the website in the warrant application was correct.

Nonetheless, the FBI agents' behavior in failing to submit
an accurate warrant application does not rise to a level of
culpability that would justify suppression if this Court is
wrong in its determination that the warrant was supported
by probable cause. The FBI agents were operating under
severe time constraints. They raided the home of the
individual that administered Playpen on February 19.
2016 and submitted the warrant application the next day.
The government desired to deploy the NIT as soon as
possible so that it could identify as many visitors to
Playpen as possible. See Gov't's Resp. to Def.'s Second
Mot. to Suppress (“Gov't's Resp. to Second Mot.”),
ECF No. 28 at 20. Because of the security features
of the Tor browser, without the NIT the government
would be unable to identify those users even when it
was administering the website. Macfarlane Aff. ¶ 29.
Any delay in receiving the warrant provided a window
for individuals to visit Playpen and download child
pornography without detection. It is well established that
exigent circumstances may make a warrantless search
reasonable within the meaning of the Fourth Amendment.
Kentucky v. King, 563 U.S. 452, 460 (2011). In Darby,
this Court explained that the tact that the government was
able to obtain a warrant somewhat undercuts its argument
that exigent circumstances justified deploying the NIT
without a warrant. Darby. 2016 WL 3189703 at *13 n.8.
However, although circumstances might not have justified
a warrantless search, they reduce the culpability of the
FBI agents in failing to correct the warrant application on
account of a minor change to the homepage that occurred
within two days of the submission of the application.

Defendant also argues that the good faith exception
should not apply because it is inapplicable when a
triggering event in an anticipatory warrant does not
occur. Reply to Gov't's Resp. to First Mot. at 16; see
United States v. Ricciardelli, 998 F.2d 8, 17 n.10 (1st Cir.
1993) (“[I]f a situation arises in which officers wrongly
conclude that the triggering event needed to animate an
anticipatory warrant has occurred, and proceed to execute
a full search in the face of this mistake, we would not
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review that mistake under Leon's good faith standard.”).
Although Defendant relies upon pre-Herring case law in
support of this position. Defendant's reasoning would
seem to survive the Supreme Court's refocusing of the
exclusionary rule in Herring. Herring instructs this Court
to assess the culpability of law enforcement in any alleged
Fourth Amendment violation. If an event needed to
trigger an anticipatory warrant does not occur and yet law
enforcement officers execute a search anyway, the officers
have failed to follow the parameters of the warrant and
may have acted culpably in doing so.

The problem with Defendant's position is that he
mischaracterizes the triggering event of the warrant.
Defendant claims that the warrant could only be executed
after an individual registered with Playpen and then
logged into the site when the site homepage was
as described in the warrant application. First Mot.
at 28. However, as explained in Darby, Defendant
mischaracterizes the triggering event of the warrant.
Darby, 2016 WL 3189703. at *9. The triggering event
was simply logging into the Playpen website. Id. It was
that event that established probable cause to search
Defendant's computer.  Id. Defendant's characterization
attempts to transform a problem in the application for
the warrant into a problem in the execution of the
warrant. The FBI agents may have submitted, under very
real time pressures, an inaccurate warrant application.
However, once the warrant was obtained, the agents
acted within the parameters of the warrant. The FBI
only deployed the NIT against the computers of those
individuals who logged into Playpen. Accordingly, there
was no wrongdoing in the execution of the warrant that
would justify suppression.

*8  In sum, none of the Fourth Amendment violations
alleged in Defendant's First Motion to Suppress would
justify suppression even if these violations had occurred.
Although the FBI agents in this case submitted an
inaccurate warrant application, their culpability in doing
so is reduced because of the need to obtain the warrant
quickly. Once obtained, the agents executed the warrant
according to its parameters.

C. SECOND MOTION TO SUPPRESS
In his Second Motion to Suppress, Defendant argues that
the magistrate judge lacked jurisdiction under the Federal
Magistrates Act, which incorporates Federal Rule of
Criminal Procedure 41(b), to issue the NIT warrant. Def.'s

Second Mot. to Suppress (“Second Mot.”), ECF No.
22 at 2. Because the magistrate judge lacked jurisdiction
to issue the warrant, the warrant was issued without
lawful authority and void at the outset. Id. If the
warrant was void, the search of Defendant's computer
was performed without a valid warrant in violation
of the Fourth Amendment. Because of this alleged
constitutional violation Defendant seeks to suppress all
fruits of the search performed under the NIT warrant. In
the alternative, Defendant argues that the fruits of the NIT
wan-ant should be suppressed because he was prejudiced
by the alleged violation of Rule 41(b) and because the
government's violation of the rule was deliberate. Id. Each
of these grounds for suppression depends upon a simple
contention: nothing in Rule 41(b) allowed the magistrate
judge to issue the NIT warrant. The magistrate judge
could not issue the NIT warrant, according to Defendant,
because the warrant allowed the government to perform
searches outside of the Eastern District of Virginia and
magistrate judges may only authorize searches outside of
their judicial districts in limited circumstances.

This Court explained in Darby why Rule 41(b) allowed
the magistrate judge to issue the NIT warrant. Darby,
2016 WL 3189703, at *11–12. However, even if Rule
41(b) did not allow the magistrate judge to issue the NIL
warrant, suppression would not be justified because the
actions of the law enforcement officers in this case were
not sufficiently culpable.

Defendant argues that no inquiry into the culpability of
law enforcement is necessary because of the nature of
the violations of the Fourth Amendment and the Federal
Rules of Criminal Procedure that are alleged in the Second
Motion to Suppress. Second Mot. at 10–12. Defendant
says that the Leon good faith exception does not apply
when a warrant is void because a magistrate judge lacked
the jurisdiction to issue it. Id. at 10 (citing United States
v. Levin, No. CR 15-10271-WGY, 2016 WL 2596010,
at *10 (D. Mass. May 5, 2016)); Com. v. Shelton, 766
S.W.2d 628, 629-30 (Ky. 1989). Certainly it is true that the
rule announced in Leon—that “[w]hen police act under
a warrant that is invalid for lack of probable cause,
the exclusionary rule does not apply if the police acted
‘in objectively reasonable reliance’ on the subsequently
invalidated search warrant,” Herring, 555 U.S. at 142
(quoting Leon, 468 U.S. at 922)—would not seem to apply
when the problem with the warrant was something other
than a lack of probable cause. However, the rule that the
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Supreme Court articulated in Herring is broader than the
good faith exception applied in Leon. Herring says that
the exclusionary rule should only be applied when the
actions of law enforcement are so culpable that exclusion
can achieve meaningful deterrence that is worth the price
paid by the justice system in suppressing evidence. This is
true when a defendant alleges that his constitutional rights
have been violated; it must also be true when he alleges
merely that the Federal Rules of Criminal Procedure were
not followed.

*9  Defendant goes on to argue that “ample evidence
points to an intentional and deliberate violation of Rule
41(b). Second Mot. at 11. Because the “exclusionary
rule was crafted to curb police rather than judicial
misconduct,” Herring, 555 U.S. at 142 (citing Arizona
v. Evans, 514 U.S. 1, 15 (1995)), the relevant inquiry is
whether law enforcement officers intentionally violated
Rule 41(b). It is of no consequence whether the magistrate
judge knew or should have known that the NIT warrant
exceeded her jurisdiction. Defendant argues that the
“government” knew that the NIT warrant exceeded the
magistrate judge's jurisdiction because the Department of
Justice (“DOJ”) had been seeking to amend Rule 41(b) to

explicitly authorize this type of warrant. 8  However, the
question is not what the government collectively knew.
The question is what the individual law enforcement
officers that submitted the warrant in this case knew.
Defendant seeks to attribute to the FBI agents that
sought the warrant the legal expertise of the DOJ lawyers
but nothing indicates that these agents knew that the
warrant might violate Rule 41(b). It is somewhat hard
to understand why they would have even submitted the
warrant if they thought it exceeded the magistrate judge's
jurisdiction. If they were so inclined to flout the Federal
Rules of Criminal Procedure, they might have forgone
seeking the warrant in the first place.

It was quite logical for the FBI agents to seek this
warrant in the Eastern District of Virginia. Because the
FBI planned to run the website from a server located
in the district there was no district in the country
that had a stronger connection to the proposed search.

Even if the FBI agents had some indication that the
warrant might exceed the jurisdiction of the magistrate
judge, there were credible arguments that the current
rule allowed this warrant. Just as under the good faith
rule of Leon, law enforcement may rely on a magistrate
judge's determination that a warrant was supported by
probable cause, the agents in this case could rely on the
magistrate judge's determination that she had authority
to issue the warrant. Nothing in the record indicates
that the agents deliberately violated Rule 41(b). Rather,
the record indicates that agents sought to comply with
the Fourth Amendment's requirement that searches and
seizures be reasonable. They gathered evidence over an
extended period and filed a detailed affidavit with a
federal magistrate judge in the federal judicial district that
had the closest connection to the search to be executed.
Because the law enforcement officers who applied for the
warrant did nothing culpable, none of the allegations in
the Second Motion to Suppress, even if true, would justify
suppression.

III. CONCLUSION
In Darby this Court explained that the searches and
seizures perform pursuant to the NIT warrant did not
violate the Fourth Amendment or Rule 41(b). The Court
adopts the reasoning in Darby in this case. Additionally,
as explained in the above opinion, even if there were a
violation of the Fourth Amendment or of Rule 41(b),
suppression is not appropriate. Accordingly, the Court
has DENIED Defendant's First Motion to Suppress, ECF
No. 21, and DENTED Defendant's Second Motion to
Suppress, ECF No. 22.

The Clerk is DIRECTED to forward a copy of this Order
to all counsel of record.

IT IS SO ORDERED.

All Citations

Not Reported in F.Supp.3d, 2016 WL 4059663

Footnotes
1 See e.g., Joseph Cox, The FBI's ‘Unprecedented’ Hacking Campaign Targeted Over a Thousand Computers,

Motherboard, Jan. 5, 2016, http://motherboard.vice.com/read/the-fbis-unprecedented-hacking-campaign-targeted-over-
a-thousand-computers.
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2 The Tor network is also known as “The Onion Router.” Macfarlane Aff. ¶ 7. More information about it may be found on
its website: www.torproject.org.

3 “Chan” is a common postscript for online bulletin boards where users may post pictures and messages. See Nick
Bilton, One on One: Christopher Poole, Founder of 4chan, Bits Blog, New York Times, Mar. 19, 2010, http://
bits.blogs.nytimes.com/2010/03/19/one-on-one-christopher-poo1e-founder-of-4chan/.

4 The hearing also concerned a similar Motion to Compel Discovery filed in another ease pending before the undersigned,
United States v. Gerald Andrew Darby, 2:16cr36. The defendant in that case was also located by the government using
the NIT deployed through the Playpen website.

5 Defendant's recitation of language from Terry v. Ohio about the importance of the exclusionary rule is a misstatement
of current Supreme Court doctrine. See, e.g., Def.'s Reply to Gov't's Resp. to First Mot. to Suppress (“Reply to Gov't's
Resp. to First Mot.”), ECF No. 30 at 15 (quoting Terry), For instance, the Supreme Court in Herring is explicit in stating
that the only purpose of the exclusionary rule is the deterrence of police misconduct. 555 U.S. at 141. Yet, Defendant,
quoting Terry, asserts that suppression serves “the imperative of judicial integrity.” Reply to Gov't's Resp. to First Mot.
at 15. In Herring, the Supreme Court comes close to saying the opposite of this when it writes that to let criminals go
free because of the suppression of evidence “offends basic concepts of the criminal justice system.” Herring, 555 U.S.
at 141 (quoting Leon, 468 U.S. at 908).

6 As noted above, a screenshot taken on February 3 confirms that on February 3 the website looked as it is described in
the warrant application. ECF No. 27-4.

7 In United Slates v. Matish, No. 4:16CR16. 2016 WL 3545776 (E.D. Va. June 23, 2016), Judge Morgan has issued an
excellent opinion on the issues raised by the Motions to Suppress filed in this case. Although the undersigned does not
agree with every aspect of Judge Morgan's opinion, the undersigned recommends reading the opinion for its compelling
treatment of the important issues raised by the government's use of the NIT warrant.

8 In its briefing the government notes that the Supreme Court has authorized an amendment to Rule 41(b)—to be effective
December 1, 2016 absent action from Congress—that explicitly authorizes warrants like the NIT warrant to be issued
by magistrate judges whose districts have a connection with the criminal activity being investigated. Gov't's Resp. to
Second Mot. at 12 n.3.

End of Document © 2018 Thomson Reuters. No claim to original U.S. Government Works.
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litigate in state courts. In Excell, the
Tenth Circuit reasoned that the plain
meaning of stating venue in terms of a
county implied the exclusive use of county
courts, i.e., state courts, and thus created a
sovereignty limitation because ‘‘[f]or feder-
al court purposes, venue is not stated in
terms of ‘counties.’ Rather, it is stated in
terms of ‘judicial districts.’ ’’ Excell, 106
F.3d at 321 (citing 28 U.S.C. § 1391). The
North Carolina state court system—unlike
the federal court system—is discussed in
terms of counties, lending further support
to the position that the use of ‘‘county’’
implies venue in the state’s county courts
alone. See, e.g., N.C. Gen. Stat. § 1-82
(setting venue ‘‘[i]n all other cases TTT in
the county in which the plaintiffs or the
defendants, or any of them, reside at its
commencement’’); J.A. 209 (state court
judge explaining that he had ‘‘gotten com-
missioned by the chief justice to hold this
hearing in Wake County even though it’s a
Franklin County case’’). Although the ma-
jority concludes that ‘‘[t]he operation of
the North Carolina court system thus pro-
vides no basis for ignoring the plain lan-
guage of the forum selection clause,’’ I
submit that it informs our interpretation
of the plain language of this clause as
limiting venue to state courts.

Additionally, we construe ambiguous
provisions in contracts against the draft-
ers. See Maersk Line, 513 F.3d at 423
(‘‘The basic contract law principle contra
proferentem counsels that we construe any
ambiguities in the contract against its
draftsman.’’ (citation omitted)); Glob. Sat-
ellite Commc’n Co. v. Starmill U.K., Ltd.,
378 F.3d 1269, 1271–72, 1274 (11th Cir.
2004) (‘‘[W]hen ordinary contract princi-
ples fail to elucidate a single reasonable
interpretation for an ambiguous provision,
and instead the provision is subject to
opposing, yet reasonable interpretation,’’
‘‘rather than strain to find that one should
prevail over another, we must simply con-

strue it against TTT the drafter.’’) (internal
quotation marks & citations omitted).
Here, Saber drafted the contract, and the
plaintiffs assert that removal is improper
because venue in federal court was waived
under the forum-selection clause. To the
extent that this clause is ambiguous as to
whether it creates a geographic or sover-
eignty limitation on venue, we are com-
pelled to construe the words against Saber
and hold that the clause precludes remov-
al. See id.

With these considerations in mind, I be-
lieve this forum-selection clause should be
interpreted to set venue in the state court
system, and would hold as much.

III.

For the reasons discussed above, there-
fore, I would hold that this clause pre-
cludes removal in this case based on the
use of the phrase ‘‘the county.’’ If I
reached the broader question of whether
this clause permits removal when a federal
courthouse is physically located in the
county—which I believe can be avoided
under the facts of this case—I would hold
that the clause limits venue to state courts.

,

UNITED STATES of America,
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v.

Robert MCLAMB, Defendant–
Appellant,
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Background:  Defendant, who was
charged with possessing and receiving
child pornography, moved to suppress evi-
dence the government obtained through
network investigative technique (NIT) that
government used to investigate persons
who accessed child pornography website.
The United States District Court for the
Eastern District of Virginia, No. 2:16-cr-
00092-RBS-RJK-1, Rebecca Beach Smith,
Chief Judge, 220 F.Supp.3d 663 and 232
F.Supp.3d 809, denied defendant’s motions
to suppress. After entering a conditional
guilty plea, defendant appealed.

Holding:  The Court of Appeals, Thacker,
Circuit Judge, held that good faith excep-
tion in Leon applied to preclude suppres-
sion of evidence of child pornography,
seized pursuant to search warrant, even if
warrant allowing use of NIT violated the
Fourth Amendment.

Affirmed.

1. Criminal Law O1139

In the context of a suppression ruling,
the Court of Appeals reviews legal ques-
tions de novo.

2. Criminal Law O392.38(7)

Even if a warrant’s alleged shortcom-
ings amount to a constitutional violation,
suppression is not an appropriate remedy
if the good faith exception applies under
Leon.  U.S. Const. Amend. 4.

3. Criminal Law O392.5(2), 392.6
Suppression is a judicially created

remedy designed to safeguard Fourth
Amendment rights generally through its
deterrent effect, rather than a personal
constitutional right of the party aggrieved.
U.S. Const. Amend. 4.

4. Criminal Law O392.5(2)
The exclusionary rule for Fourth

Amendment violations serves to deter de-
liberate, reckless, or grossly negligent con-
duct, or in some circumstances recurring
or systemic negligence.  U.S. Const.
Amend. 4.

5. Criminal Law O392.37
Central to the question of suppression

of evidence is the culpability of the law
enforcement conduct; evidence should be
suppressed only if it can be said that the
law enforcement officer had knowledge, or
may properly be charged with knowledge,
that the search was unconstitutional under
the Fourth Amendment.  U.S. Const.
Amend. 4.

6. Criminal Law O392.5(2)
Suppression of evidence under the ex-

clusionary rule for Fourth Amendment vio-
lations applies only where it results in
appreciable deterrence.  U.S. Const.
Amend. 4.

7. Criminal Law O392.38(15)
Good faith exception in Leon applied

to preclude suppression of evidence of
child pornography, seized pursuant to
search warrant, even if warrant allowing
use of network investigative technique
(NIT) violated the Fourth Amendment;
there was no indication that the magistrate
judge wholly abandoned its judicial role or
that the affidavit lacked an indicia of prob-
able cause, in affidavit in support of war-
rant application, FBI agent detailed inves-
tigatory difficulties posed by the dark web
and devoted several pages to explaining
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the NIT’s mechanism, agent explained that
the NIT would cause activating computers
wherever located to transmit data to the
FBI, and boundaries of the magistrate
judge’s jurisdiction in the context of re-
mote access warrants were unclear at the
time of the application.  U.S. Const.
Amend. 4.

8. Criminal Law O392.38(7)
Good faith exception to the exclusion-

ary rule is not categorically inapplicable
for warrants exceeding a magistrate
judge’s jurisdiction; although such war-
rants are void from inception, suppressing
evidence merely because it was obtained
pursuant to a warrant that reached beyond
the boundaries of a magistrate judge’s ju-
risdiction would not, under the facts of all
cases, produce an appreciable deterrence
on law enforcement.

9. Criminal Law O392.5(1)
The exclusionary rule is designed to

deter police misconduct rather than to
punish the errors of judges and magis-
trates.

Appeal from the United States District
Court for the Eastern District of Virginia,
at Norfolk. Rebecca Beach Smith, Chief
District Judge. (2:16-cr-00092-RBS-RJK-1)

ARGUED: Andrew William Grindrod,
OFFICE OF THE FEDERAL PUBLIC
DEFENDER, Norfolk, Virginia, for Ap-
pellant. Richard Daniel Cooke, OFFICE
OF THE UNITED STATES ATTOR-
NEY, Richmond, Virginia, for Appellee.
ON BRIEF: Geremy C. Kamens, Federal
Public Defender, OFFICE OF THE FED-
ERAL PUBLIC DEFENDER, Alexan-
dria, Virginia, for Appellant. Dana J.
Boente, United States Attorney, Alexan-
dria, Virginia, Elizabeth M. Yusi, Assistant
United States Attorney, OFFICE OF
THE UNITED STATES ATTORNEY,

Norfolk, Virginia, for Appellee. Scarlet
Kim, PRIVACY INTERNATIONAL,
London, United Kingdom, James R.
Theuer, JAMES R. THEUER, PLLC,
Norfolk, Virginia, for Amicus Privacy In-
ternational. Cindy Cohn, Mark Rumold,
Andrew Crocker, ELECTRONIC FRON-
TIER FOUNDATION, San Francisco,
California, for Amicus Electronic Frontier
Foundation. Elizabeth Franklin–Best,
BLUME FRANKLIN–BEST & YOUNG,
LLC, Columbia, South Carolina, for Ami-
cus National Association of Criminal De-
fense Lawyers.

Before DUNCAN and THACKER,
Circuit Judges, and Max O. COGBURN,
United States District Judge for the
Western District of North Carolina, sitting
by designation.

Affirmed by published opinion. Judge
Thacker wrote the opinion, in which Judge
Duncan and Judge Cogburn joined.

THACKER, Circuit Judge:

Robert McLamb (‘‘Appellant’’) chal-
lenges the district court’s order denying
his motion to suppress evidence of child
pornography contained on a hard drive
recovered at his home. The Federal Bu-
reau of Investigation (‘‘FBI’’) obtained the
evidence in the course of its investigation
of a child pornography website called
‘‘Playpen,’’ a hidden services message
board located on the ‘‘dark web.’’ The dark
web is a collection of encrypted networks
providing strong privacy protections to its
users.

After locating and seizing the Playpen
servers in February 2015, the FBI sought
a warrant to deploy the Network Investi-
gative Technique (‘‘NIT’’) to locate users
accessing the website. The NIT is a com-
puter script designed to overcome the ano-
nymity protections of the dark web and
collect identifying information from com-
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puters accessing the Playpen website. A
federal magistrate judge in the Eastern
District of Virginia issued the warrant,
authorizing use of the NIT on Playpen
visitors for 30 days. The NIT identified
thousands of computers across the world
that accessed Playpen during the 30–day
period. After the NIT identified Appellant
as one such visitor, the FBI seized Appel-
lant’s hard drive and charged him with
receipt and possession of child pornogra-
phy.

Appellant moved to suppress the evi-
dence on the hard drive as the fruit of an
invalid warrant. Appellant challenged the
warrant’s particularity and its execution,
as well as the jurisdiction of the magis-
trate judge to authorize such a search. The
district court denied the motion, and we
affirm. Even if the warrant is unconstitu-
tional, the district court properly denied
Appellant’s motion to suppress because
the Leon good faith exception applies.

I.

The Onion Router (‘‘Tor’’) is an encrypt-
ed online network, one of several networks
that make up the dark web. Tor uses a
series of relay computers to mask the
identity of online users. As a result, Tor
obscures how, when, and where users ac-
cess the internet. With such powerful ano-
nymity protections, some use Tor for drug
dealing, child pornography, and other ne-
farious purposes.

Playpen was a message board on the
dark web where users could upload or
download child pornography. At one time,
Playpen had over 158,000 total members
and nearly 100,000 posts. In order to ac-
cess a hidden services website like Play-
pen, a user must download Tor and enter
the site’s domain name, a 16–character
URL consisting of random letters and

numbers. Playpen was not discoverable on
the open web, nor could a search engine
like Google route users to it. Playpen’s
welcome page required a visitor to enter a
username and password in order to pro-
ceed to the message board. On this wel-
come page, a banner depicted two partially
clothed, prepubescent girls with their legs
spread apart. The banner was suggestive
enough that Playpen’s content would be
apparent to any visitor of the welcome
page.

After receiving a tip, the FBI seized the
Playpen server and arrested the adminis-
trator of the site. Despite having posses-
sion of the server, however, the FBI was
unable to locate Playpen users, because by
virtue of their use of Tor, the users up-
loading and downloading child pornogra-
phy remained anonymous. Therefore, the
FBI sought to deploy the NIT to defeat
the anonymity protections of the dark web.
The NIT works by corrupting the target
server, thereby surreptitiously supple-
menting child pornography data with the
NIT script:

[NIT] is installed on the server [of a
particular Tor website.] After a user of
the [Tor website] takes certain actions,
including downloading information from
the [NIT infected] server TTT that infor-
mation is supplemented with the NIT
instructions. So the user downloads the
NIT to their computer and takes it to
their computer, wherever it may be lo-
cated.

J.A. 137.*

Once delivered and installed to a user’s
computer, the NIT deploys a ‘‘payload’’
software that searches the user’s computer
for identifying information: (1) the user’s
IP address; (2) a unique signature generat-
ed by the NIT so that user’s activities on
the Tor network might be identified; (3)

* Citations to the ‘‘J.A.’’ refer to the Joint Ap- pendix filed by the parties in this appeal.
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the user’s operating system; (4) whether
the NIT is already installed on a user’s
computer; (5) a host name used to identify
the device in other kinds of electronic com-
munication; (6) the user’s active operating
system username; and (7) the user’s Media
Access Control address, which identifies
the location where the user’s computer
connects to the internet. The NIT then
transmits all of that data to the FBI.

Concerned with the legality of the NIT
and similar remote access investigative
programs, the FBI sought to amend the
Federal Rules of Criminal Procedure in
2014 to enlarge the scope of magistrate
judges’ jurisdiction in issuing warrants.
However, the rule was not amended until
2016, after the events of this case. At the
time of the Playpen investigation, lower
courts differed on the permissibility of re-
mote access investigative techniques. Com-
pare United States v. Laurita, No. 8:13-cv-
107, 2016 WL 4179365, at *6 (D. Neb. Aug.
5, 2016) (‘‘[Rule 41] authorizes the use of a
tracking device and the NIT is analogous
to a tracking device.’’), with In re Warrant
to Search a Target Computer at Premises
Unknown, 958 F.Supp.2d 753, 757 (S.D.
Tex. 2013) (concluding an NIT warrant
exceeded the magistrate judge’s Rule 41
jurisdiction). No appellate court had ad-
dressed the issue. Before applying for the
NIT warrant in this case, the FBI consult-
ed with attorneys at the Department of
Justice’s Child Exploitation and Obscenity
Section as well as the FBI’s Remote Oper-
ations Unit.

FBI Agent Douglas Macfarlane (‘‘Agent
Macfarlane’’) authored the affidavit in sup-
port of the Playpen NIT warrant. The
affidavit outlines Tor, details the content of
Playpen, and devotes several pages to de-
scribing the mechanics of the NIT. The
magistrate judge in the Eastern District of
Virginia issued the warrant. The warrant
authorized the use of the NIT for 30 days

on any user entering a username and pass-
word into the Playpen welcome page.

Just over a week after the NIT went
into effect, Appellant entered a username
and password into the Playpen welcome
page and entered the website, thereby
triggering the NIT. The FBI obtained a
second warrant to physically search Appel-
lant’s home and to seize his computer and
two hard drives. Appellant was appre-
hended and found with over 2,700 images
and videos of child pornography in his
possession. Appellant was charged with
four counts of receipt of child pornography
in violation of 18 U.S.C. § 2252(a)(2) and
one count of possession of child pornogra-
phy in violation of 18 U.S.C.
§ 2252(a)(4)(B). Appellant moved to sup-
press evidence of the child pornography
found on his hard drive as fruit of an
invalid warrant. The district court denied
the motion. Appellant then entered a con-
ditional guilty plea, reserving his right to
appeal the suppression ruling. This timely
appeal followed.

II.

[1, 2] In the context of a suppression
ruling, we review legal questions de novo.
United States v. Castellanos, 716 F.3d 828,
832 (4th Cir. 2013). Appellant challenges
the NIT warrant’s particularity and execu-
tion, as well as the magistrate judge’s ju-
risdiction to issue it. Even if any of these
alleged shortcomings amount to a constitu-
tional violation, suppression is not an ap-
propriate remedy if the good faith excep-
tion applies under United States v. Leon,
368 U.S. 897 (1984).

Three of our sister circuits have ana-
lyzed the same NIT warrant at issue in
this case. Each has concluded that even if
the NIT warrant violates the Fourth
Amendment, the Leon good faith exception
precludes suppression of the evidence. See
United States v. Horton, 863 F.3d 1041
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(8th Cir. 2017); United States v. Levin, 874
F.3d 316 (1st Cir. 2017); United States v.
Workman, 863 F.3d 1313 (10th Cir. 2017).
We agree.

A.

[3–6] Suppression is ‘‘a judicially creat-
ed remedy designed to safeguard Fourth
Amendment rights generally through its
deterrent effect, rather than a personal
constitutional right of the party ag-
grieved.’’ United States v. Leon, 486 U.S.
897, 909 (1984) (quoting United States v.
Calandra, 414 U.S. 338, 348, 94 S.Ct. 613,
38 L.Ed.2d 561 (1974)). ‘‘[T]he exclusion-
ary rule serves to deter deliberate, reck-
less, or grossly negligent conduct, or in
some circumstances recurring or systemic
negligence.’’ Herring v. United States, 555
U.S. 135, 144, 129 S.Ct. 695, 172 L.Ed.2d
496 (2009). Central to the question of sup-
pression is ‘‘the culpability of the law en-
forcement conduct.’’ Id. at 143, 129 S.Ct.
695. ‘‘[E]vidence should be suppressed
‘only if it can be said that the law enforce-
ment officer had knowledge, or may prop-
erly be charged with knowledge, that the
search was unconstitutional under the
Fourth Amendment.’ ’’ Illinois v. Krull,
480 U.S. 340, 348–49, 107 S.Ct. 1160, 94
L.Ed.2d 364 (1987) (quoting United States
v. Peltier, 422 U.S. 531, 542, 95 S.Ct. 2313,
45 L.Ed.2d 374 (1975)). Suppression ‘‘ap-
plies only where it ‘result[s] in appreciable
deterrence.’ ’’ Herring, 555 U.S. at 141, 129
S.Ct. 695 (quoting Leon, 468 U.S. at 909).

In Leon, the Supreme Court explained
the limits of the good faith exception:

Suppression TTT remains an appropriate
remedy if the magistrate or judge in
issuing a warrant was misled by infor-
mation in an affidavit that the affiant
knew was false or would have known
was false except for his reckless disre-
gard of the truth. The [good faith] ex-
ception TTT will also not apply in cases

where the issuing magistrate wholly
abandoned his judicial role TTTT Nor
would an officer manifest objective good
faith in relying on a warrant based on an
affidavit so lacking in indicia of probable
cause as to render official belief in its
existence entirely unreasonable. Finally,
depending on the circumstances of the
particular case, a warrant may be so
facially deficient TTT that the executing
officers cannot reasonably presume it to
be valid.

468 U.S. at 923 (citations omitted).

[7] None of these conditions apply
here. There is no indication that the magis-
trate judge ‘‘wholly abandoned’’ its judicial
role, or that the affidavit lacked an ‘‘indicia
of probable cause.’’ Leon, 468 U.S. at 923.
Nor did Agent Macfarlane mislead the
magistrate judge with falsehoods or reck-
less disregard of truth. In his affidavit in
support of the warrant application, Agent
Macfarlane detailed the investigatory diffi-
culties posed by the dark web and devoted
several pages to explaining the NIT’s
mechanism. Although he does not specifi-
cally use the term ‘‘tracking device’’ in his
affidavit, Agent Macfarlane’s detailed de-
scription of the NIT was sufficient to in-
form the magistrate judge of the scope of
the warrant sought.

Appellant notes that Agent Macfarlane
identified the Eastern District of Virginia
as the location of the search, but the NIT
actually searched computers all over the
world. Agent Macfarlane did so in the
warrant application, a preprinted form in-
viting the affiant to fill in the blanks as to
the magisterial district of the search. The
location of the Playpen server, the Eastern
District of Virginia, was the most sensible
single district to identify as the ‘‘locat[ion]’’
of the contraband. J.A. 51. To the extent
the form is misleading, Agent Macfarlane
cured any ambiguity by informing the
magistrate judge that the NIT would
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cause activating computers ‘‘wherever lo-
cated’’ to transmit data to the FBI. Id. at
80.

Nor was the warrant so ‘‘facially defi-
cient TTT that the executing officers [could
not] reasonably presume it to be valid.’’
Leon, 468 U.S. at 923. The boundaries of
a magistrate judge’s jurisdiction in the
context of remote access warrants were
unclear at the time of the warrant applica-
tion. Without judicial precedent for refer-
ence, the FBI consulted with attorneys
from the Department of Justice Child Ex-
ploitation and Obscenity Section. Appel-
lant casts the consultation in a cynical
light, arguing that it evidences a guilty
conscience. But in light of rapidly develop-
ing technology, there will not always be
definitive precedent upon which law en-
forcement can rely when utilizing cutting
edge investigative techniques. In such
cases, consultation with government attor-
neys is precisely what Leon’s ‘‘good faith’’
expects of law enforcement. We are disin-
clined to conclude that a warrant is ‘‘fa-
cially deficient’’ where the legality of an
investigative technique is unclear and law
enforcement seeks advice from counsel
before applying for the warrant.

B.

[8, 9] Appellant also claims that the
good faith exception to the exclusionary
rule is categorically inapplicable for war-
rants exceeding a magistrate judge’s juris-
diction. Because such warrants are void
from inception, Appellant contends, their
execution is the equivalent of a warrantless
search. However, as noted, the Supreme
Court has held that ‘‘the exclusionary rule
is designed to deter police misconduct
rather than to punish the errors of judges
and magistrates.’’ Leon, 468 U.S. at 916.
Suppressing evidence merely because it
was obtained pursuant to a warrant that
reached beyond the boundaries of a magis-

trate judge’s jurisdiction would not, under
the facts of this case, produce an ‘‘appreci-
able deterrence’’ on law enforcement. Id.
at 909.

Accordingly, suppression is not appro-
priate.

III.

For the foregoing reasons, the judgment
of the district court is

AFFIRMED.

,
  

WEST VIRGINIA CWP FUND, as
carrier for Mountaineer Coal

Development, Petitioner,

v.

DIRECTOR, OFFICE OF WORKERS’
COMPENSATION PROGRAMS,
UNITED STATES DEPARTMENT
OF LABOR; Lonnie A. Smith, Re-
spondents.

No. 16-2453

United States Court of Appeals,
Fourth Circuit.

Argued: December 5, 2017

Decided: January 26, 2018

Background:  Former employer sought
review of order of the Department of La-
bor Benefits Review Board that awarded
retired coal miner black-lung benefits un-
der Black Lung Benefits Act.

Holdings:  The Court of Appeals, Pamela
Harris, Circuit Judge, held that:

(1) substantial evidence supported ALJ’s
determination that 15-year presump-
tion for benefits eligibility applied, and
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