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Case 2:15-cv-03841-JAK-RAO Document 27 Filed 09/12/15 Paw;.is:1fJ1@\1fl&on?rafa~J~11ot/P.xvP-7532/ 

xVPN Request 

xVPN Request 

Business Unit and Othor Information --- - - -------- ------- .. -------- --
Business Unit DSC .. ·--·--·--· ·-- -~-1----------.. .-... -------··-•-·---· --~--......... ···. ---···---------··-··-· ·---~ -----·-·· ··----
Business Region Mainlond Europe ---·----1-------------------•-- ------·--· ----
Country Nolhorl:irds 

Sales Ordor(Work Package) Number _____ .• ~128~~·---·· .. --·- - ·- •·-·· ____ _ __________________ _ 

Project Name NA 
-···- - --- -------- ---

Customer Information 
~ - - -------·-· ··--···-.. · •-·-••- ·- --·-------

Customer Reference (e.g., Customer, DEX 
Partner or External) 

Company Name DEX (Data Excharge Corp), _ _ _____ _ 

Address 3600 Via Pescador ·---.. ·· ·--·-·- - ·-···------···-----------------------
City ~--'-------.................... __ ,.~----···· ""'-"'"'····--" -----"-···''''"··--"'"•-·-··--·------Camarillo 

~~ ~ >-- ------·-·•·----•-· .. -----· .. --.. -, -·····---.. - -·-·--··--·--·----·-··-··-· .. - .-.--------------- - -
Postal Code/ZIP 93012 ----·----- ·-·--· -- - - ...... - --·-- · - ........... ... - -· -- --·-····. - --·-•--·---------------

United Slates Country ~--.;_-·----···--· --·---- ....... _ _ ......... f----·------.. -····-·-------·-- ··-·-·---··--·- -·-----.. - --·· ···-· ···---··--·------·-· .. 
Phone ......... -···-··---·- ··"-" ...... ....... -..... _ ............ ...... .......................... .. ,._ .. .,_ .. ·-· ··· .. ·----·• .. · ...... -........ _ ......... ......... .......... - ..... - .... ------···-.. ·--·-

Customer Information - Primary Business Contact ...... _ •. ·- .... _ .. ___ • ····---·--

Name __ • __ ., __ ..... ---- ··- -·- · . ~ RojivDug_ g_al--_-_-_-.. - --------·--··----·----- ..•. --··---·-

FuncUon - ---.--... L ____ ·-··-·-·---·---···-·-___ _ 
._P_h_o_n_e _ __________ ..... I 805·312-3499 -·-----.. ·-·----

! .. rduggal~:xs_ys.t~ms.com Email .... ______ _ 
OHL Link Requester --------··- --·-··-·---- --·-- ----·-- ---------·--------~-·-----·-------~-
Name .... _ Ger~!.'!. y~~~e~~!~ .. ·- -··-·- --·-- __ ---···· --- · .... ·----·• .. ··--------· .. --··- ___ _ 
Phone +31 20 6555645 

Email GerarrJ.vanSeumercn@dli.com ---------·•-"-•------1---- ---~---------------------- ·-----
ServicQ Desk Grou p 

DHL Link Request Owner 
.......... ·-- ·-•·-·-··-----· ·-·---·----·-····"---··-· .. ···-·---------··· .. ·-·-·"·-··-----· 

-~~.'!1~-------·· ...... .. - ... - ....... ___ ........... .. Mark.Kruysen ··- ................ ___ ..... _ ,. ___ _ __ ·--- ------------
Job TIiie ... __ ... ..... ... .• . Sef'lice .Level Manager ....... --··-. ·- ----·- .. -·-

Department .... --· ----·· _ . ·---·-t- lT_ B_en_e_ll_lX _______________ ---·--- --·--·----
Phone +31 6 52013749 ---------··-· " -•-· ··----- •...•.. ----- ·-·--···--- ···------- ---·-----··-··---····----·-"------- -------·· 
Email 

Busines& Division 
1Tl<l_rk.k(UY6_Eln.~~.I.1tco!11 .. 
V7, Supply Chain ...... ,-................ -... - -+---------- - - --- - ---··---·-

Service 0 e£k Group ···-····-.. ·----·-··-­

ELR Requirements 

Please specify ELR explrnUon date 

Average tra~~!1.r~U.ghput .. . .... 

Unit 

~----------------·--- -------
12.02.2015 

•--·-- .. - .. ·-------------
·-·------··--·---- ·-·---•-·- ·-----··- ··-·-----------

Max. traffic throughput··-·---..... ·-··-- --··--.. - .. - --·· ·----·---·--··-----·· ·-·--------·--···-- ··- - · --·- - -
Unit 

Maximum number o f Concurrent 
.. .£.?nnectlons (optional) 

Business Case 

Business Case · · '1 OHL and O EX ~,k in part~;;;,~;, kl provide a c~;;;plale ;;,;;--;;,;;_;-;oi~uon for re.erse logistics -· - · 

• . .. ~~l.l)~~s of fla.!_'tre>nlc~, o !!~':"_c_us10.11,1ei:.!_1)!3JHinge. ~a!ehouse system Is provided by o~.x ___ _ 

6/26/2013 10;42 Alvl 
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Case 2:15-cv-03841-JAK-RAO Document 27 Filed 09/12/15 Paoe ~1 of t18 PaaeJn H·?~4 . 
-oops:,/cl m.dhl.conilrcqttcs 471302 r2.xvp. 7532/ 

e~~::::~-'i~·~pu~'i~,:~~ Prt~ ou~,~~~~appli~a·:~~- . - . -·· ·-·- ... -
...... -~-~=--.,,,~a;r=-..=.~ ...... ....._.... .......... ..... ~:s:::: 

Additional Information 

[ Addditlonal lnforma':!_o_~------·-·_· - 1 "···---····---·--·--···· .. -· ----- ---- ------ --
Adm In Additional Information 

·Admlnlmportantlnfonnatl;;- ~=~---·_·_-_--_-j~·-_._··_-_-_·-_··_-_···_··_-_·-_-_-_ · ·_- _·_·-_-_· _ __ . ____________ . _______ _ 

Ad min Additional Info 

I 
Document Name 

_ Notspecified 
_.__:...,, ... . ,... .. ....zax~a . ._- .,. .. c;,, .. >" .. _...,. M-

Request Name DEXPHX005 -----------·-·-·----- ---------- ---• .. ··-·-··-·······--···- ---·-·· 
130212.xvp.7532 Request Id 1-----------.. -·- - ·---·-·- ---t---·---·'"--•-·-· .. ···•····-•·•·-········-·~------~----------·------------------

t-W_o_rk_ fto_w_s_1a_1_u_s _________ -l!-Pendi~.s .. curily Approv-dl -----·-------- --------------·-

Task Progress -·--···- • ~~--- ·-Assigned·--·-- .... •··-·-·- _ ·"· 
.~equest Typ.e 4 

Creation Date 2013·02·12T14:55:05 
• ••-••-•-- •-•-----n••••••-• -•------•••-•---•- •-- -·------ -- ·-··- - · 

Archive No ------·· ---------·~- -··· .. ··-------------
Priority Nor mo I 

_ Now/Update ---····•--····· ._ .. ·-• ..... ............. _ ..!~~··-·--······· ······-····-.. ·····-········ ..... ···-··· ..... ___ ... ·····-·-·•·-------------
Submission ~:;:;:~:t~1;:~~:!~:;::~·i~f~~ ·-· --·· .. -·- --. -------.. ··-· ~~·~~~~~~.:~.~:.·.~~.=~· ·.~-=~.~=: 
sorvlces in scope of fuis ELR provided 

their approval for implementation -·-·· .... - •• -· .. ··-·-·- _ --·· ··-·- -·-··-·-·· ···· ............ ·-··-----
Approvals 
---···----·-·---··-·-----··--------------··-----····-.. ------·-··"·-· .. ---·-· --··-·-----· 
~Isl ~f~.!~Y!l~s.: . 

Approval Type Approved Emails Role Approved 
By 

t------··-·- -··-· ····•-·-- ··--· ............ - .. ·--•-•·--·--·- ·--···-·- ••········ ... ................. f---'----................ ·--·••·•··· .. ··--Technical Y AMIS_ TS_SocuJily@dt~.com dwimb<lll ELM Member 

Date Noto 

-----··· -·--·· .. ··-· .. --, 
26/06/201 3 
19:38:58 

Approval ---·--- ·-··--·-·---- ·--· ... ----- -- ---------·-·· ···------ ·------ -·-·----------·-----·-<--
Security N lodd.lulher@t-6y&tcms.com br><>n.mynolds@I- Security 

Approval ·-···- ·---·· .. , ..... .. .. systems.com ...... -·---·-···-·---- - --·· --· ·-··-.. -···· Ap.,_p_ro_vc_r ___ 1 ......... ·---·--·-··· .... ·--···· --· 
Financial Y Financial 

•. ~_p::oval ·- • ---· . . _ ·-· ........ ·····-·-·--· ··-··--·· ···- ··-·--··- ·-· . - .. - .......... --· Approver ____ ••. -·---· -··· 

Nol rnquired 

.. Y!.'_ . 
hlplementatlon N AMIS TS_Securily@dtj.com .. ---1---- ELM Member ---·--·- - +-----, 
PIR for N Rcquesler 

_ Rmluester.. ....... . ........................ ... .... ---- ···--· .. ·--~----
PIR for SA N elrn.netmasler@dltcom SA 

14~ST~".=...-::=~~=•• ':."!"=-·-•~•---:..• . . :.~-:-~=-:~!"~• -~~-~-=---::-.-..=._.a:"':':0.~---····=-:::-~.:..-:!:.:'.::0.:'"=-••':::.;...--:-.-::---: •. -::0:-.:=;-7.-::_-:_..-.• · ■ ~~-=-~~~ ~~~ 

Readers & Notifications 
•--- - ------ ------ •• - •--•-· - --- -•--•--- - M •• - -•• ••• --••-••-· --••-•-••- ••••••--••-,_,_,_ •• ••-•••--••---•,.•-•-·•----- -----

List of people who can accos& this re +-uo_s_t __ _ 

L ~,::; Oudenhovcn ···-·---··-·-·- Email --·••·-·=-·-······-·~-: ... -· -- ···-·. J-R-;;~!··-· .... -. . -- ·--·-- ···-······ ··-=-..1 
[ ~udcnho~~hl.co~--·- _ Senior Network Speciafist _ __ • -.~.--=-1 
Lisi of service owners who can receive notifications 

;;-c-~fl-.1~-d-,_-.• -. ·--· · .. , .. ~ -=- ~=-- ..... ~~:~.~~-~~·~~.~--~~·~.. . = .~·~··-~-~ ~~, R~-le-=---·-:·:-:.~·--_-_-_-:_-~---=-~-~·-·_·_·_·_-_-:] 
OHL Link Secondary Contact 

-·-·--··-·--- ---···· .... --- - ---- ------- -··-·-••·••-·- ---·--·· ··- ·----···-----. ·•--····· --·-····-· .......... -···--····-- --------- -
Name ··--··-··----·-· ······-··-·---··•·· ·-··----···· .. · .. ··- Eugene. Bijstorveld··---·······- .... _ ........... _ ... --••... -._-·_·_··------------~ 

__ JobTltle_. ___ ····· ·-- .... ····-···•-·· ........ ApplicalionAnalysl --···----···--- .... ...... ·-·-··-------------
ITBenellO< Department 

Phone 
------.. ··•------•···- ·-·-····--·-·-. .. 

+31 6 5'.l3326!l3 

Ema II E1_ige~·~.ijs..!.e~.~~~~com 
Business Division V7, Supply Chain ____ _ 

_ s_erv_ ic_e_D_e_s_k_G_r_o_u~p~ ---- --··--1 ____ ····-- --•--·-·-· _ ·----·~=.:~:·~.: ..... 
Non-Disclosure Agreement 

6/26/2013 10;42 AM 
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Case 2:15-cv-03841-JAK-RAO Document 27 Filed 09/12/15 Paf;Wsgk1frlfcnn~on~~g,tHJ110?f38xvr.7s32/ 

W
;::;.::::::::·.·:'.:'~~:"'"'

0

"'---::===~= T~-;.;:: ~=.=~·--_-_··_· ·- -._........,..._,. _____ ···-·--··• .... ,.-... •.-.. -· ... , ,·.• __ 3 .. --•.-.~=-~ .. -.. 
--~ ·O.~; ..... ·..:,.o,=,~"' , ,:,.:.,c,,,.,.•,~•"'"·""-'-..._ .. ...,..,.....,.~,~.£;,~~r V.PN.~~~f -~- -~. ~=·•·- .. ,~-=--- _ - - ·--- __ 

his Version Description ··-···- -·-··· ...•. _ J=-· ··- . __ -·--___ . -·-· . __ ····-· _____________ _ 
Communication Matrix/Notwork Diagrams 

Communication Matrix/Network~~f_J_ra_,_n _s ____ ···---- - - ---·-····----l .. _ . j 
Document Name Fill! Name 

Not s_pea~ed -·--·=··--···-··~ ~ = = ~· ,,,.,.. ,·,-"c,., ·=- .. ~·==~~~,.--~=-
Primary Gatoways 
,------- ------- - - - - ------ ---- ------··--- --·~----··-·-- -·----- - ---

Primary Gateway 

Gateway Make and Model !---~- --- ---------· External IP Address (Routablo, No NAT) ·----· .......... ··-· 
- ·------ •-· •·· • - •• • · • • t 

Prima,y OHL Gatew.iY .......... . 199.41.253.14 Juniper 

Primary Remote Gatew ay 72.67.208.180 Clsco291 1 
- - • - - i,..~~•yc.... • •;:;:=-....----;;;...;.:..-~ ~..;..........._--...;:...:.,..~ - -•~ - ~- =•r~• - •• M-~•·.tlol4 ..... =7~~~ &"'~=-="-~=-=-- ===- = = =---.< 

Is redundant VPN needed? -· ___ ... ·J No .. --.·--~=~: ............. ....... ··~···~=:-.. ···--···-··--···-............ ·-···--- - -
~u,ndary Gateway .. ... . 

Gateway External IP Address (Routable, No NAT) _______ ·--lr-M_a_k_o_a_n_d_M_o_d_e_l ___ ; 

SecordaryO_H_L_Ga_te_wa-'-y - - - ------1-------- ---- ·-------•--- ·-••------·--·· - ---------! 

----· -·-. --•-··- - ... 
IKE Phase I, II .. 

IKE Phase _ Encryption.Algorithm ........ _!lash Algorithm PFS Oiffie Hellman Group Llratlme -- ···- ·---·- •-M •-• --•••••--

Phase 1 AES 256 • Recommended by OHL SHA-1 - Recommended by OHL . 2 - Recommeooed by DHL Other • 28800 

Phase 2 AES 256 • Recommended by OHL SHA·1 - Recommended by OHL 2 • Recommerded by D HL 3600s • Recommended by OHL 
. . . ·-------==- ·-· . -

· ····- ··· .... ............ _ ... ···--· ·-····-··-···-······· .......... ·······-·•···· ··--- ·-••·-· .. ·-·--·- ·•·••-'••--· -- ---·---- - - - - --
Arr;, the DHL sorvers behind a firewall on 
the Internal networ1<? 

Flrewall Hostname 

No 

~-- ------ - - -----~---- - --·- - - --------··-------·····--·····-·· ··-···--
Accoss Control 

Access Contro l 

~01:1:ce • Destination 

Id Source IP Address/ Host Name 

2 1. 7.250.77.160/29 · 

Source DostinaUon IP Address / Host Name DesUnatlon 
Translated IP Translated IP 

1. 2.31.40.73 • 
2, 2.31 .40. 79 -
3. 2.31.40.61 • 
4. 2.31.40.67 • 
!>, 198.141.83.91 • 
6. 198.141.83.92 • 
7.198.141.83.93 • 
6. 198.141.83.94 • 
9. 198.141.83.95-
10. 198.141.83.96· 
11. 198141.83.97 • 
12.198.141.83.98· 

1. 199.41.3.140 
2. 199.41.3.141 
3.199.41.3.142 
4. 199.41.3.143 
5. 199.4 1.3.144 
6. 199.41.3.145 
7. 199.41.3.146 
8. 199.41.3.147 
9. 199.41.3.14-0 
10. 
199.41.3.149 
11. 

Protocol 

1. 
JetOlrect,TCP,9100 
2. LPO,TCP,515 
3. IPP,TCP,631 

- --·-----· •-···-····--·----•-··--••· ........ ............ ·--·---·····--·· ······---•· ........... ··-·······-···•···---··········· --··--- -·----- - - - ---" 

6/26/2013 l0:42 /\M 
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Case 2:15-cv-03841-JAK-RAO Document 27 Filed 09/12/15 P~s~R1,g.l1~~onfr&Ja~1}.Q1§t?~~cyp.7532/ 

Id S0urc11 IP Address / Host Name Source 

. ......... ....... .... .. - .......... ·-·-··-----... Translated IP .. 

Oostinaflon IP Address / Host Name Oestinaflon Protocol 
Translated IP --------·- ·-•--•·-·- - --·l-'-=-"'-=c~--1---- - --1 

13. 10.162.18.55 • 
14. 10.162.18.56 • 
15. 10.162.18.57 • 
16. 10.162.18.58 • 
17. 10.162.18.53 • 
16. 10.162.18.67 • 
1 !), J0.162.18.68 • 
20. 10.162.18.69 . 
21.198.141.83.77· 
22.198.141.83.85· 
23.198.141.83.86-
24. 10.162.18.71 • 

199.41.3.150 
12. 
199.41.3.151 
13. 
199.41.3.152 
14. 
199.41 .3.153 
15. 
199.41.3.154 
16. 
199.41.3.155 
17. 
199.41 .3.156 
16. 
199.41 .3.157 
19. 
199.4 1.3.158 
20. 
199.41 .3.159 
21 . 
199.41 .3.160 
22. 
199.41 .3.161 
23. 
199.41.3.162 
24. 

··-···. _ ·---- -'--.... __ ..... ... _ ... _ ....... - ... - ....... _ .............. - - ···-.. ··• ..... ·-···- -·-· __199.41 .3. 163_. ______ _ __ ~ 

CMOB 

[ ;.__I CMDB Service Name . -· .... _ _ .... __ ... .. .. _ ...... _ ~ _ _ .. -J-1-._-c_M_o_. e_s_e_rv_i_co_o ___ ~_-"-=--~-=--=--=--=--=--=--=---_____________ -_________ -~ .. -. _-___ ---__! 

~:es~otes ........ · · · .... ·•· ....... .... ---- --------·- - .. ··----· .. ·• ............. - ....... _____ -· ·----- ... _ .. _. ___ _ ... ··-.. 1 
·----- ..... .. _ .. _____________ -- .. .. - ----- ----.. - . 

2 . --..... ..... _ .. ____ ._ - - --- - ---.... ...................... .. ............... -• ... _ , .. __ ...... - ·- ·-· .. ··--- - ------~ 
Related requests .................... _ ... , ..... , ______ ... _______ _ 
Related Re uests 

~ I specified ......... ] Nam;;-·--· . ·- -·-1 
~====- ======-=--~-,.:"J~.:.•-·--. ., .... ,::~":' .... , .. ,. ____ .... -.. -•«, ••• ;.-- ---=~~--=",l=~-- ~ .:.--;:;--:--·· -·•r."U!Q'.....:.:- -----::== .u~11;.;::::-~- -- = •J:''.'• ;o.- __ _ _ · ·-····' 

6/26/2013 10:42 J\M 
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Case 2:15-cv-03841-JAK-RAO Document 27 Filed 09/12/15 Page 34 of 48 Page ID #:287 

O, llpkts decompressed: 0 
;ed: 0, tlpkts com pr. failed: 0 
c!SSed: 0, llpkts decompress failed: 0 
ecv errors 55 

: 72.67.208.180, remote crypto endpt.: 199.41.253.14 
mtu 1500, ip mtu idb GigabitEthernet0/0 
spi: OxA24D5713D(2722977725) 
oup: group2 

!183835660) 
56-aes esp-sha-hmac, 
Tunnel,} 
,w_id: On board VPN:1043, sibling_flags 80000046, crypto map: dexmap 
ting key lifetime (k/sec): (4467211/1063) 

support: Y replay window size: 128 

2722977725) 
56-aes esp-sha-hmac, 
Tunnel,} 
,w_id: Onboard VPN:1044, sibling_flags 80000046, crypto map: dexmap 
ting key lifetime (k/sec): (4467189/1063) 

support: Y replay window size: 128 

3 
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Case 2:15-cv-03841-JAK-RAO Document 27 Filed 09/12/15 Page 35 of 48 Page ID #:288 

From: Rajiv Duggal 

Sent: Monday, May 18, 201510:30 AM 
To: Chip Dickinson 

Subject: VPN router interface stats for DHL VPN interface 

DEX-HQ-2911-VPN#show int GigabitEthernet0/2 
GigabitEthernet0/2 is up, line protocol is u_p 

Hardware is CN Gigabit Ethernet, address is fc99.474b.c9e<1 (bia fc99.474b.c9ea) 

Description: *fTo E><'ternal Custom**-(DHL VPN CIRCUIT)*** 

Internet address is 7.250.77.161/16 
MTU 1500 bytes, BW 1000000 Kbit/sec, DL Y 10 usec, 

re liability 255/255, txload 1/255, rxload 1/255 
Encapsulation ARPA, loopback not set 
l<eepalive set (10 sec) 
r-ull Duplex, lGbps, media type is RJ45 
output flow-control is XON, input flow-control is XON 
ARP type: ARPA, ARP Timeout 04:00:00 
L<1st input 00:07:29, output 00:00:00, output hang never 
Last clearing of "show interface" counters never 
Input qw~ue: 0/75/0/0 (size/max/drops/flushes); Total output drops: O 
Queueing strategy: fifo 
Output queue: 0/40 (size/max) 
5 minute input rate Obits/sec, O packets/sec 
5 minute output rate O bits/sec, 0 packets/sec 

543104 packets input, 53026516 bytes, 0 no buffer 
Received 5132 broadcasts (O IP multicasts) 
0 runts, 0 giants, O throttles 

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored 
0 watchdog, 0 multicast, 0 pause input 
717769 packets output, 56094607 bytes, 0 underruns 
O output errors, 0 collisions, 0 interface resets 
0 trnknown protocol drops 
0 babbles, O late collision, 0 deferred 
0 lost carrier, 0 no carrier, 0 pause output 
0 output buffer failures, 0 output buffers swapped out 

Below a re the stats for the VPN tunnel. 
interface: GigabitEthernet0/0 

Crypto map tag: dexmap, local addr 72.67 .208.180 
protected vrf: (none) 
locc1I ident (addr/rnasl</prot/port): (7 .250.77.160/255.255.255.248/0/0) 
remote ident (addr/mask/prot/port): (199.41.0.0/255.255.252.0/0/0) 
current_peer 199.41.253.14 port 500 
PERMIT, flags={origin_is_acl,} · 

ffpkts encaps: 537933, t/pkts c~ncrypt: 537933, #pkts dicest: 537933 
#pkts decaps: 340176, #pkts decrypt: 340176, #pkts verify: 340176 

2 
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Case 2:15-cv-03841-JAK-RAO Document 27 Filed 09/12/15 Page 44 of 48 
199.41.253 .14 » 199 - Lookup lP address I Trace IP 

Page ID #:297 
Page I of2 

L } Subrr.it Qt IL u_,c_in_Am_ n __ ~l l _ _ __ ....,[ Submit Ou, 

Bta.ckllsttd Comal I\ ChC1¢k 

B~ekliiltd IP Check 

DNS ISP Cull•d Lookup 

[)NS 'l'oa-ls 

Email Tool:; 

Ctl SomtOIIH tp 

IP Lookup 

Ping 

rroxyU.sl.t 

Aovorse JP Loo~ttp 

Speed TUI 

lr.1ctrcuta 

Lookup IP address I Trace IP 

i 199.41.253.14 

199.41.253.14 

ISP: 

ltosl Name 

City: 

LalilUGe; 

jSubmllQuor, 

19'.41.2$3.14 

A 

Dur1lnl)1me 

Unll1d Stiles~ 

us 

J7,51i71 

•t22.37I 

CA 

IP Check: Free 
I> 

Accurate, Fast Detection of 
IP Vulnerabilities. Get Free 
Check! 

'--' c:, 

---t 

http://www.myiptesl.co111/staticpages/index.php/lP-Lookup/l 99 .4 J .253 .14 

Topics 
~tiu·, tl'llt tf AO) 

Friend Siles 
Ho\ting N•ighticrs. . . - -
91Bc.ldiSI lP WtG! 

H~ lP Addtt$S 6 lo9 

i ys,u:"tllfl.nld 

' L ,.~,, 
Llk• 

9/11/2015 
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(February 2, 2016) 

District Court Docket # 51 

Resp. Supp. App. 17

JExlli.ilbiits ito lPlBJ.initiillrs S1lllppfomen1tai.l Memoirai.ndlMm 
in Opposition ito Defendlai.n1ts DeMitm::lli.e Posit liniteirnai.itionai.l lttVo 
ai.ndl DHJL SM]PlJPliy Chai.in Neitlli.edai.ndls JEtV01s Moitfon ito Dfamfos 

lPMirsMatnit ito JFedlo ltt Civo lPo 12(1b)(2); Dedai.irai.1tion of JR.ai.jiv DMgai.l 
(JFelbirMai.iry 21 2((H(B) 

Dfaitirfoit CoMirit Docket # 51 



Resp. Supp. App. 18

Case 2:15-cv-03841-JAK-RAO Document 51 Filed 02/02/16 Page 12 of 23 Page ID #:427 
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Case 2:15-cv-03841-JAK-RAO Document 51 Filed 02/02/16 Page 13 of 23 Page ID #:428 

-----Original Message-----

From: Padraic Keaveney [mailto:pkeaveney@dexeurope.com] 

Sent: Wednesday, May 28, 2014 9:00 AM 

To: Roberto Abrahan; Rajiv Duggal 

Cc: DEX Technology 

Subject: RE : DHL VPN US Circuit - VPN Down Needs Immediate Action 

Hi Roberto, 

I have seen this since this morning .. 

On the advice of Rajiv, 

I have requested Laura to open a case with DHL IT as there seems to be some issue on the DHL end (in 

the US) that is causing this error. 

Laura, has requested further clarification from us on this and I will try and provide this to her by this 

evening. 

We did have a printer issue in the morning time which I could not resolve and I had to call on the 

services of Rajiv to assist and resolve. 

I was not able to login to the clec2 server as the login password was changed and I did not know it and 

thus unable to restart cups or perform any connectivity tests to the printers. 

Once the clec2 issue was resolved by Rajiv, printing resumed here in Europe and this was confirmed by 

Hans (Venlo) and Gunther (BE). 

Regards, 

Padraic 

\,\13 l I 
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Case 2:15-cv-03841-JAK-RAO Document 51 Filed 02/02/16 Paae 14 of 23 Paae ID #·429 
fflfps :7 felmdEL.com/requesf/4/ 1'3 02 TT-XVP-7 5 32/ 

Deutsche Post DHL 
xVPN Request 

Business Unit and Other Information 

Business Unit 

Business Region 

Country 

Sales Order (Work Package) Number 

Project Name 

Customer Information 

Customer Reference (e.g., Customer, 
Partner or External) 

Company Name 

Address 

City 

State 

Postal Code/ZIP 

Country 

Phone 

xVPN Request 

DSC 

Mainland Europe 

Netherlands 

15012825 

NA 

DEX 

DEX (Data Exchange Corp.) 

3600 Via Pescador 

Camarillo 

CA 

93012 

United States 

Customer Information - Primary Business Contact 

Name 

Function 

Phone 

Email 

OHL Link Requester 

Name 

Phone 

Email 

Service Desk Group 

DHL Link Request Owner 

Name 

Job Title 

Department 

Phone 

Email 

Business Division 

Service Desk Group 

ELR Requirements 

Please specify ELR expiration date 

Average traffic throughput 

Unit 

Max. traffic throughput 

Unit 

Maximum number of Concurrent 
Connections (optional) 

Business Case 

Business Case 

Attached Supporting Documents 

I Document Name 

Not specified 

Data Classlflcatlon 

Rajiv Duggal 

805-312-3499 

rduggal@dexsystems.com 

Gerard Van Seumeren 

+31 20 6555645 

Gerard.vanSeumeren@dhl.com 

Mark Kruysen 

Service Level Manager 

IT Benelux 

+31 6 52013749 

mark.kruysen@dhl.com 

V7, Supply Chain 

12.02.2015 

DHL a rd DEX work in partnership to provide a complete end to end solution for rewrse logistics 
business of Plantronics, a new customer in Beringe. Warehouse system is provided by DEX 

FIie Name 

6/26/2013 10:42 AM 
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Case 2:15-cv-03841-JAK-RAO Document 51 Filed 02/02/16 Paae 1~ of?~ P.aae 1n :tt-·4~0 
mtps:7Telm.dlir.conVrequesf/ir/ f302IT-XVP-7532/ 

Data types 

Data type 

Web Access to application and Print output from application 

Additional Information 

I Addditional Information 

Adm in Additional Information 

Ad min Important lnfonnation 

Ad min Additional Info 

I Document Name 

Not specified 

Request Name DEXPHX005 

Request Id 130212-XVP-7532 

Workflow Status Pending Security Approval 

Task Progress Assigned 

Request Type 4 

Creation Date 2013-02-12114:55:05 

Archive No 

Priority Normal 

New/Update False 

Submission 

By submitting this ELR, I confinn that I 
have read and agreed with the above 

y 

I confinn that the Service Owners of 
services in scope of this ELR provided 
their approval for implementation 

y 

Approvals 

List of Aoprovals: 

Approval Type Approved Emails 

Technical y AMIS_ TS_ Security@dhl.com 
Approval 

Security N !odd.luther@t-systems.com bryon.reynolds@t-
Approval systems.com 

Financial y 
Approval 

Implementation N AMIS TS Security@dhl.com 

PIR for N 
Requester 

PIRforSA N elm.netmaster@dhl.com 

Readers & Notifications 

List of people who can access this request 

Pieter Oudenhoven pieter.oudenhoven@dhl.com 

List of service owners who can receive notifications 

1i~e I Email 

~ot specified 

OHL Link Secondary Contact 

Name Eugene Bijsterveld 

Job Title Application Analyst 

Department IT Benelux 

Phone +31 6 53332693 

Email Eugene.Bijsterveld@dhl.com 

Business Division V7, Supply Chain 

Service Desk Group 

Non-Disclosure Agreement 

Data Classification Data Regulations 

For Internal Use None 

I File Name 

I 

Approved Role Date Note 
By 

dwimberl ELM Member 26/06/2013 
19:38:58 

Security 
Approver 

Financial Not required 
Approver yet 

ELM Member 

Requester 

SA 

Role 

Senior Network Specialist 

Role 

6/26/2013 10:42 AM 
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Case 2:15-cv-03841-JAK-RAO Document 51 Filed 02/02/16 Paae 16 of 23 PaaeJD #·431 
-l'iftps:7/elmdfil.corrilreqnes <l?l '.H>2f"2:XW-7532/ 

Attach Non-Oisclosure Agreement (NDA) 

Document Name File Name 

NDA DEX-DHL NDA DEX for VPN.pdf 

This Version Description 

Communication Matrix/Network Diagrams 

Communication Matrix/Network Diagrams 

I Document Name File Name 

Not specified 

Primary Gateways 

Primary Gateway 

Gateway External IP Address (Routable, No NAT) Make and Model 

PrimaryDHL Gateway 199.41.253.14 Juniper 

Primary Remote Gateway 72.67.208.180 Cisco 2911 

Encryption Domain 

Remote IP Address/Network I OHL IP Address/Network 

7.250.77.160/29 I 199.41.0.0122 

Secondary Gateways 

Is redundant VPN needed? I No 

Secondary Gateway 

Gateway External IP Address (Routable, No NAT) Make and Model 

Secondary DHL Gateway 

Secondary Remote Gateway 72.67.208.180 Cisco 2911 

Encryption Domain 

Remote IP Address/Network I OHL IP Address/Network 

10.1.0.0/16 I 
IKE 

IKE Phase 1-11 

IKE Phase Encryption Algorithm Hash Algorithm PFS Diffie Hellman Group Lifetime 

Phase 1 AES 256 • Recommended by DHL SHA-1 - Recommended by DHL 2 • Recommended by DHL Other• 28800 

Phase 2 AES 256 - Recommended by DHL 

NAT Rules 

NAT Rules 

Customer IP 

Not specified 

Segmentation Firewall 

Are the OHL servers behind a firewall on 
the internal network? 

Firewall Hostname 

Access Control 

Access Control 

Source• Destination 

No 

SHA-1 • Recommended by OHL 2 • Recommended by DHL 3600s • Recommended by DHL 

Customer Translated IP 

Id Source IP Address/ Host Name Source Destination IP Address/ Host Name Destination Protocol 
Translated IP Translated IP 

2 1. 7.250.77.160/29- 1. 2.31.40.73- 1.199.41.3.140 1. 
2. 2.31.40.79 • 2.199.41.3.141 JetDirect,TCP,9100 
3. 2.31.40.61 · 3.199.41.3.142 2. LPD,TCP,515 

4. 2.31 .40.67 - 4. 199.41.3.143 3. IPP,TCP,631 
5.198.141.83.91 • 5.199.41 .3.144 
6.198.141.83.92- 6.199.41.3.145 
7.198.141.83.93 - 7.199.41 .3.146 
8.198.141.83.94 • 8.199.41.3.147 
9. 198.141.83.95- 9. 199.41 .3.148 
10.198.141.83.96 - 10. 
11. 198.141.83.97 • 199.41.3.149 
12.198.141.83.98- 11. 

6/26/2013 10:42 AM 
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Case 2:15-cv-03841-JAK-RAO Document 51 Filed 02/02/16 Pa.Qe 17 of 23 Paae ID #:432 
mtps:7 /elm.dlil.com'req'fiest/4/ 130212-XVP-7532/ 

Id Source IP Address / Host Name Source Destination IP Address/ Host Name Destination Protocol 
Translated IP Translated IP 

13.10.162.18.55- 199.41 .3.150 
14. 10.162.18.56- 12. 
15.10.162.18.57- 199.41.3.151 
16.10.162.18.58- 13. 
17.10.162.18.53- 199.41.3.152 
18. 10.162.18.67- 14. 
19.10.162.18.68- 199.41.3.153 

20.10.162.18.69- 15. 

21. 198.141 .83.77- 199.41.3.154 
22. 198.141 .83.85- 16. 

23. 198.141 .83.86- 199.41 .3.155 
24.10.162.18.71- 17. 

199.41 .3.156 
18. 
199.41 .3.157 
19. 
199.41 .3.158 
20. 
199.41.3.159 
21 . 
199.41.3.160 
22. 
199.41 .3.161 
23. 
199.41 .3.162 
24. 
199.41 .3.163 

CMDB 

CMDB Service Name CMDB Service Owner 

Id Notes 

2 

Related requests 

i:•~dRequo,t, 
Name 

Not specified 

4of4 6/26/2013 10:42 AM 
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Case 2:15-cv-03841-JAK-RAO Document 51 Filed 02/02/16 Page 22 of 23 Page ID #:437 

user Name: 
19-MAY-15 

19-MAY-15 
Responsibility Name: 

User Name 
End Active Time Form Name 
----------

Signon__Audit_Forms_l90515 

19-MAY-15 16:00 

Page: 1 

Responsibility Name 

Form Audit Report 

Fr om Active Date: 

To Active Date: 

Form Name: 

s t art Active Time 

------------------------- -------------------------------- ------------------------------
GMELIS BLO Inventory 19-MAY-15 14 :17 
19-MAY-15 14:29 Inventory Transactions 
GMELIS BLO Inventory 19-MAY-15 14 :22 
19-MAY-15 14:23 DEXINVIQ 
TZHAO PLT Shipping super User 19-MAY-15 07:36 
19-MAY-15 07 : 36 CARRPICK 
TZHAO PLT shipping super user 19-MAY-15 07:35 
19-MAY-15 07: 36 SHIPDOCK 
TZHAO PLT shipping super User 19-MAY-15 07:36 
19-MAY-15 07: 36 PICKSMRY 
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1 

2 STATEOFCALIFORNIA 

3 COUNTY OF VENTURA 

PROOF OF SERVICE 

4 My business address is in Ventura County CA. I am over the age of eighteen 

5 and not a party to the within action. My business address is 3600 Via Pescador, 

6 Camarilla CA 93012 

7 On February 2, 2016, I served the foregoing document(s) described as: 

8 SUPPLEMENT AL MEMORANDUM IN OPPOSITION TO DEFENDANTS' 

9 MOTION DISMISS to: 

10 Anthony White, Thompson Hine LLP, 41 S. High St. Suite 1700, Columbus Ohio 

11 43215 

12 John Conkle, Conkle Kremer & Engel, 3130 Wilshire Blvd Suite 500 Santa Monica 

13 CA 90403 

14 XX (BY CM/ECF NOTICE OF ELECTRONIC FILING: I caused said documents 

15 to be served by means of this Court's electronic transmission of the Notice of 

16 Electronic Filing through the Court's transmission facilities to the parties and/or 

17 counsel who are registered CM/ECF Users set forth in the service list obtained from 

18 this Comt. 

19 XX (STATE) I declare under penalty of pe1jury under the laws of the United States 

20 of America that the foregoing is true and correct and that I am employed in the office 

21 of a member of the bar of this Court at whose direction the service was made. 

22 XX (FEDERAL) I declare that I am a member of the bar of this Court. 

23 Executed on February 2, 2016, at Camarillo, California. 

~ / 

25 S/ ---------

26 C. Stuart Young 

27 

28 




